WD 2012/ 005697PCT/ S&2011/ 000244 COVMUNI CATI ON DEVI CES AND METHODS FOR
SENDI NG A MESSAGE Field of the invention 5 Enbodinents of the invention
gener al | ywoebat®séoo conmuni cati on devi ces and net hods f ecTsendiingoas
message. Background of the invention 10 The | EEE 802. 11 comuni cati on
standard has been widely used for shortlrange wirel ess access to

conmmuni cation networks. It can be seen as a conplenentary technology to the
wired Local COMMUNECATIRN( DEMICEBOANDcMETHODSAFOR SENDINGWAr MESSAGE

comuni cation, there are nore chal |l enges when using the 15 wirel ess

technol ogy. One such chall enge arises due to the problem of the hidden
termnal ,pie®d, cFOEnEX@RAPLARLiBnf I rst communication termnal is in range of
an access‘bﬁTﬁT_thTE‘TT“TS—UUT of range of a second conmunication term nal
(and thus is hidden for the second comunication termnal) such 20 that the
secong co nlcatl %rghnal gann ot detegt iiansnl %IOHS by the first
comurii cato ﬁa? may VERESCORaPFYCHAL LY r ARSATEs8ns t hat col Ii de
with the ct;djlflrﬂﬁméét@ﬁﬁ atvibesf hhat meORPYBI €8t Q@n&i@ﬁgl Rakes¥ageQl ve this
probl em according to the | EEE 802. 11 conmuni cation 2 standarg, Carrier
Sensing Multiple Access / Collision Avoi dance (CSMA CA) is used.

Request -t S a ear-to-Send (CTS) nessages are used
for nedlag?égggsggguéfn?ﬁé.gﬁﬁiﬁﬁgug1eservatlon 30 The | EEE 802. 11
standard work group currently works on an anendnent for the | EEE 802. 11

st andard. _The n nt _task group,.referreq tqQ as 802. 11lac¢, mainly focuses
on D Ve orBTE0RRE b Srnlh S r BbboR4S S Ea A AR p oRosn HePeLYLGsR
Mil ti -1 npgbr Mhéit QhRge Mk M) ateeh80L 0¥ ohRufPeatiohasedyeewgunifgati on

t echnol ogy.
can be seen as a complementary technology to the wired Local

Area Network (LAN). However, compared to the wired
communication, there are more challenges when using the

15 wireless technology. One such challenge arises due to the
problem of the hidden terminal, i.e., for example, a first
communication terminal is in range of an access point while
it is out of range of a second communication terminal (and
thus is hidden for the second communication terminal) such

20 that the second communication terminal cannot detect
transmissions by the first communication terminal and may
thus carry out transmissions that collide with the
transmissions of the first communication terminal. To solve
this problem, according to the IEEE 802.11 communication

25 standard, Carrier Sensing Multiple Access / Collision
Avoidance (CSMA/CA) is used. Request-to-Send (RTS) messages
and Clear-to-Send (CTS) messages are used for media

reservation, i.e. channel reservation.

30 The IEEE 802.11 standard work group currently works on an
amendment for the IEEE 802.11 standard. The amendment task

group, referred to as 802.l1lac, mainly focuses on the



Wth the MJM MO technol ogy, an | EEE 802. 11 access point can 5 send data to
a plurality of comunication termnals at the sane tine. Efficient nethods
are desi rmblhe1ddosdo7al | ow the plurality of stations to seqw/sGacH/ 000244

acknow edgnents (ACKs) for the data while avoiding collisions, e.g. between
t he acknow edgenents anong thensel ves add/ or between the 10 acknow edgnents
and ot her nessages, e.g. nessages sent by other conmunication termnals.
Summary ofpphechbyent b&nMulbiloseremanrbedirppil ~Ma1¢QMRpeRt | (MU-davice is
provided including a determning circuit configured to determ ne a neasure
based on tAehpPheIHedBs§8Pyliobasre cramYRiSItannoteghmedodye fromt he
comuni cation device to at | east one other conmunication device, a
conparing circuit configured to 20 conpare the determ ned neasure with a
predet er nWwibed theeMleMdMOateahhbdbbey aanfTEGEr 602t a1daecicds swetiker dare

nmessage shoul d be sent usin .collision protection mechani_.sm based on the
resul £ of SERE eﬂﬁﬁaFPs6nPlH%ﬁ€§§¥g8fg@ﬁ@?&??ﬁatéppcGFFméﬁﬁﬂﬁg@Fe&h@b

generate theemesgagerandcdehtaRsthblgr ate ee_e&&%;@dthgt_sgﬁqomh%h ssage in
accordance with the decision. Short description of the figures

2012/ 00560¥PCTL 85200%/ 600244n8 Fpgaerdlbshéwscancwirdgmeatison ASKst) efior
accordingtﬁg ggtgngﬁgigeg%biding collisions, e.g. between the
~acknowledgements among themselves and/or between the
10 acknowledgments and other messages, e.g. messages sent by

other communication terminals.

Summary of the invention

15 In one embodiment, a communication device is provided
including a determining circuit configured to determine a
measure based on the time necessary for the transmission of a
message from the communication device to at least one other
communication device, a comparing circuit configured to

20 compare the determined measure with a predetermined
threshold, a controller configured to decide whether the
message should be sent using a collision protection mechanism
based on the result of the comparison, a message generating |
circuit configured to generate the message and a transmitter

25 configured to send the message in accordance with the

decision.

Short description of the figures

30 Illustrative embodiments of the invention are explained below

with reference to the drawings.



Figure 2 shows a communi cation arrangenent and a nessage flow diagram 5
Figure 3 shows a nessage flow diagram Figure 4 shows a nessage fl ow

di agr am asoanthioogeoro an enbodi nent. Figure 5 shows a coORPOWSIGReLt1 000244
arrangenment and a nmessage flow diagram 10 Figure 6 shows a nessage fl ow
di agram according to an enbodi nent. Figdre 7 shows a conmuni cati on device
according to an enbodi nent. Figure 8 shows a flow di agram according to an

enbodi nentighpeFlgehewd shewsmaniessass LhaWefi a8LaFuaREORYi Ag to an
enbodi nent. Figure 10 shows a conmuni cati on device according to an

enbodi ment. Fi gur eeposiB@sta f1 ow di agram according to an enbodi ment. 20
Cgure \2coas 3 UESREOE, ELRNGECALIRY BESTLLEHIESSROY Rspane B0 © 1
diagram.
5 Figure 3 shows a message flow diagram.
Figure 4 shows a message flow diagram according to ah
embodiment.
Figure 5 shows a communication arrangement and a message flow
diagram. ‘
10 Figure 6 shows a message flow diagram according to an
‘embodiment.
Figure 7 shows a communication device according to an
embodiment.
Figure 8 shows a flow diagram according to an embodiment.
15 Figure 9 shows a message flow diagram according to an
embodiment.
Figure 10 shows a communication device according to an
embodiment.

Figure 11 shows a flow diagram according to an embodiment.

20 Figure 12 shows a message flow diagram.

Detailed description

Figure 1 shows a communication system 100 according to an

25 embodiment.

The communication system 100 includes an access point 101.
The access point 101 provides wireless access»td a core 102
network for a plurality of communication terminals 103 in its

30 coverage area 104. The communication terminals 103 that want
to be provided with access by the access point 101 are

attached to the access point 101.



The conmuni cati on system 100 i ncludes an access point 101. The access point
101 provides wireless access to a core 102 network for a plurality of
comuni cavoamAmseyrnal s 103 in its 30 coverage area 104pcThe2eamoemication
termnals 103 that want to be provided with access by the access point 101
are attached to the access point 101. YD 2012/ 005697PCT/ S&011/ 000244 4
The access point 101 is for exanple an access point according to | EEE

802. 11. InhengcesbedpBent, 1bheiaceesSeRampPlelA abdekRe podRHLRICRAIQAMP
termnals 103 use a conmmon conmuni cati on channel for exchanging data. To
avoi d col FPsTBRE BBZwkém nessages transmitted by different comunication
devi ces, Request-toSend (RTS) nessages and Cl ear-to-Send (CTS) may be used
to reserve usage of the channel. 10 This is illustrated in figure 2. Figure
2 shows aIsoonunemhbdomeaty| angeneote2Blpandtaloessagethkovwodimagriamtia®a 15

The camruni cation arrangenment 201 includes, a source comruni cati on device
203 (gf dﬁ?ém%ﬁagé %Pgngﬁ?t?eﬂ?mWSP EERPNeCebiPBspBARNRY £68%a first one of

the accessxpRhAYiAQlaand.the sesmyn£5§1i9@oﬁgrH&B@éénlﬁéssg dgstination 20
conmmuni cation déevice 204 (for the data to be transmtted) 8r exanpl e

corr espondragsmot hedebyndibherefntt hemmeoésst ponndetdteandReheestmtrori cati on

term nal s, 103, ot her _communi.cation_devjce or _exanpl e
correspon%?%g fg?ghem %ﬁ%?%ae?ngf8iﬁ%rag3e§§n§o%g?5 oT2¥nget Hged to
communi caté98rver ib8gksot0Bhe28hannel .

10 ,
This is illustrated in figure 2.
Figure 2 shows a communication arrangement 201 and a message
flow diagram 202.

15

The communication arrangement 201 includes a source
communication device 203 (of data to be transmitted) for
example corresponding to a first one of the access point 101
and the communication terminals 103, a destination

20 communication device 204 (for the data to be transmitted) for
example corresponding to a second one of the access point 101
and the communication terminals 103, and other communication
devices 205 for example corresponding to the remainder of the
access point 101 and the communication terminals 103.

25
In the message flow diagram 202, time increases from left to

right.

After a DIFS (Distributed Interframe Space) 208, the source
30 communication device 203 sends an RTS (Ready-to-Send) message

209. After a first SIFS (Short Interframe Space) 210, the

destination communication device 204 responds with a CTS

(Clear-to-Send) message 211. After a second SIFS 212. the



In the nmessage flow diagram 202, tinme increases fromleft to right. After a
DIFS (Distributed Interframe Space) 208, the source 30 conmuni cation device
203 sendswenofRlBs¢Ready- t o- Send) nessage 209. After a fiPCcsisGIRBo@Shor t
Interframe Space) 210, the destination conmmunication device 204 responds
with a CTS (O ear-to-Send) nessage 211. SAfter a second SIFS 212, the WD
2012/ 005697PCT/ SG2011/ 000244 5 source conmuni cati on device 203 sends the

data 213 keubkeet canmiintiicad i off Hekiaet hignd sShbg 23 date dast idmtgon
comuni cation device sends an acknow edgnent (ACK) nessage 215. 5 The ot her
comuni catF8ASAB&ttEEs MffFeror Abdads SHRS 2ddmuiiheatiest igkwddwsl during data

213 transpaissi Ao a 5.tr 1 SSi I ndicat b first
nat ched bl on 9162549 s "Suatea Tearenan Brsae renbea BT i,
term nal df5the other comrunication termnals 205 that receives the RTS

message 209 knows that it may not access the channel for the period after

t he message 209 until the acknow edgenent 215 was sent as indicated by
the 15 firak BaheRedoR@ek cdt8on devices may not access the

communication channel during data 213 transmission and ACK
message 215 transmission as indicated by a first hatched
~block 216 and a second hatched block 217.
10 _

A communication terminal of the other communication terminals
205 that receives the RTS message 209 knows that it may not
access the channel for the period after the RTS message 209
until the acknowledgement 215 was sent as indicated by the

15 first hatched block 216.

A communication terminal of the other communication terminals
205 that receives the CTS message 211 knows that it may not
access the channel for the period after the CTS message 211

20 until the acknowledgement 215 was sent as indicated by the
second hatched block 217.

The transmission range of the RTS message 209 is indicated by\
a first circle 206 and the transmission range of the CTS

25 message 211 is indicated by a second circle 207. As can be
seen, communication terminals 205 may exist that do not
receive the RTS message 209 or the CTS message 211 which may

thus try to access the channel and cause a collision.

30 According to one embodiment, the access point 101 uses Multi-
User Multiple-Input-Multiple-Output (MU-MIMO) to send data to

a plurality of the communication devices 103.



A communi cation term nal of the other comunication term nals 205 that
recei ves the CTS nessage 211 knows that it may not access the channel for
t he peri ostoabtxnsdshe CTS nessage 211 20 until the acknowceggesmmbozdis5 was
sent as indicated by the second hatched bl ock 217. The transm ssi.on range
of the RTS nessage 209 is indicated by & first circle 206 and the

transm ssion range of the CIS 25 nessage 211 is indicated by a second

circle 207n ABicaBabe,seaah e@MEHBI paLiral it§r BifNabimdPs AR oeXidelvildeat do
not recelve t he RTS nessage 209 or the CTS nessag 211 which may thus try
ec

to access 9%esgﬁaﬁnén aréneulseosmenr| mepsAge30 Thec ardnny leslgerent s

enbodi ne s nP s t
wul ti pl e- n%u NEFB% gﬁ?56§9%ﬁ%_ ﬁgyg og@%ggdayat s SCSFSFaloﬁy of the
conmuni caldbn mhwscés 1@3ust¥ﬁtéﬁl?h0@5@9?€€$ﬁSGQOll/000244 6 In this case,

each qof the plurality of conmmunication devices 103 sends an acknow edgenent
nessa%b. The acknowl edgenents may be sent in accordance with a polling by

the accesp;g@iat 310howihhSmksshhbUstibat 8dalpaki ggbe 3. 5 Figure 3 shows a
message fl ow di agram 300. The méssage flow'is illustrated for an access

poi nt 301 for exanple corresponding to the access point 101 and a first 10

[ ] | .3 d hird
Communi cafPon"t EPATRAF 130417 oF 10U hOR ESRor P EepBnF R CPoPbRE O Zat i on'

terni nal sed&dpldi serikespeadeagf tonthef hctessi gbint1d0Thanaceess reei nt 301
sends out the data to be transmtted to the communication termnals 301,
302, 1803 FAMAURAEAtLiPANERFRNBA 305, FhEcEARE EPAMYRLSItHAN3BSIMERAILyes

si mul t anegys 5ﬁan§ntﬁ§kencg&mﬁh@cgeaﬁedtéfﬁagglt9ohh@ozl@§5m59gﬂun'0at'0n

termnal 301, the data directed to t secon
correspondlng to the communication terminals 103. Time

increases from left to right.

15 The access point 301 sends out the data to be transmitted to
the communication terminals 301, 302, 303 in a data
transmission 305. The data transmission 305 involves
simultaneous transmission of the data directed to the first
communication terminal 301, the data directed to the second

20 communication terminal 302 and the data directed to the third

communication terminal 303.

If the data amounts to be sent to the communication terminals
301, 302, 303 are not the same, the data may be padded such
25 that the data transmission 305 has the same length for each

transmit antenna.

After the data transmission 305 is finished, the access point
301 sends out a first BAR message (Block Acknbwledgement

30 Request) 306 to the first communication terminal 301 and the
first communication terminal 301 sends back a first BA (Block
Acknowledgement) message 307 accordingly. Other communication

terminals (including the second communication terminal 302



20 communication termnal 302 and the data directed to the third

communi cation termnal 303. If the data anpbunts to be sent to the

comuni cavoammsevrnal s 301, 302, 303 are not the sane, pChscdatiaceray be
padded such 25 that the data transm ssion 305 has the sane |l ength for each
transmt antenna. After the data transni/ssion 305 is finished, the access
point 301 sends out a first BAR nessage (Bl ock Acknow edgenent 30 Request)

306 to thendi tBe eRmPUNteAbANChELBhnakrAQAadndoBheqdbl hot ¢QEmM4Riigat i on
term nal 301 sends back a first BA (Bl ock Acknow edgenent) nessage 307

accor di ngRyYtoingr vbeamhavéagi saceévafinahs finetuBARgmelssagecdf® from
communi ¢ bgnaégéggngkiggggo 2012/ 005697PCT/ SG2011/ 000244 7 and the third

comuni cation termn 0 not transnit anything when having received

the first BAR nessage 306 fromthe access point 301. 5 Simlarly, (only)

t he second. co icatio erm nal 302 responds to a second BAR nessage 308
with & se b%ﬂfggrﬁeséﬁﬁEYg0§g%nﬁeFBHPy?OTﬁEn%ﬁFFHOEoﬁﬁﬁﬁF8§ﬂiéﬁzternina

303 respopdspbRag thi 5dsBARMAREARIRe 34098 Shgayt Phr d @éceﬁaSﬁ'ﬂeméééagg le

the other remai ning communication term nals receiving the BAR 10 nessages
308, 309 399 nendaceersy)t heechhhnd| cofounibationeteenénaéd3Ddr rekponds
transm ssjon_of, th ponse_BA sa 309, . 310 For a si e ho

wirel ess E%&Fs%%%%ﬁlégﬁlm%%ﬁ%%%igg@i%%&éSatg?ﬁf%a%é T@§saﬂaesgbh¥gégﬁerage
104 of thehaceersr ppemaiddigcasmhenicibeoBARe ARSEAYSSr806iv3Ag, tB20BAR
Therefore, there can be_no hidden termnal for the BAR transm ssion and

t hus 1€ol 1MF37EEP N3 88 kndIP cB9nRAt 2FEASHI KBP oRhADREL 0 (APHJERSt EAMENAl S can
be_avol defosEiiilelort Bhe t2afORPALI Gh St LHle 20e LOGHLEORRY 2. 11
system It s ou%d Ee not ed t%at tﬁe at% dlr%ct%dBt% %he c%%gggpggtion
t erm nal s3@®,1,3B02, 303 can specify an inplicit BAR for one of the
comuni cation termnals 301, 302, 303 such
For a single hop wireless LAN system, all communication
15 terminals 103 under the coverage 104 of the access point 101
can hear the BAR messages 306, 308, 310. Therefore, there can
be no hidden terminal for the BAR transmission and thus
collisions in acknowledgment transmission due to hidden-

terminals can be avoided. Further, this is compatible with

20 the legacy IEEE 802.11 system.

It should be noted that the data directed to the
communication terminals 301, 302, 303 can specify an implicit
BAR for one of the communication terminals 301, 302, 303 such
25 that one of the BAR messages 306, 307, 308 does not need to
be transmitted. In this case, the communication terminal 301,
302, 303 for which an implicit BAR has been specified
responds with a BA message 307, 308, 309 after the data
transmission 305 without waiting for a BAR meésage.
30 |
The polled ACK approach as described with reference to figure

3 however introduces a relatively high amount of overhead due



25 that one of the BAR nessages 306, 307, 308 does not need to be
transmtted. In this case, the communication term nal 301, 302, 303 for

whi ch an wopbimiose9BAR has been specified responds with acBAcrersagas 307,
308, 309 after the data transm ssion 305 without waiting for a BAR nessage.
30 WD 2012/ 005697PCT/ SG2011/ 000244 8 t8 the exchange of BAR nessages 306,
307, 308 and BA nessages 307, 309, 311. The overhead may be reduced by
usi ng t hetscbrdukgdhAfl§eSo@ppraanbsaagek! 886;ated,i 3ok aude BA hefdsaiyes 4
shows a nessage flow di agram 400 according to an enbodinent. 10 The nessage
flowis iPPlstP8Ped3tédr an access point 401 for exanple corresponding to
the access point 101 and a first conmunication term nal 402, a second
conmmruni cation termnal 403 and a third conmunication termnal 404 for
exanpl e cBheespenbead meyt he cednuadchyi oaihgr thraksh&ddledi BmEKLS i ncreases

fronl%eft to riggt. Slg&laglg ta the_data transm ssion 305, the access
poi nt “4012RBFPRE8 B8t LA HSFAEPENLHi S5PBR®486. The data transmission 406 is
in this exanple preceded by an L-SIG (Legacy Signal 20 field) 410 and a
(V)HT-SI G ((Very) High Throughput Signal field) 411. After the data

transm ssFogune6? shenscanafbedei 6hovedinaapmadfl aogorddagsswdenback a BA
nmessage 48¥bo$9§en€09' The time 25 of transm ssion of the BA nessages 407,
408, 409 mmy for exanple be given by respective offsets specified in the
data transmitted to the communication term nals 402, 403, 404. For exanple,
an inmplicit BAR and no_offset may be specified for the first caomrunication
ternitfal 4P MEFHSRABI FEPY BARLARASHT3bed fQF BRfaEFefAyPBENspAOlf fed f or

the secongycRBTMINESALEOPLEIAGNRL ¢RS 8PRd-88 HBPhECHbH1BARgWLt i@ gecond

(larger) offset nmay be specified for the third communication term na
communication terminal 402, a second communication terminal
403 and a third communication terminal 404 for example
corresponding to the communication terminals 103. Time

15 increases from left to right.

Similarly to the data transmission 305, the access point 401
carries out a data transmission 406. The data transmission
406 is in this example preceded by an L-SIG (Legacy Signal

20 field) 410 and a (V)HT-SIG ((Very) High Throughput Signal
field) 411.

After the data transmission 406, each communication terminal
402, 403, 404 sends back a BA message 407, 408, 409. The time
25 of transmission of the BA messages 407, 408, 409 may for
example be given by respective offsets specified in the data
transmitted to the communication terminals 402, 403, 404. For
example, an implicit BAR and no offset may be specified for
the first communication terminal 402, an implicit BAR and a
30 first offset may be specified for the second communication
terminal 403 and an implicit BAR with a second (larger)

offset may be specified for the third communication terminal



WD 2012/ 005697PCT/ SG2011/ 000244 9 404. Collision of acknow edgenent
nmessages i s avoided by using different offsets. It should be noted that
when a cowounizmsdoon term nal 402, 5 403, 404 does not eomrsebiiposasei ve
the data transm ssion 406 the case may occur that the conmuni cation

term nal 402, 403, 404 does not send it9 BA message 407, 408, 409 which may
|l ead to a transm ssion gap. Wen the BA nessages 407, 408, 409 are sent at
certain daoa.rabvesistibar efmayknowlbagenenghmeisgagber 150 atvidg deecess poi nt
401 to fill ,the transm ssion gap (even with a NULL franme). Thus, another
communi catfdRIt 8t FfREPN e IESREENd for the channel during the transnission
gap and access the transm ssion gap which may lead to a collision with a
foll owi ng BAR nessage. 15 Further, when a | egacy | EEE 802. 11 conmuni cati on
term nal Tt shohlid bhenbtedsthssi shenangeonmuhheaadoessepoiinial4@D2(whi ch is

in thies e I n .| EEE 802. 11lac cess point supporting schedul.ed ACK),
Lhe AGK paiab: 108 a08E,oBACELE Ly ERrR kD 5DSnRa et CEABSRamiaTe AT
t erm nal sth@2¢ca43magd0dctwhi ERadr enknNcbRinengxaiRbe LEERiBA2. 1baC 403,
comuni cation termnals) may collide with data sent fromthe | egacy

communi ca#éndeesnnAkl sepd TRPsBRAsmpEpager 4Péd #A8Yi §0Pewbichi gawe 18ashows
a_communi £31} 00, 21 LANIEER! 4200 ﬁﬁgaatﬁssaﬂgseéggggg'aﬁga”h%%o-4%9 e
e or nt ng to

communi caf i on arrangenent 5 i ncl'udes an access 01 “correspo
the accessepoi at 48ttaanfdast catwspi chtkenmber fbBabe56RA0Qghr €SpendioRg t o
the first comrunication termnal 402, a second communi cation termnal WO

2012-805685PEFF <99 18PHRE2441 to fiI1 the transmission gap (even with
a NULL frame). Thus, another communication terminal may

contend for the channel during the transmission gap and
access the transmission gap which may lead to a collision
with a following BAR message.
15 ‘
Further, when a legacy IEEE 802.11 communication terminal is
within the transmission range of the access point 401 (which
is in this example an IEEE 802.1lac access point supporting
scheduled ACK), the ACK packet (i.e. the BA message) sent by
20 one of the communication terminals 402, 403, 404 (which are
in this example IEEE 802.l1lac communication terminals) may

collide with data sent from the legacy communication

terminal.
25 This is illustrated in figure 5.

Figure 5 shows a communication arrangement 500 and a message

flow diagram 510.

30 The communication arrangement 500 includes an access point
501 corresponding to the access point 401, a first
communication terminal 502 corresponding to. the first

communication terminal 402, a second communication terminal



10 503 corresponding to the second conmuni cation termnal 402 and a third
communi cation termnal 504 corresponding to the third conmuni cation

t er mi nal W02012003¢%e conmmuni cati on arrangenent 500 furt hecTtiscedumdessa fourth
conmmuni cation termnal 505 which is assuned to be a | egacy | EEE 802. 11
term nal . The nmessage fl ow diagram 510 corresponds to the nessage flow
10 di agram 400 but al so includes the fourth comrunication termnal 505 as

partici papb3otothespeasagg tbowhe Skaefdt BemmaHA At OAM¥RIEAHAAN 4oer i nal
505 does not recognize fromthe information transmtted in the data 15

transm ssfBfl 806hi&6r FeBpBRArag§ies garminpdnShisspronespendingt tchahe
conmuni ¢ Eh??dtgéﬂhﬂﬂhﬁaégﬁn §g§mi§$f.§6?hi”pliCitly scheduled to transm t
e in

a

BA nessages, It accesses channe i s exanple by sending a nessage

511 which collides with the BA nmessage 508 (corresponding to the second BA

nessagg 4%?% 20 sent bé t he second co nication termnal. Such collisions
av e

may b QOBYURLFAG I PRe2RFSEFRERE 0P BBt FBALABRr SRERULSES| B dSMEdbed in

figure 6.-dmmith94E€iBnShaYRiAaMTeE5896hE LAW; di 3g5aM800-apeordiRg %% an
enbodi nent. The nmessage flowis illustrated for an access point 807 for
exanpl e cbEEBsPpOAdlhgtesminalaccess point 101 and a first 30 communi cation
term nal 602, a second communi cation termnal 603 and a third comunication
term nal 604 for exanple corresponding to the conmunication termnals 103.

Time increasescésage! eibwt @iagghh. S1W-20225P0RE87PETLRE2RLLLB0R244 o041
Simlarly to the data transm ssion 406, the access point 601 transmts data

to t R codhReramt 8 PREnphaPsinodudepsthgofonpth garmunigasAcssi on 606.

terminal 505 as participant of the message flow.

Since the fourth communication terminal 505 does not
recognize from the information transmitted in the data

15 transmission 506 (corresponding to data transmission 406)
that the communication terminals 502, 503, 504 are implicitly
scheduled to transmit BA messages, it accesses the channel in
this example by sending a message 511 which collides with the
BA message 508 (corresponding to the second BA message 408)

20 sent by the second communication terminal.

Such collisions may be avoided by using the RTS/CTS

protection approach as illustrated in figure 6.

25 Figure 6 shows a message flow diagram 600 according to an

embodiment.

The message flow is illustrated for an access point 601 for
example corresponding to the access point 101vand a first
30 communication terminal 602, a second communication terminal
603 and a third communication terminal 604 for example
corresponding to the communication terminals 103. Time

increases from left to riaht.



5 Before carrying out the data transm ssion, the access point 601 sends a
RTS nmessage 610 which is addressed to one of the conmunication termnals
602, 603,wb6Qd12/40869thi s exanple the first comunication tremrsicnaldi/ 6634 and
waits for the reception 10 of a corresponding CIS nessage 611 sent out
accordingly by the first communication #drninal 602. The communication
termnal 602, 603, 604 to which the RTS nessage 610 is addressed nay be
random y chosen by the access point 601. 15 The RTS nessage 610 '(or al so
the CTS nessage 611) can carry informati on abqut the duration 612 of the
data transShi'$dPEAY666 &RE CRE2CEHFPESPOSEILRE BROmesS&gescEsd #PddsitNle

| egacy COH?HHBB%EBOBaEQr%bn%helgémkﬂﬂﬁcbﬁlbﬂ E@%m&ﬂ qfa%%zlo%o%f tghey access

poi nt 601 which receives this information avol 0 accessing the
channel duni agdahe $peocisfiiedidor &06en 612. Thus, col l'ision of BA messages
607, @08, 609 with data transmtted by a | egacy comuni cation term nal can
be avol ded. 25 The RTS/ CTS protection nechani smas described with reference

to figuresérbptr eduegsngveubeadet RatanByahemiekewant the Gaseskhalithe
duration of the data transm ssion 606 is relatlvely short (e.g. a snal

amount of 684t &engst paRAi MeedRgeCR1Phehérhet shaddreshedrts/ ons wiottéet i on
oo ea PR R 30 BRLAThAGE WoD kDS | kARSI RSN SHIAREIR LRi?

referred to as ong an afount ’ communi catron téerm nal s
103 is présest tommheicetdébageeaménal0402|t anbouwhdtbe foet etiet hatcelplta on

exch o% t he RTS nessage 610 and the ng nessage WO L
50127005695 PETF REPBIRPOAOITACTS MEBEaGEy SAlsICREL ORE ACEOFPHENAY Bt ect

mechani smubi ghrat! evsmanokdinont batmti hg1cbannerhhecopranypusable for a
whol e transm ssion duration of e.g. 3ns. 5 Another approach is the nethod

is the CTSrpigelf 6P2ot 6887 0A04| kot WhécBashe REE mesesgepdildt 1601 sends
out, instg % e SP io gg me ge with its ddress as
destlnatloﬁgag r%gs %ge §$?§§g§%§ SCE§§- §p§e?$%n%§§888)poﬁcg r ﬁngly, no
CTS nmessage 611 is transmtted by the 10 comruni cation term nals 602, 603,
604 i% response, .
1 The RTS message 610 (or also the CTS message 611) can carry
information about the duration 612 of the data transmission
606 and the corresponding BA messages and a possible legacy
communication terminal 103 that is in the coverage 104 of the
access point 601 which receives this information will avoid
20 accessing the channel during the specified duration 612.
Thus, collision of BA messages 607, 608, 609 with data
transmitted by a legacy communication terminal can be

avoided.

25 The RTS/CTS protection mechanism as described with reference
to figure 6 introduces overhead that may be relevant in case
that the duration of the data transmission 606 is relatively
short (e.g. a small amount of data is transmitted). On the
other hand, the RTS/CTS protection mechanism may be of

30 advantage when the transmission duration (also referred to as
TXOP) is long and a high amount of communication terminals
103 is present in the coverage area 104. It should be noted

that the exchange of the RTS message 610 and the CTS message



The conmmuni cation termnals 103 |ocated in the coverage are 104 stations
hearing the CTS will stop using the channel, e.g. for the duration of the
data tranyoiesiopeeas i ndicated 15 in the CTS nessage serCTBG20h®0@ILESS
poi nt 601. Thus, collisions during transm ssion of the acknow edgenents
(i.e. the BA nessages 607, 608, 609) cahZbe avoided. Thus, protection of
ACK transm ssion for 802.1lac networks 20 can be provided with rel atively

little oveLbhemdy Howevect tBeaCESillosSehf deessagmechaalitmmanike dnapped due
to a collision while the data transm ssion 606 is_successful. In such a
situati on?VPhE1PPaRBATsSPENCHPIRRE RERABRFeHBERBRLS #BY AothBédeprot ect ed

and coIIigggﬁgmgggigﬁcaﬁrag§oﬁso§nggQgr3ﬁ ternative to the RTS/ CTS
protection schenme descri bed above with reference to figure 6, the access

poi nt 601 may send a respective RTS nessage 610 to each of the

communi cajiop termnals 602 3,. 4 whi ch, eagh_send_back a 30 CTS
nessage géﬁ9gﬂffh88850?ﬁﬁslﬁrgg?d@§g888qlﬁrEpgcgggﬁgaﬁﬁFﬁgtpEBIFF§P8HS this
i ntroducesnaghagoysbenf th¥enheadswWpbehti 601 ypehak! ¥ubpt ihgterabbe. +HW0
2012/ 005697PCT/ SG2011/ 000244 13 As anot her protection schene, the Dummy RTS

prot ecti oRTSchRefBagayob8, usedTRhNERSAEG BetBebhst ewheadiniFar aso t he
CTS-t oSel g -Eﬁbgggg in & Ege L0z Se he access
poi nt 10f§%§g sggl S nes%gae(m%?% r|85'a d?%zgzé Fg égggﬁé%sgggF ss that is
not used hycanyin§lyhenco@mBnineataga 6elnisatsaddliatédchgdthe the access
i 101.
pOInEO 0 communication terminals 602, 603, 604 in response.
The communication terminals 103 located in the coverage are
104 stations hearing the CTS will stop using the channel,
e.g. for the duration of the data transmission as indicated
15 in the CTS message sent by the access point 601. Thus,

collisions during transmission of the acknowledgements (i.e.

the BA messages 607, 608, 609) can be avoided.

Thus, protection of ACK transmission for 802.1lac networks
20 can be provided with relatively little overhead. However, the
CTS-to-Self message itself may be dropped due to a collision
while the data transmission 606 is successful. In such a
situation, the transmission of the acknowledgements may not
be protected and collisions may occur.
25
As another alternative to the RTS/CTS protection scheme
described above with reference to figure 6, the access point
601 may send a respective RTS message 610 to each of the
communication terminals 602, 603( 604 which each send back a
30 CTS message 611. Although this provides good protection
against collisions this introduces an amount of overhead

which is typically not tolerable.



The conmmunication termnals 103 can still decode the packet and extract the
transm ssion duration information included in 10 the RTS nessage (which

i ncl udes wbeotosdsron of the transm ssion of the data ardTisieeo11/000244

acknow edgenent nessages). Thus, the acknow edgnent nessages can be

pr ot ect ed. According to one enbodi A8nt, a communication device is 15
provided as illustrated in figure 7. Figure 7 shows a comruni cati on device
700 accorAsngnbohan prbodctkoh. s2Aefhbe chanDummgt RUB gevieetion isrtlendes a
nmessage generatlgg?C|rcu|t 701 configured to generate a nessgﬁp i ndi cating

that the Bd3¥nbRi Eaefonhyedhi Bayi berggay) 8 génalﬂéﬁértéoeééﬁ aterurality
of ot her §Qﬂ?“§bﬁé&é°nH9§¥b€§S11%@@558”0%h€h€9§§§g€oL§e§§d&%§§%% tot%%Ch

comuni cation device of the pfurality of 25 other commnication dévice
The connuﬂccasson0d3V|&@17senﬂarahﬁTS|meSSdgs ahtchnssladdre%@%dcmnfagured

to send t e ch co nlc tjon device of the Iurallt of ot her
communi ca g?% §§5$33 th R BPhe %¥ apx 8% tEﬁbSﬁWﬁEﬁﬁcaF6P exanpl e in
case the eepmunaLatioB ﬁet’héﬁeaoeol§h@p§é@ébﬁgp§§n@nlgﬂ a WAN, e.g.
according to | EEE 802. 11, the conmunication device 700 sends WO

2012/095697PCT/SG2911/000244 14 the sane RTS nessage to a plurality of
communi caphoNc Lt 18L 81 C@%ﬁﬂl+gl L1 PogO¥Ehage: 21 °8.cJ0E ERLT B3RRAdi ng CTS

messages that are sent back connuni catron can be
recei ved bydfexth&ctcbhaunraasmnﬂsiemnduah815nmbhﬁbrmaelbhusnbmhdéﬁEdnthat

a da i on is nned and h t the houl d not access the
nnhﬂlcaf on fés%%?%%g Z BLehr IRREUdEs ath aagﬁ?géPBnofe t8e the
CO”“UHICaﬁt&ﬁsﬁb@@ﬂ@ﬁ)of1Qh3h§a635§ﬁ@eth§ § 8kn 6% 288y Emén Read¥shgeS§nd

nmessage.
Thus, the acknowledgment messages can be protected.

According to one embodiment, a communication device is

15 provided as illustrated in figure 7.

Figure 7 shows a communication device 700 according to an

embodiment.

20 The communication device 700 includes a message generating
circuit 701 configured to generate a message indicating that
the communication device is ready to send data to each of a
plurality of other communication devices, wherein the message
is addressed to each communication device of the plurality of

25 other communication devices.

The communication device 700 further includes a transmitter
702 configured to send the message to each communication
device of the plurality of otherAcommunicatioh devices.

30 _
In other words, in one embodiment, for example in case the
communication device 700 is operating as an.of a WLAN, e.q.

according to IEEE 802.11, the communication device 700 sends



I n one enbodi nent, the message requests each communi cation device of the
plurality of other communication devices to transmt a response nessage

i ndi cati yorhEY008d¢98 ot her 15 conmuni cati on device i s reRAF/SGANSHEHYe t he
data. In one enbodi nent, the nmessage is_transmtted according to a
communi cation protocol according to whi ¢ the plurality of other

communi cation devices transmt a response nessage to 20 the nessage

i ndi cat i nghehaamehBT6t messegeniini eapilomadétviycefi sompady chaioecei ve t he

data. For_exanpl he _nessage.is transmtted in cordance with th
protocol BEEOLAPRY LBCPEBE 8U2i1 GPUTEBESpBS°1 Q66 S5TTREPPECIBNGCTS
nessage igeb9hge¥afRhe ar6l 8aht! BaSRNEyMRE3a8Ee. thBe copmiMAaliban device
may further include a receiver configured to receive, for each

communi cat¢HRidaypceanf behsepeivadi by durbohhsr conmniicestioon téeviioeds t he

2012/ 0056L I ST h Bodgha i HEE AndaRPcAEFBATACSLED Al PEAPPRE:

i ncl ude aahdansatttreycenhbiugdr adtt acteassoht tbemdataaafibar raspuedeter m ned
time period after the transm ssion of the nessage. 5 According to one
enbodinen??e?hgofrﬁﬂgnﬁ?F@rtF%“EBhFFbBPeéetS-tFgﬁsﬁpﬁmﬁﬁécééﬂQHto t he
plurality-RinQther comunication devices using M MO, According to one
enbodi nent, the transmitter is configured to 10 transmt different data to
be sent to different conmunication devices of the plurality of other

co i cation devices.in_.parallel, The_.data js for .exanple transmtted
accoi@ing%? %gssage is f8r éxample a Ready—%o—gend message.

In one embodiment, the message requests each communication
device of the plurality of other communication devices to
transmit a response message indicating that the other

15 communication device is ready to receive the data.

In one embodiment, the message is transmitted according to a
communication protocol according to which the plurality of
other communication devices transmit a response message to

20 the message indicating that the other communication device is
ready to receive the data. For example, the message is
transmitted in accordance with the protocol according to IEEE

802.11 or IEEE 802.11 ac.
25 The response message is for example a Clear-to-Send message.

The communication device may further include a receiver
configured to receive, for each communication device of the
plurality of other communication devices, the response

30 message sent by the other communication device.



15 communi cation protocol requesting the plurality of other comrunication
devi ces to acknow edge receipt of the data, i.e. in accordance wth the

pr ot ocol woordios®7t o | EEE 802. 11 or | EEE 802.11 ac. 20pcm/soneéi@oizadi nent ,
t he conmuni cati on device is an access p0|nt of a wirel ess conmmuni cation
network. In one enbodi nent, the nmessagelPs sent and the data is to be sent
usi ng common communi cation resources. 25 The conmmuni cation resources are

for exanpfTheceshmnindatitdonr esoicecmayhduedhber idatader ansHassndn tfayom t he
connunlcatlon device to the other comruni cati on devices and for data
transm ssFBRIAFYEELhE CotKan S imitREc S8 8n adEeKc 8s PESCERE I3 NEGmRifScat i on

device. T t y Ske i on resources further
Shar od foPCaara Traaen o8 oo o asshe’ o 2013760850 7PCT! SG20LL/ 000244

16 connunlcatlon devi ce and a further connunlcation devi ce which is not

part R g Hrallié of ot n| g gn deV|§§ The co nic |on
resou ces srerfoPIexBnpl& 8 ﬁP& E&BEPEES O ot SWRRER 14U 6Ca %N t o
data trangghfshen babvwagmat ke eammugaueg 8¢V befedne ok nfivaihen

comruni cati on device naélbe requested by the further communication device.

In other d@védsest Heingt HIMARd the nessage may be transmitted 10 via a shared
communi cation channel, as for exanple according to | EEE 802.11 or | EEE
802. 11ac. _

~ According to one embodiment, the transmitter is configured to

10 transmit different data to be sent to different communication
devices of the plurality of other communication devices in

parallel.

The data is for example transmitted accordihg to a

15 communication protocol requesting the plurality of other
communication devices to acknowledge receipt of the data,
i.e. in accordance with the protocol according to IEEE 802.11

or IEEE 802.11 ac.

20 In one embodiment, the communication device is an access

point of a wireless communication network.

In one embodiment, the message is sent and the data is to be
sent using common communication resources.

25
The communication resources are for example communication
resources shared for data transmission from the communication
device to the other communication devices and for data
transmission from the other communication devices to the

30 communication device.

The communication resources may be communication resources

further shared for data transmission between the



According to one enbodi nent, the nessage generating circuit is configured
to address the nessage to each comruni cation 15 device of the plurality of
ot her commonbats®n devi ces by neans of a multicast MACpadgGess/aganci at ed
with the plurality of other comuni cation devices. The nmulticast MAC
address is for exanple derivable fromtRAé 20 MAC addresses of the plurality
of ot her communi cation devices, e.g. by perform ng a mathematical operation
on the MAGomgdnesaesoaf debecpl unal bt Yuethethebmmarivaidah e view aed cH e. g.
by conbi ning the N%C addresses of _the plurality of other communication

devi ces usPngCk P8gt °5p§P§tPéHréééﬁYagf2BtaﬁrCROEWUQﬁCRGROQpQﬁ%%Q%% The
communi cation device 700 for exanple carries out a nethod as illustrated in
figure 8. 30 Figure 8 shows a flow di agram 800 according to an enbodi nent.
The flom1Ehagcamm&ﬁ@chtﬁostrasesraeﬂeahedfbcrexempﬂagcammusiagaionmo

2012/ Q05697PCT/ SG20 1/008 11 n, 801, geg eis eneratgg i ndi cating
that the tORAUAFES:FBA o %Fée %°F8569nt6°s 3daFAPCHIESERT P WSt al i ty
of other epaNUBhRahieAtdeMi 8evicwhahgi Bhtheuressageohmus iadedriessadwieeeach
comuni cation device of the plurality of other conmunication devices. 1In

802, the We¥shgerrguseredt byehBbR fvmhhArcapmBHndeatéenotlevigepl urality of
ot her communi cati on devices. The nethod may further include that each of
t he other communi cation devices sends a response nessage to the nessage.
The respobseonhssagesdayethe daeaeghddtheniheseatiebyalyhbeothansmamed cati on
devi ces siul taneously. .

10 via a shared communication channel, as for example according

to IEEE 802.11 or IEEE 802.1lac.

According to one embodiment, the message generating circuit
is configured to address the message to each communication

15 device of the plurality of other communication devices by
means of a multicast MAC address associated with the

plurality of other communication devices.

The multicast MAC address is for example derivable from the
20 MAC addresses of the plurality of other communication
devices, e.g. by performing a mathematical operation on the
MAC addresses of the plurality of other communication devices
(e.g. by combining the MAC addresses of the plurality of
other communication devices using a logic operation such as

25 an OR or an XOR operation).

The communication device 700 for example carries out a method

as illustrated in figure 8.
30 Figure 8 shows a flow diagram 800 according to an embodiment.

The flow diagram 800 illustrates a method for sending a

message.



An exanple for the case that the comuni cation device 700 is an access
point of a WLAN, e.g. operating according to | EEE 802. 11 or | EEE 802. 1lac,
i s descriweaowidoksoref erence t figure 9. Figure 9 shows acIBsaag@0dlow

di agram 900 according to an enbodi nent. The message flowis illustrated for
an access point (or 25 access point) 90i7for exanple corresponding to the
access point 101 and a first communication term nal 902, a second

communi cation terminal 903 and a third communication term nal 904 for

exanpl e corre5fond|n to the communication termnals 103. Tine increases
fromleftIRc8Pght . M89SahR 48cecRepdiad HodicahéRIahhREStRBssage 905, which
contains ¢fmMieadrpecseoloal L5t Beadests edongcghyhngo cIBHNbEAL! ON
termnals 902, 903, 904 1n Its coverage area
2012/OOSGQP@fHIEKQOQﬂ/@ﬂ@@n4cdﬁmli¢&tsonx@ﬂpieesthehenamuntbatmeasage
term pals, 902, . 903 04 then send bac 06, 90 8 _at the
same neliaﬁQ%?e%iegnY%r??%ﬂﬁcgﬁﬁﬁ%lﬁﬁbion %V% ﬁnﬂ% Eg?|8ZﬁF@$ﬁFMaP% 5
902, 903,0§Kg&f@5m@u@ﬁ@églgﬁed@@lgggmﬂ‘(Crthogonal Frequency Divi sion

Mul tiple Access) conmunication schene for transmtting the CIS nessages
906, 907, 908, the CTS nessages 906, 907, 908 may reach the access point

901 mﬁthl t cycl i i C n he CTS
201 w0 i g oVelL gL eluk BUCohiho (DEcrCEsRR RO SAT dREREC ES ¢
referenceche plupukrity af hogher Eommecidconisangeviassbe achi eved due to the
pluaillty of CTS nessages 906, 907, 908, i.e. a further 15 conmunication
ter mtRal " can typically receive at Ieast one of the CTS 906, 907, 908 in a
bi gger ar@ge thathdd & agef@ftﬁé@nmﬁ%@ntmt sestnobe Gle gesspge. Thus,
better protection can be expected to be achieved. 20 It should be noted
that a retauiwelddgioprédeys¢en sends e sysRMMoNi Ras$ags btoohget he

conmuni cat i o er ls 902, 903, 904 may be, re U|r t he, exa
descri be e\a/ﬁ%%h& re]trlte}?egn%ee RO 3F grflﬁses%ges T ch t s Cﬁ’%b?r%ﬁlg%ﬁgss%? by
transm t ttete sétthet aneaush yca?bon devices simultaneously.

15
An example for the case that the communication device 700 is
an access point of a WLAN, e.g. operating according to IEEE
802.11 or IEEE 802.l1llac, is described with reference to-
figure 9.

20

Figure 9 shows a message flow diagram 900 according to an

embodiment.

The message flow is illustrated for an access point (or

25 access point) 901 for example corresponding to the access
point 101 and a first communication terminal 902, a second
communication terminal 903 and a third communication terminal
904 for example corresponding to the communication terminals
103. Time increases from left to right.

30 ,
The access point 901 sends an RTS message 905, which contains
the MAC address of all the desired receiving communication

terminals 902, 903, 904 in its coverage area.



The protection schenes descri bed above with reference to figure 5 to 9 may
all be advant ageous or di sadvant ageous dependi ng on the scenario. For
exanpl e, WRI2DER/W&9E nmay not provide sufficient protecti @ATSE2¢11/000286Npl et e
protection) in 30 a scenario where a high |evel of protection is required
(e.g. in case of a busy network), otherd8may introduce an overhead that is
too large in another scenario (e.g.-when small anpbunts of data are
transmtted). WD 2012/ 005697PCT/ S&011/000244 19 It can be found that with
t he schedul ed ACK approach better performance in terns of overhead can be
achi eved fRakhhft BXpRElBol FBE ACKRMEPBHEBRARN FHeWBEBR1sdEPEndidNG o ddhe

scenari o, n r La p Lan he ma e_design 0 tect the
PR PR e R e i S A o o i e
di fferent (pfoeéecanonnsehémenecapacaudédyi f Teeenbmmaviéks tabnoverdad 1and

di fferent égveéﬁ of gro ection, according to_one enbodi nent, a nmethod is
provi ded attoraPig 184t SORNPEATPLS| UsBerfdBEPHAe REENRIFPGe FEicGN S Herme i s

used or isiposidaeduiangdici Retead) tbgmanheduisd ACKeREOEEGti On approach is
used which can be seen as to provide no protection). This is illustrated in

figure 10trassEigbieg1bheheWE messaunni 886i oA0devPO8, 10b6 &FSomgissgges an
enbodi nmen Th o] i i vige 1000 i ncl udes determ ni circuit
1001 conf%%ﬁfe%ofbngggeﬁﬁinggggﬁeggﬁr%nggadPBﬁnghgsgiWé%%ﬁnngggssary for

the transayssionpoéfiaxmessAgehat obhé heceesvupbLati eAndavtedet @hat clrgast one
ot her comruni cation device and a conparing circuit 1002 configured to
compaPe tReSHIe? nPhed ABAsuPe8with a predeternined threshold. 25 Further,

t he conmuni cati on device 1000 includes a controller 1003 configured to
deci de whet her the nessage should be sent using a collision protection
mechani sr€deRadednt ¢ hehe eBTS/CDS $hlremenpascsdped39iTherebameniceatbon

devi ce 100, further includ t ircujt 10Q4 confi dt
goner at o t1ehecEng PSR PriERet ity “T00eS conf Gt it 5vEdndBnconpscage

in accor demeephthlibg 6ELCCBE Olessages 906, 907, 908, i.e. a further
15 communication terminal can typically receive at least one of
the CTS 906, 907, 908 in a bigger area than in case of
transmission of a single CTS message. Thus, better protection

can be expected to be achieved.

20 It should be noted that a relative high precision in time
synchronizations among the communication terminals 902, 903,
904 may be required in the example described with reference
to figure 9 in which the CTS messages are transmitted
simultaneously.

25
The protection schemes described above with reference to
figure 5 to 9 may all be advantageous or disadvantageous
depending on the scenario. For example, while some may not
provide sufficient protection (e.g. incomplete protection) in

30 a scenario where a high level of protection is required (e.g.
in case of a busy network), others may introduce an overhead
that is too large in another scenario (e.g.- when small

amounts of data are transmitted).



WD 2012/ 005697PCT/ SG2011/ 000244 20 I n one enbodi nent, in other words, the
required time for carrying out the transm ssion of a nessage (or data) to
be sent iwoaetxnsisned and based on the determ ned requi ped/sGeom/00624kt i S
deci ded whether a certain protection schene is used in the transm ssion of
the nessage or not. This may involve del@ mning fromthe determ ned
required time the relative overhead introduced by the collision protection
mechanism (e.g. in terns of an increase of tinme required for the 10

transm ssion process when using the collision protection nmechanisnm. The
rel ati ve bvefABalienfgunfiehhpt vbhhakbe @rhAduhedt AEKshpbdorchd bedtime

whet her t LsLon.: pr i i i sed.,lLn_oth wor d t he
moasure nbgrEarhefbRr R CLERL 88 FEDRRLATLAR HRrSepy RN EhAE Wi e T he
15 nmeasurederpqlil e@dACKnepptsath. shohetrbal H8peh@fHyr 6d thee sEe¥akeo,

conpared with the threshold and it is decided based on the result of the
conpari soR WARBPREPT 12 E8r PEPhepF bPRcEFBAMBERARNPE T8 9RRY BPoPESLESH

mechani smgt REks i(§ck'§8\glé9c?efh@ﬁ't nessagget | apsghssben; sEens" ak! ¥ h&gﬁ
20 3 a of an

measure can be seen as a transmssion tinme nmeasure (e.qg. measur

over head b¢vetrandsi dsfberenhepretgectiont echemes aanetatiseedificeease, e.g.
given in pereent _or an ﬁbs | ut gegiure of .a t ansgission time necessary
for the tTansht s3f oV of "daf ay" Y 28 Ther T At eShBF4° c2h POPLERLABPe be set
stati cal | ycybad Bngond | Ghis abmioddimeht , AcCREEhSE 19 PREveABadhReRLdihhle

t hreshol d can be updated dynam cally in accordance with an intelligént

al gotPt hnto PoR ek ahpl &3 @W@We‘é}h%{]@leﬁa@ pECtpebied Fahaveoidansedworh a

criterion, e, hasgd t he, t :
5012/ 005657 RS <5011/ 08304 S0ed] WA $O8u1d® ack pracection o

col l'i si orepvodaemces sehedredmechamars e | sedoraexadpp eovhée ofiot he protection

schenmes descri bed above with reference to figures 5to0 9, e.g. RTS/CTS
protecticﬁfo?ﬁgﬁ%?ﬁxklfhbﬁoiic%i P LER Hygigure 10.

15 Figure 10 shows a communication device 1000 according to an

embodiment.

The communication device 1000 includes a determining circuit
1001 configured to determine a measure based on the time

20 necessary for the transmission of a message from the
communication device to at least one other communication
device and a comparing circuit 1002 configured to compare the

determined measure with a predetermined threshold.

25 Further, the communication device 1000 includes a controller
1003 configured to decide whether the message should be sent
using a collision protection mechanism based on the result of

the comparison.

30 The communication device 100 further includes a message
generating circuit 1004 configured to generate the message
and a transmitter 1005 configured to send the message in

accordance with the decision.



5 protection, or Single RTS Multiple CTSs protection or also the polled ACK
schene. In one enbodi nent, the selection of the (collision) protection
schene i swoasegossy7conpari son with a single 10 threshol gcrsiGhedoén4t hi s
case, the protection schene may for exanple be sel ected based on the

over head, which may be cal cul ated accordPng to the overall transm ssion
tinme reqU|red w th/w thout usage of the protection schene, the overal
transm ssion tine including the transmssion tinme for 15 the data, the

RTS/ CTS (|f applicable), and the ACK nessages. In an enbodinent, a
"circuit" ﬁa?nﬁeeﬂﬁa€%§FBBd 48 aﬁbeklHarSFratFSgréqPﬁﬁﬁénéﬁﬂﬁnéoént|ty,

whi ch maycfgy Pﬁ&'éﬁtpHﬁQO§?aﬁbﬁ§Eb£6M QF & REQSE gor ?XGQFE'”QOS%%t“are

stored in a 20 nenory, firmvare, or any conbl nati ereo Thus, in an
enbodi nensenh ialdeuermlnay pedabhaed- mnreueldgtermnned|tequ1aeﬂrmgmamnable

Ioglc circuit s . @S .a progranmmabl e, processor m cr oprocessor (e.dg.
Qo exEnbeaee SR ebe Bl R e Fer iy PR bett ol sPnahBuggeoged ih
|nStrUCt|@He5@%a£5m§§§?5hebf(Bh@qhe§§@§63§9r%otA TRiECHAY" 1ARY19EsS0 be a

processor executing software, e.g ny ki nd of conputer grogran1 e.g. a

conputer %¢6§F%h$h@gn§r9mvth@u@?tﬁﬁ@hﬂﬁ@ é%@@l§ﬁ@hta§eet e Iavatimey ot her
kind of Iﬁ@%@ % hPBoghcLhe gg§@§cébe1£¥88tb?Q?e@@&SH %%Fhage fescri bed

in nore de a e ow nay a € understood as a "circ 'n8ccor dance
with an akéegnaihvﬁeembodfn&nt1ncﬂ!h§@laf065@875@&ﬁ££281f69068é4 22 Wth

t he ssa data |s for exanple to be sent the_at |east one other
nngﬁlca TORSBEIT LY Procefa Wiep cusingnkhet et ledhAnPEAEFSRIABYI ce i s

for exanﬂ$@b@a§1§@ﬁ“uﬁh§a%é99t1€é”b@@%hea&anﬂetﬁgyogéneeﬁpaEQQ geehrol ler
is configured to deci de whet her the nessage shoul d be sent using a

col | i si onthpe otkee slonl dethadée sarning viheuhensting aotbisiehoprptetedvnon

mechanism is used. In other words, the measure may be a
relative overhead. Alternatively, the measure may be the

15 measured required time itself such that the required time may
be compared with the threshold and it is decided based on the
result of the comparison whether a certain protection
mechanism (or any protection mechanism at all) is used for
the message transmission. Generally, the measure can be seen

20 as a transmission time measure (e.g. a measure of an overhead
of transmission time, e.g. in terms of a relative increase,
e.g. given in percent or an absolute measure of a

transmission time necessary for the transmission of data).

25 The threshold can for example be set statically via a
configuration tool. According to one embodiment, the
threshold can be updated dynamically in accordance with an
intelligent algorithm. For example, the threshold may be
updated in accordance with a criterion, e.g. based on the

30 network load.

The collision protection mechanism (alternatively referred to

as collision protection scheme, channel protection



10 mechani sm In one enbodi nent, the neasure is a nmeasure of the tine

necessary for the transm ssion of the nessage. 15 In one enbodi nent, the

nmeasur e 0RO AWSTe of the overhead introduced to the PECRSSRIYHV@A4 of t he

message when using the collision protectlon mechani sm The det erm ni ng

circuit is for exanple configured to 202determ ne the neasure based on the

time necessary for a including the transm ssion of data to each

comuni cascbemdémeckaonf. sa pkuchbhhyloécoeberco@&ﬂuﬂbmahhaﬁd@emknes

i ncl udi ng e st.onF g%hgr conmuni cati on bce wherei,n a nessage is
cati

1 1
R I EE AP SR T S I el

comuni caktRBmd8VHe8e raBddWaBLeLENWE bR Qe@é&ehber tbS r¢ghfregused 4 @ deci de
whet her the nmessages should be sent using a collision protection mechani sm

based on €h@- rB@ﬁ ET6f prhéecdipari SBAT t@héehéspagéegém@matDmgmml&ﬂ&t is
for e red t r h atlon devi ce of the
%@npbg EQH gr glggpg ﬁ&geMu9£18§g C%gg Hgofhgﬁégta to be

pluralty™o tontrunicdtron VI CEes
sent to tbBecpammédcaCKoscHeméce, and the transnltter |s for example WO
2012/ 005697PCT/ SG2011/ 000244 23 configured to send the nessages in

accordance with the decision. The transmitter may be configured to transmt

the messaggsoha émB?SlﬂEHEa|tB¥ 9%18&P§6nc8?“HHéC?Eb??ﬁg§8h9es

si mul t aneousl y. be configured to transmt e nmessages to the
pIuraI|typobteth@oncaqhamecas|basdévonesompangshhwﬁnth a single

10 threshold method. In this case, the protection scheme may for
example be selected based on the overhead, which may be
calculated according to the overall transmission time
required with/without usage of the protection scheme, the
overall transmission time including the transmission time for

15 the data, the RTS/CTS (if applicable), and the ACK messages.

In an embodiment, a "circuit" may be understood as any kind
of a logic implementing entity, which may be special purpose
circuitry or a processor executing software stored in a

20 memory, firmware, or any combination thereof. Thus, in an
embodiment, a "circuit" may be a hard-wired logic circuit or
a programmable logic circuit such as a programmable
processor, e.g. a microprocessor (e.g. a Complex Instruction
Set Computer (CISC) processor or a Reduced Instruction Set

25 Computer (RISC) processor). A "circuit" may also be a
processor executing software, e.g. any kind of computer
program, e.g. a computer program using a virtual machine code
such as e.g. Java. Any other kind of implementation of the
respective functions which will be described in more detail

30 below may also be understood as a "circuit" in accordance

with an alternative embodiment.



According to one enbodi nent, the neasure is a nmeasure of the 10 overhead
introduced to the data transm ssion when using the collision protection
mechani smwobBhe/ds@nsmitter is configured to send the nessage20m™io0gr44
comruni cati on resources shared for data transm ssion fromthe 15

conmmuni cati on device to the at | east oné2ot her comunicati on device and for
data transm ssion fromthe at | east one other communi cati on device to the

conmuni caWion drei messdbe, cagpunigakboenekeRPUECES BBY sBe tCemEURItC aldadit
resources 20 further shared for data transm ssion between the at |east one
comuni caPBnOHBGF cECHRENACRELPRefC¥dRfuNi cati on devi ce. The communication
resources may be comruni cation resources for which allocation to data
transm ssi on between the 25 conmuni cati on device and the further

communi caThenateleset nagebethegquestmdnbyat henf devhee demfomi extimpledavi ce.
The cqemmunication_device is,for exanple an access point of a wreless
conmmumi catPBHYRLEROFR™ ?ar.nlaeiordi ng to | EEE 802.11 30 or | EEE 802. 11lac.
WO 2012/ 005697PCT/ SG2011/ 000244 24 |In one enbodi nent, the controller is a
component of the data |ink layer, for exanple of the MAC (Medium Access
Control) I@y@ﬁe gmm@@bmanhg the openbrbbliE rehs, cohéigompdr kngdecrideit is

configure e t d e, m4th t he edet er m ned
threshoIdQ%% ﬁ%n%%ﬁgag%rg §1£§n?%§§é$ r éghoP d® aﬁagééFéPﬁlne based on
whet her tﬁﬁoﬂ@@ﬁﬂ@ﬂ mecheh bymbet hwothohie thieghel ds11betvaeprbhectwen
threzgolds or apove 10 both of the thresholds, whether the collision

prot eft i JRETRR™EFMsm anot her col lision protecti on mechani smor no
collision protection nechani smshould be used. In other words, in various
enbodi nents, the neasure nay be conpared with two or nore thresholds to
sel ect t hEn pere eenpoRimenenethg Smeasure is a measure of the time

necessary for the transmission of the message.

15 In one embodiment, the measure is a measure of the overhead
introduced to the transmission of the message when using the

collision protection mechanism.

The determining circuit is for example configured to

20 determine the measure based on the time necessary for a
including the transmission of data to each communication
device of a plurality of other communication devices
including the at least one other communication device,
wherein a message is to be sent to each communication device

25 of the plurality of other communication devices and wherein
the controller is configured to decide whether the messages
should be sent using a collision protection mechanism based
on the result of the comparison, the message geﬁerating
circuit is for example configured to generate, for each

30 communication device of the plurality of other communication
devices a message including the data to be sent to the

communication device, and the transmitter is for example



The conmuni cati on device 1000 for exanple carries out a nethod as
illustrated in figure 11. Figure 11 shows a flow diagram 1100

accor di ngvbeomod®7enbodi ment. The fl ow di agram 1100 i | lpgsiscabamoe4eet hod
for sending a nessage. 25 In 1101, a neasure based on the time necessary
for the transmission of a message from2he conmuni cation device to at |east
one ot her commruni cation device is determ ned. In 1102, the determ ned
measur e ‘i socpipared votHerd IbhPrvses £ges ngdl dbceshghde w¥h the

2012/ 005697PCT/ SG2011/ 000244 25 In 1103, it is decided whether the nessage
shoul d be9%eh?19Ring a col lision protection mechani smbased on the result
of the conparison. 5 In 1104, the nessage is generated In 1105, the nessage
is sent in accordance with the decision. It should be noted that

enbodi nertlse desanshitt ¢ n cayntlextconfigufednto of ramemtonbiai massagederbces

i to fj 7 and 10 are anal ogously. valjd for.the other
ol o P e The G vt St St dSv L oS e seRes R Ry 1 o
figures Gradybd Inaptbdi &en VRS SFed 1o Ar £xaDY e HOrmd H8a gesi 86 OE'h%"fe‘et her a

(collision) protection nechanismis to be used is described int
fol | owi nP I EH ¥ef erferridhien Fomyuiet gzt iqm gilgel ags shoiwg aME¥8sage fl ow
di agram 1200. 20

~According to one embodiment, the measure is a measure of the
10 overhead introduced to the data transmission when using the

collision protection mechanism.

The transmitter is configured to send the message using

communication resources shared for data trahsmission from the
15 communication device to the at least one other communication

device and for data transmission from the at least one other

communication device to the communication device.

The communication resources may be communication resources
20 further shared for data transmission between the at least one

communication device and a further communication device.

The communication resources may be communication resources
for which allocation to data transmission between the
25 communication device and the further communication device may

be requested by the further communication device.

The communication device is for example an access point. of a
wireless communication network, e.g. according to IEEE 802.11

30 or IEEE 802.1llac.



The message flowis illustrated for an access point 1201 for exanple
corresponding to the access point 101 and a first conmunication term nal
1202, a swoeoth/mssymuni cation ternminal 1203 and a third eomseriaabean

term nal 1204 for exanple 25 corresponding to the conmunication term nals
103. Time increases fromleft to right.2%he access point 1201 sends out the
data to be transmtted to the communication termnals 1201, 1202, 1203 in a
dat a 30 tiansnessibodi®ébt, Theedabat toahsm $si ancé@pbnentobfeshei palthaneous
transm ssion oi t he data directed %ﬁﬁthe%%'r t communi cation term.nal 1201,
the data urPEctB¥fo FRE SERBRGScOMERTC éon?éFH?nﬁFCEQGZCQH&rPHé dat a
directed tgythe WO 2012/ 005697PCT/ SG2011/ 000244 26 third comruni cation
term nal 1203. For each conmmunication term nal 1201, 1202, 1203, the data
directed to the comuni cation termnal 1201, 1202, 1203 nay be sent via a

_ _ ! ] | _
ot mereeEo AP EE, A8 SRR IR AR DB P BF SRRCERER ke RN cm i usea

enbodi nent’; S e a tollTsio

based on téefdyerdeatiot bampswe! thdedé b roilveedmybetrysvight Baecol | i si on
protection nechani sm 10 Thus, the anount of overhead can be controll ed,
i.e. it cRRCFeteERanplethrceheld cdnd it thoavothesi BRePrEEERLNEA nechani sm

i's used sughe thatqt heq oyet Beadnd %éggaw@ﬁ ﬁ%&@@gf tRe ﬁ@ssag%gs gggow

i ntroduced overhead Is in this exanple caused by a nessage
exanpl e abcomtedl tipackiereshd tési sbaeweerlStiy the tbreslBopdsnbrlabaven

accoﬁgancgbyﬁtgftpﬁeCgééégﬂgfdgfQ&ﬁ&éﬁgp Qﬁghggifygion protection
mechanism, another collision protection mechanism or no
collision protection mechanism should be used. In other
words, in various embodiments, the measure may be compared
with two or more thresholds to select the protection scheme.
15 .
The communication device 1000 for example carries out a

method as illustrated in figure 11.

Figure 11 shows a flow diagram 1100 according to an

20 embodiment.

The flow diagram 1100 illustrates a method for sending a

message.

25 In 1101, a measure based on the time necessary for the
transmission of a message from the communication device to at

least one other communication device is determined.

In 1102, the determined measure is compared with a

30 predetermined threshold.



For exanple, a threshold value is set up (i.e. predetermined) which is in
this exanpl e denoted as Ho. G ven the overhead 20 neasured for a protection
schene i swonresimsesorhan Fl o, then the protection schene ipeTSCR0USEE44 El SE,
the protection schene is used. The overhead is for exanple cal cul ated as
follows. The 25 transmi ssion duration ofSschedul ed ACK without any
protection Do is determ ned which includes both the duration of the data
transm ssionll@85 andishdetidednebhessarythorméheatyeaphapuisi be cent

acknow edgenent nes es 1206, 1207, 1208 fromthe comuni cation term_nals
1202, 1203518803 CohiLRLPT PRALEBTLPANERFEANHAMIARSEAORTT EAG FEFMHreR fusi ng

a certai ncpeotempheNssshene ("protection scheme x") Dx is also determ ned
(e.g. the transmssion tine Do plus the tine necessary for the transm ssion
of the message 1209). Then the WD 2012/ 005697PCT/ S&011/ 000244 27

(rel ati ve)_o ead, for _pr ction sche X, denoted as Hx, is determ ned
using%the}?o¥fg€lnghéqﬂgg?%%g +S genefﬁgngo H« = Do (1) 5

In 1105, the message is sent in accordance with the decision.

- It should be noted that embodiments described in context with
10 one of the communication devices according to figures 7 and
10 are analogously valid for the other communication device
and the methods for sending a message according to figures 8

and 11 and vice versa.

15 An example for the decision whether a (collision) protection
mechanism is to be used is described in the following with

reference to figure 12.

Figure 12 shows a message flow diagram 1200.

20
The message flow is illustrated for an access point 1201 for
example corresponding to the access point 101 and a first
communication terminal 1202, a second communication terminal
1203 and a third communication terminal 1204 for example

25 corresponding to the communication terminals 103. Time

increases from left to right.

The access point 1201 sends out the data to be transmitted to
the communication terminals 1201( 1202, 1203 in a data

30 transmission 1205. The data transmission 1205 involves
simultaneous transmission of the data directed to the first
communication terminal 1201, the data directed to the second

communication terminal 1202 and the data directed to the



In one enbodi nent, in case that for nore than one protection schene the
determ ned overhead is below the threshold, the access point 1201 can for
exanpl e choase/dk@7prot ecti on schene anong these prot ectrcoscacheoeas t hat
maxi m zes the 10 protection or choose the protection schene anong these
protection schenmes that introduces the Peast overhead. In anot her

enbodi nent, a protection schene is chosen based on the transm ssion
durati on Goiddrecthynifatienatpirrinatetip@BceFdéb ekchwaommumircattibneshol d

val ues i s_predeterm pned ch LNng pr.otection scheme. The access point
1201 may Egﬁﬁb?%ftﬂ%gfraigﬁ%SS?gﬁgdqu?igﬁtaﬁ?ﬁrFﬁEeBhFQSﬁBFd val ues to
det er m necgmpnRt 85t i 6 s6heIRairoppa, pippal i tyoof mRyobackiar $ghege. 20 For
exanpl e, the access point 1201 chooses anong two protection schenes, the

CTS- To- SeF¢speot £¥ei apsechahed ahtanfpi RTsnCInpr of etheoacselenpoings
prote%ti0f269r t he schedul ed ACK schene. The overhead of CTS-to-Self
protection is'relatively small but it offers only relatively limted 25
protection. RTS/ CTS protection can provide better protection but introduces
a |l arger overhead. Accordingly, according to one enbodinent, to optimze
the syst eh® peP¢ ofRPEETeR o thrighdtatdad evppelerefnfAédisdenot ed 30 as L1

and L2 (wibeddela) ﬁ@éhéﬁfsﬂL?éeﬁéé@nb§§3§ng?ﬁgﬁgcﬁbg?hegﬁeEhEEeon%sl

transm ssion duration Do 1s shorter than LI, t he access point
uses no protectrodusetenren susseg (he ecol Wk 20 2p 006607 PCH/ 862Dahi 600244 28

sShedtl e SEETELDOLE SLoteelions MR LLPrEE, (e aceess, poi
protecti ofgr M@0, ehdere8CESSt PO NEollision protection mechanism
- is used such that the overhead introduced exceeds the
threshold. The introduced-overhead is in this example caused
by a message 1209, for example a control packet which is sent
15 Dby the access point 1201 in accordance with the collision

protection mechanism.

For example, a threshold value is set up (i.e. predetermined)
which is in this example denoted as Hp. Given the overhead

20 measured for a protection scheme is greater than Hpy, then the
protection scheme is not used. Else, the protection scheme is

used.

The overhead is for example calculated as follows. The
25 transmission duration of scheduled ACK without any protection

Dp is determined which includes both the duration of the data

transmission 1205 and the time necessary for the transmission
of acknowledgement messages 1206, 1207, 1208 from the
communication terminals 1202, 1203, 1204. Further, the

30 transmission duration required when using a certain

protection scheme (“protection scheme x”) Dy is also
determined (e.g. the transmission time Dy plus the time

necessary for the transmission of the message 1209). Then the



1201 chooses the RTS/ CTS protection schene for the protection 5 of the
transm ssion. In one enbodi nent, when CIS-to-Self protection is used and

t he CTS-twoSeidoos@ssage is not transmtted successful |l yprouwtscetma/odeia are
transmtted successfully to the communication 10 terminals, the polled ACK
scheme is used. It should be noted that’one of the desi gn consi derati ons
for a MJMMO schene is to address the receiving stations (i.e. receiving
comuni catrehat ével navsrhead hfoabpretexaiphesthébecny r dehbyedunisngiya dat a
transm ssion. One approach is to include additional fields in the RTS
nmessage tbSaderessingd yeingfthecteliogingacuvatipnoperly. However, in with
this approach, the nunber of stations that is addressable could be Ilimted
by the nunber of new address fields. Further, it nmay 20 be undesirable to
extend the sizp,of fhe RTS nessage to nuch as this incurs additional

over head. H¥hFs may be of relevance in case that according(dd the
MJ M MO schene only a single RTS nessage is used for a single burst of a
data &ransm ssion cycle. Therefore, it may be desirable to keep 25 the
address field to a single receiving address. According to one enbodi nent,
each st atImrmohasenbediméngue MG asidresat fde mes¢i bhénoondPfratdressn

included in the S nessage is replaced with muj ticast address that
represent%égﬁp%.ggé %?t%f@.? %SOY£5§6?%el§e$%g?wn%B% rgs Pi ’aEEESS poi nt
in the ahoyeeexapdles)1 @Dt Sah Of eeldéLSp1d hbSods t tEAShraddEessncan be a
pre-agreed address or based on a mathematical fornula that takes several

MAC addr e3SaM@samegy 20N 9% 9 0607} SEe1¢nes2uaapgnaxinizes the
10 protection or choose the protection scheme among these

protection schemes that introduces the least overhead.

In another embodiment, a protection scheme is chosen based on

the transmission duration Dp directly. For example a sequence

15 of two or more threshold values is predetermined for choosing
a protection scheme. The access point 1201 may compare the
transmission duration with the threshold values to determine

a protection scheme from a plurality of protection scheme.

20 For example, the access point 1201 chooses among two
protection schemes, the CTS-To-Self protection scheme and the\
RTS/CTS protection schemes, as protection for the scheduled
ACK scheme. The overhead of CTS-to-Self protection is
relatively small but it offers only relatively limited

25 protection. RTS/CTS protection can provide better protection

but introduces a larger overhead.

Accordingly, according to one embodiment, to optimize the
system performance, two thresholds are predetermined, denoted
30 as L; and L, (with L;<L;) for the protection scheme selection.

When the transmission duration Dg is shorter than Lj, then

the access point 1201 uses no protection scheme is used (i.e.



i nputs and generates a new MAC address that is not the same as any of the
MAC address bel onging to conmunication termnals that are attached to the
sane accese 2p/ms6975 Accordi ng to one enbodi nent, a net pod/sicofimooaxanpl e
based on sinply performng a nmathematical operation such as OR/ XOR on all
the valid MAC address of the intended ré8eivers. For exanpl e, according to
the MJM MO schene, the MAC address of all stations that are attached to
the same 2ckedylpdi AtKasehdfe kepthéet gproveat nen ghbwhehabh epy<Bbt ethe
receiving an RTS nessage, a receiving station tries to decode the nulticast
addr ess byCehee kPRt he201 sthopsenCESdtesSesfi protecheépghlbor,t bke. The

receivin { on thvel 1§ i1ts original C address has_been
used o durTe eneowany RIS HadbeGaRol. el paER . FRSLARFRER net R <
this, 11 I2OWSchdEded hensoRel NOrot oL 004 £od. s LAENECEERSAY! gkgaﬁg@%?gﬁ's to
send data to the receiving station. The receiving station ma én send a
CTS nBssagfe tle cordnsmi sieomAC transaction. 20 WD . .

2012/ 005697PCT/ S&2011/ 000244 30 G ainms 1. A communication device
conprising: a determning circuit configured to determ ne a neasure 5 based

on the tiIre Seseaussyinait ! hehdnd amsen st ol ofp B ESsge {5 0L 8€ang
communi cati on device to at | east one other conmmuni cation device; a

conpar i ng-R§ reli Tt oItk Hurepagre conprte tranettred newcoeastvklyi bt a

pr edet er g eshold; - 108 Gy 1 ’ f red.to decide. whet her the
nessage ?h}giﬁldddéﬁ sent&uam ng a colﬂ%c?%sngfp{ﬁojt)gé? otng?re% %‘f’%ﬁ%ﬁé‘é’a on the
resul® oftarmircolmartitsorgolled ACK scheme is used.

It should be noted that one of the design considerations for
a MU-MIMO scheme is to address the receiving stations (i.e.
receiving communication terminals in the above examples)

15 correctly during a data transmission. One approach is to
include additional fields in the RTS message to address the
set of receiving stations properly. However, in with this
approach, the number of stations that is addressable could be
limited by the number of new address fields. Further, it may

20 be undesirable to extend the size of the RTS message to much
as this incurs additional overhead. This issue may be of
relevance in case that according to the MU-MIMO scheme only a
single RTS message is used for a single burst of a data
transmission cycle. Therefore, it may be desirable to keep

25 the address field to a single receiving address.

According to one embodiment, each station has its unique MAC
address. The destination MAC address included_iﬁ the RTS
message is replaced with a multicast address that represents

30 v'a set of stations that the sender node (e.g. the access point
in the above examples) wants to address. This multicast
address can be a pre-agreed address or based on a

mathematical formula that takes several MAC addresses as



a nessage generating circuit configured to generate the nessage; and 15a
transmtter configured to send the nessage in accordance with the decision.
2. The cowvunizmsison device according to claim1, whereipoTwichilobe4pESSagE,
data is to be sent to at | east one 200t her communication device. 3. The
conmmuni cati on device according to clain22 or 2, wherein the at |east one

ot her communi cation device is a communication termnal. 25 4. The

communi caihputgdeyh@eganeoatdesdat feanyaongda@teskatABLt1ikondt WhALr giafhet he
controller is configured t o deci de whether the nmessage should be sent using
a col | isidh prYtett bR MRehadfsassr ol PRGURIUEPNGOBMEBEFRELOA 30pr ot ecti on

rechani sit 0, 2012L AOBOIZECTE SCRRAY 000244 315 Thecsamuuai,cat ion devi ce

according to any one o ai s , erern the nméasure i s a neasure of
the tinme necessary for the transm ssion of the nessage. 5 6. The
communi cajion devi ce accordi to any one o0 4, wherein the

n of Iain% 1t
measure is8°g° hgﬁréoo?n?h%mggg?ﬂ%%ﬁ'iﬁtmﬁﬁﬁ€§d1§o PReS¥RABRALRI DEPEA 6P t he
nessage WempUsi POrEHLmERG ! hShOPhOhot €641 09p8BSEP8BhSBhch as OR/XOR on

all the valid MAC address of the intended receivers. For
example, according to the MU-MIMO scheme, the MAC address of
~all stations that are attached to the same access point are

10 kept (e.g. in a neighbor table). After receiving an RTS
message, a receiving station tries to decode the multicast
address by checking the list of MAC addresses in its neighbor
table. The receiving station iteratively checks if its
original MAC address has been used to derive the multicast

15 address. If a receiving station detects this, it knows that
the sending station (e.g. the access point) intends to send
data to the receiving station. The receiving station may then

send a CTS message to confirm the MAC transaction.

20



10 7. The conmuni cati on device according to any one of clains 1 to 6,
wherein the determning circuit is configured to determ ne the neasure
based on wbeotdowssonecessary for a including the transnm seirec2ef/oda@usa to
each comuni cation device of a plurality of other conmunication devices
15i ncl udi ng the at | east one other conmdfication device, wherein a nessage
is to be sent to each comuni cati on device of the plurality of other
comuni catiabmgevi ces and wherein the controller is configured to decide
whet her the nessages should be sent using a collision 20protection
mechani sm based on the result of the conparison; wherein the nessage

generating C'rﬁ”&6$h§n%8QEiQHr8Qv£9egggﬁgﬁigln or each communi cation device
ot

of the plurality o comuni cati on devices a nessage including the
25data to be sanfletermbeicgnuinceat i conflegyuced aonddeberminet hemekangei tter

is configured to send t ssages in accordance with the decisign. 8. The
COWWUE.CgtIOH B%@?%eoﬁcgg?dFﬁbet%e%?%?ﬁ¥¥ Qhet BNt BORABLESARENPE & i s

configured to h&308§et rEH8 PRSSEGRHuL OcdEoR! Q&R ELYOf 20t h@ésﬁsomm cation
devi ces sinultaneously. WO 2012/005697PCT/SG2011/000244 32 9. The

communi cat i on @deve¢Eecomponitaigieon d¢aiee7 or 8, |
a comparing circuit configured to compare the determined

measure with a predetermined threshold;

10 a controller configured to decide whether the message
should be sent using a collision protection mechanism
based on the result of the comparison;

a message generating circuit configured to generate the
message; and

15 a transmitter configured to send the message in

accordance with the decision.

2. The communication device according to claim 1, wherein
with the message, data is to be sent to at least one

20 other communication device.

3. The communication device according to claim 1 or 2,
wherein the at least one other communication device is a
communication terminal.

25

4. The communication device according to any one of claims
1 to 3, wherein the controller is configured to decide
whether the message should be sent using a collision
protection mechanism or without using a eollision

30 protection mechanism.



wherein the transmtter is configured to transmt the nmessages to the
plurality of other communi cation devices using M MO. The comruni cati on
devi ce acwordizgsdso any one of clainms 1 to 9, wherein tlpeT/vEa6UI0804$ a
measure of the overhead introduced to the data transm ssion when using the
col lision protection nmechanisny The conddini cati on device according to any
one of clains 1 to 10, wherein the transmtter is configured to send the

nessage USi.Ng TREYBMEahieatiea0HEGEEeShaE6dding €8t anlr 8RENMo$SicQR ifnsom t he
comuni cation device to the at |east one other communication device and for
data transm sstoROf fonPRECAR FREsMeBABIBt heracBAREHIEaPfokhgetil®e to the

comuni cal i on HEXLEEar JNeoEOBHUN £2LLRNS J2UhCEEALRQT ALY A Cl aim 11,
wherein the conmmunication resources are conmunication resources further
shared for data transni ssion between the at | east one communi cati on devi ce

and a fur%her fonnunicatlon devi ce. .25 13. The communi cati on devi ce
c

accor di ng®to cf BFnFIBMURAEREL AN t ARVLGFNRNFRLEIBA FRsBOYceESapE claims

comuni cation {egguicesnépeiMhigd ALLogati oo éOmQQEQrEré@sﬁhésbgergééﬁﬁe“
t he conmuni cati on device and the further conmunication device may  be

request ed by thetfodeped tonhlipi thaneonisoienieE. th¥dnessage when using

2012/ 005697PCT, 44 33 14 .The communi cation device according to
any one of cIaﬁﬁ%QQ&%QQgggnmﬁg?%%%t%%%,%%%%%%f%%tion device is an access

poi nt of a wireless comunication network. 5 15. The conmuni cati on devi ce
according_to any one of clains 1 to 14, wherein the controller is a
conpdfent /of t e dEPRMIRhka th9RrdevECe TReCRPRERG Bat ABY @B9i €& géadmaing to

any one of claj gy 181 fRed@in WIgL hd: L AR SOMPAL{ PGuEET SUT Lok Fi opred to
conpare the deter%ined ﬁ%ash?e vét% t%e br%ﬁ%tern?%gg %Er%ghgfgeg%g gﬁth
anot her predetdeterrine htleshutasane biesed nomet hasetmennabesbharyt erneasur e

is below both of fhe, threshol ds, between the . two threshol ds or above both
150f the thresﬁ%‘f%‘%&l%e&ﬁ R RS ROT TR ot (PRt Rt oRECR communication

device of a plurality of other communication devices
15 including the at least one other communication device,
wherein a message is to be sent to each communication
device of the plurality of other communication devices
and wherein the controller is configured to decide
whether the messages should be sent using a collision
20 protection mechanism based on the result of the
comparison;
wherein the message generating circuit is configured to
generate, for each communication device of the plurality
of other communication devices a message including the
25 data to be sent to the communication device; and
wherein the transmitter is configured to send the

messages in accordance with the decision.

8. The communication device according to claim 7, wherein
30 the transmitter is configured to transmit the messages
to the plurality of other communication devices

simultaneously.



mechani sm another collision protection nechanismor no collision
protection nmechani sm should be used. 17. A nethod for sending a nessage
conpri si ngo 280d@s®@r M ni ng a neasure based on the tinme necessaom/obest he
transm ssion of a nmessage fromthe comruni cation device to at |east one
ot her communi cati on device; conparing tB2 determ ned nmeasure with a
predeterm ned threshol d; 25deci di ng whet her the nessage shoul d be sent

using a collistRE PEMhERLELP]HRCHANL S DASEHI PRt PE EESYht 70ht BE
conparison; generating the nessage; and sendingthe nmessage in accordance
Wi th the deci svearedo tige waosmibhtentisncadefigerednpoi sragsmihmeskage

generating cirgui figured t enerate_a nessage indicating that the
communi cat i on @%%%%éggstgv&ﬁioﬁg?gﬁgﬁ5ﬁﬁ%ﬁv%k%%il 0862243 nga8§Y98e§end
data to each ofisénglnIabity of other communication devices, wherein the

nessa%e i s addressed to each conmuni cati on device of the plurality of other
comuni cati on devi ces;

10. The communication device according to any one of claims
1 to 9, wherein the measure is a measure of the ovefhead
introduced to the data transmission when using the
collision protection mechénism;
10
11. The communication device according to any one of claims
1 to 10, wherein the transmitter is configured to send
the message using communication resources shared for
data transmission from the communication device to the
15 at least one other communication device and for data
transmission from the at least one other communication

device to the communication device.

12. The communication device according to claim 11, wherein
20 the communication resources are communication resources
further shared for data transmission between the at
least one communication device and a further

communication device.

25 13. The communication device according to claim 12, wherein
the communication resources are communication resources
for which allocation to data transmission between the
communication device and the further commuﬁication
device may be requested by the further communication

30 device.



5a transmtter configured to send the nessage to each conmuni cation device
of the plurality of other communi cati on devi ces. 19. The

comuni cavoanideséoce according to claim 18, 10wherein tlreT/vEI6A®O0MS a
Ready-t o- Send nessage. 20. The conmuni cati on device according to claim 18
or 19, wherein the nessage requests eacB3communi cati on device of the
plurality of other communication devices to 15transmt a response nessage

I ndi cati ng4t hathé heomhhie! c£OIPHNIERL EONa SN &End St & _eélﬁyl bRer 8¢eLYgifhbe
data. 21. The communi cation device according to claim18 or 19, wherein the
nmessage i s trahsh®tidd Weewrin nghe ccapaebeaiuhde adevhcer bsoabl aacessdi ng to

whi ch the plurali t he yyy I o) evjces, trapsmt a response
nessage in re 0%@% ?% %H%l%%ggageggéﬁgé%ééﬁg%é f%%%%ﬁgé nessage i ndi cates
that the ot her conmunication device is ready to receive the data. 25 22.

The conmmupj cat jon device according to claim?20 or 21, wherein the response
message igéa G R&rCPIER P e e ice accordingcte orpyinPBat PEncéeimee

according to anOne ofyitd A1 SHS dehfo1 fak thers COmMobRERY e ehgl ver
configured to receive, for each conmmunication device of the plurality of
ot her comuni catanldeyvilbegert he response nessage sent by the other
comuni cation device. WD 2012/ 005697PCT/ S&011/ 000244

~16. The communication devicelaccording to any one of claims

10 1 to 15, wherein the comparing circuit is configured to
compare the determined measure with the predetermined
threshold and with another predetermined threshold and
determine based on whether the measure is below both of
the thresholds, between the two threshblds or above both

15 of the thresholds, whether the collision protection
mechanism, another collision protection mechanism or no

collision protection mechanism should be used.

17. A method for sending a message comprising:

20 determining a measure based on the time necessary for
the transmission of a message from the communication
device to at least one other communication device;
comparihg the determined measure with a predetermined
threshold;

25 deciding whether the message should be sent using a
collision protection mechanism based on the result of
the comparison;
generating the message; and
sending the message in accordance with the decision.

30

18. A communication device comprising
a message generating circuit configured to generate a

message indicating that the communication device is



35 24. The communi cati on device according to any one of clainms 18 to 23,
further conprising a transmtter configured to transmt the data
after a pwedetxansgoned tine period 5after the transm ssi eoTsG20hmoemssage.
25. The communi cation device according to claim24, wherein the transmtter
is configured to transmt the data to tBé plurality of other comrunication
devi ces using MMO. 10 26. The commruni cati on device according to claim 24

or 25, whereinréhgyttansahtit @athste08hbguUsedat p1hranseit odi biaeent data to
be sent to different comunication devices of the plurality of other
communi cati on @eVNERsCaALLANpAPELFes, wherghe tbAnuAFeaoeohsdeddsesaedor di ng

to any one of i 1 ej ta LS nsm.tt according to
a connunicatioﬁ$2$%§%c§?ﬁ@%§g%%¥?§é ?%%£%§ugglﬁ?§ B#Eg?zg%y2§goﬁ§§ﬁfcatlon
devi ces to ackocawhedjeatieori gpevbéeshe data. 28. The conmmuni cati on device

according to any_one of clainms 17 to 27, wherein the comuni cation device
is an acgess Z%pBFﬂ?S%?tﬁeﬁﬁ?%Pé%guﬁ%ﬂnﬁﬂiE%F@oﬁhﬁeWﬁéﬁﬁgezgp ¢REN

communi cat i on EenhGRi AEELERI AdviOeaby oRe Piuehdi s 47 LPn28 wherein the
nessage is sent and the data is to be sent” using common comuni cation

resources. 30 QUIMIMkcabhemnieni¢en. devi ce according to claim?29, wherein
t he communi cati on resources are connuni cati on resources shared for data
transm ssion fromthe conmuni cation .

- 19. The communication device according to claim 18,

10 wherein the message is a Ready-to-Send message.

20. The communication device according to claim 18 or 19,
wherein the message requests each communication device
of the plurality of other communicatioﬁ devices to

15 transmit a response message indicating that the other

communication device is ready to receive the data.

21. The communication device according to claim 18 or 19,
wherein the message is transmitted according to a
20 communication protocol according to which the plurality
of other communication devices transmit a response
message in response to the message, wherein the response
message indicates that the other communication device is

ready to receive the data.

25
22. The communication device according to claim 20 or 21,
wherein the response message is a Clear-to-Send message.
23. The communication device according to any one of claim
30 18 to 22, further comprising a receiver configured to

receive, for each communication device of the plurality
of other communication devices, the response message

sent by the other communication device.



WO 2012/ 005697PCT/ SG2011/ 000244 36 device to the other comruni cation

devi ces and for data transm ssion fromthe other conmuni cation devices to

t he conmMmiDeatym9devi ce. 5 31. The communi cation devi c@CASGAAINER440 cl ai m

30, wherein the comruni cati on resources are conmuni cation resources further

shared for data transnission between thé3comunication device and a further

communi cati on device which is not part of the plurality of other

10conmuni cati on devi ces. 32. The conmuni cati on device according to claim
comruni cati on resources are ¢onmmuni cation res es for

31, whereLn th ur
Wil ch al | 08at | ERSt BOUEHALEREAGRT Q8T bR bRCGREALE et 25aBHHREC BRI Gaalyi ce

and the furtheggcegnpsi Cﬁﬁk@ﬂege&‘bﬁﬁrE@YnQGar@95&§ﬁ1§9t9¥ EBa £fiuiLtREr to
comruni cati on devi ce. he comruni cati on devi ce according to any one of

the 20cl ai ns 1yrapsmat mh@r@aﬁathétﬁfes@ageegehermneg timeuperiiedconfi gured

to address the age_t n| ation device of the plurality of
otherq%onnunlca 8§ geV|§5§§%ml%§gH§ 0 %B%UT??E%%? MAC addr ess associ at ed

with the pIurallty of ot her 2500nnunication devi ces. 34. The conmuni cati on
devi ce accordln to claim33, wherein the nmulticast MAC address is
deri vabl e ?ron??ﬁeCRmmP&H@?Eé%%Sd%Yl?ﬁea%FﬁF%}Pgyt%fCé?h@rZéonWﬁﬁFéaﬂlon

30devi ces. the transmitter is configured to transmit the data to
the plurality of other communication devices using MIMO.
10 _

26. The communication device according to claim 24 or 25,
wherein the transmitter is configured to transmit
different data to be sent to different communication
devices of the plurality of other commﬁnication devices

15 in parallel.

27. The communication device according to any one of claims
18 to 26, wherein the data is transmitted according to a
communication protocol requesting the plurality of other
20 communication devices to acknowledge receipt of the

data.

28. The communication device according to any one of claims
17 to 27, wherein the communication device is an access

25 point of a wireless communication network.

29. The communication device according to any one of claims
17 to 28, wherein the message is sent and the data is to
be sent using common communication resoufces.
30
30. The communication device according to claim 29, wherein
the communication resources are communication resources

shared for data transmission from the communication



35. A nethod for sending a nmessage conprising WO
2012/ 005697PCT/ SG2011/ 000244 37 generating a nessage indicating that the
communi cavoanideséoce i s ready to send data to each of appsGabiitogo2ad ot her
conmruni cati on devices, wherein the nmessage is addressed to each
comuni cati on device of the plurality 58P other communication devices;
sendi ng the nessage to each comruni cation device of the plurality of other
comuni cati on devicesto36heTbehart boimancoading Hevekasmada fhur idaen

conprising 10each of the other communi cation devices sending

a response

and

message to thetheB8R4ESIQR. L1AB HBEhBHNEECEPEINHEIEAtAPAI REYE CORh&Leithet he
response nessaggﬁmgﬁgcggggnbaegggepther communi cat i on devices
y.

15si mul t aneous

5

10

15

20

25

30

31.

32.

33.

34.

35.

The communication device according to claim 30, wherein
the communication resources are communication resources
further shared for data transmission between the ‘
communication device and a further communication device
which is not part of the plurality of other

communication devices.

The communication device according to claim 31, wherein
the communication resources are communication resources
for which allocation to data transmission between the
communication device and the further communication
device may be requested by the further communication

device.

The communication device according to any one of the
claims 17 to 23, wherein the message generating circuit
is configured to address the message to each
communication device of the plurality of other
communication devices by means of a multicast MAC
address associated with the plurality of other

communication devices.

The communication device according to claim 33, wherein
the multicast MAC address is derivable from the MAC
addresses of the plurality of other communication

devices.

A method for sending a message comprising



10

15
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' 36.

37.

37

generating a message indicating that the communication
device is ready to send data to each of a plurality of
other communication devices, wherein the message is
addressed to each communication device of the plurality
of other communication devices; ‘and

sending the message to each communication devicé of the

plurality of other communication devices.

The method according to claim 35, further comprising
each of the other communication devices sending a

response message to the message.

The method according to claim 36, wherein the response
messages are sent by the other communication devices

simultaneously.



