
Configuring Signaling Radio Bearer Information  In a User Equipment
Protocol Stack FIELD  10 The technology described in this patent document
relates generally to the field of mobile communication systems. More
particularly, the patent document describes a system and method  for
configuring signaling radio bearer information in a user equipment protocol
stack. BACKGROUND  15 UMTS (Universal Mobile Telecommunications System) is
a third generation public land mobile telecommunication system. Various
standardization bodies publish standards for UMTS,  each in their
respective areas of competence. For instance, the 3GPP (Third Generation
Partnership Project) publishes standards for GSM (Global System for Mobile
Communications)  and W-CDMA (Wideband Code Division Multiple Access) based
UMTS, and the 3GPP2 (Third 20 Generation Partnership Project 2) publishes
standards for CDMA2000 (Code Division Multiple  Access) based UMTS.
Standard document 3GPP TS 25.331 addresses the Radio Resource  Control
(RRC) protocol specification. SUMMARY  25 In accordance with the teachings
described herein, systems and methods are provided for configuring
signaling radio bearer information. A wireless network may be used that
includes a  radio access network for transmitting information between a
user equipment device and a core network. An instruction may be received to
generate a signaling radio bearer configuration  information element (IE)
that includes configuration information for a pre-selected number of  



signaling radio bearers. The signaling radio bearer configuration IE may
then be generated,  while ensuring that the signaling radio bearer
configuration IE includes configuration 5 information for a required
minimum number of signaling radio bearers. The signaling radio  bearer
configuration information element may be transmitted from the radio access
network to  the user equipment device for use in configuring signaling
radio bearers in the user equipment  device. A signaling radio bearer
configuration information element (IE) may be received by the  10 user
equipment device and include configuration information for a pre-selected
number of signaling radio bearers. The user equipment device may determine
whether the received  signaling radio bearer configuration IE includes
configuration information for a required  minimum number of signaling radio
bearers. If the received signaling radio bearer configuration  IE does not
include configuration information for the required minimum number of
signaling 15 radio bearers, then the user equipment device may identify the
received signaling radio bearer  configuration IE as an anomalous
information element. BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1 is a block
diagram illustrating a typical third generation (3G) wireless network;  20
Fig. 2 is a block diagram of a typical core network; Fig. 3 is a diagram
illustrating a typical UMTS control plane architecture between a user
equipment device and an SGSN; Fig. 4 is a block diagram illustrating an
example Signaling RB Information To Setup List  information element for
configuring signaling radio bearers in the RRC layer of a user equipment  



device; Fig. 5 illustrates an example of a non-compliant Signaling RB
Information To Setup List  5 IE that improperly specifies the same
signaling radio bearer (SRB1) twice; Fig. 6 illustrates another example of
a non-compliant Signaling RB Information To Setup  List TE that does not
include configuration information for a necessary signaling radio bearer;
Figs. 7-9 illustrate three example methods for configuring signaling radio
bearer information in a user equipment protocol stack; and 10 Fig. 10 is a
block diagram illustrating an example mobile communication device that may
be used as the user equipment device described herein. DETAILED DESCRIPTION
With reference now to the drawing figures, Fig. 1 is a block diagram
illustrating a typical  15 third generation (3G) wireless network. The
wireless network includes a Universal Mobile  Telecommunications System
(UMTS) Terrestrial Radio Access Network (UTRAN) 100 coupled  via an ATM
backbone 120 to a core network 140. Also illustrated are a plurality of
user  equipment devices 110 that may communicate wirelessly using the
wireless network. The UTRAN 100 includes multiple base stations 115
(referred to as Node B's), of which  20 only two are illustrated, to
communicate wirelessly using radio waves over the Uu interface with  the
user equipment devices 110. Depending on the capabilities of a particular
UTRAN 100, an  RNC 130 may support multiple Node B's 115 of the same mode
or multiple Node B's operating 3 in diverse modes. The ATM (Asynchronous
Transfer Mode) backbone 120 couples the various  



UTRAN components together, and couples the UTRAN 100 to the core network
140. Fig. 2 is a block diagram of a typical core network 140. Also
illustrated is a user  equipment device 110, which co-operates with the
UTRAN 100 to communicate with the core  5 network 140 via an ATM backbone
120. In operation, circuit switched (CS) packets may be sent and received
via a transcoder/rate adapter unit (TRAU) 210, which converts UMTS speech
packets to standard packets for a mobile switching center (MSC) 212 in
order to communicate  speech over a public switched telephone network
(PSTN) 226. In addition, packet switched (PS)  packets may be sent and
received via a serving GPRS (General Packet Radio Service) support 10 node
(SGSN) 216, private IP backbone 218, Gateway GPRS Support Node (GGSN) 220,
and  external packet network 224. Also included in the core network 140 are
a visitor location register (VLR) 222 and a  home location
register/authentication center (HLR/AuC) 214. The VLR 222 stores the user
equipment 110 information required for call handling and other functions
within an associated 15 service area. The HLR/AuC 214 stores permanent
records used to identify the user equipment  110, and may also store
temporary records, such as SGSN and VLR addresses. In a typical 3G wireless
network, three sets of protocols are used for transmitting data  between
the UTRAN and a user equipment device -- the control plane protocols, the
user plane  protocols and the transport network user plane protocols. The
user plane protocols implement 20 radio bearer service by carrying user
data through the access stratum. The control plane  protocols are used to
control the radio access bearers and the connection between UTRAN and  user
equipment. 



Fig. 3 is a diagram illustrating a typical UN4TS control plane architecture
300 between a  user equipment device and an SGSN. The control plane
architecture 300 includes a user  equipment control plane protocol stack
310, an RNC control plane protocol stack 320 and an  SGSN control plane
protocol stack 330. In particular, the RRC layer 312 is responsible for the
5 overall control of radio resources for the user equipment device. Among
other radio resource  control functions, the RRC layer 312 is responsible
for the establishment, reconfiguration and  release of radio bearers (i.e.,
services provided for transferring data between the user equipment  and the
UTRAN). Radio bearers available for transmitting RRC messages are referred
to as  "signaling radio bearers" and are configured by the UTRAN in a
Signaling Radio Bearer (RB) 10 Information To Setup List information
element (IE) that is transmitted from the UTRAN to the  RRC in the user
equipment device. A more detailed description of a typical 3G wireless
network, as illustrated in Figs. 1-3, is  provided in the International
Mobile Telecommunications-2000 (IMT-2000) standard published  by the
International Telecommunications Union (ITU) and in the 3GPP standards
documents 15 published by the Third Generation Partnership Project
(3GPPTI~% including standards documents  3GPP TS 23.101, 3GPP TS 25,301,
3GPP TS 25.331, and 3GPP TS 25.401, which are  incorporated herein by
reference. . Fig. 4 is a block diagram 400 illustrating an example
Signaling RB Information To Setup  List IE 430 for configuring signaling
radio bearers in the RRC layer 412 of a user equipment  20 device 410. The
Signaling RB Information To Setup List 430 is transmitted from the UTRAN
420 and includes a set of information elements 432 for each signaling radio
bearer (SRB) to be  



configured. The Signaling RB Information To Setup List IE 430 may, for
example, be a list  where each element has the following ASK I structure. 5
SRB-InformationSetup:: = SEQUENCE f  rb-Identity RB-Identity OPTIONAL,
rlc-lnfoChoice RLC-InfoChoice,  rb-Mappinghifo RB-MappingInfc) 5 In
accordance with standards document 3GPP TS 25.331, three signaling radio
bearers  (SRBI -SRB3) need to be configured for use with messages sent on a
Dedicated Control Channel  (DCCH), and one signaling radio bearer (SRB4) is
optional. Under the standards documents,  SRB 1 is to be used for all
messages sent on the DCCH when using RLC unacknowledged mode 10 (RLC-UM).
SRB 2 is to used for all messages sent on the DCCH when using RLC
acknowledged mode, except for RRC messages carrying higher layer (NAS)
signaling. SRB 3  and optionally SRI34 is to be used for RRC messages
carrying higher layer (NAS) signaling and  sent on the DCCH in RLC
acknowledged mode. The sets of information elements 432 transmitted in the
Signaling RB Information To  15 Setup List 430 from the UTRAN 420 are used
by the RRC 412 to configure the signaling radio  bearers. Information
elements within the sets 432 may include an RB Identity information
element, an RLC Info information element and an RB Mapping Info information
element. The  RB Identity information element is used to identify which
signaling radio bearer (SRBI-SRB4)  



is to be configured by each set of information elements 432. The RB Mapping
Info and RLC 20 Info information elements are used to configure the
signaling radio bearer identified by the RB  Identity information element.
More specifically, the RB Mapping Info information element is  used to
configure the multiplexing options for the identified signaling radio
bearer, and the RLC  Info information element is used to configure the
transmitting and receiving RLC entities for the  identified signaling radio
bearer. 25 If the Signaling RB Information To Setup List IE 430 is included
in an RRC Connection  Setup Message from the UTRAN 420, then the standards
require that the IE 430 configures each of SRBI-SRB3 and optionally SRB4.
That is each of SRB1-SRB3 and optionally SRB4 should  be identified and
configured by the Signaling RB Information To Setup List IE 430. However,
Figs. 5 and 6 illustrate two examples of non-compliant Signaling RB
Information To Setup List  IEs 510, 610 that do not include the proper
configuration information. 5 Fig. 5 illustrates an example of a
non-compliant Signaling RB Information To Setup List  IE 510 that
improperly specifies the same signaling radio bearer (SRB1) twice. In this
example  500, the non-compliant Signaling RB Information To Setup IE 510
includes four sets of  information elements 512, 514, 516, 518. Two of the
sets 512, 514 include RB Identity  information elements that specify the
same signaling radio bearer - SRB1. The other two  10 information element
sets 516, 518 specify SRB2 and SRB 3, respectively. Fig. 6 illustrates
another example of a non-compliant Signaling RB Information To Setup  List
IE 600 that does not include configuration information for a necessary
signaling radio  bearer. As noted above, the standards documents require
that signaling radio bearers SRB1- 



SRB3 be configured if the SRB list 610 is sent in an RRC Connection Setup
Message. However, 15 the illustrated Signaling RB Information To Setup List
IE 600 only includes configuration  information 612, 614, and 615 for SRBI,
SRB3 and SRB4. It should be noted that if the  Signaling RB Information To
Setup List 610 is included in a message other than an RRC  Connection Setup
Message, then the standards do not require that any SRBs be configured.
Figs. 7-9 illustrate three example methods 700, 800, 900 for configuring
signaling radio  20 bearer information in a user equipment protocol stack.
These example methods help to ensure  that the signaling radio bearers
(SRBI-SRB4) are properly configured in accordance with the  standards
documents. Fig. 7 is a method 700 that may be performed at the UTRAN 420
and  Figs. 8 and 9 are methods 800, 900 that may be performed by a user
equipment device 410. 7 With reference first to Fig. 7, the method begins
at step 710 when the UTRAN receives  an instruction to initiate a Signaling
RB Information Setup List to configure a user equipment  device 410. At
step 720, the UTRAN 420 processes the configuration information to ensure
that  the sets of information elements to be included in the Signaling RB
Information Setup List do  5 not specify the same signaling radio bearer
twice, as shown in Fig. 5. At step 730, the UTRAN 420 ensures that there
are no radio bearer identity lEs missing  ftom the Signaling RB Information
Setup List that would result in an ambiguity under the 3G  standard
documents. Standard document 3GPP TS 25.331, version 3,10.0, includes two
sections,  8.6.4.1 and 11.3, that both address the situation in which radio
bearer identity IEs are missing 10 from the Signaling RB Information Setup
List. Section 8.6.4.1 requires that in the event of a  



missing radio bearer identity IE (i.e., an unnumbered SRB), the UE "apply a
default value of the  IE RB identit3~ equal to I for the first IE
'Signaling RB information to setup,' and increase the  default value by I
for each occurrence." However, section 11.3 of the standard document
requires that if the IE "RB identity" is missing from a Signaling RB
Information Setup List, then 15 the smallest unused value is to be used. In
some cases, the application of sections 8.6.4.1 and  11.3 may achieve
different results. Step 730 prevents the UTRAN from creating a Signaling RB
Information Setup List that would result in an ambiguity between sections
8.6.4.1 and 11.3 of the  standard document 3GPP TS 25.331, version 3.10.0.
This may be achieved by either ensuring  that radio bearer identity IEs
(i.e,, IE "RB identity") are included for each signaling radio bearer 20
configuration in the Signaling RB Information Setup List or by ensuring
that no radio bearer  identity lEs are included in the Signaling RB
Information Setup List. At step 740, the UTRAN 420 ensures that
configurations are included in the Signaling  RB Information To Setup List
for necessary signaling radio bearers (i.e., SRBs required by the
applicable 3G standard). The UTRAN 420 may, for example, ensure that each
of SRBl-SRB3  have either already been configured on the user equipment
device 410 or that necessary  configurations are included in the Signaling
RB Information To Setup List IE. The Signaling RB  Information To Setup
List IE is then transmitted from the UTRAN 420 to the user equipment  5
device 410 at step 75 0. With reference to Fig. 8, the method 800 begins at
step 810 when the user equipment  device 410 receives a Signaling RB
Information To Setup List IE from the UTRAN 420. At step  812, the user
equipment device 410 determines if the received Signaling RB Information To



Setup List IE specifies the same signaling radio bearer (SRB) twice, as
shown in Fig. 5. If so, 10 then the method identifies the received IE as an
invalid or anomalous Signaling RB Information  To Setup List at step 818.
Other-wise, if no two SRBs are identified more than once in the  Signaling
RB Information To Setup List, then the method proceeds to step 814. At step
814, the method 800 determines if any signaling radio bearer identity lEs
are  missing from the Signaling RB Information Setup List that would result
in an ambiguity under  15 sections 8.6.4.1 and 11.3 of standard document
3GPP TS 25.331, version 3.10.0, as described above with reference to Fig.
7. If so, then the method 800 identifies the received IE as an invalid  or
anomalous Signaling RB Information To Setup List at step 818. Otherwise, if
no signaling  radio bearer identity IEs are omitted that would result in an
ambiguity under the 3G standard  documents, then the method proceeds to
step 816. 20 At step 816, the method 800 determines if the Signaling RB
Information To Setup List  includes configuration information for all of
the necessary signaling radio bearers (i.e., SRBs  required by the
applicable 3G standard) that have not already been configured on the user
equipment device 410. If all of the necessary SRB configuration information
is not included, then the method 800 identifies the received IE as an
invalid or anomalous Signaling RB  Information To Setup List at step 818.
Otherwise, if all of the necessary SRB configuration  information is
included in the received Signaling RB Information To Setup List, then the
configuration information is used to configure the signaling radio bearers
at step 820. 5 If the received Signaling RB Information To Setup List IE is
identified as invalid or  anomalous at step 818, then the method 800
processes the IE in accordance with a pre- 



determined procedure at step 822. For example, in accordance with the 3G
standards, the user  equipment device may report an invalid or anomalous IE
to the UTRAN and receive a new RRC  Connection Setup Message or may return
to an idle state without notifying the UTRAN of the  10 invalid or
anomalous IE. With reference now to Fig. 9, another example method 900
begins at step 910 when a  Signaling RB Information To Setup List is
received by a user equipment device 410. At step  912, the user equipment
device 410 determines if the received Signaling RB Information To  Setup
List IE specifies the same signaling radio bearer (SRB) twice, as shown in
Fig. 5. If no 15 two SRBs are identified more than once in the Signaling RB
Information To Setup List, then the  method proceeds to step 914,
Otherwise, if multiple occurrences of an SRB are identified in step  912,
then the method resolves the anomalous IE using a pre-defined criteria at
step 920. For  example, if an SRB is included twice, then at step 920 the
user equipment device 410 may define  one of the occurrences (e.g., the
first or last occurrence) as the configuration to be used, with all 20
other occurrences being ignored. Upon resolving the multiple SRBs, the
method proceeds to  step 914. At step 914, the method 900 determines if any
signaling radio bearer identity lEs are  missing from the Signaling RB
Information Setup List that would result in an ambiguity under 10 sections
8.6.4.1 and 11.3 of standard document 3GPP TS 25.331, version 3.10.0, as
described  above with reference to Fig. 7. If not, then the method proceeds
to step ~116. If one or more  signaling radio bearer identity lEs are
omitted that would result in an ambiguity under the 3G  



standard documents, however, then the method 900 resolves the anomalous IE
using a pre 5 determined criteria at step 922. For example, the
pre-determined criteria 922 may instruct the  UE to resolve the one or more
missing SRB identity IEs using the defaults set forth in one of  section
8.6.4.1 or section 11.3 of standard document 3GPP TS 25.331, version
3.10.0. At step 916, the method 900 determines if the Signaling RB
Information To Setup List  includes configuration information for all of
the necessary signaling radio bearers (i.e., SRBs  10 required by the
applicable 3G standard) that have not already been configured on the user
equipment device 410. If all of the necessary SRB configuration information
is included, then  the method 900 proceeds to configure the signaling radio
bearers at step 918. Otherwise, if  configuration information for one or
more necessary SRBs is not included, then the method  resolves the
anomalous IF by selecting default configuration values for the one or more
SRBs at 15 step 924. Upon resolving the missing configuration error at step
924, the method 900 proceeds  to step 918 to configure the signaling radio
bearers. Fig. 10 is a block diagram illustrating an example mobile
communication device 2100  that may be used as the user equipment device
described above. The mobile device 2100  includes a processing subsystem
2138, a communications subsystem 2111, a short-range 20 communications
subsystem 2140, a memory subsystem 2124, 2126, and various other device
subsystems and/or software modules 2142. The mobile device 2100 also
includes a user  interface, which may include a display 2122, a serial port
2130, keyboard 2132, a speaker 2134, I I a microphone 2136, one or more
auxiliary input/output devices 2128, and/or other user interface  



devices. The processing subsystem 2138 controls the overall operation of
the mobile device 2 100.  Operating system software executed by the
processing subsystem 2138 may be stored in a  5 persistent store, such as a
flash memory 2124, but may also be stored in other types of memory devices
in the memory subsystem, such as a read only memory (ROM) or similar
storage  element, In addition, system software, specific device
applications, or parts thereof may be  temporarily loaded into a volatile
store, such as a random access memory (RAM) 2126.  Communication signals
received by the mobile device 2100 may also be stored to RAM 2126, 10 The
processing subsystem 2138, in addition to its operating system functions,
enables  execution of software applications 2124 on the device 2100. A
predetermined set of applications  that control basic device operations,
such as data and voice communications, may be installed on  the device 2100
during manufacture. In addition, a personal information manager (PIM)
application, including an electronic messaging application, may be
installed on the device. The 15 PI1\4 may, for example, be operable to
organize and manage data items, such as e-mail, calendar  events, voice
mails, appointments, and task items. The PIM application may also be
operable to  send and receive data items via the wireless network 2119.
Communication functions, including data and voice communications, are
performed  through the communication subsystem 2111, and possibly through
the short-range  20 communications subsystem 2140, The communication
subsystem 2111 includes a receiver 2112, a transmitter 2114 and one or more
antennas 2116, 2118. In addition, the communication  subsystem 2111 also
includes a processing module, such as a digital signal processor (DSP) 2120



or other processing device(s), and local oscillators (LOs) 2113. The
specific design and 12 implementation of the communication subsystem 2111
is dependent upon the communication  network in which the mobile device
2100 is intended to operate. For example, a mobile device  2100 may include
a communication subsystem 2111 designed to operate within the MobiteXTM
mobile communication system, the DataTACTm mobile communication system, a
GSM network,  5 a GPRS network, a UNITS network, and/or an EDGE network.
Network access requirements vary depending upon the type of communication
system.  For example, in the Mobitex and DataTAC networks, mobile devices
are registered on the  network using a unique personal identification
number or PIN associated with each device. In  UNITS and GSM/GPRS networks,
however, network access is associated with a subscriber or 10 user of a
device. A GPRS device therefore requires a subscriber identity module,
commonly  referred to as a SIM card, in order to operate on a GSMJGPRS
network. When required network registration or activation procedures have
been completed, the  mobile device 2100 may send and receive communication
signals over the communication  network 2119. Signals received by the
antenna 2116 from the communication network 2119 are 15 routed to the
receiver 2112, which provides signal amplification, frequency down
conversion,  filtering, channel selection, etc., and may also provide
analog to digital conversion. Analog-to- digital conversion of the received
signal allows the DSP to perform more complex  communication functions,
such as demodulation and decoding. In a similar manner, signals to  be
transmitted to the network 2119 are processed (e.g., modulated and encoded)
by the DSP 



20 2120 and are then provided to the transmitter 2114 for digital to analog
conversion, frequency up  conversion, filtering, amplification and
transmission to the communication network 2119 (or  networks) via the
antenna 2118. 13 In addition to processing communication signals, the DSP
2120 provides for receiver  2112 and transmitter 2114 control. For example,
gains applied to communication signals in the  receiver 2112 and
transmitter 2114 may be adaptively controlled through automatic gain
control  algorithms implemented in the DSP 2120. 5 In a data communication
mode, a received signal, such as a text message or web page  download, is
processed by the communication subsystem 2111 and input to the processing
device 2138. The received signal is then further processed by the
processing device 2138 for  output to a display 2122, or alternatively to
some other auxiliary 1/0 device 2128. A device user  may also compose data
items, such as e-mail messages, using a keyboard 2132 and/or some 10 other
auxiliary 1/0 device 2128, such as a touchpad, a rocker switch, a
thumb-wheel, or some  other type of input device. The composed data items
may then be transmitted over the  communication network 2119 via the
communication subsystem 2111. In a voice communication mode, overall
operation of the device is substantially similar to  the data communication
mode, except that received signals are output to a speaker 2134, and  15
signals for transmission are generated by a microphone 2136. Alternative
voice or audio 1/0 subsystems, such as a voice message recording subsystem,
may also be implemented on the  device 2100. In addition, the display 2122
may also be utilized in voice communication mode,  



for example, to display the identity of a calling party, the duration of a
voice call, or other voice  call related information. 20 The short-range
communications subsystem 2140 enables communication between the  mobile
device 2100 and other proximate systems or devices, which need not
necessarily be  similar devices. For example, the short-range
communications subsystem 2140 may include an 14 infrared device and
associated circuits and components, or a BluetoothTM Communication module
to provide for communication with similarly-enabled systems and devices.
This written description uses examples to disclose the invention, including
the best mode,  and also to enable a person skilled in the art to make and
use the invention. The patentable scope  5 of the invention may include
other examples that occur to those skilled in the art. 15 CLAIMS 1. In a
wireless network including a radio access network for transmitting
information between a  user equipment device and a core network, a method
of configuring signaling radio bearers in the  user equipment device,
comprising: receiving an instruction to generate a signaling radio bearer
configuration information  element (IE) that includes configuration
information for a pre-selected number of signaling radio bearers;
generating the signaling radio bearer configuration IE, ensuring that the
signaling radio bearer configuration IE includes configuration information
for a required minimum number of  



signaling radio bearers; and transmitting the signaling radio bearer
configuration information element from the radio  access network to the
user equipment device for use in configuring the signaling radio bearers in
the user equipment device. 2. The method of claim 1, further comprising:
ensuring that each signaling radio bearer is not configured more than once.
3. The method of claim 2, wherein the configuration information for each
signaling radio bearer is identified by a radio bearer identity information
element (IE). 16 4. The method according to one of the claims 1 to 3, the
generating step further comprising:  ensuring either that the configuration
information for each signal radio bearer is identified by a radio bearer
identify information element (IE) or that the configuration information
includes  no radio bearer identity IEs. 5. The method according to one of
the claims 1 to 4, wherein the signaling radio bearer  configuration IE is
a Signaling Radio Bearer Information To Setup List, which is transmitted to
the user equipment device in an RRC Connection Setup Message. 6. The method
according to one of the claims i to 5, wherein the wireless network is a
third generation (3G) wireless network. 7. The method of claim 6, wherein
the wireless network includes a Universal Mobile Telecommunications System
(UMTS) Terrestrial Radio Access Network (UTRAN). 8. The method of claim 7,
wherein the signaling radio bearer configuration IE is generated by  



the UTRAN and is transmitted from the UTRAN to the user equipment device.
9. The method according to one of the claims Ito 8, wherein the required
minimum number of  signaling radio bearers includes a first signaling radio
bearer (SRB 1) that is used for all messages  transmitted on a dedicated
control channel (DCCH) when using radio link control (RLC) unacknowledged
mode (RLC-UM), a second signaling radio bearer (SRB2) that is used for all
17 messages transmitted on the DCCH when using RLC acknowledged mode except
for radio  resource control (RRC) messages carrying higher layer signaling,
and a third signaling radio  bearer (SRB3) that is used for RRC messages
carrying higher layer signaling and sent on the  DCCH in RLC acknowledged
mode. 10. The method according to one of the claims 8 to 9, wherein the
configuration information includes an RLC Info information element and a RB
Mapping information element, 11. In a wireless network including a radio
access network for transmitting information between  a user equipment
device and a core network, a method of configuring signaling radio bearers
in  the user equipment device, comprising: receiving a signaling radio
bearer configuration information element (IE) with the user  equipment
device, the signaling radio bearer configuration IE including configuration
information for a pre-selected number of signaling radio bearers;
determining whether the configuration information for more than one
signaling radio  bearer is identified by the same signaling radio bearer
identity information element (113); and if the configuration information
for more than one signaling radio bearer is identified by  



the same signaling radio bearer identity information element (IE), then
identifying the received  signaling radio bearer configuration IE as an
anomalous information element, 12. The method of claim 11, farther
comprising: 18 if the configuration information for more than one signaling
radio bearer is identified by  the same signaling radio bearer identity
information element (IE), then selecting one instance of  the signaling
radio bearer identity ID based on a pre-selected criteria. 13. The method
of claim 11, further comprising: if the configuration information for more
than one signaling radio bearer is identified by  the same signaling radio
bearer identity information element (IE), then rejecting the received
signaling radio bearer IF, transmitting a report from the user equipment
device that identifies the  anomalous information element and requests a
new signaling radio bearer configuration IE. 14. The method according to
one of the claims 11 to 13, further comprising: if the received signaling
radio bearer configuration IE is identified as an anomalous  information
element because it includes the same identity information element for more
than one  signaling radio bearer, then rejecting the received signaling
radio bearer configuration IE and  entering an idle state. 15. The method
according to one of the claims I I to 14, wherein the configuration
information  for each signaling radio bearer is identified by a signaling
radio bearer identity information  element (IE), further comprising:
determining whether the received signaling radio bearer configuration lE
includes  



configuration information for a required minimum number of signaling radio
bearers; and 19 if the received signaling radio bearer configuration IE
does not include configuration  information for the required minimum number
of signaling radio bearers, then identifying the  received signaling radio
bearer configuration IE as an anomalous information element. 16. The method
of claim 15, further comprising: if the received signaling radio bearer
configuration IE is identified as an anomalous  information element because
it does not include configuration information for the required  minimum
number of signaling radio bearers, then configuring signaling radio bearers
that are not  included using default configuration values, 17. The method
of claim 15, further comprising: if the received signaling radio bearer
configuration IE is identified as an anomalous  information element because
it does not include configuration information for the required  minimum
number of signaling radio bearers, then transmitting a report from the user
equipment  device that requests a new signaling radio bearer configuration
IE. 18. The method of claim 15, further comprising: if the received
signaling radio bearer configuration IE is identified as an anomalous
information element because it does not include configuration information
for the required  minimum number of signaling radio bearers, then ignoring
the received signaling radio bearer configuration IE and entering an idle
state. 20 



19. The method according to one of the claims 11 to 18, wherein the
configuration information  for each signaling radio bearer is identified by
a signaling radio bearer identity information  element (IE), further
comprising: determining whether the received signaling radio bearer
configuration includes a  signaling radio bearer identity information
element (IE) for each signaling radio bearer; and if the received signaling
radio bearer configuration IE does not include a signaling radio  bearer
identity information element (IE) for each signaling radio bearer, then
identifying the  received signaling radio bearer configuration IE as an
anomalous information element. 20. The method of claim 19, further
comprising: if the received signaling radio bearer configuration IE is
identified as an anomalous  information element because it does not include
a signaling radio bearer identity IE for each  signaling radio bearer, then
transmitting a report from the user equipment device that requests a  new
signaling radio bearer configuration IF. 21. The method of claim 19,
further comprising: if the received signaling radio bearer configuration IE
is identified as an anomalous  information element because it does not
include a signaling radio bearer identity IE for each  signaling radio
bearer, then ignoring the received signaling radio bearer configuration IE
and  entering an idle state. 22. The method of claim 19, further
comprising: 21 if the received signaling radio bearer configuration IE is
identified as an anomalous  



information element because it does not include a signaling radio bearer
identity IE for each  signaling radio bearer, then assigning default values
for each of the missing signal radio bearer  identity IEs. 23. The method
of claim 22, wherein the default values are selected from a set of signal
radio  bearer identity IEs beginning with the first unused value. 24. The
method of claim 22, wherein the default values are selected based on the
order in which the signaling radio bearer is listed in the received
signaling radio bearer configuration IE. 25. The method according to one of
the claims 11 to 24, wherein the signaling radio bearer  configuration IE
is a Signaling Radio Bearer Information To Setup List, which is transmitted
to  the user equipment device in an RRC Connection Setup Message. 26. The
method of claim 25, wherein the wireless network includes a Universal
Mobile Telecommunications System (UMTS) Terrestrial Radio Access Network
(UTRAN). 27. The method of claim 26, wherein the signaling radio bearer
configuration IE is generated by  the UTRAN and is transmitted from the
UTRAN to the user equipment device. 28. The method according to one of the
claims 1 I to 27, wherein the required minimum number  of signaling radio
bearers includes a first signaling radio bearer (SRB 1) that is used for
all 22 messages transmitted on a dedicated control channel (DCCH) when
using radio link control  (RLC) unacknowledged mode (RLC-UM), a second
signaling radio bearer (SRB2) that is used  for all messages transmitted on
the DCCH when using RLC acknowledge mode except for radio  resource control
(RRC) messages carrying higher layer signaling, and a third signaling radio



bearer (SRB3) that is used for RRC messages carrying higher layer signaling
and sent on the  DCCH in RLC acknowledge mode. 29. The method of claim 28,
wherein the configuration information includes an RLC Info information
element and a RB Mapping information element. 23 


