Configuring Signaling Radio Bearer Information |In a User Equi pnent

Prot ocol Stack FIELD 10 The technol ogy described in this patent docunent
rel ates generally to the field of nobile comunication systens. Mre
particularly, the patent docunent describes a system and nethod for
configuring signaling radio bearer information in a user equi pnent protocol
stack. BACKGROUND 15 UMIS (Universal Mobile Tel ecommuni cations System is
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St andard document 3GPP TS 25. 331 addresses the Radi o Resource Control
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gener ateenmusicgival sysgnsadilorelpastioaiarptifei pgematbauiment déwerited 4 oystah anenietodE)
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for configuring signaling radio bearer information in a user equipment protocol stack.

BACKGROUND

15 UMTS (Universal Mobile Telecommunications System) is a third generation public land
mobile telecommunication system. Various standardization bodies publish standards for UMTS,
each in their respective areas of competence.  For instance, the 3GPP (Third Generation
Partnefship Project) publishes standards for GSM (Global System for Mobile Communications)
and W-CDMA (Wideband Code Division Multiple Access) based UMTS, and the 3GPP2 (Third

20  Generation Partnership Project 2) publishes standards for CDMA2000 (Code Division Multiple
Access) based UMTS. Standard document 3GPP TS 25.331 addresses the Radio Resource

Control (RRC) protocol specification.

SUMMARY
25 In accordance with the teachings described herein, systems and methods are provided for
configuring signaling radio bearer information. A wireless network may be used that includes a

radio access network for transmitting information between a user equipment device and a core




signaling radi o bearers. The signaling radi o bearer configuration |IE may
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iIlTustgatedg a typical UMIS control plane architecture between a user

equi pnent device and an SGSN; Fig. 4 is a block diagramillustrating an
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10 user equipment device and include configuration information for a pre-selected number of
'signaliﬁg radic bearers. The user equipment device may determine whether the received
signaling radio bearer configuration IE includes configuration information for a required
minimum number of signaling radio bearers. If the received sigﬁaling radio bearer configuration

IE does not include configuration information for the required minimum number of signaling

15  radio bearers, then the user equipment device may identify the received signaling radio bearer

configuration IE as an anomalous information element.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram illustrating a typical third generation (3G) wireless network;
20 Fig. 2 is a block diagram of a typical core network;
Fig. 3 is a diagram illustrating a typical UMTS control plane architecture between a user

equipment device and an SGSN;




device; Fig. 5 illustrates an exanple of a non-conpliant Signaling RB
Information To Setup List 5 IE that inproperly specifies the sane
signaling radio bearer (SRB1) twice; Fig. 6 illustrates another exanple of.
a non-conpliant Signaling RB Information To Setup List TE that does not
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10 Fig. 10 is a block diagram illustrating an example mobile communication device that may

be used as the user equipment device described herein.

DETAILED DESCRIPTION

With reference now to the drawing figures, Fig. 1 is a block diagram illustrating a typical

15  third generation (3G) wireless network. The wireless network includes a Universal Mobile

Telecommunications System (UMTS) Terrestrial Radio Access Network (UTRAN) 100 coupled

via an ATM backbone 120 to a core -network 140. Also illustrated are a plurality of user
equipment devices 110 that may communicate wirelessly using the wireless network.

The UTRAN 100 includes multiple base stations 115 {referred to as Node B’s), of which

20 only two are illustrated, to communicate wirelessly using radio waves over the Uu interface with

the user equipment devices 110, Depénding on the capabilities of a particular UTRAN 100, an

RNC 130 may support multiple Node B's 115 of the same mode or multiple Node B's operating




UTRAN conponents toget her, and couples the UTRAN 100 to the core network
140. Fig. 2 is a block diagramof a typical core network 140. Al so
illustrated is a user equipnent device 110, which co-operates with the
UTRAN 100 to comunicate with the core 5 network 140 via an ATM backbone

120. lin dipesambdes, The ATM (Sstiebaschs Gohseanicdt Sbatkolel Xedduptidhe eaedused
- via a transcoder/rate adapter unit (TRAU) 210, which converts UMIS speech

paCket@TRm\S&cﬁﬁﬂﬁ{eﬂtsQ@é%lgéé fd‘%ro egﬁg' ’Flli.ﬁw foenb ek %QP%OQM@ 212 in

order to conmuni cate ove u c swtched te ephone net wor k

PSTN) 226.y:l.n acket t.c ts nt and
Sece:\?/ed Vi ak zaig(rj%/ﬂ?gﬂ a’PC%fn%rgl? %a%(f{ " e}%%‘%af er\ﬁjﬁo ¥m§s§5€e r’? 48FHode
SGSN) 216, pr, v.at P ackbone 218, Gateway GPRS Support Node 220,
gnd '\De%@lm g\x/ﬁrcve “opsietesaigh eIt TP 10 REmemiieaior Byt ) £9%6 are

a visitor Iocatl on re ister (VLR) 222 and a hone |ocation

redi stratwerk [HOrtis amATM backboae 12HUIR opeGtion drcuittsavitvh@l (CB) macketemay e serfer
equi pnent 110 information required for call handling and ot her functions
W t hi nandnreasised iviid e drabscsiRe/vite adagteaunit (TRAR ALK, wHidh sdoavass Pl TRspadch
records used to identify the user equipnent 110, and may al so store

t enporaickett &6 Sfafdard %H@Ebt@ﬁ)r%%%ﬁé‘ﬁv%ﬁl@@&{t&seﬁc ) B2 & bRE ERbordfiutich®! ess

net work, three sets of protocols are used f ansmtting data between

t he 5“@&%1%; % B! s Gt ATAI S Y L5l (e f@(ﬁ(&"%%dﬁ{oﬂ acREtostvﬂ&%}eé edne

user ro oco ranspor user rotoco

user pla e protoco S i ement .20 radio i user
Hatn (HEBGamneE shon abd Pes et g afﬁ@ﬂ%ﬁ?ﬁ& (oneed bl %?%?%ﬂé& ¢ +°8 FERET o
control the radi o access bearers and the connection betwee and user

eqil prigade. (SGSN) 216, private IP backbone 218, Gateway GPRS Support Node (GGSN) 220 and
external packet network 224,

Also included in the core network 140 are a visitor location register (VLR) 222 and a
home location register/authentication center (HLR/AuC) 214, The VLR 222 stores the user
equipment 110 information required for call handling and other functions within an associated

15 service area. The HLR/AuC 214 stores permanent records used to identify the user equipment
110, and may also store temporary records, such as SGSN and VLR addresses.

In a typical 3G wireless network, three sets of protocols are used for transmitting data
between the UTRAN and a user equipment device -- the control plane protocols, the user plane
protocols and the transport network user plane protocols. The user plane protocols implement

20 radio bearer service by carrying user data through the access stratum. The control plane
protocols are used to control the radio access bearers and the connection between UTRAN and

user equipment.




Fig. 3is adiagramillustrating a typical UMTS control plane architecture
300 between a wuser equi pnent device and an SGSN. The control plane
architecture 300 includes a user equipnent control plane protocol stack
310, an RNC control plane protocol stack 320 and an SGSN control plane
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RRC in the user equipment device.

A more detailed description of a typical 3G wireless network, as illustrated in Figs. 1-3, is
provided in the International Mobile Telecommunications-2000 (IMT-2000) standard published
by the International Telecommunications Union (ITU) and in the 3GPP standards docurﬁents

15  published by the Third Generation Partnership Project (3GPP™), including standards documents
3GPP TS 23.101, 3GPP TS 25.301, 3GPP TS 25.331, and 3GPP TS 25.401, which are
incorporated herein by reference.

" Fig. 4 is a block diagram 400 illustrating an example Signaling RB Information To Setup
List IE 430 for configuring signaling radio bearéfs in the RRC layer 412 of a user equipment

20 device 410. The Signaling RB Information To Setup List 430 is transmitted from the UTRAN
420 and includes a set of information elements 432 for each signaling radio bearer (SRB) to be
conﬁgufed. The Signaling RB Information To Setup List IE 430 may, for example, be a list

where each element has the following ASN.1 structure.




configured. The Signaling RB Information To Setup List IE 430 may, for
exanple, be a list where each elenent has the followng ASK I structure. 5
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acknowledged mode, except for RRC messages carrying higher layer (NAS) signaling. SRB 3

and opfionally SRB4 is to be used for RRC messages carrying higher layer (NAS) signaling and
sent on the DCCH in RLC acknowledged mode.
The sets of information elements 432 transmitted in the Signaling RB Information To
15  Setup List 430 from the UTRAN 420 are used by the RRC 412 to configure the signaling radio
bearers.l Information elements within the sets 432 may include an RB Identity information
element, an RLC Info information element and an RB Mapping Info information element. The
RB Identity information element is used to identify which signaling radio bearer (SRB1-SRB4)
is to be configured by each set of information elements 432. The RB Mapping Info and RLC
20 Info information elements are used to configure the signaling radio bearer identified by the RB
Identity information element. More specifically, the RB Mapping Info information element is
used to configure the multiplexing options for the identified signaling radio bearer, and the RLC
Info information element is used to configure the transmitting and receiving RLC entities for the
identified signaling radio bearer.
25 If the Signaling RB Information To Setup List IE 430 is included in an RRC Connection

Setup Message from the UTRAN 420, then the standards require that the IE 430 configures each




is to be configured by each set of information elenments 432. The RB Mappi ng
Info and RLC 20 Info information elenents are used to configure the
signaling radio bearer identified by the RB Identity information el enent.
More specifically, the RB Mapping Info infornmation elenent is wused to
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configuration information. 5 Fig. 5 illustrates an exanple of a
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that signaling radio bearers SRBl-
Fig. 6 illustrates another example of a non-compliant Signaling RB Information To Setup

List IE 600 that does not include configuration information for a necessary signaling radio

bearer. As noted above, the standards documents require that signaling radio bearers SRBI-

SRB3 be configured if the SRB list 610 is sent in an RRC Connection Setup Message. However,

15  the illustrated Signaling RB Information To Setup List IE 600 only includes configuration

information 612, 614, and 615 for SRB1, SRB3 and SRB4. It should be noted that if the

Signaling RB Information To Setup List 610 is included in a message other than an RRC
Connection Setup Message, then the standards do not require that any SRBs be configured.

Figs. 7-9 illustrate three example methods 700, 800, 900 for configuring signaling radio

20 bearer information in a user equipment protocol stack. These example methods help to ensure

that the signaling radio bearers (SRB1-SRB4) are properly configured in accordance with the

standards documents. Fig. 7 is a method 700 that may be performed at the UTRAN 420 and

Figs. 8 and 9 are methods 800, 900 that may be performed by a user equipment device 410.




SRB3 be configured if the SRB list 610 is sent in an RRC Connection Setup
Message. However, 15 the illustrated Signaling RB Information To Setup Li st
| E 600 only includes configuration information 612, 614, and 615 for SRBI,
SRB3 and SRB4. It should be noted that if the Si gnal ing RB Information To
Setup Li st With réfsrenpe Firstiéal Fig Tatheerasthge begineat st M1 @wieRGhe OIRIEN tre@iveSet up
Message, then the standards do not require that any SRBs be confi gured.
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missing radio bearer identity IE (i.e., an unnumbered SRB), the UE "apply a default value of the

IE 'RB 1identity' equal to 1 for the first IE 'Signaling RB information to setup,’ and increase the

default value by 1 for each occurrence.” However, section 11.3 of the standard document

requires that if the IE "RB identity"'is missing from a Signaling RB Information Setup List, then

15  the smallest unused value is to be used. In some cases, the application of sections 8.6.4.1 and

11.3 may achieve different results. Step 730 prevents the UTRAN from creating a Signaling RB

Information Setup List that would result in an ambiguity between sections 8.6.4.1 and 11.3 of the

standard document 3GPP TS 25.331, version 3.10.0. This may be achieved by either ensuring

that radio bearer identity IEs (i.e., IE "RB identity") are included for each signaling radio bearer

20 configuration in the Signaling RB Information Setup List or by ensuring that no radio bearer
identity 1Es are included in the Signaling RB Information Setup List.

At step 740, the UTRAN 420 ensures that configurations are included in the Signaling

RB Information To Setup List for necessary signaling radio bearers (i.e., SRBs required by the




m ssing radio bearer identity IE (i.e., an unnunbered SRB), the UE "apply a
default value of the IE RBidentit3~ equal to | for the first IE
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that risvicadile abeer é90. j dentity | Es are included in the Signaling RB
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for necessary signaling radio bearers (i.e., SRBs required by the
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step 810 when the user equipnment device 410 receives a Signaling RB .
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equi pnent device 410 determnes if the received Signaling RB Information To
To Setup List at step 818. Otherwise, if no two SRBs are identified more than once in the

Signaling RB Information To Setup List, then the method proceeds to step 814.
At step 814, the method 800 determines if any signaling radio bearer identity IEs are
missing from the Signaling RB Information Setup List that would result in an ambiguity under
15 sections 8.6.4.1 and 11.3 of standard document 3GPP TS 25.331, version 3.10.0, as described
above with reference to Fig. 7. If so, then the method 800 identifies the received IE as an invalid
or anomalous Signaling RB Information To Setup List at step 818. Otherwise, if no signaling
radio bearer identity IEs are omitted that would result in an ambiguity under the 3G standard
documents, then the method proceeds to step 816.
20 At step 816, the method 800 determines if the Signaling RB Information To Setup List
includes configuration information for all of the necessary signaling radio bearers (1.e., SRBs
required by the applicable 3G standard) that have not already been configured on the user

equipment device 410. If all of the necessary SRB configuration information is not included,




Setup List IE specifies the sane signaling radio bearer (SRB) tw ce, as
shown in Fig. 5. If so, 10 then the nethod identifies the received IE as an
invalid or anomal ous Signaling RB Information To Setup List at step 818.
O her-wise, if no two SRBs are identified nore than once in the Signaling

RB | nfipédelid attiiod £60 UBerntifeh - thé Hf@&i&éaexﬁma%h@fﬂ iﬁaﬁﬁgﬁdﬁ%&ﬁal§ﬁs€=@é§%§?% Aipstep

814, the nethod 800 determnes if any signaling radio bearer y | Es

are L&S) ' ' RB, tid on tup. Li t result
" an TEEiaon T8RP LR 30 Hepl o ORIt o 3Rk B, B! oMbl
3GPP TS.25.331, versjqgn 3.10.0,, as descri he ove with reference to Fig.

7. 1t 1R it Keliedniqthsotsotiveh Smalise AEn TE SePabSon s e or
anomal ous Signaling RB Information To Setup List at step 818. OQtherw se, if
no si gaafigwation ndererabien isysefl teearifigyrg the signelingmatliodardinat siep829. resul t in an
anbiguity under the 3G standard docunents, then the nmethod proceeds to
stép 816. 20 thd restiepd &lghalinp RBrdhfootta®&D TdeSeaprilie IE fs idestifHdymalnvayd 8B
Information To Setup List includes configuration information for all of

the neaemamuY i 9§Al1BIHAde RAeMbET SN Fr&esseﬁ@@ IET BAYbdo8shnBY Wille a pre-
appl i cabl e 3G st andar d’) that have not already been configured on the user
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included in the received Signaling RB Information To Setup List, then the

conf i GREESHnR St Messagsrorimay ciunte 2 dki gie ovithest Betiyig thy WHRAY ofcleer s
at step 820. 5 If the received Signaling RB Information To Setup List IEis

i dent iifvadd casnomelabs tE.or anonmal ous at step 818, then the net hod 800
processes the IE in accordance with a pre- '
With reference now to Fig. 9, another example method 900 begins at step 910 when a
Signaling RB Information To Setup List is received by a user equipment device 410. At step
912, the user equipment device 410 determines if the received Signaling RB Information To
Setup List IE specifies the same signaling radio bearer (SRB) twice, as shown in Fig. 5. If no
15  two SRBs are identified more than once in the Signaling RB Information To Setup List, then the
method proceeds to step 914, Otherwise, if multiple occurrences of an SRB are 1dentified n step
912, then the method resolves the anomalous IE using a pre-defined criteria at step 920. For
example, if an SRB is included twice, then at step 920 the user equipment device 410 may define
one of the occurrences (e.g., the first or last occurrence) as the configuration to be used, with all
20 other occurrences being ignored. Upon resolving the multiple SRBs, the method proceeds to
step 914.

At step 914, the method 900 determines if any signaling radio bearer identity IEs are

missing from the Signaling RB Information Setup List that would result in an ambiguity under
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determ ned procedure at step 822. For exanple, in accordance with the 3G
standards, the user equipnent device may report an invalid or anomal ous IE
to the UTRAN and receive a new RRC Connection Setup Message or may return
to an idle state without notifying the UTRAN of the 10 invalid or

anomalsesttont §.6.4M tand raf 2oL BeRIA@ Wob@nsit BGER TENBL I @xadiPh 200 hNA6k:B88]
begins at step 910 when a Signaling RB Information To Setup List is
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device 410 determnes it the receive

Fi g, SIERR OO Ry e et B WoNE TERAn LA empIFean R g Re

I nformation To Setup List, then the nethod proceeds to step 914,

Ot her wagdard; dockientspheweiesy ihee fbe snghodh 0GRESolves thaemwomplosg [Enusiegp proq2,
then the nethod resol ves the anomal ous | E using a pre-defined criteria at
st®p 92@mifed cricxiamglstep 942, aForSRBripde, ithe preddaderminateritelie #22tmst Eypir@20he he
user equi pment device 410 may define one of the occurrences (e.g., the

first UR td asélveckdibiesC fbramidshp SRBfiHeHATESNsih thedemeRk setifbith &l bn20f
ot her occurrences being ignored. Upon resolving the nultiple SRBs, the

met ho?a&{oﬁ%e@?ﬁ o%@ectﬁh%&%f%tarﬁ& dE}o%Qm%&ﬂsGﬁﬁ‘?s%tﬁqgvgﬁgnQ%g mnes if any
Identity Ii

si gnal 1 ng radi o earer s are mssing f_rom_t e Signaling RB
L, o SN D B S PR QB 07
O s SOl R B B ks it o B Bree
omtted that would result in an anbiguity under the 3G
10 required by the applicable 3G standard) that have not already been configured on the user
equipment device 410. If all of the necessary SRB configuration information is included, then
the method 900 proceeds to configure the signaling radio bearers at step 918. Otherwise, if
configuration information for one or more necessary SRBs is not included, then the method
resolves the anomalous IE by selecting default configuration values for the one or more SRBs at
15 step 924. Upon resolving the missing configuration error at step 924, the method 900 proceeds
to step 918 to configure the signaling radio bearers.
Fig. 10 is a block diagram illustrating an example mobile communication device 2100
that may be used as the user equipment device described above. The mobile device 2100
includes a processing subsystem 2138, a communications subsystem 2111, a short-range
20  communications subsystem 2140, a memory subsystem 2124, 2126, and various other device

subsystems and/or software modules 2142. The mobile device 2100 also includes a user

interface, which may include a display 2122, a serial port 2130, keyboard 2132, a speaker 2134,
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standard docunents, however, then the nethod 900 resol ves the anomal ous | E
using a pre 5 determined criteria at step 922. For exanple, the
pre-determned criteria 922 may instruct the UE to resolve the one or nore
m ssing SRB identity IEs using the defaults set forth in one of section

8. 6. 4. dlmrotRBt 086, bhe Ir afors band PAGHIRN e AR 108, 280/3B4thel 8ded LRSS
3.10.0. At Ig?gp 916, fhé rropft hod gg/gndetern‘i nees if thée Signal ieng eRB ace

| nf or natf@p To Setup List includes configuration information for all of
t he necessary signaling radio bearers (i.e., SRBs 10 required by the

appl i cabl e 3G st andard). t hat e not. al ready, been, conf i gur on th er
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is included, then the method 900 proceeds to configure the signaling radio
bear er'dPpling gystam goftwartepycyed by the prcespinzsubsistent 8k Hamaynbe sforashén or
nore necessary SRBs is not included, then the nethod resolves the
andnalpsusisted shyreswbleas arilpsid afeadry 2¢ 24 fbug niaytdlanby sthredsinfodher ttiygesafenanonyor e
SRBs at 15 step 924. Upon resolving the mssing configuration error at step

924, tdeeiceEtilnable Yy oa®epitem,! Sucht 8P a F:&d toﬁly?@rfbﬁﬂcﬁyr(?\OMF ot Gidaki B@rdgadi 0
bearers. Fig. 10 is a block diagramillustrating an exanple nobile
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descri bed above. T e devi i nclddes a processi ng subsystem

2138, ni. cat . ons. sub tem 2111,, a short-range 20 conmuni i
Subsy<PuRSHHTNGeq IR 5 AR ik Sty s A Sandol deess | mETODY NBAMHegr £
subsygégnrr% and/ or .sof twar.e dti:?es 2142. The nobil e device 2100 _al so

i ncl u upisation gigials regeixed nihermehile device $480 mayiadse bastared 50 RAMEIEG| port
2130, keyboard 2132, a speaker 2134, | | a mcrophone 2136, one or nore

ad¥i i ary iTsuproeessingtsubeysicae 2128,2i8, addifthinoto s bperaisg systemelfufietioms, enables
execution of software applications 2124 on the device 2100. A predetermined set of applications
that control basic device operations, such as data and voice communications, may be installed on
the device 2100 during manufacture. In addition, a personal information manager (PIM)
applicaﬁon, including an electronic messaging application, may be installed on the device. The
15  PIM may, for example, be operable to organize and manage data items, such as e-mail, calendar
events, voice mails, appointments, and task items. The PIM application may also be operable to

send and receive data items via the wireless network 2119.
Communication functions, including data and voice communications, are performed
through the communication subsystem 2111, and possibly through the shqrt-rangc
20 communications subsystem 2140. The communication subsystem 2111 includes a receiver 2112,
a fransmitter 2114 and one or more antennas 2116, 2118. In addition, the communication
subsystém 2111 also includes a processing module, such as a digital signal processor (DSP) 2120

or other processing device(s), and local oscillators (LOs) 2113. The specific design and
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devi ces. The processing subsystem 2138 controls the overall operation of
the nobile device 2 100. Operating system software executed by the
processi ng subsystem 2138 may be stored in a 5 persistent store, such as a
flash nenory 2124, but may al so be stored in other types of menory devices

in t hemplemenytisndgyid esmmBLRBLES sabsysas prilyisnapendent BEBA tiy cahmiubRation
storage elenent, In addition, systemsoftware, specific device
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store, such as a random access nenory ( Communi cat | on Si gnal s
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such as data and voi ce conmuni cations, may be installed on the device 2100
dut i na GERuRewotk e UNASagtivarkomd/er qneEBGEaJIBtWQikor mati on manager (PI'M
application, including an el ectronic nessagi ng application, nay be

instal |l ed detwhk adesssrequitdasenibvdrly defemtiyg upar ttexapplof cohemopeitiah|sgsttm.
organi ze and manage data items, such as e-muil, calendar events, voice
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operabl e to send and receive data items via the wireless nefwork 21109.
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antennas 2116, 2118. In addition, the caommuni cation  supsystem 2111 al so

i Hel ubes of Hetes sPnGPRSHEvISe Darshorggequits g subiscalegdentisy deesils copragmiy 2120
referred to as a SIM card, in order to operate on a GSM/GPRS network.

Whén required network registration or activation procedures have been completed, the
mobile device 2100 may send and receive communication signals over the communication
network 2119, Signals received by the antenna 2116 from the communication network 2119 are

15  routed to the receiver 2112, which provides signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also provide analog to digital conversion. Analog-to-
digital conversion of the received signal allows the DSP to perform more complex
communication functions, such as demodulation and decoding. In a similar manner, signals to
be transmitted to the network 2119 are processed (e.g., modulated and encoded) by the DSP

20 2120 and are then provided to the transmitter 2114 for digital to analog conversion, {requency up

conversion, filtering, amplification and transmission to the communication network 2119 (or

networks) via the antenna 21138,
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or other processing device(s), and local oscillators (LGOs) 2113. The
specific design and 12 inplenentation of the communication subsystem 2111

i s dependent upon the communication network in which the nobile device
2100 is intended to operate. For exanple, a nobile device 2100 may include

a communi 3 ix@ditisH e Yrb&Midd thnAonliched & a@s?%fl&ﬁspfvhifﬂ pr&v*itfes'\ﬁapir&%%%l\/'

nobi | e conmuni cati on system the DataTA nobi | e conmuni cati on system a

GSM n e k | TS net wor k nd/ or an EDCE net K.
et okt 2k warksRubt T A8, TroArabloles A ABE e, R fHautBpeo ey B30 on
system .Fo anple, int Mobi t ex, and Dat aTAC networ ks, nobil e devices
are r é‘gﬁeé‘ieé?éﬁfaﬁ) ﬁrﬂ@mlﬁ%ftmﬁﬂn%ys%@dagtlﬁﬂmam@qus‘gwgkia&wa}fﬁ S PO
nunber or_ PIN associ ated with each device. In UN TS and GSM GPRS net wor ks,
howev élgoriffupsisrilermetied in the DEPsHP0at ed with a subscriber or 10 user of a
device. A GPRS device therefore requires a subscriber identity nodul e,
cofmonly defatatecorhmuagatiorShivde as deceived Gighal, sich apartakiemessage GEMEDRAGe

net wor k. \When required network registration or activation procedures have

been gewRlcated plodsssed i ihe dRvheScAl0suRYst&RNEL 1BNghd §5RIt S 1HO ProcHs&iag | on

signals over the communication network 2119. Signals received by the

ant enna.,; r . h Calj e ted. e

Focel aayes t1t " Tk SIBLAS I SOlR AR IRbfestel By i prkuehit SR (8%or
conversjo filtecing, channel ' selectio etc., ma | 50 pr.ovi de

el oG uPaY (h eBleY b or NGRS e ey Gy ERRUERGS 2RO HRES Bt ved
signal allows the DSP to perform nore conplex comunication functions,
such A@YdEhaUMBPICOFAAMETGetbd ot Mal WesTRFS Apingahkeyboar] dhdd and/gr spae
transmtted to the network 2119 are processed (e.g., nodul ated and encoded)
b¥0 t hettegRuxiliary I/O device 2128, such as a touchpad, a rocker switch, a thumb-wheel, or some

other type of input device. The composed data items may then be transmitted over the
communication network 2119 via the communication subsystem 2111,
In a voice communication mode, overall operation of the device is substantially similar to
the data communication mode, except that received signals are output to a speaker 2134, and
15  signals for transmission are generated by a microphone 2136. Alternative voice or audio VO
subsystems, such as a voice message recording subsystem, may also be implemented on the
device 2100. In addition, the display 2122 may also be utilized in voice communication mode,
for example, to display the identitylof a calling party, the duration of a voice call, or other voice
call related information.
20 The short-range communications subsystem 2140 enables communication between the
mobile device 2100 and other proximate systems or devices, which need not necessarily be

similar devices. For example, the short-range communications subsystem 2140 may include an
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20 2120 and are then provided to the transmtter 2114 for digital to anal og
conversion, frequency up conversion, filtering, anplification and

transm ssion to the comunicati on network 2119 (or networks) via the
antenna 2118. 13 In addition to processing conmunication signals, the DSP

2120 pufbarcd dsvitoind Bsejimed cirdilts2naREmpoadisdiot  Bluclddtimc aitunahicatidr medkasp! e,
gains applied to communi cation signals in the receiver 2112 and
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control algorithnms inplenented 1n-t DSP data conmmuni cati on

node, a recey; ' s text ..message. or _web. ownl oad, is
rocesaed. iy Rav b HHpuaH it Rulub e IR R e 8 e B2R0ER S ng
devi ce %1 8. TQ@ receivegéﬁug@a% IS theE further processed by the

pr oce28{ Al§° iR Fhadl dregson Heilleqinthe prt fomakgpadpsgyheopontisy Hheratsaiahls gopet o
sone other auxiliary 1/0 device 2128. A device user may al so conpose data
i t &ms of iedAvention mpryi inclvde stigeex anipésibatockayodhesd skiled imthd/aok sone 10 ot her
auxiliary 1/0 device 2128, such as a touchpad, a rocker switch, a

t hunb-wheel , or sonme other type of input device. The conposed data itens
may then be transmtted over the comunication network 2119 via the
communi cati on subsystem 2111. In a voi ce conmuni cati on node, overal
operation of the device is substantially simlar to the data conmmuni cation
node, except that received signals are output to a speaker 2134, and 15
signals for transm ssion are generated by a m crophone 2136. Alternative
voi ce or audio 1/0 subsystens, such as a voice nessage recordi ng subsystem
may al so be inplenmented on the device 2100. In addition, the display 2122
may al so be utilized in voice comunication node,
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for exanple, to display the identity of a calling party, the duration of a
voice call, or other voice <call related information. 20 The short-range
comuni cati ons subsystem 2140 enabl es conmuni cati on between the nobile
devi ce 2100 and ot her proxi nate systens or devices, which need not
necessarily be simlar devices. For exanple, the short-range

communi cati ons subsystem 2140 may i nclude an 14 infrared device and
associated circuits and conponents, or a Bl uetoothTM Comuni cati on nodul e
to provide for conmmunication with simlarly-enabled systens and devi ces.
This witten description uses exanples to disclose the invention, including
the best npbde, and also to enable a person skilled in the art to make and
use the invention. The patentable scope 5 of the invention nmay include

ot her exanpl es that occur to those skilled in the art. 15 CLAIMS 1. In a
wirel ess network including a radi o G&AENS network for transmitting
informati on between a user equi pnent device and a core network, a nethod
of configuring signaling radio bearers in the user equi prment device,

conpr ilsilng:witetesingivigk &ﬂ:hixdiﬁ% B ealio AtebPn@RBR ol RamsnSittdipdhictshatigeibawbans er
configuration information elenment (IE) that includes configuration

i nf or nRéd Qign®nt BeRéLarmd &5t AEWIIEREL@bd ?I’ &ﬂﬁiﬁulﬁg% @%gbﬁne%ﬁﬁfo%eﬁfer%gtth% he

generating the signaling radio bearer confi gur suring t

si gnal.j adi er nfiguration |IE includes configuration information
for a ulrS é%@i{l‘}gll %anﬁ'ﬁ#ﬁ &oﬁﬁ%gg. of

receiving an instruction to generate a signaling radio bearer configuration information
element (IE) that includes configuration information for a pre-sefected r_aumber of signaling radio
bearers;

generating the signaling radio bearer configuration IE, ensuring that the signaling radio
bearer configuration IE includes configuration information for a required minimum number of
signaling radio bearers; and

transmitting the signaling radio bearer configuration information element from the radio
access network to the user equipment device for use in configuring the signaling radio bearers in

the user equipment device.

2. The method of claim 1, further comprising:

ensuring that each signaling radio bearer is not configured more than once.

3. The method of claim 2, wherein the configuration information for each signaling radio bearer

is identified by a radio bearer identity information element (IE).
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signaling radio bearers; and transmtting the signaling radio bearer
configuration information elenent fromthe radio access network to the
user equi pment device for use in configuring the signaling radio bearers in
t he user equi pnent device. 2. The nethod of claim11, further conprising:
ensuring that each signaling radio bearer is not configured nore than once.
3. The nmethod of claim2, wherein the configuration information for each

51 0nal NBoRAMA REBHEL bnk BPLICRE 11 2 BERLes liSPLLLYlpLor ™t | on

element (1E). 16 4. e met according

generating _step further conprising: . ensuring either that fhe configuration
i nformati Oﬁnsrugﬁggﬁﬁ?{qﬁﬁltdﬁ%&qﬂ&m@%&%ﬁ%@a@@ “1%88?‘?&5 SFWET%W %ea,r%{dis eﬂgg?‘ér
identjfy information element (1E) or that the configuration informtion

i ncl uB®E raip beagey ey informafian slementtiE) @ thafitke erafigurptian dofornatiprtivclodes of
the clains1 to 4, wherein the signaling radio bearer configuration IEis
a Si gharidigbRaeliiderBgpi®sy. | nformati on To Setup List, which is transmitted to
t he user equi pment device in an RRC Connection Setup Message. 6. The met hod
according to one of the clainms i to 5 wherein the wireless network is a
third generation (3G wreless network. 7. The method of claim®6, wherein

the wgr t oG] v ersal ' o ications System
e b SheRALBs e eS8 N A133 Bl fe [RhBRAITMY St on st
wher eh&ﬁg@?atﬁh%% 4 §9gn5@rgg' ﬁaélzce)aée%{'er 8 O;rhgt?orn 5 gc[:]tuil) Eiét,s wgi%ﬂ ?s.r t%gnesgnit?gd o

the user equipment device in an RRC Connection Setup Message.

6. The method according to one of the claims 1 to 5, wherein the wireless network is a third

generation (3G) wireless network.

7. The method of claim 6, wherein the wireless network includes a Universal Mobile

Telecommunications System (UMTS) Terrestrial Radio Access Network (UTRAN).

8. The method of claim 7, wherein the signaling radio bearer configuration IE is generated by

the UTRAN and is transmitted from the UTRAN to the user equipment device.

9. The method according to one of the claims 1 to 8, wherein the required minimum number of
signaling radio bearers includes a first signaling radio bearer (SRB1) that is used for al!l messages
transmitted on a dedicated control channel (DCCH) when using radio link control (RLC)

unacknowledged mode (RLC-UM), a second signaling radio bearer (SRB2) that is used for all
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the UTRAN and is transmtted fromthe UTRAN to the user equi pnent devi ce.
9. The nethod according to one of the clains Ito 8, wherein the required
m ni nrum nunber of signaling radio bearers includes a first signaling radio
bearer (SRB 1) that is used for all nessages transmtted on a dedicated

cont r Ghesers RghsnhiRECH tWBOCHSKRh skt RLL dat&]&»%ti 0| m&cﬁ&ceptrtaﬁmw edged

node (RLCG-UM, a second signaling radio bearer that |s used for all

17 nme e except
for T ATRaR ERATRIG SRt e e D Hﬂ*@fgﬂ#yﬁ%%h e R 2 e,
and a,thir L earer IS use sages
car ryiRgre ﬁf%%%qﬁgy%gscgﬂdﬁtggpbﬁa%ﬁﬁ%fsg l%#lgﬁéiaym ngﬁf_léRggl?ﬁ‘ edged
node. _10. The nethod according to one of the clainms 8 to 9, wherein the
conf i %Gﬁilﬁﬁlﬁﬂl‘ﬂﬁﬁﬁdé?ﬂmﬁ@udes an RLC Info information el enent and a RB
Mappi ng information elenent, 11. In a wireless network including a radio

access network for transnitting i nformati on between a user equi pnent
device and a core network, a nethod of configuring signaling radio bearers

i.n  the. udemehpd @&Bﬂiﬁngit@\ﬂn@%f tHeQR s 109, whefedi theRSnfAgih@ninfsithatiadi O
bearer conf i guration information el enent (I E) with the user equi pnent

devi Canclhd AHIFANE B hbAMREEREH aﬁeafgzggiaghiqg%ioﬁnw&i Yehgg, conti gurati on

i-nformat 1 on a pre-sel ected nunber ing radi o bearers;
determ ni ng whether the configuration information for nore than one
signaling radio bearer is identified by the sanme signaling radio bearer
identity_infqoromation ele (113); and if the configuration information

for ndte IR AXATelETS neivmig e lri?aeiaél%%PernfihgorkofehtriliwttmigynfomatiOn between

a user equipment device and a core network, a method of configuring signaling radio bearers in
the user equipment device, comprising:

receiving a signaling radio bearer configuration information element (IE) with the user
equipment device, the signaling radio bearer configuration IE including configuration
information for a pre-selected number of signaling radio bearers;

| determining whether the configuration information for more than one signaling radio

bearer is identified by the same signaling radio bearer identity information element (IE); and

if the configuration information for more than one signaling radio bearer is identified by
the same signaling radio bearer identity information element (IE), then identifying the received

signaling radio bearer configuration IE as an anomalous information element.

12. The method of claim 11, further comprising:
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t he sane signaling radio bearer identity information elenment (I1E), then
identifying the received signaling radio bearer configuration IE as an
anomal ous information elenent, 12. The nethod of claim 11, farther
conprising: 18 if the configuration information for nore than one signaling
radi o bear éf the sonftiirtiohi igtbridyition fo@ nEREhasio@e 3] gnBling Adicbdaea idehtifeat bt ¥
information elenment (1E), then selecting one instance of the signaling

r adi o ihearRlsid ko ; A-p ' I, & : hod
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of claim 11, er conpri sing: e con on 1 nrofmation nor e

t han e.:Sl e j s aker is identifjed.by. the same signaling radio
bear e(ra‘ﬂhzlS ﬁ???k@%?éﬂ?%fgﬁ?lﬂﬁyzlﬁgﬁgﬁomlg)e;seleﬁﬂeﬁ Cﬁﬁr@cti ng the received
signaling radio bearer IF, transmtting a report fromthe user equi prment
device that identifies the anomal ous information elenment and requests a
new si gnal ing radio bearer configuration IE. 14. The nethod according to
one ofl3t Rbe glethioderi Tlaimd 11 furthenearhiprisieginpri sing: if the received signaling
radi o bearer configuration IE is identified as an anonmal ous infornmation
el ement bedfahs ecnfigurmdnidésmniatien $armoiedhrim bt/ sibndlgradiottasd énrishtifial byor e
than one signaling radio bearer, then rejecting the received signaling
radi otReqin®y sigRilfngOtabiRt b&Rer! eRRY inRMLBHADGlefint AIFS, #leBliBjecdmy thEhRcERENO
according to one of the clains || to 14, wherein fhe configufation

i nf or gat, r Lanali-ng radi [.Sq] | i k i ng
radi og%(haégr 1ralmgebr?t?1 ?eggEistlrr\‘%}%ﬁlrlrﬂg 3 r{g‘gdéf ferrgrrgl?\tgl g%?éé)%ﬂh%ﬁ%%é%‘ggeo%tr ?Sﬁthfgé:mé
determ ni ng V\[(’l?t her. thle recei ved signaling radi o bearer co fiaqur Ei on | E

i ncl ualéﬂgna us information element and requestsanew Si nalmg radio bearer con 1gurdiion .

14. The method according to one of the claims 11 to 13, further comprising:

if the received signaling radio bearer configuration IE is identified as an anomalous
information element because it includes the same identity information element for more than one
signaling radio bearer, then rejecting the received signaling radio bearer configuration IE and

entering an idle state.

15. The method according to one of the claims 11 to 14, wherein the configuration information
for each signaling radio bearer is identified by a signaling radio bearer identity information
element (IE), further comprising:

determining whether the received signaling radio bearer configuration IE includes

configuration information for a required minimum number of signaling radio bearers; and
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configuration information for a required m ni nrum nunber of signaling radio
bearers; and 19 if the received signaling radio bearer configuration IE

does not include configuration information for the required m ni mum nunber
of signaling radio bearers, then identifying the received signaling radio

bear er contfi iy fabived sighalafs @B cARarR LoSguri R Rl de ﬁoﬁh@i_ﬁ\:&élt:enﬁcljg@ratﬂ;he met hod
of claim15, further conprising: if the received signaling radi o bearer

confi ' LSl 1. . 1 ' RF because
o SEORMRR o oyl hlnithn ARmBE. ARARL Becio BERERTEE B, B0
nunber of signaling.radio beaters, then configuring. signaling radio bearers
hat - Eea R eI Mdlecbeacr o er BN IECt Ay P Mo ar 68 c1GHetTt e ot hog
of claim 15, further conprising: if the received signaling radi o bearer
configuration IE is identified as an anonal ous information el ement because
it does not include configuration information for the required m ninmum
nunbei 6.0fThs mgtiwdi oiglaiadiSo filydhar esspritien transmitting a report fromthe user
equi pnent - device that requests a new signaling radi o bearer configuration

| E. 18. Therthetdrene@bighhlaigRadio, behtth tOefigus gy IBSE idkntifitd bhah seseilved
signaling radio bearer contfiguration IE is identified as an anomal ous

i nfor Eg&in%ioﬁle‘f%ﬁé?ﬁ bp@a‘ﬁgé’ﬁ%c}{;r%mqqlg%ﬁudhoéonh L4eR ixglﬁfgﬁ%%riﬁl‘ {H@Rediife@" Mat i on

for t required mninum nurber signaling ra earers, then ignoring
the r %‘%%Yu?ﬁjn%hﬂé‘raé ShaliAf A PER &S, RN HEANLL b AN ioWLLREL g A0 nbF! ©

state.

included using default configuration values.

17. The method of claim 15, further comprising;

if the received signaling radio bearer configuration [E is identified as an anomalous
information element because it does not include confi guration information for the required
minimum number of signaling radio bearers, then transmitting a report from the user equipment

device that requests a new signaling radio bearer configuration IE.

18. The method of claim 15, further comprising:

if the received signaling radio bearer configuration IE is identified as an anomalous
informaﬁon element because it does not include configuration information for the required
minimum number of signaling radio bearers, then ignoring the received signaling radio bearer

configuration IE and entering an idle state.
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19. The nmethod according to one of the clains 11 to 18, wherein the

. configuration information for each signaling radio bearer is identified by
a signaling radio bearer identity information elenment (IE), further

conpri sing: determ ning whether the received signaling radio bearer

conf i g& dihieonethertdcedelingto aiegifidid aiginrsadito 18ewhekin e bénfiguratiindnfRihaon
element (1E) for each signaling radio bearer; and if the received signaling

radi o foeaick sighakiid GtioHdar id lelifs 1104 sibAAliededia behQPfchfG ihfdinoPear er
identity information element (I1E) for each Signaling radi 0 bearer, then

i dent igfaphdd® (IR Srurth &S :slgnaling radi o bearer configuration |IE as an
anomal ous | g\f 2’r umatl onhéj?igl nt. 20. The nmethod of claim 19, further

conprising:y jf. the received signaling.radi.o bearer configuration IE is
Cdent i {1 ed dgteruipiz et (Be retol el seniling Tedinhenicr serigutioh MAEE hot i nol ude
a signaling radio bearer identity |E for each signaling radio bearer, then
trans ﬁigi“?ﬂ‘?ﬁf 1 Re3 edsuiiprinpranation eleapnt GRe far caely pigealingaadipdgarssianda  new
signaling radio bearer configuration IF. 21. The nethod of claim 19,

further compiheséostyedisignelieg radivdionsnt confmahiingl i dotis mobielvee actmiliggiralié on | E
is identified as an anomal ous information el ement because it does not

i ncl udearar wegtiglihfoamsatish deear(H) forledthisighalif Ao Baedt, theh Jakitifg frRdi 0
bearer, then ignoring the received signaling radi o bearer configuration IE

and  egeRlel @%f@li?rflé g @éa?ér%on%énaﬂ_&?{ﬂ@ ﬁ%g?‘%lcgjs%m%io f4LLDG

conpri si ng: the received'signaling ra earer configuration IE is
identified as an anonal ous

20. The method of claim 19, further comprising:

if the received signaling radio bearer configuration IE is identified as an anomalous
information element because it does not include a signaiihg radio bearer identity IE for each
signaling radio bearer, then transmitting a report from the user equipment device that requests a

new signaling radio bearer configuration IE.

21. The method of claim 19, further comprising:
if the received signaling radio bearer configuration IE is identified as an anomalous
information element because it does not include a signaling radio bearer identity IE for each

signaling radio bearer, then ignoring the received signaling radio bearer configuration IE and

entering an idle state.

22. The method of claim 19, further comprising:
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information el ement because it does not include a signaling radio bearer
identity IE for each signaling radio bearer, then assigning default val ues
for each of the mssing signal radio bearer identity IEs. 23. The nethod
of claim 22, erein the defaulit values are selected froma set of signal
radi o bear lgrm?d'éciﬁ‘fetdymg'émﬁeﬁp’tﬁ’n FRICWPTH quprtion; K gs idengBed \wa) aneanopagloume
met hod, of cl.aim 22, wherein the default values are selected based on the

or der ’i“?PrWr”?PE‘PI clamens ibgerilse Hgdoeadiod induder signaling tradiobeaten ddentitye il dor each
signaling radio bearer configuration |E. 25. The nethod according to one of
t he clagnading Yadio bearer, ther essipnitedefbgnabluagfor aaélo ob BRI Bissing @fna DEERS b&ied E
is a Signaling Radio Bearer Information To Setup List, which is transmtted
to thdenttglE€qui pnent device in an RRC Connection Setup Message. 26. The
met hod of claim25, wherein the wireless network includes a Universal
Mobi | e Tel econmruni cati ons System (UMIS) Terrestrial Radi o Access Network
(UTRAN). 27. The nethod of claim26, wherein the signaling radio bearer
confi cHy afsl i enegr at.ed .b e ,UTRAN and is transmtted from.the
Crman 2 i dethé °f§‘d%‘i"b%r¥fheaﬂv¥%§3%¥ valygs %fﬂ%ﬁ%@@@r%ﬁeﬁ@f HEB R t he
cl ai 1 I.#o.Z? wherejin the required m ni nrum nunber of signaling radio
bear er®2h {etbsIEs begingingsyightheifiiy unysidovabiesar er (SRB 1) that is used for

all 22 messages transmtted on a dedi cated control channel (DCCH) when
using radio link control (RLC) unacknow edged node (RLC-UM, a second
signaling radio bearer (SRB2) that is used for all nessages transmtted on

t he DQBH Titvenethsd ofcliin{22cKesth Geof ANORIEKGRPEclEREd A Bn (HASFALIE KGNt T Ol
(RRC) messages carrying higher |ayer signaling, and a third signaling radio

the signaling radio bearer is listed in the received signaling radio bearer configuration IE.
25. The method according to one of the claims 11 to 24, wherein the signaling radio bearer
configuration IE is a Signaling Radio Bearer Information To Setup List, which is transmitted to

the user equipment device in an RRC Connection Setup Message.

26. The method of claim 25, wherein the wireless network includes a Universal Mobile

Telecommunications System (UMTS) Terrestrial Radio Access Network (UTRAN),

27. The method of claim 26, wherein the signaling radio bearer configuration IE is generated by

the UTRAN and is transmitted from the UTRAN to the user equipment device.

28. The method according to one of the claims 11 to 27, wherein the required minimum number

of signaling radio bearers includes a first signaling radio bearer (SRB1) that is used for all
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bearer (SRB3) that is used for RRC nessages carrying higher |ayer signaling
and sent on the DCCH in RLC acknow edge node. 29. The nethod of claim 28,
wherein the configuration information includes an RLC Info information

el ement and a RB _I\/agpi ng, information el enent. 23
messages transmitted on a dedicated control channel (DCCH) when using radio link control

(RLC) unacknowledged mode (RLC-UM), a second signaling radio bearer (SRB2) that is used
for all messages transmitted on the DCCH when using RLC acknowledge mode except for radio
resource control (RRC) messages carrying higher layer signaling, and a third signaling radio
bearer (SRB3) that is used for RRC messages carrying higher layer signaling and sent on the

DCCH in RLC acknowledge mode.

29. The method of claim 28, wherein the configuration information includes an RLC Info

information element and a RB Mapping information element.
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