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NETWORK SYSTEM FOR DI STRI BUTI NG PROTECTED CONTENT
FI ELD OF THE | NVENTI ON [ 0001] The present invention

WO edoatiexst o net wor ks, and nore particul arly toPCEUSINNK010474
systens that allow secure distribution of protected
content. BACKGROUND OF THE | NVENTI ON [0002] Consuners
of ten purchase video content on digital versatile

di SBETVDUR SYSTMDH@laxmmmsuhrﬁ\lgsmom@ml@omem
video content to a television (TV) or other vid

moni tor. Some DVD pj@ysh F"I"NEfINr\?iIEN‘?LfOﬁ carousel for
0

al l ow ng sel ecti on and one a plurality of
DvDs[00 Dg] sorfiedireaant lomentlan [almteariemetmquwand mbmlpmmlcularly
n.one_room of

*°f:’%ﬁvs,“§>{n§?§33&fﬂ‘§ Thatliciy %‘i‘a‘rélsftw@stabaw of gratesiad éenmy
connected to a second TV in another room As a result,

the DVD pl ayer needs to be di sconnected fromthe
second TV, nmovACKGRRUNEL@RTIHE INVENTION TV and

or SO0 b P R S o ok v

dis¢ee (DVDs).o AHBVDt plaweplmaiebe LS8D3D St upﬂfeg'vme% content to a
o this probleminvol ves co

te S’HJ‘%? X&nt%’ SHh¥Aepvmonign pBager %/VleamnSymayvmclude a

cdr@@ée%l ggr ?M\b_@g@%l@ﬂ%hn%%‘gﬁayt ﬁf;bﬁé; é)?% nﬁ@{éiggéy% D?\;bsome

sitggtioenta cposmbama)dwame tcsyaaventhe D)UF[D ‘Dﬁ??"rtm dggagggtnrv in one
ri

mgw %L&”@ﬁf‘”@g FPEe h@elg)ébt @aYWgSflgﬁtetﬂmd easgcted to

a @@Q&Sh@gT Vi, bﬂo’éﬂe'r%% unﬂgr LRRURORYS dlﬂ?b Fﬂa‘%r ¥ to be

is in part, to the fact At he
d'mﬁfﬂé’dfr@ﬁdﬂm amoodeﬁvbmcmei Vihe rager \AnathdtheSflrst TV and

robHHechl Bo e st M. Cfferatalya i SRnbiime? 43 B Second VD
plz@dﬂl thecrarisuhdp mbveethe BUINBRYe GthdrtifaydWVENTI ON [ 0004]
my{ﬁbé for distributing content in a network

nERSrRessHie seludicado dhistrrableminyobigsdempying the DVD

RSt SR ST DB e v e,
Whi@h/ |nnf:d<elsha:tpwmgq D&/d)$d¢flm.¢uoyT@fcobVQh§ DVYBNhe J$8 must copy the
OVI g net evi ce determ nes a
contents 10 awﬁard rive system. Typically, copy protection schemes ‘'such
as digital rights management (DRM) prevent such copying despite the fact that
some copying may be allowed under the copyright laws. This is due, in part, to
the fact that the data is decrypted and/or decoded by the DVD player and is
therefore in an unprotected form when it is output to other devices. This solution

also requires an additional DVD player.

SUMMARY OF THE INVENTION
[0004] A system for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory and wirelessly communicates with a requester network device that
requests a copy of the content. The provider network device determines a

local/remote status of the requester network device, transmits a key request to
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| ocal /rempte status of the requester network device,
transmts a key request tothe requester network device
wWob@/10284 r equest er network device has a | ocal PGI/ES2086¢/010474
receives a key fromthe requester network device,
encrypts the content with the key and transmts the
encrypted content to the requester network device.

tHeD el estére ngtindri cidvidte ubeink tHie Yo fLibstér h@ﬁﬁirk%lég has a local

receives and determ nes at |east one of a sig
Sigl4d, i regeives iavke from dhe sequasierpeiwaik eieva:eduemca,rme the content

A1 K B S 8 B o0 eng b 5, et ntwor

dedaest one of the signal quality estimte, the data

te mat t he |stance estimate and the direction
thuﬁﬁgl [dﬁt%]PfPYf 8t Miatwpdadavice, at Heapt oyiedef receives and

deRYHdS EEYeLR 4 'o\“daeé rcg.l'agg)v c¥fhafd 14 a(ié Sr%ke( ?g{%ate a

system The requester n Ice I ncl u
dl@tamedlesvmmwnmd sy dirmntiofhestimaid der mamahddaéte?mlnes the

0GR SetRBaestlon Thsial ot Zrgstlaneraignalayuraly estmate, the
davetrets ksiifxic; the HREHG: és!’im‘i’ét@%ndftﬁ@td#e%ﬁo“%@ﬁmﬁ@

system conpri ses nonvol ati | menor at stores
dat a[00063 ndn\aihen fierturaanther pramiger mlatwonkcdeuiw irecluckesy a digital

VSRR TS B DO ILAR, FPEld D Fefthatar s

drinen (HDA)i hﬁstﬁﬁﬁor&he peowaél vetworkedeass Snaides 68 9b¥ASnetwork
content fromthe provider network device and stores

detgEmining daedde cthiat dleternmines dhai logaleseatei siatust of Hie requester
S0 e HDD nenory. [0008] In other features,
na t\éighgglﬁgl ng the request to the provider network

devi [0907] he Irh{dme:roieaatwbs,rr‘]rtb@HE)D gyﬁewetaomdﬁuggs rRMveRtile HDD
K net wor evice in

mBBtasy BB OB ok it & ot Blafife e dad Bohiesludes a user

addé%@lbY@dsééYothnd"@rﬁd’&ér?@eEﬁ&ﬁn tJ&e EFd’;gb%?rdnK} tx\q%tk‘ol (HDD)

device is encrypted using the
MAgHle eomsuineates twith ithe MDembmmiaté@tmembey rmle@t&leﬁ,d requests

hat | tt
<SOSR a9 e e
conhicianhe didderdsd dionas ee hbﬁvélaﬁléqslb@%@
unavai | abl e when the usage data indicates I ovvabl e

use 0808 er In MBGHM@*}Q& edftefesendingt the weqmttmlthe provider
né¥dHeBbvibE Ot AB D8NS Fhbdifle receives a key request and transmits a

key to the provider network device in response to the key request. The
requested content received by the HDD system from the provider network device
is encrypted using the key. The HDD control module decrypts the requested
content. The requested content includes usage data that is also written to the
hidden portion of the nonvolatile HDD memory. The HDD control module makes
the requested content unavailable when the usage data indicates allowable use
is over. The HDD system deletes the requested content from the nonvolatile
HDD memory. The usage data specifies a predetermined number of allowable
uses. The usage data specifies a duration of allowable usage.
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HDD nenory. The usage data specifies a predeterm ned
nunber of all owabl e uses. The usage data specifies a

walewoatioam of al | owabl e usage. [0009] | n ot her fREL/USEE6/010474
the DVD system conprises nonvolatile nmenory that _
stores content. A DVD control nodul e conmunicates with
the nonvol atile nmenory and sel ectively receives

r eqUEBDINY] f orn cothegntedtn® t iR WDe%%n{‘eéc‘ﬂﬁbﬁses nchnvolatlle
devi ce, The DVD control nodul e requests a key

mMEmANhal stresorantarlyi de DNEP ranteobrmpeaget c@nnnmmesdmth the
R e LT RN KT o w—
regeeaiemme‘lWerlkelymcequé’he DDt benthdPinsyalkeersq u'é%ﬁs BMkey from the
P EE RGOSt Brlore senaing s wybesiad c‘?éée&?/%% dotermines
ar® aRidupl ol Malt RCt d%j@@eﬁ? ﬁ%ﬁtfsys tﬂg@llimggstem after

content that is transmtte
sanshng: thrutkeysiestiest & the rHDlBasyszbémal TheeDVD bpstem Eherypts the

rel B9 CoileRP Boldrk Sariife R uelueuel wnianiin de WM system,
The DIRoNNe! Weodule Maudas asagélda% W the 98&1&4;\&@# Ao%?ﬁt that is

device and a nmedi um access control device
trafiseniged dp they PR eustermy Ehe gisage dlatm dpemﬁesramunm@fanf%lswable

f th
usBRT T uEie G AHRRRb ab iRt iR ao Bt e, he
di re[OOﬂOh e§'henptcﬁncm”rdnéhﬁ)rﬁa@@né@t(ﬁ)rﬁﬁhh@tt& Wit a wireless

s net wo interface is associated with an
”%We HJics 'nCE@U’E aphxsiekleyar devicaiand a madiug access control

for
L Ll ey —

damiaehgenerates e gt rieastsom@fvbheehgﬁal quaimm@ﬁm:eﬁé e’s’het distance
requests

I uest er networ k means that
eSM%%’y “)gé 'JiresTiop, o teTﬁ@BpF"tS’v 'R] \RSiNaigand he wireless
ned@bRX ifitdiRfoeds l0a8atibtcRy Wﬁﬁ ahtaticlss ?E)Il’ﬁ he requester
net wor k nmeans, sends key request to the requester

net [BPk1hreaAsSYatem f@lhélstr@cqmegm@ntmﬁtlw thetwoak sompsises storing
AR T TR G 3K
stareyimeans and wikleshle edirefinit ek rWltHi aawfe h&Qtre'F petwork

0012 In other features, the provi
ek FRhdN S ok de \anntenid dl'é’teermmwder artetWemsmeans
Ghe&ody

de‘i’é}?mﬁés ) l%bgfﬁ@m&éaétélw; S5hb B esir %%ttworrkagneans sends a key

request to the requester network means when the requester network means has
a local status and receives a key from the requester network means, encrypts
the content with the key and sends the encrypted content to the requester
network means.

[0012] In other features, the provider network means at least one of
receives and determines at least one of a signal quality estimate, a data rate
estimate, a distance estimate and a direction estimate for a link and determines
the local/remote status based on the at least one of the signal quality estimate,
the data rate estimate, the distance estimate and the direction estimate. The
provider network means includes a digital versatile disc (DVD) system. The
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estimate, a distance estimate and a direction estimte

for a link and determ nes the | ocal/renpte status
whamedonam t he at | east one of the signal quali®gI/US2006/010474

estimate, the data rate estimate, the distance

estimate and the direction estinmate. The provider

network nmeans includes a digital versatile disc (DVD)

reguetem ndtere aweahsr inBRides! & ﬁ&ﬂ‘%iéW@rH@ﬁ@??%ﬁgem. The

di sk drive (HDD) system The provider net L
ProMidler; d 88tweikal maaRsw elusieserlatali metwornsdéiermining means  for

AAHTIT Aok el RGeS P RhkSIe nelShB8atR e oo
syst[@on8prpin st other ddatuidse thBHDBTBYstefE 8BMpritks ndonvolatile

[ ta i nvol atil e manner and that i ncl udes
Hébﬁé‘lsn d?%é@%%ﬁog sgcg'g\\é ¢Hadn@ romiclride mannar@nd that includes a

udér Shccdshife &8 '6@'an6@@id&@?§§cﬁmnérﬁa&ﬁﬁ e(m}}gQFéﬁqu(HDD)

HDD nonvol ati1 e nmenory means, Sel éctively
meaoei carsmunitaded Witroine HeDPr oohdelatilee ivermnbsrymeasnsansblectively

reBHBES Cairb fetonas SeTERG IO, Mecliyidey TP megnBeand stores the
retigestetieontdiilig the ﬁi@l@lbﬂ%ebhtSn bfﬂﬂéeﬁén%?aﬁl@ﬁ’—llﬁ’lb‘?ﬁ'érggb/ means.

networ k neans, the HDD control neans receives a
r eqU8814hndIn rathenifealures esftaroseindingr thei dequesttiootte provider

' t k request. The requested .
neERAS metrsc BB 68okd meds (SRR a R tatas cardbansmis a
keyetowthe prAferi AeRSHKYiRicafs Ui ?Qsdd?ﬁ‘aek%’-thghﬁeﬂ?@quest. The
control neans decrypts the requested content. "The
refugtied: eeniephireseivedchyidbe PRy esystara fromt thes prbeider network

i1t i ' f latile HDD
i €Ty DLEICTPRE)) OIS B Bk A mre e
reqhestedqemrdent clitd eequasied addrmdhteinohfiest Nsays atka dRbR s also
The HDD system

L. 0di .al, | b [ . .
wiiit GEb e e fadiand Beameiatie HAD mamavoRaens andomherein
t 141 P/, :
thETDLY CORAOF ek eds ! FoifRfe ' eidhtClTARIBDE WFen the
us@geagaian insficaibs oaliohwable susge is [(¥@L5] The HDDErsybrah Wdalstes the

D, em conpri ses n tile menory means for
roQ UG PR TR SR IEER T8 mefaely s, The usage data
speoifiesrd prsdstemhihBd tiiens ARl dfe BER! YHEGESye Bﬁfa specifies
sel ectively receiving requests for content fromthe
a dwatjes oéallpwablerusageans. The DVD control neans

[elyanis] = HEoEe Teklfat e IHe Bilp "SIBH RREERGotatie
memory means for storing content, and DVD control means that communicates
with the nonvolatile memory means, for selectively receiving requests for content
from the requester network means. The DVD control means requests a key from
the requester network means before sending the requested content and
determines an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD system. The DVD control
means encrypts the requested content before sending the requested content to
the HDD system. The DVD control means includes usage data in the requested
content that is transmitted to the HDD system. The usage data specifies at least

one of a number of allowable uses and a duration of allowable usage.
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determ nes an anmount of time that is required to

receive the key fromthe HDD system after sending the
wheywonegsest to the HDD system The DVD cont r oPCTES2986/010474

encrypts the requested content before sending the

requested content to the HDD system The DVD contro

nmeans i ncludes usage data in the requested content

t hat[0046] r ansmi othed  teatures, HDRiwISHse MneflSkUS HEEE8E @ means
ast one of a nunmber of all owable uses

Cd:{ﬁ%'%i&ﬁ i 5%?"!%8'&'%%@@\(%&%»/\/@_%W.S[fgomeqviding @t Wizeless interface
an@HdNi s PH&/éi@élelﬁ%Pﬁ{e‘%'ékfoF @?&i&iﬂ%ar {éﬁ%@ﬁglafygf interface, and

communi cates wi th”the provider ne
Mptipwm dicagss cantrel esmnisrioe piavidingnah iimetfade Hedhesh apb physical

AR o 9B R 1 Ay e
mediuen fa@@és@%bﬂﬁ@ﬂn{e%ﬁslfﬁéf‘%g@%:s HhaVa' 1c3ERBRe yﬁng 9541 quality

At | east one of the physic ayer neans an
estiatam the c gistanasntasimateartise gdinestione sstimatat ahcdaigie 0aex rate

i e 184 Y estimate, the.di stance estimate,
oS TSRSy i R b SR S ST,

wi r DO$Z] nePurthisr | aveak| of eagpticabmfCictt 8 WrbSeAN invention will

access point. [0017] Further areas of applicability of
beménepﬁeg%f@nt frRUEihe eatailpd deswiption pippidedieréinaftet. hie should be

i b R r.avided reinafter. It shoyld .

R SoRaRACRES Lptiol o dif afif sbeffic rasmplaaannie indicating
the pprdféired egmipldenentwaif | thei meljeraiohNdarehntBR8EET foRdpurposes of
'lllf#b?'di ment _of the invention, are Intended for purBoges
Hiesration Yy apdl Give Bt ptendediiodimipthe seanedeidhednyention. t he

scope of the invention. BRI EF DESCRI PTI ON OF THE

DRAW NGS [0018] The present invention will becone nore

ful ly under sBBYEF DESCRIRTION &F THERRAWINGSN and t he

acc in rawi ngs. wherein: [0019] FIG 1 is a

fundPPLEL) gl‘%c‘i( eﬁ?&g‘?‘é{ﬁﬁ“&r” &’r']'bP%G‘P'@@r MRER Rk upderstaod from
thé bistailetiidsdeiption ahaahe dcebrbha)i t or nore

request er netpvvor k devi gggfbriaﬁégylpgéma%‘ﬁﬁgtsi/\g’}j%@?bom]

FI GI0919k aFtGindt isosafunstioorl dicolr diagsémaof ia strovider network

e o B A B Lo 5 bt
dejv@@e2ih aHbal rietwerlg functi onal bl ock di agram of a

2codp0R0 TBIGHE [ coHncionrinbiosk distam of & first exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem:

[0021] FIG. 3 is a functional block diagram of a second exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem:

[0022] FIG. 4 is a functional block diagram of a third exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem;

[0023] FIG. 5 is a functional block diagram of a fourth exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem;
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communi cates wth a nodem [0022] FIG 4 is a
functional block diagramof a third exenplary
wmeirsnoded DVD and HDD system accordi ng to theP@r/ESmne/010474
i nvention that communi cates with a nodem [0023] FIG
5 1is a functional block diagramof a fourth exenplary
net wor ked DVD and HDD system according to the present

I nveio0R4) t IRG, 608 RINGALSS b’lbél@d?hg‘me&l &@@%éﬂnpﬂr@re&uester

is a functional block di asgram of an exenplary
netggiiedevre inaluding adléDDc%’ @t udi ng a HDD system

exertoP27} "o FIG: 7 L REhRAR RISk Bterinci At siomBlary provider
nedwstiedevice Imailﬂadzg wymt?hummere[g@oiaggr, 05[9%;[{/0'?,8 is a
an X
ner dBP3BTc. FLE"ras FohRetinahitio Siraram eftAn exemplary orovider
NERBAICEEA: n{éma@ D Sfetd vit] MG ARBALAGK

di agram of a equester ne evi'ce that
i ncl[002%] a Et(ﬁb?ﬁesl advbDctidial dyedledingf0 28]a priotEded or requester

R M BTN

9A- 9Do28E fFRECfaarltléstrétéé‘S&ééF I08eSSHI idnd % sections of

performed by the provider and/or requester ne rk
nqmglaélggme[rmg]f tie §DD of FKG6;f | owchart il | ustratl ng

or 2028l FRES A o I eRs Reciltny 2lbhg performed

byt thegsovileP3Ad/oF réguekter ﬁetﬁrofrl{ gugibast illustrating
ste a nethod for limting the ‘anount of tine that
ﬁé9gé} ot BlGet0 5 ﬂé'%ﬁ@d"@ﬁ’(r ating steps ©f eenethadior Iallowmg

plé%ﬁ)éicﬁeof%aébpgﬁ]) ﬁ#&%@&i fild 98!%%]16 r%&ldels#éﬁaétﬁ%ogk gléggpl)\i ?mes

bl ock di agr a ne I NC

t hat[OG&ﬂ«esFtﬁ ot tdg adlmmmhﬂluétr@tmgiswgsvd)fd@rmétﬁoa for limiting
is a functional block

0033] FIG 12B
th%.%e@#e@f“% tg‘éllv@f ROPhEraiacted fHemtares eartherregugster network

deYRIeV@&m b6 plfeied content froma DVD systemto a HDD
syste 863@ FIG 13 illustrates the nedia server in

n 4@ ar ﬁlﬁluei%ri&a functional block diagram of a network including a
medla server that serves protected content from a provider to a requester;

[0033] FIG. 12B is a functional block diagram of a network including a
media server that serves protected content from a DVD system to a HDD
system;

[0034] FIG. 13 illustrates the media server in an exemplary network
configuration;

[0035] FIG. 14 is a flowchart illustrating steps performed by the media
server according to the present invention:;

[0036] FIG. 15 is a functional block diagram of a provider network
device that determines a local/remote status of a wireless network device such
as a client station;

[0037] FIGs. 16A-16E are functional block diagrams of a physical layer
device of a wireless network device such as an access point or wireless network
interface;
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configuration; [0035] FIG 14 is a flowchart

illustrating steps performed by the nmedia server .
waewmene4ny to the present invention; [0036] FIRT/IS2006010474

a functional block diagram of a provider network

device that determnes a local/renpte status of a

W rel ess network device such as a client station;

[003{0])35] Gs FIGGA%ﬁaEaaﬁﬁlcﬁHHﬁt bl%F dighRe & 3970V Mnetwork

i cal |ayer device of a wreless”networ
deé’dghﬁ'@% %ﬁ%@@éredﬁﬂ&netwprmmmm network interface;

| d m of a
L?gaﬁger nefv\i%r LIlg'a‘ew EC'{C:Inga] bie @(ﬁﬁ@ré% @I regyester wireless
neteoriodevicet it aommifieats Wik a b%\ndér Aciwirkt 4QnaS V|a one or

bl ock diagram of a requester w reless network device
MPELEER, @akﬁfgnl cates wth a provider network device via

is, a flowhart

1 JOpagp PEIGP I o RHaT if0s i Stebs: of &1 Sxemplary

methest |f®Iy||dgnwymemh@theeqae3équwtmgrw,.@ésgggg%@g,g)gk devce is
t one or nore re

coﬁgﬁgfi?a@%v%l”&”%%%g%&éw ANfAlustrating steps

per O04¥H bFIG renussLeoRRhMR! Hditifg blts performed by a

sel ectively renoving restrictions. I

ratnark devitaoPREISEIRRIDGEVBARY MESNTSGR42] The

foll owi ng description of the preferred enmbodi nent(s)
is merely exenplary in nature and is in no way

i nt DETAILED DESORIPTRONTEMHD PRERE RE@ gm@swfz&‘@
use used herein, the term nodul e evicere S
iﬂo@ém i £ae i fohowipec deserintione gf dhedpxafenreld terBStiMent(s) is

m@@lyeéfé}hg)%'?%gw ﬁlaﬁ%'é d. B, M35 WEoin Eéﬂéy & degéﬁg{;&%@n its

or “group rmry at ex

applicationmed rusgst ogsamsed herambinRatdrAN alodufd iof éféﬁc%uPéfers to an
conponents that provi

apﬁ@éja/g%bgégqel{ﬁ] gﬂpg@é@& tarcudASHG). pars @leasfonie mircuiy, atprecessor
(08 ASAR0 b R il ok B Bk o
firpwaye 1programesal ane:tqmblhamnnahcllogies cRcuiQUtaTd/Sr 8ther suitable
components that provide the described functionality. For purposes of clarity, the
same reference numbers will be used in the drawings to identify similar
elements.

[0043]  Referring now to FIG. 1, a local network 2 includes a router 3, a
modem 4, and a provider network device 5, which selectively provides protected
content 6 to one or more local requester network devices as will be described
below. The provider network device 5 is a network compatible device that
includes a local network determining module 7. One or more requester network
devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively
request copies of the protected content 6. As can be appreciated, while the
router 3 and wire line connections are shown, other network configurations will
be apparent to skilled artisans including but not limited to wireless Access Points
(AP), ad-hoc network connection configurations, and/or wireless network
configurations. While the provider network device 5 is shown to include memory
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nodem 4, and a provider network device 5, which

sel ectively provides protected content 6 to one or
worone/10asal requester network devices as W || PET/US2006/010474

descri bed bel ow. The provider network device 5is a

networ k conpati bl e device that includes a | oca

network determ ning nodule 7. One or nore requester

suttt #®hbndsticSeRioty fobie: %r)otect e'?\t &C Wéé §gcgt%;¥t% d’content 6

referred to as requesters
may heesforsid mt&rnpﬂwaedlbeéxtemnalgnﬂrorﬁ thé\i’prc\ﬁd?bﬁetwork device 5.
and re |line

coni00uA s THEImoflglY 15 EhBREeER B biesbradsenvisaprovider 9,
which! pRiRRPYICR cbAteHki bighe %htéﬂn% 'b%é%ﬂéww cBHﬁe&R{g to a

limMted to wirel ess Access Points net wo
diglsiniad comrawnicaiipnssysien (B6E)ot0, V\anwloescﬁhelelrmdrk serwces

der network devic
I?‘%own O%Ik%\g ude%n%%@fégﬁgﬁ{rgéamépﬁ?% BS'HQMW?/d fo(grwweless
cdrimections,ecoalalc oablentdigital t ibsefibée Ghe d(esInt %Htelﬁte”%d/or any
otBe stored internally and/or externally fromt

PLGPRIaCliRBSYSIaMm @EvieiBod. [ 0044] The nodem 4 | s
oy oPQESE, | To8 DEER IO CaRRbbhtORIK A ot sillafnd-1, 11-2
c@nmnlett iVbio netveorﬁldﬂr\]mod@utmwamm .cat EOIT;SI_hﬁzLSng?/'IE CzeQ , 12-
i ces e
pr oV iaaé ﬁﬁgﬁgd\"gh 321 %M&m@’&ﬁﬂ%ﬁ{@&@@rm it g@swetwarkodevices
12)! rEHerpBaraetiRpk U@fb?rmlrﬁﬁgﬁﬁlulé P fe tﬂ)e%} &é'tlermhnes whether the

subscri ber |ine Ite and or ‘an
re@bﬁﬁ@ttﬁ&iwoﬁyﬂeameohaaea Hodal poaéhiotd m—:tam@Swh@nl the re(éuester

T T T e L
indr2agds securityl By ?%ventm aitdsd 2oMhe plateMed c0n eni-%}}\/?emote

gcollectlvely re erred o as network devi ces
NEtWEH deMeshr k det ermi ni ng nodul e 7 sel ectively

0 085 HOLIBf, 35 I G L B o B
madwlec? to atpieshineatheopgainidie sﬂamltse@ﬁ 8deg0BsRAthwork device.

h reases security preventing access
ol ERIp 1 SO aRIoDg, thermiod REpabrark d6videds determines

lo&é?}?éﬁnbté" BRiiEs B R IEY nﬁﬁ@%@ﬁﬁéurﬁ@%ﬁﬁé’ rthétr]ﬁ é&%’ Ald to receive

net wor k det er n| ng mod ermnet _
a fespanse érom éhe requester netwodqdesiter lhitlewesodsy tigw isHess than

2 SRR BERe BB TER st isterod Heviy ‘cdetarmmachip have
a loeal Rt Ifgfot | iheBrebiasiel Hehboi d&fkd Rak 8CRINYGe status and the
copy of the protected content is denied. The amount of time that is required to
send and receive data via the service provider 9, DCS 10 and servers 11 to the
remote network devices 12 is significantly greater than the amount of timer
required by a local requester network device to respond. In other words, the
predetermined period is set greater than the response time required by local
requester network devices and less than the response time required by remote
requester network devices.

[0047] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to
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a response fromthe requester network device. If the
response tinme is |ess than a predeterm ned period,

w0 b@n/100384 r equest er network devi ce i s determ nBCI/US2006/010474
have a | ocal status. If not, the requester network
device has a renote status and the copy of the
protected content is denied. The anobunt of tine that

détermruineeilin @ceess! céﬁl‘i'olr(ﬁzfﬁcb)’ﬁﬁl% 'of‘ IJ(J%? n?ﬁﬁcyﬂ(%eewces

provider 9, DCS 10 and server’s
thﬁéﬁ%?ﬁteﬂ aehwerk deyigesmetaheisfa loaat My\(.baddteee it Iﬂwtdﬂ@ then the

I uester n
ERHEL TR R Bl ot R EbhePhtiR protecoc
cqnienniocbm besmmgrlealberthef}@mbbl%r fr%ﬁl@@r’ks@e\hbé"ﬁa%eél Yoidth status
% | ocal ﬂéeSt er network devices and | ess t he

NG SRRy ?f retggiackecgntis et éenequest er net wor k
devi [@9%8%[ 0P Ginl! Sthgt Nl dérﬂ@rhtgﬂgﬁ tHeogf](?\{uaelr? ng Ok I§hvice 5

net wor kK devi ce checks a nam c

mpy gediclod memag)e toatbieeroutetaS BbIGB Ay Hl@@i@bﬁfemhéleports of the
MAC) addr esses of | ocal network

roffif 4 8L ARGEETE 4CObR Rectiee hatier § (000 S 110y < frdblotking the
extonal phhE, ﬂfedbﬁ)%ﬁjér%étﬂérl{ adlite 5 B8R flﬁesr \')?/ﬂgﬁwseﬁ;%e {gquester

network device has a |ocal status and
ngivettedeeige deratirable dn deenmenicatd {which, willhise teeUe she requester

B e 8, SSRGS, T 5, L, SR e o
canmplipivaty atithohe, rehh@s@r‘ﬂétﬁ@fkr&ﬁié@éﬂ‘n@%rﬁ%e@ Xhe provider
bilrock

nessage to the router 3 to tenporarily
n WP&? aﬁ)"cﬁo’?‘ft@somet gePY pigtected eontaptieAsdcan b@apprecuated by

After bl ockin
SR B i d BBl B Bl Bctor ot
annmmrhasnmayvﬂeaubed td eteresing sheodird@ble dRMIIS D 'tﬁ'e1 requester
til] ,able to conmunicate (which wll betruel

ne?\g%kegev,é ©network device has a local status). If the
Pr oy0049] Neiumiek pdRYre of fheC Wh@aéﬁg%%lpﬁlpﬂeemploy a DVD

request er netmorkrequester net
syplesv paegior secambined WV Bﬂ-l@@raystdrh astheyroviotesétadrk device and

o g cERe EcBPREE Y bl SH eias also HoD

systehe rasa fy ¢é@flbweﬂ%t\}98rkuaéﬁcé°sféiﬁe8r£?n$ §Qﬁé Bppreciate that
| ocal /renpte status of the requester

otrrej(plrg}ndw,,eqr*@l/qforﬁnueﬁ’@rd’fetwhﬁ deﬂld:emm@ bessedpt Skiled artisans
wilf BRICHpfr %Méf Sp"&g'%ﬁé g@fe (r)]r?sd N A PR below in

as the prOV| er ne
conjunction with DVD and HDD systems can be implemented with any other

suitable network devices.

[0050] Referring now to FIG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medium 16 with a service
provider 18. The service provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet, LAN, WAN, or other
distributed network and/or provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a
router 28, which connects multiple network devices 30-1, 30-2, ..., and 30-N
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anot her network device including a conbined DVD/ HDD

system and/ or a HDD system as the requester network
waleasae24sski | | ed artisans will appreci at e t hat POIL/082006/010474

provi der and/or requester network devices nay be used.

Skilled artisans will also appreciate that all of the

i npl ementati ons that are described below in

(conedtivant hervork deviedl 31)do P rﬁé{czébrﬁ Ny, C@?let’(g the network devices

i npl eménted with any other suit e netwo evi ces.
3¢-dobo]coraeeiedi iy adwardodiskQlrizy (HDDhsystenal 34| edlich may be

' i & ked. DVD and . HDD
oA BBIATIE 4 0o HAR b, ke TR B Bt oy i
bd £ohhettedotonthis eRsdiSMOYEreitied i diiBcilf M thfodyis @ ¥6CRp box (not
royider 18, The service provider 18 provides a
SM@{H ggetve eordenitfror dhe geadsmpiovideril®as syst em

X th
(08 5T Ry ko BN Sk 4P 0
carmMunicatess with the dmumgzaz and gjmb, oit mbﬁ Ig\gﬂ@?eos%:ét}agﬁﬁi ﬁQDP', 42-2,
i n be conne
"'tzg"}encl/vﬁl Eg'N @gﬁﬁ&" mr‘P{]J'Tec"‘Sr‘:% stationiotd)- de¥hiéedhgoAR 40 is shown
cotredied to the2Rilitd0284 #) APCdiy ?c%l}fepﬁfﬁéﬁbhs By &%chf'%ined in a
to t et wor e %30%,°9™

he nodem 14. One of the n VI ces _
sipgarmavical Ademnatalyd adtarkbiedvaPrelliBy nsays benditettlyvdurslected to

el B ShINeE hbos o e Rk SbiSrat e acpnestions wil

beragharent o skildeartidanect |y or through a set top box
(not_shown) and receive content fromthe service

pr odPB82] 18ThpouBwprkrievice &&+2 wonwouhicasmaijh ithe Irowter 28 and

; j.nt . t jcates wi.th the
Wil 25052 AP of A)oofliba: DEBIIR S8heS. W e ererea 1
het@inafter as,“DAMDI pladre 44°plslielk tdsvVitleYod sBbRBSasd dek&MSed in U.S.
s shown connected to the router

Péée‘f ﬁvpg"lfe‘\%iémhfﬁ@!;ﬁ - T, 26, fed WanyanbilPe2qas, awhich is
P B e i T T DEP PRV TPhurn, may
conypusicaefe Mémv\artme@/tsirﬁn;j@mrraphitm%@,ngﬁgigg]nn?gé bﬁ;ct@\?nwretﬂed to the
il .. 4 .
meadyREREE S o Seinbnincic a8 Thersarvieb msaviter 38 Aividep troadband
aco¥Es B EDCE 22, GRIED é@ﬁeﬁvﬂdfgpo <=,*"i‘ys‘\%=rrv'§é1 ( @ﬁ{or more other
DVD p Zf ? such "as

referred to hereinafter as " ayer _ _
sefyars Se Aehipd-2n deallestivelp servars B43 prevdteran ivmfaczator etwork

deﬁgcreisaéo,'\?omﬂsa{e% %‘2,2%%’rs<;nia{l eaqgitjaqnaus%fs)farﬁg’(l-"%o&s ; e\tl\gltghthe DCS
22,

[0053] In some implementations, the user of the television or monitor
38 may desire access to DVD content associated with the DVD player 44.
Initially, the HDD 34 may request a list of available content from the DVD player.
The DVD sends a list of available content. The HDD 34 sends a message to the
DVD player 44 via the network requesting a copy of content selected from the
list. The DVD system determines whether the HDD system has a local status. If
the HDD system or other requester network device has local status, the content
file is sent. If the HDD system or other requester network device has a remote
status, the request is denied. The local/remote status determination can be

10



10

15

20

25

30

hereby incorporated by reference in its entirety. The
DVD player 44, in turn, nmay conmunicate with a

W@ 2d0estd=son or nmonitor 46, which may be connecP@dUSm06/010474
the nmedium 16 or to a set top box 50. The service
provider 18 provi des broadband access to the DCS 22,
vi deo content and/or other services. One or nore other

maeevrisedSdpdn ?éébcﬁﬂseznmé CMAC@%HHYéaésﬁésﬁﬁ rtngﬁHé‘ﬂ’) table, external

ovide an interface for network devices
P&z d'Sﬁen%ﬁmn G rouespwling dm@gt(e:[ansl)qr adher. smtabﬂeh methods

t h
?ﬁg [eopd; s?%]r?c}lcﬂé ﬁﬁ'@[ﬂ c?:m%t ;L}h aﬁess8§§8? (lpy[j‘\glguestmg
a keylfrem treskIRd atedhei IDVDtatkEb@Mﬁsld ﬁme;r tl‘f’a"t detévintihds ke amount

a | i st of avail abl e content
oft E’HF‘h lﬁ: b '%\/@q%’f%i%b’ B0BY34s ih sespend; stThef HRRi3daserds the
regQBLeRI TRS 15D \aj‘ AENES 03D %Siﬂgc?etéggﬁngg n\@ﬁpet WEHDD 34

via tHHe netwo requestu ng a copy _
re§90@fdﬂ€émthn’oarpr¢ukatermmed‘éimo@\t’lbfslym em det er mi nes

t at . If the HDD
oyot0ibs! "ot P R SShasomihiactii. eradetenaigd amount of
tiraé atH@D\ﬁWQMé&‘rhﬁﬂileé *tﬁ@ sbl‘ec’f’é‘d‘boniécnt Wi W@Dkég%mé’ﬁds the

ot her requester network device has a renote
sorgrablesherrient avercitiecnietwihie to tmHDR B4t eThe MDD 34 descrambles

i A, B AR 9 SRRl Wl o

mdnisarod®.e cAs @anaipel écﬁéi@@lndhé‘&e?' Slchange GHHARD Qétf]lf‘r earlier
sui tabl e et hods. 5&1%; n sone i npl enent ati ons,

wirgibthesHPEL ngiedly requests ke listraf availalylefaoptenthe HDD 34.
of (DUEB] YR8 OD%d W b0 Feedlih B EU0 B BEpRE Blp.piaver

thaiDEoistraies dset hléorr emmpteedhd;%sage dete P oAbw Nh@pl%\é@ and/or
responded within

feBé‘é! fré ﬁ Htp%ﬂoqe :&)%f[tb@sﬁiﬂowqd UBROGDerige is over as
spfe@ﬁi%riﬁsth‘éﬂ lﬁéﬁdé bhe, @ﬁ@q’-ﬁﬁﬁrfm H?éi(egﬁﬁr\hgﬁé c%hf%t Jrﬂﬁallable

scranbles thé selected conte
ch@mmnlﬁethgdﬂlawbnaw detete éme videercanibentnet wor k t o the

34 d t h t th the
key l§ﬁé7ﬁFFmTBDSD?re§| bl A atens, o R a4t ncudas op user
aceessibli $eutiodfanda HidderP Se@titH. e‘l’hét\lﬁﬂao &Mehfﬁoﬁ?(ﬂéaﬁgB 44 is

can al so occur earlier when the HDD initially requests

stened injthe higidensaatian|af the MVEN44. [Thesisly trhéls—;DDinethhe HDD
3Py BE PR 6r A3 AL k8P hdfypt¥R RITE  and/or other suitable

data encryption. Alternately other forms of key-based scrambling can be

performed.

[0058] If the DVD player is a single DVD player, the DVD sends a list
of content available on the DVD in the DVD player. If the DVD player includes a
carousel, the DVD player sends a list of DVD content available from DVDs in the
carousel. If the DVD player is a combined DVD/HDD player, the DVD/HDD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD content stored on the associated HDD.

[0059]  Referring now to FIGs. 3-5, various exemplary configurations of
the present invention are shown. In these implementations, the provider network
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that constrains use. For exanple, the usage data may

allow N replays and/or replay for a predetermn ned
wp@eeosne4sAfter the all owed usage period i s 0ovePCEHES2006/010474

specified in the usage data, the HDD 34 nakes the

vi deo content unavail abl e. For exanple, the HDD nmay

del ete the video content. [0057] In sone

dévige évgtudea RODYD bYstePBnd/Ar i N ebHifTed DVESHINS %érh'a%d the

section and a hidden section. The vi deo content
repHesteypemokdavics mglydest a &R sysiens andiasra ocbmbmedDVKDD/HDD

HDD. 34
sfforyTI8 16 % 1D BN b0l TR Y RS oo 42-
whiah tvatﬂlessiyat:arr&nnmmatesmt% fhé N:P% el%h@b('%’%gfﬂﬁhﬁ%él’éwsmn 46
r
arg\RSTpRar By iﬁ%‘%'givn@ﬂkﬁ%wea%aﬁd TopdubVES St rauter 28, In
FIG. st tigd HEI 3Nk &Yﬁbb%@ f\gfgvcpk/ Qe el 55 1 r% meciyyp 16 to

pl ayer. If the DVD p er I'nc ee A carousel
the | rayiar 2% ndhen DV&t44ofs O exted eotthe\/mtw@ht @yfnh@nstawas 42-2,

wHi WIS U8 Pyt SRR A B D! 15318, Sotha LT B4mang DVD

44cars ephnavidl BYched 6rtrﬁ6reD¥Bt|6hs Q@Ef afd/bh &b 3}5‘:‘;88 network.

al ong with DVD content stored on the associate
VTW@“%’F@M&QTK gonfd@w rations @il bes apparent iakilled artpslaa:sy
nventlo re shown.

fggf 086 }gﬁ%&irﬂ ﬁgwp %zﬁﬁo ; @l exg @rydé@qtteester hetwork

devivel mdhmlea DHIDB wysem and/ with a BRI POE! 1 WD/N@af@/%er%tores
and t. e uest%'[f} net wor k devi ce includes a HDD system

redthVt eNiolriata jiaatis assecites tte conkolHpiohe HDD

S nn e t n_42-
s o A, e DS S oy g o
latencyan dare¢xamgliep SDRARY or otheragpes dﬁyOWHaterﬁb?/themOry may be
he router 28 n FIG" 4,

usBfle EROlatte NEmReA B {gi?t;% A MRPRIVIBEY Usa de1praiided to
stdf@djrﬁmall@ath%ubh%srr%ﬁ\%latﬁ’@coﬂ_tl_i@ daﬁ% 44 is connected to

the network by the station ch wirel essly
comigPftat ed Mpeesane 28RaMaNgachoR i HOD (REB HOR Berfamts data

a0 3 B R B G0 T itk vt 11

A tand i sk acorars muulebQH@nnauz@tcdrﬁnﬁJﬁiddt@g VRt 'a?rf"nﬁ'put/output
l. Referring nowto FIG 6, an exenplary requester

'”t{%‘gﬁ%ﬂ@déw th ﬁcma@l@/\@lm&yaef@m(ywwtweraoﬁdule 130
anbfef & #ad/fritd chehndiiPoBbR" $84. The HDC 126 coordinates control of

the spindle/VCM driver 130, the read/write channel module 134 and the
processor 122 and data input/output with a host 135 via the interface 124.

[0062] During write operations, the read/write channel module 134
encodes the data to be written onto a read/write device 159. The read/write
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the
like. During read operations, the read/write channel module 134 converts an
analog read signal output of the read/write device 159 to a digital read signal.
The converted signal is then detected and decoded by known techniques to
recover the data that was written on the HDD.
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read, wite and/or volatile control data that is

associ ated the control of the HDD system 110. The
whoedohae24348 usual |y enpl oys vol atile menory haRCTHyS1008010474

| atency. For exanple, SDRAM or other types of |ow

| at ency nmenory may be used. Nonvolatile nenory 119

such as flash nenory may al so be provided to store

cr i t[oos8] da%ahéﬂdcblsﬁsdr%ndéﬂe@ﬁblyg‘%% jﬁ’ég ?i 8REYr more

processor 122 arranged on the
hadﬁt@b{lV&rMaBersC*tﬁa that inglude sEgngtic leeatings rummtm nnagne’ﬂac fields.

TR 18 B Aol R S s

154t @éra;rallylﬂzﬂe apthdié trhotar Sll@4”£8t§(e‘$0ﬂh@eh§tQJ HrnV@tprétter 152 at a
r|v r or nodule 130 and/or a read/wite channe
Q%m@ SP§@ dringHbe read/Write aperatians. cone rasimore leiael/wnte arms

I
s ol 8 52 P U IBTRRL SR e e
drivesplattes 152 ﬂHne spinalef\\CH d:’?']&/ér 13W6&trdd thd Gpidlé enotor 154,
rea e cha

d
wit BiAeB8 e, BT 2 ohie Spdahy dtlié\?%é%eggliggggnerates
coﬁh@l SR HosiRMN e Rteldfn pfé%‘:%?@?(aﬁ'\% WEi'nb a voice

ignal for reliability and nmay appl
COéracmat@bra%t@ppelhmm orgar(y&::t@r suitablé entytahtor. i mi t ed

e DASAF . The Tehahiie dfin 059 %ecRB8 0B din sga of the

read/adits iagmal 5RUTRY regd/wirlle deore/ 189 Fn@lt@@é'&?ﬁmﬂé%le‘i&rﬂ such as
digital read signal. The converted signal

any Kiaciqrdthah gemesalas cr yagnlinfielde hThgureadiwriteedeviee 159 also

L e N T —

thé anafyreaticviielg loat ther slaté21 51T henld DDYe 158 INILESs BOFeRAFScircuit
The platters 152 are

field
1epfat SRS Riing et rits nalks Wewbrassice dgjashearoamp

| |
cnrétut 1‘f~'78‘bIr Ia&@ﬂgléi Ibv lbygl §l§h5% ﬁrgﬁfﬁﬂ{ G ddl Se?l)%’féngﬁteép{i <§Jtputs the
armmiéledeagna}r ta &e)piead{wmg:ha@nel modiug; etaaeaggrgwgaxgltmgrmata a
o.r
il PR 5, B BiiatS Wttt itnelh dhesite @larmenbol thearoadrurie
devfpentB®/ YEM Wi ’deV@!irrélrﬂQs GHchel Sotd8daee gﬁg%ﬁ@ﬁelﬁ%awng a

whj ch rotates the P atter 152. The spin
posiiye Mrsoegaiiver pelaktye omhe qrosifivgnar segative polarity éstaned by the

nef AR ASE AP el YRR g 2 vt oF o

act jo068] Referring now to FIGs. 7A and 7B, an exemplary provider
network device includes a DVD system 210. A DVD PCB 214 includes a buffer
218 that stores read data, write data and/or volatile control code that is
associated the control of the DVD system 210. The buffer 218 may employ
volatile memory such as SDRAM or other types of low latency memory.
Nonvolatile memory 219 such as flash memory can also be used for critical data
such as data relating to DVD write formats and/or other nonvolatile control code.
A processor 222 arranged on the DVD PCB 214 performs data and/or control
processing that is related to the operation of the DVD system 210. The
processor 222 also performs decoding of copy protection and/or
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[0064] The read/wite device 159 is located near a

distal end of the read/wite arm 158. The read/wite
walewcae243b9 i ncl udes a wite el ement such as aPCT/US2006/010474

i nductor that generates a magnetic field. The

read/wite device 159 also includes a read el enent

(such as a magneto-resistive (MR) el ement) t hat senses

cdrhﬁre@@@ﬂﬁiéc@rrﬁpr@bﬁoﬁn ddhenpbddd.er AS2py Sﬁ%ﬁﬁ I"8dule 226

i ncludes a preanp circuit 160 that anpllfle
C(&n@luag?aﬁ%mthnan mmﬂ/@utﬂui m’tmfane r224dand vdtt a splmwe/feed motor

O 256 48", B Bt s 902! 31 B convo

mbdeler%%mndirﬁat@@@bﬁﬁbl M@I &ﬁblﬂéﬂé/Fl\WHrlv%r V‘t’nbtl‘eaalvﬂ‘ﬁb%hannel
ite current is generated that flows through

mmiv @?éﬁ ¥Rk He BroceRo22R1aNA Heta v@@vt/@@tpusgla ttnaenmrface 224,

curr |t| 2 g)\rM héhﬁ@ﬁ ébp%g ?{gérlrﬁ W‘@bﬁ C\bgnﬂ? Nodife 234

enwglaslthe gaib doi bey wrﬁtes\tby et bmlddheebl@mmtér(OFB/VP'o@tdrﬂkal read
[ 0065] Referring

onty fP e 268 tartne ABVBRRRleE mifier oaghatiecenannal iapdule 234
pr6§é$é‘e% t'h@%%ﬁ’éﬁ 18 RYRof éﬁ@n@@ap@g% dé;@?&éf ECC, RLL, and

i ncl udes a ffer 218t t stores
thgdike. &ing readl eparationsyrine odad/enlite thamnnélmodiie @34t @shverts an

oy SORHERARE S8, B DR BB A ol o Gt b

sigread i ahen elete®mearand B@Md&@bV'@oW&n?ql%s%C%&%ewhe data
flash nenory can_al so be used for critical data su

thﬁEWE%MH'“ie@I%’Hh@dDV@ DVD wite formats and/or other

nonanay] SASY per B (DYDALEES $8udae 2DUBSRfeP B52 that

stqmescdatal ogtld:ahm ITher pla‘ite$0l2523 i$ hetaRee it ia0Bpbid W\@Ot@V[ﬂwat is
The processor 222 al so perfornms decodi r;g@t
SC?)%’T@@W bewe @t eh4anthe sripsisr @%qrof%@i@mrtbe@\ba ter 252
aresithuch ARSI RSN Tisi] Foomn
ordR glevigeng5Qirioves rafativetaliter DY Dr platteneb2 ¢o edwrhand/or write data

BB 3 13 2B AL BlICSE b, St s

lasdraiHEAN @ﬁé’él%eﬁ%r and the processor 222 and data
i nput/output via the interface 224. [0066] During

wr i {8088k aFpo /XD treadiveiid/and DY head anlynsysieens e laser is
EREALERhAE HEL BRI HE1AM B leg e spgrations.
THeoopfieal BdRspt abhess rdfiurtivns Wawsbt eyt i Rflds/pIdu! i 3me DVD
read/write (RW) applications, a laser may also be used to heat a die layer on the
DVD platter during write operations. If the die is heated to one temperature, the
die is transparent and represents one binary digital value. If the die is heated to
another temperature, the die is opaque and represents the other binary digital
value. Other techniques for writing DVDs may be employed.
[0069] The spindle/FM driver 230 controls the spindle motor 254,

which controllably rotates the DVD platter 252. The spindle/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or any other suitable actuator. The feed
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processes the signals for reliability and may apply,
for exanple, ECC, RLL, and the like. During read

Wop@rai4sons, the read/ wite channel nodul e 234PCDOSB®NG/610474

an anal og output of the ORWor OR device 259 to a
digital signal. The converted signal is then detected
and decoded by known techni ques to recover the data

ndtat 28BSt g’fcbﬂ)t' oy e ORR: o i@%%}é{? t @2\? Ef‘ﬁ? r¥lgti¥e to the,

DVDA) 2 i ncl udes a DVD pl atter
D&Q iPhattan2521hA Iasertdriier 267 genaratest 2 dadey chxvemgm&ldoased on an

o8 or Y tedcpu i Rl Biodiis 234 FieOYDAI88 iichitteus preamp
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tHé“&m?m%&’E@hhffo dl%é%eaa i 5%%,‘%8@? A %lcég%%r

[ ooefqomqr D2 D¥dSystetre2 ¢ furthg? inclade9nl obdac%@ame 240 that
| aser, is directed at tracks on the DVD t hat

e%?ﬂeaﬁ and/ondecesis poee S&eh.aﬁgamséaatmpw&ca éorenatghdudio and/or
“PERSPieE 1O BRRSSEGS"PLET AL, Mol e grapeciven
paﬁol’&@@udmmﬂbswdbealgrmpmndmm, aesbe:t:ftlk/t grdiog Itge
t
noat B 0485 PR HOBSREHE 1A Hortiens, A i VD ayatem 210
magpbesigipismentddbpase CBrghfo?é |H@ﬁ;‘f'§tgd' Eird i Qb‘? 6r5cla|ps For

heated to anot her "t enperature, e I'S opaque an
eXaippies eites RrAeessoie P28 aaey thit JDVBI coatrok. modbler 226 may be
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cizdihel winodblec @34r eddyakliso s anprerhdrieBVBY Pinat fsagr]eZ%p as the

rates contr

PRRgRSHTE dne (P opirol modkiss G2 feneliorAmsadditenabatips.e Most of
ey MR BT R PeceR S8 e o

| asdB0g2\ e < TBRETTRASIN R &iGoulGuis Gimbiied. functonal block
dibgeeh Viti dre e&B?fp!Zng c{Hﬁﬂltbihéd 2‘?9?/!4—59 A58 ! B}bqrgﬁ‘ 18 some

preanp circui I es anal 0g rea S|gn
m@nen@d@nﬁgofd@eaprasaet pwemtrpn ds rstiovin. ZawleaU@inbfneelSDVD/HDD

S pu(t%\she{)%ysgﬁ;%ﬁ ?lpégwgtﬁgﬁélreqt@ﬁt%ren?@‘g)\é#\%I%Vt%g chag sembined
DWDMDD dpstere 2884includes a combined system control module 284 that
communicates with nonvolatile memory 290 and volatile memory 292, which
stored data for both DVD and HDD operation. The system control module 284
communicates via an interface 294 with an interface 296 of a host 298. In some
implementations, the interfaces 294 and 296 are serial ATA interfaces, Fiber
Channels (FC), serial attached small computer system interfaces (SAS), or other
suitable interfaces.

[0073] The combined DVD/HDD system controls both DVD and
HDD systems. The DVD/HDD system reduces overall system cost and provides
improved functionality and performance. Cost is reduced through the use of a
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[0070] The DVD system 210 further includes a codec
nmodul e 240 that encodes and/or decodes video such as

wa@ngoenb24she MPEG formats. Audi o and/ or vi deo dp@i/Uusi006/010474

signal processors and/or nodul es 242 and 244,

respectively, performaudio and/or video signal

processing, respectively. [0071] As with the HDD

shigtd ORANMOan® dldshomenttry tibe bBWPHSY BVEN kP HIfY c%?%storage. A
| npl enented by one or nbre integrated circuits ) or-
SEIi®BOWED BURRIY ANd redusegimitakecel edernahdonmectiovd are required,
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A R e

e spin M driver 230 and/or the read/wite
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19 0y RSB PN LTS lNRRS ARG By bt
s¢heroei andigital sightsd megragenuint a(D RME mplcanithea & dedng significant

ofFAthE BRSOV mRT o S CoHiSN. SeRmagoREnaad HDD systems
rddcHPla DNV e deRBABRISERHRS etgé D@ﬁ%%}_f)‘difjér 8@19%86@8&&5 prior to

networ k devi ce. The conbin ste
ouipeit.udee DRI aiber oppy eprotastionanayroatuney 28t dllost subsequent

cﬁ@n@y;‘ﬂog e%—l\lm)gﬂ é@]{)§¥§{ﬁ%bb Zthggggr fré?o lfgq{\a/éi | [gﬁjic:%ignality is
pavidett doe to THeebsitdh @8cantytdiahe %éy#p?ot%%ﬁoﬁ SMBHIIGRhBfe since

Vi interface 294 with an interface 296 of a host

”’@9@8%1 RT S8R ProtpriiarFRM@iNg iatact. hEor example; S?WQQ@?V& drive copy
i [ i a I her nnel s

OFSUBNE 3% shpOdh PRASICHFoval, B ans ARV ilelecttn or DRM

Additishallygr thet HDDs oan abperatantay faaGmmaI[D@TB]chEhger. Still other
ontrols both DVD and HDD

vgHlRaRe tg\égc/%n%%ﬁ%ﬁ@@, Psemeareothawn Angdydassiibed in U.S.
AP pept BN oS NP Quad ST i 98 05

asi nfI0FSPRAM aReferting hnow i yFIG)erqumiﬁdlﬂn@;@ aié@i rdolatile

' a reduce )
midfihuSa 88 Foa AP Bl 1BRY Fsresable’ rad hiduen aipreRocording to
sdretihplernedtsions 49 ShowrROThe hénvstatie! ABmon &denbf HRIHDD is

PVD/ HDD system al | ows copy. ] )
allocated into a first portion 304 that is user accessible and a second portion 308

_that is not user accessible (or hidden). The second hidden portion 308 is used in

one or more of the following ways according to some implementations of the
invention. The hidden portion 308 is used to store the contents of a DVD that is
to be copied. In addition, the hidden portion 308 of the HDD is used to provide a
virtual DVD carousel. In other words, multiple DVDs may be copied to the HDD
and played back at a later date.

[0076] Referring now to FIG. 9A, steps performed by the network
devices are shown. Control begins in step 350. In step 352, control determines
whether the provider network device receives a request for a copy of protected
content. If not, control returns to step 352. I step 352 is true, control determines
whether the requester network device is located on the local network in step 354.
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protected content to be copied bit-by-bit to directly
to the HDD. In other words, the copy protected content

w@2mehe46ppi ed Wi t hout decrypting the copy proPEDUSIING/010474

scheme or digital rights nmanagement (DRM) and wi thout
requiring significant operating systeminvol venent.
Conventi onal separate DVD and HDD systens require the

DB t354disclate, dontrpptiehiee thRYeglest AWM ré0ms & §€e§>0é.52)n If step
The DRM or ot her copy protect

3%4 I'%&’gg&%ué&vﬁiﬁrﬂ%@mc%wW%g copy i éha-pmtesipd content to

, additional functionality is
ggq"%%%} ueto?‘%e ui lt-in security of the copy
prot §0770n or DRM grbeider sheiewrk helelidY afeté@pivies whether the

tac For exanple, single DVD
R bR R o0 e JaglaratBa T ROUSighis Ashian. For

ekaph Wrel%b@h@éhh@‘oﬁhe D@g’lﬁeﬂgfjhéf@ﬁldle)ércet% bEPofared to a

operate as a virtual DVD anger
pradetermioad tfeshhlsl. cl@mheemmmm|mtmmmork device

C%quggﬁ)gé@@e%qugap Jﬁat\]g)nﬁjﬁ@e ASPlpl?(%tggloP 0 S?rrgl}ltaelr ISP modem be

bideked sonpan e providep n&woﬂ@ﬂé%&é QBNSbrifirmt the Iocal/ren'bqte status
&@vol atile nmenory 300 of the HDD Into user access
o

IeoHester ebyarkdavisalbatpre the fleesantpllp miinerinipementations, a

f h HDD i s. .
|°§?F§%rgteg§% %I% Iééls’f &?ﬁ%ﬁ?{gg 48 ¢ Wg%glg}snces. Still other
metieerssiod Idetermin|agS’o@tﬁaﬂ/‘melm[fbtislr status BRY HdT@éed S not user

ce e (or_hidden). The_second hi dden portion 308
?g u@ﬁh n gneRG er FBg &0t tor . 14, Iwﬁh@r\ﬁ@}@ mipiagrigcalemote

stbmssﬁimeﬂnggﬁ‘rﬂﬁ'ﬂﬁ&tld@én @xtérﬂ?hggﬁgér}%eéﬁbgv %g'?\ﬁ%g%egms with

portion 3 used t°o store

stepdi6q. s In stape362piardrol Ideterdungés arnethdrethe p#@b@l&iel@ﬂe‘tﬂv@nfk device
a virtual DVD

AR R AT Tt B B
step 362¢ IFigkRBE2 M ﬁMédcm%‘i c%htlﬁuéé"?\fg”tor 18 d%‘g4[\9ﬁg@ the provider

Referring now to A, steps pe
nﬂ%fiﬁw%\re%@starﬂ@e §N@mal powist ofdhe begfien sr rrmommpo Bé Blocked.

86319505 BULEE AT PELGR, R B Y A5 cuoster

nepimrledewbecm @nlocal Eta1gs., Fd?néié?hplbetth!é rﬂﬁo@n@aﬁh@ﬁvork device
352 is true, control et ermi nes

may éef‘lgfﬁﬁégg@% ta ther leqyesies @et\@onkoimmjam welitdor acesponse. If
ST 58108, Bk FUTRAETIR, 188858 B b cono
reBBns ite stapuds2.t Hestey 6868 mbetrue etheqirvider heBvGRRIESIcR $e1% a copy
ofotfnetﬂe B %efgq%%sfe?nge?work device in step 370. The provider network
device unblocks the external connection or port of the router or modem in step
374.

[0079] Referring now to FIG. 9C, steps for consulting a local server
(such as a DHCP server) to determine the local/remote status are shown.
Control begins with step 380. In step 382, control determines whether the
provider network device receives a request for a copy protected file. If step 382
is false, control returns to step 382. If step 382 is true, control continues with

step 384 where the provider network device queries the server for identification
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t he requester network device. [0077] The provider

net wor k devi ce determ nes whether the requester
wmeirsnodsgdevi ce is on the [ocal network in anyPGUUSHDG/€10474

fashi on. For exanple, a response tine of the requester

network device can be conpared to a predeternined

threshold. In other inplenentations, the provider

o 96U KeBFIH(C BeliBBs.! €My aaéﬂmﬁcraﬁaﬁeéén .hetudtehmc addresses
external ports of the router or nodem be

altheugh edherr idandieatian Wypas ¢ani be wsad. colnf sten t3|86 the provider

oA AR otk Y, HEHERist ORI A R o

states| |fsaepy S86Cigfake, tuepicitidraaliRbel deviee tdehidP R request and
net wor k devices. Still other met hods for determ ning

CoRiEQ| retingt to SteRt 882naly Hep BRkis [fruev de repwder rﬁ’@t\M@R}V device
s%ﬁ’d{é @og? e anstoft@ ré’cﬁje%"té? ﬁlétﬂ:%rl{ 88\%{9 n‘FQfé §é atus
y tenporarily

['oc an externa are
Cont [0f80)egi Refenirich rmt/\eﬂ)o JEG. 9D, teys Wformedt b}blthe network

oAb Bl Sownsenginy P BOCYA SR B YLK EXLES, 4 siepos, he
pRRAddrS neflSik: d‘eQ/fbter Qietér‘?ﬁlHégs\Aﬁ]%ﬂ?ére% é%a V\ﬁétfe(ra S{nﬁl@/oq’ﬁzdewce

Is true, control continues with st ep
rqgtmtajercqm othe denteobk ﬂfemmtesbetrohsetemsetmaﬂeppMAt.s Qiherwise

ro er or ocked. In ste 68, the
oo eiihed R Adh A8 f? B SdderReiieER Bz fedfiests a key
froROIURS FquaéMRBIVGIR \ddifcd)adn SstbP A2, S’1F1e’5ltpl'§v1d51?’rne‘[work device
exanpl e, the provider network device may send

S‘i@é@s’fh@@efo the requester network device and vvalt for a

ot BT, o YRR 1 b8, SRR Jgtiof PEVGE, aOBhtRleS wnemer

tk%l?ey streseﬁBdSGBtHeS( fynuenot réceivs®ahd€in mﬁmbledmﬁtaﬁons) the
ile to the requester networ

@@t%@%r'% §3§%£ﬁen¢hbeﬁm @xpa@qied»e@%mk cgatinges WIth step 416.
MR nod MRS FRR25PP AR Anch e, sROVILEE rEBGR' dovico
stopsedbe ftionerc dnssiép 428, eontoalaleisenines wisaibdr the ttm&HSRess than a

se ern%| det rm'_neth_elocal/rem)te status are
pgsr‘r@(\ﬂ E‘E&PPHP begins with step 380. In step 382,

orLHBztE! R Bl OU IO EENG s e
ogegualktor tiesamouohof t;nnerténau arpacket swasid 38uird fo travel cmaez or two
hbﬁst B‘Sﬁi’rmﬁr?&ttﬁe Pes%%% av(\:'ldtltlonal security is provided. The amount
of time that would be required for a computer or other device outside of the
home network to respond will exceed the predetermined period. In other words,
a packet containing a key from a computer such as computer 62 or other
network device such as network device 60 that is connected outside of the home
network will exceed one or two hops. This is due to the time required to pass
through the modem and the service provider.

[0083] If step 422 is false, control returns to step 404. If step 422 is
true, the provider network device encrypts or scrambles the content with the key
and sends the encrypted or scrambled content over the network to the

requesting device in step 426 and control continues with step 404.
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step 384 where the provider network device queries the
server for identificationof |ocal network devices. The

w0 d@atof4scat i on can | ncl ude MAC addresses al t hp@myiS2006/010474

other identification types can be used. In step 386,
t he provider network device determ nes whether the
requester network device has a local status. If step

386 [goda se. ﬁ&elﬁ?hg%&ﬁrtonlﬁf@ow 9%?50& ?eﬁteﬂ‘?ocgg% allowing

request and control Teturns to step
playbaek ef at myppr@maied fiteefraor thedrequeetes eretisork d@\nae N times are

t etvvork ce in step
{‘é\gﬁgié‘%é‘f r%rbﬁ WA $i60 808 rstepy C&@Ff%fiﬁtﬁﬂnmps whether
come pr@temkfnéy&fa@@ [f8eh Siopdd oBeier RiLksRl orK Be\ﬁésp If not,
402, control begins. In Steer 404, the provi der net

C%W'c"@“ﬂé‘ﬁéprﬁtﬁ@sﬁ%eﬂrﬁﬁp 02eigutege,ccontenl vamti Mwelvfmethe file in

o652 AGREE,Sonl OEOREREL vl SR et sore

ostregué@@ramtwbhe devive Has b@nl\lpldyedewlﬁgtépﬁ@%sfssfa?se control
l% 'y g uest er network device. In step 4

4 H@S&Po{f‘]?ra P61, dt Siepi6agas e, §pa¥rt>lsmaretm¢ms N [ms)&p]61|0n In step

654 ecibrgraaq’ de¥é?ﬁuﬂéso\)(rhgﬁ'fer'ﬂ?l~g@ e qféfe?)EG‘fjffse{aE dntrol returns to

IS receive
stegcéq)@edlfastap(ﬁm s®rtaud, ngurgrod rdedtiee ney otHUi'W|se makels the copy

o 18 A e e oG i o 518 and

conttd) retuems 2&epgba he provi der network devi ce stops
the tinmer. In gtep 422, control determ nes whether the

t i nel0088]| ess Rafeiriag mowm EKEn hidstpps ma n{eﬂwiorlumung the
R0 STBHETER & 5oB Dralbih b BT i REiubRlacioth i devics

cambedplapepliare shown. agehtreNBe§inhstWith '% 646Y Inl fﬁgﬂf control
the rCt:espogs time, additional securi ty i's provg‘%g
e

SHREMIRS U rthgecapyaproiesiied file hasqbeerdtéred an the requester
nésgﬂﬁs@%g'n 1 80, S 1F 00 Ui ey 0BRSS,
cantred commm wdh |8t&]:k646 andtsgtnaninear. KAtép 848 caRra de®drmines
e e SRS o Pl 00 B oo oahio o iapcsts. I sep
gy .“‘ﬁ’é**?'é%'ﬁ?é“%ﬁg‘a@”?f‘%‘%ﬁ%&*‘g’w@?‘ﬁémnt@%efﬁda%a%Haetwork
deyige it estpp 085 2Aeand [cO0BG] cbﬁtnsﬂuao Mﬂﬁ step feAlds e, Weatd aimer is
ddsthbESahy uRLE® niSakurbieit SRa/e? 2 comparison may be performed. For
example, a date and/or time stamp may be used and compared to current data
and/or time. Still other usage data types will be apparent to skilled artisans.

[0086] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requester 704. While a
router is shown connecting the media server 700, the provider 702 and the
requester 704, other network configurations and connections may be used such
as but not limited to ad-hoc network modes, peer to peer modes, and other
approaches. In some implementations, the media server includes a local/remote
status determining module 701, as previously described above. The media

server 700 provides a list of available content to the requester 704. The
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true, the provider network device encrypts or
scranbles the content wwth the key and sends the

wepwsgm4ed or scranbl ed content over the net woPKT/US20061€10474

requesting device in step 426 and control continues
with step 404.. [0084] Referring nowto FIG 10, steps
of a nethod for allow ng playback of a copy pr ot ect ed

rdqueetdrr oyt ftﬁ:]de%@ﬁl%h?éntnetﬁw En%gél &ﬁ\{ 7663%(9;?1%3 that the

) b th ste
f%&%t\g?@il 'god&% élﬁwwgﬁ Il{]ﬂs”iw\gﬁ@rn zopyofplhet waysaﬂefschlaed laoge. If the
F%ltﬁf?uﬁtshte{\gcélergegﬁégg r;[helzn ?Ttl égeg@ﬁ 7%2) rteguggt% the content

frommthealpremtlsr I#6R. f Ofhd Ipeovidide 70p Séds G- cdn‘Peﬁtt Hﬁectly to the
det er m nes whet her _the copy protect

rqqu,egtesr?'gcﬁzé@r d% the Jie Jrediansarver K0Qewhinh sersds dun content to the

f step 606 is false, control returns to step
e%j@g%?fmétep 606 is true, control increments Nin step

610. [00873t ep 6mefemngtnow tolF1@Es N1 ABSandaBhetie I}hedlal@e?ver 700
4.1s roI returns to SteB

ésrg’%% Pé% il%d £pgen cﬁ%ﬁw@m @ Octonarhip eS)rﬁ&r@sﬂZ The

DVbesyaaom pfmhﬁettﬁé* H‘le %ﬁ%@( Pr23nd IRBlhiit b JH tsgzbbed in

network device in and contro
th@ondet!)@@}tSF&Eﬂefprthn@bwm tho FGG. 13, lthestrepifa @Bnr 700 can be

infERéghlin o Bobdf ¢ SH0MR " Iubbe fiebtork caphadigbone such as
thoaa lmsphbef@d har§ins haywnweffordd Obtﬁg'db‘iwm% hcéﬁ@hrﬁﬁ&ns are

In st 644, control determ nes whet her
CoeR %‘3} flineemadia sprvar eambedcanmecteas toetineersétevork in a wired or

yice. If step 644 is false, control returns
Wlf%éé\?g%rg%4 O herwi se, control continues with step

646 [0A88Fet s acieﬁemhig row StoeF1@4814 Cﬁnﬂb\%h&’ﬁtﬁﬁgﬂr steps
is u If step 648 is fal se, cont

t
pe?ﬁ:?rfﬂéﬁ;b{{ Ee§tr|8‘f) iga3pIVe a§?‘¥€“@48> the present doventisn are shown.

AL SEB/TA VESIRE7 55 F TR NTRLRY, i sorer
reggives @94z|equm‘t|fer a ccomeof laspldxbected kfgel frc&ﬁ%/tgréne aestgrr If false,
oo FEPHEEIRL o 31 920 Ol 398, Aelienea o costmanem anetner he
requegter aths @ Goddlesfanet aTRBA(RY) td; § Ha Pécﬂfersgearn may be

usage data types will be apparent
deff%mse?d i PBY f ilge maystdeseriged Ebayea Ih’ede,atheemw{ar dflests the

fll§gfbnpethgsﬁfeba{ijcg%rf§{ﬁ ﬁp?prcpsvﬁ'f { z? Ctgn{h%ntrec];ureosrt%ra pArJ(t)e\?lngtely, the
provider may send the file directly to the requester.

[0089] Referring now to FIG. 15, a provider network device 5
determines a local/remote status of a wireless network device that is requesting
protected content. The provider network device 5 may communicate with an
access point 800 via the router 3. The access point 800 may include a physical
layer (PHY) device 802, which provides an interface with the wireless medium,
and a medium access control (MAC) device 804, which provides an interface
between the physical layer device 802 and a host device.

[0090] The physical layer device 802 may determine at least one of a

link speed of a link with a client station, a signal quality of a link with the client
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router is shown connecting the nedia server 700, the
provi der 702 and the requester 704, other network

w@oemwbilgpasat i ons and connections may be used SuRCIT/ES20061010474

not limted to ad-hoc network nodes, peer to peer
nodes, and ot her approaches. In sone inplenentations,
the nmedi a server includes a |local/renote status

SE565C% LT B I profieBhEY B TRRCHREn 10 e olent
station| abhe wisslbsstaccess pointedPE Hickidedan ditenraussteh 805 that
| uests content., The media server 700 confirns

704 re
"13]5/319{3'61%6 QRIS anteniiast orexaaPipch@aanienna syistest may be a

. ¢ q _ .
TG LIIMARSY Sl SRR UE R MpE M4y ere vsod
theopitsical flayen devecepB @R imdsr sel@&ivelihdetermirieds diré@ﬁbrsﬁmlshe client
h tent  di, tly t h ster 704 or. to the . .
stalniR drrted il fespbet fninerdERe AR And foraara e direction
infGmaRIreto 14 proiEs” heBRIR ddvit® BOW Fie ?h%'rcal1 et Mbvice 802
13, the nedia server 700 serves protected content from
mayDuetesiine the diceationabaiil ops triangliationT kechiiqesy shdfor using

O%Egﬁgg%%%ﬁHDD system 712 can be inplenmented as

"the enbodi nents set forth above. In FIG

13, [mmr]edimorsgxatgsle,?% aiveldee netbpcaBalRE mByanclude a client
net wor k as shown. her network configurations” such as

siaties S bdcr T gliert epHon S k] includes Rephysitaldayer (PHY) device
o2, O L ARGes o8 RS 4, IP Rt Ay LY B8 SR staion

gherinaiso [iAElG¢s Refraediung aweess ocdnifel MMACY dédvehgrd-1, which
illustrating steps perfornmed by the nedja server
iR dnieagn PereR the phveiRel buior Aevisadtiz-1 @ist adost such
[ ' Ogidia| S : r 0 :
oS8, B, IR0 I SERARE 0l e e, covio,
Agdtlitiopal elieriti stationso Bi 212cana @1€s3 dcolldctivélyl dient statians! 812) also

ol BB e Pt o M Sur P, TR8L8, a0y e wirless
s ) 009 8 oS K Y, il I dtance
an@é&éakgineﬁﬁom iWith theorfiart stationsi 83-2antl 8tadswhae they esquest
o8 OB Bomefl £10 Y. L he Prov T Ty <end
now [0992]G THe wirclise\ddtess PRINtEU0 By setedtively transmit the link
speed, signal quality, link distance and/or link direction for the corresponding
client stations 810 to the local network determining module 7. The local network
determining module 7 compares the link speed, signal quality, link distance
and/or link direction with a predetermined threshold and/or adaptive threshold
and makes a decision as to whether the particular client station 810 is local or
remote. If the client station 810 is local, the protected content may be sent to the
client station 810 as described above. If the client station 810 is remote, the
protected content is not sent to the client station 810 and/or further verification
steps may be performed.
[0093] The link speed and/or signal quality of the link between the

wireless access point 800 and the client station 810 tends to decrease as a
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determ nes a |local/renote status of a wreless network

device that is requesting protected content. The
Wee@sileass net wor k device 5 nmay communi cate W tPCEITS2006/010474

access point 800 via the router 3. The access poi nt

800 may include a physical |ayer (PHY) device 802,
whi ch provides an interface wwth the wrel ess nedi um

fudictlon ofedi HiSIaREE S5StweR tfh%' Mrgﬁ% grﬁé’és%igsw'é?gpg]ang the client

provi des an interface etvveen

stadion & OgGbherafore, When thiecliere. sthip98] 0 Foguadhy sic6ads to protected
determne at |east one of a link

Cé@ég{j (P?edlda?%%?fﬁ%%\f,wq redquaSFeernpegqqkl @Iﬁwcg 'S ,’rf@ﬁ]aprowder network
deyied iday efalaatd whemérhtﬁehewt'ﬁaﬁ(gj 2‘% '|8 ééﬂ{%teee ¢ Mws, the

di stance to the client station an
pqogquq detwoikdeviea bioan. ||rmhéra\adulehtemmtseﬁﬁ tlm@ iprdte8idd content.

WHRE HE DR ERBBATIGHT TR i B 1B relejis davamciprmgiructure

ety toad A

802 ?W'@Qyn%tf@r RGela tiner pravider n?]natork hdevice 5 can
t C
e i P A VEESIRE b8 AR o

897 enddermeditmoekcesss icontrdl (MAE) iuisdes 864! ayge \Qﬁ?#g@?onetwork

d
R G R e tagf?wgé%?%%b%&wgg@éc Hggntllﬁrfltélﬂgnj%ttﬁermode as
a ekantdigtiont e o écﬁhSé%pﬂ W&&lbl en;{&&faﬁ%@x cgﬁﬁPfung\me network

client station

can h aIIaer P devi ce 812-1 , which
onfguiaiies. a p y3|c y ( HY) e um The

o1 i $0888] 2 PSR 3161 eR S hifeudoel Hiokaringramsest exemplary
phyioal lyef 1d6Gcedest Grofds Aetwdm elicks Wichess 3R aceess point or

rfterface getween the physical |ayer device
witclessspetwark ingerface.aphe phypisaklayat del‘wge 18@12 raa;ur&ﬂwdé a link rate

. I 1
deRiithoembrie ¥ooh s 9 BV FEE; 1681 e Tk atexrtlaserenining
maity 8R0sdeterpinestthbllink rad thelk 88 Isi t‘ﬂéﬁsrﬁﬂﬂeﬁ By'fhe client station

I
81@(}8%5%8083%% eé@i %%958&%%2%3@8& rgtzanéﬁg‘;mahlto yhe provider

O a5 THe T Bleedlafr R lS 2l B4 O p Bk Bignat auatity
defraririogenodulet 830 as[c&?gbk rﬁgtwt welFlle? ﬁ'ﬁ@% ngegtgéﬁgﬁﬁﬂegtthe signal
q“% &ﬂhes?lﬁﬁ ’bﬁ?‘ﬁﬁé@s Jheysignal; aualdy ieformation do theeprovider
nenmrke@émwl MBignal quality can be estimated based on a received signal
strength indicator (RSSI), bit or packet error rates and/or other suitable criteria.
[0096] In FIG. 16C, the physical layer device 802 may include a link
direction determining module 840. The link direction determining module 840
may use triangulation (for example using multiple antennas) and/or other
techniques to determine a direction that the client station is located relative to the
physical layer device 802. The physical layer device 802 forwards the link
direction information to the local network determining module 7. For example,
the access point may be located adjacent to an outer wall of a building. If a
client station 810 is located in a direction that would be inside of the building,
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client stations 810 to the | ocal network determ ning
nmodul e 7. The | ocal network determ ning nodule 7

waeowpadsss the |ink speed, signal quality, |inkpdi/EsHnee10474

and/or link direction with a predeterm ned threshold
and/or adaptive threshold and makes a decision as to
whet her the particular client station 810 is |ocal or

tHeW%td%l tionk ¢ %eﬁl | fhn éaem g;q} eq%q??@lﬂetéﬁpp@gns can be

pr ot ec ed content may
rrm msdeieanmemueﬂtm\mae cllénttehan@d Iselotalsdtidnisted Wowsver, if the

cligileaition 8Os Tecatnd dnd Bredtion Wt Wasid PRceisisio o agsbuilding,
tHBj&Ilé?ﬁ é@&ﬂ‘cfrPB’FBQ;Ian[ %%ﬁssﬁéﬁ ‘Jﬁe er e\‘?/ﬂh('3"f]‘l‘]|1{u‘i’l'rhe§I ?}JSIS The

et ween €SS access poi
lngodnramon, Hiakdlistance slirdt signaldjLialityeadd/or dinkl elat® aste extimates can

516 dsohalig o HbBLTRERM ackBrs coatel (WA cderics airibn access
pbine, rdtiverk |n$érﬂide0éh(§'éplrf tﬁ@%ﬁé&uﬁeﬁﬁéﬁﬁ&kb‘év&%ﬂ ect ed

cont ent Sre uest er networ krequester networ deV|ce)

t h_e 120971 derindlGact3D,dibei playsical layen dexies 808t may inbleide a link

Sl aTod S Bog ol Beindiesns aiahes (8 R8 Tepestation

8}b® ot'EhH didtarwet may. bd\bstigatdte bassdBhathy AFBGSI 61‘9{"rhe required to
Cf@n@)n FIG 15 relates to an infrastructure node

Ok realvd Arta hetweenibe aesges ppink B8 andealignt ktatian 810.

A S S 0 04y e o
moge woir ke rinkr tieeticdh0linkMspebd) ninkudistarcepvdi gk digyar quality

8 d d trol (MAC) device
oS T B T GSER Py b e do oot taus

basbP6f BFE of Phdte/diqHé BktinAtéy) | nfrastructure node, as a
client station in an ad-hoc configuration, and/or in

any 098] sRefeting mw/\MkFI&anSj\Jraﬁd dBB [tD89piovitdeBsnetwork

It My SelymiE e Karresmoly B R Aass notwork
devicd bysdaterarmes wheshdi ther si éleﬂr&ﬂstheerfe‘ﬁﬂégtthR/\Elreflt?sfsenetwork

The physical |ayer device 802 may incl
depdee WasHEREIVREJia & repeates aslburmore thag. R repeaters; whaetk R is an

d t Li n rate
ek GRterT R ol Tl 5 S hte Srepstest oy be an
indioatian cieas tipeiretiuéSithgandrelagsnaetitork Ngevidd ioeat _ﬁ}%t have a local

formation to the provider network device 5.
tﬁ i cal layer device 802 may include a |ink signa

qual joioy 00] In FIG. 18A, a requester wireless network device 900
communicates with a provider network device 910 via one or more repeaters
902-1, ..., and 902-R, where R is an integer greater than 0. In this exemplary
implementation, the provider network device 910 communicates with the
requesting wireless network device 900 in an infrastructure mode via an access
point 904 and a router 906. However, an ad-hoc mode may also be used. The
provider network device 910 determines whether the requester network device is
communicating via one or more repeaters and/or the number of repeaters that
are being used. The provider network device 910 determines a local/remote
status of the requester network device based on the repeater determination.
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determ ning nodule 830 as can be seen in FIG 16B that
estimates the signal quality of the Iink and forwards

wo b@esdgsal quality jnformation to the provi dePCTES2006/&10474

device. Signal quality can be estimated based on a
received signal strength indicator (RSSI), bit or
packet error rates and/or other suitable criteria.

OBty ek SR I ad of Bl

that ke deqeesteonetredrkrdavivenis renthie ¢f &40 repaatdeare used. In other
| e using nmultiple antennas)

: . ¢ . |

Pl Bfae:'ﬁ‘[%&%é i iP%@ggft Belar device mayi determipe tieatequester

néiieork ldefitle Btrahi® if ﬁlohﬁ fRER rreﬁleé‘féré’ %ré skl ewgg}'es KR! greater
| ayer device 802. The physical Tayer device'8

thedr ore-ds Thedrovider detvearkidavidend td mady sense wiethéroeplaters are

. . , h .
g Uty 5] SRR P 8 iarnBlon g ok Ntk dovice may
usaiid dimeg reddiredl ¢or QGRncﬁMéHQé}ﬂeﬁtl?A?ﬁ(%'fg(ﬁﬁlt fg@ngé’q%ésaer network

di.rection that would be inSide o . (
deyiee a5 QN CreereR, di st ance and/ or signal quality

' ' term ne whet her .t he
cri By IR &85 B Ml ALdalind stens of b exemplary
methiaghtfost itendifyiy 1@hetheroeatreguésting diir&ess ORetik device is

| d.be. outside of the building, the client station
Cﬁﬁ“@ﬁ%ﬂgl{’ﬁ Iaggiqf ir'é‘éfea@l??ém-e&ﬁ?ntfﬁbb@glﬂa mtithestep 920. In step

! > . o L . e Tin
oafctars, S st A0 it SRl B ot
NeWoDK Beviestriaesisdd hendeteemnireti. uihtaes esAtrePEHtMucc AR step 926

j of the access point, network interface and/or
arfcﬁgfta%tg apﬁ@%r'der network device. [0097] In FIG 16D,
t he pobYOBFaln |si’é_1?!92§,ebbﬁf??l8@@nd@¥ magéﬁéfﬁcgtaggé@ester network

diistance determ ni ng nodul e 850 that e

deyicq. aitstepP3th eoptrobdetesmingsonhether aﬂiim:kdlbwletmm(ejmfoACK) has
require 0

Y foti .
o, S5 S5 ot P AR oBlcd  TEAS T Siprmines
whethec theetimes tiglesznthdhla &GN titeShéid REE, if '%?n%pr 934.. If true,

hysi cal | device nmm enerate 802 two or
COF‘HZ?? :fé:ﬁkn%? g&tn §§b | I ﬁr@ypsga@d,s trueniconitrst atops tedtitnenkn step

Ry e 22 Yoo AR e B B ARG Briebahon = second

ma :
thfﬁ§¥|@|CthhI Ietruees taombrobsontir@3 93 itHReteprgdangnd Qétsttgeﬁtéirﬁ}is r<]aequal to
ete

'°€"’ﬁ§°?ﬁgeafle}8 i hr&eﬁ@%?%gg{@pgitu“‘é{ﬁ?eé’i% iriéfea,lﬁr?éréﬁqo 934 is false,
conerblebltifiead GAthbyt leé% i QQts‘l’(‘fh%t B6tud B 185 9R3Liedie? Retwork

the requesting wrel ess networ
device equal to remote. Control ends in step 950.
[00104] Referring now to FIG. 19, steps of the method for operating the
requester network device are shown. The requester network device may initially

request access to content that may be rented by a provider network device.

~ When the restrictions relating to the content expire at the requester network

device, the requester network device may request access to the content again.
If the provider network device grants access M times, where M is an integer
greater than or equal to 2, it may be fair to assume that the provider network
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device was received via a repeater and/or nore than R
repeaters, where Ris an integer greater than one. The
wWaQIs@606246he or nore repeaters may be an i ndi cap¢DOS1006010474
the requesting wrel ess network device does not have a
| ocal status. [00100] In FIG 18A, a requester
wi rel ess network device 900 conmunicates with a

dé\Vl@é!'n%W hQ@bWe'fsl‘gg\ﬁf GRe \%%Hte\ﬁt %nﬂ%lﬁ“ﬂ 5806{3%%% rfequester

I's” an
nehr\emk@ievm mBY Heeaceeptaiils. i npl enent ation, the provi der

t { t th t
ot PTG et Wlboter ot | I bie DB eoatraltissermines
whitherlth@ (e 6G6stBP h@tw&@"deﬁv'kﬁe Aak QEESed %gnte'rﬁ‘éﬁﬁ? Fe(stfi‘&lons

ad- hoc node may al so be used. The provider n
stgpv 964 i9 ittt eentinties hwith tstep 1966uard estorest W' kestrictions.

CERDE b 2 COTBENET: 1 Biebl T il SRl B ociadions. 1n step

QWhmmﬂmlldMernmaewhetHeNthtﬁr&l@ctﬁﬁiselﬁévééﬁ @ed If false control
tus of the requester netvvork devi

| [/ t
re,glgrg'ngdtor Se@ﬂ'@ﬂé’lsed epairal erntinugs. Wl[metB@lWS:and determlnes
' d
W““%“(“?*ﬁ%“?%ﬁ%@@?é?g 8l sals UGt BEREC DL IBY SoRBLR s to step

OfBpelitsiep ¥ imdnwm, dontw deternienn! @hetheetiner kguekh® network
termne the r equest er

d k
Aoy v Aol T e Coptralgherentats A H‘e?i@ﬁt&ﬁ% kv sfep 990,
cortedl, derbehineR WEel%%?ENI G13 rBQferolﬂE th% BéP}’ers where M is an

networ k device 910 may sense whet pea
intpge gue;atﬁgﬂ‘&emyorsemlﬂdbdw riéBleooEQO:xsrfals)earrphleol réhens to step 970

e m me required for
B0 ATNIE BT o1 350 bl SCRonEs Sominues wits
step @odearrirenieved thbabspidtiohdRbFARE cbAtdht G 18B, is a

flowchart illustrating steps of an exenplary nethod

for 10G4Q€] 1 Jhege widlendn Tberaa'qgeetrio\rg appragiaesroratterfbregoing

re re eat
R VSRTBHELS POt R0 By e s OR S G mplomentea
mo@t\mruetmea'; fatms.heThéteforep adlileothis enmdrRiont ﬁae'%égn aescnbed in
ster net wor k devi ce needs to be determ ned

on JMth d,qarg /i gyedniEs thereep Westraadseaps 06 the invention
stulEBhot b8 #initka iﬁ&? ottt mBAMERoNS G BeBoMES S ehlio the

a requester netwo
skilled practitioner upon a study of the drawings, the specification and the

following claims.
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device. In step 930, control determ nes whether an
acknow edgnent (ACK) has been received fromthe

WO epaexset networ k device. If not, control detRPCTHUS6/010474

whet her the tinmer is less than a maxi mumthreshol d
Tthmax in step 934. If true, control returns to step
930. It step 930 is true, control stops the tinmer in
step 940. In step 942, congLplpmget er m nes whet her the
timer is less than a second threshold Tth. If true,
cont Mhatdpalaimaddsivi t h step 944 and sets the status
equal to local for the requester network device. It
step 942 is false or step 934 is false, control

cont il nues AvgyisteratfepdiStbuding coateht e rstwb ks compridthg:
requester netwo devi ce eciual to renote. Control ends

r
in step 951?%@65%?0&&%@}%@ nowto FIG 19, steps
of the mephgeyider r@@%ﬂ% 'o%gwbhﬁmrteéb‘r'ﬁrﬁféﬁfgaf@st W?t'hksald memory

devi ce are shomn e requester networ evl ce
and|w1reie$§ly rasfires nicatese witht @ requesdet netvedrk ndgvide tmanrteqdests a

net wor k devi ce. Wen the restrictions
C%@(%g g'%rﬁ’e content expire at the requester
net wor k defeesin $di@ prodides triRiwBi Welike UgMeRRinERY a dJocal/remote
request access to the content again. If the provi

stadushnf kSG@vW@@UQﬁ*@htF@tW@d@ﬁ@VMGL|iii@13$mﬂ$19a ekeyt weqaest to said

r be fair
RSB AP hALs S B Befopblo R RS 5 16 status
andnecsihep aokey tiwne Gaick néquiattie UNGIWErk RIBVRRS &5 stsféﬁ’d content
tﬁrcrt‘t ter élvvork devi ce may be acceptabl e. @L
W |kerye@ﬂ drasniitssaif enpypied eenrignbby sa rﬁquﬂster network
de@Esr m nes whether the requester network device has
received content with restrictions. If step 964 is
true, control continues with step 966 and stores t he

restricti ntrol sets a counter .. In step
970, Cont?g? %qume% Pf?émr dswherein &ﬁé,d Prw'@@reﬁetywk device at
lcB8Nbh&lof de¢E83 BRY d’éﬂ&tn'ﬂﬁés L fed Ik 6l Qgﬁggﬁﬁﬁhty estimate, a

expired. If false, control returns to st
d@iah@tw%mad@namtaagatesmMe \@ndha stiksetion Ssdintate for a link and

n r_the er ests .the sane conte
o g AR T8 A Bl 5 A0S E T i signa
qiaNfy | estimate, S0t data deteebBiimate, WA alstAi® RS 4And said
networ k device receives approval If true, contro

dirgrtionrAstinatR i n step 986. In step 990, control
determ nes whether Nis greater than or equal to M
where Mis an integer greater than or equal to 2. If

st ep3990 Tlsefa)sﬁem obrChairh ﬂeWhéféintQaludtplfvaéggBetwork device
ntlnu to a e restrictions. In step is
ingfiles A Gt Sy BRI b it fysiem:

4, The system of Claim 1 further comprising said requester network

device wherein said requester network device includes a hard disk drive (HDD)
system,

5. The system of Claim 4 wherein said HDD system comprises:
nonvolatile HDD memory that stores data in a nonvolatile manner
and that includes a user accessible section and a hidden section; and
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step 994 and renoves the restrictions for the content.
[ 00106] Those skilled in the art can now appreciate
wo e@ai10da84 f or egoi ng descri ption that the broadPCT/US2006/010474
teachi ngs of the present invention can be inplenented
in a variety of fornms. Therefore, while this invention
has been described in connection with particul ar
exanpl es £ t ' j : :
Shoul d ndk TBLY Qisk; Hiie (ohiof SAPB) Dokl i iinicates with
said [HDD emanelatjie anemiory, othiah esefdativelydrequests ahd neceivesncontent

P Rpil it idar HenEOR e and TnaCoires 54K rPaudEagitent n saia
higdeti §&1{oP ofHaid h'bl%l'ﬁma 14ODtRBIdr @ networ k,

conprising: nmenory that stores content; a provider
networ k devi ce that comuni cates with said nenory and

bovitee s e SEHALSEORL: YhdteLoMIERAG T SARY feayest to said
prévitier pedvoritedevied, veXit HIBDI et tneddile a8caives eakéy esRiest and
status of said requester network device, transmts a

trapsynitseqy ey tto 1saics BIQyidas iplwpds dedeaudn kesRarisedoqaith kewirequest,
est.ar ' | t . .
whEBHE S eHELBN ol SEod g By sORPLTS S8y R, sl provider
networkygéices & eharppiieerusing saiddayd key and transmits said
encrypted content to said requester network device. 2.
The system of Claim1l wherein said provider network

devize attleapdteN6r ?I‘air”neef RNEPSinadi 1S 'BhaeP nﬁdu(lee decrypts

| east one of a signal quality estimate, a data rat

said téquatséed eontept.ance estimate and a direction estimte
for a link and determ nes said |ocal/renote status
based on said at |east one of said signal quality

est igrat e, THisPstant df 'AhRn & WHEREIR s&idl ©qdesiedE6ntent includes
estimate and Said direction estinmate. The syst em of

usgosi date hekisialsosuridepriovsaidrhiddenportiareof said Aenvelatie HDD

IR s, wh e el R ool F5hicd oA TR RBRR content

unavailable when said usage data indicates allowable use is over.

9. The system of Claim 8 wherein said HDD system deletes said
requested content from said nonvolatile HDD memory.

10. The system of Claim 8 wherein said usage data specifies a
predetermined number of allowable uses.

11. The system of Claims 8 wherein said usage data specifies a
duration of allowable usage.

12.  The system of Claim 3 wherein said DVD system comprises:
nonvolatile memory that stores content; and
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devi ce wherein said requester network device includes

a hard disk drive (HDD) system 5. The systemof Claim
wd2Mhaorshn sai d HDD system conpri ses: nonvol at PCBEUDDG/010474

menory that stores data in a nonvol atile manner and

that includes a user accessible section and a hi dden

section; anda hard di sk drive control (HDD) nodul e

that co Ny ' ' atil.e M, :
that sel et Pus yontot afie (HEP onmaheLiceP Wi "pAY: ponvolatie
mesnmoryp andithat selettivgli rdesives requedthdor sontent frem daid requester
request ed content in said hidden section of said

nﬁUﬂVEI [*®e HDD menory. 6. The systemof Claim5

wherein after sending said request to said provider

net wor k device, said HDD control nodul e receives a key
requést ambet system tef £laivy 12 whetkipr saidddrVbecaniral module

ice in response..to said kev.request. wherein said .
Pl BREERRT b PaLls Slubfde Rolong SRl ffinsaia HoD
si@tem MSrdeteiing S4idely réguésiaoithe ST ¥psieeh usi ng sai d

ey. 7. The systemof Claim6 wherein said HDD control
nodul e decrypts said requested content. 8. The system

of im i [P LORLaNEK A :
usagttat AEnaistol 8F et T RPRRCENE RV MEET sepge said
refuested! comend ad i saidHPIDDesystgmand sslicrleeyn isarateiidd within a
conptrol, mpdul e makes sai d requested content
P %ﬁm'aggéem@n sai d usage data indicates allowable
use is over. 9. The systemof Caim8 wherein said HDD
system del etes said requested content from said
nonvdbat i TheHbBteranafr §laim014 Wiersipssaich DY DG ystem8encrypts said

st geant Batdr soung SR todkaRdy &t e EpiaR system.

wherein said usage data specifies a duration of
al | owabl e_usage. 12. The systemof Caim3 wherein
sai d16vD dhetsystarnop Glaiss 15 ndrereinasdid &\ gonirot mgdule includes

oA A o AR RGO RO B pom .

sel ectively receives requests for content from said

request er _networ k devi ce, ) ) -
17. The system of Claim 16 wherein said usage data specifies a

number of allowable uses.

18. The system of Claim 16 wherein said usage data specifies a
duration of allowable usage.

19.  The system of Claim 2 further comprising a wireless network
interface including a physical layer device and a medium access control device,
and wherein at least one of said physical layer device and said medium access
control device generates said at least one of said signal quality estimate, said
distance estimate, said direction estimate and said data rate estimate.

20. The system of Claim 19 wherein said wireless network interface is
associated with an access point.
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13. The system of Caim 12 wherein said DVD contr ol
nodul e determnes a n anount of tine that is required

wo o0osaersve said key fromsaid HDD syst em af t ePCHERIO6IQL0474
said key request to the HDD system 14. The system of
Cl aim13 wherein said DVD system sends sai d requested
content to said HDD systemif said key is received

RS o R BRI OB o R Bl G drrsing” ™
Cont ent bstoring contatitiy nserhery faLpRVRIEreRE ddvicd: he

HDD system |1ﬁ§ The system of Claim 15 wherein said
DVD cont r Wirelasaly (é)m'ﬁ'é'ﬂt?@é@g Y¥Hya wikgless reasster network device

tHa® i Ssald@nibst: transnitted to the HDD
syst em 17 ke system o't%t Cl aim 16 wherein said usage

dat a specdeteemlmn@ artmal/relfnom bt besaid esquddler ndtrk device;
system of . Cl ai rein sgld ugﬁedatasecifies_a

duration BENEM| tlng g o sg ter natyorlygevice when

s&l FeQURSIEr @mdrkaet/iéétﬁeera REPEBINY a Wi rel ess
network interface including a physical |ayer device

and a nediesgiving akeydmn sald weuiester networkddevide; at

| east one i evi ce and said

medi um acc@érgﬁﬁ'ﬁ?gg C%@Z@*tcvgﬁgﬁ?fgg‘?yeﬁl <3,a| d at | east

one of sairansrhigihey hich! éhorysRti BBhRNt SR Gaf %Qﬂé&er network
estimate, said direction estinmate and said data rate

d@¥¢§-mate. 20. The system of O aim 19 wherein said
wirel ess network interface is associated with a n
access point.2 1. A nethod for distributing content in

a ne22wor kThemqjhoSoh@ialmmfmmamhmtsmgt menory of a
provi der net vvoLk devi ce;, wirel essly conmunicating with

a wirel esd (851,008 &' rRESIaRE HlelemiRing alelgast pBeof a signal
queetiBy éeftlrr%ted aCQiﬁta?%te QRtifiae Nhngi ?adééc%@h%@t d .2 dlrectlon

status of said requester netWork device; transm
egfimalp foeqlisktand sai d requester net wor k devi ce when

said req netvvor ce . has a local, status;

recei vi ng&ezgﬁ‘éW'qq 8?rltd Iler g@Psl#@S\%r% gaigi aideast one of
said Gigrel ignalieéstineaat eaid d\étthftat?@egtnjﬁﬁté, s@ff distance estimate and
said direction estimate.

23.  The method of Claim 21 wherein said provider network device
includes a digital versatile disc (DVD) system.

24.  The method of Claim 21 wherein said requester network device
includes a hard disk drive (HDD) system.

25.  The method of Claim 24 further comprising:
storing data in a nonvolatile manner in nonvolatile HDD memory
that includes a user accessible section and a hidden section;

selectively requesting and receiving content from said provider
network device; and
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transmtting said encrypted content to said requester
networ k device. 22. The nethod of Cdaim2 1 further

w@epnizsng: at | east one of receiving and detBCTUSI0Ng010474

at | east one of a signal quality estimate, a data rate
estimate, a distance estimate and a direction estimate
for a link; and determi ning said |ocal/renpote status

| i d.si I | i . :
ot mat e, B 5al E v ERE PoBLE 12, F3 R bloton of said
neavolatileedHBDdmeaiaty.di recti on esti mate. 23. The net hod

of Caim2 1 wherein said provider network device
includes a digital versatile disc (DVD) system 24.

The tho f ' : ree) [ . ester network
devi gg' i ngpgégghgﬁh%ggéwgg fgttﬁ%'z&%rﬁﬂﬁﬁﬂg'yst em 25.

The met hodeasfividy aa rke@4refqueshandctrapsinitiimg a ke9riongaid provider
dﬁ\tglakic{%‘ a nonvolatile manger i n nonvol atil e HDL rrem)r¥ )
NPHRTKGRYIGEIBSe8Pse o Raid ey ppquesd @itep sending said tramiest to said
pRRAdraBtwoft @6VitdeAnd r equesting and receiving content

fromsaid provider network device; andstoring said

request edepenyptng said sefdested comtardcrsceivedf by aail HDD system
e ry. 26. The hod of Claim 25
frﬁ ﬁf%[ﬂé%tr%\gﬁ%{%%m?é@&'@f"ﬁ'@ga%{ﬁ ®¥-equest and

transmtting a key to said provider network device in

response to said key request after sending said

requéét tghgamﬁtbﬁ@vpﬁe&%t wor luidleen comptising decrypting said
r L%%Yéﬂéf:&ﬂeﬁ?ﬁgl § SARERS d content received by said HDD
&;:{)stem rom sala provi dér network device is using said

key. 27. The nmethod of Claim 26 further conprising

decrypting said r ted content using said key. 28.
The fiét hoghﬁfm@hﬁﬁ%?gga'ﬁh?@ hetherRammRrising;: i ncl udi ng

gz;’ige dat W dify ©3hfe R4 Siith 8@t cdrtei! #at'¥ A4S Mriti8n to said
hidden portion of said nonvolatile HDD memory; and
making said requested content unavailable when said usage data

indicates allowable use is over.

29.  The method of Claim 28 further comprising deleting said requested
content from said nonvolatile HDD memory.

30. The method of Claim 28 wherein said usage data specifies a
predetermined number of allowable uses.

31. The method of Claims 28 wherein said usage data specifies a
duration of allowable usage.

32.  The method of Claim 23 further comprising:
storing content in nonvolatile memory of said DVD system; and

receiving requests for said content from said requester network
device.
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hi dden portion of said nonvolatile HDD nenory; and
meki ng sai d requested content unavail abl e when said

was@gaodst a i ndi cates all owabl e use i s over. Z2BCT/UR®06/010474

met hod of Claim28 further conprising deleting said
requested content fromsaid nonvolatile HDD nenory.
30. The nethod of C aim 28 wherein said usage data
speci fies a predeterm ned nunber of allowable uses. 3
1. The nethod of O ains 28 wherein said usage data

specB8i esThednetodwf Cihinal32cwrhbecompeisingdeterthifing an amount
im. 23 further conprising; storing content

Of'ﬁmﬁo'ﬁlegrsaﬁqugeﬁéﬁdegewe S5l §epoT §Sick DB sistern after sending

sHigqR Vrb Jeét8BYRS d content fromsaid
request gr net\/\nrtﬁ)d‘ﬁ 3. The nmethod of C aim 32

further conprising determ' ning an anount of tine that
' fromsaid HDD system

i nin
ot t P s endiin g el 4t e qadifienc TR D sepginareaig Aequestod
cdritentes hedd ¢DO ajster® if HAINREY GO MRELR/ PH fjfﬁkegg@%&&m.ned

requested content” to said HDD system |

PerR®Ei ved within a predetern1ned peri od. 35. The met hod
of Claim34 further conprising encrypting said
request ed content before sending said requested

cont&ht tThe hmetiid syistGEIM 364 Tlithareicbafriing é}ﬁdﬂ/ﬁ%g said
furt&gj[ ? rising including usage data in said
rEOUGEIESk et Qfﬁfe sonding said reauastedapntenttthdheBDD system.

system 37. The nmethod of C aim 36 wherein said usage
data specifies a nunber of allowable uses. 38. The

met h3@) oka‘Bb aieth86 ofidiaiai essanmbwc&g r:ﬂﬁ%@gﬂ@?ﬁ us%eéhata in
od o

i on a e, usa
ai(lj'fr %ﬁlﬁ‘%‘? H);?F?ﬁ%ﬁés "ae»?fg'ﬂtﬁ%tpﬁaemlpwyﬁteans. gnal
recei ved from sai d requester network device has been
transmtted via R repeaters, where Ris an integer
gr eadlr t Hag method of Claim 36 wherein said usage data specifies a

number of allowable uses.

38. The method of Claim 36 wherein said usage data specifies a
duration of allowable usage.

39.  The method of Claim 21 further comprising:
determining whether a signal received from said requester network
device has been transmitted via R repeaters, where R is an integer greater than
or equal to one; and

determining said local/remote status based on whether said signal
has been transmitted via said R repeaters.

40.  The method of Claim 21 further comprising:
monitoring a number of times that said requester network device
receives first content with restrictions; and
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or equal to one; and determning said |ocal/renote
status based on whether said signal has been

WO e@aam4st ed via said R repeaters. 40. The net hOTUSI006/010474

Caim2 1 further conprising: nonitoring a nunber of
times that said requester network device receives
first content with restrictions; andsel ectively

renovi ng | d. ictions_f.0 ' i £ st

e o e AL S ot (s hE AR when
sdifhhagtyer of GiAied exdaads WMéimes, vhefdi Byat iegdr debaiemttian one.

wherein said provider network device determ nes

whet her a signal received fromsaid requester network

devi h a ' dq Vi : t -and ;

ot &F i o2 AR qeg /el 1, WerSid 3BT FoRicRY hotwork deviee
determinesgwhétheas bigeal teceivad fropd saidarespiedtdr medpeak elevice has

where R is an integer greater, than or .equal,to one
beg trgpenitinet Wb oRaate A dsiegTines-sid faclicemefe Status based
o FheRHEr <ty b@‘hal‘fﬁﬁ(éj 1REA tArRHITREd vif sditl PR PeidtRbrsS Wh%rr]e Ris an

requester network device receives first content wt

integer igreates iaradidequalto peAoves said restricti ons when
sai d nunber of tines exceeds Mtines, where Mis an
i nt eger greater than one.

42. The system of Claim 4 wherein said requester network device
monitors a number of times that said requester network device receives first
content with restrictions and that removes said restrictions when said number of
times exceeds M times, where M is an integer greater than one.
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