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The present invention provides a systemfor the
aut hentication by a card-issuing financial institution
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(54) Title: SECURE PAYMENT SYSTEM

Choose operating mode 1

Customer enters card and

PoP device communicates customer payment
details to PoP gateway in secure manner.

| ‘Transaction

PoP gateway transmits funds transfer
message to customers’ card issuing bank.

Dectined PoP device
informs customer
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‘ Transaction Accented

Method of Operation? |

Authentication

Static card number
replacement

Dynamic card number
replacement

Transmit
authentication
information back to
PoP device.

Determine static
card number and
transmit to PoP
device.

Generate dynamic
card number and
transmit to PoP
device.
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Derive proof from
authentication
information and pass
to requesting
application.

Transmit replacement card details to
merchant, either automatically or by
displaying them to the user. The merchant
uses these in a standard transaction.

|

Transaction is sent from the merchants’ bank
to the PoP gateway via the inter bank

The PoP gateway removes the replacement
card number, inserts the customers’ real card
number, and forwards message to card Issuer.

The funds transfer request is completed by the
card Issuer and a reply is sent to back to the
PoP gateway.

PoP gateway re-installs the replacement card
number in the reply and forwards it to the
merchanis’ bank.

I

Merchant receives the response from their bank
and finalises the transaction accordingly.

End Transaction

(57) Abstract: The present invention provides a system for the authen-
tication by a card-issuing financial institution of identifying informa-
tion of a card-holding user of a public data network, including: a se-
cure data entry device connected to the public data network; and a gate-
way device connected to the public data network and to a private data
network used for transmitting messages between financial institutions;
wherein the secure data entry device includes means for the user to en-
ter identifying information of a card issued by the card issuing financial
institution, and means for transmitting the identifying information in a
secure manner over the public data network to the gateway device; and
wherein the gateway device includes means for transmitting the iden-
tifying information to the card-issuing financial institution and for re-
ceiving an approval response from the card-issuing financial institution
over the private data network; whereby the approval response provides
authentication of the identifying information by the card-issuing finan-
cial institution.
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secure manner over the public data netvvork to the
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