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BACKGROUND

[0001] Financial transactions, such as credit transactions,
debit transactions, loyalty card transactions and the like, rely on
message and data exchanges between participants (e.g., members,
merchants, associations and users). T raditionally, such transactions
have been performed over private networks and have used proprietary
protocols, which reduced the likelihood that transactions were
compromised.

[0002] The Internet and other more recently utilized access
devices, such as mobile phones, PDAs, vending machines, set-top
boxes and the like, have offered added convenience for users desiring
to perform transactions. The number of such electronic commerce
transactions is growing as a result. In connection with this growth
trend, the threat from fraudulent transactions over the Internet or in

conjunction with such access devices is also likely to increase.



[0003] For example, when data, such as a card number, expiration date, data
contained on a token and/or cardholder personal data, is transmitted over a

nSYRSIK” B iR authorized individual could intercept the data. FhE Raviaea

might attempt to 5 use the intercepted data to perform a subsequent
fraudulent t idrPISifEBle datagprolatiedsuyeh esrsgmel toianiperchant
might be used by the merchant and/or an employee of the merchant to
perfoffiPAratissedatht defadimenaingssaatinriobataandr arcerablldetid not
intend to be publicly available can be obtained in 10 other ways as well.
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and/or merchants perform such operations indepen of authentication
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merchants are typically required to possess all authentication data for a

consuyaieih &t diDibis Henmat ahe fﬁ%ﬂi@%ﬁ%ﬁﬁl&”&% YedbBthed in
2007/118178PCT/US2007/066114 party to whom the consumer has provided
lioformgdilanytoysakestéie. information available to the payment processor.
Accordingly, the data may be intercepted at the time it is made available to

the paymerdO@@dkssocordingly, participants in payment transactions, such
as payment processors, consumers, issuers, merchants and the like,
have sought to reduce the amount of transaction-specific and/or
participant-specific information that is transferred during a
15 transaction and is readable by an intercepting party. As such,
payment processors may verify a transaction based on publicly
available information, dynamically changing information, and/or
encrypted information.
[0005] One problem with conventional proprietary payment
20  processing operations is that payment processors and/or merchants
perform such operations independently of authentication providers
and data providers. As such, the payment processors and/or
merchants are typically required to possess all authentication data for

a consumer. Obtaining this information requires the consumer, or a



5[0006] Another problem facing payment processors is that they do not have
access to consumer history data that could be used to enhance a urchasing
e%%ﬁ@ﬁ@é?%fthough a merchant may have access to consurhel butdHA¢ey
made with the merchant, the merchant might not know of a particular
consREY parefEn g sarsase ohao pwdessei feadatipa differsdte the
merchant because the merchant does not have access to a complete
constiMerpatirsrailnbisre tikersangr aarserrar midpraistibslawhe data
that the mﬁrchant provides certain goods or services that could be of use to
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and/orrarclgghegmerchant. As such, neither the consumer nor the merchant
may fealize e maximum possible benefit from the transaction. [0007]
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portion of the transaction. Providing an escrow service removes the
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Numerous problems limit the use of escrow services in 5 consumer
lPanspotiochssEonexdmpte; dsfroansariees havbaenventionalyiasiiredoes
selection of a third party escrow service and agreement between the
constivteharil aneesiidot 2ocosepdstrowrsanvicasp Andoading)\hisseref such
escrow services requires significant discussion between the parties that
typickiilfeIoes dtcoeenpumer might not be aware that the merchant
provides certain goods or services that could be of use to the
consumer in conjunction with prior purchases from the merchant
15 and/or another merchant. As such, neither the consumer nor the
merchant may realize the maximum possible benefit from the
transaction.
[0007] Another problem is that payment processors lack the
ability to perform buy-time initiated escrow functions.
20 Conventionally, payment processors perform non-face-to-face (i.e.,
remote) transactions in either a pull model in which the merchant
initiates a payment card transaction, or a push model where

consumers pay the merchant “cash on the table.” In either case, one

party assumes all of the risk for the transaction and has no assurance



10 Moreover, automatically inserting an escrow service in a payment process
is infeasible using conventional payment processors even if such services
aPX(H%OéWébSW one or more of the parties. An additional problgﬁTWﬁﬁoom“m
conventional escrow services is that they can be confusing and expensive to
use. BEHIRGDSFPAEY Yt amrclndlieirenpeies @b sdrAnss atien.
available for transactions. In general, inconsistent use of escrow services can

resull TOTACHBE Ry FREHAE 550815 oS 5&?39%@??% fﬁ%?dﬂ&‘?ﬁspmy to
opp IS o St S Bl R EOHEHAIBRIn 20 A srvice as part ofa
be asked 1190 e P e Pt tenbiy e inees i
e e D estet o

SUPPLOUEAORARLEIIGRGT LIRROR RO inBpRsien e LG
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merchant must provide a way to access and return from the enrollment site.
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to the merchant, the possibility that the information is intercepted increases.
In additions hennerchedtt ishdigadvrstanat fhetanse die ORIWBERIS NOW NO
longer located at the merchant website and can more easily abandon the
1Pansdctiony¢010000h X etdlyothseqiinglem evithenralimentiat £qryentanal
enrollment sites is that such sites can only enroll consumers that opt to enroll.
Accordfitsiss éonsinaeitilfforsingavthvantobtdipedment gnvertonss even if
enrollment sites is limited as compared to the information that could be
obtam@qf%qwq\@%&ﬁﬂm|g more of the parties. An additional

problem with conventional escrow services is that they can be
confusing and expensive to use. Consumers are also typically
15 unaware that escrow services are available for transactions. In
general, inconsistent use of escrow services can result in increased
fraud exposure for both consumers and merchants.
[0009] Payment processors also typically do not provide a
merchant with the opportunity to automatically enroll a consumer in
20 a service as part of a transaction. In conventional online enrollment
processes, the consumer could be asked to enroll at a separate
enrollment site. Alternately, a consumer could be transferred by a
merchant or a payment processor on behalf of a merchant to a

separate enrollment site. The consumer is then requested to supply



15 performed. [0011] Conventional payment processors require consumers

to submit a particular identifier, such as an email address, that is specified by
a W aHE b the payment processing service in order to ideﬁﬁfv 2007/066113
consumer. However, the consumer might not desire to 20 supply an identifier
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to transfer a balance from one payment system to another. Conventional

servieasrstesailybalanoésrothiengssdrading/bartering value are only able to

use stored balances or funds for actual

10 [0010] Yet another problem with enrollment at conventional
enrollment sites is that such sites can only enroll consumers that opt
to enroll. Accordingly, consumer information that is obtained via
conventional enrollment sites is limited as compared to the
information that could be obtained if enrollment were automatically

15 performed.

[0011] Conventional payment processors require consumers to
submit a particular identifier, such as an email address, that is
specified by a merchant or the payment processing service in order to
identify a consumer. However, the consumer might not desire to

20  supply an identifier of that type. For example, some consumers might
not have an identifier of the particular type requested (e.g., the
consumer might not have an email address). Moreover, the consumer

might not desire to provide a specific type of identifier due to privacy

and/or security concerns (e.g., the consumer might not want to



15 purchases. Extracting value from such systems into external systems,
such as bank accounts or disbursement checks, has been a cumbersome
ppggezggw i &tEn processes have been available at all. [0013] P A NEKaE
is a method and system for performing a transaction that limits the amount of
inforrRBEBH fedjuirdad pedrotratmste el diringhhecdapracticticl thqooid] A
need exists for a method and system for restricting the amount of sensitive
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consumer.
particular type of identifier might be sub-optimal for a particular
channel (e.g., an email address may be appropriate when purchasing
goods over the Internet, but may be cumbersome when purchasing via
a mobile phone). Other reasons for using one type of identifier over

10  another are possible as well.

[0012] Payment processors also do not typically permit a
consumer to transfer a balance from one payment system to another.
Conventional services storing balances of funds or trading/bartering
value are only able to use stored balances or funds for actual

15 purchases. Extracting value from such systems into external
systems, such as bank accounts or disbursement checks, has been a
cumbersome process, if such processes have been available at all.

[0013] What is needed is a method and system for performing a
transaction that limits the amount of information required to be

20 transferred during the transaction.
[0014] A need exists for a method and system for restricting the

amount of sensitive information made available to the merchant or an

unauthorized third party during a transaction.



100171 A need exists for a method and system for providing flexible
authentication to a consumer based upon the payment method and%@e of

v&lmégﬁ%ﬂsﬁésrmitted by the consumer. [0018] A further need XISy goeti

method and system for 10 providing an escrow service automatically for a
payment trd@SBEBbr\usrgl £ ssitviderptatforthod afoDwitThe foresshematically
disclosure is directed to solving one or more of the above-listed problems.
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using a service platform.

[0019] The present disclosure is directed to solving one or more

of the above-listed problems.

15 SUMMARY
[0020] Before the present methods are described, it is to be
understood that this invention is not limited to the particular
methodologies or protocols described, as these may vary. It is also to
be understood that the terminology used herein is for the purpose of
20 describing particular embodiments only, and is not intended to limit
the scope of the present disclosure, which will be limited only by the
appended claims.
[0021] It must be noted that as used herein and in the

appended claims, the singular forms “a,” “an,” and “the” include plural



10 mentioned herein are incorporated herein by reference. Nothing herein is
to be construed as an admission that the invention is not entitled to antedate
sUER Wi fe by virtue of prior invention. [0022] A serv})cfgﬁ%’t?gwﬂm
may facilitate payment transactions when a consumer shops at any of a
pluraliffesFBRFoHBACRTe RS A B as Tiasbhviei plasfoihariisbe Providderby
the bank with which the consumer maintains a transaction card account
and/SPBYIRE oSGERh that SpRRsRe PR tasBrlfs A dueBsUt BYREEm,

such as Visa, MasterCard, American Express and the like. Numerous
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enhanced privacy because Sensitive information may be stored only at the

servige Matforae@ed spaydiah pe cammprsicaiethinieomeralastedi vigan 5

insecure data channel. Enhanced privacy and security may result because
the infanthatien devideed 4o procassithe Hansaciiarhashaeagy pranimadms
available to the service platform as part of the enrollment process for
16btaining e tduhsaetiomoaid.chr polditied Hbre nohsursgiraray:beNegtiiigd to
submit less information during a 10 transaction because particular
inforexiin, isushtes ahisping dddressedmisgidie idtetadhatithestinticss not
platform. The service platform may also provide an escrow service that
enabfédithednie rRtefiaissyeh disclosure by virtue of prior invention.

[0022] A service platform may facilitate payment transactions
when a consumer shops at any of a plurality of enrolled merchants.
15 The service platform may be provided by the bank with which the
consumer maintains a transaction card account and/or by the
association that operated the transaction card account system, such
as Visa, MasterCard, American Express and the like. Numerous
advantages may result from the operation of the service platform. A
20 merchant may receive enhanced data regarding the consumer from
the service platform when performing a transaction because the data
may include consumer information retrieved from each enrolled
merchant. In addition, the service platform may perform an

authentication process for the transaction, which may eliminate the



consumer to verify that the transaction completes appropriately. [0023] An
additional feature of the service platform may 15 include automatic
enrBIfEt i fvnich the consumer is automatically enrolled inthe/Lepifggeet 4
platform when first performing a transaction with a participating merchant The
autor&6e & dimanerRBy PetparrorMitt shgserBieRatiCH anaastippieally
provided by a consumer during a financial transaction. Such an enrollment
procdSS RGP VBB oSV HIE PSRl £ aiRierrRRRAEE REIREY

any qther service usin% such information. L0024] Other advantages may
I
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depicts a flow diagram for an exemplary method of facilitating a financial

transagtioNrasaensiagdesaesnadimenintaiRAzAdteure2 depicisfillovh, the

diagram for an alternate
consumer may be required to submit less information during a

10 transaction because particular information, such as shipping
addresses, may be stored at the service platform. The service platform
may also provide an escrow service that enables the merchant and the
consumer to verify that the transaction completes appropriately.

[0023] An additional feature of the service platform may

15  include automatic enrollment in which the consumer is automatically
enrolled in the service platform when first performing a transaction
with a participating merchant. The automatic enrollment may be
performed using information that is typically provided by a consumer
during a financial transaction. Such an enrollment process may be

20  used to enroll a consumer in a payment service and/or any other
service using such information.

[0024] Other advantages may include flexibility in selecting an
authentication mechanism, flexibility in selecting a consumer

identifier, and the ability to offer balance transfer promotions to a



exemplary method of facilitating a financial transaction according to an

embodiment. 100281 Figure 3A depicts a flow diagram for an exem Iar}/
altOraid Bhfdliment process during a financial transaction aBEEEfHﬁ%&“i’ fa!
an embodiment. [0029] Figure 3B depicts a flow diagram for an

exenfIBAIMghaial araatisedbhcrenaiioniaicesns|prentstms Beese and
perfonned according to an embodiment. [0030] Figure 4 depicts a flow
diagrafR 68N FXEHRBRRIR0TRTRIHOM 6 BrevidfiEcasnbnasbEharkioadconiatony.

data to a merchant during a financial transaction according to an

embodiment. [0031 e%%%ﬁ&ggﬁwaa%% |§|plary
method of ining an authentication seryice for, a transaction according
to an emboiﬁr&sgﬁi. ‘Sggeﬁb%)?&h/efl%'ﬁ%%ﬂgg?mﬁﬂtagefdﬁﬂqﬁgure
depicts a flaw diagram for an exemplary method of automatically providing
e B B Rl a et

SDE%@%%S IIQI#QM an Wgsd gg‘rvefi]rlltgl_token may include,

for example and without limitation, a‘transaction card and/or a portable

device that RSB spiarRali o piRed JomaToHILAKRTsR oD, SR @
primary account number, a name of a cardholder/tokenholder and the fike.
10[0Q8éiHy raTsastion awMmayineluder 0L 8XamP8BMding to an
embodiment.

10 [0027] Figure 2 depicts a flow diagram for an alternate
exemplary method of facilitating a financial transaction according to
an embodiment.

[0028] Figure 3A depicts a flow diagram for an exemplary
automatic enrollment process during a financial transaction according

15 to an embodiment.

[0029] Figure 3B depicts a flow diagram for an exemplary
financial transaction after automatic enrollment has been performed
according to an embodiment.

[0030] Figure 4 depicts a flow diagram for an exemplary

20 method of providing consumer purchase history data to a merchant
during a financial transaction according to an embodiment.

[0031] Figure 5 depicts a flow diagram for an exemplary
method of determining an authentication service for a transaction

according to an embodiment.

10



without limitation, a credit card, a debit card, a smart card, a loyalty card and
the like. 0035] A portable device may include, for example and without

ittt ¥ Hérsonal digital assistant, a cellular phone, or an)?gﬁ/\%%zi /066114
device that contains information used for performing a transaction. [0036]

In an embodftR8H FisureSpismicts malpwethestathdivactly byeanplevchant
or may be operated as a hosted service on the merchant's behalf. If a
constRfsP R CEArYIRBAtifR e rEaKidEglatorAeraTe Sengideriay facilitate a
streamlined checkout process. If 20 the consumer has not enrolled, the

servitE S AN AL SISR P AT ERBDPPIAEYs to occur and may

automatically enroll the consumer in the service during the checkout process.
In this manner, the consumer may engage in a streamlined transaction using

o seice 10 20071151 ERC VSRR BRI o v

consumer performs subsequen ransactions w

participalingguashat - JORFTLFIIE L AeRists Adondiaran o gn. .,

exemplary method of facilitating a fmancial transaction according

embogiment AmRRRINA I QWL (.5 QTSI PSY INHAE B R vice that

transaction by entering a checkout stage. For example, the consumer may

check&iutialRS fravhamershants Wek StealelsaieaipR NS RN S F R Sary

for purchase. Alternately, the consumer may select a product and/or service

for purchasetusingleeporabiendeyvice cubibb i saleesannay iitiatathgke.
disclosed payment process. Other methods of entering a checkout stage may
181so be perl6®3et] withiniisactopeafdhisdiselosute, for {3a38pEhend
consumer may be requested to enter a consumer identifier as part of the
checkatinprddésdtathencenstedér édedtifiedebit card, a smart card, a loyalty

card and the like.
[0035] A portable device may include, for example and without
limitation, a personal digital assistant, a cellular phone, or any other
15  device that contains information used for performing a transaction.
[0036] In an embodiment, a service platform may be hosted
directly by a merchant or may be operated as a hosted service on the
merchant’s behalf. If a consumer has enrolled with the service
platform, the service may facilitate a streamlined checkout process. If
20  the consumer has not enrolled, the service may allow a traditional
checkout process to occur and may automatically enroll the consumer
in the service during the checkout process. In this manner, the

consumer may engage in a streamlined transaction using the service

11



15 may include, for example, and without limitation, an e-mail address, a
mobile telephone number and/or any other identifier that uniquely identifies a

cOHeIMENShdor a consumer's household. [0039] The meérchanteiaset

the merchant website may submit 110 the consumer identifier to a service
platfditierah BhBb i sAn2ass febipisB AUl ant donsaassiodeifibr
to the service B{%{orm may be performed over a public network, such as the

IntertBEARGTGPAR i RF AR LI BR BrHE B RA RE-Ed@Bthission 110 of the
consumer\}\fg&%r tg the service platform may be performed over a private

network. 7HEI R b SRRSO A SH 8 B THe SR Btatform

may receive,the consumer identifier and determine 115 whether the
consmIJrrlﬁglr1 It e(r)lﬁ %(fﬂllzt%ton %?ﬂlevﬂﬁ]iﬁqgrféﬁ?cglﬁﬁt%ﬁﬂr HL8THf the

nsumer | gi ris_not in the service platform database, the. merch ay
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C
and the consumer identifier ffom the consum P consumer

identifie, napx he Javpssed acatodBe aaricewlasion Qﬂ@béa%éﬁr?%e&ﬁ% Br

new entry for the consumer. 10[0041] Once the PAN and consumer identifier

haverheen iteerives. Hhg dnardantivay.ietrasic 30Hbahibe sRRsWBEL: a

authenticate the transaction and create a password for the service platform,
whiclpisderviaitddd do seevservice plattormdlatahase pddetarninaiion way ke
made 135 as to whether the consumer has paid
10  selection may initiate the disclosed payment process. Other methods
of entering a checkout stage may also be performed within the scope
of this disclosure.
[0038] The consumer may be requested to enter a consumer
identifier as part of the checkout process. The consumer identifier
15 may include, for example, and without limitation, an e-mail address, a
mobile telephone number and/or any other identifier that uniquely
identifies a consumer and/or a consumer’s household.
[0039] The merchant and/or the merchant website may submit
110 the consumer identifier to a service platform, In an embodiment,
20  the submission 110 of the consumer identifier to the service platform
may be performed over a public network, such as the Internet and/or
an intranet. In an embodiment, the submission 110 of the consumer

identifier to the service platform may be performed over a private

network.

12



15 with, for example, a token device. If so, the password may be
authenticated 140 by a token issuer. If not, the password may be
altRentickitd®ias by the service platform. The consumer ma Ghenparosetd

requested to provide 175 a shipping address as described further below.
20[0042] T@éﬁﬂ dTbgséwaenPé?%@%% refGis s sensHEngRddentifier

authenticated by the opriate entity as described above. In this manner,

the cgﬁéua#ﬁeé?lmiéyﬁgi%rc%%bﬁ %‘%ﬁ?&?ﬁﬁrﬂ% Wb Fidasontitishse
for future transactions. WO 2007/118178PCT/US2007/066114 100431 )
Return %l?o%hsg S RIRURsH i%o% %‘%%vﬁ?etrﬁe‘k{%ﬁec883};‘ﬁﬂ% r efﬁtiﬁgrslérﬂ% n
platf daahase; h Ir registered with .the service
platfg]ri%, a detergiﬁgﬁﬁcﬁﬁgﬁ%’ %%gclfr%sd(afrlnaé?tign p?aYylnnlét oringrocess 120

teansaction with & tpkens .6 0ARISIRREYEL Q" Oﬁb%féizggigﬁé tXﬂ%eH}g%}i%gt

provider may be made 150. If so, the transaction may uthenticate

by thentkesjssyehinalctie-tEApsactiQR mayReahentcaipd kP a.hy the

service platform. [0044] A determination may then be made 165 as to

whethendrthe desiiadianipping Rddgssumstorethwititha sepries platform
database. For example, the consumer may be requested to select a shipping

addrederitdinrartisiydb pfevioasteduppbed shipping rddsesses ithe.Basikad
shipping address is present in the list or is
create a new entry for the consumer.

10 [0041] Once the PAN and consumer identifier have been
received, the merchant may request 130 that the consumer
authenticate the transaction and create a password for the service
platform, which is forwarded to the service platform database. A
determination may be made 135 as to whether the consumer has paid

15  with, for example, a token device. If so, the password may be
authenticated 140 by a token issuer. If not, the password may be
authenticated 145 by the service platform. The consumer may then
be requested to provide 175 a shipping address as described further
below.

20 [0042] The stored password may be used in future transactions
and authenticated by the appropriate entity as described above. In

this manner, the consumer may be encouraged to enroll in the service

platform database for future transactions.

13



otherwise available for selection (such as if the desired shipping 15 address
corresponds to the billing address associated with the entry in the service
pl‘gﬁ 7658[57t§ase), the consumer may select 170 the particuPa(fTéﬁFﬁE)W{ po114
address from the service platform database. If the desired shipping address
is not preselOfd] cBsEumERLY hevatemmnagrbb? sippisthsadieas to
the merchant. The meychant may 20 forward the shipping address to the
serviC& pratHBh }W&E’%ﬁ%‘&% RIS RSk hARG: d&&gés%qﬂ%%é R

platform database. 0045], The seryice platform may optionally initiate 185
an esacjrpc()%v‘?\l/%§7eF\E/:i%les.t Fof e‘i‘(ﬁrﬁr} & the 86 R/R% (A8 A fAy SBEYS H?é“a??

f h le,th t. In thi (@)
b ot A U T el S A K 8
i ice. A
rryMenivilkbs-Beads far &@ﬁ&%g%@}g%@@%?@%{&ce aglnéae made

exemplary escrow service is describe igure W.

1004450 herseyvigs: R ey AR 83S180 e Pavmens 56,0 thE token

transaction and provide confirmation to the merchant that the payment has

beenigsocessathdiheHransaaioniBiav e heompREH IR IP960 Figtie 2

depicts a flow diagram for an alternate exemplary method of facilitating a
finanstaiii@npactfornaccording to 10 an embodiment. As shown in Figure 2,
the merchant may provide a hosted gateway to the service platform at
checkout in¥@detbf Anteractinopatthrthesetviea platfomde IDaBissnarineiciher
amount of data transferred between the merchant and the service platform
18hd tHeeainsimtioflippingaaddavaiials|stortiiewidronahe diegethe piatfeach

database. For example, the consumer may be requested to select a
shipping address from a list of previously supplied shipping
addresses. If the desired shipping address is present in the list or is
otherwise available for selection (such as if the desired shipping

15 address corresponds to the billing address associated with the entry in
the service platform database), the consumer may select 170 the
particular shipping address from the service platform database. If the
desired shipping address is not present, the consumer may provide
175 the proper shipping address to the merchant. The merchant may

20 forward the shipping address to the service platform, which may
record 180 the shipping address in the service platform database.

[0045] The service platform may optionally initiate 185 an

escrow service. For example, the service platform may set aside an

amount of money from the consumer to enable the payment. In this

14



15 be substantially reduced. [0048] As shown in Figure 2, a consumer may
initiate 205 a checkout process. A merchant and/or a merchant website ma
redffet 218 e consumer to a service platform. The consumEF%W@Jﬂﬁq 4
215 a consumer identifier directly to the service platform. The 20 service
platfdRATMRSY dée mfkelzot Wit testedndiricpausiantovit rforadtdar
entered in a service platform database by comparing the consumer identifier
with VR BYETbRRE th eI BF hidhe (RI a5 Asi enthBsc B RIgRi @S pratfossTvice

databa;g m%&tgrmi e 225 whether the consumer has paid with a token. If
s0, a' PasSE 1y 1575865 /19 §1885€/D89807/066114 be authenticated

230 byato#& issuger. If not,.the password may be authenticated 235 by the

service pla oﬁr#ﬁh%ﬁgo%%ﬂvrﬁ:&# ?ﬁ%h‘B%yr&dﬁggFe’*d%%bﬁkﬁmat for
ippi res described further below. 5[0049] Returning to the

e B R SRRt B A B O ene

data*f?a%ﬂniéﬁb%&@@@H%&@é@éﬁ%@%&%@e&%ﬁ %9%,.8 N?‘gf% |atiorm

database, a determination of whet e consumer IS paying e

transggipn with a token- enabled product may be made 240. If so, the
transaction may be 10 authenticated 245 by the token issuer. If not, the

transactionjgex e mgmetEa6918@£n5%&§%€&&%famm@%glé

determination may then be made 255 as to whether the desired shipping

addressisdtotedheithia ibefseiNieeipladoimegiiaasen Easexamplerthag to
consumer may be requested to select a 15 shipping address from a list of

1Previaustynduphtieehs hipirsh addrés eigdith 2 désirecesbippin graddiasside a
present in the list or is
hosted gateway to the service platform at checkout instead of
interacting with the service platform. In this manner, the amount of
data transferred between the merchant and the service platform and
the amount of data made available to the merchant directly may each
15 be substantially reduced.

[0048] As shown in Figure 2, a consumer may initiate 205 a
checkout process. A merchant and/or a merchant website may
redirect 210 the consumer to a service platform. The consumer may
submit 215 a consumer identifier directly to the service platform. The

20 service platform may determine 220 whether the consumer has
account information entered in a service platform database by
comparing the consumer identifier with values stored in one or more

database entries. The service platform database may determine 225

whether the consumer has paid with a token. If so, a password may

15



otherwise available for selection (such as if the desired shipping address
corresponds to the billing address associated with the entry in the service
pl‘gﬁ 7658[57t§ase), the consumer may select 260 the 20 part})&ﬁﬁ%ﬁqaﬁﬁﬂ“
address from the service platform database. If the desired shipping address
is notSreseherks sk AR hmay tekside 269 the pripshsinpsijcaddress o
the merchant, The merchant may forward the shipping address to the service
platfdthtAGRIRAIRY 2800 Ry 376 a8k piagiatireddih tAB SERfEcPRtdIAR
datahase. WO 2Q07/118178PCT/US2007/066114 100511 The service
platform Ay ShEAAAIRFMRteZER a5 uphBie sddicssms dsarmied tharther
servi e %I\%tform may set aside an amount of money from the consumer to
enable % e payment. In this manner, the merchant may be certain that
Rryment Wil B12 9. (8 Rille @S0 3RS OGNS ANSY BPVICEAR e
exemplary escrow service Is described in réference to Figure 6 below.
(0052 HhesrviceRafloun gk BigeRsn R0 Raxment (e ransacon,
and provide confirmation to the merchant that the payment as been
Procegsesty eSABSATUPRIMAN BER RYMIRIBH d8PahasdORRIEIGHIR-Son
depicts a flow diagram for an exemplary automatic enrollment process during
a finajfeiah s actiopALAAINGI D AR BERAINE Ata ASSIM W FIGUk3A. a
consumer may initiate 305 a checkout process by entering typical checkout
informatibledl prsubivasialy dreailadd®se, aielephene-anmheion eradibeard
# (i.e., a PAN), a shipping address, a billing address, a card verification value
1&hd/erdtirerticfoied=®id . By dinestohennmssualsolé niet, aloonsunaicidentiias be

such as an email address, a phone number, at least a
authenticated 250 by the service platform.

[0050] A determination may then be made 255 as to whether
the desired shipping address is stored within the service platform
database. For example, the consumer may be requested to select a

15  shipping address from a list of previously supplied shipping
addresses. If the desired shipping address is present in the list or is
otherwise available for selection (such as if the desired shipping
address corresponds to the billing address associated with the entry in
the service platform database), the consumer may select 260 the

20  particular shipping address from the service platform database. If the
desired shipping address is not present, the consumer may provide
265 the proper shipping address to the merchant. The merchant may
forward the shipping address to the service platform, which may

record 270 the shipping address in the service platform database.

16



portion of a social security number, at least a portion of a home or 20 billing
address, a user-defined login name, an employee number, an identification
nOFEY4HBIG} the like, and the service platform password fol tHE CAHL(sreH

The consumer identifier may include partially or completely public

information[$ORL]cahsursalige MinEPIHRIGaRS prHRe Mg iRl 3F5 an
authentication identifier may also be WO 2007/118178PCT/US2007/066114
provided BHSEF B6hRs Mg SRS < e A6 hR Bt WithaY tRet ks 8n

the inventior]i. IP some ¢ ses,ﬁittle checkout informgﬂgn %nd the information
provided AL e BaPtmE P PR SRS et R e Re¥ LGy JRehis

e S A R R

transaction. merchant may receiv onn

igitially, pracess.319 8@5@&2&%9 g&axsg.ﬂ%[gi%%ﬁgﬁf- punng.or after .

the payment process, the merchant may reque consumer

provige £ nassweid fIra-SaRdGS Haiarde hadperchant 10 may transmit

320 the checkout information and password to a service platform that may

record 325 (heansitecss el PRt armalion-sResRassy Pyimharmefyiche

platform database. [0055] Figure 3B depicts a flow diagram for an
exemplatydinanciahtignsacienafifrauionatic ansalnemdiasthaenhe

performed 15 according to an embodiment. As shown in Figure 3B
subspguarnt has been processed. The transaction may then complete

10 285.

[0053] Figure 3A depicts a flow diagram for an exemplary
automatic enrollment process during a financial transaction according
to an embodiment. As shown in Figure 3A, a consumer may initiate
305 a checkout process by entering typical checkout information,

15 such as an email address, a telephone number, a credit card # (i.e., a
PAN), a shipping address, a billing address, a card verification value
and/or other information. A consumer may also enter a consumer
identifier, such as an email address, a phone number, at least a
portion of a social security number, at least a portion of a home or

20  Dbilling address, a user-defined login name, an employee number, an
identification number and/or the like, and the service platform
password for the consumer. The consumer identifier may include

partially or completely public information. If the consumer identifier

includes public information, an authentication identifier may also be

17



transactions may be performed with the assistance of the service platform.
The consumer may initiate 350 the checkout process by enterin% a consumer
idBRAEI 4R as an email address, a phone number, at leastQ 66%%?8?(081634
social security number, at least a 20 portion of a home or billing address, a
user-BERHEG ool REMEO AR BRI SYER HifbERHAigerifidktish Wik Ribethe
and/or the like, and the %ervic latform password for the consumer. The
consiRSEATTPEY ﬁ’?&ugég ﬁﬁ??&llﬁ}%ﬁomﬂé]éﬁfb%ﬁé‘ﬁﬁmﬂ?d

th identifier incl, uhlic information, an aythentication WO
2000 E AR OIS S ER £ e AR P sy AL o uiad fgr 1o
cons i ifie | ithin the sc of the.invention. In
o B R B RS it b

@nsgggﬁfﬂganggisg&ggsomél@palllgg&ggrgases, only one entry of the 5

overlapping information may be required to process the transaction.

[0056] The Rspgas AIRKOIE MR AUDSNTCRAIR 55 MR FARSHMSS ARt RIRGESS

360 the payment transaction. Accordingly, the transaction performed

subseguRNkigHie i BNaticesalmRM: RIPGessH@Y R SRS INENY During
streamlined over conventional financial 10 transactions. [0057] Figure 4

depiats afftawtdiagegméertgrrexessplary metbnd:of proyiskg eoNsImehat the
purchase history data to a merchant during a financial transaction according

to ancomizedimeptomnisls ropaseweiglifeda aconsemertfoay selert 405 @nendr
more items for 15 purchase at a merchant site. The consumer may then

18 ce 5821 ranshaiikd @0l dbatione Saehtds b omedkou e ip pegead 4o a service
merchant's Internet site. [0058] The merchant may transmit 415
inforPRiErPadhrtingakia aeend BR tHeeceonembehasrsalaatad tnfapatica
platform from 20 the checkout location. The service platform may receive the
itemn FHIGrRATORIAd Ay rELlssHRlagema Watakashant with information

pertaining t 3 onsumer. In an embodiment, the information pertaining to
the consumPQ rﬁgi/ higHE R deRdrdfip diagram for an exemplary

financial transaction after automatic enrollment has been performed

15 according to an embodiment. As shown in Figure 3B, subsequent
transactions may be performed with the assistance of the service
platform. The consumer may initiate 350 the checkout process by
entering a consumer identifier, such as an email address, a phone
number, at least a portion of a social security number, at least a

20  portion of a home or billing address, a user-defined login name, an
employee number, an identification number and/or the like, and the
service platform password for the consumer. The consumer identifier
may include partially or completely public information. If the

consumer identifier includes public information, an authentication

18



consumer's purchase history, such as the consumer's most recent WO
2007/118178PCT/US2007/066114 purchases; the consumer's credit history,
sUER B thE @Bnsumer's credit-worthiness; and/or other consdifhi&52007/066T14

information, In an embodiment, the amount and/or type of information

providfcidtine mRYHSRR Y pEdRs e Pl RrsARaYBREp dAemdifisEstngy also

disclgsed 5 ynder governing privacy regulations. [0059] The merchant
may r&c e%{l%‘stgﬁ ﬁaﬁﬁﬁﬂg%?d&%m%ér\ﬁee%%ﬁ%ﬁﬁhéhe

informatio rtaiping to.the consumer, which the consumer may either
accept or ggp%?%nlg.f]qrfl?elacb%%l? r‘nlcelr% %%%8%?&8&%%V@§§ﬁ%f%ﬁgﬁﬁi‘6ﬂer
with @ f the merchant,and the service platform. 0060] In
an em%%njlmen%?lo e&o(rﬂtrln%)réelarl%gi‘tllglr}acﬁifseer?\’soz?r]IHISPE&I;lr%réfe%f%% be

e lRRIE19p SIS YA R se BYIRS SRRSHINET e SEINISE ction.
platform may report that the consumer has previously purchased the ftem 10

the merchaponis] e serFNRP IR IRLASS Mg haksuchaxklifional items

and/or upgrades should be suggested to the tonsumer for purchase. For

examplgsiither NS YRS Qe aaity e Ghasad:a Qi@f?éé&ﬁﬁﬁtaéé@&%ﬁfgly, the

merchant that is enrolled with the service platform, the service platform may

reportramch infornmatitsrtadhesniiehasht et meschaphMay dhemiglesiggest

batteries for the camera as an item for purchase to the consumer. Alternately,
the spreicesplatfayrheraybstiggtsilhatenerdiradreverochictsbesitarad foicial
sale to a consumer based on previous purchases made by the consumer.
IO 2007$2¢80P8PCT/US2007/066114 100611 In an embodiment,
consumer purchase history or credit history information may be used to offer

a service wifPR¥hBigursnh 4rderigberpRowhdisenive fintorexamapiafyrm

the merchant that the consumer frequently purchases products across
bordé‘pg_tl?ﬁg of providing consumer purchase history data to a merchant

during a financial transaction according to an embodiment. As shown
in Figure 4, a consumer may select 405 one or more items for
15 purchase at a merchant site. The consumer may then access 410 a
checkout location, such as a checkout Web page on a merchant’s
Internet site.
[0058] The merchant may transmit 415 information regarding
the items that the consumer has selected to a service platform from
20  the checkout location. The service platform may receive the item
information and may respond 420 to the merchant with information
pertaining to the consumer. In an embodiment, the information
pertaining to the consumer may include one or more of the

consumer’s purchase history, such as the consumer’s most recent
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5 merchant may determine based on this information to offer an escrow
service to the consumer for a current transaction. In an alternate
eMBIANEA "the service platform may prompt the merchant %%(8%8%74%6_"4
escrow seyvice to the consumer without providing a reason why such service
shouB%&%ﬁ‘%‘?@dﬂ‘%fbﬁ@}lﬂaﬂﬁiSﬁ%@%ﬂ%@&ﬁem pPOdfcEOBALIBET'S

services may alsp be offered pased on information provided to the merchant
S'SEN %é%?ﬁ%?ﬁ?ﬁﬂﬂ&fﬂe%@&ﬁ&BWﬂggﬁﬁaémill Beapparent

by the ser

to thase,of ordinary skill in the art. [Q063] Accordingly, the information
proviggldb t%%%e Islé’r\s?lc% Tg%'llarf?orma‘z%/]‘@’ﬂ)gb%d ORatith PR ik he
more | I service offering to the consumer, In addijtion
the b B Bl Co oL e b e e et TPt

%mo%géngggg%ggwﬁpgégj%gegﬁﬁ)gggﬁgg when dealing with a plurality of

merchants. 20[0064] Figure 5 depicts a flow diagram for an exemplary

method of delesBiningamarthaniicaign -service fle4545actAn Ae50Ling

to an embodiment. As shown in Figure 5, a payment mechanism for a

partigfantransaciion Baay-he deleminassAB oA fmaediment the

payment mechanism may correspond to a WO

2007¢b181i#BRC WHiISRA0H 06eL1dnsachanisthépaeesiadpiadansumgs In
an embodiment, potential payment mechanisms may include, for example

and withsuiimitationcartplesactd0 agpd nhensuchrasatasaditicarena gebifore
card, a smart card and/or the like, a direct bank debit 515, billing the 5
1&bnsahideszereharsramy tieerepaigngiathathods or mechanisms 525 that a

merchant or service provider offers.
[0060] In an embodiment, one or more additional items and/or

upgrades may be available for an item previously purchased by the
consumer. A service platform may report that the consumer has
previously purchased the item to the merchant, and the merchant
15 may determine that such additional items and/or upgrades should be
suggested to the consumer for purchase. For example, if the
consumer recently purchased a digital camera at another merchant
that is enrolled with the service platform, the service platform may
report such information to the merchant. The merchant may then
20  suggest batteries for the camera as an item for purchase to the
consumer. Alternately, the service platform may suggest that one or
more products be offered for sale to a consumer based on previous

purchases made by the consumer.

20



[0065] If the payment mechanism is a transaction card 510, the

authentication service may be determined based on consumer-sgpecific
TR16) L0 = Uls T M example, if it is determined 530 that the 10 bR igesti4

enrolled with a token-based service (or a similar service), authentication for
the transacl@AGH4y BeAperoreinaaatyrpma taka Rbashassehirient gyecredit
consumer is not enrolled with a token-based service, but is enrolled 540 with
a ser%?éé%mréﬁﬂﬂgnﬁ%}ﬁgﬁ topafd trafsacisrifay Wét Berbinmsd gasn.

usingF,a 15 servige atform database. If the consumer is not enrolled with
e

either 3 tOREN"P: S SVINCE I R PR BHATER dhe e pRrgyt that the
authecrcl)ti%e%ﬁ%rérisfaevqilleabﬁa 550 to the cons%r%rlwer, authentrb:ateig?n forﬂﬂg%e
transaction may be peHormea 555315 e MifdHar SE VNS Aterhife and/or
dit idi thenticati 20 al f d
s D U RERE U e B8 S AR By
for angxsniannietiad:alaupgmatealiaravidionen Asciey LuaRlien el a

transaction according to an embodiment. In other words, an escrow service

may b BERMiged withe Weaiedyast REINOAIS PR BNl AmMChant to
2007/118178PCT/US2007/066114 merchant or a consumer. Moreover, the

esCrowRendemreayro R ent nith SASPEREICHIE MU GHRseRh pAYREbn
flow. [0067] As shown in Figure 6, a consumer may initiate 605 a

checkdiyt pratessrAdacichani Badifesetherchant website may 5 redirect 610
the consumer to a service platform. The consumer may authenticate the
1Pansaction [@0®Bloiddi6ioh paymbhirtalttwesetyipequladosmiidy/ theservices
purchased goods and/or services. The service platform may initiate 620 an
escroRAgetlscehsnobienedt bagesl consufaamation provided to the merchant by

the service platform within the scope of this disclosure as will be
apparent to those of ordinary skill in the art.
[0063] Accordingly, the information provided by the service

15 platform may enable the merchant to provide a more complete product
and/or service offering to the consumer. In addition, the information
provided by the service platform may provide a customer with a more
standardized purchasing experience when dealing with a plurality of
merchants.

20 [0064] Figure 5 depicts a flow diagram for an exemplary
method of determining an authentication service for a transaction
according to an embodiment. As shown in Figure 5, a payment
mechanism for a particular transaction may be determined 505. In

an embodiment, the payment mechanism may correspond to a
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upon receiving payment for the transaction. Because the escrow 10 service is
initiated at the time of payment, the consumer may have already requested
thAPreide Etficient to receive the goods or services be assigﬁ%%(lfgqﬂ%o“m
transaction via the service platform. Such funds may be placed in escrow
with tRESBRREEDIERBIEStAS Blich coRSHaEhaht RecarnbeBieonicapntentinh
whether the consumer has 15 sufficient funds to pay for the requested goods

and/dPBBRFBE BRI B et R ARrRcxeme i grpithomate

[0068] The merchant may ship 625 the purchased goods and/or provide the
purcﬁ%%’é}(f‘ g@%\lﬁcaeagrﬁ)r‘ﬁ%cwﬁsﬁ?ﬁgr.sf e BBARBATet RSP difhith Bty hdtemsd.

of the_goads,and/or services vig.20 any, known means, such SMS
mess%%slrr%,g% %%%‘?fé‘%‘%%?’ eerg’a%f: m%é%%%%ﬁﬁ‘ﬁ@ﬁﬁ%ﬁ%ﬁ%m,
&shipping agen y fir 0 ipt of the goods, or services by the
consumer. For e%’gg’p%ﬁ/ tﬁ%%%é‘gﬁ%p |g¥é%%r#egl?(§l§?§r? OF GtHEFERS™S

provide sientification ta.ahialn assessionahagged.the signature or other
WO 2007/118178PCT/US2007/066114 identification means may be provided

to the serviggguaiformhy {hesiipRinc-aE8REas (O iMation ehrecsitt s 10,

Additional and/or alternate trusted third parties may also act as intermediaries

that aprfistitteseiptioie Gonsy mes Wik tbenseaRre 194 his Siselsiisner-
Moreover, 5 additional and/or alternate methods of confirming receipt of the

purchasedigoodsrandinnse NigoskarasiacoMmpassedanithin: the $00pe ot s
disclosure. Once the consumer's receipt is confirmed, the service platform

lPay releasen6sisieaagbrdwedfuntsdotie seer clhanico (Complaigitheservice),
transaction. 10[0069] Both the consumer and the merchant may benefit from
enga@iHganHeabiandiicid tramsactiombyapingtdoesredvbSsrvicethe
seamlessly inserted into the payment flow.
token-based service. If the consumer is not enrolled with a token-
based service, but is enrolled 540 with a service platform,
authentication for the transaction may be performed 545 using a
15 service platform database. If the consumer is not enrolled with either
a token-based service or a service platform and if third party
authentication is available 850 to the consumer, authentication for
the transaction may be performed 555 via the third party service.
Alternate and/or additional methods of providing authentication may
20  also be performed within the scope of this disclosure.
[0066] Figure 6 depicts a flow diagram for an exemplary
method of automatically providing an escrow function for a

transaction according to an embodiment. In other words, an escrow

service may be provided without a request being made by either a
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[0070] In an embodiment, a balance transfer may be performed as part of an
enrollment process. For example, when a consumer 15 enrolls with the

s&l\(ﬂégoa fm, a service platform provider may offer an inc& eS8 o114

consumer to transfer a balance from a third (farty payment processor to the
serviBRprOARL PR HPBAMBBEIM M TR ficd RiVESHTAY SEdeca sWdre
interest rate on transferred debt, receipt of a promotional item and/or the like.
In an%%&ﬂmgﬁt‘,vétgaﬁ%?ﬁeecﬁ(Scfrg}%fé‘ﬂ%ﬁﬁgé’ﬁﬁ?yﬁ{%ﬁﬂﬁﬂﬁﬁam transfer
and accept funds which is_qQf mutual benefit to the two parties. As
such, a ser@%?:ae%ﬁo%/%es?lr%‘g? [I)Irlgﬁgé“éeb 1ghEQ AN, B}%ngét{ﬂgﬁ R05 a
similag to transfers offered by credit card issuers, but in an online
AL Y b T e
embodiment SroPalienas LansienmaibRRliemdisdie caRsUnSL alher inay
at the time of enrollment. For example, the service platform provider may

offer & prametiandnhich AlheARsUNEIS AL RE 6B A lransactip Wit Arice

given time period are 5 offered the ability to perform a balance transfer.

Receiiph @b AR M 0ol itRaBENE BRI R eoRsitiepad A omiansferring a

balance. Other operations and times for performing such operations may also
be peiarfaad withinitheseope®@biliesdisohnsereiddGr2bEll be @apprecisiader

that various of the above-disclosed

upon receiving payment for the transaction. Because the escrow

10  service is initiated at the time of payment, the consumer may have
already requested that funds sufficient to receive the goods or services
be assigned to the transaction via the service platform. Such funds
may be placed in escrow with the service platform. As such, the
merchant need not be concerned with whether the consumer has

15 sufficient funds to pay for the requested goods and/or services
because payment is confirmed at the time of purchase.

[0068] The merchant may ship 625 the purchased goods
and/or provide the purchased services to the consumer. The
consumer may confirm 630 receipt of the goods and/or services via

20 any known means, such as SMS messaging, a phone call, an email
message and the like. In an embodiment, a shipping agent may
confirm 630 receipt of the goods or services by the consumer. For

example, if the consumer is required to sign or otherwise provide

identification to obtain possession of a good, the signature or other
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10 and other features and functions, or alternatives thereof, may be desirably
combined into many other different systems or applications. It will also be
a%(?ég%fb]ﬁ]tﬁat various presently unforeseen or unanticipate%cgfmngggé}4
modifications, variations or improvements therein may be subsequently made
by thilendiiredinnRecansviiel bs Rrevder e Hae §¢6Vike alabipastediyy

the digclosed embodiments. CLAIMS 1. A service platform, provided

by a
serviC& HBtY rﬂ%?_r%‘i/f?ﬁé Foiﬂfl:‘aﬁﬂﬂﬁﬁl Qs Rta ﬁ‘élﬂ}gﬁk‘\ﬁr}t RN s’ﬁgﬁﬂbate
oA AL L T B T RS GO0 by
the seryi farm to perform a.methqd comprising.; . .receiving from a
transg%fﬁg m rg%gnctgggsr‘nl&?fnglg%wcgjgf?ﬁg Fansac ?n%l‘?’n%?ghlant g{é?f]) cover,

r@preas&aﬂ%aﬁgﬁavmeaﬁsl%%@%é&g&sngtwﬂﬁgﬁg fromhe r i

C
transacting merchant and a consumer identifier provided by the'consumer to

the transactReI RISt d / oFSIERNING, &%%WM%&%'&@E’ scope of

consumer payment information specific to the consumer from a database

maintaiiediby deaserdsecelatfosn msavifs’s the pRYMeRbiierRation HaviRgce

been received from the consumer as part of an enrollment process for the

consphaefotarohiain east BBINGRCEeBrodRRh Y apshetion cardaceount
from the service platform provider. 2. The service platform of claim 1,

whereimthemdthodrpadacied. by the service platform further comprises
retrieving, using the consumer identifier, an account number and a shipping
18ddress. 3[006HeRd platformsofrokamid whe reier theurethay benfeiimédm
by the service platform further comprises, when the consumer's payment is
tend€RLPGENEGR oRevre sHiténdroancaclitiehiidaavigghthpaanenw service
information for the consumer, via communication through the network with an
issueioraltSRE T aHE doreA-EraBredpesddlew 4. The service platform of
claim 1, Whﬁﬁi@ﬂfﬂne method performed by the service platform further

comprises: nbnfr%%eérigé’ﬁ]ggﬁ% fBRIRAAE LERTBUERGH R P armed
e T e e e e e
A DRSO o PO P SRTSS o
an incentive to the consumer to transfer a balance from a third party
payment processor to the service provider. In an embodiment, the
incentive may include a lower interest rate on transferred debt, receipt
of a promotional item and/or the like. In an embodiment, a balance
20 transfer process may permit instant transfer and acceptance of funds
which is of mutual benefit to the two parties. As such, a service
provider may provide a balance transfer process that is similar to

balance transfers offered by credit card issuers, but in an online

environment.
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6. The service platform of claim 1, wherein the method performed by the
service platform further comprises: processing payment for the item using the
c%%ﬁ?ﬂ@?lﬁé%ent information. 7. The service platform of clgﬂ/ﬂs%/%@%%“
the method performed by the service platform further comprises: sending
confirm atior‘pqg%él/r}% RS RBHRGRNG mrdRRAE dempsiangraeviteofired
The seryjce platform of claim 1, wherein: ~ the transacting merchant
comptl?tiﬂée QRESTRENPiEl e DR sima RS A e laes ing Borrpumpls

devic&iGQ. The servi latform of claim 1, wherein the method performed by

the senvice %%?oprlna &jor ePE8 ﬁgéga}%t?lé%fn@ RISy e donuttrd all

identifi n er and a shipping address.. 10. A method

Icomg;érl%r’? g:gn%?gr%%%kﬁa Sf?arllaas%?%g%&é %r%l,q FhPY FANSESHRE i RRant

oAU 4K Bl ARG merslanL apsaction date epresenting a
se from the

consumer selection of 'an item to purcha ransacting merchant, via

a nettnGoRRAlian-Atd A ansues ENHIRRIOUARY I opsumer to

the transacting merchant computing device, via the network connection;
retrieniignyia tisBerigR IR HEIREHRS CRNSURELISE PR NSUMEhS
payment information specific to the consumer from a database maintained by

the semviceplatierpepiomided, fenpaymertieroratias Ar\ERGkeenN received
from the consumer as part of an enrollment process for the consumer to

obtain one P@742inastiirbeang @rdtiatedngactionreaid aceaenibmm-theclosed
service platform provider. 11. The method of claim 10, wherein a password
1iQ at radtadlpuriontof tseacchBunmgiddentifierte fi?a fTnes rtiethedf ofrelgime10,
further comprising authenticating, via the service platform, the
desirably combined into many other different systems or applications.
It will also be appreciated that various presently unforeseen or
unanticipated alternatives, modifications, variations or improvements

therein may be subsequently made by those skilled in the art which

15  are also intended to be encompassed by the disclosed embodiments.
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payment information for the consumer. 13. The method of claim 12, further
comprising, when the consumer is paying with a product that is enabled by a
token, authenticating, via the service platform, the payment information for
the consumer with an issuer of the token. 14. The method of claim 10,
further comprising retrieving, via theisgiwge platform, using the consumer
identifier, a shipping address. 15. The method of claim 10, further comprising
initiating, via the service platform, an escrow service, wherein the service

1. platiermderpmidemagisosdthienesciewitrdanendephofiactiva iyelvemeniaia a
either of the consumer and the transacting merchant, and placing a payment

networl Wil AdFANSARNG SIS HRRC BN B B AStis et B er TS CREHEN AU ing s non-

transitbRe dhehaek ot Llabr hdiurthesRomBaESHGuctiohSINEMNDadIRE:thEd by the service
consumer identification information, the identity of a good or a service

platfoR {hRREE By A BOASIRBF e past from a merchant other than the

transagiipginarehantacting e cRgtinoenoh eiaidviclusther camatisiOmerchant data
retrieving, using the consumer identification infgrmatjon, the consumer's

represepsERE HSEBMEB SR IR AR BERIARWENASTHPL BN FASMG! PecaRiT thand 2
consupRyrdenti ifepnatiean g the trnsaatingdneishaiteanechant;

retrieving, using the consumer identifier, consumer payment information specific to the
consumer from a database maintained by the service platform provider, the payment information
having been received from the consumer as part of an enrollment process for the consumer to
obtain one of a transaction card and a transaction card account from the service platform

provider.

2. The service platform of claim 1, wherein the method performed by the service platform
further comprises retrieving, using the consumer identifier, an account number and a shipping

address.

3. The service platform of claim 1, wherein the method performed by the service platform
further comprises, when the consumer’s payment is tendered using a token-enabled product,
authenticating the payment information for the consumer, via communication through the

network with an issuer of a token for the token-enabled product.

4. The service platform of claim 1, wherein the method performed by the service platform
further comprises: receiving from a transacting merchant computing device, via the network, a

consumer password, received from the consumer by the transacting merchant computing device.
5. The service platform of claim 1, wherein the method performed by the service platform

further comprises:

authenticating the consumer payment information.
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storing the payment information, wherein the stored payment information is
associated with the consumer identification information. 19. The method of
claim 10, further comprising: retrieving, using the consumer identification
information, a purchase history for the consumer that includes past

6. puighasesbydhesepsumer romnatigrreerchantsibanibe Banraciifte platform
merchant; and transmitting the purchase history to the transacting merchant.

furthep §ORRESTREthod of claim 19, further comprising: identifying a suggested
PyrcbasenbassehbRon the: pUahase:hisiebhsant tiaRsitlingdhe-sikgested

purchase to the transacting merchant. 21. The method of claim 20, wherein
the suggested purchase is one of the group consisting of: a good; a service;

7. ang@geHRe AR @ Previaus pwichasethdndiiedpethached et 16seehestform
comprising: via the service platform, placing finds sufficient to pay for the
furtheg GAMArSHSescrow maintained by the service platform provider:

sending confirmation of payment to the transacting merchant computing device.

8. The service platform of claim 1, wherein:
the transacting merchant computing device is enrolled in the service platform as a hosting

computing device.

0. The service platform of claim 1, wherein the method performed by the service platform
further comprises retrieving, using the consumer identifier, an account number and a shipping

address.

10. A method comprising:

receiving, via a service platform, from a transacting merchant computing device of a
transacting merchant transaction data representing a consumer selection of an item to purchase
from the transacting merchant, via a network connection, and a consumer identifier provided by
the consumer to the transacting merchant computing device, via the network connection;

retrieving, via the service platform, using the consumer identifier, consumer payment
information specific to the consumer from a database maintained by the service platform
provider, the payment information having been received from the consumer as part of an
enrollment process for the consumer to obtain one of a transaction card and a transaction card

account from the service platform provider.

11. The method of claim 10, wherein a password is at least a portion of the consumer

1dentifier.
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receiving, via the service platform, confirmation of receipt of the item by the
consumer; and releasing, via the service platform, the funds by the
service platform provider to the transacting merchant. 23. A non-transitory
computer readable medium storing instructions for a service platform to

12. exepdigLRMeNts.aha PURChRSE HAPSRGIOM NS COMPICTr aRARPIESIIAUSA M, the

medium storing instructions for execution by the service platform of a method
paymey HpeEmagion fordbsiciigu N a network connection, from a transacting

merchant computing device of a transacting merchant data representing a

consumer selection of an jtem to purchase from the transacting merchant and

13- a d&R<nrRad e iaist brolidiog sy i EHissPRER (B Ga USSRV RS e hE it

produOMAUERFHBEMIAS; a toldtriaving st Re.GABSHIIRE ISR, teenaymert
payment information specific to the consumer from a database maintained by

informatl ot for LA TARIHACH PEVTHER 1ERkeh Y MeieSformation having been received

from the consumer as part of an enrollment process for the consumer to
obtg{n onE of a transaction card and a transaction card account from the

14 sefvie@ Ao th rBvider e FRE BB RS FR BB THSIERH St IR 3 Using

the colWWitheN C@mRisiNg shippaahviagcyia the service platform, payment information
from the transacting merchant; and storing, via the service platform, the
payment information, wherein the stored payment information is associated

15.  withhtheshosemasiserviftatien dofosmatiomitZhinkheimathasheé claimoéh, an
further comprising, when the ment information is associated with .

escro. NS AGE BHOM A A REHRES VSCTHS SaRARS PRforORE SR hdetive

involiafiesan dathathy héssusuofcthe tolkenrenablad precitaht, 264 PheRrapaighent for
readable med%Jﬁrﬁ of claim 23, further comprising: . via the service platform,

the icgp DI RINARASS iR AAY ST RIS HFIHRYGTBW Fhaintained by the

service platform provider; receiving, via the service platform, confirmation of
16 reg,?}igt oft thg |téenp l|%Zﬁeﬁconsumer; and releasing, via the service platform,
- the BIRRE 8L ANy Ha CHLRE S me:
retrieving, using the consumer identification information, the identity of a good or a
service purchased by the consumer in the past from a merchant other than the transacting

merchant.

17. The method of claim 15, further comprising: retrieving, using the consumer

identification information, the consumer’s credit history.

18. The method of claim 10, further comprising:
receiving the payment information from the transacting merchant; and
storing the payment information, wherein the stored payment information is associated

with the consumer identification information.

19. The method of claim 10, further comprising: retrieving, using the consumer

identification information, a purchase history for the consumer that includes past purchases by
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27. The computer readable medium of claim 23, wherein the method further
comprises: the consumer having one of a transaction card and a transaction
card account with the service platform provider, which transaction card is
utilized as the consumer identifier.

the consumer from other merchants than the transacting merchant; and transmitting the purchase

history to the transacting merchant.

20. The method of claim 19, further comprising:
identifying a suggested purchase based upon the purchase history; and

transmitting the suggested purchase to the transacting merchant.

21. The method of claim 20, wherein the suggested purchase is one of the group consisting of:
a good;
a service; and

an upgrade to a previous purchase.

22. The method of claim 10, further comprising:
via the service platform, placing funds sufficient to pay for the item in an escrow
maintained by the service platform provider;
receiving, via the service platform, confirmation of receipt of the item by the consumer; and
releasing, via the service platform, the funds by the service platform provider to the

transacting merchant.

23. A non-transitory computer readable medium storing instructions for a service platform to
execute elements of a purchase transaction, the computer readable storage medium storing
instructions for execution by the service platform of a method comprising:

receiving, via a network connection, from a transacting merchant computing device of a
transacting merchant data representing a consumer selection of an item to purchase from the
transacting merchant and a consumer identifier provided by the consumer to the transacting
merchant computing device;

retrieving, using the consumer identifier, consumer payment information specific to the
consumer from a database maintained by the service platform provider, the payment information
having been received from the consumer as part of an enrollment process for the consumer to
obtain one of a transaction card and a transaction card account from the service platform

provider.
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24. The computer readable medium of claim 23, further comprising:
receiving, via the service platform, payment information from the transacting merchant; and
storing, via the service platform, the payment information, wherein the stored payment

information is associated with the consumer identification information.

25. The method of claim 24, further comprising, when the payment information is associated
with a token-enabled product, authenticating, via the service platform, the payment information

with an issuer of the token-enabled product.

26. The computer readable medium of claim 23, further comprising:
via the service platform, placing funds sufficient to pay for the item in escrow,
maintained by the service platform provider;
receiving, via the service platform, confirmation of receipt of the item by the consumer; and

releasing, via the service platform, the funds to the transacting merchant.
217. The computer readable medium of claim 23, wherein the method further comprises:

the consumer having one of a transaction card and a transaction card account with the

service platform provider, which transaction card is utilized as the consumer identifier.
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