; e3ez, nzhhi , k@k6l 61 T, nw 3 WO 03/ 079609 Description: -1 METHOD AND DEVI CE
FOR THE GENERATI ON OF mmmm RY- PROOF DOCUMENTS PCT/ DEO3/ 00760 The
invention relates to a e generation of forgery-proof docunents
or data records, whereby keysdis3f ormation is generated and encrypted

checki ngWOhe3d982i on is formed fromthe key information anBiCTPE4760
transaction indicator. The invention-also relates to a value transfer
center and to a cryptographic nodul e. Numerous nethods are known for
generating forgery-proof docunents and for checking them Famliar nethods
are based on the g e} W) o ypt ed checki ng

I nformati on, mhichigﬁtﬁérhghﬁiagkﬁ¢hﬁknfhg%g%gggﬁéﬁﬁpﬁgﬁgeneration of the
docunent. A distinct OHECRABLE HORGERY -PROGFEHOCORUERTES for which the
witer has an interest in their genuineness and those for which third
parties have an interest in their genuineness. If a third party has an

I nterest in docunents being forgery-proof, then it is a known procedure to
use a so-called "cryptographi c nodul e" for generating the docunent. Such
known cryptographi c nodul es are characterized in that they contain
electronic data wthin themor that they process data that cannot be
accessedDgscripienpul at ed from the outside. A cryptographic nodul e can be
regarded as a secure, sealed unit in which security-rele want processes are
carried out that cannot be mani pul ated fromthe outside. A worldw de
recogni zed standard for such cryptographic nodules is the standard for

crypt ograghi_c ) .
The invention relates to a method for the generation of forgery-proof documents or data

records, whereby key information is generated and encrypted checking information is

formed from the key information and from a transaction indicator.
The invention also relates to a value transfer center and to a cryptographic module.

Numerous methods are known for generating forgery-proof documents and for checking
them. Familiar methods are based on the generation of digital signatures or encrypted
checking information, which are produced within the scope of the generation of the

document.

A distinction has to be made between documents for which the writer has an interest in

their genuineness and those for which third parties have an interest in their genuineness.

If a third party has an interest in documents being forgery-proof, then it is a known
procedure to use a so-called “cryptographic module” for generating the document. Such
known cryptographic modules are characterized in that they contain electronic data
within them or that they process data that cannot be accessed or manipulated from the

outside.

A cryptographic module can be regarded as a secure, sealed unit in which security-rele-
vant processes are carried out that cannot be manipulated from the outside. A worldwide

recognized standard for such cryptographic modules is the standard for cryptographic
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WO 03/ 079609 PCT/ DEO3/ 00760 -2 nodul es published under the designation FIPS
Pub 140 by the United States National Institute of Standards and Technol ogy
- NIST. If a cryptographic nodule is used to generate forgery-proof
docunents for which third parties have an interest in their genui neness,
then a cwedenwwsoei npl enentation is that the cryptographi c potwkeessssoused to
securely deposit cryptographic keys that serve within the nodule, and only
there, to encrypt check val ues. For exanple, so-called signature cards of
the type issued by certification agencies or trust centers for generating
digital signatures are a fam|liar approach. These sianature cards, in the

form of maedulnshyblishedrunder thedgsignatien EBPScBuh 4G by the UpiteshBlaasiNatiosalu| e
precisely_lJ.: i ] e r chi a rule, one or nore asynmetrical
key pairg“%@%£§£%%g?%g§8¥ﬁﬁ§%§ Oﬁgdaﬁggeahich are characterized in that
encryptions that have been generated with the so-called private key can
only be reversed wi.ith the assocjiated public key, and in that encryptions

that havéf ewpiogsabiamedulgils usadde gsnerateciorgsyy-peaef daryments farphish ditd t h t he
associ at [ : heLr . odi c ' el ended
for publ ﬁgnglﬁ g?é o%lulr¥1 ?%F\Qﬁ\lflmglggg%l}lea b :ﬂ%gea rﬁ% %@ﬁ%ﬁ%@?ﬁéﬁ&pﬁit@%@ keys
may not lgypisgtaside mddubnid ussdhensedarty dgusitieeyptygraphic kyyd hgt sqpte withidul es,

t hey must. not | eave these nodules at any point In tine. Al so deposited in
such nodiedodile, andyenly thars, toreserypk shenkevalyesy Forogxample. sRecalled signgture i n t he
exanpl e | QL i L0 r.at. dl g

fi nger pr i%%ﬁdts 2’ ‘r? ﬂ&jelh%% %\7 g?dugf @%ﬁﬁgﬁtlénsé%e%g@gg ??alj}'lgt%:g gie?sgfo? #gb&?%l%gfﬁgﬁgny

desi red dmnatucssrireafamibint appyeavhr Bhdsy sipnature tads, nethe foom of dicrapdogessor
abbreviatﬁd(%ﬁ%ornation in such a .way that tgﬁhre ult, is irreveﬁsible and
unambi gu§t¥® » IS0 Pepipin arcoyptographic gipdulgRreciseln risdmigrqRRossaTor fhiPhe
algorithmis supplied, different results are obtained in each case. The

generation of a forgery-proof docunent in whose genuineness third parties
have an iAstaruds tone whinoke asynuogtrca) keyrpains arsfdepositeyt i suphapodulesiwhigh ere

coner a1 SRR i o enc o O S bk aneted i inelsfoafie BBy ne
al gor i t highh BnfydBdMerBREK wiiR! tHE BssoBiatdaesitblié Xey CarlBin' tRAT @R rfkdhs Hftk Ah@S to the

docunment that is to be secured. Then a private key in the WO 03/079609
PCT/ DE03beevganeratecwith thegpubinikey nardonli be seviessed with the essppiatedipsivetedel- val ue.

The conbi i f . .processes is . refernned.to as th neration of
2wt gr ¢ A el RS, PURUELRITRE fleldba 6L SUE i deoste il RESRERE o Pl
carri ed didserdinatioh) @Wheread pitvdt€ ke @AYy noebehufded hif Ao when usagtther
encrypted check value. The recipient also needs - and this is the objective

of the i WiBhewpiogsmphis medalepdhexymust pet leays thesgmpdules ahanyypeigh#htimsr oducer
and t he rggl pi ' i 3 hat the
docuront e ySaied B¥ch BoSufR e digd ks YoP BCInIL b BrERE ot L,
private keyhe ckaatpdd of the diditad sighbtmre] dfor yaterating 4 dvecalledidpgiead fingaprinher
unencrypggg check val.ue. Mreqver, in.,the next step, the recipient applies

the same Biofienihich s charctedzaddp that itpersany Sesieedrdsta qanéententp gener-
docunent -allg:giglﬂtit){tvivélﬁ colifickqbly ot GRted iMOrhAFIPin¥th ﬁ%ﬂg%ﬁ%& Reugheck

val ue he hinself has generated to the decrypted check value of the docunent
pr oducer irr¢¥ersiblehanshemsmbighaws sandeinghat, foredifietent detaurontentsvwithrwhich shgged and

t he genui neness.of the unent s subst.anfiated beyond a doubt. Nornmally,
-t he. c ORI i yph Gy, QRRIPR Shpl o AR SR W8 01 1y of the docurent
producer is checked. This is done in that the public key of the docunent

producer is likewi se digitally signed by a so-called certification agency
or "CA" dhg generptiompf » Ekugery-proofdogumentiin vhopp genptivgpiesscthird patties have aw a

certain I Qf..f4h rVat.ogr aphi le. .kn this ¢ . the recipient of
t he docu%{ésb gx'éhsl&h gst &%n?égﬁ% l?}le Sc%fgﬁ &S'g’g‘)gg%‘llﬁ @OBEG °85§%%H8§ &%@ﬂﬁ’éﬁfc agr oducer
as a gi vkeydbaid amalperithie tb fleaclsekaahes] Bi geacrllgtchgted dut i ignfidlofing he

docunent producer by checking the digital siagature of the publjc key in

t he mann&anges drstpfpllayeing thapleerithy © fopm sheroralues, acheckoyalps isdhosredt s
that, in d Kk J 0 qﬁﬁp, it otk S ry to
have i nf (g?e[ntafelrleg%Qttﬁgt?ﬁ.%&%ﬁ%ﬁ?ﬁ%ﬁ&g?ﬁ?gd%@r%e ocfjdn%llrll%atlf)r% ugrgﬁﬁé;" use of
keys by means of the cryptographic nodule. In the typical exanple described
above for generating digital signatures, this is the public key of the
docunent producer or of his cryptographic nodule, which has to be used for
the checking procedure. In the case of the signature of the public key by a
certification agency, the entire set conprising the public key, the
identification of the user of this key and the digital signature of the
certification agency is designated as the "key certificate". WO 03/ 079609
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To sumit up, this problemcan be illustrated with reference to an exanple
as follows: in order to check the genuineness of a normally digitally

si gned docunent, the public key or the key certificate of the docunent
producer or of his cryptographic nodule has to be available during the
checki ngwo azezdegpe. 1f, as is customary, docunents of diffecemrosiersirent
producers are to be checked in a checkgng station, then it is necessary for
all of the public keys or all of the key certificates of all docunent
producers to be available there. There are various ways to neet the

requi rement that the public key of the docunent producer has to be

avai | abl ETyptegrsRhie medulds useddo speryptithe checkvalue. Thejcembinatipppbthess ®1Q ach t he
public k hficate.of he-@ roducer to the docunent
that is %“ggesegsg?ﬁ*r%‘éﬁ‘%%%ég&pﬁ%é@} %fitﬂ i %ﬁg@%hﬁ’gposit the public key at
the checking station and to access it as the need arises. The known

met hods, _however, are associated wi th drawbacks. Attaching the key or the
key cer t ilhe €hgckingsoffush a digitahsigpature;is nprrally; cagriest out s follagvsathetresinisnt o be
kept as ' ' Lyel nl ar ge
t he dat a%%i:dc???%etﬁg@ésﬁlt t9 %&l@ge %)I{rl %%Eﬁfc%gﬁagug te[%ﬁ S\(ﬁ@%ib ggfélggzlgée&c/f %osi ting
a publ i ctlieys tht objeetichefttierigveditiah idestribad deloect did public ked i ticdutient f
access to@ys %@{)(@ited,at t he checkj.ng statjon i s not possible for

pract i caPrasucer ahd thearesipient fuses dhis pyblc ke te seerypt the chack vadpeythah thirer of
stored k égﬂ\éﬂt : Q.Sﬁ& Rl V, i od of
tinme. | nggr er ?gbd(g{\%ijrl%(g%eﬂ&?ﬂ{ggéﬁ@#g% sg%[\\ég%?%bgg}e ﬁt%(&ﬁ}?%%eﬁ%& of this
generi c Theeeforie; after dhe aleosgdionn thdirscipjemk ihmanthe sursacrypredoaheskt value.
specification DE 1g0 20 563 to.generate a secret .in a securify nodul e,

C2 to
to transfMCRYRE LJRF BEXt s thretecipiant applicsithe 538 algREthm &y RHies ta I8 dent i t y
of the sepdikivatheTof HleGedeived YR Fifall]) GhétHifl shdd, ekl {Entag@iﬁgﬁ%fﬁse to

decrypt the secret in the certification agency, thuds recognizin

i dent i t y thefcheple value he himselbhhs| geperatedgatisedpeeynted cleck value of e deoment
together with i roatjon on the idengit WO 03/ 079609 PCT/ DE03/.00760 -5
of the dggﬁfr%ﬁrt‘ qt?’(?gﬁgh?dﬁ Hﬂgffcﬂlaécq\nl%e'{ ﬁ:‘ft d‘i’)‘fﬂ"&e"é ETREN ﬁ’ég ﬁ?ﬁ?(‘j}he can
carry ougesuiféiesy ot thedochrie!i§l SiibstaAtinR8 el bS Abihibt! NErmAS/, ¢t tHeQade gPCUNENt
producer. Wth this nethod, the docunent producer enters his own data into

t he secuknewyn gigitgl signaitieesothy anthenticityaofcthe doeument provuceinis whesked pThidic er

hi msel f 4,8 1[I i.b i nk to the secret hy.neans of. the.sequrity
modul e A0S EPEEDR AR te kel oF e SorbirepEBiRablordy HREPES SRR S AL oo 1 s
char act eso-cglled Certifiodtidhggehos WIEIUA’t At itii§ allodstedid hakdrtah eryplgedphng
station is formed fromthe result of the irreversible linking of the secret

to the dodulsnpeioicesipin awnerd the ey Pivsmphicemodyle Jm thiseaseathe tepiptantaf by t he
docunent SGEnt i f o e r i j t.he

certifi cg%ir%n ageﬁ%:@%ﬁ %&%glo%&ﬁ}epﬁﬂ@ fsé % p@fgﬁhgﬁogﬁ%g{l{t g%ﬂ%?o% a

gener at i giyearbat catle Rierlikefvisegmeertaimsowhethasit dglongd wnthe dodunzenp peddukerstey vi ce

Servi co. BROHRIRe QAGe Brur o6 P ERs BEo Ut Gp A ARTDAOVhey ar ¢ appl i ed
onto the mail pi ece as a machi ne-readabl e barcode. The machi ne-readabl e

barcode has only a very limted data scope and consequently, it does not
al | ow t h&Vignthisknsfwn methodothe prdbdgm ekistsithatcinsirdergp chédk the gemyinehgss ofip t he

Secion Pt L L RGGHST o prifiodhat B B BREeRL RS PR 4 Rael = ™
possi bi | piofudér’ AERESHIEYE b3 HEHrBIETRe 69BloRkaHhIIMBALRARSHERNYicH dXahfphs Of

public keys is |likewi se not an option. The invention is based on the
obj ect i véessribed,abaverforigensrasingdigital Rignarasethinid thpuhlistkes ofdhe ddsament can be

o aph: captosueer I GR bBlapHl 5 R ECI BE n3 PR chiBRE YReBo, i g
to the i dwenln the,catdobtheBjgatury of ihe padlit keg By iacektifidativh @gayetiRtdnfife of the

random key i nformation and the formation of_ the encrtgit;ted checki ng
i nf or mat SrFoMPsisng ke més 1¢ keworthertdenhifigations ofghe upr afithisdwy tand the digiteht or are

carried b ah : i P i pon, in that the
crypt ogrgig%?tgglﬁytﬁérg |1§g{t§)ﬂ%gﬁl?égé¥désﬁ l%a?é(ynﬁetﬁ%%%fésmﬂcg{ ey information,
and in that the encrypted checking informati on and the encrypted key
information are transmtted by the cryptographically reliable contact
station to an




WO 03/ 079609 PCT/ DEO3/00760 -6 internediate station, in that the

i ntermedi ate station tenporarily stores the encrypted key information and
the encrypted checking information and transmits it to a cryptographic
nodul e of a docunment producer |later on, at a different point in time from
t he trans¥@oe3d/dyeéovecen t he cryptographically reliabl e contacecsmaoi/aisend the
internedi ate station. Therefore, the id4vention provides that the '
cryptographic nodule, also if it is supplied via an internedi ate station,
for exanple, via conmunication partners that are not reliable in the

crypt ogr aphi ¢ sense. - i rovi de es of data,, on f which
o A Rt B s nup Bl b b Lt atet T el B er 16 n P RAaple 28 Flfbvpsoitt

docunent t ule is
oot To. QLR 86 ERAINE plrth SR ATl ndr iRl W1y Rigrod dBEMAGAIMERIb R RECH

wher eby vhtheikey certicaterofithe doquoreat producer (or pfibis doyptograghic miotlhlierhas tebescope of
a check of enui neness, of the doc in a chec st at serves to
subst ant P&%lbbf%gvr%ﬁ\ h@ﬁtprﬂ%féubeeé‘ﬁe d& FPEQmBLY» r#é’ gl ofjatTerent

crypt ogr gphirkedtPrtuRers HCtd BY Sk QNinCAORICk %td%iéﬁe{hQH% SAAREAPSSr a1l t MBKES
it possible to generate forgeryproof docunments in a |arge number of

appl i cat obthequiblis keypseti aofl thy ké¢yncertificatescfsdisionhment produtiersaotbe avaitebdd i on
exi sts b(ﬁfween t he docunent producer and the reliable contact station. For
exanpl e ‘this manner, forgery-proof docunments can be generated w thout
the use of conputers and/ or a data connecti on to the reliable contact
station. As a matter of princi ossible to select the key

i nf or mat ffbnreaﬁéwarmusgvaye tcanpctet smqiutreme atéhmpublm/k@\yaf thetdoicumentditdi t at es

crypt ogr | at.t ack t.is es

it oo 20tk S F6 by B aalhis b e e RUEIER pES R Re iy oS SBE T Ay
random y tiad fubiv &ey P ehel th%itimme&ﬁ‘ﬁhé)@o&ﬂ{dht prbdackr tytHelorumeadthat ifadl e set
of key information. The random generation of the key information is

especi al b secvesh Pagthst possility is f depasik the nublic) lsgsatﬁh@cltqqkmémon aul iy t

store la i nformation. WO 03/ 079609 PCT/ DEO3/ 00760 I t
has provéﬁ"‘?ets%ﬁf)1 31\93% ége\éous for the encrypted key information and/or the
encrypted checki ng |nformat| on to be configured in such a way that it
cannot be_decrypted t he i nternedi at afion. A decryption of the key

i nformat i ﬁ?‘B?WPI‘?? Q)‘é?vﬁbﬁf%asﬁ%%ﬁiwét&?tdﬂ‘f’@acg%ver al advantages. In this
way, a user of the cryptographic nodule, especially a docunent producer,
can obtain a confirmation of having received information fromthe reliable
cont act tmthing thekeeor thelkeymertificateyis didadearitageonsrift the size of dheedbdaynenh e
reliable contact statio \% in this fashio the crypto hi c
odute QLR B Kaph oS Sl GRRORENE A S ARAITIRA REY ool SETNAN CUREVIR [ on. A
preferre@aﬂd&@c&&tﬁa’f‘%%%phme‘drﬁﬁ{shﬁﬁed&ﬁrgées%&ﬁ encryption of the dOCU”EHt
producer's own data. Advantageously, the document producer supplies his own
data to the cryptographic nodul e, preferably by an automated net hod.

Depositing a public key at the checking station is especially disadvantageous if access
to keys deposited at the checking station is not possible for practical or time reasons, for
example, in case of a very large number of stored keys which would have to be accessed

within a very short period of time.

In order to overcome these known disadvantages, with a method of this generic type, it
is disclosed in this applicant’s German patent specification DE 100 20 563 C2 to gener-
ate a secret in a security module, to transfer the secret together with information that
reveals the identity of the security module in encrypted form to a certification agency, to
decrypt the secret in the certification agency, thus recognizing the identity of the secu-

rity module, to subsequently encrypt the secret together with information on the identity



An especially preferred enmbodi nent of the invention is characterized in
that the data entered by the document producer is irreversibly linked to
the key information by nmeans of the cryptographic nodule. Here, it is
especi al | y advant ageous for the data entered by the docunent producer and
the decr woe7dey i nformation to be irreversibly |inked i np¢tvaEo¥doesokey
information is used to forma check vag ue for the docunent. Mbreover, it is
especi al | y advant ageous for the result of the irreversible |linking of the
data entered by the docunent producer with the decrypted key information to

forma do urrent and/or a data record that is transmtted to a checking
st at i on. of therdosumenbpradycerrinisyclha vian tiat anlyushecking: SHatichRARR3FY QW fnsni tt ed

| cast epéﬁﬁ&iﬁ"& RO iy R R0 I P MR el WRRB i

pur pose, miethdds tle&lmamhﬂ prodaoc Rhegekis Swinadatd i‘iﬁo meymﬁ@dn@dm levtiegeby
information to be entered into the docunent th is transmtted tQ the

checki ngthstdata etered by ithe deenmentpreducer hpselfa lnﬁmhlﬁt jnked fotha SeRRtPYi n t he
cryptogr ﬁ{%ghscofmg#cﬁrxhﬁrgg 1€9fd Ex%g¥ he | %‘%{‘cﬁmﬁﬁ% feb&istiubtegan be ﬁecr ypted

In the cryptographi and ormation remaining in
cryptographlc nodul e to be a val ue that Is difficult or |rrp055|ble to

pr edi ct s es advant us faor the supp of .th ogr aphi c
ol o vThsABRHEARGAR b AHBRRgrS I i ths ecw%tt%ﬂ%%mseaﬂ? (O RAHeEET | abl e
to be cayfd fatidhtis forinetibm the result of the irreversible linking of the secret to the data

entered by the document producer, from the data entered by the document producer

himself and from the encrypted information of the certification agency.

This known method is especially suitable for generating and checking forgery-proof
postage stamps of a postal service provider. Such postage stamps are generated by
customers of a postal service provider using a personal cryptographic module and they
are applied onto the mailpiece as a machine-readable barcode. The machine-readable
barcode has only a very limited data scope and consequently, it does not allow the entry
of the public key of the customer. Moreover, during the so-called letter production, the
digital postage stamps have to be read and checked within a very short period of time,
as a result of which the possibility of accessing a database containing perhaps many mil-

lions of public keys is likewise not an option.

The invention is based on the objective of further developing a known method in such a
way that it can be carried out, independent of direct communication between the crypto-

graphically reliable contact station and the document producer.

According to the invention, this objective is achieved in that the generation of the ran-
dom key information and the formation of the encrypted checking information from the
key information and from the transaction indicator are carried out in a cryptographically
reliable contact station, in that the cryptographically reliable contact station encrypts the
key information, and in that the encrypted checking information and the encrypted key

information are transmitted by the cryptographically reliable contact station to an



a way that an exchange of information within a dialog is not necessary. It
is |ikewi se a speci al advantage that the supply of the cryptographic nodul e
vi a conmuni cation partners that are cryptographically non-reliable is
carried out in such a way that the information is forwarded to the

crypt ogr aynoxo7eemdul e at a different point in tinme. It has pcoDes/daste

I nportant and advant ageous for the supply of the cryptographic nodule, also
in case of a supply via conmuni cation partners that are cryptographically
not reliable, to be carried out by a reliable station whose information can

be relled on by the, checki n&lestatlon Here, in order for_a relladb*e station
to provi agemdiaéwatl%% dptermgdiate station lomngrarin storgsgheererypte

advant ag i on can
Fever so. Tddfhnr B (56 KR PR R RGO ARG Bnd Bherkill: ETEESpREINE | 00
carried mddulenotswddsmmemprddmér atee onywat 4 ;iif&isemfpodﬂtlﬁ tideefromythé agnsiphi cal |y

| i nked to each other, but, canngt be di scovered nmeans _of crypto-anal ysis.

VO 03/ 07 debisemthr aepragiaphiselly rwlighle contaet sfationsad | thq integpedigiesiatiang o be an
advant age that the cryptographic linking of the two types of data is such
that non-linear fractions are added that are known only to the reliable
cont act Sthatefarn, 'dmangemtibhQ)rchd&ihagﬂﬁt@yptog:apmdmmmgmjmif)it istsupphiaat hod i s
carried out in suc at the generat ed forg Xngroof documanlts or

\ i ers that are not reli-

dat a recdtudn WM Wtenﬁtﬁ ?‘hr or GXAMRLS,; it SPTEULAtion ©

able in the cryptographic sense — is provided with two types of data, one of which

remains in the cryptographic module while the other is attached to the document,
whereby the information remaining in the cryptographic module is used to secure the
document information by means of a check value and whereby the information incorpo-
rated into the document, within the scope of a check of the genuineness of the document
in a checking station, serves to substantiate that the document has been secured by

means of the cryptographic module.

The invention comprises numerous advantages. It makes it possible to generate forgery-
proof documents in a large number of application cases, especially in those cases where
no direct connection exists between the document producer and the reliable contact sta-
tion. For example, in this manner, forgery-proof documents can be generated without

the use of computers and/or a data connection to the reliable contact station.

As a matter of principle, it is possible to select the key information according to a pre-
scribed pattern. However, this facilitates cryptographic decrypting attacks (enigma

problem).

It is especially advantageous for the key information to be formed by being generated
randomly although the invention can be carried out with a predefinable set of key
information. The random generation of the key information is especially advantageous

since this makes it possible to avoid having to store large volumes of key information.



It is advantageous for the nonetary value information to be
cryptographically connected to the document or data record in such a way
that a check value can be formed by conparing the nonetary val ue
information to the docunent or data record. Furthernore, it is advantageous
for the wo@iodsego val ue information to contain proof of theppEprEED760f

post age anounts. Anot her advantage isfor the nonetary val ue information
that proves the paynent of postage amounts to be linked to identification
data of the docunment producer. Moreover, it is useful for the proof of the

paynent of a postage apount to be |linked to address, data, A very inportant
area of H9s proxen ¥hbe advantageous\ferthe actypted key idpmnationander thesacapted; ndi ci a.
In this I ' ' C VTR i ' Wele an be
used.  pofieite ftorRRtA b iR in'Abh ¥y, Ml RGP HE dBLAbLORT uf

manuf act it&@mediate fftionsed as the internedi ate station. Anot her subject
matter of the invention is a value transfer center with an interface for

| oadi ng nonetary values. In the applicable refinenent of the invention, the

val ue trangf.er.: \; f ' |.ot.erf ecei ve
encrypt el GesPiptB B e S RRMALER B the e ibe e Aot SRS 06R dpd 00C) 1
t 0 t enpotages. | tiik wag, 4 heer of ded orgptographiy phedhle, Rbsuciallyi Ddocumepddader, 9609

PCT/ DEO3/ 00760, -10 It is adyantageous for the information to be encrypted
in such aa%lg}amrﬁaﬁonfma%eg ﬁ%ﬂ&i@eﬁ%@ Sformatiandram theraliabls SoBRCLHRT or

Furt her ngpg, eégEciEﬁ%W&@%rg%%@irffefmétfont &e&@ﬂ_tl%i fhegﬁ%PQﬁlef %arc?‘é ki¥hng val ue
transfer requests by at ast one cryptographi ¢ nodul e and for forwarding
t he r eceMarebwendn \this éakhiod, thenery prographicamadflé earenge thoiredeived kel rigforma-

[e]

tion for a subsequent encryption.

A preferred use of the key information is for the encryption of the document producer’s

own data.

Advantageously, the document producer supplies his own data to the cryptographic

module, preferably by an automated method.

An especially preferred embodiment of the invention is characterized in that the data
entered by the document producer is irreversibly linked to the key information by means

of the cryptographic module.

Here, it is especially advantageous for the data entered by the document producer and
the decrypted key information to be irreversibly linked in that the key information is

used to form a check value for the document.

Moreover, it is especially advantageous for the result of the irreversible linking of the
data entered by the document producer with the decrypted key information to form a

document and/or a data record that is transmitted to a checking station.

It has also proven to be advantageous for the document transmitted to the checking sta-

tion to contain the document producer’s own data at least partially in plain text.



It is especially advantageous to have a cryptographic nodule for generating
forgery proof docunents with neans to issue encrypted checking information
and a check val ue. An advant ageous enbodi ment provides that the
cryptographi ¢ nodul e contains at |east one neans for receiving and
decrypt i WP e3a79d0mf or mat i on and at | east one neans for recePCTDFIH0TSCUNMEN
or a data record, and that the cryptog8aphic nodul e has at | east one neans
to forma check value for the docunent or for the data record. Additional
advant ages, special features and practical refinenments of the invention
ensue fromthe subordinate clainms and fromthe presentation bel ow of
preferred enbodi nents nmaking reference to the drawi ngs. The draw ngs show
the fol | @ Mk wfrh Gl 8 i dacadi Qﬂ%h e RS T iC
met hod, E%@?sep @)@s‘éhﬁé%%sg%%?ﬁ'c ia%géagrhk?girtﬂgggég&%@r%t% Icr El gog@%'?gl?ﬁ)gn of a
gener at i be enteredrintoithgddcuntehethaniseransmittedfto theghtaingstatierge i ndi ci a and
Figure 3 - a schematic representation of especially preferred process steps
for generat ing forgery-proof docunents. WO 03/ 079609 PCT/ DE03/ 00760 -11
I n order i { 1 i n 1 I 00 20
b0 o gliB RGBS &’#é?tﬁﬁé@ié’?&réﬁeaﬁg’? a’?ﬁﬁgﬂﬁhﬁ%%gﬁy@%ﬁ REFIIC fiodaR Wfpel 00, 20
t her e i senayptedh sushasweayi thatot oat beodectypoed inltke cnypographaphoduleranilifos thef t he
docunent ., grodycer_in.arder to carr ut the checkin rocedur, | nst ead,
bt oot AT GhE s s Pldafahi, malliscih B, AoBH 4 b iiedf St he
crypt ogr anpésSibEYredi@f the custoner. The precise nethod with its three

i nvol ved parties (1. docunent producer wi th cryptographic nodule, 2.
checking station and 3. reliable contact station) is shown in the

acconpanyj ng Figure 1.. The nunbgrs.given.in e text belowrelate to the
ateps or 1t Ho cRelfy unieesier i ud My Moty e S osopRl FRUBO SIS ohi
nodul e otomfinfaGonTBatineky @Eb&R cryfograptdedlly it RliablStodR\@hrAdEoutan dud or ed
(1) which is transmtted, together with the identity or identification
nunber of Waydha@ogxehangp pbinformation vathin s diatagyis neyrespIsay. nodul e to a
reliable station (3) in encrypted form (2). This reliable station decrypts
the random nunber and the identification nunber (4), checks the legitinmacy

of the rggiselikkewiby aaspdcithadvaitageythas tHehsuppin do he oivipesgraplic ansdiid yid or med
transaction indicator in such a way that only the checki ,ng station is

capabl e §PMpWRicAHPMpartners thah ate gryplaaraphicallyrpen-relighlsnis warrisdroud i pYsbtaed i n
this man he i Ll hSER nt

pr oducer WE\;)@R metelﬂf%r%{gﬁ?% ?sgfeo{f‘gﬁgéd(;%ftﬁ%%%@?@s ar édlgg%{é? g{ftéegé}%gg fe?{rf H{)rﬁ, t he
docunent tipreoducer then enters the docunent to be secured into the
cryptographic nodule (8). There, using the docunent plain text and the
random nunber that is still stored, a check value is fornmed (9). Now, the
docunent 4 py Léh i \/ mg’rpg; RS id he
reliable ﬂst g{}%rgn a%(gs% ﬁ%bgﬁ%r?%?ewgtg gtgg?ia%n In 'rp(l:};?gr aslty ﬁflélr@gé t he
checki ngmadfils; alao imeasgediarsapply vim commupicatieopartnens thatactidreptagraphicallsmi tt ed

to the checki. tation, ((10 In,t ecking station, after a rough check
of the qBEiile.db B kRRiel bl by 5 Retlabfe SRl ite Ml Bn e LV
decrypti a@ dhbekih@sd@sn. nunber and the transaction indicator that had been

encrypted in the reliable contact station ( 12). Subsequently, like in the
crypt ographi ¢ nodul e of the docunent producer, using the docunent plain

oo R i ek R WP
transm t neduly it isaddatagesnt (@ usdogptogtaphdd) endryptione thatehe bhedkivgnstation s

ensured that the docunent has been generated using a specific cryptographic
modul e sFRIEEVEIS® requi site random nunber is

An advantageous refinement of the method provides for it to be carried out in such a
way that the two types of data are cryptographically linked to each other, but cannot be

discovered by means of crypto-analysis.



WD 03/ 079609 PCT/ DEO3/ 00760 -13 things, key information for use in the
machine as well as a so-called "ValidityString" that is used for the |ater
checking in the mail center as well as information on the credit status of
the customer. Parts of this information are encrypted in such a way that

t hey canwow3y79se9 decrypted within the franking machi ne. 2.p@ebissan7dohe
digital franking machine of the customer and the | ong-di stance dial ed
specification center of the manufacturer, a specification |oading procedure
is carried out with the objective of increasing the avail abl e postage val ue

in the franking machjne. During this |oading procedure, the machine-rel ated
i nf or mat FEMRERISyY hps Bm\f;na%aesgaﬂvpéltqaédg%h%cw&qgranh& brdng Al heed to

mani pul atJ,OR: di.gi j i di ng

ot ocedur 51y oG et iR de dnclisRh foelchBBl0 feTRRR ERGcHENPu0 B2

provi der jeliabletcontastrstationdint do tHeecheekiig statiorshoul d be carried out regularly,
within certain tol erances, for exanple, once within a predefinable tine
interval of, for exanple, once per nonth. If no new specifications are to
be | oade C i gat.l r; ' jed out
once por” S AR, BRURARO IO RRA o e Nev Uil BOBGHaRE SEALT o
duri ng whrook dodumentsf arrdatat recordpcantaid exbrietary kadue ofomhatoar vi ce provi der is
transferred to the nmachine. The conmuni cati on between the specification
center and the digital franking nmachine has to be secured in an appropriate
and veri fi;ahanfiREAR or e nHHRERAVANE iffBrhdionT 86 bgyp&?gtrgﬂﬁbdll?%ghﬁ&tdar ocedure
(Step 1 ), a secure electronic comunication pertaining to the purchase of
a cert ai to pesdesymenhoudatafrocord inusthreway thet gicck aralvet cancre formed by
specification.cepter of the operatar and the Postage Point of the postal
service B?’BWH@% WQP%‘HIYS‘@?‘%Fe’@?OJ@aﬁﬂ%?Or@Fid%‘F’éC 858%181“”9{ tion. In this
data transm ssion, invoicing and usage information is transmtted to the
postal service provider. Since, for the next |oading procedure, the

above- neRuithaimere itos iadvantagspus firdhermonetary vludinfermationdo gontainerpoftfead of
time, ity J - necessary - to conbine Steps 3 and 1, so

t hat Stegkimggé@hg&ﬁﬂ%%gééwgﬁ%ted | oadi ng procedure coincides with Step 1
for the next |oading procedure. WO 03/ 079609 PCT/ DE03/ 00760 -14 4. The
postal service provider invoices the customer directly by automatic bank

wi t hdr andmother adyantagsds defethgroenstary wakirainéemiatiomthat prossi the ey went: efct
tati , P ¥ . . i i .
Eundanonpoies Siideis B8k Plo 1l RARDE s B MeiBeBhOM cfiduceR. | o 0 oy

valid digital postage indicia until the credit balance is used up. The
digital anking jnprjints contain _a two-di nepsional matriXx code

(2D-barc WV@&&W?@F% K1 flF Prostaf thespay MRt 2 RATIREF UnpH 0 Be ﬂlggf;d s
descri begydrBssdagp 1, was given to the postal service provider ahead of tine
and that is used in the mail center to check the validity. 6. Mil pieces
with digital franking inprints can be mailed via the nodalities nmade
availablgﬂ@X%the ost al er%}c Erov'der such, for exaqple mai | boxes,
post of f 1ER arca of gaplicafion fur 83}‘1‘%0‘6153@% gEnItangtRpsags Mdit s ar e
conveyedchyInt ffis BRSh@Al spplivatich SdseViafusahiefhedib@ stAidndidak BRASeR SR
checked. 8. In a conparison procedure, |oaded postage val ues of the

cust oner examplpa vilexwansferganies of a firanking tngebinggnamadactergricambesuset j3e thea |
center. l_?)ﬁ egia?e?qst%tpo% information that, as described in Step 1 above, is
provi ded ahead 0 ime by the Deutsche Post, there are two conponents that
are of inportance in the sense of the present invention, nanely, first of
all, the keﬁ@infqrnation nkey for use in_the machi ne and secondly,

. . US, ) { y
so- cal | eAnghst Rybigrtimatisr oh theoinventionrisa yabug anstepsenter drith sneingsiacaforser vi ce
provi der ' ' ' fne _the key
e oo Bl AGRES ARl bR eSO PRI SAREHRS
mani pul afdreentpr mivhnagemshyf fuhdtéondiagah Mterffacenk revgiveradypeed (infoyrpatigr éfizhi ¢
nodul e). The alre%gﬁieéggﬁgted checking information, V S can be transmtted
to the fFRPIAETEPIHERIN feligdile cconfact alqn 8B dpnicEnoBRIY eStaFe RBRITCCHAYE ur t her
t ranspor pad QB4 §iEsiyaohon- The encryption of the key information nkey neans
that a decryption i1s only possible in the cryptographic nodul e of the
franki ng machi ne, but not on the non-reliable comrunication route. WO
03/ 079609 PCT/ DEO3/ 00760 -15 The principle of the security in generating
forgery-proof docunents with a cryptographic nodule that is supplied
externally via a non-secure route is shown schematically in Figure 3: 1. In
a first step, key information is generated in a reliable contact station
that, in actual practice, is enbodied by the Postage Point of the postal
service provider. This key information |ater serves to forma check val ue

.




3, Ina third step, the key information generated in the first step is
encrypted in such a way that a decryption can only be carried out in the
cryptographi ¢ nodul e at the docunent producer, but not on the transni ssion
route toit. 4. In a fourth step, the two types of information are

transm t Mig3/gee8ber abl y together with other information t hRCTDEDI0ZE® t O t he
pendi ng | oadi ng procedure of the cust-ag@er and that further increases the
mani pul ati on security. On the one hand, this is the key WO 03/ 079609

PCT/ DEO3/ 00760 -16 information generated in Step 1 and encrypted in Step 3,
which is Iatﬁr | oaded i nfo.the ﬁé{ptogra hi ¢ dulﬁ, decgégted t here and

al so rendl advaniageons for the iRfappatian WrbeFrcrierbin sYsh GV ay JHa Mepaot B8, t he

ot her ha i S 4 checking information generated in Step 2
t hat canag% @égglggééggﬁgﬂggéﬁﬁﬁgby the checking station and that is
attached to every docunent that is generated by the docunent producer |ater
on. 5 In a fifth step, the two_t Pes of information that are rel evant

Wi thin t RErbEEAICOR if ARATARFEHS R 10 SQRIHLICARS FPrGerRVINgYRRSHER on ¢ he
pendi ng ' ; I ' in the
non-rel i gb gétgtg )éfa f%ﬁﬁ@g& gg?ﬁof?)%@éﬁﬁggﬂgﬁgd {(\%ofgrrv}ea?&e{ggﬁgﬂte%‘ée;& 0 cgﬁ)rtl‘%‘d;r mat i on
i s not podeimdtonat atdiffsettpaintamtimen particular, it is not possible to

di scover the key that was used in the reliable station to encrypt the
checking information in such a way that only the checking station can

decrypt i is%ﬁédﬂaﬁwadaah&gy&rsytormﬁ QerypRbrdphR Bbailp fbleééne?zitiﬂghﬁré%@%’- _
a | ed pl attack is

information that would be needed for Suc so- cal ai n text

not prespmof ®cuments witlk nheags dp  issukaeencriiptedrabéckingpinforintpsivnband aeheek i abl e
station is, transferred to the cryptographic nodul e at the docunent producer
at a di f¥88nt point in time, for exanple, within the scope of the next

| oadi ng procedure. 7. The seventh step relates to the comuni cati on between
the non-reliable station and the cryptographic nmodule, said comrunication
pr ef er abAp asbpniggenys gmbadisgens geovidesrthat tggpty@mgéanb@am@duhfqomanmai legsh act ual

practice 1S 1 . i j ecif] I re of a
et e Db ek ol ASORTUIL LA DR OSBRSS TPl A5 G

i nf or mat reveividyg & [dobafiertrdeddr edcoed, aird absti ths tryptographiaiodnlepliaa it $edsy
because of the |oading ampunt that is being electronically exchanged. If
this conPifimeans ofome g sheckivaiedor theadocumentor for thedata kesorded i ncrease of the
| oadi ng anbunt woul d be possible. Therefore, only in the sense of this
invention is the specification center of the manufacturer considered to be
a "non-r édditiinel advahiages, spdeidl features tmhprapticat téfmements of i in@eitmnengude
classified ag bejng, reliable. WO 03/ 079609 PCT/ DEQ3/ Q07 -17.8. In the
ei ght st &om ﬁﬁéuk%@mam rimsiand e She Rigseniatiop pstodtoy me%ewg)@m@w&% ypt ed
and subsgG kleralctGthe difRgkey information is used later to secure
docunents by generating a che%k value. In order to prevent the
above-nentioned plain text attacks, it is inportant that the key

i nf ormat i,on .cannot ,be re out of the cryptographi c nodul e but rather that
it can omdwlﬂ%se‘ﬂmmti’ﬁ%ﬂlotvﬂgg'mdul e by the processes that are |ikew se

present in the cryptographic nodule. 9. In a ninth step, the encrypted
checking information fromStep 2 is stored. Since this information is

al ready &igwypredhahesi¢ priniplp of g knows en@tpgraphitvaetodpt ogr aphi ¢ nodul e for
data processing, it can be stored outside of the cryptographic nodule. The
encrypted checking information is |ater attached to each secured docunent

i n order Fignr2 —usesthematid @iaghac Foragschématiorprebéhtatioh 6f 4 geriehatidhepcord-
preferably at a different paint in tinme, the custonmer or docunent producer
enters the cont erfgtothednpyention ohdigitakposige indiiz afl i nt o t he crypt ogr aphi c
nodule. Il.In an el eventh step, a check value is generated with the entered
plain text information of the docunent using the still-stored key

i nf or mat iFiguré B em &Stchpmatic fEipeeseiitatidn vidspecially prefeered tpestesnyibpsyfon gererat-
conventi onal check val ue netﬂgg such as, for exanple, MAC (Message

Aut henti cati on CIB&YOrepipEoPLgacHREMSessage Aut hentication Code) symnmetri cal
signature or the like. Several especially preferred enbodi nents have in
common that fact that the plain text of the docunent is generally
irreversi bly abbreviated and sinultaneously or subsequently encrypted with
a key, in this case, the key information fromStep 1. 12. In a twelfth
step, the docunment is now transmtted. The entire docunment preferably
consists of several, in particular three, conponents. A first conponent is
the actual plain text information of the docunent. As the second conponent
of the total docunent, the encrypted checking information from Step 2,

whi ch was stored in Step 9 in the cryptographi c nodul e or outside of



WO 031 079609 PCT/ DE03/ 00760 -18 the nodule, is attached to the docunent
text and, from now on, attached to every docunent that is to be secured. As
the third conponent of the entire docunment, the check value forned in Step
11 is attached. 13. In the thirteenth step, the docunment reaches the

checki ngwsj @lohss99 Where it is checked for its structural corgl/pEt®mesd and
integrity. In the concrete applicatiompjof the invention for checking
postage indicia, additional congruence checks have to be carried out at
this station. Since in this case, the secured docunent matches the

machi ner eadabl e po_stag%e. i ndi ci u;&e this can be_checked agai nst ot her
mai | pi eck pidebiongphieys this objestive, {seraamatent spreificatiopHH hYL2@ PeZ E24iswel | as

o ea oufoRRAedhEd B hisglus ek TuddBoShfins Hwhith B pepd o 27 °°
nai | pi eciféiditiofl FRfn Bt crgtoptaphictrodul® 0f theal cimeihtprodaced th orddr foharry
fourteenth step, the checking information encrypted in Step 2 is

r e- encr ypetethe chpeking pradederei Histaadathis metlndoisi based) o dhe fagt tg@irﬁp@ﬁéﬂ@s i's
broken d . . . ! I M

it or et Roen h b SEFRR o HERRat G AP it KA e hes st

i ndi cat owithries thiedeainveied Pastidsqll ! @6cunment Jesdiref Gfithastypagiaphienabdulbezki ng
procedure. Thus, for exanple, the identity of the custoner or_docupent
pr oducer Shegkingstation apd dnredials sontagt statiom) és shosmdn the ansompanying Eigurebn be

conpar ed it j S a

negat i veT{.‘?Islﬁmg‘%é &%}dggg%t)}{ez?%ﬁtg)fe@%?nﬁ%Fob%fggggggf;@gggggs| tgg’h??]?g%ugg}fhecki ng
station. 15. In the fifteenth step, analogously to Step 11, a check val ue

is generated. According to the s methqQd as in Step 11, the plain text

i nf or mat [ohiggre k,mﬂ@&mgsr@plﬂm@gﬁ hihg 3@%12@50 tfang °f e

j ust - dec i i ‘ : : sanl

T or onEUREA AR StoR C1Y AL, (ABEE atthel Qith A dentrh o1 Katlion

crypt ogr awhber ofotieldecuhére iprodieeconef the erygitographioimadude toed tedidblei dtatidnse has

to be atfached to the d t of f d t he_checki tatjon i
e dooubiiit SPoH oot AinT s roile SRtor WerealspsdetoB pRBEs ARG D ' 15
16. In t pRnfifidkdon eB (49! @RBks the TegitiBady Vthe! FeqUBRYS PARIthEM efid#fpts the

cryptographic nodule and attached to the document i's conpared to the check
val ue gersademerimbertand aceady ifomnest tsansaetionGmdicator in isuch avwaytbatlonluthges mat ch

is it ensured that. the docunent was. produced by t cupent pro. er using
the. crypesiinh Faligd dt capaole 98 coNERine Aot Sy Bian, (6 T TRGbrT BAHFER: 1y
and want éndr?;gt%d T kigth nanse sl thedRmdAttidhn i8flicatof dfd & backPty thehddciment not

have access to the cryptographic nodule of the latter, will not be able to

recei ve BieduesdiypWVhemthedegeryrpenofsioremnents erp sinepated lajgs\gay the docmsntc ey

i nf ormat | I.S. hndi b ' d mat ches
the. chock e sBREY B bubibaP K B olehrtd b ind oS pESpIR, HibdbE IR P12
docunent Theresusing thetdocuemtqlain gexit aad chel randdny numbenthst is wiill atolraal, keheck

i nformati gn, i ch n al so, use appropriatelt%q'and correctly to . forma

) h
check val"_%l@? 1§ _eﬁe(sl‘t NPV quocH@Fn‘slﬁ’c@é’é’qte?‘h_ @éﬁfmgd Fandom AYMBFLr ypt ed
checki ngyh IR b Wk reliAbIE stioh R4 &ﬁ%ﬁf‘@aﬂs%tﬁfnﬁﬁ%%r WOl 3 to be

encrypted 1 n such”a way that only the c Ing station 1s capable of
carryi ngchacking thfemygsionogeneklited tuthek exyptapgaphie nioslple st travemitiep toyld, t his

i t ible. Co ly,. t temi be b hed.
Thanks | GIGEKEE St0GaR 1. T the chopie siiot 3eAdpublE REky S B8 HosBReBbounen
and to r ghidturl(Y1 BRCIenhMRn&8 MARBASAASI BY dbdiPptiiid! e aH¥oR] M@Abrank ke

docurment and/or the identity of the docunent” producer. All of the checking
i nf or mat trensantéeniindidator thatihed beerpencaypted i e aelible/cantadt statian (4| Sulisy- t he

reliable contagt station andior the c t ogr.aphi ¢ dule. The.invention is
i ¢ abl cabeiv ke Bt pAPIRRALRY mhiia SEHRLARLABA fadRE: wSpe I QiR P}
advant agFﬁﬂﬁte’kﬁaﬁlﬁ&e&ﬁﬁi&rﬂﬁﬁﬂbér&ﬁaﬁ}ﬁﬁ j e Besnaddcigtali, dichadk eigeIdEBiBed1avi Nng a
relative f/:ﬁsnall data volunme in the order of magnitude of a few bits up to

docunent §1 Ralihigcheckoyalpe ds fiaally icompamchtp threchaekcvalug tiensmitied: boshe of up
to about 460, byl g,ﬁoddﬁglp&%g.af{!tﬂgpﬁxg&ﬁ[ iR if RCHTERE Shdtthd A6cifss halbeld'e
rarty Kl ngs or

()

invention are v
generated using a specific cryptographic module since the requisite random number is



nunerous areas of application. It is especially advantageous to use the

i nvention for WO 03/ 079609 PCT/ DEO3/ 00760 -20 checking digital postage
indicia for mail pieces since it allows an especially fast and sinple
generation of the postage indicia. Its use in other areas as proof of
paynment wioemmnsdary suns - digital value markings - or as ptlrBE0x@760 er s of
nonetary value information is |ikew s@2possible. The invention is
especially well-suited for all application cases in which, aside fromthe
docunent producer, at |east one checking authority has an interest in the
genui neness of the docunent. Consequently, the invention is suitable for a

wi de r ang@lydresgphibereanddhis medilehasgxchangsd inloraptian wih dhegieliable gantaet

arr pl ancseen dof b ERRRRL s e iner BinBbh A BHE MR = Bl Cict <

The docus®ptogpaphitif@duleanasised tan@, oM ieNbthenhind, tid ¢Heck WalusufiftchdC thement s
hi nsel f, whereby the docunent producer can utilize an existing balance - or

amount s ifentityeef the degwncat producer oe well a3 thepgeauiieness off thsdassment are; hi s
manner. Ihese docunents can be generated, for exanple, by a conventional
personal conputer or by a cryptographically non-secure printer. A special
advantage of the invention is that the docunents can be generated w t hout
n.bet ween t he, docu ucer __and t bl e cont act

di t ti, t | i
St at i on. TR QESCHIGE RN iMoot RGO et DREGIesh ar b Pl

St ati ons gk 8¢ LAY Stag it HReF AR UeHloni PP Mo Bk Tn's aioutes

that are I cu Impossi ble to secure cryptographically.
crypt ogr elpractedized inehdtahd genminenasst ofshetdoamanrtsiéar be ¢heckdtewithoyg the ate on

contain ns. t.o ensurge that, no ungut horj zed, docugents haye, been, produced,
or that RbROGEPRERHONEYJS Berent &f SReeIypioerapple madHiey Isioad,ibe ghsekine |
simply aggtisetelidPlnpdrOsiSinbdrfation G8REL AligbleRBfitaeliRione! 1 abl.e di gi tal

docunments and to actually reliably check these docunents. Such a checking
procedure can be carried out in various ways, whereby the above-nentioned

t hi . t be. | i i npl d reliably. In thi
manner - RGOS B » Etha s 2R Bent Pl oL BBl et e r e
real m of agdagk irddrddBatinRdakdd SutGlitkbud diradt deptesweelh ehyptdpiraphi-
mai | pi eces, for exanple, to check the authentic WO 03/ 079609

PCT/ DEO3¢@ty7 ediableicontacy stationiagidithe cpmtegrephie anedyde.tarta derumeank @reducsi r pl ane
tickets, uselhgthebéfy&o&%Sﬁilé'rﬂ]&uﬁlft hority, or by an access control.

Although the generation of the documents and data records is by no means limited to
the generation of postage indicia, or rather to mailpieces provided with postage indicia,
the use of the described method and device features in a method for generating digital

postage indicia is an especially preferred embodiment of the invention.
Such an embodiment will be presented below with reference to Figure 2.

The schematic model or the function of the new digital postage indicia is depicted in

Figure 2 and described below:

1. Prior to the loading procedure between the specification center of the operator and
the digital franking machine of the customer, the postal service provider electroni-
cally supplies the operator with machine-related information to be supplied to the

digital franking machines in the future. This information comprises, among other



The neans descri bed here and the process steps according to the invention
can al so be used for docunents that are |ikew se encrypted before or during
t he generation of the forgery-proof docunments in the sense of this
invention. In this case, the nethod is preferably not used for an

unencr ypwashozalredon text but rather for an encrypted text, weerdepgioherever,
the methods of this invention do not .disffer in this case. Depending on the

nodality, it would |ikew se be possible for the encryption to |ikew se take
pl ace in the cryptographic nodule and thus, as in the depiction in Figure
3, an internedi ate step of encryption would be perforned between the Step
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able time interval of, for example, once per month. If no new specifications are to be

loaded, a communication procedure to this effect should be carried out once per

month between the franking machine and the specification center during which the

information provided by the postal service provider is transferred to the machine.

The communication between the specification center and the digital franking

machine has to be secured in an appropriate and verifiable manner.

3. Subsequent to the specification loading procedure (Step 1), a secure electronic
communication pertaining to the purchase of a certain postage amount for a cus-
tomer takes place between the specification center of the operator and the Postage
Point of the postal service provider, which serves as the reliable contact station. In
this data transmission, invoicing and usage information is transmitted to the postal
service provider. Since, for the next loading procedure, the above-mentioned provi-
sion of information can be carried out well ahead of time, it is possible — but not
necessary — to combine Steps 3 and 1, so that Step 3 of the just-completed loading

procedure coincides with Step 1 for the next loading procedure.



WO 03/ 079609 PCT/ DEO3/ 00760 - 23 the cryptographic nodule preferably
decrypts the key information with a key contained in the cryptographic
nodul e. 5. The nethod according to one or nore of the preceding clains, ¢ h
aractar ized in that the docunent producer enters his own data into
t he cryptvwgozybéod nodul e. 6. The nethod according to one oPCHDEe3/aN76a& he
preceding clainms, c har act ar ddlged in that the data entered by the
docunent producer is irreversibly linked to the key information by neans of
the cryptographic nodule. 7. The nmethod according toC ai n6, characterized in

that the data entered, by the docupent producer, an he decr.ypted key
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i rrever si bl agel Romti af gheopostdh serstime pravidezr ed by t he docunent producer with the
decrypted key information forns a docunent and/or a data record that is
transmtted to a checking station 9. The nethod according to Caim
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contains the docunment pro ducer' s own data, at least partially 1nplain
text. 10. Thaépostageindivia ontili the cteditdaimnoe isooet upf The digitsl Bardkin@impritits a r a ¢
tariz aco%tallinrll ttvpoa-&imensional matrix code (2D-barcode) comprising additional data

that, among other things, as described in Step 1, was given to the postal service

provider ahead of time and that is used in the mail center to check the validity.

6. Mailpieces with digital franking imprints can be mailed via the modalities made
available by the postal service provider such as, for example, mailboxes, post office

branches.

7. Mailpieces bearing digital franking imprints are conveyed by the postal service pro-

vider after the validity has been checked.

8. In a comparison procedure, loaded postage values of the customer can be checked

against the postage values read-in at the mail center.

Regarding the information that, as described in Step 1 above, is provided ahead of time
by the Deutsche Post, there are two components that are of importance in the sense of
the present invention, namely, first of all, the key information myey for use in the
machine and secondly, so-called checking information VS. The Postage Point of the
postal service provider that serves as the reliable communication partner encrypts the
key information my.y in such a way that a decryption is only possible in the manipula-
tion-proof area of the digital franking machine (cryptographic module). The already
encrypted checking information VS can be transmitted to the franking machine or to the
cryptographic module without any further transportation encryption. The encryption of
the key information my., means that a decryption is only possible in the cryptographic

module of the franking machine, but not on the non-reliable communication route.



the encrypted checking information is entered into the docunent that is
transmtted to the checking station. WO 03/079609 PCT/ DEO3/ 00760 -24 11
The net hod according to one or nore of the preceding claims, c har act
ar izedin that information remaining in the cryptographic nodule is
encrypt egvo ¢3/03%0h a way that it can be decrypted in the crygt/pngesapidoc
nmodul e. 12. The nethod according to aoang.or nore of the preceding clains, c
har actar izedin that the supply of the cryptographic nodule with
the information, also in case of a supply via conmunication partners that
are not reliable in the cryptographic sense, is carried out by a
cryptographically reliable station whose information can be relied on by
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used that the checking station can reverse. 14. The nethod according to one

or more HfFigmgidss ... to 13, char actari zadinthat the supply
of the cryptographic nodul e via conmuni cation partners that are
cryptographically non-reliable is carried out in such a way that the
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in time. 15. The neth according to one_or npre of Clainms 1 to 14, ¢ h ar
act ar iactuahpractice, isgmbodied by the Postage Point of the postal service provider. This

key information later serves to form a check value in the cryptographic module. In a

practical manner, this key information later remains in the cryptographic module

and it does not leave it.

2. In a second step, so-called checking information is generated. It is compiled from
the key information from Step 1, from a transaction indicator containing additional
information on the next loading procedure of the customer, as well as from other
information. The compilation and subsequent encryption of these elements that
make up the checking information are carried out in such a way that only the check-
ing station is later capable of reversing this encryption. The compilation and subse-
quent encryption of these elements that make up the checking information are also
carried out in such a way that, even if one has knowledge of the key information in
plain text — which, however, is theoretically hardly possible outside of the reliable
contact station and outside of the cryptographic module — it is not possible to dis-
cover the key for encrypting the checking information for the subsequent decryption

at the checking station.

3. In a third step, the key information generated in the first step is encrypted in such a
way that a decryption can only be carried out in the cryptographic module at the

document producer, but not on the transmission route to it.

4. In a fourth step, the two types of information are transmitted, preferably together
with other information that relates to the pending loading procedure of the customer

and that further increases the manipulation security. On the one hand, this is the key



the supply of the cryptographic nodule via communication partners that are
cryptographically not reliable is carried out in such a way that an
exchange of information within a dialog is not necessary. WO 03/ 079609
PCT/ DEO3/ 00760 - 25 16. The nethod according to one or nore of Clains 1 to
14, ¢ h swoo3m7e609 a r i z a d in that the two types of datpCEDE03/00760
cryptographically linked to each ot heng-but cannot be di scovered by neans
of crypto-analysis. 17. The nethod according to Caiml1l9, char act ar
i zadi nt hat the cryptographic linking of the two types of data is

such that non-linear fractions are added that are known only to the
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5. In a fifth step, the two types of information that are relevant within the scope of this
invention, together with other information on the pending loading procedure of the
customer, are temporarily stored in the non-reliable station. A decryption of the two
relevant types of information is not possible at this station. In particular, it is not
possible to discover the key that was used in the reliable station to encrypt the
checking information in such a way that only the checking station can decrypt it
again for the very reason that the plain text of the key information that would be

needed for such a so-called plain text attack is not present.

6. In a sixth step, the information provided by the reliable station is transferred to the
cryptographic module at the document producer at a different point in time, for

example, within the scope of the next loading procedure.

7. The seventh step relates to the communication between the non-reliable station and
the cryptographic module, said communication preferably being secured by addi-
tional suitable means. After all, in actual practice, this is the communication
between a specification center of a manufacturer and its franking machine with
cryptographic module, information which has to be protected against manipulation
precisely because of the loading amount that is being electronically exchanged. If
this communication were not protected, then an unauthorized increase of the loading
amount would be possible. Therefore, only in the sense of this invention is the
specification center of the manufacturer considered to be a “non-reliable station”,

but in actual practice, it can certainly be classified as being reliable.



in that the nonetary value information contains proof of the paynent of
post age anounts. 21. The nethod according tod ai nR0, characterized in that
the nonetary value information that proves the paynent of postage anounts
is linked to identification data of the docunent producer. 22. The net hod
accor di ngyd @/096kge Or both of Clainms 20 or 21, ¢ h ar a c tperbrdzeere d in

t hat f t ~ WO 03/079609 PCT/ DEO3/0046Q -26 the nonetary val ue infornmation
is linked to address data. 23. A value transfer center with an interface
for | oading nonetary val ues, characterized in that the value transfer
center contains an interface to receive encrypted information of a
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generating a check value. In order to prevent the above-mentioned plain text attacks,
it is important that the key information cannot be read out of the cryptographic mod-
ule but rather that it can only be used within the module by the processes that are

likewise present in the cryptographic module.

9. In a ninth step, the encrypted checking information from Step 2 is stored. Since this
information is already encrypted and is no longer needed in the cryptographic mod-
ule for data processing, it can be stored outside of the cryptographic module. The
encrypted checking information is later attached to each secured document in order

to be used in the checking station.

10. In a tenth step, preferably at a different point in time, the customer or document pro-
ducer enters the contents of the document to be secured into the cryptographic mod-

ule.

11.In an eleventh step, a check value is generated with the entered plain text
information of the document using the still-stored key information from Step 1. The
check value is generated employing a conventional check value method such as, for
example, MAC (Message Authentication Code), HMAC (Hashed Message
Authentication Code) symmetrical signature or the like. Several especially preferred
embodiments have in common that fact that the plain text of the document is
generally irreversibly abbreviated and simultaneously or subsequently encrypted

with a key, in this case, the key information from Step 1.

12. In a twelfth step, the document is now transmitted. The entire document preferably
consists of several, in particular three, components. A first component is the actual
plain text information of the document.

As the second component of the total document, the encrypted checking information

from Step 2, which was stored in Step 9 in the cryptographic module or outside of
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unacceptable ocument producers deposited in the checking station.

15. In the fifteenth step, analogously to Step 11, a check value is generated. According
to the same method as in Step 11, the plain text information of the document present
in the checking station uses the just-decrypted key information from Step 14 to form
a check value. If different methods are possible for generating check values in the
cryptographic module, then the concrete choice of the method likewise has to be
attached to the document or transferred to the checking station in the document of

the document producer.



10 10L-t!10%& ()-M.! 109%& ()- " yL10%& ()-p @ 10%& ()- @ 10%& ()- 10]}V dEYNCS

10 Y% 1 1098 ()-"y s! 109&' ()-3y

s 109& ()-3 1109 ()-Gp',!10%& ()-",!10%& ()- D t!#####PY%C8

10p” @ 10%& ()- @ 109& ()- 10 10

10" @s! 108R03(0y960d* s! 109%& () -n' 109%&' () -P%&| )) +*k*{, |, }, dE: / PGTYDE03/00760

10" f 2s! 1098’ ()-s@ 10%& ()- - ! 109&' ()}19+ ! 109%& ()- " s! 10%& ()-

109 () -}, ~,, - On223xY:/

10s- "1 10%& () - x+H 10%&' ()-SF"M 10%&' ()-~""110%&' ()- p S! 10%& ()-m

"SI109%& ()-m  1Q3' 3| 4} 4~444J5 5bC 10°

E% In the gnal slep}sixteen, the check value generated in the cryptographic module and

attached to the document is compared to the check value generated in the checking
station. Only if the two check values match is it ensured that the document was
produced by the document producer using the cryptographic module.
A document producer who is acting fraudulently and wants to simulate a secure
document of a customer, but who does not have access to the cryptographic module
of the latter, will not be able to receive and decrypt the key information from Step 1.
However, this key information is indispensable in order to create a check value that
matches the check value generated in the checking station. On the other hand, if a
document producer who is acting fraudulently invents suitable key information,
which he can also use appropriately and correctly to form a check value, then he still
will not succeed in creating matching encrypted checking information. This
encrypted checking information would have to be encrypted in such a way that only
the checking station is capable of carrying out a decryption. Without knowing the
key that was employed, this is not possible. Consequently, the system is secure and

cannot be breached.

Thanks to the invention, it is possible to generate forgery-proof documents and to relia-
bly check the genuineness of the data contained in the document and/or the identity of

the document producer.

All of the checking information needed for this purpose is preferably made available by

the reliable contact station and/or the cryptographic module.

The invention is suitable for the generation of any documents. However, it is especially
advantageous to use the invention for generating digital documents having a relatively
small data volume in the order of magnitude of a few bits up to documents having a

total size — including the checking information — of up to about 60 bytes.

Especially preferred documents in the sense of the invention are validity markings for

numerous areas of application. It is especially advantageous to use the invention for
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checking digital postage indicia for mailpieces since it allows an especially fast and
simple generation of the postage indicia. Its use in other areas as proof of payment of
monetary sums — digital value markings — or as other carriers of monetary value

information is likewise possible.

The invention is especially well-suited for all application cases in which, aside from the
document producer, at least one checking authority has an interest in the genuineness of
the document. Consequently, the invention is suitable for a wide range of applications,
especially for generating digital value markings for a large number of areas of applica-
tion such as, for example, airplane tickets, public transportation tickets, theater and
movie tickets. The document producer can use the invention to print out such docu-
ments himself, whereby the document producer can utilize an existing balance — or

amounts of credit — and can receive a reliable proof of payment in this manner.

These documents can be generated, for example, by a conventional personal computer
or by a cryptographically non-secure printer. A special advantage of the invention is that
the documents can be generated without direct connection between the document pro-
ducer and the reliable contact station. Thus, document production is possible, also when
intermediate stations are involved, or in the case of a communication via data routes that

are difficult or impossible to secure cryptographically.

The cryptographically reliable contact station and/or the checking station contain means
to ensure that no unauthorized documents have been produced, or that no documents
have been forged. In this manner, it is especially simply and reliably possible to gener-

ate checkable reliable digital documents and to actually reliably check these documents.

Such a checking procedure can be carried out in various ways, whereby the above-men-
tioned cryptographic process steps can be applied simply and reliably. In this manner,
the invention can also be used outside of the especially preferred realm of checking the

authenticity of digital postage indicia of mailpieces, for example, to check the authentic-
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The means described here and the process steps according to the invention can also be
used for documents that are likewise encrypted before or during the generation of the
forgery-proof documents in the sense of this invention. In this case, the method is
preferably not used for an unencrypted plain text but rather for an encrypted text,
whereby, however, the methods of this invention do not differ in this case. Depending
on the modality, it would likewise be possible for the encryption to likewise take place

in the cryptographic module and thus, as in the depiction in Figure 3, an intermediate

step of encryption would be performed between the Step 10 and Step 11 described here.
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Patent Claims:

1. A method for the generation of forgery-proof documents or data records,
whereby key information is generated and whereby encrypted checking informa-
tion is formed from the key information and from a transaction indicator,
characterized in that
the generation of the random key information and the formation of the encrypted
checking information from the key information and from the transaction
indicator are carried out in a cryptographically reliable contact station, in that the
cryptographically reliable contact station encrypts the key information, and in
that the encrypted checking information and the encrypted key information are
transmitted by the cryptographically reliable contact station to an intermediate
station, in that the intermediate station temporarily stores the encrypted key
information and the encrypted checking information and transmits it to a
cryptographic module of a document producer later on, at a different point in
time from the transfer between the cryptographically reliable contact station and

the intermediate station.

2, The method according to Claim l,characterized in that
the key information is generated in such a way that the key information is

formed randomly.

3. The method according to one or more of the preceding claims,character-
ized in that
the encrypted key information and/or the encrypted checking information is

configured in such a way that it cannot be decrypted in the intermediate station.

4. The method according to one or more of the preceding claims, character-

ized in that
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the cryptographic module preferably decrypts the key information with a key

contained in the cryptographic module.

5. The method according to one or more of the preceding claims,character-
ized in that

the document producer enters his own data into the cryptographic module.

6. The method according to one or more of the preceding claims,character-
ized in that
the data entered by the document producer is irreversibly linked to the key

information by means of the cryptographic module.

7. The method according to Claim 6,characterized in that
the data entered by the document producer and the decrypted key information
are irreversibly linked in that the key information is used to form a check value

for the document.

8. The method according to one or both of Claims 6 or 7,characterized in
that
the result of the irreversible linking of the data entered by the document pro-
ducer with the decrypted key information forms a document and/or a data record

that is transmitted to a checking station

9. The method according to Claim 8,characterized in that
the document transmitted to the checking station contains the document pro-

ducer’s own data, at least partially in plain text.

10.  The method according to one or both of Claims 8 or9,characterized in
that
the encrypted checking information is entered into the document that is transmit-

ted to the checking station.
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11.  The method according to one or more of the preceding claims,character-
ized in that
information remaining in the cryptographic module is encrypted in such a way

that it can be decrypted in the cryptographic module.

12.  The method according to one or more of the preceding claims, character-
ized in that
the supply of the cryptographic module with the information, also in case of a
supply via communication partners that are not reliable in the cryptographic
sense, is carried out by a cryptographically reliable station whose information

can be relied on by the checking station.

13.  The method according to Claim 12,characterized in that,
in order for a reliable station to provide reliable information for the crypto-
graphic module, cryptographic encryptions are used that the checking station can

reverse.

14. The method according to one or more of Claims ... to 13,characterized
in that
the supply of the cryptographic module via communication partners that are
cryptographically non-reliable is carried out in such a way that the information is

forwarded to the cryptographic module at a different point in time.

15. The method according to one or more of Claims 1 to 14, characterized
in that
the supply of the cryptographic module via communication partners that are
cryptographically not reliable is carried out in such a way that an exchange of

information within a dialog is not necessary.
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17.

18.

19.

20.

21.

22,

the two types of data are cryptographically linked to each other, but cannot be

discovered by means of crypto-analysis.

The method according to Claim 19,characterized in that
the cryptographic linking of the two types of data is such that non-linear frac-
tions are added that are known only to the reliable contact station and to the

checking station.

The method according to one or more of the preceding claims,character-
ized in that
the generated forgery-proof documents or data records contain monetary value

information,

The method according to Claim 18,characterized in that
the monetary value information is cryptographically connected to the document
or data record in such a way that a check value can be formed by comparing the

monetary value information to the document or data record.

The method according to one or both of Claims 18 or 19, characterized
in that
the monetary value information contains proof of the payment of postage

amounts.

The method according to Claim 20,characterized in that
the monetary value information that proves the payment of postage amounts is

linked to identification data of the document producer.

The method according to one or both of Claims 20 or 21,characterized
in that
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characterized in that
the value transfer center contains an interface to receive encrypted information
of a cryptographically reliable contact station and to temporarily store the

received encrypted information.

24.  The value transfer center according to Claim 23, characterized in
that
the information is encrypted in such a way that it cannot be decrypted in the

. value transfer center,

25.  The value transfer center according to one or more of Claims 23 to 24,
characterized in that
it contains means for receiving value transfer requests by at least one crypto-
graphic module and for forwarding the received encrypted information at a

different point in time.

26. A cryptographic module for generating forgery-proof documents with means to
issue encrypted checking information and a check value,characterized
in that
the cryptographic module contains at least one means for receiving and decrypt-
ing key information and at least one means for receiving a document or a data
record, and in that the cryptographic module has at least one means to form a

check value for the document or for the data record using the key information.



