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Mobi | e devi ces, such as |aptop co e 5 phones, and handhe
di gital asswstsantess for exanpl e, "ﬂﬁ'ﬂﬂﬂm“wmﬂmn W Pel ess RCITuHoR/A8SSS o %(ngm
enable their users to work in multiplaehecations and while in transit, ”

such as in hones, airports, airplanes, and public spaces. Typically, e
nobi | e devi ces run applications that access a server on 10 the Internet “by gp((g

g:om‘runi canwwmlmﬂmﬁ single ™ m@ﬁkim&)ﬁﬁﬁfﬁﬁﬂ ON OF DRAWNGS FIG 1
Is a diag rk connections between a nobile client and a hone

agent. FI G 2adreNg schematic of a tunnel state machine. 15 FIG 3 is a f'@,fw

chart of a process for connecting aBA’E?(Ekb@t?ﬂl ient. FIG 4 is a schematic
of a nobile device. FIG 5 is a schematic of a stack for providing

Information to anTﬁPQ'ié¥@hE99n relates to network communication.

Mobile devices, such as laptop computers, mobile
5 phones, and handheld digital assistants, for example,
communicate on wireless networks to enable their users to
work in multiple locations and while in transit, such as in
homes, airports, airplanes, and public spaces. Typically,
the mobile devices run applicaticons that access a server on

10 the Internet by communicating using a single '"connection.™

DESCRIPTION OF DRAWINGS
FIG. 1 is a diagram of network connections between a
mobile client and a home agent.
FIG. 2 is a schematic of a tunnel state machine.
15 FIG. 3 is a flow chart of a process for connecting a
mobile client.
FIG. 4 is a schematic of a mobile device.
FIG. 5 is a schematic of a stack for providing
information fo an application.
20 FIGs. 6A & 6B are a schematic of information processing
units implemented by a mobile client.
FIGs. 7A, 7B, & 7C are a schematic of information

processing units implemented by a home agent or server.
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20 FIGs. 6A & 6B are a schematic of information processing units

i npl enmented by a nobile client. FIG. 7A, 7B, & 7C are a schenatic of
information processing units inplenmented by a hone agent or server. | WO
02/ 076063 P®O/0BKA08355 DETAI LED DESCRI PTI ON A seanl ess R€I/GSGL0RSSS

i nformati on exchange protocol for connecting a device to a secure network
can include two or nore open connections. The connections may be w rel ess
and 5 may be selectively and ePETRHER PRSERERFIOY enhance infornation
transm ssion speed and reliability. Referring to the exanple shown in FIG
1, a nobile (or Rmediless dedirdustoiriemmtiiohesx¢angeerepptenly for
connectl ons or tunnels with a hone agent 160. Exanples of nobile 10

devi ces i ncl wpaneapiep Towpleers shandnes deorptit es ipelgde tPalofPi | ot STM
handhel d digital assistants, key pads), pagers, nobile telephones (e.g.,
W r el ess Appltogat PBen mmn@@zsrtorw\AP)Theeﬁ@meé&lﬁﬁéﬂw PeVHFRLETS Edr e
Experts G oup Audi o Layer, | ayers, and ganme and/ or entertai nnent
stations. %5 "BYakfl %%l?ﬁtﬁvﬁﬂrﬁb??% etf% Fi:%l%t]lyn(‘,‘lsﬁﬂet%leeéﬁaﬁﬁeconput ers, large
appl i ances, and factory machines, The t nection" and "tunnel " refer

n
to a route FAFCLBAkE t&ﬁ&FBFS?’e‘i{bls\Wﬁ ar“ﬁjf 51’3%51‘?}?30%“ Y'nformation refers
to both data (e.g., _text i an, 20 _a esses, hlcal

ond {he Re s o SBo R drerple w10 HEE CK5 5 nBE AR

content,

immobile) device 110 establishes four exemplary connections
or tunnels with a home agent 160. Examples of mobile

10 devices include laptop computers, handheld computers (e.g.,
PalmPilots™, handheld digital assistants, key pads), pagers,
mobile telephones (e.g., Wireless Application Protocol (WAP)
enabled phones), Moving Picture Experts Group Audio Layer 3
(MP3) players, and game and/or entertainment stations.

15 Examples of immobile devices include desktop computers,
large appliances, and factory machines.

The terms "connection” and "tunnel" refer to a route
for sending and/or receiving information. Information
refers to both data (e.g., text, numeric, Boolean,

20 addresses, graphical content, and the like) and commands
(e.g., requests, instructions, queries and the like). The
home agent can be a computer system (such as a desktop

computer, a server, a server farm, or a mainframe).




(e.g., requests, instructions, queries and the like). The home agent can
be a conputer system (such as a desktop conputer, a server, a server farm
or a mainfrane). 2 WD 02/ 076063 PCT/ US02/ 08355 Connection 114 is a wrel ess
phone |ink We.0g/076063hi rd generation w rel ess networks (3GPCT/US02/08355
second-and-a-half generation wireless networks (2.5G, General Packet
Radio Service (GPRS)), i-nodel M (NTT DoCoMo, Japan), d obal System5 for
Mobi | e Communi cat Fomseq@ln) 11Eoke aDwkreless Matneplink Aeclss ¥rdmon), or Tine
Division Multiple Access (TDVMA)/ Digital Advanced Mbil e Phone Service

(D- AMPS) Wi r dessgatiomiyirethiss romieakei 63 loasesendnsi@nhabhnection that is
relayed to an Internet service provider that connects the 10 npbile client
110 to the | resdesetiqn0inednngcteioR re6(? oA WPPRPERS's FEGKRECRIYR to a | ocal
area network (LAN) 130 (e.g., a wireless LAN such as provided by wreless
Et her net, Bl feRydch, (§BRS)Instineded o NH SoCrMeal Tarand - EFERF0RVESSENgi neer s
(IEEE) 802.1l1a or 802.1llb standard 15 %l EEE std. 802.11-1999, published
1999), or Celfay ¥ebhigi¢ammunpgekiansDdEaM|{ ciivEp Lonhen SHeF1PYshf or mati on
fromthis connection can optionally traverse a_Forei gn Network Address

Transl at or ( NSPESPr 6XBMAI2 oo T &R et ot Po Y T PRt PETRAE 138240 the

I nternet 140. 20 Connection 118 is a wred network cor}necti]c_)n, e.g., to a
corporat e i ntHigéel 138vanasco MABEH B F PPENT RIS e ORI loff e tess
link). This connection can be a modem connection that is

relayed to an Internet service provider that connects the
10 mobile client 110 to the Internet 140.

Connection 116 is a wireless connection to a local area
network (LAN) 130 (e.g., a wireless LAN such as provided by
wireless Ethernet, BlueTooth, the Institute of Electrical
and Electronics Engineers (IEEE) 802.l1la or 802.l1lb standard

15 (IEEE std. 802.11-1999, published 1999), or Cellular Digital
Packet Data (CDPD) connections). Information from this
connection can optionally traverse a Foreign Network Address
Translator (NAT)/Proxy 132 to connect from the intranet 130
to the Internet 140.

20 Connection 118 is a wired network connection, e.g., to
a corporate intranet 130. Information from this connection

also traverses the Foreign NAT/Proxy 132 to connect to the

Internet 140.



al so traverses the Forei gn NAT/Proxy 132 to connect to the Internet 140. 3
WO 02/ 076063 PCT/ US02/ 08355 Connection 120 is a direct connection to the
Internet 140, e.g., a Digital Subscriber Line (DSL), Integrated Services
Di gi tal Netward/0¢dogDN), or cabl e nbdem connection. The | RGYUREZ/08BED
directs the connections to the honme agent 5 160 that is |linked to the
Internet by a corporate firewall 152. The honme agent 160 can al so be
linked to a secondontertrianed2q50 aTHérapbid@nerrém tpidheafrtrrngési gned to
flexibly use a variety of comunication protocols (e.g., Transm ssion 10
Control Protdddr €TCP)/a Miginel Iubscaéber (Miap/ (PSL) UdategprEstyr am Pr ot ocol
(UDP), Hypertext Transfer Protocol (HTTP), Sinple Mail Transfer Protocol
(SMTP), Post TErPiiees PPitided! NstwqpOp3FDNr <3t Kable ﬁ%@@ﬁb?omﬁﬁt&@él s) for

t he purpose of conmunicating to the honme agent 160, e. on the intranet
15 150. |n sofhe® RIS, 140nairebia &hel FoMecrions st%lst@legh@’ae #9S0nt er net
Prot ocol (IP) address, on the secure intranet 150 ?@% plications runn| ng on

the nobil & cli%nthiiots *flettome IBEFTREtLSVNG FHEZELPghbF P laddr ess,

typically, usi r.ox rmdu n the a Howeve t he 20
connect i ons bjesgwe ?:nh%) E?gfeﬁ cjr er?tanligs"g%(? gﬁgkﬁ%g\? Ag8RYO" dr160 nay
require a diff rent rs'rf% of addresses. For exanple, the nobile client 110
may be a guest" §§§?1é aving a guest

The mobile client 110 can be designed to flexibly use a

variety of communication protocols (e.g., Transmission

10 Contrcl Protocol (TCP)/Internet Protocol (TCP/IP), User
Datagram Protocol (UDP), Hypertext Transfer Protocol (HTTP),
Simple Mail Transfer Protocol (SMTP), Post Office Protocol 3
(POP3), or other Internet protocols) for the purpose of
communicating to the home agent 160, e.g., on the intranet

16 150. In some examples, the mobile client 110 is assigned an
Internet Protocol (IP) address on the secure intranet 150.
Applications running on the mobile client 110 issue network
calls using the assigned IP address, typically, using a
proxy module on the home agent 160. However, the

20 connections between the mobile client 110 and the home agent
160 may require a different set of addresses. For example,
the mobile client 110 may be a guest system having a guest
IP address on a second intranet 130 or may be connected to
the Internet 140 using a temporary Internet IP address,

25 e.g., through a third party service provider. Addresses,
4



| P.address on a second intranet 130 or nmay be connected to the Internet
140 using a tenporary Internet |IP address, 25 e.g., through a third party
service provider. Addresses, 4 WD 02/076063 PCT/ US02/ 08355 such as the
guest | P adwoaes7@étd t he tenporary | P address, are invisiBSITEUS0g08355
applications running on the nobile client 110, but are used, e.g., by the
network interfaces or operatin stem to connect to the horre agent 160. 5
The comuni cat4%h 8ok ctuasts 1%&%/3/ drsesnabdoiie 46uPesary tPansfetson (NAT).
NAT enabl es machines within a secure intranet to use a set of assigned IP
addr esses. N&Fe tipXhastateda gepel aldiogied Bl dRetBe dnad lexebienll | P

addr esses for comrunl cation with devi ces outside of the 10 intranet. This
prot ocol enhahides PHEL 367 I%lsseéicu?'r‘ﬁy' &Yd thg| PR o BERTFAESeRE assi gnment  of
| P addresses within an intranet. Genera t he nmobil e cI ient 110 wll

establish cOMFEEEiBRsSYR T t A8 %‘B?P@Céigéﬁté/kt%h(?ﬁﬁhaw 189%. . Foreign

NAT/Proxy 132. I 132 forwards information, e.qg., acros ublic or

i nsecure net wor kN'%P8 ?W%ﬁétéﬁénﬁonfgggfﬂ%‘? maryeglsée ° tox ?fr 8??/“{%% nd a

firewal | 152.. The.h a e PLOgeSses the information fromthe nobile
econ%ﬁ‘ ses ah

client 110, egrsie ecryp PP HREST B8R 8R°° 1% al l ow the

mobi | o cl i ent, 410 o Lnesd anosecst elob il Se aduanAdega;20 of a direct
e a e

connection to am I'RCran or virtual network (VP 150
translates these assigned IP addresses to external IP

addresses for communication with devices outside of the

10 intranet. This protocol enhances network security and
allows more efficient assignment of IP addresses within an
intranet. Generally, the mobile client 110 will establish
connections with the home agent through NAT, e.g., Foreign
NAT/Proxy, 132. NAT 132 forwards information, e.g., across

15 a public or insecure network, to the home agent 160 that
resides securely behind a firewall 152. The home agent 160
processes the information from the mobile client 110, e.g.,
decompresses and decrypts the information, to allow the
mobile client 110 to function securely with the advantages

20 of a direct connection to an intranet or virtual private
network (VPN) 150.

Referring to FIG. 2, each connection operates as a

finite state machine. The connection can be disconnected
210, connecting 220, passive 230, or active 240. 1In the

25 active state, a connection sends and receives information
5



Referring to FIG 2, each connection operates as a finite state nachine.
The connection can be di sconnected 210, connecting 220, passive 230, or
active 240. In the 25 active state, a connection sends and receives

i nf or mat i onw® 0M7ddEY 076063 PCT/ US02/ 08355 with the server .PCASY0835%
connection 240 is switched to passive 230 under certain circunstances, for
exanple, if another connection is nore efficient, secure, or economcal.
A user or syswvim aliei aestemt oAnnagt g icrengelianedPsif grwiscsadnta switch.
The system may nonitor the active connection 240 and/or the passive
connections 23Gdige 8A6 wrdqrprerbiin tHacaps ety par MEreds: st gnal
strength, transmttal rate, latency, cost of transmttal, and connection
integrity. MRRtheri AENRRRL PR LENTPRE G féeheRiot IS§RYT fmyP HECHRPTHitted 10

wi t hout the cogni zance of the user. An active connection 240 is switched to
the di sconneRtESPrsPEt 8YU a0BLndEATE, My dafd nevBRTaRFteEs| 585  of
connection integrity (e.g. an abrupt break or a security breach%i.onA

di sconnect @d €&HhécEFohcB10 The SHF MYt BONEE TorhEcE Ty 2 567 1Re

i ssive 230 once

appropriate. A connecting connection 220.is switched to pa
it is establ i%ﬁ%(f“élﬁélrppg?)éﬁsfli"ﬁiT‘?r&ﬁcféﬂr.‘s A?V%)a Sfvane c‘%nﬁ‘@é?i% 230 is

general ly not used 5_0 send or receive., i%ormati %g e§cerBt ag negessary to
r, '

moni tor or nmaft &R IPHINSPITFESFTT Y. S OR3paf tiFW 2P

_ assive conrection
230 1's not latency, cost of transmittal, and connection integrity.
Monitoring and switching of connections may be performed
10 without the cognizance of the user.

An active connection 240 is switched to the
disconnected state 210, for example, in the event of a loss
of connection integrity (e.g. an abrupt break or a security
breach). A disconnected connection 210 is switched to

16 connecting 220 when appropriate.

A connecting connection 220 is switched to passive 230
once it 1s established and properly initialized. A passive
connection 230 is generally not used to send or receive
information except as necessary to monitor or maintain its

20 integrity. In particular, a passive connection 230 is not
used to send or receive application information. The
passive connection 230 may be used to send instructions for
its own activation. For example, if there is an abrupt
disconnection of the active connection 240, either or both

25 of the server 160 and the mobile client 110 can issue
6



used to send or receive application information. The passive connection
230 may be used to send instructions for its own activation. For exanple,
if there is an abrupt disconnection of the active connection 240, either

or both 25 wbdovhmosser ver

160 and the nobile client 110 caPCTrds0%08355\D

02/ 076063 PCT/ US02/ 08355 conmmands on a passi ve connection 230 indicating
shoul d be activated. Mre than one connection may be active at a
damrendat P ipesdive dethriget erer? Yudhdbertitng EbaheEt i ons 240,

that it

gi ven tine.

e.g., in proportion to the transfer rate of the particular connection,

| at ency, its sheluldbbeiagtivegedo forth. The
one time increases overall information transfer rates. Referring now al so
t he noBpPre ErdreppeltonneryigBapRyY PRO2GVATY &t @ Heftibrik™ent er f aces

to FIG 3,
checking for ones that permt connection to the honme agent 160. The
connect i on priodesgarier vfedivifed DqtrrRE THEREERR | RNEFFOPRR AYD/ 320.
Typi cal |y,

and switching anong actjve.c nnecti,%ns 240 .are.ra icgl an(% effici %nt.
SR

initialize a %W&Eg%h B R8P Ror kK
the nobile c

( DHAP® &4dF8

exanpl e,
Pr ot ocol

10

16

20

25

]

SdEFEE g

0 receives, a nam ¢_ Host Confi

information transfer rates.

Referring now also to FIG. 3, the mobkile client 110
scans 310 available network interfaces checking for ones
that permit connection to the home agent 160. The
connection process includes initializing communication
protocols 320. Typically, the steps included in process 320
are only required for the initial connection 312. Thus,
adding additional passive connections 230 and switching
among active connections 240 are rapid and efficient.

To initialize a connection 320, network addressing 322
is initialized. For example, the mobile client 110 receives
a Dynamic Host Configuration Protocol (DHCP) address from
the home agent 160 or from another server. The mobile
client 110 can also detect the presence of a proxy module on
the home agent 160. Security protocols are established and
authenticated 324 as are compression protocols 326.

Examples of security protocols include transport layer

security (TLS), secure sockets layers (SSL), and wireless
7

géfrﬁﬁ)#%nnectlons at ohe ’time Increases ove£gﬂlatlon

the steps included in process 320 are onl rggui red for the
i

initial cohnettdontB31BTOPRRIEON1EC fdifi H§2adi% iF8RaI °D
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20 the hone agent 160 or from another server. The nobile <client 110 can

al so detect the presence of a proxy nodule on the hone agent 160. Security
protocols are established and authenticated 324 as are conpression

prot ocol s 326 02&6easpl es of security protocols include traREPpES2/483per 25
security (TLS), secure sockets layers (SSL), and wireless 7 WD 02/ 076063
PCT/ US02/ 08355 TLS (WILS). Non-limting exanpl es of a conpression protocol

i ncl ude: " Lo§[§-|Seé§TE§))npr%@rbmlilﬁlzsewml%ﬂrﬁf MEcf oL SREL ABrAGAF§ Pt ot ocol -
(MNP5). Optionally, the nobile client 110 and honme agent 160 exchange
secondary autineaufeat Icﬂfsﬂeﬁﬁf%?%teiséhon udtt S8 ﬁﬂﬁ%ﬁt’-’%a‘f‘ed names,

digital certificates and cookies. the protocols are initiali zed for a
session, i nlbiqta’PFbW‘I)fPré’d'—d’FPFo%aQMN@éhnechitdﬁé‘a%%Y'g theypopilgicldentecond
connection) to the hone agent 160 only requires 10 au entl catl on 314 to
verify that alfedeoMietidsRti £60 KEcherd® er?BBF‘Fﬁycf‘}ui £L1905%8d/ or a hone
agent 160 that are already_ par sessjon. The sane_network, security,
and conpriessitFR PR bt Yol EngS p%i’*%?é?%t defieey $G* Phf or mati on exchange
as for the initial  connection. For 15 exanple, the comon paraneters for
mul tiple sessTOmetHETeT RUPLERO St ogr aphi ¢ keys, network address

Accordingly, i n SOBHE cHResoCaT 3ssertu a0 oS edn et onart €9)-
initiation of additional connections (e.g., at least a
second connection) to the home agent 160 only requires

10 authentication 314 to verify that a new connection is
between a mobile client 110 and/or a home agent 160 that are
already party to a session. The Same network, security, and
compression protocols and parameters are used for
information exchange as for the initial connection. For

15 example, the common parameters for multiple sessions may
include cryptographic keys, network address assignments, and
compression formats (e.g., compression dictionaries).
Accordingly, in such examples, all passive 230 and active
connections 240 use the same security level. The precise

20 level can be determined by a system administrator or user.

In other examples, the system uses different security
protocols and/or compression levels for the different
connections. The home agent 160 and mobile device 110
establish different security procedures for each connection,

25 e.g., each passive or active tunnel, depending on the
8



connections 240 use the sane security level. The precise 20 | evel can be
determ ned by a system adm nistrator or user. |In other exanples, the
system uses different security protocols and/or conpression |levels for the
di fferent wonmewbé3ons. The hone agent 160 and nobil e deviP€E/UBIM083¥st abl i sh
different security procedures for each connection, 25 e.g., each passive or
active tunnel, depending on the 8 WO 02/ 076063 PCT/ US02/ 08355 connecti on
type. Thus, awoecbtenotvrehat Theguiar eonheetelom thatrerariggls, fereyalla nobil e
phone link to the Internet, requires high |evel security, whereas a wred
Et hernet conreseirsal t @ & LAR Boeklenghopeghiitke teuthe ALisgReFevel of 5
security. The nobile client 110 and/or home agent 160 can be programmed to
deternine.if ZREFIEESNALIRE OrRVESt FRFY EHoUVRIRSS GpBRERF FAPSTRBF exanpl e,
paraneters can be set for opening connections, e.g., bﬁfid on %%e fee

| evied for usFHgestion pil 13 daPaforbAREcFFIM TS RECBoRME®T 3R VEPet, power
drain (e.g., battery power required), and security. The system can scan
avai l abl e %as%*ﬂ@léﬁnnections 230 and active connections 240 for a variety
of criteria. For exaqgled th%, nobile client 110 can gf ess _the nunber of
current 15 connectP8n@oRg SLAERE i b AnBARE | RAE S BRRBELTONST™ Pheir  si gnal

strength, and connection speed. , The i,lle cli.ent 110 can _als etect its
own geogr aphi Wﬂ%@g‘?‘?%nt? § e&&r&;m agdlglonal connéctions s%ouf.)d ciae

opened 342. For example, parameters can be set for opening
connections, e.g., based on the fee levied for using a

10 particular connection, the connection speed, power drain
(e.g., battery power required), and security. The system
can scan available passive connections 230 and active
connections 240 for a variety of criteria. For example, the
mobile client 110 can assess the number of current

16 connections (e.g. active or passive connections), their
signal strength, and connection speed. The mobile client
110 can also detect its own geographic location to determine
if it is in transit or leaving the effective range of a
current connection, e.g., by using the global positioning

20 system (GPS). Such parameters can be used to determine if
additional connections should be opened 342, if active
connections 240 should be switched 344, and if existing
connections should be closed.

Similarly, the mobile client 110 and/ox home agent 160

25 can be programmed to determine if the active connection 240
9



if it isintransit or leaving the effective range of a current
connection, e.g., by using the global positioning 20 system (GPS). Such
paranmeters can be used to determine if additional connections should be
opened 342, wiofo2aeidédve connections 240 shoul d be swi t ched PSAAISOHPRISS f

exi sting connections should be closed. Simlarly, the nobile client 110
and/ or hone agent 160 25 can be programmed to determne if the active
connect i on 246hQuMDbE2s87ECES PEP: USa08885s sfryultéebdegid toshean 360.
Parameters for the decision can include the relative signal strength,

| at ency, transpfiuddl thegrelaigeusigyal ddsengehg.latenay ge-posmitit e or per
byte), power drain, and reliability of the different connections. 5 The
process of swWrekhi G BEOLBNETnHBE i orFIPIrER BRYE iMFEUPR0PT (RPTpREEF e 230 and
anot her from passive 230 to active 240 is terned a "handoff." The use of
common i nf or nBPY®N EedRande? FiloeBiblly Odr tAR| AloitRERti SARNSC A Sci litat e

handoff. For _exanple, TCP tiners, et size and wi ndows do no eed to
8 be 1 ecoft i 566 capaeEe n Rt EChp DS G borat Ll TS st Rkt Ta vhen
t he active connecti an 242»(8l i's nexggcte |y | ost, ar}goatgassti.v?e Eg@nescti on
230 nust be pFOMATG o %aldt TR 35861 CT PRAG T Fre-° 424 e éhpt ary

devt o6, 10, 1S pE PROA DR TEURLY &1 B B0 NOESER0L 1T 1001
including a kg¥g€gggiéa%%rdéff”é@%%egg{oﬁga%qgngacilitate handoff. For
example, TCP timers, packet size and windows do not need to
10 be reconfigured for handoff. This is important for abrupt
handoffs when the active connection 240 is unexpectedly lost
and a passive connection 230 must be promoted to active 240.
Referring to FIG. 4, an exemplary device 110 is
equipped with a memory 412, and a processor 413 for
15 executing instructions. The device 110 also has a console
414 (e.g., including a keyboard and display) for sending
results to the user and for receiving user commands. The
device 410 includes a chipset 420 or other interface for
connecting the device’s subsystems. The chipset 420
20 includes an input/output (I/0) interface 430 such as an I/0
controller hub (ICH) or a basic I/0 system (BIOS). For
example, the ICH can be the Intel® 82801 ICH. The I/O
interface is connected to two or more I/O units 432 and 434.
These I/0 units 432 and 434 are used to establish

25 communication channels with the home agent 160. For
10



results to the user and for receiving user commands. The device 410

i ncludes a chi pset 420 or other interface for connecting the device's
subsystens. The chipset 420 20 includes an input/output (1/0O interface 430
such as an wb@2owoex rol | er hub (I CH) or a basic I/ 0O syst eRQIBISOB)835For
exanple, the ICH can be the Intel(r) 82801 ICH The I/O interface is
connected to two or nore I/O units 432 and 434. These I/O units 432 and
434 are used tpamsteablthehl?® warmsunie diricdnde hammsdes, wile g +hé ROART agent
160. For 10 WD 02/076063 PCT/ US02/ 08355 exanple, the I/O units can include
a nodem (e.geonmectrdee ebniisradlt or Axtennet mdbide eRerand SABb? | e phone,
a cable nodem, an I/R port, a network card, BlueTooth, packet cellular
comuni cat or , mademkteldn fERchMtec i BALWRT X SR f el BYSTOStPntRAFXEEe (e. 9., a
wireless interface for COPD, GPRS, GSM _.802.11a, 802.11b or Bl ueTooth).
Referring to FREMET [GORBRREEITRT f RoPR T 1dpBI FRMISTAON5ID & ARPATS DN a

nmobi l e client 110 is mapped to an _appljcation 560 running on a_destination
server 1705(i iBtesfaqs d&rder dtHEPLERANNRELRGH L HYERFL16PBRS THE nobi | e
client 110 is _connected to the destination server 170 through the hone

agent 160. Th&ZnFtmgPontP CHad8EE°?Ga rate Iimiter 520 that nonitors
information transfer_rates ﬁ?r;d
|

application. 15 | mEsitd8%a Fe@#%iﬁ?‘?‘%@#?é‘i\/;%fo“ggéa%ﬁre%égf%t Pﬁe
510 running on a mobile client 110 is mapped to an
application 560 running on a destination server 170 (i.é. a

10 server other than the home agent 160). The mobile client
110 is connected to the destination server 170 through the
home agent 160. The information is passed to a rate limitex
520 that monitors information transfer rates and quality of
service parameters of the application.

15 In some examples, the rate limiter 520 implements the
desired quality of service policy such that some application
data is given bandwidth priority over other application
data. The rate limiter 520 also guards against the mobile
client 110 sending data to the home agent 160 faster than

20 the home agent 160 can forward the data to its final
destination, e.g., a destination server 170. The home agent
160 can instruct the rate limiter 520 on the client to slow
down or stop sending data for a specific destination (e.g.,
the destination server 170) when the home agent 160 is

25 excessively buffering data. This situation can occur, for
11



desired quality of service policy such that sonme application data is given
bandwi dth priority over other application data. The rate |imter 520 al so
guards against the nobile client 110 sending data to the hone agent 160
faster thanwd®bfseéhone agent 160 can forward the data to AOTSISP2/RRISS
destination, e.g., a destination server 170. The honme agent 160 can
instruct the rate limter 520 on the client to slow down or stop sending
data for a spesafple,debenntité awbide gclienthd6biesy iaradioe dxyavép 470) when

t he hone agent 160 is 25 excessively buffering data. This situation can
occur, for 11sWroem37B063s REFUBO2¢DBBZoaranplas (shen tHe mebile client
160 is sending data to a systemwth a slower wreless connection (e.g.
the nobile cFléent 160 is seninggirhvoiatarrPohc t P ARGENBPP MShiICéSet i ent
through the hone agent 160). 5 The flow indexer 521 nonitors outgoing and
i ncom ng reqliBsPedta e HP’B? AASSn 1Pk t he application. The flow indexer
521 can also frame_infqormation fromthe applicatiaon h, i nformation for
ot her appl Pcat i onsTPeTHe HobRIs%eF 5%??‘@?“@2’5 glftiﬁoelé‘goﬁ?‘é)o’rr}ﬁnﬁlﬁ’?or mat i on
(e.g., as packets) 10 until an acknow ed enment, of its re elp i S obtained
fromthe honﬁeﬁlj%?ﬁ F6S. 1MOTTRIPRCET T e s BPREE &M@ af t :fﬁr Yinterval,

the active connection 240 can be switched and,t he rmatign
i nf or mati on péﬁﬁ%’fﬁr o4t G&°r tframflyé%rg‘étl?%efrr?ﬂ‘b ?t?/ppold'FF‘g?orgZZ

| ssues acknomdegg in orﬁggion for other applications. The mobility
buffer 522 stores outgoing information (e.g., as packets)

10 until an acknowledgement of its receipt is obtained from the
home agent 160. If not receipt is received after an
interval, the active connection 240 can be switched and the
information (e.g., information packet) can be resent.
Likewise, the mobility buffer 522 issues acknowledgments for

15 information received from the home agent 160, The
acknowledgements can be sent occcasionally, e.g., along with
outgoing data, to clear the other-side’s mobility buffer.
The acknowledgment can be time-insensitive. For example,
the other-side’s mobility buffer can send additional

20 information before acknowledgments are received. The number
of acknowledgments sent can be tailored to reflect the
capacity of the other-size’s mobility buffer. The mobility
buffer sizes can be negotiated when opening the first

connection between the client and home agent.
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15 information received fromthe hone agent 160. The acknow edgenents can
be sent occasionally, e.g., along with outgoing data, to clear the
other-side's nobility buffer. The acknow edgnent can be tinme-insensitive.
For exanpl ewo ot/vsoest her - side's nobility buffer can send ad@irtuseessss20

i nformati on before acknow edgnents are received. The nunber of

acknow edgnents sent can be tailored to reflect the capacity of the

ot her-si ze's nobi |They ip&dfreatioBhés npan isept dexdssr asfreswadan 3B2. negot i at ed
when opening the first connection between the client and honme agent. 12 WD
02/ 076063 PCTTHISO2r08855 Jare ingfudereedmpyessiomert seaenprassdonaandfanal |
523. This process can include conpression or deconpression and/ or
encryption orerEipEpenonr Moavptipe- i Negtmthoninfersapion ¢s SRRt t¥ANnsport
socket 524 of the active connection 240. 5 The informatjon is sent through
the active coRffectue®§POPROSITRGH PRE ¢F dhspartivoaearessiroif4fhe nobil e
device 110 to the transport socket 534 on the hone agent 160. The hone
agent 160 processéd®et hBIPFRIAREt FONSFH a?hEBP?léstﬁ’(?nGFﬁgve EPHEFEHRR h

([rovall U ovetasl, 553 TEALLLLY DULLEL] o9 ond 40 aektou depen 532
o e o b Sl RS B LT oeB e
processes rnapaééﬁ%”?6%gpkggéggg§itgg Eﬁ%éy%a%ggkifﬁug %gr§é§g%§ding
manner with firewall traversal 533, mobility buffering and
10 acknowledgement 532, application socket contrel 531, which
similarly dissembles framed information and routes the data
to its final destination on the network (e.g., an intranet
or the Internet), and mobility rate control 530. These
processes map incoming information to an application socket
15 540 on the home agent 160. This socket, in turn, can be
linked to an application socket 550 on a destination server
170 that is networked to the home agent 160 by a VPN 150.
Although the processes described above relates to
information sent from the mobile device 110 to the home
20 agent 160, the same processes can be executed for
information flowing from the home agent 160 to the mobile
device 110.
Application-specific information may be directed into

the active connection 240 in various ways. Applications can

25 be individually notified of the active connection 240 and
13



15 540 on the hone agent 160. This socket, in turn, can be linked to an
application socket 550 on a destination server 170 that is networked to

t he hone agent 160 by a VPN 150. Although the processes descri bed above
rel ates to woni/amo@ti on sent fromthe nobile device 110 t BCTHENEES 20
agent 160, the sanme processes can be executed for information flow ng from
the home agent 160 to the nobile device 110. Application-specific

i nformati on nedh BdeaspLreedizgcd 1pfrmastry et dnteEt bt ZPONBREIRLY i ous
ways. Applications can 25 be individually notified of the active
connection 2494&nd IN3oWrr D HXFPE06S FET BRBDI BEsT-eRectHésel ves direct
information to the active connection 240, In other exanples, all

appl i cati on- sHeEFEMaELop Nt HriieeCcEAdi & di PEEYRTK 6 CET AR YR EPRRt EYEESt or t hat
routes the information to the

gcti ve connecti on 24819 Faor exanple, 5

appl i cations H&t oy BaAFtR ditd tBGt 2 HHRP GRSt ed i r %&rl §EAFRYH  he
licati f var ded t h 160. , | th l.es,

2Dl i cati ohe HREGeAPng B Babfe =i ERta d, ke S BRI cl i en

110 t dtraffic t h ti ti 24 10 | | es,

"soc kgt :fnar e£%?r%:’fg’gdgggiJscgafiia}\%ﬁlf\égn%g%gr%tg §Id(\%£itc %(r:lgn%%rfé{] a%%qugﬁ'gt iegn

I nput / out put 1:[1ret rgrt 2o fet W%EDklj. att%.rofng(:SSe %ro%ileﬁrg)(ieesa;l g(?g EJ,Sed to
Pprocess i nforrmtion fro oefsﬁer gpp 1 catrons.
proxies running on the mobile client 110 to send traffic to
the active connection 240i
10 In some examples, "sockets" are created as software
objects which connect an application input/outpﬁt gstream to
a network interface. Proxies are also used to process
information from other applications.
Referring to FIGs. 6A & 6B and proceeding from right to
15 left, the mobile device 110 is running applications that use
three application sockets 610, 611, and 612. An application
that requires a network connection can employ one or more of
the application sockets 610, 611, and 612. Information
exchange to and from a socket is monitored by the flow
20 indexer 616 and by socket control 620.
Outgoing information is processed by the flow indexer
616 and the rate limiter 622. Rate limiter 622 provides
quality of service and protects against overflow of the home
agent 160 buffer; the home agent 160 provides the rate

25 limiter 622 with flow control notifications. Flow control
14



Referring to FIGs. 6A & 6B and proceeding fromright to 15 left, the

nobi | e device 110 is running applications that use three application
sockets 610, 611, and 612. An application that requires a network

connect i onwaper/ezeno oy one or nore of the application sockEk/ESBAEESS611, and
612. Information exchange to and froma socket is nonitored by the flow 20
i ndexer 616 and by socket control 620. Qutgoing information is processed by
the flow i ndesysitemgl6e and KRN/XQER dri mateTbag2d. fReH ecdnitpl esYBRRSPr ovi des
qual ity of service and protects agai nst overflow of the home agent 160
buffer; the homdtageinfdeetprovities feheratase RBLf¢rikoad, 622d iieqaeiftow

cont roI notifications. Flow control 14 WO 02/ 076063 PCT/ US02/ 08355 systens
(e.g., XON XGeknonledgendidsed Tl edhrpblcasySeeHBYLlemBiPLor™ i nf or mati on
transfer rates, buffer | oad, and receipt acknow edgenents. Flow contr ol
can be i npl errsRldgabion Al fcéaWEﬁFtaﬁBC{‘?%%‘oPPt%o Febdhe K Ehe nobi | e
client 5 110 and the hone agent 160. For ex i f the Qome agent 160 is
unabl e to Send§ ﬁPSrF@?lktﬂIPet G957t HIGIOd dE%]fleﬁ%FlPa)ﬁ’ 170 TPEs PRS2 EE Y t

receives it fromthe nmobi |l e cli en; the  ove socket t he
gt ﬁgo

mobi | e cl i ent1®P165i EP#§ 1% 4" rWﬁE‘s‘Eﬂ&é’ Eaﬁhb’fégn\??%f:l%tel% agent
160 from bufferin 10 excessi,ve dat 0|mn L ttl Q Of rom mul tiple
appl i cation s%sclgég§ 23 L FECAGETS %‘o%ﬁ%s% d, Ogﬁ%?y‘f) Sd"a g frafed, by
uni ts overflowing socket on the mobile client 110 is notified.
Such measures can prevent the home agent 160 from buffering
10 excessive data.
Outgoing information from multiple application sockets
is packaged, compressed, encrypted and framed, by units
including the upper encoder 624 and the lower encoder 630
via the mobility buffer 626. The mobility buffer 626 keeps
15 a copy of the outgoing data until reception is acknowledged.
I1f the active connection is lost and re-established
(possibly on a different network interface), the content of
mobility buffer 626 can be resent immediately, or, the
computer (home agent or client) can wait for a mobility
20 buffer acknowledgement (sent when a connection becomes
active) before resending the exact amount of data the other
side requires from the mobility buffer. The decision to send
or wait before sending can be made based on the amount of
data in the mobility buffer, the estimated bit rate of the

25 active interface, cost of the interface and other values.
15



i ncluding the upper encoder 624 and the | ower encoder 630 via the nobility
buffer 626. The nobility buffer 626 keeps 15 a copy of the outgoing data
until reception is acknow edged. if the active connection is |ost and

re- est abl i swedz/otqessi bly on a di fferent network interfac@CT/usazoassmt ent of
nmobility buffer 626 can be resent immediately, or, the conputer (hone
agent or client) can wait for a nobility 20 buffer acknow edgenent (sent
when a connecti on Ryedemre§40 atidersy befffie feserdindorhe encaserafdlnt of
data the other side requires fromthe nobility buffer. The decision to
send or wait tbethy @ctdndi hrprsperbesogitit Based ome ké Apduri’0ef ordata in
the nmobility buffer, the estinated bit rate of the 25 active interface,
cost of the ifABRlfaddeandtdvhairapapors. sorke(i 92 CREI63FETHWS62/ HBB55
Router 640 directs traffic fromthe |ower encoder 630 to the active
transport sockefoymatgon §hevofo 668, 2670e gennegolon PRE - actHIRETRFAPR por t
socket is a dedicated portal for information flowto the active connection
240. | nf or frat £6AR S-S SHEPRROTY HOSKEEE b dket 8PRb At CBpPPFEetSi 6/ Bbtkets is
bi- directional. Information is secured using TLS or SSL protocols 666.
The i nf or nat i Shr?%tlscé’r‘?rl'acF%g%mtaﬁé%e’tWI?urg?r‘éﬁ/ﬁigl Thy 2HheFH r eval |

traversal unit 664. Overflow.. infqormation i,s buffered by the nobi|le client
110 usi ng t hePIB ¥tRGoi%8§  ovErS |16’%°5’ﬂ?‘f3e°f‘ ééZ?e“fbniascrioﬁng%trie({ﬂ‘i’oFE st or ed

until the hon%igggggl %ptggkggggﬁ% ge§r£é¥¥%g8tuﬁqttgg%. Overflow
information is buffered by the mobile client 110 using the
10 outgoing overflow buffer 662. This information is stored
until the home agent 160 acknowledges receipt of the
contents, e.g., each segment of the contents).
Each transport socket 660, 670 and 680 is also
monitored by a transport monitor 661, 671, and 68l1. General
15 transport control 692 is overseen by the mobility control
unit 642. General information flow is also monitored by the
Statistics (Stats) collector 646.
Incoming information is processed to traverse the
firewall 664, and then verified and decrypted by the TLS/SSL
20 unit 666. Once processed the information is sent via unit
640 to the lower decoder 636, the lower dispatcher 638 and
the upper decoder 634 and the upper dispatcher 632, These
units can effect multiple information processing steps,
e.g., removing framing information and decompressing and

25 decrypting the information stream or packet. For example,
16



contents, e.g., each segnent of the contents). Each transport socket 660,
670 and 680 is also nonitored by a transport nonitor 661, 671, and 681.
General 15 transport control 692 is overseen by the nobility control unit
642. Gener awoimijrgoemt i on flow is also nonitored by the StPATVENZ/BST St at s)
coll ector 646. Incomng information is processed to traverse the firewall
664, and then verified and decrypted by the TLS/SSL 20 unit 666. Once
processed t hespakef manteali §2& amutep alnffirmagion trpakess| baethadecoder 636,
the | ower dispatcher 638 and the upper decoder 634 and the upper

di spat cher 632PPIPRSIEteyaPPaieatioaf feeketmilfy pfel iaikofhdti on processi ng
steps, e.g., removing framng information and deconpressing and 25
decrypting, the inft %ﬁpﬁohn‘é‘i’?%aﬁ?érd?j%ﬁéﬁ‘éﬂ?sﬁe ex&Rprations WD 02/ 076063
PCTI US02/ 08355 socket control 620 routes information packets to the
appropri ate appPrItitet $BERT 616, TEASRTE 832K EriE@dt PORF PRIdEXEHY 622

det erm nes thggifgformation transmttal rate of the transgort socket and

appropriat@&ly ST AN/ BRdPIIPRESHHF e B SERE™ B maf PORS* W Cex il e, for

a slow connectig iann%r tion i S CO ressesd to m'sniegi e mi nf orzmati on size,
e.g., nunber Bf g‘ls'/"fes, Sggb??’e Jﬂ\/@Fﬂgla)’aorl S ESTpLRES oﬁﬁl 11HMe%Fo process
the information oinacorgltrsagt, _fqr Irnz‘_%rf,ﬂi)dr% nne téor&se, €.9 s e":‘:@x%gdtpr?
transmittal rAaPBOTY nSt *Fi nt 13 ng, | 2 ormapi’/g% is gptljﬁgr Yot conpr essed
or computational time to process the information. In contrast,
for rapid connections, e.g., when the transmittal rate is
10 not limiting, information is either not compressed or
compressed using rapid algorithms that achieve more modest
reduction in information size.
Information transmittal rates can also monitored by
applications to indicate the capacity of the active
15 connection 240. For example, if capacity is available,
applications can process low-level background networking
tasks, such as backing up and updating files. If capacity
is limited, applications can reduce their communications
burden, e.g., by requesting text or WAP pages instead of
20 graphics.
Referring now to FIGs. 7A, 7B, & 7C and proceeding from
left to right, the home agent 160 has a process
configuration similar to the one for the mobile client 1140.

Information from connections is mapped to transport sockets

25 760 and 770. The information is sent for firewall traversal
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conpressed using rapid algorithnms that achieve nore nodest reduction in
information size. Information transmttal rates can also nonitored by
applications to indicate the capacity of the active 15 connection 240. For
exanpl e, | fwoapawiosy i s avail able, applications can proce3/UsoNee3ss el
background networking tasks, such as backing up and updating files. If
capacity is limted, applications can reduce their conmunications burden,
e.g., by requéstiarp t7gdt apd WP fagesedusittyattevificagigrapid cs. Referring
nowto FIGs. 7A, 7B, & 7C and proceeding from left to right, the hone
agent 160 hasdacm@tié@s 76éopd glifbat i Brraiteir] 240t nass sohrSarEnSt he nobi | e
client 110. Information fromconnections is mapped to transport sockets 25
760 and 770. Frécrmtdomatrobhe dosent deender Féfal |Outoalre sktforpaierm2/ 076063
PCT/ US02/ 08355 764 and 774 and then for security verification and

decryption 766SaptE7 FGreAted e tIP40°W s S F‘h‘%frﬁ e FRBTRELi on to the
| ower decoder 736. Cut qgoi na information is also directed by the router 740
e

toward the’tr&AShRrt BUsaBRet & PEOANRE Y PO ERYE RSP “Bub Bt SV éPF | ow
buffers 762 ang _2_7% Mobility control 742 nonitors the information
overflow in fA8sé’buffers 762 and 772, and can appropriately regulate

out goi ng i nforrratib?orl)iatlrtgugh thﬁ %Ee | i, tertggz

ontro monitors 1né§rmatlon overflow
in these buffers 762 and 772, and can appropriately regulate
outgoing information through the rate limiter 772, the
10 router 740, and the lower encoder 730,
Incoming information 1s processed by the lower decoder
736 and the upper decoder 734. These decoders are linked to
the lower dispatcher 738, which can issue tunnel or
cﬁnnection specific commands, and the upper dispatcher 732,
15 which can issue application specific commands. The decoded
information is dissembled into individual items and then
distributed to the correct application sockets 710, 711, and
712 on the home agent 160, Hence, information from the
application sockets 610, 611, and 612 running on the home
20 agent 160, is mapped to corresponding application sockets
710, 711, and 712 on the home agent 160. As described
above, these application sockets also generate outgoing

information for delivery to the mobile device 110.
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10 router 740, and the | ower encoder 730. incoming information i s processed
by the | ower decoder 736 and the upper decoder 734. These decoders are
linked to the | ower dispatcher 738, which can issue tunnel or connection
speci fi c cowmmemazosand t he upper di spatcher 732, 15 whi ch REIAUS0Z/6/3E5
application specific conmands. The decoded information is dissenbled into
individual itenms and then distributed to the correct application sockets
710, 711, and 712Thon infierhameragent bd 8oansmhteed ithroreat $m aFESRE t he
application sockets 610, 611, and 612 running on the hone 20 agent 160, is
mapped to cor cespesiiarg 24pphy catvicshebociermethodsd fpriexameier12hon the hone
agent 160. As described above, these application sockets al so generate

out goi ng i nf orAkEtDIPT 8F detIVEMRORD THEaFobi | e device 110. 18 WO

02/ 076063 PCT/ US02/ 08355 The information can be transmitted through the
active connecti onT0EPrBaLERT SEPLOFS RATIELS, CHFbPXAMPIL, TH® packets or
as a continuous stream The information sent as packets can _be franmed. The
5 i nf or mat ion iPEardr e fent HAASEat| RPISGekEPS oakehd caydfegat ed such

t hat i ndividual commands and datag iteps from different pl.ications are
incl uded in a29PREPREShPSFiattn 1AfatkE el fﬁf“%‘a’b%%l?é‘ﬁ‘ FlgegnchﬁSt &8°%nd
conpressed as a_single unit using the, previqusly initialized protocols

t hus 10 obviapﬁﬁgef F REBYERETHE G48 ﬁglhdeai fino SGTSphCE

é%.'[all on, c?yh ogr ap

packet. This packet is encrypted and compressed as a single
unit using the previously initialized protocols thus

10 obviating the need to include authentication, cryptographic,
and compression headers. The packet is framed with minimal
header information, such as a checksum and a packet
identifier. On reception of the packet, an acknowledgement
is issued for the entire packet, e.g., an identifier and/or

16 checksum for the received information. The aggregation of
data is in contrast to systems that emit individual data
packets for each network call made or data item sent by
individual applications. In addition to reducing overhead,
framing multiple items together enables larger individual

20 information packets, which can include related items. By
placing related items together, the latency due to packet
mis—-alignment, such as occurs when conventional packets
arrive out of order, is reduced.

Optionally, the protocol includes the reduction of

25 "round trip" information exchanges. When desired, this
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and conpression headers. The packet is framed with m nimal header

i nformation, such as a checksum and a packet identifier. On reception of
t he packet, an acknow edgenent is issued for the entire packet, e.g., an
identifier wod2or60db checksum for the received informati oPCTIFP2/8838f egat i on
of data is in contrast to systens that emt individual data packets for
each network call nmade or data item sent by individual applications. In
addition to reshiiregdevermiead, if fmemingeninidyyasipnetrchagges hed tia®abl es

| arger individual 20 information packets, which can include related itens.
By placing reiatedileetsviasgentier dastiénphi@hdysgee 1Y pdcket 2

m s-al i gnnent, such as occurs when conventional packets _arrive out of
order, is redssden Gpheordiany the heons 3o8ebI 1 ¢ e cGRelY tHRHAEGHACRY 6h of 25

"round trip" information exchanges. Wen desired, this 19 WO 02/ 076063

PCT/ US02/ 08358t §x¥argr Bl 8l f By irAed” i FrembePe pr eI A6P mat T 6h PERERanges bet ween
the nobile device and a destination system 170 (i g 137 rs?%ﬁshel[pﬁg her than
the hone afenfodE® iBAATHEEMEEEL BRE b’t}sélni’ﬁb?& Y546 et 1L TR REPIN" t he home
agent 160. The proxy 5 nodule interacts with the gesti ation system 170 on
behal f of thef io1s Febeie emtieptolhy t'HIdP hal? Fg'% °e§’é%§¥&ee i nf or mat i on

with the nobile client 110. The use of the _p y dule r S network
traffic and oVerTdRELon; FEFT "ORHRP S (‘fﬁléef‘% {]ﬁ}e( | atency o ggﬁe wirel ess

proxy module reduces network traffic and overcomes
inefficiencies due to the latency of some wireless

10 connections. Proxy modules can be generic, e.g., able to
support more than one application, or can be dedicated,
e.g., application specific.

For example, the use of a web browser requires at least
three round trips that can be obviated by a proxy module.

16 Conventionally, when a user enters a uniform resource
locator (URL) for a web site, the web browser on the mobile
client 110 first sends a request to a domain name server to
obtain the actual IP address of the URL. The mobile client
110 then initiates a TCP connection with the web server at

20 the IP address. Only after confirmation does the mobile
client 110 send a hypertext transfer protocol (HTTP) request
to the web server and subsequently receive the hypertext
content.

The use of a proxy module for the web browser instead

25 replaces the three network roundtrips with a single exchange
20



10 connections. Proxy nodul es can be generic, e.g., able to support nore

t han one application, or can be dedicated, e.g., application specific. For
exanpl e, the use of a web browser requires at least three round trips that
can be obvi woad/omspea proxy nodul e. 15 Conventional |y, whePQ@/UpgeP838&ht ers a
uniformresource |ocator (URL) for a web site, the web browser on the
nmobile client 110 first sends a request to a donmain nane server to obtain
the actual | Pehdtieesdeofonpeaqstt 1f‘aea%tﬁhleem€]|°’rjeﬁ1t°1lﬂé tHen thHet i ates a
TCP connection with the web server at 20 the |P address. Onl fter

confir mati on *§8BSiRhNFOBMABLOR | TAE LG 110 %daﬁth%éPPBQ?t{‘?%ﬁgper pr ot ocol
(HTTP) request to the web server _and subs quegtly r.ecgh\qe t he hygertext
content. The W8 BFUSPHHEGRFTAOYHREY F8F 3 HERWEH Br cisdr CRAsTEHES 255 epl aces

the th twor k diri ith a_ si h 20 WO 02/ 076063
PCT/ US051 03388 bePhatit CRE NI gBiE A G atd Fre Wb PEET IEnCAE10, ¢ hus

reduci ng information traffic in the active canpecti 24 a user
enters a URLFBF a9 126i0t 8% Phi% BRFIFRY S &t slcel]r@t' o'ﬁh? P'P\e/lygg(gti ve

ti 240 .t 5 nt.
oot | nat ton d8ev8s ey, SREGLAR hafe LOEE, SORRLAEEY O, At

€ proxy no e queries t mal n nane server,

o ot el Eee AL o TSP g Jrgcstend e steps are
done without contacting the mobile client 110. When the
proxy module receives_the hypertext content, it directs it

10 back over the active connection 240 to the mobile client
110.

An additional method to reduce network traffic is the
use of application specific content re-purposing. This
feature reformats information, particularly content.

15 Extraneous content can be removed to reduce the amount of’
data. For example, data is translated by the home agent 160
from hypertext markup language (HTML) and graphics formats
to i-mode or WAP compatible information.

Frequently, the client 110 and/or server 160 have more

20 than one application sending information along a single
active connection. Quality of service protocols are
utilized to determine which application has priority for
communiéating information. Quality of service parameters
can be implemented at many levels, for example, at the level

25 of the upper encoder 624 and lower encoder 630 which frame
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proxy nodul e receives the hypertext content,
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mobile device 110, but may have low pricrity on the mobile
device 110 for sending data to the home agent 160. A
quality of service parameter indicating priority for
information exchange can be transmitted from the home agent
160 to the mobile device 110 or from the mobile device 110
to the home agent 160.

Other implementations are within the scope of the
claims.

For example, the techniques described here are not
limited to any particular hardware or software
configuration; they may find applicability in any computing
or processing environment. The techniques may be
implemented in hardware, software, or a combination of the
two. The techniques may be implemented in programs
executing on programmable machines such as mobile or
stationary computers, personal digital assistants, and
similar devices that each includela processor, a storage

medium readable by the processor (including volatile and
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nobi | e device 110, but may have low priority on the nobile device 110 for
sending data to the honme agent 160. A 10 quality of service paraneter
indicating priority for information exchange can be transmtted fromthe
hone agent wbG/oteet he nobil e device 110 or fromthe nobi IRETHSIL/E/SSSL10 to
t he hone agent 160. Ot her inplenentations are within the scope of the 15
clains. For exanple, the techni ques described here are not limted to any
particul ar harahwapbaoiles afemaay eand/onf syorad eaenemes) may Leadt [96l i cability
in any conputing or processing environnment. The techniques may be 20

i mpl enent ed iimpudr deaies, Soft wae Qr gre UIMtndeveteDf the two. The
techni ques may be inplenented in prograns executing on_progranmabl e

machi nes such as Babhk|rrosramspay j hdfp! g, a gekrdodsredi gi t al
assistants, and sim|lar devices that each incluyde a processor, a storage
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i npl enented in a_hi %h | evel procedur 51 or obaj E\Ct oIailner&taecej pI pgr anmm ng
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be i npl enent ec(ijeslir;:egs.se?r?lgnyozars@?mh%ellamggvgéjga ?ﬁ’ayI ge a compiled or

can

interpreted language.

Each such program may be stored on a storage medium or
10 device, e.g., compact disc read only memory (CD-ROM), harxd

disk, magnetic diskette, or similar medium or device, that

is readable by a general or
machine for configuring and

storage medium or device is

special purpose programmable
operating the machine when the

read by the computer to perform

15 the procedures described in this document. The system may
also be implemented as a machine-readable storage medium,
configured with a program, where the storage medium so
configured causes a machine to operate in a specific and
predefined manner.

20 The processes described here may be executed by an

embedded system.
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desired. In any case, the |language may be a conpiled or interpreted

| anguage. Each such program may be stored on a storage nmediumor 10
device, e.g., conpact disc read only nenory (CD-ROM), hard disk, magnetic
di skette, owosi2ierdoed nedi um or device, that is readabl e RBRETAUYEMSFAl or
speci al purpose programable machine for configuring and operating the
machi ne when the storage nediumor device is read by the conputer to
perform 15 t AT 38cOtRBERESEri bed in this docunent. The system may al so
be i npl enented as a nachi ne-readabl e storage nmedium configured with a
program where the stora e medi um so . configured causes a machine to
operate in a specific A% 8P Wanner . 20 The processes descri bed

here may b ted b nmbedded / 0 f US02/ 08355
WHAT | SyCLiI E/)égcrg% g%wn%et ﬁc?BgEo%rlséfiﬁg? C?nn V\? \Q/gcggfsaogéﬁ?% a first

connect i on 0 & Serep; . 8l AN 20000 hNLRLIRLEOR. SXEhANgEpr Of ocol for

5 communi cat i ng on tﬁe | I’S connection; at a openi ng a second

connect i on, t 0,16, S8LYCh; o LRCEL AL AdrdBkLYS, coNnect i on from connect i ons
i ncl udi ng the seco ectlon and” communi cat'i ng i nformati on confi gured
for the at a device, opening a second connection to the server;
selecting an active connection from connections
including the second connection; and

communicating information configured for the

10  information exchange protocol using the active connection.

2. The method of claim 1 further comprising
communicating information configured for the information
exchange protocol using the first connection as the active
connection prior to selecting the second connection as the

15 active connection.

3. The method of claim 1 in which the second
connection is opened prior to establishing the information

exchange protocol.

4. The method of claim 1 in which a single one of the

20 connections is selected as the active connection.
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10 informati on exchange protocol using the active connection. 2. The nethod
of claim1 further conprising comunicating information configured for the
i nformati on exchange protocol using the first connection as the active
connecti on woiten7de sel ecting the second connection as th&@CTIHeH3FS e
connection. 3. The nethod of claim1 in which the second connection is
opened prior to establishing the information exchange protocol. 4. The

met hod of claim1 in which a single one of the 20 connections is selected
as the active conmrect rha. metthodlo 0245460631 PGIHIdBO2O 835 maxe dhethmet hod of
claiml in which two or nore of the connections are selected as the active
connecti on. 6coriertiehboslrofsedkeatan lad nhahachitsheosreoticonconnect i on
includes a wireless connection. 5 7. The nmethod of claim1l or 6 further
conprising nonitoring the connections for a paraneter selected fromthe

group consisting of, sirglahetdideengt fraid ansfiwiialh ktatesecdmt ency, cost of
transmttal, and connection integrity; and reselecting the active

connection toceiddrize theldfspar amdvyss Sonrddwrimat hod of claim |l in which
the information is communi cated in packets that include aggregated
information for nore than one application.

5 7. The method of claim 1 or 6 further comprising
monitoring the connections for a parameter selected from
the group consisting of signal strength, transmittal rate,
latency, cost of transmittal, and connection integrity; and
reselecting the active connection to optimize the

10 parameter.

8. The method of claim 1 in which the information is
communicated in packets that include aggregated information

for more than one application.

9. The method of claim 1, 4, or 6 in which the
15 information includes a command that is effected by a module

on the server.

10. The method of claim 1 in which the information
comprises.an aggregation of information from applications,
the extent of aggregation for each application being

20 dependent on an indicator of priority for information

exchange associated with each application.
25



9. The nethod of claim1l1, 4, or 6 in which the 15 information includes a
command that is effected by a nodule on the server. 10. The nethod of
claim1 in which the information conprises an aggregation of information
from appl i cw002/0%6063 t he extent of aggregation for each ap@dTdE02/e8iSHhei ng 20
dependent on an indicator of priority for information exchange associ ated
with each application. 25 WO 02/ 076063 PCTI US02/ 08355 11. The net hod of
claim9 in which the conmand causes the server to contact a renbte system
receive a reply fridm Tthe nebteosysiaam 9antl wfilcACthé@ dRsRaaSeavddshout
transmtting the reply to the device. 5 12. A nethod conprising: at a
server, accepthegezornett iangakbtom @erdeei spstfeaar, reocetmiacakphy fxvhor mati on
configured by an informati on exchange protocol; detecting or selecting one
or nore of thehegwmetei systeri0anf effeqt actresmpnsenwettawn; and

communi cating i nformation confi %ur ed by the informati on exchange protocol
usi ng the act¥¥ansgdfhieesiBre re8ly T tinet Aovied- claim 12 in which a single
one of the connections is selected as the active connection. 15 14. The

met hod of claim 12 in which the information is conmmunicated in packets,
each of atsleast s@ne Bfmdihdd comprising:

at a server, accepting connections from a device for
communicating information configured by an information
exchange protocol;
detecting or selecting one or more of the connections
10 of as an active connection; and
communicating information configured by the information

exchange protocol using the active connection.

13. The method of claim 12 in which a single one of

the connections is selected as the active connection.

15 14. The method of claim 12 in which the information is
communicated in packets, each of at least some of the
packets includes aggregated information for different

applications on the device.

15. The method of claim 12 in which the information

20 includes a command for a module,
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packets includes aggregated information for different applications on the
device. 15. The nmethod of claim12 in which the information 20 includes a
command for a nodule. 26 WO 02/076063 PCT/ US02/ 08355 16. The net hod of

cl ai m 15 f uwbten7eenpri sing effecting the command. 17. TheOFAiSayeBIsF cl aim
16 in which the nodule effects the command by contacting a renote server,
receiving a reply 5 fromthe renote server and effecting a response

Wi thout transmitting the reply to the device. 18. The nmethod of claim 12,
13, or 17 in whi chetheThé nicdngat bpnclisimans aggregat tompnifsingf or mati on for
applications, the extent of aggregation for each application 10 being
dependent on @ffddtdngatrne admmandority for information exchange associ ated
wi th each application. 19. An apparatus conprising a processor and software
configured to cause the processor to: open a first connection to a server;

15 establish an inhor mafi gR.8%ahapa8 NA50L 8COl 1whiCREPhA MRGAR. £RERCT i on to
a server; select an active connection fromconnections including the

second connecti®ior@lHaCoOPmasttaat end f QeRBLé odbr6Rnf i gavad ihgr at heply
information 20 exchange protocol using the active connection.
5 from the remote server and effecting a response without

transmitting the reply to the device.

18. The method of claim 12, 13, or 17 in which the
information is an aggregation of information for
applications, the extent of aggregation for each application

10 being dependent on an indicator of priority for information

exchange associated with each application.

19. An apparatus comprising a processor and software
configured to cause the processor to:

open a first connection to a server;

15 establish an information exchange protocol;

open a second connection to a server;

select an active connection from connections including
the second connection; and

communicate information configured for the information

20 exchange protocol using the active connection.
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27 WD 02/ 076063 PCT/ US02/ 08355 20. The apparatus of claim 19 in which the
processor is further configured to nonitor the connections for a
paranmeter selected fromthe group consisting of signal strength,
transm tt al woa@zéobat ency, cost of transmttal, 5 and conrREIVUSHR083FT eqgrity;
and resel ect the active connection to optimze the parameter. 21. The
apparatus of claim19 in which the information is comunicated in packets,
each of at |east sone of the 10 packets includes aggregated information for
different local appligatiappsratda oEhelapparattswiafcie kaknpi&dasowhigh t he
information includes commands that are effected by a nodul e on the
server. 15 23fufheds kcoakegEyyrioSintgi ttormabhi aenrtezadahs efareci um that stores
machi ne- execut abl e i nstructions, the instructions causing a nachine to:
open a first peramtidroseleciedererrthe extoabl cobsiatingf of neitdned exchange
protocol; 20 open a second connection to a server; 28 WO 02/076063
PCT/ US02/ 08355t seigdt, amametitie lcoabectliaganty onedsie of ohrarciriignsi, and
comuni cate i nformation configured for the information

5 and connection integrity; and

reselect the active connection to optimize the

paxrameter.

21. The apparatus of claim 19 in which the information
is communicated in packets, each of at least some of the
10 packets includes aggregated information for different local

applications.

22, The apparatus of claim 19 in which the information
includes commands that are effected by a module on the

server.

15 23, An article comprising a machine-readable medium
that stores machine-executable instructions, the
instructions causing a machine to:

open a first connection to a server;

establish an information exchange protocol;

20 open a second connection to a server;
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exchange protocol using the active connection. 24. The article of claim 23
in which a single one of 5 the connections is selected as the active
connection. 25. The article of claim23 in which the instructions further
cause the nwohizneso6n nonitor the connections for a param®@USEEIBET ed from
t he group consisting of signal strength, transmttal rate, |atency, cost of
transmttal, 10 and connection integrity; and reselect the active
connection to opt iSRLeEt L3R acﬁé?’%n%‘%‘é’re‘:t%n TR &hei eprnestierai ™R i n which
the information is conmunicated in packets, each of at |east sone of the
15 packets i ncl udé@mﬁbﬁ+%iﬁﬁ:é&fPFﬁ%ﬁ%ﬂﬁtFBﬂf¥QHrQS|FPErQﬂﬁ ipgggpation
applications. 27. The article of claim23 in which the information

i ncl udes comMEHTEERaPTarEYs Pé(‘:?‘éd: aGLIPAARRSAELM server. 20 28. A

system conprising: a device, a server, and communication |links, in which
the device is configured to: 29 WO 02/076063 PCT/ US02/ 08355 open a first
connection to the 2der vEre iitiglenet oflaihe23 comviibckad i omollenkee @t abl i sh
an informati on exchange protocol; open a second connection to the server

usi ng anot herthg connections is selected as the active connection.
25. The article of claim 23 in which the instructions
further cause the machine to monitor the connections for a
parameter selected from the group consisting of signal
strength, transmittal rate, latency, cost of transmittal,
10 and connection integrity; and
reselect the active connection to optimize the

parameter.

26. The article of claim 23 in which the information
is communicated in packets, each of at least some of the
15 packets includes aggregated information for different local

applications.

27. The article of claim 23 in which the information
includes commands that are effected by a module on the
server.

20 28. A system comprising:
a device, a server, and communication links, in which

the device is configured to:
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5 the communi cation |inks; select an active connection from connections

i ncluding the second connection; comuni cate information configured for
the informati on exchange protocol using the active connection. 10 29. The
system of cWaio2deéi N which at | east one of the communi cadTorsok/H8IRS
includes a wireless communi cation I|ink. 30. The system of claim 28 or .29
in which the device is further configured to nonitor the connections for a
15 paraneter sel edred frdrstheogpetiplaonsi sh¢ MPrybrsigind onst pénihen,
transmttal rate, |atency, cost of transmttal, and connection integrity,
and resel ect EEHECAYECR OHTESEi on to optimize the parameter. 30

establish an information exchange protocol;
open a second connection to the server using another of
5 the communication links;
select an active connection from connections including
the second connection;
communicate information configured for the information

exchange protocel using the active connection.

10 29, The system of claim 28 in which at least one of
the communication links includes a wireless communication

link.

30. The system of claim 28 or 29 in which the device is
further configured to monitor the connections for a
15 parameter selected from the group consisting of signal
strength, transmittal rate, latency, cost of transmittal,
and connection integrity; and
reselect the active connection to optimize the

parameter.
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