APPARATUS AND METHOD FOR COLLECTI NG AND ANALYZI NG COVMUNI CATI ONS DATA Thi s
application clains the benefit of priority under 35 U S.C. 119 from U S
Provi si onal Patent Application Serial No. 60/109,718, filed Novenber 24, 5
1998, which is hereby incorporated by reference. TECHNI CAL FlI ELD The
present invention relates generally to data communi cations, and, in
particul ar, to &BRARAFISMANDPMETHODNEOR GDEIECTINIG AND ANALYTANGZ ng; and

nonitoring data communi cation THE INVENTION It is now
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net wor ks incl udes nu Eite Bf’fiﬂﬁfb?fé’r\ﬂﬁ%wdéb?ﬁwﬂrﬁ@a& o each
other al ong. stplwvmaﬁalw&nmﬁﬁlfcaﬁmaﬁNegsmtfd‘;ﬁeﬁréﬁ'id%%emﬂ}%conp' exity of
such corrput er networks 1s can range from sinple peer-to-peer tonnection
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t he gl obal conmputer network known as the internet. The archi‘tecture of
such networks varies w dely, depcHCHNIGAL FIE{Iparticul ar application, but

nost sophi sticated networks nmake use of backbones, nodes, and conputer
servers supporting tHee presemtimivergionnelates glme&llamddémé&ﬁ:ﬁaﬁ:bﬂrbn@\éﬂﬂ iguch

net wor ks. and i nd] |ncrea ingly relying on such
dat a net vvoﬁ%1 &:ﬂ%?’ ten}ad‘rdrgn@kg cgﬁc’éfr?a WHEOFWP@W“%E@?taf or
transacti ngorinusmmm. and for any concei vabI e nunber of other activities
i nvol ving the sending, receiving or Vi eW| ng of information. The advent of
the Inhernet and its conti pugtk@r i HEBRVEG NCr eased  the demand
for effective comuni cation anong conpanles I"-ndi vidual s, and ot her users

of 25 such networ ks Isﬂaﬁogmgd&gﬁncﬁﬁﬂg'lﬁ'ﬂnﬁﬂ%ﬂ t&‘B?' v ng.mgzg FeolVer §UCh
networ ks generates so-called "traffic” I'S, T or payl oad" of
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thc various paths comprising such networks. The complexity of such computer networks

15 can range from simple peer-to-peer connection among a relatively small number of
machines, to LANS, WANS and, of course, the global computer network known as the
internet. The architecture of such networks varies widely, depcﬁding on the particular
application, but most sophisticated networks make use of backbones, nodes, and computer
servers supporting the transmission of data and information over such networks.

20 Companies and individuals are increasingly rélying on such data networks
not only for sending and receiving information, but for transacting business, and for any
conceivable number of ather activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased
the demangd for effective communication among companies, individuals, and other users of

35 such networks.

This demand for sending and receiving data over such networks generates
so-called “traffic”, that is, a volume or “payload” of digitally-encoded information
traversing appropriate paths on the network. Unfortunately, traffic across the network

often leads to congestion or “trouble spots™ at certain points or along certain paths of the



-1 network. Such congestion may take the form of naddeni ngly sl ow

transm ssion of data, or, at worst, a conplete inability to send or
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performance by addi ng additional packets of informati traffic.
certain spectitc protocols which, again, may fail to accurately describe or pinpoint the

source of network congestion. In other words, most network monitors and “sniffers” of
the current art are limited in their abilities to tabulate real-time data, or to record data over
20 extended periods of time.

Network monitors of the current art generally intrude into the network in
order to evaluate or estimate network performance. The reference “TCP/IP Hlustrated,
Volume I - The Protocols,” Chapters 7 and 8, available from Addison-Wesley Publishing
Co., 14994, describes one such technique. To estimate round-trip times for “packets” of

25 information in the internet, the network monitor injects additional packets into the network
and follows the travel of such additional packets. Thus, the very process of determining
network performance itself further degrades performance by ad'ding additional packets of
information to the traffic.

Not only is the above-described method intrusive, but it is generally

3  inaccurate as well. In particular, one-way times are evaluated by generally dividing the



Not only is the above-described nethod intrusive, but it is generally 30

I naccurate as well. In particular, one-way tines are eval uated by generally
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model  suchPeRORndwidi diggnsioningcopiddgimore hecuratply atodeled clnyarticule 3QEECES ar e
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addi ti onal noney an awgnf stevg con%ﬁ?%‘WPeS%S&P@aE?“i@(ﬁﬂ%r’éh'f»sseﬁmﬁe@lla need to
i nprove netrwowkeptiepathtennisatesid anehd e36e ofl @h Wddrket chirbfidiLC Si:gﬁ'g??é\iié)n- There
is afyrth neetg fgti_l?%gols whi ch dﬁgmt i ntrude upon the traffic flow,

whi ch can be adapt et SR YsoEnQmally dewplosdsarere payleadardrasicsthar he grsbs  of
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accurately. Wth the_increasing use of conputer a networ onpani es
and 20 i nd?SYTERFARSS, With thetesudithatigtajerinatvariessaucdsnreddvbrg td pegticdldrlrb@ed ng, or

"profilingg rs..0r their. traffic on such networks.
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f asci nat edrebyurgdsnogr aphi ¢ or ot her data which can be gl eaned by accurate
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and which collect and tabulate required statistics quickly and accurately.
With the increasing use of computer data networks, companies and

20  individuals are increasingly interested in collecting, filtering, or “profiling™ data about the
users or their traffic on such networks. Marketing enterprises or other sales organizations
may be particularly fascinated by demographic or other data which can be gleaned by
accurate recording and analysis of network traffic. Unfortunately, many internet
advertisers obtain customer profiles by requiring the users to fill out forms and

25 questionnaires. Advertisers miss out on most of this customer information because
customers often do not want to be bothered with answering such questions. There is thus a
need to obtain customer “profiles” in a less intrusive manner.

The expanding use of networks has likewise expanded the possibilities of

“hackers” or other damaging intruders performing mischief or even criminal activities in

3 proprietary or protected networks. As such, a system which can determine the origin of
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t o -enf or cerentritayeadics siouki e wahmblen6 effBtceniet dEefiTes) AR at HAFHI o stem the

conputer-rgl ted crinmes and ji sdepeanors. The current art, again, generally
fails to 8|°§E%’?P‘t"éfb‘i§lﬂé%de€“%ﬁpf Blisdegieanagy, oFhe qupentiariopeadt, eduerallyofudy a
network | n téBnapicl ABhIatEMHoniet, Steldri MR ovP S dkr RELVEIE 1G5 oplingRIRAN €3
or individuals charged with nonitoring networks not only nee T8 Bt ai n
vast anount!® faslitate sesunitst dctimitignd statistics in a tinmely manner, but they

al so neged to view such t ui..ck asily, and,in an understandabl e

f or mat . gAgai n, curr egtﬁmgfdu?iesa%rgf‘ﬂlf" 1'}8%% °§?"§°Jo¥‘cﬂéﬂ‘°f‘it?ﬁ"cgéﬁ“¥?fkiﬁ‘ﬁ\i’ilbﬁ 15gd
“dunps”, oft4 ebtainfvasteoagis@diidfyrmatioh And aa@@my&tﬁima% Aandld &ﬁ'tl%ﬁ%%'i%i I{egtg i ons
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met hod of i i ng a. . co Lcation.line is 1s provided. An object of the
present'gi n\%1 tt% g‘?\m?’ R %’%?%%m OTFRAH O PRt RPRTIPER cerigin casupemy nerged and
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20 invention provideg, g, _ ' L0 at n a first conmunication
line. Data is received iﬁrom tﬁé%c%wgégm F%éﬁnl%o '3 FORUMYHGRURD o yral ity
of packet smanioringtmethodschnil spsiemd, heedratahodifahdritoling a asRmuBeRtionaGEisi vel y
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th tatisti
to be uhdefSY @8‘3 gﬁlgfn eh%ésfﬁﬁ%)ﬁr’frése"?‘glrnéﬁ‘w%ds Gareyids 2 pewerk peniton fesallectiag

and analyzing communication data. Another object is to-provide a method for collecting

and analyzing communication data.
SUMMARY OF THE INVENTION
To achieve these and other objects, and in view of its purposes, the present
20 invention provides a method for monitoring data on a first communication line. Data is
received from the first communication line and a plurality of packets are extracted from

the data. Statistics are then recursively generated, the statistics corresponding to the

plurality of packets,

It is to be understood that both the foregoing general description and the

35 following detailed description are exemplary, but are not restrictive, of the invention.

BRIEE DESCRIPTION OF THE DRAWING

The invention is best understood from the following detailed description
when read in connection with the accompanying drawing. It is emphasized that, according

to common practice, the various features of the drawing are not to scale. On the contrary,



25 follow ng detailed description are exenplary, but are not restrictive,

of the invention. BRIEF DESCRI PTI ON OF THE DRAW NG The i nvention i s best
understood fromthe followi ng detail ed description when read in connection
with the acconmpanying drawing. It is enphasized that, according to comon
practice, the various features of the drawing are not to scale. On the

contrary, thé difiénsiinB8PgleBSo@ edthfs Xt%lratlgfez‘ﬁ-d? E?;%aﬂfel&zor%(ﬁxcgﬁ H:irEfaﬁhjél Y-

expanded or reduced for clarity. Inc raw ng are foll ow ng
figures: Fougluded grbodrawingarpthedolowmingdigueescor ding to the present invention
coupled to a conmmunication line; s Fig. 2 illustrates an exenplary

protocol hierarchy; Hggl si®vwisa ngtwrirk olonttoragrandingfo the pessertphentionaduplad k

noni tor acgqr MdiQe present invention; Fig. 4 is a flow chart
illustrating an exr}é%ﬁlegﬁﬁe’rret hod of nonitoring a communication |ine

according to the preseng.Jnvention; 10 Fig. IS a data flow di agram

i |l ust rgti ng the m?y}g'%‘?%ﬁ?ﬁa&ﬁé‘eﬁgmﬁ’d{r t°°‘§5‘?¢1‘7§ son and anal ysi s met hods
of a network nonitor..a c.org‘iln to the present invention, Fig. 6is a flow
chart illustrating arlﬁét'ﬁﬁ chtd‘qgﬁ"é‘h?f XSEPlRORAbveH menitpppasording tg the7 shows
a networ k piedefginR@itions K nmonitors according to the present invention
coupled to two separate conmmunication lines in a network; is Fig. 8 is a
flow chart illustratging; : ATl ission . delay; Fig.
On 15 a 1 ow chart T 1Eucs e B e e By AL i &

synchr-oni Zergnugigation lin¢ arcerdingto thoprpsentinyerfiiog; 9B is a fl ow chart
illustrating operation of an interface conputer for 20 synchronizing with
a hosteconput er, andigriSgsa data fl2® diagram dllwsentin thpmayspdrinutitibiadfidag a user

interface fQr. recekving. nonitordn araneters and illustrating nethods of
di spl ayi ng°°g%° OBraB‘vf“lﬁ]’%Qf m‘é‘ﬁﬂﬁ&ﬁﬁﬁa&gt‘?%{ﬁ moRUPRACPrding oyt RESSEH invention;

Fig. 6 is a flow chart illustrating a method for identifying troubled servers;

Fig. 7 shows a network using network monitors according to the present

invention coupled to two separate communication lines in a network;

15 Fig. 8 is a flow chart illustrating a method for determining transmission

delay;

Fig. 9A is a flow chart illustrating operation of a host computer for

synchronizing with an interface computer;

Fig. 9B is a flow chart illustrating operation of an interface computer for

20  synchronizing with a host computer; and

Figs. 10-28 are screen displays illustrating a user interface for receiving
monitoring parameters and illustrating methods of displaying and providing

communication analysis information.

DETAILED DESCRIPTION OF THE INVENTION

25 Referring now to the drawing, in which like reference numerals refer to like
elements throughout, Fig. 1 illustrates an exemplary network monitor 102 according to the

present invention which is coupled to an exemplary network N1 106 via a first

-5.



DETAI LED DESCRI PTI ON OF THE | NVENTI ON 25 Referring now to the drawing, in
which like reference nunerals refer to like elenents throughout, Fig. 1
illustrates an exenplary network nonitor 102 according to the present

i nvention which is coupled to an exenplary network NI 106 via a first -5 .
comuni cation line 104. The network nonitor 102 receives (nobnitors) data

communi cat camsugitatihfling)1 00N ThO AFAVBHCAbKIRR 102 fh@c&&‘knﬂﬁﬂm@f gaydes real~time
the data traffic on the communication |ine 104.

nmetrics or__ statistics of
The comunfEHPFYR2Y %Zﬂafﬁq) efPmRWnIcation ligt L04pad providds readyime metttsomol to s

transport kil 6r@é afta Bibd driifleclmiiLABLAAL 1p).oner hi erarchical prot ocol
| ayer protocols. One such hi erarchical pro oco structure 200 is

illustrated in Fig. dﬁxr prot oc 2, Ethern in this

exenpl ary case, of traf g’?‘%a\%lléhg%( 5 &t WA ‘%(536‘2’3?1'63’“%09‘@{& 108

may i nct udmmpsﬁﬁmfemmmxac bfdlff&ﬁﬁtmgﬂcr niermumf,wcm 1298t ot8Qs. t raf fic.
CWP or other transport

ayer 206 P4 PFATrEebic|groiess! FRumyT 2N Ul?quraegm@nzammmm FTP,
Domai n Naoi5e800.CEtheinet iAlLAS exeifthr Calel Ofdey BBl hal Ll THEa ! OTK

moni tor 102 according to the present iInvention inc
sof tware (*BF EviRs 88 msylinhydesncarisulated 12X 1P, ARB, mmﬂzeﬂxeﬁvdﬂlelawjmturaﬁfcf | cin

such a wa erate t | -tjme statistics on such
raftic amot usthe AP IRIELRBs By IR, o8 1Mot otk ientiortiaise 409 ot i oo
gener ateed ttxfﬁmeThwr{RP n‘afﬁctrm:ry nﬂn&ad@ﬂﬂh}isﬁlatauﬂéu WPaﬁgm%%ﬁJ%'crﬂr:e service
anal ysi s, &@based on_quality of service and quantity o Servi ce,

dynam c n U lexer 2981588 i on and pl anni ng, customer profiling based
on data content network security analysis, and session pl ayback.

Exenpl ary statisti cdneng@ogkmoniard 02 agaerding iithe pmemt Bvemtiva-indydesr roundtrip
del ays, I &gRQASErdd sOBSar @q natl n s. per host,
term nating bytes pse_r hocg(tﬁ&&%rg%@etrll% 1%9} gérf%&ga S%Tewgrgq%tf@ﬂﬂnts web
abort rat &sch Etm)otlnghlpuq gaglotama,neamf rm-mm'tatlﬁﬁdsroa%ﬁéﬂ frifBd adHe@s due to

del a S,50r S e s se ectively be provided based on
traf 1¥| ¢ on 'Alﬁtl*fﬁg folgoct‘)??aggﬁ’rrg 7 Ecé "5'ﬁ sﬁa $ies geperated l?i‘%fﬂ?t‘ﬁ? AANPH1 & §9edie ocol
| ayer s belqusitn ahdiquagiitybofl sefceladN9¥is, Miting bived @ipelljdlﬁyatt)f' RAidANE" quantity of

service, dynamic network resource allocation and planning, customer profiling based on

data content, network security analysis, and session playback. Exemplary statistics
include byte counts, bit counts, one-way or roundtrip delays, response times, retransmitted
20 bytes, originating bytes per host, terminating bytes per host, originating-terminating host
pair counts, web abort rates, throughput, goodput, and percent retransmitted bytes due to
delays or losses. 'These statistics may selectively be provided based on traffic on the first
cominunication line 104 on one or multiple protocol layers between the data link layer and

- the application layer,

25 i Operation of an exemplary network monitor 302 shown in Fig. 3 is described with
reference to the flow chart in Fig. 4. The network monitor 302 includes a first network
interface 304 coupled to a first communication line 308 by a first connection 312 and a
second network interface 306 coupled to a second communication line 310 by a second
connection 314. The first interface 304 receives first data (a bitstream) from the first

3  communication line 308 (step 402) and the bitstream is then segregated into packets (step

-6-



25 Operation of an exenplary network nmonitor 302 shown in Fig. 3 is
described with reference to the flow chart in Fig. 4. The network nonitor
302 includes a first network interface 304 coupled to a first

comuni cation |ine 308 by a first connection 312 and a second network

I nterface 306 coupled to a second comruni cation line 310 by a second

connect i on4@44 The i segepate it wsed heeind theartei pevodsty ééﬁnqahéckée af¥ e’ €am
) and the bitstreamis

fromthe fiyst hication |ine 308 (step 402) and
(rom the el 30 commup el o Lune 508 Tords 821 and AC BOEC o |
herein to ineafict Bod oftiyet 86 LYmpRk: NRM m@g&%@ Sof s?och‘?in”rgngr’;ggngﬁ{fﬁéf rom

the bitstream The bitstream nmay be segregate 0 pac ¥ the
interface Hewrdycabin thisembedimendaplinclnd behofhemmeakey 320661 AllGkEshe N MEMDIy

318 whigh j hi ' i his enmbodi ment. apd includes a short-term
menory 32002%%'%1?&%%@& e ‘gpﬁ%ﬁ%sé%rrag?&?ﬁ/ﬁ%? $1639ptionally controlledby and query
engi ne 316yseotdrfanall4; tiemprédebdes therciaers 44 F8dcrib&i Bidd i . pr,ocesses
t he packets as described bel ow with ref eren('::g1 to Fi g%ﬂ%‘ﬁ&%ﬁ%ﬁéml ary

enbodi ment,  t hennatewernilasitodimeH)dhé fetwORhdtof $02ti0 So il y§OFMUNI cat i on
line 308 in a ngn-intrusive manner. That is, 1t does not dtl rec rFy hi nder

the flow SCMTYUFACR lgn 30hie aunmrintimser mamet. i Fiot isTi dossatondirdetlyhiideathe 302 may
be coupl ecnav@oti@afﬁbsn%H&Hﬂﬁ.ggéat&ii?ﬁ'lihé.?ﬁle%%%org%w?xrwﬁyr by bl ”qgg,'y“g the

first connection 312 into a por or “jack on bsisouple

breaki Hy ttheceummminitiomtline 308, fore:36fla byl plupging tHel g cBnectiSPINERLY odi0 Whi Ch
the first ¢ ﬂﬂ%%tais%lt 512 I S CI{);LBI d, by connecting the first coanection to
a hub, using an SptT cart Byfe 1 ?ﬁ‘ﬁ}gtbﬁl"%ﬁ%%i‘)ﬁ ne B8 arutingsallingwivi-t or 302
to a noni tconnetbrjt@ekichThefisebnhation i | nd guery engine 316
converts the. packets into records gggigsglﬁ%gd’tgggg&?g@&tg%ﬂlrsgc‘ﬁ)é’%%’t”i? (st eps
414-422) . ‘Wb@éé@@ﬂ aggtieal epliftesng by coBtetingths nrbesrksubri@bBeD topr ogr ammi ng t o

generate s,g&,qtggﬁ'fagkgp“&ﬁgp L0g to the packets (steps 406-412). Al though
the generation of statistics tor the packets may be acconplished in a

variety of wayp roach processes a set of packets
recei ved over q%pcf egg%rg{cﬁﬁfeﬁ{a%%%%??ﬁ%’?‘fe{lﬁﬁ’ﬁﬁ%‘e“éﬁ‘tw‘?&ﬁﬂ‘ﬁ‘i“ﬁ@t‘)qurﬁ?'. (step
406) to gesverdstiemcorareGrpndifHg2yt BrdcsisbEmd(@bSRnSABS 16 inkRBedNuRGHSSI NY S
then repeated in.a recursive, fashion to successive sets of packets

recei ved HUBIHY EEdR 8euTdestaisies pRIrssoRIsingde ths padieys. (sBps 4068 12uch pr ocessi ng,

sui t abl e Although the generation of statistics for the packets may be accomplished in a variety of
ways, one preferred approach processes a set of packets received over a predetermined
20 timer interval or “sampling time” (step 406) to generate corresponding statistics (step 408).
The processing is then repeated in a recursive fashion to successive sets of packets
received during successive time periods (step 410). During such processing, suitable
programming stores the generated statistics in memory at appropriate intervals of time,

. such'intervals preferably on the same order as the time intervals corresponding to the sets

25 of packets,

The conversion of the packets into records permits a wide vartety of further
statistics to be generated as now described. The records are generated by first determining
the type of each packet (step 414) and then filtering the packets (step 416) based on their
determined types. Anindex is generated (step 418) for each packet and the packet is then

30 converted into an indexed record (step 420) and stored in memory (step 422). Further
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progranmm ng stores the generated statistics in nenory at appropriate
intervals of tinme, such intervals preferably on the sane order as the tine
interval s corresponding to the sets 25 of packets. The conversion of the
packets into records permts a wde variety of further statistics to be
generated as now descri bed. The records are generated by first determning
the type of ch pagket (step 414) and then filtering the packets (step
416) based SR ﬁleaé?féem?ﬂﬁ@tfpﬁ)?ﬁbws&he PlAtRtics prsvigayiy gencsated orths 418) for
each packetpagiets dndQedgd@b tHeh prdVided30 oSO 1RSE 86blicichs @Rl 48 r.d
(step 420) and stored in rrermrpy step 422). Fu&% k:er S?QCHS%QAUSS’?%){:(%Q%% t hen
gener at ed (SeRf2Rxw10utes forgynermicallyadivsting setwodviontisg hasgdor tietfathet or t he

packets ang,.}: I en.. vided .t q.one or re, appl i.cations, such as a
i spl ay dooi e (len B30} A0 bilog ek dbifie cffnestich At ergrmaiene

rout i ngsbaseadlicens téternfinéd hesed o thelgendrated stastieP(sted@p2).and a billing service

for billing clients based on quality or quantity of s service as determ ned

based on the geﬂ@pﬁ&a‘ﬁdn%’f&ieifp%dcﬁﬁof(ﬁ .Qﬂsﬂ&zhescrimo}%ﬂhgﬂﬂepf the process
of Fig. 4 is now described for an Ethernet comunication |1ne including

encapsul at EYMMpBnisaueline ifFinding encsppdatedPopations which enepsulite TCPgackens ul at e

web traffi | d | 1S received, f.romthe
communi cat fﬁ\v(l)1 %cgl%?lﬁ@s?lg %ﬁc%%%;c ?nég%lrl% gg'egﬂrlete%%%rggrﬂnﬁﬁ%nb’é&c&v§d (@F&be 404) .
The packet soramgnitatiafi Nried(etep #02)and ¢t pregatedinkepack e (sughl 4mg? PRRERt feei ved
(st ep 485y isE 16 5%, <56h B L Rackstr P ik o obvesseive s serind per | od
(exenpl ar ytisik ptiisdsi (63enfargaintd BerioBr\sfep 4085). 41@13_)1um§&l“6‘f§ﬁ§ tebEivad tﬁ.ﬁ-i'ngtekﬁas are

generated for successive tine periods by receiving the next set Of packets
cor r espondPHgSeFend fae peniad Eruorlaystdstie) necalautateddsiep #§). Suadessivecstatistes

cal cul atin 1 Of .- Dl 1S | . packet step,408). The bit
counts for&ggglﬁer‘gh‘zfds}gg%%%flﬁunrgéIt"%r?tdg%%%g%rng%ﬁrgﬁ‘gﬁgP{.‘Pa?fg%ry (step 412)

gs t hey a(rj@rg:e}mda@d.theﬂ?wcym-s(eemgl tithé pcri%RE’stcp 412))&‘@(1!':}1@!36&10@ f ﬁeifs
eterm ne tep.414). 1f a user o w shes to anal yze traffic of IP
packet ¢¢ tH 58&3%532“&‘1%”???1@5'(&39 %)gl)pérélgiﬁﬁﬂmﬁ foreqch oparsteend imest ep 416) .

The time whgpvd bR SRabIR] kedBy (btep 418G8 ines dreSfillalel, Packet is used as an 20
i ndex for the each respective (Itg"6 pazgket 415%%. An i ndexed record is then

generated (stepa type (e.g. IP, ARP, ...) of each packet is determined (step 414). If a user only
wishes to analyze traffic of IP packets, the packets are filtered to pass only the IP packets
{step 416). The time when the network monitor received each IP packet is used as an
20 1ndex for the each respective IP packet (418). An indexed record is then generated (sicp
420) for each IP packet and is stored in memory (step 422). An exemplary record having
the index as a first field F1 and the packet as a second field F2 is illustrated below.

F1: Index (time of receipt) F2: Packet or portion of packet

25 In addition to the filtering (step 416) only passing IP packets, the filter may also be
used to pass only a portion of the packet, such as only the IP portion, by truncating the
Ethernet overhead portion so the record above contains only the IP portion in the second

field F2. Alternatively, the record may include a plurality of fields, each corresponding to
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420) for each IP packet and is stored in nenory (step 422). An exenplary
record having the index as a first field FI and the packet as a second
field F2 is illustrated below Fl: Index (time of receipt) F2: Packet or
portion of packet 25 In addition to the filtering (step 416) only passing.
| P packets, the filter may also be wused to pass only a portion of the
packet, su 0 rtion. b runcati.ng.th Et her pet . over head
portion. so%t .:)géc'rne(gczl:lodf{%h:h ag\i;gt s@%ﬁ eﬁsﬁgmﬁﬁ?‘i"ei‘qﬁégﬁ’*"ﬁfﬂnﬁﬁgﬁsﬁ' ﬁ“‘{ Rering reyg
field F2. Aetperfomiddiaksd or &6 dneepmdrd df\thd plakligef&epkur al ity of fields, each
corresponding to -8 a portion of the i P packet such as a source address or

destination addueswnibelof dtitisted Gg beR¥nerdded P& I B EH RASAL adRe, 3P¥ One or
nore of the plurality of fields. Any nunber of statistics can be generated

fromthe sCOmBHpatienwithstatistinsdor the packets genetatoskinisisns 46-# H. sinabis stdngsde,faor t he
packet s sgergia ] aﬁ],ﬁ- .Nj anpl e s fur r. sfatistic
known té t he ‘a? t?tq gétﬁi%:og’?lzgtﬁgi nc ﬁxgg@ﬁt éé‘?dregﬁeggt Eﬂ’dfttﬁ%"%‘?%gg {’}gsfm tsinIP
packet s r epatketsdetaivedite theuninerer of bitsiin 811 pavkets recpi@ed fi 8adheubieYSEk higktecach
successi ve,nmn st 426) .. .The calculation of this statistic is
facilitat e&s%’c%'dmﬁcﬁﬁg“lﬁf’é‘)%ﬂ&%‘ﬁt_t‘sni"hﬂ/@ﬁi“a&‘?,a@%@éaﬁ%@eP_Fféel'é!fmeet@brpac ket s
are al r eadpecdbbe thPsidpaRERetafre 2BERAy 1 ILEE R Ynd %&&ﬁf l)?fﬁrh?&f e@?ﬁptSUCh’ the
calculation is performed by sorting the records by I ndexX, readi ng the set
of is recdsdsch the ealcuiption scresiormed by socting thawredordslbly ingex, ieadimgtheset of bits in
each s o] T of .bi.t.s [.Nn_a ets per n.nute may be
cal cul g% ed;%’%/‘%gg%"ﬁﬁ%“% es{)!'lréer;[;\y/}‘lﬁ '?)tﬁ'salnglgd%% gﬁi"c léﬁrp(’g:f’iﬁs PRt &t gt‘f?@? t-ed on a
per secondThasirsbérnfitoipall pickeas pérynifhts afagby caauakd BYsuRRmgihdyefdusi NUS,
“the further lStlattéEIiC i s generated using both the stored records and the
stored st af?'SHHES DIt GRYHETISTARIAN 4 1FE s§raTbasisn xoges of Hru(thergbeduatingons

needed andofdirutd)e This HetulREIREAM 1S Yalard Jsl}lgrbo&t @t 5@%€§9%c0 o ?l'ch e

exanple of the filtering and storing methods perforne net wo
moni t or acéeredistigstics. whish pedusesthe nynyten ol alditvas! cstaibtrotkedddomd th tirbe r egar d

to Fig..4.. T | exl Bi |1 of. data collection and anal ysis nethods of a
net wor K- m)tr?i%gﬁm{s@gé%glgglfeé’lxﬁtgkf'o the present invention are descri bed bel ow

with regard to jhe data flow djiagramof Fig 5. 20 An jncoping bitstreamis
packeti zed by a‘s‘ﬁgec’é‘f ?’?ﬁp?%%gbc ?f’é'éiaﬁ‘és%g“ﬂﬁﬁl%"?)ﬁﬂegt"% SréaREtfyerk
aut omat i cainbyitqractstiigto HeprdsetiveRi O W5 dcSeribed BB eRAMIBELPIIEL. 4. The

flexibility of data collection and analysis methods of a network monitor 500 according to

the present invention are described below with regard to the data flow diagram of Fig 5.

20 An incoming bitstream is packetized by a packetizer 502. Decoding of the
bitstream may be automatically performed for known protocols or may be performed
according to user-specified parameters for custom or proprietary protocols. For example,
if a new data link layer protocol is introduced, network monitor 500 includes suitable
programming to respond to user-defined protocols, entered using the user interface 520.

25 The inventive network monitor 500 thus recognizes packet structures of the new protocol
to packetize an incoming bitstream. The network monitor could then perform its data
collection and analysis methods through the higher protocol layers. This flexibility is not
limited to the data link layer. In other words, the network monitor 500 according to the
present invention is able to collect and analyze data communications for custom protocols

30 at other protocol layers.



according to user-specified paraneters for customor proprietary protocols.
For exanple, if a new data link |ayer protocol is introduced, network
nonitor 500 includes suitable progranmng to respond to user-defined
protocols, entered using the user interface 520. 25 The inventive network .
nonitor 500 thus recogni zes packet structures of the new protocol to

packetize an i nrc],ﬂl? ng bi tstLegm The network nmonitor could then performits
data col | ecti on RERACkRISIGY be diseetly stpged: iRtodhe;fhortriemmmgmary HOdsBesrth Ayer s.

Thi s f1 exi bifid {sYaskfl 9%torihk Hi1 4R rdcRivel frofRh&cdrBlinil A6 Tine.| PhOlBReAPT dS.
the network nonitor 500 according to the present Invention iIs abfe to
col | ect andnemerty\s08 mytperiodigriytiranafer data tf olong-tsrmonemeryt5d8 & reve®0 at ot her

protocol |ayers.. - 9.Ihe e .be direct stored into e short-term
menory 5106}%’3{{%&’ : p‘gkﬂﬁouﬁp lﬁl%lltfﬁaggg f‘gﬁ%éne% ?ﬂqy ?8?'3%\%?(}'%8“5?‘?“’%?@??@?@ ved from
t he conmunisifilé PAgltériemerhbs SI0PE tdactiifzs STRRDr¥schlBvemin RRS dppR6Rlth Y

transfer data to a Jong-termnenory, 510 to prevent overflow Although

y C
i |1 ust r at ecPBRE Mpagrhigalanyony senaigeeingliding antimlitrofareosodevises Bors singl e
| ong-term AR, &;%ca‘ﬁg ;ﬂagq&émmm{ BRedr T 4iBmBhG appl i cabl e
to other hierarchi cal mofy structures including a plurall yo‘P”rrermry
devi ces. Fartapeemampiye, Ak the Rienfitly, datayis tramsifercd t@atheaiskomnaag.cAs thertishr y  ( RAM)

a di sk nenor a tape nmenoyy. the RAMfills, data is . transferred to
the disk né?%??fyr}'ig’ %Iiaelsgﬁ R e‘éé'i’%/jg?? WF%’?W_dé’tséL? s IETHONCH e HPEF ¢ he t ape
MENOry. 10AS refleced Foecontifidu of ldnkﬁaemt @RESoAEE for Brchivhl fgRied, ®r ckARpleNWOUS OF

| ong-term data storage for archival purposes, for exanple. As 1 ndicated by

t he doubl e iBdisagd bpthe aubls arew i@ i shertrinrm mymgory 468 tns beberenitheamemeninsi es

508, 510, bk Igg.‘q‘g,z' eV for l ysis
or for onecbg?’astlﬁ)t’eg&gg%ﬁaégpfe ons éfg%ggﬁ érltls%rﬁg{g ' Fe%%\w&ﬁ? gorrioﬁéog{ﬂ?
packet s di rapplidajionnix2-Fdndscpssedpelow. desired for security applications is
528. For exanple, the network nonitor nmay be programmed to store all

comuni cat i ons Staringallyeckaddiedctl} inke elemandmbnBadagitad ot sdcaritywpplidationd st ored

data. If a hreach in security js detected within a week of its, occurrence,
the stobed 53%1 e e ’%aeﬁfgﬁnwﬂ?mammmwmwémw 2l SomEuBicAIoNS t he

sour ce and e iodQf 1 Rk RREBEH ovelRE RS KRk 2Rkddata IFRYARtiftRAtiLME! Y be
provi ded by the packetizer 502 to the
detected within a week of its occurrence, the stored data may be analyzed by the network

monitor to determine the source and extent of the breach.

The packetized data may alternatively be provided by the packetizer 502 to the

20  index generator 504. The index generator 504 generates an index corresponding to one or
more of the received packets. Exémples of an index corresponding to a packet include a
time stamp to indicate the time it was received by the network monitor, the type of packet
(protocol and/or layer), the size of packet, a f)acket number (1, 2, 3, ...), an interface
nuniber, an application, and an associated session. Record generator 506 receives the

25 packets and the generated index and generates a record including the generated index.
Alternatively, the record generator 506 may combine the received packet and index with
an existing record previously stored in memory 508, 510. The record generator may also
receive a packet directly via path C and generate an unindexed record including the packet

or may combine the packet into an existing record previously stored in memory 508, 510.
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20 index generator 504. The index generator 504 generates an i ndex
corresponding to one or nore of the received packets. Exanples of an index
corresponding to a packet include a tinme stanp to indicate the tinme it was
recei ved by the network nmonitor, the type of packet (protocol and/or

| ayer), the size of packet, a packet number (1, 2, 3, ...), an interface
nunber, an appljcation, and an associ ated session. Record generator -506

recei ves the 25F¥xR@EPlk. 37pelefecogbmnay be eavcratndopramandjas tor a ABMzsessiswor d

I ncl udi ng ko 48R @1l Fdyde. ;rg%gc' ecord.generator 506 may
conbi ne the ;r%cei(éggi a%fglc(et ar?éllcl r?tdch Pﬁﬁh\éonﬁ:'g%m 'gér%’%o?écg?eélvcg’r{gvi ously
stored in mWewben | ang B8 indEed reeurd mikydergenatted amisyorad finthe memeiws08a packet
directly V.?O th and .generat e an. uni xed record ipcluding the packet
or nay con‘El ne the eﬁ‘a{ﬁfgel% ‘1“,1‘{1‘3‘@,*’[‘ %Qﬂgﬁ s?@ﬁ%&ﬂ‘ "[5?‘@9{:’00‘2}!“? l?ﬁ’é%iﬁ‘i n
nmenory 508¢orfeéfondingltt tHeOATRIGR M Eare ecivad) InBt KRERAly IRy rdbe 1RsaRFAt ed
corresponding to an ATM session. Wen a first celf (a frxed size packet)

cor r espondBFErY S0A Eaxiesthsrsraive thesercelieyippath G, read tagprogoustdsored and an

i ndexed r LR nmenory 50 510, The

i ndex rraye@g&%g i é&;tﬁ?%ﬁgﬁ%%%tg %‘?lg’rﬁdgg%gﬁog{r% ! r}P’f of ncévggﬁ%f"é".“?w«éﬂmf%t her
cel | s s comdesgoemidgintaddition to’Sdphamaibiningpakéte belbnak todomM@mesERr i |y in
order, the_ record ener at or ]"306 di rectl%mrecei ve these cells via path
C, read thHESPPL LREHTORIEENE S erﬂﬁg&y@aﬁﬁ@eéﬁl £Y ¥ PRSPy regived BT and
then coibi &afls Wi @¥hketofdaa heVCdne&!dradsNt 0 the indexed record. In addition
to sinply conbi ning packets belonging to a commobn ATM session in a common
record, the rect{ede OLJ . | to cells
Wi thin the record iﬂﬁ?’ﬁﬁe%p‘ggfgg%ttmérs gielr%.gm%géﬁ ?‘E"é%?ﬁ?‘%ﬁ%%’}*% f/lggmedent ifier
512 recei Vigeorp genastter 6 ardiony ds nfemomy £0& agith¢nhharacteszes dhegecivedtpacke06 or

fromthe 8 .and .t hen characterizes the receiyed packets or records
by identi ;B?Fg%&qsfb 3 lg%ﬁﬁgﬁﬁﬁ&?rﬁcﬁp% e YRSy OF JIreRFEY t‘yﬁe 'Tﬁ%""t%fﬂéﬁné’rofbr operty
of a packetkabr feeomlrisla versatily Rlestifidrlagd ind@BE plogfimnddd iy ube iRéege3nsed via
t he user ih‘g‘terfac 520. is Exanples of packet or record types or properties
i ncl ud® t SRS S PeRkeb I Tresd BIRES Prgprenerties ippludshernmber of grrssposdingbityer , it s

protocol t3tRgtedlitshrBEdIiift s pRitAlP HRE of AYEF, S
destination Ztc.id’rl_tesgpsf, an %Lr%d- Lsiger ID%aﬁd?g%ﬁ%%%Ip?@%l{o?%K&?gg ead?i%(%r ds or
packet s aradestinpgion pildress gueridrusehi®, pedkreappliypienfiD| The rebdiis bageketomret he
property %ent tB{IPe?ecl ﬁlﬁﬂé ;ggci(gtqn?g ﬁlEerr“glG based on the property or type identified by the

record/packet type identifier 512. The filtered records or packets are then indexed,

20  indexed and turned into records, or directly stored into memory 508, 510.

The time period filter 514 receives records or packets from the record generator or
the memory 508, 510, and filters them based on the time they were received from the
communication line by the network monitor. The records or packets are then segregated
into groups corresponding to packets received by the network monitor during respective

25 successive time periods. The statistic generator 518 then generates statistics far each of
the successive time periods corresponding to packets received during each respective

successive time period.

The filtered packets and the generated statistics may be stored in memory. The
paths between the functional blocks in Fig. 5 illustrate that the contents of memory may

30 then again be used to perform further filtering or statistic generation. Thus, a network
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record/ packet type identifier 512. The filtered records or packets are then
I ndexed, 20 indexed and turned into records, or directly stored into nenory
508, 510. The tinme period filter 514 receives records or packets fromthe
record generator or the nenory 508, 510, and filters them based on the
time they were received fromthe conmunication |ine by the network

noni tor. Thgn.{ecorgti or &?ckets_are,then segr_eglat ed into groups -

cor r espondPAY ¥ §CPALRE £ e REcSERS Lay eplion Hay wayrsigeix cakdnet ¢ A¥a Pespecti ve

25 succes sgeveratingBatitics Biktd of pRvhalyigsidrte DRNARNA &'stordfpdcRGD generates
statistics for each of the successive tine periods corresponding to

packets recei vaH odaiibifh HBEAARDEE kRric SUERR T bl FoREAI0: The
filtered packets and the generated statistics may be stored in nenory. The
pat hs bet visssfibed aboven deivserdntetfaasie8 may alsb glefilte tht bpesatingtpardntesdrs dihhe cont ent s
of memry 4y . 0. be ed to performfurther filfering_ or

stati gﬁ'i c genlgpglﬁlé%g% us, egle)tﬁvé)?gg‘f"ﬁltm‘- E'i"ﬁ‘ﬁ'ﬁ? of USSR B3Y apssHY the ¢z present
i nvent i on toby usedchyr the italey gaRkA@ciD4ARE tiRB LI 0 Y8 ligedDy th&&fﬁsggfid'cﬂﬂ er
statistics Qased on previously generated statistics Or stor packets. In

addi ti on Pd*pAddhastatistigs torke gsaerisd by thertatistic geperater 618 foomaghroftlecol  as
descri bed saRQvéve e LSKE. | Nterface 520 may al so define the operating
paranmeters of the s Funct‘l onal blocks within the network nonitor. For

exanpl e, a userpgR ' pgﬁﬁ ; used by .the index generator
504, the time peri )c{)% tocdgieyaﬁgg%%y gd#'gﬁtgﬁ%ssrﬁcf}ﬁra%ﬁ}b?&emg’i?ﬂ‘ and the

st ati svi csnanitohf0Qmagbapmdidey td dre o8 imke aplicatioRHSIZRE IV, Fot 8xdnile, @ach of the
successi v%.ti me.per i ggs. 'I(ihel col l.ected data and the C(_)rrespondi ng anal ysis
gener at ed “BY WREVIGE S o Ry disBlaxsiatittiss. © SRR PATELS SPBORTELO MEer GRlectin appr e
appl i cat i Githed decHBE b wekFERE10 tBe d;g’;n&)oéc@aengiﬁmg@ 1§44 may displ ay
statistics, records or packets responsive to user Selection as further
described bel owhwhiafistics gatcihttPby e nbtinSRl A¥n; boo/l 0: 28,4 The
statistics generat eds bcygt he net){;/vorlk1 noni to?l&ggg&ﬁgk}bggggggﬂo eﬁ%rka
networ k  AERiNSttarar srutes 524 tanilaw B2 dynamiaidutng 6inombyumdaticnsrand hengrof

conmunj.ca E O o rk. i,s bandw.dth managepent, al sQ known as "yield
managglrsrentEJ ) o%ﬁgg %{eaz%\%ér)% a‘rl‘v’ec’sl%ltgh"gi&f‘/ey ’?18 maé’f‘%ﬁ"fég{xf%a BIPPESEIRBTRGt o
net wor k petafigiicreocespohding & He@@dti pyrf@BRAQC 166k eedilPAlpredddted that, by

measuring one-way delays and by providing traffic statistics on a protocol-by-protocol

basis at different protocol layers, a network monitor according to the present invention can
identify these asymmetries by quantifying traffic flows to allow a network administrator to

20  properly size network resources according to the measured flows.

Communication networks can be optimized at the service layer because the
network monitor according to the present invention includes snitable programming to
analyze traffic flows at any protocol layer. Although different services may have different
service requirements, these services are often integrated in a single communication

25 network. Nonetheless, services such as real-time multimedia, voice over IP, data, and
Intranet may each have unique network service requirements. For example, for voice over
IP, due to low tolerances in voice transmissions degradation, a lower quality of service
including delay or loss of data may not be tolerated. In contrast, data transmission can

proceed in a lossy environment due to error recovery by retransmission. An exemplary
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measuri ng one-way del ays and by providing traffic statistics on a

prot ocol - by-protocol basis at different protocol |ayers, a network nonitor
according to the present invention can identify these asymetries by
quantifying traffic flows to allow a network adm nistrator to 20 properly
si ze network resources according to the nmeasured flows. Conmuni cation
networks can be.gptimzed at the service |ayer because the network {monitor
accordi ng B4 & “#ﬁ%@%ﬁ?%ﬂﬁ?ﬁ@FﬁH§§¥§UP@QE¥@“9@6@ﬁaﬁﬂbﬁgﬂxo

anal yze tr @kpdn@ingl dReiPier@bYreRhitinitny. | ayer. Al though different services
may have different service requirenents, these services are often

integrated in aTgkh BRI T net.hel ess, seryices such
as real -tinme nult i‘ngg?gé,:!ﬂvoi cgs%gdedr?gfoé,ﬁe @%%éé?mgﬁlg%%l%ﬁhrl eﬁé’f“%‘“&‘%/lch have
uni que net WafwResswhioh identifflawseopnipondiigto @xiahdivédual Svrviv®iPor@é@iand! F, due
to | ow tol | n,.voice transm ssions degradation, a | ower quality of
servi ceE i ﬁﬁﬁi}% i nﬁ%sgf(%gpﬂf’%g’gs of et acviset Yus infrmatieceay beussdnt r ast |
data transby asone, forexanle,a8 ik feaPtitn® 88 YorRRYIL AL BRI ;oG @9- i Or recovery
by retransm ssion. An exenplary -12 router 524 1s conti gured to %oute
traffic coPfWSPoRBPIAGICE HOUlFS prscaviee ssategitinasetdi tb hehievetanyoptitependgngtan t hei r

service regyi g btor..according to the present

i nventi on ?ﬁ%‘?ﬁﬁ@%ﬁ%&%ﬁ%‘%g’ﬁg&gﬁm lgsho%%cf?alﬁtp’&ﬁéﬂﬁlﬂ respondi ng
to each i ntiquirenedt. servi ce and/ or user and 5 provide for analysis of
Interactions with different services. This information nay be used by a
router jofor exafpiling systewni2t mapbe donfigured td¥eleivelatity HMB/oF §GirdPHS ON

optim zing,_ network topol ogies, routes, or service segregation, etc. to
achi eve an* OtT HETSUEDTHTeGRANGINESR ditterant sasyigesrapd diffesent bpsigarelhil clients ever y
servi ce W dcdordife]©VWhi s B LS ' : ' r e f.. 10 A billing
system 526 _ may rf)ge}?con?iagngur eélgig&gltdr %%:fbé?%/de&gﬁdﬁff@fﬁeasgaglgﬂéés‘?%ﬁ%nt{lﬂ@705 MEservi ce
st at i sti csfl&aite bdbes@r nrpvicslyiuhmersered serwicei Eescxamgledh Ehen any ubosdks and bil |
clients di e L0 llows clients taq be billed based on these
statisti c?ﬁgﬁlfi&g rqgéteﬁ‘gtnseﬁ%ﬁ%m’%ﬁc N gf CHUMRLEAIOR; AGCHBing o BpEsenty

unmeasur edneativhChe nétaOHENAITRI S00 Maf bbRRite SRYstiUS R B §£rﬁcﬁ119} 4iEhi &Pk nt er net
service for voice over | P communication. According to the present Is

i nvent i on,M{TRETTARBRIEDAERTIPBIOTSRI offs P verdRsrlis: ST hststatistissiacsthémeoraentar t i cul ar
client on tBfling information by the billing system 526 and the client is billed accordingly. Thus,

an Internet subscriber that uses the Intemet for voice over IP calls, may now be billed
according to the quantity, duration, and destination of calls as is done for non-Internet

20 telephone service. Clients may similarly be billed based on a number of e-commerce
transactions, a number of stock tradcs, a number of requests for real-time stock quotes, and
other transactions. Alternatively, clients may have service contracts including different
billing rates depending on a quality of service provided and may be billed accordingly. A
network monitor may also be used to ensure compliance with service contracts which

25 guarantee minimum service standards or service level agreements.

As described above, the collected data may be used for security 528 to identify
breaches in security, to identify improper network use or illegal activity. For example,
packets may be filtered to identify particular files which have been FTP*d to a server, to
identify who telnetted (logged onto) a particular machine or server, and to see what they

30 typed once logged on.
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nunber, duration, and destination of voice over IP calls. The statistics
are then converted to billing information by the billing system 526 and
the client is billed accordingly. Thus, an Internet subscriber that uses
the Internet for voice over IP calls, may now be billed according to the
gquantity, duration, and destination of calls as is done for non-Internet 20

t el ephone servi - Clients imlarly be billed based on a nunber- of

e- conmer ce tra(ﬁgséléﬁso%}slfl aggﬁ%ﬁggpn%?r %JFWFFS&’HE to 2,usqT, PRAFTORR ChUsEfSest s
for real - t ifoeprofiliekihg ugires groapd Mugh hREmbr adarilsihg B ifrecrtl %oeéu@fﬁtﬂe)é%&d clients
may have service contracts including different "billing rates dependi ng on
a qual ity OR3SEFQMERPISilsgeaeated by askine pusehio dansweraciowrquesiighs:. AActwosit wor K
noni tor ma 3 | &0C ith.service contracts which
25 quar ant s e peRerdREs hEp el bRyl A S AT pERARR TS, " ac
descri bed sbutems t¢ ielddodivisioslantsidmenprofiles. bPorex @elplk ol nale GeHidh HoridSs the

I dentify . a S in security, tq identify ipproper network use or illegal

activity. Eéﬁa%&%‘f%fomcﬁgﬁgé@ lﬁé&“ﬁé@ﬂ’?‘%&é? gepfnte&sewaéﬁrbpfoye W antersdhd ar

files whiclintbrave AesthdrERirtkd e GIL&4E Lserd @n &%ﬂ%&pﬁ@ﬁf@@{@% (1 ogged
y

onto) a particular machine or server, and to see What once
| ogged on. specificdextwithin the prekeis or fercthouselksites wisitod byrthy ube. AoproBlpenaet 0 a

user or a LJ4na .t he, user roup.. Much | nternet
adverti si ngf ?r‘é!ﬂ% |8§ %%’?S Z’Eﬁ}f %L@é%?%l%éakég bggfg @8%%‘§E°§°<§‘Eﬁ§$8r%@=ﬁﬂaﬁpﬁ ta Bfener at ed
by askiimg asensdich wilidrefinterastiieticqsastilnatargdedahiiDr Khe mBthbd Msc@eqor ding to
t he present mveg}lll on can fi]) each received packet based on its s

ter
contents t 8B f%ﬁﬂﬁmllﬁﬁ’sﬁﬂdﬁ@bbbhawfm@é%qmepbwwmp@ciaés taode whi ch
noni t or st Benitédohrlelifiibas Gl BB i FRY ol 8 from
every user before it enters the Inat ernetl%so%tnﬁér%\é?@%e%&tgggffic to
t hese user8Ean be anal yzed by looking (filtering) for specific text
wi thin the packets or for the web sites visited by the user. A profile per
user or group bliic nebeerk menjtot mep alse bgesed tapredidbdsado aplayhek dedites@dodata to

tar got 6 ohiEPack Sk sk Rat Blst oo ARn s corrmisations oy Ak i1 ar 'y be
used by | amceinédpacRere fiay OF rée0fIel bhid/thed filtérbdbdied 6n a PRALIIA seSiHMRCat i ONs to

detect unlawful activity_or to nmonitor _activity of selected users.
session may be idenfified based on information included in the packets themselves or

based on session information received in special packets or channels such as SDR (session
directory protocol). The packets corresponding to the session may then be played back in
20 a fashion originally presented to the user. This method may be used to replay all web

activity of a user or of voice over IP conversations.

The network monitor may be configured by a user to monitor communication lines
that transport traffic using a proprietary or custom protocol. Along with a suitable
phyéical layer interface between the network monitor and the communication line, a user

25 may enter proprictary protocol parameters using the user interface. The parameters define
the structure of packets within the bitstream transported on the communication line for the
network monitor to segregate the packets from the bitstream. Additional parameters may
also define fields within a packet so the network monitor could be configured with custom

queries to provide statistics based on the content of these packet fields. The network
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The network nonitor may al so be used to provide data to a pl ayback device
530 to is playback client sessions which were nonitored fromthe

comuni cations line. Al received packets may be recorded and then
filtered based on a particul ar session. The session may be identified
based on information included in the packets thensel ves or based on
session infornmation received in special packets or channels such as SDR

(session dPPRIEATERAY sypidarlchs prosramaed sa-teetive adranelypodata cgresporidhe tsessi on may
t hen be pl mgnpﬁ%cggagg &SB%PFpmbt%hgifﬁglrly presented to the user. This
7 y web ~actl

met hod may be used to repla ty of a user or of voice over

| P conversation i tor be. configyred. by a user to

moni t or conmuni ?gtaggﬁcﬁ%e&cﬁgg& % ‘?%é%%?‘essPPm*P‘g"‘law@S forgadhipackstary or
cust om pr ottedusllude/l tingstanp fiel. PatketttBsmied Fordd scuR%IS 2 URREERCERES yeen

t he networ and 25 may enter

. § rmﬁr}i t or i éhe communi cation line, a user 2t
propri et’ar y'PBY GEBR S Up Uy A Emesempdisld indicatingsatime af watsmission bydhexmueeet er s
define thewhéd e phdket BiedeAcH 8 Se Whstifiidn! I & ransported on the
comuni cation || n_g f or .t%e netm%rfl%{éfi%fgdgé@ge%r%g% TPEREGPREREYs from
the bi t st r SEARFMISHER diugtion ondelayfinethe somye toahsdestidtion®yfsinatadfingVnk finl2 2

packet so t LiqQr. could .configured wth custom queries to
provi de st astE.hl?nét | c%%‘%gggﬂ%%nqtuﬁlg Végﬁt gﬁ?pf)‘fm‘i"ﬂé@‘é”sﬁa&ﬂ@lq%@'ﬁ’gy The network
- 14 noni t ortranmyissiomilélay ind qralig ol geaRE RaduReri @RIV Rindiflin feﬁ‘{]ﬁf&g fata
correspondi ng to, gustom protocols at |ayers higher than the Tink layer. In
an exenpl arcﬁglﬁﬁ‘f%?%‘, betweenyierwork menitess deinatsh packetpaits apsepumiatbamtéak each

packet tormdapbttde a tinme stanp field. Packets transmtted froma source to
a destination include a s tine stanp value in the tinme stanp field

i ndicating a ti ], &S he .source. Wien.t he packet is

recei ved at theFgregéﬁﬁg@g%&tﬁ%gag"ggslelp%rﬁgetlf‘tgﬂ"eéﬁ & THRPLTEIOnPRERS SRR fRy
transmi ssi #ie squrcaeidibedestiteliay tHeronmvizy@n-eoiériitrdnomiskion destib Ak BRLHY
subtracti ngoéshe ti m@ .stanp. val ue,.froma current time value. This protocol
al l ows for "S7dsf &Y ﬁé’!‘fﬂﬂggwﬁf%ﬁ%%gs@%c%|ba9leam sgmawherg begveermthei ce

measur asenscuréyardl destiafbh. Nortierod8LEbfiectt & o elueen networ k
nonitors to match packet Eai rsBat separ g‘t:e ﬁ t wor kth%ﬁn%lhﬁpgyggg\@%{réeﬁ&netmrk

i ncl udi ng ety dlgyaraiceverkmaniteticaerding ta the presitomveptivtheantbetcagsted to one

of the intermediate separate transmission paths between the source and destination. The

network monitor can receive the time stamp value from a packet traversing the network
from the source to the destination. The time stamp value may be subtracted to the current
2 time at time of receipt of the packet by the network monitor to determine an intermediate
duration value. One or more intefmediatcly spaced monitors may be used as described
above to locate the bottleneck in a network. In an exemplary embodiment each of the
sourpe, destination, and network monitor include a GPS (global positioning satellite)

interface for receiving the current time used to calculate the transmission duration,

25 : One of the metrics that a network monitor according to the present invention can
provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ration of
aborted connections to total connections for a particular source or destination. An
exemplary method of identifying troubled TCP (transmission control protocol) servers is

30 described with regard to the flow chart 600 in Fig. 6.
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the source and the destination, the one-way end-to-end transm ssion
duration information does not provide information regarding a particul ar
bottl eneck sonmewhere between the is source and destination. For inproved
bottl eneck diagnosis, rather than only cal cul ate end- to-end del ays, a
networ k nmonitor according to the present invention can be coupled to one

of .the internediate se at e nspi ssi on_pat hs between the source and
desti nati on. Th%sgfﬂ%‘ﬂ}\BQr °$?o“h{t1{=8ﬁﬂ @‘ﬁﬁ“'rae"t:,‘é?%s’f’ﬁé‘ namalbsenered bathee from a
packet tr asfsnthmtbis tha JsedBY the sbrvervhdigt BRM Gork Bath BFscHE 54 b @ﬁén?.“rfaThe time
stanp val ue _may be subtracted to the current 20 tine at tinme of receipt of

t he packet T6Y sessiwnigeipenddytherliest, thipindisates thahthe acssion isbaimgiientiaatediur at i on

val ue. On ' I ' i ed ,noni t ors. be, used, as descri bed
above to F%rgglta {e‘rl?%lﬁ'eug%]gt:enéec E%Jlnr?xa ﬁg’tam%lreﬁt%ﬁuélﬁggﬁm)mcg’ﬁﬁg'ﬂi_rrent
each ofs t heessiawforceasonbdntludiag siaiply eHadging bids intrepdr@ihg iGledd for theGPS (gl obal

posi tioni n‘? sa{i&l I I'thﬁ?‘g‘s‘ i.nterface for receiving the current time used to
cal cul at e {984 F448 P dAPRIFRCR du5iio dday infecesring frsiraddati.cs that a net wor k

noni tor according to the present invention can provide is an indication of
the nunber of abBrReEHOTKARAMIRE Tegsi¥esanacket Fapy4 eommuyniention dine (sttpSORYwutti on

pair, for jg | ' | LAformation on.the ration
o abort oq Res SRl (R pUlLC o dindd B TCP s balin AR I, TIRHV AR SibEe o

dest i nat i onay idantifywéretieathe paeitenisch TEP patkettbiyfigentiying awhiee@HingI’?,(;torca;nsm ssi on
control pr co servers,i.s 30 described with regard to the flow chart 600
in Fig’® G.QEHQ%h%a%ﬁBVA‘CPﬁ?Hg‘?e‘%E% ?tjlgéﬁer?vvr’i’af'fﬂé’“gi‘if",f peptoce)s thepackein i s

normal |y apeeim@stdy0hdee paskd: e iedifidd bSTEP AR $LPSREN AN TPP sSSEMEL When it has
no nore data to send to the client. If a TCP session is closed by the

client, tHAtfisd(ger &26)+ Khe packet is thsa pxamined thditegnine mhethat ibopenpoeisat ur el y.

Usi ng the; : @X&F{H - t @0t Y| br owser).,. cl.ose the s
sessi on f(;}ri\ﬁ;rgtélgést(l)lgsr:r I nc u%f?lﬁa?sst%yn%ofgg I(l; &%ﬁ%%%eg 'sotﬂngo%enfﬂgrﬂﬁ 1‘1‘8%@%&’??«]‘& t he need
for the dégiTi@isedsiom acountod theatoiahpaitiee s FCH @sibas e thayrévious BG@dnyikeg
desired data. T&% 3. wor k noni tor recei Vf@ a packet from a communi cation
line (St eg1 ) 000 § CF) sGRYSE eAngemepied (ig 6{®e packet bel ongs to a TCP session
(step 604). Th etwork, noni tor . may identify whether the packet is a TCP
packet by iden?f PAGCLIS IOLTLRENRG Packst Hiegiebtork sonjten next determinesacket  whi ch

i denti fi esvhotet theQlaciee® K¥1&¥ing th@TEPRbAnek BH(steP 693)0PLR, thd RetRB&K B nitor
gets the next packet (step 602). Otherwise, the network monitor determines (step 614)
whether the connection is being closed by the server, by examining the FIN bit for

20 example, or whether the connection is being closed by the client. Closure by the server
indicates normal termination of the session and the network monitor gets the next packet
(step 602). Closure by other than the server indicated prema@e termination of the session
and a premature closure count corresponding to the particular server is incremented (step
© 616). The ratio of premature closures to the total TCP sessions of the particular server is
25 calculated (step 620) and compared to a predetermined threshold value (step 622). If the
ratio of premature closures exceeds the threshold, the particular server is identified as a

“troubled server” (step 624).

As known to those skilled in the art, in some networks all packets corresponding to
a particular TCP session may not travel through the same communication line and

30 therefore may not be detected by a single network monitor interface. A network monitor
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bel ongs to. Once a packet is identified as TCP, the TCP client and TCP
server are identified (step 606). The packet is then exam ned to determ ne
whether it opens or is initiating the TCP connection (step 608). If the
packet is the opening or initiating packet of a TCP session, a count of
the total nunber of TCP sessions for the previously identified Is (in step

606) TCP s I ; step 610).. |f the packet is pot an_ opening
packet, . t h‘gﬁ\r%tp\}&)cr%ﬂ hﬂ%?@wtﬁgfénéé gt %ilé?t {Wé?heafl’?? etﬁaéﬁ‘é‘f‘a‘i“ée%l osi ng
the TCP comnktipld retwérkinmqmitod derfakés i be isb®ad dbiibell aBIVRIth Qlore 18&drds t he next

packet (step 602). Otherw s the network nonitor determ nes (step 614)
whet her th%"pf%?ﬂ?ﬂﬁ’?&tf’tgi tBHa?‘@‘Sbgj‘ﬁamEqddé‘@ddsd?a}t%@fl beanplyzed toydeterminewhigh t he FI N

bit for 20semeamhEbe QEO&ME%t’.hﬁfaﬁ&@m@%&dﬁﬂcﬂtﬁe&ﬁerﬁ%tgfér?%l%girtgrg ﬁ%cti'lle

client. C osure E% the server 1ndicat'es normal’ termnation sessi on
and t hes neodiofar EiYwacksts, ysnga filter, foxxsample ket updrsdetqetifi2 FIN phokatthey by ot her

pr nat ur o ‘SrSE s AR i PEETA ol BNk € pramebmosim et mabes
i ncrement etle (isdubdied Bhe)” deldimina@ibn.0 of premature closures to the total TCP
sessions of the particular server is 25 calculated (step 620) and conpared

to a predet er mAtgdupi m&é&hﬂﬁﬁ%&@ir&%&ﬁm&%%médf mhﬂ&tioﬁ@&x{gg%%ipﬁﬁ emat ur e

cl osures exceeds the thresho the particular server 1s I as a
"t r oubl ed Ewplrd servemsagydesoribed abaveryidwezard ta HOB eessiond, litede teacifg ags t, i n sone

net wor ks . | a,partjcul.ar TCP session nmay not
travel li't h?ghgﬁﬁfﬁ?%&a@é’fc{:@ﬁnﬁ% %étg}tqsl %"(r% 'p OYREr %‘ﬁ{?c%dayfe%arngfa{)er@t fajted it be
detected hgendifisngbebleeTGD sérversnFoxainpletifanstBer photdesIWDEdisiPMhd BE both 16 can
be placed in roaﬂiﬁ[ﬁt ttcl)_l or on%a server, or client to "catch" all packets.
Al ternati \?@F’V{a an QF?%’% fiEPMOREenBRTES it hethesleat erthesgyvase Inasditionsthe

descri bed sal3pvgal/Radd AhEhd @5RMIEd if ' The stored
records may thg)_nybe ana’ﬁ zed to det gig%ﬁﬁe(e)&\?\ﬁt% Oﬁlgé%\?géri’g}a?fay be "troubl ed".
In an exefPREMRICEHIHH m thegeasioa caetrolordssagemni t ors each s | ook for FIN

packets, using a filter, for exanple, and upon detecting a FIN packet they
send alsmessage !t afithetizligmatie eothotemns stofvmtih€ig-I N qyaetel0 L f@ nfonitenig al

Feachi ngs B A aRons e bl R e Bss o E i BEorney GRLdaTRs AL PRYPRG
monitors each coupled to respective communication lines in a network as shown in Fi g7
First, second, and third network monitor 700, 710, 720 are coupled to the first, second, and
third communication lines 702, 712, 722, respectively. Each network monitor 700, 710,
20 720 collects and analyzes data received from its respective communications line as

described above with regard to the data flow diagram in Fig. 5.

In addition to providing independent data collection and analysis, a system
including a plurality of network monitors 700, 710, 730 may correlate data received at the
| different network monitors to provide improved network performance analysis. For
35 example, one-way delay may be calculated for data traveling from the first communication

line 702 to the second communication line 712.

An exemplary method of calculating the one-way delay is illustrated by the flow
chart in Fig. 8. Generally, the “same” packet is identified at two separate network

monitors and the difference in time between when it was received by each monitor is used
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troubl ed servers are descri bed above with regard to TCP sessions, these
teachings are 10 generally applicable to other protocols and to ot her
protocol layers and are not limted to identifying troubled TCP servers.
For exanple, in another protocol, a session nay be both opened and cl osed
by the sane node, whether it be the client or the server. In addition, the
sessi on paylaiaiatethy oRewhy a618yY1 THeL Garher PRl [t Entitide Bg&éofnﬁ%m g gpeparate
comuni cation |inks fromthe session control nessages. ,s"I'n ryu her

al t er nat i Ve pIpkeithateabenzshelveen theeparat? netwogympritors.01 f or moni t ori ng

communi cations according to the present invention may include one or nore
net wor k moni t dash ehithe fesapd extondnetwerkandritoss 700 Mdrecaitds datal(itees02, N a

network a ] i Q. 7. Fitst. ecqgnd,..a third network nonitor 700,
750. 750 3985 B ifsRefReBovebompiricphon BECARS 7120 Fhephiketid SRR i | | nes

702, 7%2, réitedidanianipaviedty(stepf 808, BE1)WRA kadiRRY héx genbratof &4%2& digls col I ects
and anal yzes data{re_cei ved from.its respective conmuni cati ohs ?I ne as

descri bed BhHERe obieekpt ignerstener) of echpacket with wackipagkcanTharesurd gereratbrsosddi t i on

to providi ' [ 8l ) lysis, a,system .including
a plurali tgs&ﬁteﬁgfﬁggﬁﬂ%%?g}eg% '3&#?@?0?%:@%%5)(%%@{’Ewgm’gé‘tlﬁ"‘iuécei ved
at the dipbftemefthevatapacketrMPD) asd storep rie\vrécded in 308|110 tépsikenf or mance
anal ysi s. Sﬁg)r 25 exanpl e, one-way delay may be cal cul ated for data
traveling omthe first comunication line 702 to the second

conmmunj cati on b%nﬁgﬁﬁﬁﬂ An exenpl ary. nmethod of cal cul.ating the one-way
delay s illustf& \; aPqeion o e regeiyed packetthat makes thsdataamityniquely " sane”
packet i s ided@AiBiE]l BSk SambWo Ot MR K o RO i_.fference
in time between when it \s/avasﬁ}r%gggi&%g%t by eacﬁatlﬁ%eoa?lﬁﬁgwﬁgg&i&%&fo

cal cul at e Bthanes headgais rgmpyggd. fronm the'pechiet thedRatk etd ¢lecksdenfidlids aeelzdoyedz idoi ng out

portions t t between the separate network nonitors.
Each of t%{éﬂri@g%eggﬁgdﬁlscez?gﬁ%egégﬁagﬁﬁs%Fﬂvfcgﬂd}‘?%? 3 g"?’g{?é data (step
802,  806pederaion Q6sintoesSPRDP iraterd: OFRIWEDRinkPBe difBRnT Q2 diffldt profb@oRakket i zer
502 se reg_%té s the s receiyed data into packets (steps 803, 807) and each

t he i ndex & PHREmSH Hying the yssraptedacene tine of receipt (tinme stanp) of
each packet with each packet. The record generator 506 generates a record

i ncl udi ng t he ThaEPOPARFPreY ofths fstissHerkmpniter Wene graenerad ta the WPRRI que

records of the second network monitor 710 to match pairs of UPDPs (step 810). The first

and second network monitors may communicate via a communication link 730. The

communication link 730 may be implemented by communication of the network monitors
20  through the network they are monitoring (in-band). Alternatively, the communication link

730 may be implemented by communication external to the network over a telephone line,

a radio connection, or a satellite connection, for example (out-of-band).

. For each matched pair of UPDPs, the corresponding time stamp ts2 from the
second network monitor is subtracted from the corresponding time stamp ts1 from the first
25 network monitor (step 812). This time difference ts1-ts2 represents the duration for the
data corresponding to the UPDP to travel from the second network monitor 710 to the first
network monitor 700. By calculating the UPDP, the transmission duration of a certain

payload between first and second communication lines 702, 712 using the same or
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portion of the data packet (UDPD) and stores the record in nenory 508, 510
(steps 804, 808). to The UPDP is a portion of the received packet that
makes the data unit uniquely identifiable. For exanple, for an Ethernet
comuni cations |line and an I P payload, the Ethernet header is renoved from
t he packet, the IP ttl and checksumfields are zeroed, and the |IP header
and the 20diskfeneeshnBonibitioApratbeolsmy Tﬁée A8 niRQOLRRIRL ReUHB et deSG ?
generator 506 into a UPDP record. UPDP may be drfferent for different
protocol s ahoye15 may be programmed using the user interface. The UPDP
records of the first network nonitor 700 are conpared to the UPDP records
of the second n@twmnbmmodmwt{leMFdﬁfmcsMﬂ igRDRsliged GEpS8aD),. The

first and t n omruni ¢ tlonllnk
50 Tha ST ORI AR IRV LA B e TR SRR e T02 TR R Ot ho
net wor ks rmlﬁy Subtractig th&lﬂaayghnii-ldelap Earul fackétRprréspendiBgtoltRs UPDP(th &a@é&d)

Al ternati V‘?‘Sﬁlf the comunication link 730 may be i rr&l enent ed

communi catMeHr cPBryRIcation inedrom thidime di{ference a@éﬂ@b’ by thewguatxoa belodi: 0
connection, or a satellite connection, for exanple ﬂ(out of - band). For each
mat ched pair of W§°dNW°M?IéxpéﬁWb (linkespeed/pgrkets engthdm t he  second
network nonitor is subtracted fromthe correspondl ng time stanp tsl from
the first 25 ﬁé@%h#@cﬁmdtlwe(trmsmte onthe first mzdurrlmuoaameﬂzsland s2

r epr esent &3 ondi Jg he UP travel
fromt he ea%%ﬁdlq H%FH tﬂE 1%718 Ottfglr% %& tpco é?f{,\t?ﬁ(w% ‘Erﬁ? %O By
cal cul at i nhe URDPUFIBR cakblatet hatwsomk aaamayi hi:mﬂe Bdmlﬁlfneﬁts ae¢ toajuduinp a¥lapad

bet ween fir t and sec | ines_702, 712 using the same or -18

on | cat i
different & ﬁ%{fﬁ?%ﬁ‘%‘g&&yo F%’aFFQ YB@%%?W&W&F@E d thg stagstihe net hod
descri bed ea&@wszsaaﬁecémgﬁm Bmﬁféhﬁﬁﬂf’mp}é&ﬁrdtlk EBebe%eB &feﬁﬂﬁgl tsl-ts2

Is normalized (steps 814 ) to account for the d rst
comruni catstasisti¢ erﬁlwigthfeuh@ﬁ;cnumbnmfm irvthel packetand poddideatbisistagistiie del ay

xmi t - del ay, o I to traverse the first

conmuni cat'’ fg% rlelggr%g g? I%(Séfmrt o5 mtcorr‘?ép Y *“é‘?%’ﬁ wm??r s ngpalizaion guat i on

bel ow: 15 NaltalaiizedRdeidwibkintde ntiy be ebtirfited B23imilafly tdMuIARS Y RAGKERIm kigngt h)
first to the second network monitor and adding this delay to the delay between from the

second to the first network monitor.

The accuracy of the calculated transmission delay depends on the synchronization

of the time clocks of the first and second network monitors 700, 710. The network

20 monifors may communicate via communication line 730 to synchronize their respective
clocks. In an exemplary embodiment, the network monitors are synchronized by receiving
a time signal from a common time source 740. In an exemplary embodiment, the
transmission delay is generated at a level of accuracy less than 10 microseconds, that is,
the difference between the calculated delay and the actual delay is less than 10

25 miicroseconds. In a preferred embodiment, the common time source 740 is a system of
global satellites such as the global positional satellites (GPS) and each network monitor
700, 710 includes a receiver for receiving a time signal from one or more global satellites.

When the two communication lines to be monitored are proximate to each other, one of
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where fink-speed is the transm ssion rate on the first conmunication |Iine
712, and packet-length is the |length of the packet on the first

conmmruni cation line which contained io the UPDP. The cal cul ated network

del ay may include conmponents due to queuing delay and to transm ssion
delay. As illustrated by the data flow diagramin Fig. 5, the statistic
gener at or thd Sirstand £R6Rd N@wbRSnAAGKET00! P10 WY HBiulSa HEEE} Gﬁﬁgé'cgivbﬁanﬁﬂléje,
generated, the statistic generator 518 calcul ates the nunber of bits in

t he packetOthednayigelndea slayesGBS mepiver qoupled ta the masterr d gener at or f or

I ncorporation into the UPDP record for use in a nornmalization is

cal cul ati on. RoMhexemglay netwosk magitdyds msplémentelvittya boshtoraputsr hmeinguhat i ng t he

delay fro irst to. the second net moni.t or and addi.ng, t hi s_del ay
1o the. ol isPics dortehler ot o 4ot iR OHacR Sar T BRPhES o B8 b mifiion s e
accuracy df niohitorieg. CA ddsiibedaBoGeHRS keBivehpihe BROMUYBeProdeli@d before
synchroni zation of the tine clocks of the first and second network

moni tor s mg SPRO theleosheamppiier: Adsoras descoibed sheye.dhamaiwotkananitor may use

communi cathOfimkiof ?chi%po%ﬁxasﬁ‘&ﬁ AR AGbA LAERP g&lteh:\llg ngtngﬁgs . In an

exenpl ary enbodi ment, the network nonitors are sync ORI 26 y receiving a
time si gnaonfmunigagion statistics of metriss uingedez 4 acclnatelyreeord nipd tiny wherhduti igent , t he

transm ssign.del I,S generated at l.,evel of accuracy |ess than 10

ni cr osecon %e,we?tﬁ;ll%" P‘?,cgmﬂlilé"cag?‘} @?eeﬁfémﬁ%‘f‘iﬁégwp\“ﬁ‘é”&%y' o HBGOIFEFARf and t he
act ual odelvayh ihe daREmE bampd hedfatalli By ﬁ&ﬁﬁ%’iﬁ@%ta’fd&e dorRpRéSamednaiipe dbaent ,
the common tinme source 740 is a systemoi global satellites such as the

gl obal po<ePPSIEEHms stamp the dafa, igogragiptindbe time ef srerint dup te 2 delay in00, 710

| nel udes ArheffinkSiatd Mim URIGEMAGoRpheN L APLord fudl e fleg AP’ © 0! Obal
satellites. el the Two communi cation 11nes to Be fonitored are pr oxi mat e
to each otdhenpatghe of -19 the first and second network nonitors 700, 710
may i nclude a gaster GPS rg‘ge'.ver %gd ttﬁ%e ot her may .include a sl ave GPS
recei ver coupl &8 grqplangabadiment, the ntartnce computergelpdesaniiptgrfaceslacky| enent ed
Wi th aishoshd @R/RkE @mgueet hada Aokt clbf. eTHeAoS GRIRHE Bl iRErfieRflcWark interface
card (NIC) coupled to the communication line it s is nonitoring. As

descr i bed sxpdwenizegzp she kastsoputas gan vee the W@nerstgmp éo Beosshsgaclsistatistidsei ng

sent tot : . a ribed abqve he. pet wor k. .noni t or may
use the ? ?ﬁé‘é&%&dl?gw%?&gfv@%g 4 ﬁlra%%%lﬂ%la?oeﬁrﬁ n’inéegf’?%cnm”cfftﬁ%e A< ener at i ng
net wor k  implemented as a counter. As each packet is received from the communications line, the

current value of the counter is associated with that packet. The packet is later transferred
20  to the host computer with the counter value. The host computer includes a host clock
synchronized with ar absolute time reference. As described above, the absolute time
reference may be provided by a global positioning satellite.
The host clock and the interface clock are synchronized by correlating the counter
values associated with each packet by the interface computer with the absalute time
25 reference. The method of synchronizing the interface clock with the host clock is
described with reference to the flow charts in Figs. 9A and 9B with regard to the host
computer and the interface computer, respectively. Generally, the host computer
periodically requests the value of the interface clock counter from the interface computer

and uses this value to correlate the counter to the host clock.
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comuni cation statistics or netrics. In order to accurately record the tinme
when data is received fromthe comrunication line, the interface conputer
associates a tinme of receipt iowith the data (tine stanps the data). By
having the interface conputer rather than the host conputer tinme stanp the
data, inaccuracies in the time of receipt due to a delay in transferring
data from the iRM@Hh@EEFIEN TAUNSB, Kt REst BARDutGAAPHCEvedh Sot bEFALERT O
elimnated. In an exenplary enbodi nent, the interface conputer includes an

i nt er f ace feamytie inteefacgregmphiter (stept902) theuhost compyten progeads ¢ regkest thissotrdert ¢l ock
and the i rf k Aare nchr oni zed he_host canput er. can use the
time st arrp%@g (%%%%@% py@xagrﬁ%r?%{a go%&,gl{: Ii'zngtsle?:@né 80$$5g%n(§%rd F‘%asalg%)mt 'ﬁ‘ﬁé recei ved
data. |n dmedxenphpuyr.chiadxemplary dnft@dindmgtha@erfatocdmputer stongdl 0886t ed as a
counter. As each packet is received fromthe conmunications |ine, the

current’ vAPHEIOR AR o thehopteompuise byt dicchmemopnancess APREA). opeiEiopacket i
later 1 ranghgleh sttt hedG dBfibhicF TRMLAE miicRetiiT GAUN AFmkdbye. The host
conput er includes a host clock™ synchronized wth an absolute tine
r ef er ence.compuigebasmiobeedeintba set of prskethdhd hasecamputer waith éorqracietsnfaya be provi ded
by a gl obal positiqgnin tellite. .The host clock and fhe. ijnterface clock
are sync h? ?%%g%""é’g %‘S‘??‘Zﬁaﬁ%&i‘{ché‘ TEAHFRE Ko copulfy, uea(é?B?P@t ﬁ‘e h each
packet by chipuienicetids gr Hosralstka tinté (steptoDe) wimal khgestsi thBintrfat£éna@pce. The
met hod of synchronizing the interface clock with the host clock is
descri Wed YWM¥h reference to the flow charts in Figs. 9A and 9B with regard
to the host ¢ t.ef: | 1} , ' erally,
QIR irftflot Ofnddir FEdeRREa COUBMIELY e SARP IR BbY rof Pl

t he host conputer pe y requests e val ue i'n ace cl ock
count er f hoshcohpuientier nterfccomputes thenalettruimes(stehi922)rahatiper titds corendy at e t he

counter to, the host .cl] ock, .- ferring to.Fi.gs,. 9A.an 9B, .if the host
ot or - Rt OF wBaR b s 3 iing faud TRoR e o Rl FR iy LS APLIEE: 6 AUETRGF (o ep
902), the -BRphter BB RUPLEROSalnd niashse % thi Rest eOMPLEF. If i, uR (Step 906)

fromthe interface conputer by sending a "get counter"” nessage to the
i nt er f Hce IRtBHRRGICOmPpuUtchthgn r@é@%ﬁ cainjeraniyg an acts pprecpmpytedderaghput er

stores a %@Mc@?iﬁﬁ%@@gg%ﬁo o bhcat BB et colufiEs AR, HTRERLe BfpftefinbC

t
mMenory access erat fon and en | errupts t he host mputer to
i ndi cat e tstrelst(stepn328) theaddjystedicotrger vatuettdy Grethosticomputer.

The precomputed interrupt service time corresponds to the duration of time
between when the interface computer receives the counter request from the host to when
20  the interface computer provides the host computer with the adjusted counter value. The
precomputed interrupt service time may be determined experimentally using a logic
analyzer, for example to measure tﬁe duration of time between when the interface receives
the request for the counter until the interface provides the counter value. To match the
experimental delay measurements to the delay during normal operation, the experimental
5 request is provided to the interface when the interface is known to be idle and the interface
only services a'request during normal operation when idle. As known to those skilled in
the art, the response time of the interface computer may be taken repeatedly to generate an
average service time for use during operation.
Upon receipt of the counter value, the host computer computes (step 912) an

30  estimate of the relative frequency of the interface clock counter to the host computer clock.
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conput er has not received a set of packets, the host conputer waits for
packets for a tinmeout period (step 904), after which it requests the
counter value (step 906). The host conputer records the host clock's tine
(step 906) when it requests the i nterface counter o0 value. \Wen the

I nterface conputer receives a "get counter” nessage (step 920) fromthe
host corrpulu@rrelaﬁ{;@ﬁé efdy A5 ﬁgﬂ,@@ et her it
is currently idle o‘irﬂl vmyfet herélﬂ?@fi&?giggﬁ%?ﬁg&ggﬂggﬁ%ﬁ% e CO%)[‘?UI’]I cation
line. If deteived|feom thednterfacecompeter wiikthemext execution o€ thepydagnizativn r y agai n"

t wthe 15 f t th d
The. count apidlS; 838 5RY Bhpodinght I ot Empttel fbBPvEl fos AR oo (ot cp

926) to geines G tixtimel fddsided inosep BB bebMe tiinpulifg tHetiaive®uemiyiyt er then
sends (ste 928 the d usted counter value to the host conputer. The

pr econput é’i"W"t?Eﬂi"l‘%e when the hosh reseives the eount fram theingmrfage me

bet ween V\h@[}mtt{;ﬁ\e@%ﬁgﬁgﬁc&gﬁm&ggré%@@é@&%ﬁe counter request fromthe
host to when 20 the Interface conputer provides the host conputer with the
adj ust ed count én ay exemplary kmbodimentpotultiple nﬂtworktimbrfams vicheotpledttormy be

det er m ned_ex e{n ment allmﬁ% a ll%gi? anal 8 exanpl e to neasure
the duratiOn of ctrie HER & FoRieHenied a3 A tand share acpmmEBguest f or

t he count elocUNThls, sARhioAiARSEFRh Bﬁl?%%&rﬁ&i&l@dk%%(%oﬂfﬂs% hobeld@d ch the
experi ment al del.ay measurements to the delay during nornmal operation, the

exper i fent*ih tbS“F’é(ﬁB&B’F apsgeipied Withelatarepeived fom anyiof e redpertivehe i nterface is
known to Rgnifhg T’;‘g}ghﬁége interface only services a request during nornal
operation when |3 . As known to those skilled in the art, the response
time of the infFégsf HE2S mmpunldarymmy:clbélsﬁﬂaj@aﬂummi gzdbtyicilms@&ﬂeﬂfﬁee an
average S C for dur,in I on recei of the counter
val ue, Zém?f?’ @6@5’(}%?&“88 f%@‘?%‘i%ﬁ@&&?“%ﬂ" gRifqr gé“ﬁ?mf%]é“gr el ative
frequency deth ah¥19sik BY 8 hEGE MbRIES a6@HIALI thOpleliat MOSHIROTRL URPIG PR - 21
The rel ative frequency may be used to correﬁ’ ating counter va ues associ at ed

with péc kéf’sﬂcmd@ééﬁ@éﬂa framsrhOl Qe seeandrffamed 03@rapd e buttenstframet WE0NERE executi on
of the Sys UE% %Mdl@%cl{d%&'& F&?POAIQH ol 1%%5%&%1e Kes thf Hset fel%%gg? gxgor ded in

conput er racts a hos service
step 906 b=t et prpard mgcbmiq:omdratolszmtﬂ:rtﬂqueﬁ‘@gauit&s correspondmg to

received data. The tables 1023 which appear below the selectable buttons, boxes and

fields include entries corresponding to the particular data being analyzed. The plots frame
20 1030 includes plots 1032, 1034 illustrating statistics corresponding to received data. The

buttons frame 1050 includes a set of user-configurable buttons.

The text input boxes and the selectable boxes in the first portion 1011 of the tables
frame 1010 may optionally be fixed to prevent user selection of the options and prevent
_ user entry in the text boxes. The functions associated with the options and boxes

25 displayed in Fig. 10 are described below:

1. Start: The start field 1013 specifies the beginning time from which the traffic
is analyzed and its results are displayed in the GUL

2. Stop: The Stop field 1014 specifies the ending time to which the traffic is
analyzed and its results are displayed in the GUL Thus the Start/Stop fields
30 1013, 1014 specify the time between which the traffic has been analyzed and
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s account for the delay between the tinme when the host receives the count
fromthe interface to the tine when the host conputes the relative
frequency. In an exenplary enbodinment, a nultiple network interfaces each
coupled to a respective conmunication line are inplenmented as a single
unit and share a common cl ock. Thus, synchronization with only the common

cl ock synchroni Z@gestAted QRS usck Ofalthe GOT. Mrhd cdnfifitstdr i SihARRPS@s figkated with

data received from any of the respective communication lines. Figs. 10-28
are exenpl ary sciA@bh 18i4pianPs displeyrst inamiltipje forgrisp Foredampds theicotitents ace

(GUI) for displayj L L l.ect nd ~a zed by, a _net wor k nitor and
for controlling ﬂ&%ﬁ%k@?%ﬁ%ﬁ% Pﬁ%ﬁ&bﬁ&ﬁﬁﬁﬁ%rmca‘éo@gﬁngﬂ@"F‘g t he
present inventi odisplhiped 45 phays tolinditGe thaba ke rditivede theauirattltpge, fleane 1010,

a second frame 1030, and a buttons frame 1050. The tables frame 1010
i ncl udes a first 98 TPWn MY be uisd g reuesent the puregbtime, of dhe tap ineyer”svayi on and

text input boxespapgddo §§g&g§ttggql%%% %@%@ g’wfﬁ‘g‘yf“&ﬁ%l)g%&§°d3t atistics

corresponding to recelv appear bel ow the

sel ect abl e but{ oRg;, AW ' k acd: ' [r nding to the
particul ar dat% belmng énae?ggg?&ﬁigd%llg@@%n%q%é% T ACTHELS pl ots
1032, 1034 il | ustemputagalaesibibs plottsd aothe espad fame 103D, Rt ekangsle, dp4 @ser The

buttons franme 1050 ir‘lgj udes get of, user.-confi gurabl e_bhuttons. The text
Bs e '?- |

i nput boxes and EMHESSLl B Le'd, e thearalues Bthepipt figdd areplotteds ¢ he

tabl eso frame 10ifriBetoRd! TIH\RE! MaPéhibr k@ Palbd iR IHRWPRHOWIRIA RekRg Lhn of the
options and prevent user entry in the text boxes. The functionS associ ated

with the opti ons2uinprapsiateso mslietesthr sepelgtipmofthegplotsde.ar ks, dmedi0lbwd el ow 1.
Start: The start.;fi | £l L.oni t.ime. from which the
traffic is anal i/nggglean%&% s&pg@u{f@%gﬁtg?&g sppg(g;né%%fmr%e rgﬁlem%u . efl.p%ét op: The
Stop field 1014 ¥fiadiw field 10hE indivdien chat the®esbiuntioh br thethodizémalfstdleshiogld anal yzed
and its results sre di s‘g)l ed in the GQU. Thus the Start/Stop fields 30

1013, 1014 speci P§24AE3HG3¢E SHet ween which the traffic has been anal yzed and

-22 presented to_the user vibg the GUI. The contents of the Start and Stop
fields 1013, “oTar e hsdoadiitld @t sscifics the Bragimus pumker ofsrtrigsdoniiee, t he

contents tables 1023 which appear in the second portion 1012 of the tables frame 1010.
If Top N is 10, then the table 1023 will include 10 rows sorted by a particular
column value in descending order. If TopN is -10, then the table 1023 will
include 10 rows sorted by a particular column value in ascending order (i.e. this

20 becomes the notion of BottomN).

5. Filter: The Filter window 1017 describes a filter to be applied to the data to be
displayed. For example, Filter could be “protocol IEEE802.3" to display
results for packets with link layer protocol IEEE802.3. For data previously
filtered to show only IP traffic, a Filter of “host 10.0.0.1" would display results

25 - for IP traffic where either the source or dcs-tination host was 10.0.0.1. Vanous

complex filters are also possible.

6. Do DNS: The Do DNS checkbox 1018 converts entries in the tables 1023 from
a numerical representation to a textual representation. For example, inIP a

numerical representation (the IP address) is used to identify a host. A DNS
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are shown in a date format in Fig. 10. Alternatively, the contents nmay be
di spl ayed as +/- hours to indicate that a tine relative to the current
time, the s term"now' nmay be used to represent the current tinme, or the
term"never" may be used to represent that the data should be continuously
updated. 3. Wndow. The Wndow field 1015 indicates the tine intervals at
which to conput epyfhid ManicBcbRerths) éddthin B rabfing 6MNHisinbARRCal 030. For

exanple, if a user enters "1" ‘as the Wndow field, then the values in the
plot field are prmqse@tam@@f\ﬂ@ﬂ}’aﬁé@émamdmesemyo@rﬁ%ﬁxmexﬁbﬂfes in
the Wndow field g0l ution
of the plots (e. ga(ﬂféﬁlo P%&ge c&ﬁvgﬂ@f{&ﬁé teg‘tu &gméfa?dlhﬁé%%é&sl%%lﬁt ?@n I f the
unit of the hori nbeh te cBNS chéckbbxiz)cheoked eRgatprotostilnckhey tharcDNS 161 5

i ndi cates that the resolutjion on the horizontal scale should be

aut ometi cal |y selabehgiven tofhgcheckbpy il garyceqrdingly ¥ithangguveletes t he maxi mum
number of entri e?mfc?&nath tabl es 1023 whi ch appear in the second portion
1012 of the tables frame 1010. |If Top Nis 10, then the table 1023 will

i nclude 10 ro . ' or der.

7 Top i - 10 o heBipTuahe 154heH o Gk R Wik BicLl CRRE BRIRDBL %
particul ar col unnontedtisensitiveassiganten foosxdmple( if thee helfhbwtodGreitde Fites IQWe not i on

of Botto 5. Fil ter dow 1017 describes a filter to be
appl i ed m;l)the d&tsaf%@d-b"eh?laﬂ’&@gﬁ%?ﬂ%r"m@ I Filter could be

"protocol | EEEBOZ t fqQr acket S | ink |ayer

prg[ lo;i‘bl |FEF§32:‘§1’;#%8 e g“’%{?gﬁ"g #‘iﬁ"f‘ﬁq} ltéa“‘g’gslgtﬂam‘{%/ EP tr\z/i\;] fic,
a Filter o 0s wou i splay results or ic where
ei ther the sout c Eopvargand Bagkmard ﬁb‘é‘?“ﬁéﬁ‘ e ferwgrdpl 021 %P?C(‘}E}'érd @&ml ex
filters are al soy 'aplhﬁtop@)fﬂ?&p@hlﬁrn 1‘6'11?0%%3%%&1@%%@4& fRNYerts

entries in the ta l'es 1023 from "a nunmerical representation to a textual
representation. m&eéﬁm@’ and {{Badk” Buttonsrof p brayser with Bwwaddest fegprefhe | P

addr e_SS) I's used,to, rltgntg? Eérggnﬁsu ?#;a?ii %agrcs aP!gr\I%d. In2 §on%%icﬁmw P§R§é’r§" ) may

contain a mappi n§*F
15 and “Back” buttons of a browser causes forward of backward movements on a

frame by frame basis hence loosing correspondence between the various

frames.

The plots frame 1030 includes plots 1032, 1034 , text input boxes and selectable
20 boxés and buttons. The text input boxes and the selectable boxes may optionally be fixed
to prevent user selection of the options and prevent user entry in the text boxes. The
functions associated with the options and boxes displayed in the plots frame 1030 of Fig.
- 10 are described below:

1. Update Tables and Plots: This button 1036 updates the tables and frames in a
25 coordinated manner. For example, if a user zooms in by selecting a portion of
the plot with a mouse, then clicking this button 1036 would update the plots

and tables for the selected time range that was zoomed into.

2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button

1037 changes between one of three options upon selection: “Byte/Packet
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representation of the IP address to a textual representation. For exanple,
the P address 10.0.0.1 may be converted to the textual representation

f 00. ni ksun.com when the Do DNS checkbox is checked. For protocols other
than DNS the s | abel given to the checkbox will vary accordingly with an
equi valent functionality. 7. Help: The help buttons 1019 next to each
field when sel ect 220 €1aS8 |st ce. -For
exanple, if the he prﬁiau?gga%gx 9 ia!:uf‘iﬂﬁ% lgélaésgte e oKL, p w ndow
for Filters woul dBMadgthmtﬁovdRafceﬁmjﬂmﬁow feiBit emmue:tmsmao refreshes

the contents of all fra rward a ward Buttons: The forward
1021 and backwar **EPF5° Pﬁg‘t"c"é’ﬁ@‘e PET FficoR t°§?“ﬁl‘z?ﬁl‘§’ca°5‘€fﬂ“igb’n In@a1 of the

tabl es frame 101Cxemphiy aibsdifbtathe bR pich@ls']')ﬁ?§ H@r&ﬁi}zeaﬂﬂlueﬁfeﬁﬁlhf '&#’&EO“S of

a browser with the added feature of keepi ng the contents o rames
aligned. In cont r&%‘ts}’e@@ewlﬁgfetdﬂildﬂd:@fW@'ﬂhmcmrd’lﬂm&culttnapacuym of a
browser causes fqy; eSL Oﬁackward novenents on a franme by franme basis
hence | oosi ng corre pon ence between the various frarres The plots frane

and but tons. The 1B Tt P86, 04d Gl B oapRS FRPEOH B sl dydeisitetnal 1y

be fixed to preweiiw.user selection of the options and prevent user entry
in the text boxes. The functions associated with the options and boxes

di spl ayed in the TgplePIbf MvelDR0 Sefectiindf thelfh fe@lm\ﬂeﬁggb&ﬂn

Updat e Tabl es and Plots: This button 1036 up d es the tables an rarres I n
a 25 ®oordinat ed%ﬂweﬂlﬁltﬂ‘fe WA Yalue (npt %howsbtpf thopasisiofitheplaeisect i ng a
portion of the p % Yyth a nouse, then clicking this button 1036 would
update the plots na' tables for the selected tine range that was zooned

but ton- 1037 chandStPpRreR Rl B RERhRRT Reh B bt Bfpe ™" T
"Byt e/ Packet - 24 h€sainttteis 104Bicohtrsiakeplaying 66the pdithn thE sdrécadd kidw theThe pl ots
al so change from

plots to be updated over time and to scroll with time. The tables 1023 in the
15 table frame 1010 are be updated to match the plots 1032, 1034,

6. Top Plot: The top plot 1032 shown in Fig. 10 is a Link Level Bit Rate plot in
bytes/second.

7. Bottom Plot: The bottom plot 1034 in Fig. 10 is a Link Level Packet Rate blot

in packets/second.

20 The table 1023 in the tables frame 1010 is automatically generated based upon
protocols found to be active in the interval specified by the Start 1013 and Stop 1014
fields. In Fig. 10, the table 1023 shows that between the Start and Stop times, 264K

' (K=1600’s) IP packets and 919 ARP packets were received by the network monitor. The
IP packets and ARP packets containing 99M and 55K bytes, respectively (M=1,000,000).

25 The entries in the table 1023 are selectable to sort data by the selected field. For
example, if the packets heading in the table was clicked then the table would be sorted by
the packets column in descending order of activity and if this header is clicked again, then
it would be sorted in the opposite order. Selection of the other table headings similarly

sorts the entries.
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Byt e/ Packet Counts over a certain wndow, to Bit and Packet Rates (i.e.
nunber of bits or packets per second), to Uilization accordingly. In an
exenpl ary enbodi nent, the byte plot displays normalized values relative to
the s link speed (i.e. bit rate divided by |ink or channel or virtual
circuit capacity in bits per second). 3. Toggle Parent Plot: This button

Aver age: el eck ol ot BE aBehg o A5G eent i ilon, TnRE0ABp (001 oo

whet her t time intenvalge v/ 12302 indfig. 0aswmdrraveditin theyp: Ot 0s000Emé ineerppdl dvi Bigi s

di spl ayed Pl ay/ /S [ Forwar d/ Rew nd/ Fast Rew nd/ Pause
Buttons: 1lh Eetaﬁgtlﬁg%ﬁ‘gﬁﬁgg%tlﬁ%#h‘l"ﬁ@f’ﬁ}Wﬁga‘fff’“{‘:?éy‘pﬁbﬁ%h& he screen
to allow iduegtoﬁoimuaicg@vmesu@@aae@dj.@té%sum nddRdalleRtry 6 @k bicldk 14130 14| The
tables 1023 in the is table frame 1010 are be uPdateq to match the plots
1032, 103themgelvesgpr ipr grephiga) selecsionhyor mowss Torssxample; of amjigtervabofitimeinithenk Level
Bit Rate pl ot i tes/ - of. The bott | ot 1034 in
Fig. 10 i@og 1I(_)lb?fkm?)e{'ve O'Egeg%gt f?ﬁ%? %@@I&%&Cﬂ %r? plgE:oktg 5379 cgcc(:jglfr%ga 0 The table
1023 i n tDevrhiahliresn fhepits dAi6 theplatsito batdgzemirdtyd Be theimtrd! aRsRd by BN
protocol s fo%?q to bg actjve in the interval sgecified by the Start 1013
and Stop 46T 4>¢'eqtgn g& they Y peig Tablgs andeots apution 1§3av i bep ssmebroniBe falaéh t he
Start andiStdbiesttiaRsr01886Hhe pldtsioR0R3%) ﬁhE’gm&&‘am@\% gidted 0 packets were

received by the network nonitor. The | P packets an packets contai ni ng
99M anal S8Horhaticaly, if thepeartseieettd the Uputto GREhY Gdjure (6t SHosmpnThe ‘Bipdate t he tabl e

1023 L ect i by & lected field. For. le, if
the packel PRarg epRabs SRl hebf oARnd ien e b adPieaBii be sor t e

by the piackei sitottupdating tedaenThis grovidie theQbvatdge v fodudfglundecdskirg header
Is clicked again, then it would be sorted in_the opposite order. Selection
of the otMeressng by teetyerkmanitar yndil the finabintesval pshesenr i es. - 25

The protocols listed as entries in the table 1023 in Fig. 10 are selectable by a user,

15 as hyper-links, for example, to list protocols encapsulated within the selected protocol.
Clicking or selecting the IP entry in table 1023 in Fig. 10 results in the display of Fig. 12.
The selection causes the plots 1032, 1034 in the plots frame 1030 of Fig. 10 to
automatically update to show only IP traffic in plots 1232, 1243 in Fig. 12.

The plots illustrate all traffic from the link layer as a line chart 1235 and all [P
20 traffic as a bar chart. This dual-display format provides a graphical representation of the
perspective between all traffic of one level (IP in this case) compared to all traffic of a

previous level (Ethernet in this case).

‘ The contents of the tables in the tables frarne 1210 are also updated to correspond
' to IP traffic. Table 1223 lists all IP protocols which were in use on the link being
25 monitored between the “Start” and “Stop™ times. In this particular case, only TCP, UDP
and ICMP IP protocols were found. Activity by IP hosts may also be displayed. By
scrolling down the table frame 1210, the table of IP counts by source host is seen as

illustrated in Fig. 13 for the case where TopN=2.
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Fig. 11 illustrates the zoom ng capability of the present invention. The
start/stop tine interval of 7:18/12:02 in Fig. 10 is narrowed to the
9:00/10:00 time interval in Fig. 11. The table 1023 and plots 1032, 1034
have been updated accordingly. The start 1013 and stop 1014 field val ues
may be adjusted by either manual entry in the fields 1013, 1014 s
thensel ves, or Ierxgg!ﬁRﬁ'fﬁ@is d8pla ?&‘J inchrbomm‘. h@st%ﬁiﬂ?%r@ﬁm OBk rattgf sya

he play will

interval of time in the | ots 2, 1034. Upon selection
zoom i nt o hoste inadestination hﬂsét&blfll'-?o‘l Bvdnfﬁ:gemvedrbytaﬁmsphmdmmueblct he plots

to be reg el e t he S S i on of the
+Updat ¢ 7m0 Sgicofeskdfeashl fokea SE o Crkind sk Bipe el ne
tabl es fr dinmelG10wilD gérdeeatoh aisplag 0824 hobOfdrs" TdR: 102 RovaPiA Mg al4so be updat ed
o automatically, if the user selected the "auto-synch” feature (not

shown) s The " UpHah6st-pdedlaBR 130211t BeSotaiinttRP oA k3 ket hddWResBemt BREvde) Z00M i N
several tines to a desired tinme interval wthout updati'ng the data. This
provi des PpiEs efdwstateiachiderélipdaieilg unnecessary processing by the network
monitor until the final interval is chosen. The protocols |listed as entries
in the tabl e 18¢gction afiag dcsllﬂa@ﬂﬂdl%élsé@tﬁtﬂo&w'f 4046 Fig. 14 vak filitheer - | i nks,

for exanp t d wthin t el e rot ocol .

C i cking (l't)-?“}'rst]iél }t-ﬂ% bé’% %Eeqﬁccgdz Q%gﬁ?on 05{‘)%% shagooply Ha&edfwﬁfﬁﬁ%‘ggﬁgtt s in the
di spl ay oﬂOBJOg}L? Tthis lsnmsuseﬂamgom WhHiS Ebid 1702 BhoWsralficdestidd3d i n the plots
franme 1032 8f F| 10 to automatlcally update to showonly IP traffic in
pl ot s 1423390 DA7a2 i from hpst 12832730, 1,9%{1%5%8? fos trafficanepitoradrbebyaen thersin t he | i nk
layer as gnd ipeineddddit 1235 and all IP zo traffic as a bar chart. This

dual -di spl ay format provides a graphical representation of the perspective
between all tr {1 tohd 5 t raffic
of a previ ous@fugvgeg%cE@%dr?g{&:t glﬁét%'isﬁélgs%%.sg%%gg %%ﬁ?gdg 6396181‘4 9tb E‘uef%bl es in
t he tabl eﬂlef“ﬁl‘;amé’ amIS)to 7 timad. Siota fuktithe gldto1 538y tﬁdpmﬁdplmtmﬁhﬁeﬁsmﬁdm. Tabl e

1223 |ISt col s, which rein u eln 25
noni t or ed® eaﬁt ?"rtpéggtgf%ﬁqmcéﬁam B bare ﬁ%‘%%r}? ?ﬁll ?%3{%[. %% case,
only TEP, cmﬂssan(toloa\/may BlspboLRa b &is f@@&@am&ﬁéplststoytéa}esl P hosts may
al so be displayed. By scrolling dowmn the table frane 1210, the table of IP
gouth: Z byzgourmmr chiby HAsHle 3323 1h|ﬁ1§1§§ﬁ@§eﬁqteﬁﬂvghgve dpthe Protbdafsedse where
O -

P and the tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts for

each underlying application 1612. For example, there were 27K HTTP (web) packets

which contained 21 MegaBytes which were received during the designated time interval.

20 In Fig. 16, if the “TCP flows” button 1604 is selected, all TCP flows are displayed
with their time durations and performance metrics as shown in Fig. 17. A TCP flow
contains a set of packets belonging to one TCP session between two hosts. Each flow may

- be plotted or its corresponding packets viewed by selecting the “plot” button 1702 or the
“pkts” button 1704, respectively, corresponding to the desired TCP flow. Note that if the

25 Dc.; DNS opticn had been selected, all TCP host IP addresses would be replaced by their
respective names (e.g. foo.niksun.com). A user may aggregate flows by clicking on other
links such as the ones that identify a particular host such as 10.0.0.47. If a user clicks on
10.0.0.47 {1706), aggregated flows for host 10.0.0.47 will be displayed as shown in Fig.
18.
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In Fig. 13, traffic is displayed in a source host table 1302 for traffic
generated by hosts, in a destination host table 1304 for traffic received
by a host, and in a host table 1306 for traffic generated and received by
a host. dicking on a link 1308 in the tables franme 1310 will generate a.
di splay of a "host-pairs" table 1402 shown in Fig. 14. 5 The host-pairs

tabl e 1402 |ists t ot ets, a tes.sent between- pairs
of hosts for %‘éh §E’h‘f5"ﬁ|1'e(§yg§ ?On ‘é‘é 0 hogPPOa&B.gzsg'ﬁﬁgﬁl%%dgt guch
as 10. 0. 014 gedd@td by a Eblgltngja"ﬁltew.-;élécﬁﬁrbl{dth@llo.o.foi.di'ﬁh@ﬁt th ki daterdidplfrebyn t he

0S

sel ected "destination to showonly traffic destined for host

10. 0. 0. 47FigTh1.sFuyrther filters camsimilasiy beppplied By glirking qneashes hesto Chyperbiks)in af f i ¢
dest i ned 7, 2 f
estined kg 1 Oreogeg,gﬁsm@% %@%@%ﬁﬁg&éﬁaﬁaﬁ@c&ﬂ?&@%m§(1§ef)e or

traffic art top Interva See that
only hest thtR 8ll IZPUBBvsliktween tostridi Q47 (aafsburce)tand ket 00.0.0457(abdésvinstion) t he
"Start" and 'Stop! tinmes. Note that the plots 1532, 1534 in the plots frane
1530 now & #Ffs activity between these two hosts as a bar chart 1535
and all IP traffic as a line 15 chart 1536. %3' ors may aJ so be used to

di stingui sh t hé “d&Pperiqranee hielackionmay b proyid :fmfh‘?é"f"@)d’éh‘?)‘? Fig-Y6pl e 1223

|0 F19. Lorl a8l 96 Etheriihe TRYDHOAiEe BRLOROLISHAMS nenfcbhe tables frame

1610 is upd as shown | 16 to 1 nclude counts for each
under | yi ngcrﬁqmlan@ﬁﬂwpﬂhlllﬁ Pecforirpmncetebiecp 1 202 fohECR angahisplaye&as-shioPn(inEly) packets

whi ch con a tes i.ch were recei,ved ri,.ng_the e5|gnatedt|rre
i nterVal . %O-H? é‘?]lﬁtl\’/‘%g% ae 13 éplaW%f% rﬂfﬁ‘?oﬂﬁi%ﬁﬁlqé‘mg’g Fetted, all

TCP f1 ows“Brogbldd TEPTIRMALs" WbldaridieMioubledeT CRIS @ érgNEbla dist thewbgt fnce netrics
as shown in Fig. 17. A TCP flow contains a set of packets bel onging to one

TCP sessi pifosaingeErP eligntyrngssrvers{EopN fighd vistg of Blo Qyfepthedimegipteryal

correspon & %f;,g,pn t he
"pkt s" %Bteg%qugz,% resped\?ge lﬁqhgﬁﬂeegg%%lﬁﬁg %Oght i esl %Q@ré}ﬁhl oW.
Not e thatTCPchéteo2§er®er DNS option had been sel ected, aII_ TCP host IP
addresses woul d be replaced by their respective nanes (e.g.

f 00. nitksun. con).. A Neaf CoayectippscTids & the v nipybarlof TP wguoetiartsiethe | i nks
such as the ones th { identify a particular host such as 10.0.0.47. If a
user clicks on 18t OFFeVE706) , aggregated flows for host 10.0.0.47 will
be di splayed aZS ShO'IWéPlgataF IB%tes %1?18 shows the total number of data bytes carried by all

the TCP connections.

3. TCP goodput (Bytes/sec): This shows the TCP payload throughput
20 (application throughput) or TCP goodput. That is, the total number of
application bytes divided by time it takes to send these bytes averaged over

the number of connections.

4. TCP throughput (Bytes/sec): This shows the total number of bytes carried
in the TCP connections divided by time (TCP flow rate).

25 5. Avg RTT: This shows the average Round Trip Time between the client and

server over the number of connections.

6. Avg Response: This shows the average response time from the server to

the client.
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-27 Fig. 18 shows all TCP flows originating fromhost 10.0.0.47. The
display in Fig. 18 is generated by applying a filter selective to the
10.0.0.47 host to the data displayed in Fig. 17. Further filters can
simlarly be applied by clicking on other hosts (hyperlinks) in Fig. 18.
For exanple, in the "Termhost"” colum, if a user selects host 10.0.0.5

(1802), s then all T * o n._hagst 10.0.0.;1%# s source) and "host
10.0.0.5 (as desti nalt?‘iatl).% s(&wgr/g gl gss&ogflglf.peﬁmt?‘ﬁﬁf @‘F‘Ffa‘ﬁ'&‘éh w)§@I ection may
be provided, in the rstamsarittel (8p¢ Rycobfestivg] lost Sor defaPlor@ARABIRELreadony, g€NErating
TCP performance tables. By clicking on the "TCP performance"” hyperlink,

per f or mance tabrtﬁsramﬁafdrﬁfmm&lam%ﬁb&ms%%d&éa&&&mxh ifd G defefe 19-  The
whol e tables frame is displayed in Fig. 19 or clarity. The display includes

a " Troubl BPHpEBIgsit dre usgriinterfaged a " Troubl ed TCP Servers" table for the
worst two performng TCP clients and servers (TopN field value of 2). Over
the tinke interaectingtheihitpdapesiink inFig: Hrresuln én Bt dphy of slatistichfor abl es show

the fol | o8 SI3eAL each TCP client or server: is |I. No. of
Connecti ons: Thi f?{"{s thet"t'?giggPo‘nunber of TCP connections to the <client or

server. 2. TCP Jat. , LS. shows the total nupber of data bytes

carried by all ﬁg?hgn%?o%%lr%%c ?18‘:2130.“ %a.yq’f@ﬁpvé dﬁ?dﬂ’? resrpdisplayof Figrfds shows

the TCP pédyi mxachpld) fargghaatingditp(mpfotrarb ks B&Qgﬂgﬂ%&) th@Fheff-P goodput. That
€ y

is, the tot nunher of . application bytes divi _ timet takes to send
t hese byt @gﬁw&‘bewpﬁ}&ks E‘F@gﬂﬁ%ﬁ?ﬁ@l%&r"’% &nhép erechisplayad agbewnlin Gigghput

(Byt esfoseQ); ThBiwdioRhaMes Fhfe Qi f rried . ip the TCP
connecti ons di vi ded by ti e %TC%a I o?vhﬁg't@)f.opé%%%‘. ﬁ%%‘%’ﬂng%f’%ashom t he
aver age ROGFREPIE| \WWiWiidicptst tabdmandtae Tedubbmt WA Sesets? e4blOfe thelwi@stiwgber of

connecti ogs.. 8 $ ponse:. This hqy[\ri: he average response time fromthe
server tOB I,'[%rg‘llré W%llents ahid servers ('?op 1eltd value of 2).

The metrics in the http performance tables 2102 may be generated online and

displayed to the user as troubled www clients and www servers or may be fed directly to a

15 network management system for immediate action. These metrics can help a network
administrator to identify bad servers and connections. This information may also be used
to as the basis to notify the web server operator to buy more bandwidth or to fix his server.
Further, it can be used to notify clients that they may need more bandwidth or they may
need to choose another service provider. Accordingly, these metrics may beusedto

2 improve the quality of service given to users and ultimately may provide further revenue
to the network administrator. For example, in the table “Troubled WWW Servers”, the
second server listed (204.162.96.10) had about 33% web aborts. This could indicate a

. potential loss of 33% of the customers from this web site.

~ The tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts
25 for each underlying application 1612. For example, there were 27K HTTP (web) packets

which contained 21 MegaBytes which were received during the designated time interval.

Upon selection of the UDP hyperlink 1240 in Fig. 12, we move up the protocol
stack and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables
frame 2210, a “UDP Level Counts” tables is displayed showing activity for each UDP
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-28 7. Retransmit % This shows the percentage of TCP bytes which were
retransmtted (due to congestion, |oss, or delay, or any other reason). The
TCP perfornmance tables nmay be custom zed to add other netrics or delete
existing nmetrics via the user interface. s Selecting the http hyperlink in
Fig. 16 results in the display of statistics for web traffic (http) as
shown in Fig, 20. An _"htt erformance sel ection nmay be provided, in the

screen di STHPH? o LPP G?““@(l&r%? dispipypindigaisd that ﬂﬁtj Were 45hdomain nance

tabl es. Byniekdis Kinhel B8R &1@869%!5@ performance" hyperlink, perfornance
tabl es 210‘32 for http‘): arae di spl ayg‘g as shown in Fig. io 21. The whol e tabl es

f di spl |

Tr oubl ed i &SI VEEndviditksabe 9k nky sbbifg o AR B LRFI RS,

wo[ st two 12381 Bmmmmmlplmﬁmgfmm&m{lﬂP&a@bMU gﬁblﬁ!nthgbhl@Trﬂfs 2) . dThe
metrics i er e es A enerated online an

di spl afedqpﬁwnﬁfg% n %a%‘f‘él %&\Hﬂéﬁ? g’;‘?ﬁg °§> laxy ferusergen pay be fed

directly tRom tht Y-H8 MY kn IRNAYE BRI (Ri63t E&F;ﬁ%ﬁﬂ;@%@%ﬁt fep These

metrics can help a network adm nistrator to 1dent serve And
connectlorQQi)Wﬁ)bemﬁQwﬁatlon may al so be used to as the basis to notify
the web server operator to buy nore bandwidth or to fix his server.

Further, it carfelrstieselthe SMBONE \buttbn 2202sinFig 22 tréselts imadispiayest anor e bandwi dt h

h d h d A d h
et 1 oo mayPHETER e SRR RRRONE R Pl el Rer5E Gk s or s and

ul ti mateel R23may pI’OVI de further revenue to the network adm nistrator. For
exanple, in the table "Troubled WW Servers", the second server |isted

(204. 162. 96. 10)Setbaﬂoxﬁ@nb!&“%%Pﬂ@&tﬁ%&&xﬂzoﬁ%&c%%ﬁ%f’rd%‘i’éfﬁo%@l pot enti al

| oss of 33% of the custoners fromthis web site. The tables frarre 1610 is
updat ed aSsEaRMmpPIR]lgackets as showiindiie 24 CPince the| netyuk monitorcah gecosbalh

underl yin : packets
whi ch con?’al nedhg?&%bg{ggaaég%g C%%enﬁéaie@e&?%%gﬁ&gﬁfgiﬁ tggﬁﬂgfﬁlggnat ed time
i nterval . allpera el tedlekibiy Diter threadatdiitelvpsp €lf klieniscrlﬁdfk o1 (F0.0.12 {2402)vghaOVeE Uup

t he protocol tack dthe .of Fig. s provided to illustrate
Ievelps 5o %%[*;X?FC&?CFIIO Wgorﬁgﬁ? glnpacke to and omeOOOlZ In that next

screen, if a user selected 10.0.0.5, then the updated display would show only packets
between 10.0.0.12 and 10.0.0.5. A user could also further qualify the dump by selecting

ports. Various options for dumping packets can be applied by selecting a type of dump
from the selections 2404 at the top of the screen display.

20 Selection of the “Recommend” button 2206 in the buttons frame 2250 of Fig. 22
results in the display of real-time capacity or bandwidth recommendations for the network.
Upon detection of selection of the “Recommended” button 2206, the network monitor uses
a mathematical model! to interpret the data being viewed by the user to provide
recommendations on bandwidth usage by an application {or other types of traffic) or on

25 sétting of link/switch capacity to obtain a specific quality of service. Several such
statistics 2502 are shown in Fig. 25. A user may enter desired quality of service values
such as loss rates and maximum delays to obtain recommendations on the capacity
required to support the desired quality of service for the type of traffic analyzed. Figs. 25

and 26 illustrate the recommendations which can be provided.
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frame 2210, a "UDP Level Counts" tables is displayed showing activity for
each UDP -29 application or UDP port. For exanple, the display indicated
that there were 453 domain packets which contai ned 69 Kil oBytes. Note that
UDP bandw dt h usage was only about 0.32%of the total IP (see table 1223.
in Fig. 12). Thus, the plots frame shows only IP traffic (RED graph) whi ch

dwarfsstheU traffi inBUE. By clicking on th r ent

Di spl ay" the us8* &R m?}/‘%ﬁf‘?ydﬂf'ga g”t‘lﬁg‘%g (‘f‘ (this is
not il ust rplpdlrias’ ﬁ)h%&h@.ﬁe wikits b s{zRRHR Betwopt Rdur¥is!thr Dfarti QIR Rty

Sel ection of the "MBONE" button 2202 in Fig. 22 results in display of an
appl i cat i off semjes leuglalApprapriate sNBONnes fnthe RefserembRitkitimanalyesieons as shown
in Fig. et s’ tto 2 i n,the buttons
frame 22509;1:‘33&&&%%&;5%%09%&% a&’ggﬁm& &\f/vcsgﬁ%p%rg LS ascwér% \%ﬁ "i"%t‘hﬁl g. 24.

Si nce the mﬂmakcartmudepammnnramomc@hdamemkewal asPparaniéter Of qualifgboft hei r
contents can be, viewed., The links in tcre di spl ay of ql.:)l‘tg 24 allow a user
to flexi bl SFIYIFF {suPh #xRackelioss satese BrRwork delaypdTamicdptes ickiBe Biedalsompptes 2

(2402), th | kets to and
R A G ORI

updat ed dlﬁkﬂca@omuddmmlwnmgrmmmemmmtmﬁs éfsﬁdtba/mnet 10 0.0.5. A

user could SO urther ual i f the du se i.n rts. .vari ous
options fof gﬁ‘rﬁ)l & PERE TSRS sgweﬁrﬁoaéad‘x {ﬂ%ﬁdgg"quggl 2808 | np
fromthe sehﬂae:mlcan@ tﬂé@dhhajoﬂd&ﬁnéd)ﬁqlﬁifmﬂebﬁ sm&:ﬂh&%ﬂ%&ﬂﬁel ection of
the "Recomend"” button 2206 iin the buttons frame 2250 of Fig. 22 results

in the di sEAPRAtGSEoN prepl-timepasisghere the statistcis updatrdfor exsBrRaskeloF RS#< f or t he
network.  Aons gebagshs aigk eﬁréeﬁﬁéesqad &Ldtfabfciﬁfecp?m&adtsg%nm ERReqe06, the

network nmonitor useS ~a mathematical nodel to I nterpret e data berng
vi ewed by albmg the prthtfor @ch fowenroptionhendguriaters to endbltnamicressmage by an
applicati on 25 settlng of link/swtch

capacity t%]lo%%tfoa{'i b '%eegf)%gf? ﬂl&afh&hr ﬁ"fe\?‘%?s service. Several such statistics
2502 h Fi t d f. [
val ueglr eszcgw;s ut ?g?:‘i%@s *ﬁkﬁ Tr;’a enetﬁ%&?é’&?%%gﬁe i 3%1‘@2&\/: gﬁs on

the capaci fefresents capacity in bits/second. For a desired number of users, the capacity can be read

off the chart or from a display of corresponding tabular results. Fig. 27 illustrates a
display similar to that in Fig. 22 for the case where the Do DNS button was selected so the

IP addresses are resolved to their registered names.

20 Fig. 28 is a display showing statistics that are displayed upon selection of the
“Statistics” button 2208 in the buttons frame 2250 in Fig. 22. Upon selection of the
“statistics” button 2208, the network monitor computes various statistics based on data
currently being viewed by the user. Exemplary statistics include packet size distribuﬁons,
protdcol distributions, bandwidth usage per client, bandwidth usage by domain, average

25  response time per server, average round-trip time between server-client pair, and

performance metrics.

The present invention is not limited to a particular division of functions between
the host computer and the interface computer. The functions of the host computer and the

interface computer may be performed by a single computer. Interface with a network
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required to support the desired quality of service for the type of traffic
anal yzed. Figs. 25 and 26 illustrate the recommendati ons which can be
provided. -30 In an exenpl ary enbodi nent, the user nay select a particul ar
application and a "busy-period" for which she wants to "size" the network
resources for a particular quality of service Ievel Appropri ate

subroutin il t he nonjtor then a partlcular appllcatlon
traffic a;ﬁ? YRt t\égéq?rﬁgp mv?ﬂf'&&l‘“fﬁ?ﬂ“%%@r °“S°EJ§‘P‘ fifacegad graybe
mat hemat i @adthand%rkmﬂ; @5hitdFed GSanbihes dailBA Ghe, as wel | as paraneters
of quality of service (such as packet |oss rates, network delays, frane

rates, etc.) tBghbBEAliaRREa 8 Jeschibad drdle %h%ﬂs&n&% %Eﬁﬁﬁ. defift
mul ti pl exin ains, capacity requirenents, and buff ocati ons and
provi des Fﬁ'go Fieptsyfhe RreSeRt ipMgntiorais oevesthelassi rmhmtcmﬂed;m tedintitedutd de details

configyra er.vet to maxim ze net wor k
utili Zg.tl %ir%&?g %ﬂﬁ‘fr\é\p&n@é%l ngq{ %‘e qaar ?)7"’8?' 9?‘ 'é%ﬂlﬂ?%ﬁ?ﬁ?ﬁ@ Such_ -

r ecommend adnige 0f equivaldnes ofthenglaitmdnd Withot@pariihg Bor Ad $HidHHR i@ shat i stic
is updated for every packet or a set of packets belonging to different

services and feedback can be provided to network el enents along the path
for each flow on optiml configurations to enable dynam c resource
allocation to neet service quality requirenments. is The x-axis 2602 of the
graph represents the nunber of users and the y-axis 2604 represents
capacity in bits/second. For a desired nunber of users, the capacity can be
read off the chart or froma display of corresponding tabular results.

Fig. 27 illustrates a display simlar to that in Fig. 22 for the case
where the Do DNS button was selected so the |P addresses are resolved to
their registered nanes. 20 Fig. 28 is a display show ng statistics that are
di spl ayed upon selection of the "Statistics" button 2208 in the buttons
frame 2250 in Fig. 22. Upon selection of the "statistics" button 2208, the
net wor k nmoni tor conputes various statistics based on data currently being
viewed by the user. Exenplary statistics include packet size distributions,
protocol distributions, bandw dth usage per client, bandw dth usage by
dormai n, average 25 response tine per server, average round-trip tinme

bet ween server-client pair, and perfornmance netrics.
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The present invention is not limted to a particular division of functions
between the host conputer and the interface conputer. The functions of the
host conputer and the interface conputer nay be perforned by a single
conputer. Interface with a network -31 nonitor according to the present

I nvention is not_Lim t ser interface and may be via the network
bei ng nonitored Mégﬁ%ﬁéﬁﬁ% cation line. Although illustrated and
descri bed above i th A%@ﬁ&pﬁﬁ chRed&H gtaﬁﬂr&nﬁg%gfda& c&qg}%g@l@ts&psbhe

present invention is nevertheless not intendedto be I'imted to the details
s shown. Rat her, (a)aecaiviag fvstidatactaem arfirshaomibenicatebs line; t he details within

the scope and rapge of e al ents t cl ai nd W t hout departing from
the spirit of th@’qusﬁ%ﬁ?tﬂ%%ere%?eﬁﬁ&%‘Jqﬂ%'&w 18 1. A nethod for
collecting and apgl Qéﬁéﬂﬁﬁnﬁ@?ﬁu&lﬁ Hﬁtlmstéaehgtaﬁa& &ﬁres%&rﬂlng’t%%b%ﬁ‘&c&'véét
data froma first communi cation segregating the received first

data into p@:rk@&chpf)lpggaﬂdyaﬁm@emwMmalpﬂthdsof statistics, each statistic
correspondi ng to ackets r ecel v ur i ch of a, plurali. f successive
Crre pertods: (aidSeRreTSrig B enietiied SR eerd e Ml ofueSSER e
plurality Olf.en':‘ddg-c‘ﬁﬂSI ve time periods; and (e) generating a further

statistic by aggregating the plurality of stored statistics. 2. The nethod
accordi ng to cl afengeneratipg b unter s@@b‘@cby ageregatingtthe phicalidy ofistaredestatistics. ve

tyloe \t/vhgr ei nktPe st at tlctiﬂ‘gggc%r g%l n. stleﬁﬁl&g)wgtcgrresEond Lotthe
sel ect ed packets; ass each packe
converting each mé‘c'ﬁﬁg paflichs l?asé@%ﬂ%%ép\ééml?@@-gé hleRdn tHeI siilisBEC FenRAfKE step (c)

respective index storing the record The net hod according to
claimi1 \Ahefrfé’reﬁp@nﬂetosth@sﬁs@cd/md{ﬁm peri od$ have a first duration and the

met hod further qgcwﬁng a respective index with each packet;

converting each packet into a respective record including each packet's respective
index; and

storing the records,

3. The method according to claim 1 wherein the successive time period$ have a
first duration and the method further comprises:

receiving a second duration value corresponding to a second time period having a
duration longer than the first duration wherein the further statistic corresponds to packets
received during the second time period . .

4. The method according to claim 1 wherein the statistics include at least one of a
number of bits, a number of bytes, a number of packets, a number of packets of a
predetermined protocol, a number of packets of a predetermined protocol layer, a number of
packets having a predetermined source address, and a number of packets having a
predetermined destination address. .

5. The method according to claim 2 wherein a record includes a portion of its
respective packet plus its respective index.

6. The method according to claim 2 wherein the respective index of a packet

corresponds to a time when the packet was received.
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receiving a second duration val ue corresponding to a second tine period
having a duration longer than the first duration wherein the further
statistic corresponds to packets received during the second tinme period.
4. The net hod according to claim1 wherein the statistics include at | east

of “packets of a7 pr edb e AEOIS B G D EIMBT BA L BIp: of Tigeivint & e
predet er M gedaréth Q6bdl ﬁMﬁfwmﬁg @&gﬁﬁé uﬂjca’aﬂé‘ﬁﬁ gbsoL8 ihiiand geheashe s nag

source addréss, and 7a nuirber of packets having a predeterm ned destination
addr ess. 5whfhem¢wdzsawwedlhagectmthbabmlﬂte\khm ein a record |ncI udes a

portion of its espectl packet N ts es. tive | de . thod
according to cl }/}H Em,ggt i ﬂ’@gﬁeEﬁCﬂé{e@ a(lf%g%
to a time @é&ﬂdkhﬁnﬁﬁﬁ‘é&%n‘lﬁ@ aﬁ&@@dh‘&’é&’ewéﬁpa?:keﬁn@lﬁ&&% 1ﬁﬁfe@ﬁ6ﬂ@ﬂa¥e@%€c’t@b m 6

further conprising the steps of receiving a time signal froma
posi ti oni ndirg i Whereit leftitheatéong cammbucﬂtlmdlm; thenmihbcgﬁm@pacqm@%ng i me

when a packet was recei ved based on e ab

according to cl a(?eﬁqrﬁl%%taéfe’??eftﬁ‘ée §38 el%"%‘%ebﬁr{ﬁ?eé‘ée%fsé%q]ae fitsh ¢ ond
comuni cat i @rhhd&atndirRashy r ecei ved packet | ncI udes an indication of a
respective first time when it left the second comunication line, the

met hod further cgenpuating ngransimsspnﬂnlnamgoaespesqhag t6 eashgacket dysubisactingits each

ket d f ti I d t
[ anm sai GRORRENES <cbi LSO HE 'vBSARRIMIIREC by Subtracting iis

respective second ti N mfefiA dekSrdir2StB @edilmVEwhéref the irdBsmi3siof dBRY REftesponding
according to claim8 wherein the transm ssion delay corresponding to each

packet is tmtashipackst ivcalajatedusing thst équation ansni ssi on del ay =
(tsl-ts2)-(link_speed /packet-length) where tsl and ts2 are the first and
second times, respectively, the link-speed is a data rate on the first

transm ssion |ingansangidh@elRRekal nggr(ghj@ shéed!/Pacleneigthpf each respective
packet on the first transm’ssion |in

where tsl and ts2 are the first and second times, respectively, the link speed is a data
rate on the first transmission line, and the packet length is the length of each respective packet
on the first transmission line.

10. The method according to claim 1 wherein step (2) includes receivingic first
data from the first communication line using a non-intrusive coupling to the first
communication line.

11. The method according to claim 2 further comprising the step of receiving
information indicating at least one of the type of packets to be selected, a duration of the
successive time periods, and an identification of the statistics to generate in step (c).

12, The method according to claim 11 wherein the information is received via the
first communication line.

13. A method according to claim 1 wherein each packet received from the first
communication line includes a respective source time stamp corresponding to a time of
transmission from a source, the method further comprising;

decoding the time of transmission from the respective source of each packet; and
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10. The met hod according to claim|l wherein step (a) includes receiving fhc
first data fromthe first conmunication |ine using a non-intrusive
coupling to the first conmunication line. 11. The method according to
claim2 further conprising the step of receiving information indicating at

| east one of the type of packets to be selected, a duratigon of the
successi ve tinme SFEETAHAE a tERsMIAIon delayicpmresponding dp caqhepagket by sbiracting ifs

generate i : : ' to claim1l wherein the
I nformat i oEe%se%{r?\éécfei%j\?gé%?%ﬁgﬁﬁﬁfg@%g%@m@uﬁgﬁ%at ion line. 13. A nethod
according to cl ai4m | Anstiddaceadingrachsin 8§ mchidirgcthé stepof heeefvingsthe current time

comuni cation line incluydes a respective source tine stanp corresponding to
a time of FemasRbabpesitioningsatellithur ce, the nethod further conprising:
decoding the ti of A LARSIE Sebs : | M5 g@nﬂ
packet; and 34rr§éneré1t| ng aa%tarnglnEh tB?EI%I? gﬁ%ﬁ%*&%%?ﬁa%g acrlleast
packet by swbiqualityiofgervice valvedpeedchsecdessiee tife peand corssspamdifg tnpackets ofia r ent
tinme. 14. A n&athod €gicco di% to claim.8 including the st.%p of receiving the
current ti rsedsterained RACkelYPGEsSEiveS Ailigs cachdpineriive sigoesAVRLIMERPTOd: or di ng
to claimz2 wherejgn stgpdifdd éc'aﬁf'cﬁ'ﬁj%et% cﬂﬁﬁﬁ?@vg&%ilﬂhela?ﬁﬁé on@Gafityrisbolicf
servi ce value for each successive Tinme period corresponding to packets of a
pr edet er m nathepadikates atylpast vacef ¥ eund tip dejayaal aretspratii e uesgsdingdo there
period. 16. nmet hod according to claim 15 rein the at, | east one, quality
of service Pa@éﬂt%%p ‘i?lﬁ&F“éiﬁieé%ﬂ pRgked EYPGHQC%YG\M];WEHEF PRSIy fupFesshidiae
retransm-t d'eglz)@_ corresponding to the packets of the predeterm ned packet
type received during the respective successive time period. 17. A method
according to clai7n 2 Aomhiedsacegrdirng trctaim 2gompriempgeletarmeity peespectieagpe of

Cont ont - PLRERCRHIFE o1 & FoEPRBL I8 SR S740 ook caRGPRRTBE REREEL | her eof
18. A met h%nl%ﬁfi%ﬂ):l&gs&&c&'a??@%%&%ﬁﬁ%ﬁ‘oﬁ chhfbifatieh WMBrcat i on line is

in a network i1 ncluding a us step (c) rncludes generating at | east
one user profilildg StAamethadcaccording to claim 2 wherein the first communication line isin a

network including a user and step (c) includes generating at least one user profiling Statistic
for each successive time period corresponding to packets destined to or from the user which
are received during each respective successive time period. .

19. A method according to claim 2 further comprising the step of using+he records
stored in a first memory to generate at least one user profiling statistic for each successive
time period corresponding to packets destined to or from the user which are received during
each respective successive time period.

20. A method according to claim 1 further comprising the step of receiving an
input from a user identifying a user statistic and step (¢) includes generating the user statistic.

21. A method according to claim 2 further comprising the steps of: |

receiving an input from a user identifying a user statistic; and

generating the user statistic using the stored statistics and the stored records, or any
combination thereof.

22. A method according to claim 1 wherein the first data is transmitted on the first
communication line according to a first protocol, the method further comprising the step of

receiving decoding parameters corresponding to a first protocol and step (a) includes
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for each successive tinme period corresponding to packets destined to or

fromthe user which are received during each respective successive tine
period. 19. A nethod according to claim2 further conprising the step of
usi ngi he records stored in a first nenory to generate at | east one user

rofiling statistic for_ each successive tine period corresponding to .
Bac klat Is . gesrf:qqxféag Iﬂl‘? fyst ‘?%%?ﬁcpfﬂuén&n 1‘*éPﬁoéﬂ{&’eH%ng@é@iWéﬁteﬁdgf%gfdégwegatmg
respective {ULLESSY ‘ﬁﬁstfdh&qn §§a'c12&s aéldrding @@&J&%@c@&ﬁgpﬁhﬂﬁt&& claim1l

further conprising the step recerving-an input oma user identifying
a user stati sti @3aAdnesthed afooydinged cldins 1 gomprisingipgnérating s eepasita cowmitifor each bf

A net hod accordj.ng to claim?2 further conprising.the steps of: receiving an
i nput £ r oAk of papkstiynes gogeipes ingytq @ mymber g%Pﬂfﬁﬁtéﬁ PRl TEEPEcHYS BR%e?
statistic | : LSt d ; -
comi pat | o ety o PR KEyCba L Rl el s b KL BmcepiBind
data is tr disphayingetlic phurblity ofipasket typeremdiheatdonespdndingatatistids aguirmlaed ovesta

protocol, the nethod fuyrther conprjsing the. step.of. receivin ecodj ng
par anet er s SEE" é'ﬁf&?&!oﬂggf?%ﬂéﬁﬂng@b SB‘F“%F%‘&%?“SHG“@‘{ -0a ’f‘)'if} P‘?‘H&% l‘,?gééhsg y arca
recei ving g didlasidedREa according to the decoding paraneters and step (b)

i ncl udes segregating the received first data into packets according to the
decodi ng par anet2dr A m&Bod dcooatihgth daian2Hwhgrefrothe Iphirahity of pagket Hipegare

generati ng separate count for e f a plurality of packet types
correspondis’%ﬁc eé’yﬁd}?ﬁ’é?n‘ttpeﬂm prggg%s,eggﬁesé BSWE one of the

plural ity ofcePAffahsindafRRtibRBELNEH MEDLhOE: BARE by MRPEEE UEHISVAE SRRLNE | 1M
period and cdi spgayisnrg thel pl uraflsl{y g’? pagjﬁieét ?ypes an %ﬁ%ﬁg

cor r espondicngespoatingtto psclatscafithé stlededparkettyps exeived durieg fersecahdgireat er

t han each successive tinme period in a first portion of a display area of a
di spl ay dePfB® 24. A nmethod according to claim23 wherein the plurality of

packet types args R%&ﬁé@@éc%r&?ﬂ%?oélﬁﬂ 29%&?%@2%9%&3&%@%%@@9@{11@93 the

steps of receiving a user selection of one o paCket t user;
di spl ayi ngdssphyingtthe statistzs cegpspodding to thepdaiabtysofphckdt ¢ypee irez plet opardhesecoype

received d%Hen}%ﬁE)g ?n gggc%rﬁ ptotit{g?l of%%r (!ligﬁb.y area.

26. A method according to claim 25 wherein the plot includes a plurality of discrete
selectable time periods and the method comprises:
receiving a user selection of a range of the plurality of discrete selectable time periods; updating
the graphical display to display statistics corresponding to the selected time periods.

27. A method according to claim 2 further comprising the steps of:

identifying packets belonging to a data stream;

storing stream identification information as one of a separate record and a separate
field in the records corresponding to the identified packets.

28. A method according to claim | further comprising the step of recreating a data
stream using the stored records and the stored stream identification information.

29. A method according to claim 1 wherein

the first communication line is in a network including a second communication line

and the method comprises:

receiving data from the second communication line;
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25. A nethod according to claim23 further conprising the step of
graphically displaying the statistics corresponding to the plurality of
packet types in a plot over the second tine period in a second portion of
the display area. 26. A nethod according to claim25 wherein the pl ot
includes a plurality of discrete selectable tipme periods and the nethod
conpri ses: receis¢piegating the detadrae thesecond epmmupisatign ipgingy packeist y of

di screte sel ect A ' " ti ' ' Y

i apl ay stati st uratpPBlEEIaG BB ra Bt Rl Ak S BlnicRion line.
accordi ng teusiiqatifidertifiabieioreeBufipatkds b the ednd comnididitioh Yine go irak Bt S
bel onging to a data stream storing streamidentification information as
one of a sdnpiehpdpaireebparkatsd a separate field in the records corresponding
to the identifi G . i | .
conprising the :Et%{al%%gﬁg %‘zrcr’“%’g’tsf‘ﬁg 'ﬁgltaggg g@é@? ?@g%‘gﬁé@n@@h&eﬁ é?%#f;%&rﬁétgbr ds
and the stored g0r eaMht athidd dceaidingtoiciinrvayhaein tROtradniifidiodelacforadi ng to
claiml1 wherein the first communication [ine is in a network including a
second conPHFE At pasket is salculatrd uskig the ea#dioBonpri ses: receiving data from
the second communi cation line; 36 segregating the data fromthe second
communi cation line into packets; conparing uniquely identifiable portions
of packets fromttdnemidsicai delay(tslasl)-(dink| speed /packenilenpgthly i dentifiabl e
portions of packets fromthe second conmunication line to identify matched
paier s of packets; generating a transm ssion delay corresponding to each

mat ched pair of _ The .. ' ' nheE! he
transm ssi on del g’ge%g%lsgnd %gﬁei tgglugrﬁtsgggﬁgﬁgﬁgmggﬁ%%%ﬁeagk%?%g t%efmtr!mh
equat i on t serosditsesmisside liays, respectivelss Me lidki_speedpee dath pate oatthd Brsytrimsmisdiar e

tsl and ts2 are the tines of recejpt of.the t ghe ackets fromthe fjrst
b eacondingr Sralts pedkdT Teri b he Lesor hemploner gorchn SHuTs! IrepitRming o
on the fir sfhehit@nsMHi&Shts2! e, and the packet_length is the Iength of the

mat ched packet on the first transm ssion |ine,
where tsl and ts2 are the times of receipt of the matched packets from the second and

first transmission lines, respectively, the link_speed is a data rate on the second transmission
line, and the packet_length is the length of the matched packet on the second transmission
line, when ts2 is later than tsl.

31. A method according to claim 30 wherein the first communication line
transmits data using a first protocol and the second communication line transmits data using a
second protocol different from the first protocol,

32. A method according to claim 29 wherein the transmission delay is generated at
a level of accuracy less than 10 microseconds.

33. A method according to claim 29 comprising;

generating flow statistics based on @ flow between the first and second
communication lines;

routing further data between the first and second communication lines based on the
generated flow statistics.

34, A method according to claim lsherein the first data is received by a
host computer having a network interface card coupled to the first communication line, the

method comprising:
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when tsl is later than ts2, and where tsl and ts2 are the tinmes of receipt
of the matched packets fromthe second and first transm ssion |ines,
respectively, the link speed is a data rate on the second transm ssion
line, and the packet _length is the length of the matched packet on the

second tr ansm S0l bl MIEILILSPdiSe hdhihe bRk Srertith cafy et oG

according to cl erern TSt communrcation i ne ransmts data
using a first protocol and,the,second co ni cati.gn |.ine transmtg data,.
ising a ' second BPSedRe A ke DIREE ik RHSe bF sistelbpE piedtE3hingd sEficg me
accordi ng tegyghid iftet@cdbgkEVAIud.ne transm ssion delay is generated at a

| evel of accuracy |ess than 10 mcroseconds. 33. A method according to

I
claim?29 conpri lrgﬁigir%%ﬁﬁgéghét@@iﬁtéﬁﬂe%tl@cﬁcivs«ﬂde% tggﬁ(ﬁg F&Qgﬁ‘teitl ow between the

first and secon tron I'irnes; routing furt ta ‘bet ween the

first and seconqs\ge(?%gqi %@4&18&%1&‘«?%96‘560' on the generated flow
nmet Ao

statistics. 34. according’to claim],therein the first data is

recei ved by a host mput er ..havin ne rk.interface card coupled to the
first communi cat‘:ioﬁfal%gggl?e dﬂ‘é&ewﬂgﬁe& Wﬁgﬁeﬁﬂ.ﬁl%’?%ﬁtfzﬁ’% "%n interface
cl ock val ue fro%t he etworg i'g)ilgrface card;, generating,an adjusted

i nterface cl ock “val ue® Bysteam dercollesting andanalyzing dafa ROmIBMg ce tine fromthe

i nterface cl ock ﬁé@t]lﬂgéns%lqségﬁg@g dtélpgr j\s}lg‘ﬁ%tgcgrrjé'nﬁl\%ﬁéajti%ﬁﬂn%] ock value to the

host conputer; recelving a C correlating the adjusted
i nterface cl ock seedndemudrss ot segrapatng tHedfarkt dasd iméo packbts; A system for

RGN ORI SE
ggéﬁ ;ngi %@F?igg% g%g P C?ffgrpllﬂ‘ﬁﬂ@r SHshfs@vPlittlePelibds; Of statistics,
fourth means for separately storing the generated statistics for each of the plurality of
successive time periods; and
fifth means for generating a further statistic by aggregating the plurality of stored
statistics,
36. A system according to claim 35 comprising sixth means for storing the packets
wherein the fifth means generates the further statistic using the stored statistics,
the stored packets, or any combination thereof.
37. A system according to claim 35 further comprising a display device for
displaying the generated statistics.
38. A system according to claim 35 further comprising a user interface for defining
the statistics, the further statistic, a time period duration or any
combination thereof.
39. A system according to claim 35 further comprising:
a time source synchronized to an absolute time source; and
means for determining a time when each respective one of the plurality of packets was
received from the first communication line.
40. A system according to claim 39 wherein the time source is a receiver for

receiving a time signal from a global positioning satellite.
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packets received during each of a plurality of successive tine periods;
fourth means for separately storing the generated statistics for each of
the plurality of successive tinme periods; and fifth nmeans for generating a
further statistic by aggregating the plurality of stored statistics, 36. A
system according,fo clai m35 conprjising sixth nmeans for storing,.th ackets
wherein the fi ftf’ﬁ'meai‘él'%l %@%EP@F&B‘I{%@ Eﬂmmn%f&?mg?ﬁe&u &;‘?d“%d‘émg‘[ag%d
statistics, cdnhjut&lreadNRbEahPeodméY oBOBkd flerGR SGNSAEL o cohipur BYST&RMhe
according to claim 35 further conprising a display device for “displaying

t he gener atmdthedafckihds. 38. A system according to claim35 further
conprising a user.interface for definin the statistics, the further, .
statistic, a ti r’réz'per W%ftﬂrﬁﬂa’a’_rpraﬂ tce‘a‘ﬁﬂflﬁﬁt“ic{?ﬁ‘mﬁél"‘éﬁ‘?’!e 1@9‘_.5‘“55? e m
accor di ng t @nghabrfeafblerbfah GALRIdasd Sfbodidd thifdh P ek eSy A& 8 Sfedifhan
absol ute tine source; and fmeans for determning a tinme when each respective
one of the petwdiof chimfl. packets was received fromthe first conmunication

line. 40. A syst according to claim39 rein the ti source.is a
ecel ver for ) reb vi Agprasactage festos truhble Bt BatHSe nERLS PRGNS e Progran
38 41. An agttihghftishs %&H{aBFetWﬁe%%Bfﬂe% BErf&rnt HERHERE yp&aph ¢ medi um

having conputer readable program code neans enbodied therein for causing a
conputer to effeé4 thd mehodhactonding taclainl 1, whereih eaohplitherplpratity efistpistiduict

conprising a co ter useabl di um havin conmput er readabl e ogr.am.cod
means. embodiSESRIRds & ARREPeral s vrskets riyst GuribeR soreppiding on afthe prality of
claim 1. 43sucleRivedrAdheictisaRd tHENes of @%M@h@fuﬂﬁ&@tﬁ%ticﬁ@ﬂﬁﬂe@'sﬁmmg the
enbodyi ng a program of instructions exXecutable by the machine to perform

t he met hod plfradifefmtared gatisticsnet hod according to claimi1, wherein each of
the plurality Of4§t atA %Atl%osd according to claim 44 comprising identifying a type for each of the
packets such that each of the plurality of statistics corresponds to 2 number of packets having a
designated type that are received during the corresponding one of the plurality of successive time
periods.
46. A method according to claim 1 comprising
associatinga time with each of the received packets; and
associating each received packet with a corresponding one of the plurality of successive
time periods responsive to its associated time such that each of the plurality of statistics is
generated based on received packets associated with the corresponding one of the plurality of
successive time periods.
47. A system according to claim 35, wherein each of the plurality of statistics
generated by the third means corresponds to a number of the packets received during a
corresponding one of the plurality of successive time periods and the fifth means
generates the further statistic by summing the plurality of stored statistics,
48. A system according to claim 47 comprising means for identifying a type for each of
the packets such that each of the plurality of statistics generated by the third means corresponds
to a number of packets having a designated type that are received during the corresponding one of

the plurality of successive time periods.
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corresponds to a nunber of the packets received during a correspondi ng one
of the plurality of successive tine periods and the step of generating the
further statistic includes sutming the plurality of stored statistics. 45.
A met hod according to claim44 conprising identifying a type for each of
the packets such that each of the plurality of statistics corresponds to a
nunber of pa#@ketsyitemiacgordingde slagm 35 edmpyisiag nkeans ﬁ:reassmﬁain@jtixda mitﬁng;aﬂhef
correspond| one | u I|t of s ccessi.ve ne peri ods.

met hod accort rr‘?@elf’ ?JJ B?CEFWPT' g}&ﬁ@c 5e§§’df€fi 3?‘?11% |arF€ni'i?FR°r’i‘d€‘£&%’ed’lf thee

recei ved pagi@hfty AREcRSSOCHRE pBHoRAGLHONSTE 'ta/ﬁéﬂad%aﬁt%a tifd dhch ﬂ&%é&%}?ﬁ@' ng
one of the plurality of succesSive tine periods responsive to

associ at ed plurelityef ktatistixts iegereraséd bﬁﬂlephlmd nleansbased bmrdcsivied pacl&ts a;mmtai ed
based on rece ackets. associ.gted w.th he carrespondi one of the
plurality of" h?ﬁﬁ&@@???@%PgﬁﬂeBt&?é&ggt ’%@%?@Y%Hﬁ%d@Bngng to claim 35,
wherein each of the plurality of statistlcs generated by the third neans
corresponds to a nunber of the packets received during a correspondi ng one
of the plurality of successive tine periods and the fifth means generates
the further statistic by summng the plurality of stored statistics, 48. A
system according to claim47 conprising neans for identifying a type for
each of the packets such that each of the plurality of statistics
generated by the third neans corresponds to a nunber of packets having a
designated type that are received during the correspondi ng one of the
plurality of successive tinme periods. 39 49. A system according to claim 35
conprising nmeans for: associating a tine with each of the received
packets; and associating each received packet with a correspondi ng one of
the plurality of successive tine periods responsive to its associated tine
such that each of the plurality of statistics is generated by the third
nmeans based on received packets associated with the correspondlng one of
the plurality of successive tine periods. 40
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