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Access information is sent to a first edge node
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FIG. 3 



2/10 

 

 

First edge 

node

Management 

platform

S402,S403,send (receive) the 
registration request information

S401, attribute information of the first edge node 
and a number of nodes in a node group including 
the first edge node are acquired, and registration 

request information is generated based on the 
attribute information and the number of nodes

S403, an authentication certificate and a first 
installation package corresponding to the 

registration request information are generated

S404, S405, send (receive) the 
authentication certificate and the 

first installation package

S405, a first application is installed based on the 
authentication certificate and the first installation package

S407, an access manner is determined 
based on the access information

S414, status information of 
nodes is updated in response to 
determining that edge nodes in 

the node group are accessed 
normally based on the first 
access information and the 
second access information

S411, S413, send (receive) first 
access information

Second edge 

node

S412, S413, send (receive) second 
access information

S410, the first application is 
installed based on the 

second installation package

S406, S407, send (receive) 
access information

S409, S410, send (receive) the 
second installation package

S409, through a remote control module, the second 
edge node is controlled to install the first application 

based on the second installation package

S408, the first installation package is parsed 
and a second installation package is generated

 

FIG. 4 

  



3/10 

 

 

Start

Register a first edge node Register a node 
group

A node group is generated 
by default, a maximum 

number of nodes= 1

Certificate and Agent software are 
generated

End

 

FIG. 5 

 

Second 

edge node

2, perform 
installation First edge 

node

Remote 
control

1, a user enters remote access information of an edge node to be installed in advance

Installation is performed concurrently 
by multiple threads

2.3, perform installation

2.2,remote login

2.1, copy an Agent software package

FIG. 6 

  



4/10 

 

Cloud Management

Unified management of 

edge nodes on the cloud

Cloud

Edge

Terminal

Edge node

Edge 

application

Edge 

application

Edge node access device

Industrial 
manufacture

Security 
monitoring

Smart family AR/VR terminal Mobile 
terminal

FIG. 7 

Start

Receive a node message

Whether 
it is a keep-alive 

message

No

Whether 
there is a node group 

message

No

Yes

The number 
of accessed nodes in the 

node group has reached an 
upper limit

Notify a node management module to process
1) Update the number of accessed nodes in 
the node group
2) Update edge node information (IP, kernel 
version and so on), status and so on

Open a node information 
queue, and receive an edge 

application/device message

Open the channelOpen a node keep-alive 

message monitoring channel

End

Generate an 
alarm, notify 

the user

Yes

Receive a node keep-
alive message

Yes, receive the 

message
Keep-
alive 

message 
is timed 

out

Keep-
alive 

message 
is not 
timed 

out

Update a node status to offline, 
the node is not counted to the 
number of accessed nodes in 

the node groupNo

FIG. 8 

 



5/10 

 

C
lo

u
d
 

M
an

ag
e
m

en
t

C
lo

u
d

E
d
g
e

E
d
g
e 

n
o
d
e

U
se

r 
o
p
er

at
io

n
s

N
o
d
e 

ac
ce

ss
 /
 k

ee
p

-a
li

v
e 

co
n
tr

o
l

E
d
g

e 
ap

p
li

ca
ti

o
n
 /
 e

d
g

e 
d
ev

ic
e

E
d

g
e 

n
o

d
e

N
o
d
e 

ac
ti

v
at

io
n

N
o
d
e 

m
a
n
ag

em
en

t
C

er
ti

fi
ca

te
 

m
a
n
ag

em
en

t
N

o
d

e 
so

ft
w

ar
e 

m
a
n
ag

em
en

t

E
d

g
e 

ap
p

li
ca

ti
o
n
 /
 

d
ev

ic
e 

m
an

ag
e
m

en
t

N
o
d
e 

g
ro

u
p
 r

eg
is

tr
at

io
n

S
o

ft
w

ar
e 

d
o
w

n
lo

ad

S
o
ft

w
ar

e 
in

st
al

la
ti

o
n

A
cc

es
s 

C
o
n
tr

o
l

O
p
en

 a
 n

o
d
e 

m
es

sa
g
e 

q
u
eu

e

F
o
rw

ar
d
 a

 

n
o
d
e 

m
es

sa
g
e

M
es

sa
g
e 

p
ro

ce
ss

o
r

F
o
rw

ar
d
 a

p
p
li

ca
ti

o
n
 /

 

d
ev

ic
e 

in
fo

rm
at

io
n

N
o
d
e 

m
es

sa
g

e 
q
u
eu

e

A
ll
 m

es
sa

g
es

 a
re

 e
n
cr

y
p
te

d
 u

si
n
g

 T
L

S

E
d
g
e 

ap
p
li

ca
ti

o
n

E
d
g
e 

ap
p

li
ca

ti
o
n
 

m
a
n
ag

em
en

t
M

es
sa

g
e 

p
ro

ce
ss

o
r

D
ev

ic
e 

co
n
tr

o
l

R
em

o
te

 c
o

n
tr

o
l

R
em

o
te

 
in

st
al

la
ti

o
n

A
g
en

t 
so

ft
w

ar
e

G
en

er
at

e 
ce

rt
if

ic
at

e 
/ 

so
ft

w
ar

e

T
er

m
in

al

In
d
u
st

ri
al

 

m
a
n
u

fa
ct

u
re

S
ec

u
ri

ty
 

m
o
n
it

o
ri

n
g

S
m

ar
t 
fa

m
il

y
A

R
/V

R
 t

er
m

in
al

M
o
b
il

e 
te

rm
in

al

 

F
I
G

. 
9

 



6/10 

 

 

 

Start

Register a node group 
(perform once)

Download 
software

Select a first edge 
node to install the 

software

A remote control 
module of the first edge 

node enters access 

manners for other nodes 

Start the remote control 
module to remotely 

install the remaining 9 
second edge nodes

End

9 times (simultaneous performing, 
concurrent processing)

1 time

Node 
activation

Node 
management

Certificate 
Management

Node software 
management

Edge application / 

device management

Access 
Control

Open a node message queue

Forward a 

node message
Message processor Node message 

queue

Node access 
message

Generate certificate / software

Node 
management

Certificate 
management

Node software 
management

Node group registration

 

FIG. 10 

 

Management platform

First 
edge 

node A1

Accessed Accessed Accessed
Successful 

access

……
Second 

edge 
node A9

Second 
edge node 

A10
 

FIG. 11 

 



7/10 

 

 

Management platform

First 
edge 

node A1

Accessed Accessed
A number of access 
failures exceeds an 

access upper limit

Successful 
access

……

Second 
edge 

node A9

Second 
edge node 

A10

Accessed

Second 
edge node 

A11

FIG. 12 

 

 

Cloud Management

Cloud

Edge

Second edge node A10

The second 
edge node 

A10 is 
offline

Node 
management

Certificate 
management

Node software 
management

Edge application / 
device management

Access 
Control

Close a node A10 message queue

No node A10 
keep-alive 

message

Message 
processor

Node message 

queue
Message 
discard

Edge 
application

Edge 
application 

management

Message 
processor

Device 
control

Remote 
control

A second edge node A10 is removed and a second 
edge node A11 is accessed

Agent software

 

FIG. 13 

 

 



8/10 

 

 Device for information processing 14

First sending module 1402

First receiving module 1403

Control module 1404

First generation module 1401

 

FIG. 14 

 

 

Device for information processing 15

Second sending module 1502

Second receiving module 1503

Updating module 1504

Second generation module 1501

 

FIG. 15 

 

 



9/10 

 

Device for information processing 16

Third sending module 1601

Third receiving module 1602

 

FIG. 16 

 

 

First processor

First edge node

170

1702

1703

1701

First memory

 

FIG. 17 

 

 



10/10 

 

Second processor

Management platform

180

1802

1803

1801

Second memory

 

FIG. 18 

 

 

Third processor

Second edge node

190

1902

1903

1901

Third memory

 

FIG. 19 


