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enbodi ments rel ate -generally to gam ng systenms, such as ns
depl®oyed in a casino enterprise. Mre particularly, appar at ussasd _net hod
for devel opi ng and nmi ntai ning custoner loyalty in the casino enterprise

are descri bed. DRRGNWHICUS FLaLk FRASHERAWIIPIRANEBEVPESY and

mai ntai ning a | oyal custonmer base 1's a critical conmponent o Ooperating a
successful casino enterprise. |In BACASGROWNNI ronment, an every changi ng
m x of custoners, including identified custoners and unidentified
custoners, &ied pf the@uscribddiimbbédimeassi no enterprise and utilizing casino
services at any one time. To encourage customer |oyalty, custoners whose
activities ¢e01p&h¢ dachied catbddmicnrsirblateegndrallt toazamirgf systems,zach e r ewar ded
based upon their utilization.of casino servjgces. 1?51508,03 Casi n

enterpri ses gélrltne‘*r%Y%i?%éep 9Y§88h%?a§mf’ﬁ8w&ﬁ§ﬁ'c PP e Ea“fsrfmg | oyal ty
program t hatmalddgwsddvBeping ad dintdififg b@tddeer idyARK @fthe EQInoZentasise®y to
participate in a |oyal program the casino enterprise usually requires the
cust oner t o9dg¥HPsdHe i dentifying i nfformation. Then, an instrument, such as a
magnetic striped card, can be provided to the custoner. The instrunment can
be utilized QPQ?WN@WKM)BS‘%F@P&H ties 20within the casino enterprise so

that a record of the custoner's activities are generated
[0002] Developing and maintaining a loyal customer base is a critical component of

10 operating a successful casino enterprise. In a casino environment, an every changing
mix of customers, including identified customers and unidentified customers, are
present within the casino enterprise and utilizing casino services at any one time. To
encourage customer loyalty, customers whose activities can be tracked and attributed

to the customer can be rewarded based upon their utilization of casino services.

15 [0003] Casino enterprises often offer customers the chance to participate in a loyalty
program that allows their activities to be tracked. For a customer to participate in a
loyal program, the casino enterprise usually requires the customer to provide
identifying information. Then, an instrument, such as a magnetic striped card, can be
provided to the customer. The instrument can be utilized during various activities

20  within the casino enterprise so that a record of the customer’s activities are generated

and stored to an account associated with the instrument. As an example, a customer

can insert a magnetic-striped player tracking card into a card reader associated with a

slot machine to have a record of their gaming activity on the slot machine stored to

the account associated with the player tracking card. A disadvantage of this approach

is that information stored on the instrument needs to be obtained before it can be

[
w

attributed to an account associated with the instrument.

[0004] At any one time, many unidentified customers of a casino enterprise can be
participating in activities that are valuable to a casino enterprise and the casino
enterprise may wish to give them awards based upon their activities. However,

30  because the customers have not made their identity known to the casino enterprise,
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and stored to an account associated with the instrument. As an exanple, a
custoner can insert a magnetic-striped player tracking card into a card
regder associated with a slot machine to have a record of their gam ng
activity on the slot nachine stored to the account associated with the

pl ayeEI tracking card. A disadvantage of this approach 25is that information
stored on the.instrunment needs t e obt ai i t.ri but ed
o dn accoule HeDBr ety TRk GEeB b SHER: PEbE kb SpeRuh it nany
uni dent i f i edsiablishooyaltg with patepdslynalmbleengoings. Tiancusenear hayciepatn ng in

activities that are valuable to a casino enterprise.and the casino
enterprise ABACHITG] PR BIReT OhEEASORN Paé“sﬁﬁ%eeg’wﬁb‘f?wﬁﬂd“rw&&eﬁﬁaﬁ &s.
However, 30ReGRHBErslRteCHShOEREDHNAYRyABL pro@dm thhidhve foflkh toprkiawn to the
casino enterprise, 1 *@0002* their activities go unrewarded and the
casi no oper dhedrloyilyqwagramtiniopmatioa deppOAT WHVILY: 2) GOR SHUHPFIE HAl BFFal ty wit h
potentially valu . 4 mﬁ: ; S, gga%r i | idid-ed for a
nunber of re“}e/{gié’ﬁg(.% gﬁ@%@%ﬁ%@got elﬁgrﬁl\l entgll"?le %eﬁgrgt}é%}aéréghgggwt?&&l)
menbers of tphezramsi Aocuswtersphatsed slucpyptiotgjveprid teampetshea! itfameatibpegdt t en to
provi de 5their |oyalt rograminformation during an activity. 2) new

cust oner s tﬁ’ﬁ?ceaf%“"w %‘105%‘5?“%0 have their identity known but have not
signed up y Or. the.casino's | gyalt rogr ; : 3)e.C that are
rel uctant t 36%433 & %’f‘“ﬁ% e?uPtOB’gFSscc'Slﬁ afPr ?Sﬁﬁtoaﬂ%%tgﬁggﬁ%ln(g ah%%%@ gﬁ%@ﬁ%}%
anonynoug. %0Q08d TdHetentnd theid ofdiaingTRéde]scan ineRkepefitablity,argsend r acti on of
a casino enterprise's 10revenue. To better .t unglbt hei r oper at {ﬁntﬂ .nodel s and

i ncrease pr GRISRIBE APYsFs obeggkney B fepespriiesqod prhaviory PaREEEP! Relbw t he

denogr aphi cs,aBfheRENRBLRIA] ot i8EMRY Qhrut Bethin thIsds@oRhErpriRdanemegnt  of
their identity status within the casino enterprise. Further, casino

ent er pri ses oabishentorpripestwisiygidssinpesiepterially velaphleprstorrus tshiess therd | ear n
their ident Ii&%néﬁ)psc;[tngttcugtgﬁ&oﬁ?&w a?lﬁ%%éful?}nq plaf?aﬁfoﬂelp&it plsiPat L&l e of repeat

busi ness can
15  established. In view of the above, methods and apparatus for attributing customer

activities within a casino enterprise to particular customers independent of their

identity status are desired.

SUMMARY OF THE DESCRIBED EMBODIMENTS

A monitoring system for monitoring customer activities within a casino
20  enterprise is described. The monitoring system can be used to determine a current
utilization of casino activities so that an optimal mixture of activities can be offered
by the casino. Further, the system can be used to identify customers, based on their
utilization of the activities, whose loyalty that a casino enterprise may wish to

cultivate that are currently not members of the casino enterprise’s loyalty program.

25 In particular embodiments, the monitoring system can be configured to
passively track portable wireless devices and associate the portable wireless devices
with activities within the casino enterprise that are not attributable to customers
registered in the loyalty program. The identity of the person controlling a particular
portable device can be unknown. A virtual customer account can be created where the

30 first portable device is used to identify a virtual customer associated with the account.
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15establi shed. In view of the above, nethods and apparatus for attributing
custoner activities within a casino enterprise to particular custoners
i ndependent of their identity status are desired. SUMWARY OF THE DESCRI BED
EMBCODI MENTS A nonitoring systemfor nonitoring customer activities within a
casino 20enterprise is described. The nonitoring systemcan be used to

determ ne a r Ut -kl zat i i SRRV’ . ot i mal

i xtur e of  EARFOD ithlch e B ERTURPIAR KOS ot AEiR OB Tom can
be used to itldenitudl yuaasérons seredaa steedvioul tiomeruicedunz at i on of t he
activities, whose loyalty that a casino enterprise may wish to cultivate

t hat are current Tie Mohitorgdgstemehn inskide asemer. €ht saryaricaiebescdnfigaded yo pr ogr am

75In particul ar enbodi ments, the noni.toring systemcan be confjgured t
passi vel y t A5ERNIBEMEHPER WT?I@P%%%BWU‘r’léye“sangﬁd‘%ﬁégtg%}oaﬁCé‘S‘toﬁ’é’r B’&Lgabl e °

W 1 el ess sdevidhRsreibisforid tabdbubi, Sschvis b hédistélde cEasthdAcehempr byt hat are not
attributable to custoners registered in the |oyalty program_ The identity

of the persoressnt Woen thaguihgss of preedtiaity sotof aBiRIghS o g sk B U tpRFown. A
virtual custolmp, ?%%QH@; cdne BEAGHERD e WHRE S blier é@lfe'ﬁg SloupRbf abl e devi ce

is used to identr a virtual custoner associated with the account. Based

upon i dent i frursheseslatagbiomiswicfdarasandion Mitglsbesighal fate to wraquely 1dpvtEy hen be
associated with the virtual custo a o) - e I oner
rccount . Thahoslobrl e ST o ERTE 2 SRl P SrihLh G eliE T
configured tige Eelsatich icuniiRihidentdiaplercal 8s ehaothe@ris ewupl pirghasadatbe attri but ed

to a custoner with a 5Sregistered custoner, account, such as.a,reqistered
cust omer acCOUM™s flatg ap at't esﬁf’@ﬁ%&#ﬁa t%}éﬂaﬁtﬂgeﬁffﬁtﬁﬁg’émgif“%%?glfﬁi vity is
not attri butipdf@uieQradsdcBOnsSdaf ARE b6 HGituieRT to AeCi@diRiduall he server can be
configured to determ ne whether there is enough of purchase data, bionetric

data and/or Wi relggasscOiahe Adhitorin@ syaéd ¥ahs iodaRtthdyintRrief. amsact i on
related to the purchase of the activity. A criterion for determ ning

whet her 10t FETVET eaRdRRAEdeRPTPEessi GuengTyiaad Amer sl Inserfasm [ COMARNICEINg e i s
enough Pyre hvéﬁhereﬁil%{eadevices, such as devices configured to control a wager-based game. The

method can be generally characterized as including: 1) receiving, via the network
interface, transaction information regarding participation in an activity within a casino
enterprise; 2) determining, based upon the transaction information, that the activity is
not attributable to registered customers with loyalty program accounts in a loyalty

20  program provided by the casino enterprise; 3) determining a location of the purchase
of the activity; 4) receiving via the network interface wireless signal data from a
plurality of portable wireless devices deployed within the casino enterprise; 5)
determining, based upon the wireless signal data, a location for each of the plurality of
portable wireless devices; 6) determining that at least a first portable wireless device

25 is within a threshold distance from the location of the purchase of the activity; 7)
generating a virtual customer and a virtual customer account; and 8) storing device
identification information that allows the first portable wireless device to be uniquely
identified and the transaction information regarding participation in the activity to the
virtual customer account where the virtual customer’s participation in future activities

30  can be identified based upon at least a detection of the wireless signal data from the

first portable wireless device.



bi ometric data and/or wireless signal data to characterize a particular

i ndi vi dual such that future transactions can also be attributed to the

i ndi vidual . One aspect of the nonitoring systemrelates to a nmethod in a
server.” The server can include a processor, a nenory and a network
interface for conmunicating 15with renote devices, such as devices

configured to control aB @fg%ﬁ@@OFEﬁﬁgﬁ@!&%n be generally

characterized as incl ud# ecer vy, rk interface,

transaction inf tion.regardi ticipation. i n activity within a
casi no ent er[wpgiggﬁr}lg@é‘%‘%%wﬂ} E%r,eg‘gl!i'sl@@e%%(?ﬂ%?'ﬁ%enff’ﬁ %@%gfﬁalcl)?\dyi nf or mat i on,
that the aclestripor i coffunéldniviibiihaB@mpanyiggdra tipedvicust fkefegerickh | oyal ty
program accounts in a loyalty 20program provi ded by the casino enterprise;
3) determ ninH’@erélslQﬁélé’t“i‘%ﬁk%sfm’tcﬂ’éalﬁlﬁn}?ﬁﬁs@dd? W activity; 4) receiving via
the network interface wirel ess signal data froma plurality of portable

wi r el ess 5deV90dk Fige pisbiete Ypeihdingrameof @ sayinerdepaicdeluding & 5YstRmt &Y ni ni ng,
based upon s £LRRIt bENes 4RhQordind OGRS 1H0RedchbecP@RbdBherkfie plurality
of portable wreless devices; 6) determning that at |east a first portable
Wi rel ess deyygR) F. Wishdidh Blolindigsnl f o dhshAQh&phidedBot Pan WaCRIhon of the
purchase of the activity; 7) generating a virtual custoner and a virtual
cust omer acoeues;acayitesn asagsiné pjerEsd ae béide purchasediandgrackest B aperdasge t hat

all ows the fi'ﬁlfsth ﬁgsrlti%%lee bv(\)/i reln 2SS device to be uniquely identified and the
transacti on WHF8F HEFTAH FRYLE Sy participation in the activity to the
virtual cust acgount, wher he virtual custoner.'. riici ion in
future acti JE@L?% é%l?lh%‘é Clﬁad—g%fta} Ftéaé Eoerlggt mlljlf)uélﬁrggm l%sglglfa a}é&&%ﬁécti on of

t he wi r el esknswgbadtoriat and statbutihethkiatsititigsas vatuhecusionelsess devi ce. BRI EF
DESCRI PTI ON OF THE DRAW NGS [0006] The enbodi nents will be readily
under st ood hpotopeid alshows nplodetiaglaatbideatingdysen mdudionh suredriaadh Wi th t he
acconpanyi ng drawi ngs,.  wherein like r feregce némeral s designate |ike
structural EPBHEASYICEHIRRCrdRer Mith teg GrserhediEPyodiPeaiions a bl ock di agr am of

a casino enterprise _including a systemfaqr nonitoring custonmer acfivities
in accordandgﬂﬁﬁ] chg-tDWBO‘M%%E?rFFﬁéH"%%BY‘SH‘Eﬁgﬁtg?.m“[gélﬁblgﬁ‘ mFE}c&.’rd?‘cgl’ivd\%stﬁ% bl ock
di agram @f g.castnemesdigensi se floor plan where the various activities in a
casino enterprise are being purchased and tracked in accordance with the

described enmbodi ments. DESCRIBED EMBODIMENTS

[0012] In the following paper, numerous specific details are set forth to provide a
thorough understanding of the concepts underlying the described embodiments. It will
be apparent, however, to one skilled in the art that the described embodiments may be
20  practiced without some or all of these specific details. In other instances, well known
process steps have not been described in detail in order to avoid unnecessarily

obscuring the underlying concepts.

[0013] With respect to the following figures a system for monitoring customer
activities within a casino enterprise is described. The monitoring system can be used
25  to determine a current utilization of casino activities so that an optimal mixture of
activities can be offered by the casino. Further, the system can be used to identify
customers, based on their utilization of the activities, whose loyalty that a casino
enterprise may wish to cultivate. In particular embodiments, the monitoring system
can include 1) a first set of devices that record purchases of activities within a casino

30  enterprise, 2) a second set of devices that allows customers with a registered account
4



10[0009] Fig. 3 is a flowchart of a nethod for determning activities
unattributed to known custoners and attributing the activities to virtual
custonmers. [0010] Fig. 4 shows a bl ock diagramof a gam ng system incl uding
a server and gam ng devices in accordance with the described enbodi nents.
[0011] Fig. 5 shows a perspective drawing of a gam ng device in accordance

W th the 15488GHL DRthoRARAMURILS. PESChERR ENMROBIIN % bR Rlackdint he

fol | ow ng paper, nunerous specl S are Set to provide a
t hor ough undefoshaiodiso thaotheir perchased eghitiasceebd stomed td the ackesotrandgla
art that

enbodi nents. It w be arent, however, to one skilled in th

the descri bé@‘t%%’g‘;eﬁﬁﬁf @‘g STy §§B?rdﬁt?’fféfétﬁ’r\/q%8‘1ﬂnos°8ﬁt*8m81is’ %‘FFasof t hese
speci fi c debainhdric inforfai@f or WisélaR 6RGal iPhhatlondwm pireleestkviRtepsrikieye not
been described in detail in order to avoid unnecessarily obscuring the
under | yi Ag Eavepswmerpfady ofilps Arsk, segoae and urg gt of GPYIBRRICAR LS FYBIELO 8 syst em
for nonitorigg.edstgmer activities within a casino enterprise is described.
The nonitoring system can be used 25to0 determine a current utilization of

casino acti :ﬂ)dlhﬁsrhé Cerf R@Lerad? caPbd (Rl ieX b iderRineAblditr bipBRngRnr e of fered
by the casino. Further, the systemcan be used to identify custoners, based

on their utiaciivittdan e oftriiied ta@tusipmpeith grgssterpbgusiomer p¢rauntasushgs mo
enterprise may wish to cultivate. 0] i e Boni toring
Syst em can (RS SRR ol R BRI U B ot BT

activiti®s wot fttribuaabias ianeziSbed testgméraecoud), the sswencud beebnfifuratitei ces t hat
allows custoners. with a regi.stere ccaunt .~ wi.ith the casino enterprise,
such as in égf?gﬂlrﬁ’f: “ithﬁthﬁr ‘]hB'_%df F%Pu§€8§?‘5§1as? sy PR g %%%81?2 r“(lﬁeﬁeos? mation so
that their pumeh@se@ widubliiddiy Gi8frahRcEdnaeREdkO theparcaee@ffte atdn3) a third
set of devices that passively gather information from casi no custoners,
such as bi oridervicelespisnatdaiagrpyomianelydfiesidy & wegleps denics thihisi AP wi r el ess

devi ces carrd,gdmBy 1DGEFhAAFMSE By ideAGHhbR] sidi@s LiaMwiteless SigRAIGa@Nd third
set of devices can be coupled to a

15  that identifies a wireless device carried by a customer, then a virtual customer account
can be generated. Transaction data and data that uniquely identify the transaction,
such as the biometric and/or wireless data, can be stored to a virtual customer account.
If all or a portion of the pattern of unique identifying information is repeated in future
transactions involving purchases of activities and the pattern is recognized by the

20  server, then the future transactions can also be stored to the virtual customer account.
The monitoring system including devices and the server and their functions are

described in more detail with respect to Fig. 1.

[0015] In particular embodiments, the server can be configured to determine locations
where an activity that is unattributed to a registered customer is occurring and

locations where biometric data and/or wireless signal data have been detected. Based

[
W

on the relative distance between the location where the activity is occurring and the
locations where the biometric data and/or wireless signal data has been detected, the
server can be configured to associate the biometric data and/or wireless signal data
with the unattributed activity to uniquely identify a transaction associated with the
30 activity. In one embodiment, the server can be configured to determine whether
biometric data and/or wireless signal data locations can also be matched to locations

where security events have been detected. Further details of mapping activities that
5



renmote server. [0014] The renote server can be configured to determ ne
whet her a purchase of an activity can be attributed to a custoner with a
regi stered custoner account, such as a registered custoner account in a

| oyal ty program Wen the purchase of an activity is 10not attributable to
a registered customer account, the server can be configured to determ ne
whet her there is _enough of. rchasedta trlc dat a.and/or w rel ess

si gnal dataafeunﬁmﬂﬁfﬂ%cﬁ? rF%%%F?FV“PWé ?O‘é{ﬁgagéﬁ GRETS aresfesdiord W ﬁe pur chase of
the activit yespddigo Rigl 21 ess signal data may uniquely identify a wireless
devi ce t hat is carri ed by a customer. If the transaction is uniquely

i dentifiabl €f001$gMbt1ﬂﬁis MpRicHblE & @8 Sosit@ial systatard &shrledivd@ntigetas Fag. Wi r el ess
devi ce carri ed a custoner, then a vi rtual custonmer account can be

generated. Pr dﬁg%tewlarrﬁr@&éw%%éwe& a e GARTEYEIGO iCEREFRL FSPOTthe

transactison del%ﬂﬁlla tl?egacttlbﬁepbﬂ%gt'éf'e@ BHGhE% aM\G/Ene\"l%ﬁ cB@bflers FAMnBE ARt Ored to a
virtual customer “account. If or a portion of the pattern of unique

i denti fying sn:rwﬁrmammcomﬁgusedrtepme@tms thet apeeurageangead cusimmers mAascoinag
purchases of activiti nd the t J 0 h erver, then
the future trgﬁétgrg |o§§m%a%m¥é $d %ﬂorgﬁ{”el ertegﬁ\%lgbéﬁ?qr%f&lc%t%%%er account .
The noni t or iregsisyist ecrioniciucchssiy], devseoescarie cohigised weransdrankations unct i ons
are described.in.nmore detail with resglect to Fi 0015] In particular

embodi ment s, 0 9‘@0“&&514“6’8“@8111‘?61 15 FIEE?dtCBSt@B%earcﬁ‘?“r? | ocations where an
activity th |buted to a registered custoner is occurring and 25
ocat 1 one wibT i he Boniinedlrb e B e HRRETE obfTadidsn
detected. Bangdafihglabevifi®l Bf pavicuthr SdadiifCadBeitiee At 4rb Gndi@ibated @a Wher e t he
activity' is OCCUr i ng and the | ocations where the bjonetric data and/ or
wirel ess si gegiftergd cusiofae cpe beidgeifiadibyathersd biipeyas andgey vHEClesHENYured to
associ at e t he indaRlEiafed 494 FrARAAGOmY. FREES SoatliBN@vidatsh W dolighBe
unattributed activity to uniquely identify a transaction associated with

t he 30acti viwith aplpnramséor@aﬁmdngrb,lnmetrtcmad/gewekesmgnab@t@cDﬂaﬂg@f gainmnp

det er mi ng whe bionetric data andor .w reI ss_si.gnal ta |l ocations can
al so be Imat caﬁé‘c’f ' anld(%lmfn o(%g tg?tecagggﬂtrllll ef} II(laven e ﬁnn ¥ %tgeg]nar%et ect ed.

Furt her det alebaibed 1rnfapqa|dﬁgllanthi respiecias Fighat andat. dewndethild dfubedotioringgi st er ed

custoners to virtu %rs are d scrl(g ed with re pect to Fig. 2. [0016]
Met hods applsiy%tSIBIaB ftﬁ)aﬁsﬂ“éat ﬂ‘?vtl‘if’Fia’ﬁ’ eSGbf mltg,rgpgfgé% ¥p d with respect to
Fig. 3. In partl cul ar enbodj nent s, e server can

ur ed generate
reports 5det!8P181 g tlshovst Plprk ii’égraB‘fo PEGHRY %‘ft%rlﬁ?uﬁ)t%ﬂjé 1§° ﬁ%Ff%‘? g@l rtual

cust oners. FYf hBSorinkREstomer activities in accordance with the described embodiments.

20  The casino enterprise 10 can support a number of activities 12 including but not
limited to gaming 14, shopping 16, food and drink services 18 (e.g., restaurants, bars,
nightclubs, room service, etc.), entertainment 20 (e.g., shows), lodging 22, and other
services 25 (e.g., spa services, pool services, in-room entertainment, meeting rooms.
transportation services, etc.). The gaming activities can include providing game play

25  on electro-mechanical devices, such as reel and video slot machines, video card
games (e.g., poker and black jack), lottery games, bingo games, keno games, table
games (e.g., craps, roulette, black jack, pai-gow poker, baccarat), card rooms and a
sports book. Additional details of wager-based gaming activities are described with

respect to Figs. 4 and 5.

30  [0019] The enterprise activities 12 can be distributed within a building complex. A

casino enterprise, such as 10, can include building complexes at multiple locations.
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server can be configured to trigger actions that encourage virtual
custoners to becone a registered custoner, such as a custoner registered in
a Joyalty program Wen a registration action is successful, the server can
be configured to transfer transactions in the virtual custoner account to
the regi stered custoner account. 10[0017] Finally, the nonitoring system

can include-the nonitor.i f 1N V] : 3 1 LVvities. In
parficular,Tégﬁyﬁ ng%??v}%fggt%ﬁgkwgkg%bagﬁnggﬁggghf%0%5%%éki%§§ed

cust oner cairohelocd@ntd facetbnby gat hered bionetric and/ or wirel ess signal
data and associated to a virtual customer. Further, gam ng devices can be

equi pped W tjé028p paraal bse fime, N alidhandry ganlbeqarhkihg inadel/ices awotialed Sd8thshgnal

data. Details of gamng 1b5activities and gam ng devi ces that can be
utilized inCRREPROANEIFAG E*Vé%&??%‘?%“ﬁ@@gﬁsiaﬁég‘eisﬁwﬂmﬁH‘H@fa]éﬁey\ﬂif’t h respect

to Figs. 54 3BdakIng MEXhry SRF Bink Fopinstange, ARA6ME! NnTYEL@MoRREbINT & 225SOCi at ed
devices are described with respect to Fig. 1. [0018] Fig. 1 shows a bl ock

di agram of @osheiping npatipipate & gamingaqtivitiongugh ayplexing 560F BachignArbr i ng
customer actyy) rEt'ir%?L {h@ir%&ﬁr&aﬁ%ey\éy}aﬁsgw)&s G0l et CHRAHb FRHusiding0The
casino enterprise 0 can support a nunber of activities 12 including but
not |imtedcompgambsagiated wikitbpeitergriseictivino drdgn tbod mhé rigksriBiand theng (e. g.

restaurants,, ba ni ght cl ubs, (Hoom servi ¢ et c. entertai 0 (e.g.
Showe) | T oager! 95 bR G SURGR: 3ELEEN b ol S Wb Bnl Bfbisf

servi cesyy i Mo kRAMBEddMalatypEeidw, gie@ihie Rasific) Py bldck etk @04 table with SEVevi ces,
etc.). The gam ng activities can include providing gane play 25on
eIectro-necHﬁﬁFEﬁptH%VF%@éya@ﬁ@H@é?n?gﬁi and vi deo sl ot machines, video

card games (e.q., poker and bl ackjack), lotter anes, bingo ganes, keno
ganes, tab|éﬂﬁﬁhégﬁpég@nrxefa$§PWF8@}@@F%?L%ﬂaéﬁ%r§SRweﬂaﬁg& poker ,
baccarat), Gaigh £RRAR. ARAuEeSRRAA b ARy oAddhdddpiietial Asotrér ager - based
gam ng activities are described with reSpect to Figs. 4 and 5. 30[0019] The

ent erpri se asdé¢velopinggind magusining adeyet euskomes Rasginpudingensouiaging gensdinpl ex. A

casino epter Sl ’froﬁP%inrﬂr%s oﬁt%ﬁ’i@.chﬂ%ﬁrg.ercp&gtérﬁﬁr{é%%ggalv‘?ﬁ%%% 8fferul ti pl e

| ocat i ons. e enterprise activities that are provi In a particular
bui | di ng conpittex theaasivaenterprigenhtl and devadop 4 byhleostbinenbasd, 002 ddsirbleamy one

enter pri se. deproe agvaes M eRERBe e P tsronerS Mka tenePE i ¥os 1 whi ch
they are each activity within the enterprise activities 12. Based on their choices and level of
spending, promotions can be selected and offered to particular customers that
20  encourage them to return to the casino enterprise 10. A tracking system 50 that can
gather information that can be used to assess activity utilization with the casino

enterprise 10 is described as follows.

[0022] A tracking system 50 can be implemented within the casino enterprise 10 to

determine what activities individual customers are choosing and how much they are
25  spending per activity. In the embodiments described herein, the tracking system 50

can include an activity tracking component 24, a registered customer tracking

component 26, a passive customer tracking component 28 and one or more back-end

servers, such as 30, that receive data from the components. The activity tracking

component 24 can include devices, such as but not limited to 1) point of sale terminals
30 (e.g., cash registers), 2) gaming devices including cash handling capabilities and 3)

other devices that include cash handling capabilities.

7



S5partaking can vary over tinme. For instance, a custoner 1 can register for
a roomin 22, go shopping 16, participate in gamng activities, such as

pl aying a slot machine, and then retire to their room As another exanple,
custoner 2 might wal k into the building conplex associated with the
enterprise activity, order food and drinks 18 and then depart the buil ding
conpl ex. Wh custonmer N r 0. i 4 di Oto see a
Br Gaduay” 0BG TGN g0 e ee IOy HEs A ARBOIR & T SEE
live deal er gaitgatt hftimlaciaw sbdul purbhidskdlaniyiteerfolr énstandQ@24sh €gFerinng a m x of
activities that is desirable to th%%tﬁustorrer se is one factor, rel ated

b
to the succESRUERYMAHYPIovilsidetals, sp¢ SESPROTEREL AR AR B SR f act or

is devel opi R@aRd bRl §8ne Ak QH&he&!}lﬁﬁmgl@?d gA8E dbned. webihng agiizour agi ng
repeat 15 business fromtheir nost profitable custoners. To determ ne what
activitiés iyt ol¢ne mighhpendinferreaionirdieating ap amewnt ph cashdeprsiied B e oyal

cust omer bagl% icd barlod tg%%gér@p(i ﬁoxﬁ?hg&@WeMmcﬂﬁE b¥idnleSstayt ML b&WesoNer s are
choosi ng an h&w mich t y spending on each activity wthin the enterprise
activities idle pBésisdavomd theints, efvolncyes amatlebr lesaneple.of deyppemelp AlGthing 9/t | ons can

be sel ected and offered to. ticular custo cour themto
return to t HREELLER %d%tﬁ]{eélﬁﬁ?ﬁ?f;%n?d).um&a%ega%kﬁ%&é%}Js‘é?{a% %SH;& %gtaﬂ(ggn gat her

i nf or mat i on tytedm@@nsgea. Taethformads:s parranat fram eychutfitid aavitiencanibelsenthe casi no
enterprise 10 is described as foll ows. 100221 A tracking system 50 can be
i npl ementled MR EHRGE HTEIcSIEh ﬁ%seéYFtrég'pri se 10 to determ ne what activities

i ndi vidual custoners are choosi ng and how much thg%ﬁare 2538%ndi ng per

activity. | r00Me lctheae vifit RUreRased VR e BEFWRRt 468 25 p SERHRE IRIPE M 50 can

include an apfinydvides idRGHiMGinFRMRASIERNIh B card, ﬁl@ﬁ]irﬁéx@ﬁgﬁs@b&ﬁ@é@iﬁl the acki ng
conponent 26, & passive cCustoner tracking cohponent 28 and one or .pore

back- end serprevieus pataeraphsidguification infosmanaperem the wrd mIghide soRpOARME. The

activity t rqg&)@gﬁlagg [fg&ﬂﬁ% 4t g@%@nfé&fﬁh%ﬂhﬁg&b&%@’cﬁ e BorfiuRiio not i m ted

to 1) point rmnal's .., cash registers) 2) gam ng devices
i ncl udi ng caelerhaedt ha ideatficlioh it dsesianidviB) a custrener dieay hesorsgisiered Wikdnude cash
handl i ng Capaacgg)ulnit Eviitg%he casino enterprise 10. For instance, the customer may have a
registered account in a loyalty program with the casino enterprise where details about
the account are stored in the registered customer database. Thus, the server 30 can be
configured to search an account database, such as a registered customer database 32,
20  to determine if the identification information can be matched to a registered customer

account.

[0025] When a match is determined, details of the activity can be stored to the
customer account in the registered customer database 32. For instance, an amount
spent on shopping, what was purchased and the shop where it was purchased can be
25 stored to the account. If the account is a loyalty program account, then a point value
may be assigned to the purchase where the points accumulated in the account can be
used to determine a qualification for comps (complimentary offers) that the casino

enterprise might award the customer.

[0026] If a match is not determined from the registered customer database 32, then
30 the server 30, as part of the unatiributed activity assignment component 42, can be

configured to determine if there is enough information to associate the activity with a

8



[ 0023] The devices associated with the activity tracking 24 can be
configured to generate information about purchased activities. For
instance, a cash register in a restaurant mght provide details, such as
theitens ordered, an anount spent on each itemand a total anount spent.
As anot her exanpl e, a gam ng device, such as a video 5slot machi ne m ght
send inf or n@‘}rﬁglnc 'st{&g'l'ep child 'gﬁle%'%ﬁ]gus?gmé}%ﬁﬁb%gQf?a;éttneeqhé fﬁtfcgmtaﬂﬁn devi ce,
anount s di spense rémthe devi ce, an anount of gane play tine between idle
peri ods, awdtedimambounst@nerat@unt in thedatanedt 3ve The xanupl @istomeddatatmee. iswcha cl ot hi ng

store mght send a detailed list of itenms purchased, .an amunt .spent on
each item aﬁ?ﬁ cepingiuds iormatgp ahut trﬂféctf%gg}aﬁ%ﬁ Bﬁivé‘z%grl%cfa?lpgm each of
the activit e@erpeiddwhére aentaniQtionsark eMgLy SRANBY inStieb wag bs@tovest 30. [ 0024]
If the activity is purchased with an instrunent, such as a credit or debit
card, that pyevirEdyvithdaustomer mghe reeistorst GUSRMAT €42k3@3%ard, then in exanpl es
described in the previous par ag,r aph, identification information fromthe
card, night [¥R7kAdfewsrisnignfpraddinga ysasasHas® theygRaaustemer 4abgsfe’denbodi nent ,
the server ﬁgdﬁ%%%eg%iﬁ@aﬁ'fsﬁsgcﬂﬁénqu Rt OHGhGEAE B afefnof ARk ABMk bt fdfd On i s
associated wth a custoner that has registered with an account with the
casi no ent eppA) deernOninEdfthern sy encugh unigee infosmanrsrabauythtugnsaciiondlyt &t er ed
account in a_loyalt rogramw.ith t ' J: r ai |l s about
the account &} gé'%vte '1*81 '?%lgpﬁetortéeg?usstbzl%eggﬁl&{}gﬁh§rgre§@eﬁ5 géagtl%%afé\ga% a?ﬁ(g@ t he
server 30 canthhie eshbicgitrgiic 10, Baktchiry iddeountndahabige infesuchoas a

regi stered cgstomer dat.abglse 32, 20to.det e(r,rp Esg i f. thg c'!)dent |tﬂ‘| cation

i nf or mat i on 2R} HTARSAICHRR Hof Bruge FraRREHoms JYS FLP SfeIendieh HRPe N FEBE] Wien a
match is detgorhdRd anddsadihied Qfithtiecud@hi vinkactioABndE) &h@ikting I thdhe cust omer
account in the registered customer database 32. For instance, an anount

spent on shdjspsaaton inieat swidisicpluyalussyeltthaig WorS teplgpe e expmpPlfaisthdur chased

can be stored,{045Ng 1aE Q4R lan iddrubddfe REIE RIAM fidafiointUAiSY, shOgBRam account,
then a point val ue may be assigned to the purchase where the points

accunul atsed craditiche!, et aUnast cateripé) asdB) by ve earchadanieto favpegen fickat i on f or
conps (conplinentary offers) that the casino enterprise mght award the
customer.  [0028] AsGOaB}r dxhmalenHitinttransacion isdedderwitnash, flhemrsomh@thergi st er ed
custoner database. 32, then 30the. .server 30, -as part of th i but ed
activity aséf?igﬁﬂ%‘r?fl I%aé’ﬁﬁlb%gﬁtldﬁfgl,fy %’gﬁra Seacg%nn%dé%raéanet% de 8?%%\%3 if there

i s enough i nfsedrBseQie mot. ASpAtitAirentHodingaitsl ¥4 Wil bai deberibed in moraalktad wst omer
account in the virtual custoner database and %o.re the information to the
virtual custeEds \geheiftvs WSPWI'Héﬁké%‘éO@p?ﬁ?nt% &L Y PERYSSPIR omer  dat abase,
such as 34, SaRiakdakidgy bahaeapirb@nisRuth idiaRsAsIdnQRAmerRadRNDY 1 ndi vi dual s
in the casino enterprise where the transactions _are uniquely identified in
sone way butbierogtriy data Sepseyer infoamatigntricey od epbaiireless demise cargedPered cust omer

dat abase 32 ‘customer, to uniquely identify the transaction and meet one or more of the criteria
listed above. When one or more of the criteria listed above are met, the transaction
can added to a new or an existing virtual customer account in the virtual customer

database 34.

[N
W

[0029] Prior to adding the transaction to the virtual customer database 34, the server
30 can be configured to determine whether the transaction can be associated with an
existing virtual customer account. For instance, if the transaction is associated with a
credit card purchase, a previous virtual customer account may have been opened that
30 includes transactions with the identification information obtained from the credit card.

Thus, it may not be necessary to create a new virtual customer account and the

9



[0027] A fewcriterion for adding a transaction to the virtual custoner

dat abase 34 under a new virtual custoner account can include but are not
limted to one or nore of A) determning if there is enough uni que

i nformation about the transaction that it can be eventually assigned to the
custonmer if they choose to register for an account 10w th the casino

enterprise 10, B) determnpni.n i f.ther.e i.s _enough uniqgue information about
t he 't ransacfrialé)sﬁu%%actansﬁ%creg t‘?@ﬁﬁégﬁ?g b e R t‘g&Jsla enti fied using the
uni que i nf oexEiplONf GibAlc@is SARtiAtRdn \datalis A8eriaed wikhthettraasisdat, igatheradd C)

determining if the transaction is_of a,suf[)i ciﬁat v%liue such that is worth
tracking. A¥iadhe passing Festqmer tiagking 2% 2B¢ ticgh b BaleaRfblO MG st r unent wit h

i denti fi cat LQRchih WimhieQﬁtincSH?tbal%ﬁst@méﬁ&E&ﬂﬁ.tthéohgthlgtraﬂsb&fbn%ﬁn beast criteria

A) and B) above can be said to have been net. As anot her example, if

t he transaceildsd th herpaisEngwirnalcasamer dpepuns daweoter erptartftwistesfray uni quel y
identify the._t. t.Lan: t - Qr_. ict.er.d L.sted above are
ret. |’ par B S e Bl R o TR e e b e P T
regards to theopassickiag cusparer2y, aatk cagbcoapimdanvi2Bss ddvicgglgtabe possi bl e
to 20associ ate .gaasi,.%lel y gatohe.r ed information, sutglh as information gathered
froma bi on@tPPRTHAIL ASHRERE Yirtipl PRomgh 155punShe YR FAPPEIRNE T el ess devi ce
carried by ad€ddsb amkisih@vidhipuebiet s€bHitf y the transacti on and neet one or
nore of the criteria |listed above. When one or nore of the criteria |isted

above arg ng§030f MBe FganBarduset BRckathdBtah @rdvideeivnedhakitm &bt allowkda Vi r t ual
custoner account in the virtual custoner 25database 34. [0029] Prior to

addi ng the tcraBedesisigred Vit agrquafufth thescpepe pniemmbisplile Piacnitife server 30

can be confighigdd bQodRLRHLIh AR WD A Blirchdiss S ARRAEAEBASCRAIRE cassoCi at ed
wi th an existing virtual custoner account. For instance, if the transaction

i s associ at ethred ltheir aseeuit in haragispuedovatomer datphasey D Jhe Wagkingin 28ust omer
account may ha - i r W' W t:h the
Mont 11 cat TR TERNEPP ERTGG 2 hrodle RS PRS- BTRACLIGRRIAR D (TP L o

be necessar petforntanead anaacti@wber inktaade, thastgisnered acoondrticant ihfoematianansact i on

be added to the existing. virtual t t. As anoth e,
T bi omet r§ ¢4 HeHPIR 08 AR iAol So R PR o Bee PP e b,

gat hered Vi ahd &d Rassiniey EvedeQiidihg A6l Red@Bgivant chid wapitvessymiuched to
bi onetric data associated with an existing virtual customer account, then
t he transactt#daeangomdide the card through a card reader at a point of sales terminal to have

the purchase of an activity associated with their registered customer account.

20 [0031] With the registered customer tracking 26, if the customer does not provide the
registered account information via the performance of the required action, then
transactions associated with a particular activity may not be recorded to their account
in 32 via this mechanism. For instance, if at a gaming device including a card reader
for reading loyalty account information from a loyalty card, the card holder doesn’t

25  insert their card, then gaming activity associated with the card may not be recorded to
their loyalty account. In particular embodiments, the passive customer tracking 28
might be able to provide enough information to allow the transaction to be associated
to an account in the registered customer database even if the customer forgets to
perform required action, such as inserting their card into the card reader. For instance,

30  the registered customer may have registered a cell phone with their account. If
wireless signal data from the registered cell phone is detected at location that 1s near

the location where an activity not identified by the registered customer tracking 26 is
10



5added to the existing virtual custoner account. In yet another exanple, if
W reless device data is associated with the transaction, via data gathered
fromthe passive custonmer tracking. conponent 28, and it can be matched to
wi rel ess device data associated with an existing virtual custonmer account,
then the transaction can be added to the existing virtual custoner account.
1000030] The, 1.l >Leh o SHSLATERFLACKING. ARcLaNo RTONLdey Audmehani sm t hat
all ows a custoner~’regi stere WTH &h account with t casino enterprise 10
to present tbeuhegidsikeitdirpaebisnaiierhnbeaddedino e rédisadredeurseines ascoafit. casi no
enterprise services can be stored to their account in the registered

cust oner datjed3ap FhS8passiVheustdraerkiadiging DS 24 Beyped @l daysivedypith@snfarncatiohoner to
provi de the regi stered account_information via_ l5perfornance of. an action.

For i nst anc@SSoPiRied Pl aqusioayr FQs ISR Hs sMPOfifieah Heit SUSIMERFA™HE &t or ed on

a magnet isC  Stifdl 38 Ge i@ Har2hs ki}Bals USHQR opeAfioR 8hdnafidlpdsSidle b@stdth@sent t he
card at a gam ng device including a card reader, (gl ve the card to a pit

boss at a t asrkingadeandre confignsed aeesavedhe sigrplymmisicd e thewuelessdeviae poi nt  of
sal es ter m nah o5 QA Gerhliee tnyg%%kg@gﬁﬁ;& uABLeAE &l 9 BARIA! Bl t el ¥

regi stered custoner account. _ e registered custoner tracking
26, if the onightemetra doesssrsignapang\ian be tdraed eyjiasugipmedr o deslivte buhdromptat i on vi a

h f f i.red ' h [ : [ d wth
par 1 oul ar RIRIEyPREY ot cusg Aty bt SPrbl FOARE sl BeRRETL  nis

mechani sm  Revickstah ®B66nfigufedab uflligaik BYmAB@€leds RoMmutthhitgtich @atdols,eader f or

reading | oyalty account information froma |oyalt ard, card hol der
doesn' t 25i riegt s RupBetlimited jo 11%@*“@‘5&‘?%“‘3&‘[‘tic\9ip{?}¥%é§%%i g{)&@‘% th the card

may not be repay ded LN édﬁﬂhﬁniéé@%ﬁb?dm@?%@ﬂﬁi-ﬁ, BoR&ard Boul By, senbrdirment s,
t he passive custoner tracking 28 m ght be able to provide enough

i nf or mat i on 808. 1&M.|egw, 8 heP ANzesaumicghon promsolds o Blegteath) 4 aRFBtcount in the
regi stered Ccldmatiﬁx?gx%g%leSFQ/IQQar'-F{iﬁH D& R AR prdBE 8L §) %?%b%w m

required action, suc s 1nserting eir card into the card reader. For

i nst ancels 3QGhdreofr €l ssiap enkexpust dvean inclyddvapleralingifseevedderiaeefdr phone with

their accoung, gf W reless. si om.t he. reé:&st.elied cell phone is
wwhe Wire

nal data fr
det ect ed at JSISEURS YIF & FFe fhs reegelss flﬁléaqﬁ%sé%cﬁt%n T8 i Setivity not
identified hyninhMidaBeh ploficeld TheIfLENBIdelicaldah bg codfzural 1@ Qommunicate

information to the server 30.

[0033] The various devices configured with wireless capabilities can be configured to
20  emit wireless signal data that allows them to act as a node in a network. Typically, the
wireless signal data emitted from a particular device can include identification
information that allows the device to be uniquely identified. The format of the
identification information in the wireless signal data emitted by a device can vary

depending upon a wireless communication protocol that is being utilized by the

[
(9]

device. The receiver devices can be configured intercept wireless signal data emitted
from various devices, recognize the communication protocol that is being utilized and
then parse wireless signal data to extra unique identifying information about the
device, such as a unique identifier that allows it to act as a node on a network, such as
a node on a cellular network. In some embodiments, the receiver devices can inciude

30  multiple antennas for receiving information broadcast in different bands.

11



occurring, then the wireless signal data may be matched to a registered
custoner account and the activity and its value can be added to the

regi stered customer account. [0032] The passive customer tracking 28 can be
used to passively gather information associated with a custoner. For
instance, in one enbodinent, if a custoner carries a 5w reless device that
emts signal i i ts .0 at | 1 assj t racking 28
can be conf |[@3g§&¥% anet%(ehln\%gl{’ %lﬁelggpé%hl%%@%% {%é‘ti’ eﬁ%rﬁq%ﬁgpv%%%g{%ss devi ce
and possi bl wagdeteéoih gemé bechaneadah 08 pfovided whwer eetb bk, sichaadhs Imemet. em t t ed.
Devi ces thabam'%%t} emt a wreless signal ang can be carried bﬁt a customer
can i ncl ude ‘St 'é’aﬁlﬁ’fpaﬁlﬂjﬂiee%m{?él‘qa- eI egEERte thﬁmf 03Bt ops,

net book, heagpat devdtbortaiRnlel bfiputtner 1 QELMIeES 16 pittibiPate bAcBIRAet O Uti i ze
one or nore wreless conmunication protocols, such as but not limted to 1)
a cel | ul ar eofnigsiasenynenushyy besrim can ke conpwrd rasggigre the petyity ANth

communi cati gp: - (e (- Fi . ] 0 - i or 802. 11n,
cro) 3 AR REAEaibEihmall fesoci ikl e Eice B e adont, D

communi cat i partipipateae dle,actyityasiibas a MAC dddress pinodile devipy @tadeole or 6)

conbi nations_15t hereof . .The casing.enterprise.10 can incl. . plurality of
recei ver deViTRY: grﬁusdgthg% P%ﬁer&?ﬁm ragegﬁlfgletagté‘lwaﬁgﬂné)g Erglk'l %tg §' associ at ed
W th each wissmat ehsr &0y viaclad dafie deviot acihe ddlie is ecegniasd lWaké o8encan be
configured to communi cate jnformation to the sgrver 30&#{0(833%_ The vari ous
devi ces 'ConfiSATFEHIRTI IR WITREE doRisa FAM ST et 2eHer ot i YarEt St o emit
wirel ess sigpabmetatlakibag. allows themto act as a node in a network.
Typically, the wireless signal data emitted froma particular device can

i ncl ude i denggais) GRhdoater eRbQIiRA B8 bidhRiridintRMan sl Rs et LRith @ corkidt quel y
identified. The format of the identification information in the wreless
signal dat a cembe passively gathered infernepgian.\ker yostiepe it cagine pUerpase ¢ eness
communi cat | ng:hmeqli%%%hrvtegﬁﬁce' RvRE! R &h 'b},- h&Rdo bé{thé%‘?%{g&}{& fifformbiiGn,F €CEI ver
devi ces can be configured Intercept wireless sifgnal data emtted from

vari ous devistdsss fa@dogagecthbtven bonsadne cbiifyrpapicokaoodividuabst Furthehdhag
utilized and.then parse wreless signal data.to tra yni que identifying
"t or mat i on "sgaP PRt 80 RS 28 Sonlfk Sstho ket Br b N b 1T ¢
act as a nod@stemedfon & limdek tims pefodasn ahofted exdipl@ dedtdsithahrawhipirkd td N sone
enbodi nents, the receiver devices can |ncl ud%, 30mul ti pl e antennas for

recei ving i iFSHITELOrNBEGA RN RO hE AEAY OHARYAS InI{TBIeHo, SYG Hne

enbodi ment , e, Ao MEHE [P DiRrdd® FOr insEftDa RIudY dor@dn LRRLYr 4 S Wagered on
a game of chance can be provided via a network, such as the Internet. Users
may part30ci peacharienl irpat bjies o0\ gamangddoyice er pizarning keosk san ke qonégwed Wor k, such
as a nobile Vi : . : 10 ticipate in
one of thesg%ggg%?bﬁé?gggg%%h@%omgs %,ﬁcffl ({ewgglgst%gsgﬁnggﬁ%&é%lnﬁg%red to
associ at e t hreceaetlibyiseryend(t Rheisireu 0 catethen bé canfigored itmissoaret therbiesegoci at ed

\é\/l f\/:g\Ct 23 d?g\é!gg/gf %vhet I ?g%?ﬁg%pugggg?}tgpﬁﬁhhgr% nggc(talorllsnm\t/o %n?%ﬁr'ci{ésteé’ of such as

services within the casino.

25 [0036] In other embodiments, the server 30 can be configured to generate reports 36
that detail customers preferences in regards to various activities and amounts spent on
each activity by the customers. These reports can include information associated with
registered customer database 32 as well as information associated with virtual
customers in the virtual customer database 34. The virtual customer identification 38

30  can involve methods of identifying patterns in the passive customer tracking data and
determining whether data pattern is unique enough to be repeatedly tracked. Unique

data patterns can be assigned to virtual customers. The unattributed activity
12



conputer. Thus, when a player participates in the activity again or
participates in sone other activity via the sane device and the device is
recogni zed by the system 10the activities associated with the device can
be grouped together as part of passive customer tracking 28. [0035] In

anot her enbodi ment, the bionetric information associated with a custoner
can be passi.yel. athered informatign. For .instance. the casino.enterprise
10 an | not daraulrgRh MRt s e ERCUEY mebtuom i A e e W e

bi onetri c i nig&areaiok aRignddwlcdus@dmef MahategistrgbtSistohleatiatatmte. Fer us@ilics,0
identify particular individuyals. Further, the video devi ces be used to
recogni ze cISBEIASHIMYE fk@F??é“’E‘YPte HiygeRer ghuansagiions, 1€y gaResP %ng?%ﬁer for a
limted timgR@EHuRY acliinARHHIRAGAXA R EavoBRVd &R idik A ha Be SQRIL G ed to
recei ve touch inputs can include sensors that allow bionetric information,
such as i ndegunandnyhen tifenchuity bas endedoe gat hered. For instance, a touch
screen sensor or a nechanical input button on a gam ng device or a gam ng
ki osk can bd0&Ghfn gugarbodinet.gbe bkhawior ofyegiteradicastomers andietupl omet ri ¢ and

W rel ess si Lnf i [ I V, Nven . e.server 30 can
t hen be com%%i(l %hlrnég c?%g%sdsr%%f %s{%ﬁu@ Ogﬁlgé%?ag}(%ygﬁg{%g Fv?ngrglgﬁagéské alzi gnal

i nf or mat i on amkrage frequengyudfansits banepateredastanmerodnwinggl pustahasem f servi ces
within the casino. 25[0036], Ln other enbodi nents, the server, 30 can be
confi gur ed tgﬁnﬁgtﬁ@fi%cf‘[eompélbggr £8 a%oégﬁrﬁé?nq@&aéﬁalver@%%%‘??w %’a%?rg‘igf ences in
regards {00 \agibteres adClirMhltcuesmaRdan B tdtefat&i@a coMPared Che @6inbatisol oby t he
custoners. These reports can incl uc{% i nformation asgsoci ated with registered
Cust oner  datAbAaViSH of e P ErosDS e PRHETIIR Aseudbs SV AIETOR PYA]

CUSt OMers i Myrbfem Vi tikk@dncE YShEWRS ¢ dahEB@Med dimobMRetidhf Bihvibl SEAHRT
identificatiion 38 30 can involve nethods of identifyi ng patterns in the
passi ve custapmeerags amodunhepedbtra eaiertatod visithithep ivmeghh by degzded thestheern i s

uni que enou t : . i -

assi'gned o R B oo E KR LB e R BB PERRE R on 40
can be used jusifiedemd iht prdgramsagttbenmdifredol vi ng pur chases of activities that
are not assigned to a custoner in the registered custoner database. For
activities, |9038) Ths ugarribngd atindty assipnmentdl ven mvolvabeemahing méaetacdd ons,

i.e., ganes played, the unattributed activity identification 40 can involve
det er mi ni ng ‘&Hﬁ%butt ACLIYIEY GAPRY aﬁ%??a?)egﬁ’%‘glﬁpaéﬁﬁ‘ ?/ffﬁié?‘i‘ fJf‘ﬁ’éﬁ’ﬁé’f"f’s\‘/‘fety has ended.
[0037] In on@s®meogadkapi2g. Abe deediel &f mofe de@@ivaitieregibc G Fig Meinonand Vi rt ual
custoners can be conpared based upon their tracked activities. For

i nst ance, arPMRPEHEEE apH RIS vgptiihuigdrastipiiey o gresi ehesnthered daRasteds virt ual
custonerg, ¢ a&g lﬂg;%ﬁ 8h akadiRNGs SRIBENRE S cAIRNBE R RARE focaiéh aver age

anpunt wager e
determined for the passively gathered data. The activity to point conversion 44 can

involve determining how many loyalty points to assign to a particular unattributed
activity.
[0039] The points accrued for an unattributed activity can be different than the points

accrued for activities that are processed via the registered customer tracking 26. In

9]
w

one instance, the points accrued may be different because there may be some

uncertainty in regards to whether the activity was actually performed by the customer.

In another embodiment, the points accrued for a virtual customer may be less than the

points accrued for a registered customer to encourage the virtual customer to become
30  aregistered customer. If a virtual customer becomes a registered customer, the

registered customer can be credited for activities stored in the virtual customer

13



10 registered and virtual custoners can be generated and conpared. The
conpari son of the behaviors of the two groups m ght be used to assess the
ef fectiveness of a loyalty program For instance, if the two groups
exhibited al nost identical behavior, such as an average anount spent or a
frequency of visits, then it m ght be decided that the cost associated with

i npl ementin i i I ] .t 15

Ut 11 ed aniRrRe oA HE S A TE L el O Y A ST ERER bt e
activity assewlynesiste#®2 coaomémy ol begedatled for saahgactihiest menrtumh datatzse 34-but ed
activity can be associated with a pattern of data fromthe passive custoner
tracki ng 28]00498] FimalieSic 46, biedserver A0 can bedoatipured tchinftagpednstto piingpte 2, i n one
enbodi nent, assignnents of unattributed activities Bo ss'%eh gat her ed
data pat t er (SS'IBTAA TS "B R4 WANRCRNF &) BF FAFmOFRERIRE & 8&%){3%&8#1 ft é activity

| ocat i onsangiehtify th@f@ived Fodlafseinbl, ifdpureasé Aopmsshvaliyitgat hgoasotat a. The
activity to point conversion 44 can involve determ ning how_ many |oyalty

points to ageidiestthin pHme petipdexcardaerthieolerrlacandhg l)‘Pgat'[OB(?§ Y€ The points
accrued for c@é?oxHQQBétrh!apM}ra%s@cPﬁlb YN tids28n Q@dgk&r{iﬁgd?ﬂfe SEIQ@{BGJ&Q pRoOi Nt's

25accrued for activities that are processed via the registered custoner
tracki ng 26 configusgdeto iserstaamessagetthe cppnnpasadhataeqnestihelpersgn {5 @EOht because

there may be_ s Laj WP
hetual 1y ports sl e BethdylilalRaBLaEn BlOEAEL whi AR MNP0
accrued 1Hor agenptrid vistet uisdno e thedgyyabre ptogssn, i) posditiie ppoidettbenaetthued for a

regi stered custoner. to encourage the virtual custqner ft. cone 30a
regi stered COHTPoHuFh may encayragp ’(‘?Jgglf)tﬁreb‘?l%@tglgnaé@“le?n?lég‘?ngl%é?%d cust oner,
the regi st engdndivh BRIt ARdPRIUEN @ &) edbinationd ldravfl If @ cakomedisi n t he

virtual custoner database 34. The server 30 can be confjgured to determ ne
how many poiPHySSaeamecin 4LanHeg deviseetiep therpirsaecican PosBROMRYBEEY for each

activity in débi%é e in‘il;ésgé&'é%?e BSthing QOAU mE Makdey with theAfdividif t5Bér¥& 30 can
be configured to Initiate actions to prornote a
15  one or more of functions A-E. Next, with respect to Fig. 2, aspects of matching
passively gathered customer identification information to unattributed activities,
which can be part of the unattributed activity assignment 42, are described in more

detail.

[0041] Fig. 2 shows a block diagram of a casino enterprise floor plan 200 where the

20  various activities in the casino enterprise 10 are being purchased and tracked in
accordance with the described embodiments. In particular, the identification of
unattributed activities, i.e., the activities not associated with the registered customer
tracking 26, and the assignment of the unattributed activities to virtual customers is
described. As described with respect to Fig. 1, via passive customer tracking,

25  information can be obtained from at least from biometric sources (e.g., video
cameras), or wireless signal sources ( e.g., cell phones or headsets). In Fig. 1, the
biometric data sources and their estimated location on the casino enterprise floor plan
200 are represented by people, such as 208a, 210 and 218. The wireless device
sources and their estimated location are represented by the smart phone images, such

30  as 208b, 212,214, 216 and 220.

14



custoner to register with an account at the casino enterprise 30 or at

| east further 5identify thenselves. For instance, if a purchase anount of
an, activity or a group of activities within a time period exceeds a
threshol d value and the | ocation of the custoner that has purchased the
activities can be determ ned, the server 30 can be configured to send a

nmessage to ino persop that, reque t.he person to one or npre of A)
observe t heﬁoﬁgfgﬁﬁffg}mgﬂ%nﬁgg?f)% %/qann%(f(()zm%lgg SACE W T thgﬁIélml"ng?“\g? dual, B)
10at t enpt t Bakee.g1 €lbt hihife bahks) t 130, labl¢alainys, RuchgHsad?, 4a) 2possebhurapr ovi de

themw th a _conp, which_may encourage themto regqgister, t.her

addi ti onal PHeRtharyiSHEP ?% %P%FﬂaBWn %&eiﬂﬂb&?“ﬁd’ﬁ\ﬂ?%ﬁﬁl’ 25‘% C%Eh legﬁ‘éﬁ nati ons
thereof If tBg: 6tkalcaBREind1S23Y, 24 Bl B10JARFecAlelR AaBisagicAanvddng hhen the
nmessage can be sent to the gam ng device and 1 n response the gam ng device

may i nt efacPuishess assesiateddiith anpaHVInoCapdePeTpRmE ifethe PolRbfsalsferitilt | ons A- E.
Next, wth resheeholiBcdiddin adaciBSRRS5E caf rdWBIE HilithaBs BbiiGhke ABHE&T ed
custoner identificatiron information to unattributed activities, which can
be part of theéfromathsordusedth gedter viometrasmidgriraess sigll ifpenaties es paseef i n nor e
detail. [0041] Fi.g.. 2 sho bl.ock di agra : sino epterprise floor

pl an 200 mhél?f’]em?rﬂgnﬁé\%ﬁ%%gggg{’?%‘??‘érseg}‘i)eﬁ Eoﬁ{%g'gagﬁ%séer‘éeﬁ?’ grc %nrllpese 10 are

bei ng pur chasgtcrid thedekes vidlocdaeamdanse with the descri bed enbodi nents.
In particular, the identification of unattributed activities, i.e., the .
activities nes43pssacit etiovdtions, 2he, 12602251 2258 d26 wsd 18Brherd @ektiibge®6, and the
assi gnnent of .the unattributed activities to virtual custoners is

descri bed. A_%“Yi%%f"?'b%‘ﬁ‘“%pt“ﬁd P PEIMme §HpAgesIFereq CHPAEIPE Lust omer
tracking, 73.pHANERL QbE@RnD s LPIrANEinfd KEVRWN. ERSAurhR BhDIoeARh 0 C
sources (e.g., video cameras), or wreless signal sources ( e.g., cell
phones or heaetréusdd actiptipy ¢pn vary fréne memsibtormemeh pasosmaaciEdeand t hei r
estimated | ! 1 ' R - N AZ80 RLEBERF esent ed
by peopl e, g&%ﬁ%&%&%@%@%%ﬂ@@?gﬁﬁl‘?’%&\(/a.inn%eﬁqg[sngmé%\'/|Ace sources and their
esti mat ed | acatitypd2hieshoeproessrbea apantifpedesment bptk@36. Aseged, such 30as

208b, 212, 214, .216, and. 220.. 0042] The casino eqgterprise flaor plan 200
i ncl udes a CRETTRYISH atCHVI@'a‘%ﬁ%r@ Sl%fé‘(ﬂ% uREIRE RLEAS gole “éfdf {hrlrréc fltrtlr]g) Ylhks), 230,
t abl e games,ac6u6MSs ddn RBErZB 4t a gantig Haiceain bad0234. A fbath urattsbapd 206. The
restaurant 202, the bar 204 and the,sh?p 206, . efach H}grjt ude .

activity 225 is shown occurring at point of sale terminal 236. A fifth unattributed

activity 228 is shown at point of sale terminal 238.

20 [0044] The server 30 based upon the data it receives from various devices can be
configured to determine that an unattributed activity has been initiated and determine
a location of the unattributed activity. In regards to location determination, a device,
such as a gaming device or a point of sale terminal, may send out unique device
identification information. A remote server, such as 30, that receives the unique

device identification information can maintain a database of device locations as

to
W

function of the device identification information. Based upon, the device
identification information the device location can be determined. In other
embodiments, the device itself can send location information to the remote server 30.
For instance, the device can be configured to determine its location using a

30  mechanism, such as a GPS receiver or radio receivers to determine its location using

wireless signal triangulation.



point of sale termnals 236, 238 and 240, respectively. A transaction

i nvol vi ng a 5purchase associated with an activity can be perforned via the
point of sale termnals. A server 30, located in a backroom 250, can
receive information fromthese devices and from sensors used to gather
bionetric and wireless signal information as part of the nonitoring system

50, Jescr  Pefl g S586ch L0E Ui TS paRpfRIroCLod (2 Lhe

devi ces vi a aréa net wor I ons, 222, 225,
224, 225, 23&ivaid halSstaviedlr Borinadrice j damtiedden@ies, sidh 8néd indank 260edntlr i buted to

a customer with a registered casino account re determ ned o be occurring
at a parti caf ?antﬁeﬂ‘g QTEAEARL IR TERRE Sﬁﬂ’ﬁb{g‘?t %?fgtsﬁﬁﬁeg?qeﬂﬁleﬁiﬂm‘fﬁ]%@?i but ed
activities gaRing@eVicé {RARLAE MRBhantsth (FYTRAEHh &S 1FREENag BEdnVhdechedinbiRbhd | but ed
activities are conpleted while new ones are initiated. A first unattributed

15acti vi by, lighxp acqegloghradshcacame plavgagbegan ghis goraeiorean by sk 2 230. A
second unat Ll QUe ey AGH{ Y 'tab za@%e%rhﬁnestnamea%uﬁw S bRLurdRERst BRERe 232. A

third unattributed activity 226 I's shown occurri'ng at”a gam ng device in
bank 234. Atlecuedity wenaddppsitedt thd garping devige BHeprsidehonm catagupariodgbeste poi nt  of
sale termnal, 236, A fi natt.ributed actiyjty: LS at, poi nt of
sale term néilthrﬁggld %T‘ﬂg%ﬁ? %‘f‘ﬁéehrstée%&){léﬁg%’o%btgés{E%XIﬁsf)%%d%p%g %git{\g Ulﬂ}te recei ves
from vari oupetievbaies theddie hieneahmetliojiaeehnt ahahethe sarvar 8 O tnivytdeeermima ghtat r i but ed

activity has beepn initiated and determ ne a | ocation of the unattributed
activityl0 | AsEEHSIE R I SRBOIGHCHERET ﬁ&%mﬁﬁ,de‘acagfé)? é@'ergﬁd??}as a gani ng

devi ce or a BRie &fat 8aivRy ialnHtARled BRYusS etthatiile dRIAUEs ARYegoRed
identification information, A renote server, such as 30, that receives the

uni que 15deVeER LRIMNIPIOIBHIONGASOCIIE YHLA GRISEE areURt HiT @SBatUBRTe of
devi ce | 0CahBAFy A% (LRI fbyaly LA iflENdafiol ABR lehdef & 4 ODahi QENBL 1 ON-

Based upon, evice Identrfication Information the device | ocation can

be determ nqﬁmﬁ @%&%&&H%&ﬂem@ defiBe SRLACiInkrRGlidn ©ATeRBRdevaCat | ON

information to the renote server 30 For instance, the device can be
confi gurisd ttimt dat br wsed & dargmireeaganong asivitgisendah@bhmdicsiors candirluls a GPS

,[ ??:In\g/ﬁ{ a? : (;)rHta grle %otrﬁrﬁﬁel:dvtg rl?intf(())nn%?lgne Fe?arlalengl atpserilog 5f }die()tpmel{ % ﬂlgorvﬁﬁa{igrll ess signal

from a sensor, such as a camera, that indicates a player is no longer present proximate
to the device and 3) an indication that a cash out command has been performed on the
gar‘ning device. Further, the electro-mechanical gaming device can send information

20  to a server, such as 30, that can be used to determine whether a gaming activity has
begun. For instance, credits can be deposited on the gaming device and a wager-based
game can be initiated to indicate a new gaming activity has begun. During the gaming
activity, a number of games can be played where different wagers and award amounts
are associated with each game. If the gaming activity can be associated with a

25  beginning and an end. then a time period indicating the length of the gaming activity

can be determined.

[0047] For a live table game, in some embodiments, the location, the beginning of the
activity and the end of the activity can be reported by a live person. For instance,
person proximate to activity 224 can enter via an interface on a device in

30 communication with server 30 that a person has sat down at a particular seat at a
particular table and begun game play. During their game play, the person may

indicate wager amounts made and amounts played via the interface. When the person
16



[ 0045] The server 30 can be configured to determ ne when new unattri buted
activities have started. For instance, gam ng devices, such as ones in bank
230 and 234 can send information to a renote server that credits have been
deposited on the gam ng device via sonme nmechanism (e.g., cash or a ticket
has been inserted in bill and 5ticket acceptor) and then game play has
begun. This.ipfo I: I 30 can
doterri ne arearE i BBy it BuArBEnraly ite IRk, SMer e
deposi t ed, idaenedlabontiig aper,cecthashdiefrst nabhe afdanyanepr idantifypeg feadreabove a

t hreshol d amoynt with no crEdits Lemai ni n(t% | f. thehcredi s are deposited in
a time peri UGG (HLORAr B PRIKY PGSR BTESSAHBu MR 2 HIFIY RECOEIRr 30 may
det er mi ne t Radns k0% RFfoRkdh ban B &udad Vvia @fe i0Rrig@i Jg safté ¥erfet 30NA thgngam ng
device. The server 30 may determne that activity is unattributed because
the gam Ag AEVPOsTRASiAgNS thepsrser driplsarisht Akt heng 2 HESRsatRbn associ at ed
wth a regi ggﬁh%qic%gwmhe%nﬁeh?o £38HdMCthisSYSIbrasfolfioh B iRk €agk f rom a

| oyalty card inserted into a card reader at the gam ng device. [0046] An
el ect r o- nec kasimacsrvey aekorgmighviepert @ drink erddr that wasmaadedn we aaunighdt e ser ver
15that can b 20 ef m gam 1LV IS j[hdi cators
can i ncl ude“gel?# Fyglgcefte%%%%l&? {I];‘etsée}gertaf’) (9 ’ T@ %eggﬁﬁ%’dl %s)éh ﬂ?%gﬁ%ﬁlﬁaﬂ g;hcg%drt?gd of
idle tinme. 2jruiahfietomet anda Viroah aasteersacoursuch as a canera, that indicates a
pl ayer is no |longer present proximate to the device and 3) an indication

t hat a cash [008] Coregmidsl oS phieest sples fearniield, @oh kE369238 aig 2dévthee. Furt her,
t he el ectro- mech?ni cal gam ng .d?vi ce can send information 20to 2 ﬁerver,
such as 30, "FAURalCoR SR RIEEEST BIQTRERMH TR IHTRIING PY FABRAHLPLRET Ry has
begun. For 083 Base@raslbdifvigan e edenas il &hemdolmn@aitghydrVi ce and a
wager - based gane can be initiated to indicate a new gam ng activi tg has
begun. Duri mgssite tqassrciie alengihiof yimeyvith the Bansaetiogdpadediph wheneit Beggy 884 wher e
different Wagehs A0 PePhG AN SRR SROCk AL My il RAN gare. 1T the
gam ng activity can be associated wth a beginning and an end. then a tine
peri od irdi qatticngr tahle and mgieh thefpatti écayesthngblaer i verver reayrebad gdieepni ned.

[ 0047] For | ive t.able gane, .in SOnNe e j t.he ] t he

begi nni ng o%o?dr%gfércl? %{l/(le[%yrgﬁamtcﬁkelr%a%'2&?&%@%@\%?%Sgléﬁggéeljvglg%)orted by a
| i ve per son.anf@sed o deamaife h@e ia@nhgdctixityraked inthaedsiautany TA2 doiaeef seRber vi a
an interface on a device in 30caonmuni cation with server. 30 that a person
has sat dowicEtinals (RSeRGdgvise ! eé‘é‘gg%{onér?flﬁ’é’??{tioeﬁlfaéPl ‘f"é?otﬁfé‘r &PdGR game

pl ay. Duri ngictddginkgganme play, the person may indicate wager anmounts nade
and anounts played via the interface. Wien the person 16

20 [0049] After an unattributed activity is identified and its location is determined, the
server 30 can be configured to determine whether there is any biometric and/or
wireless information located near the location of the unattributed activity. Based on
the relative distance between the unattributed activity and the location designated for
the wireless signal information and/or biometric information, the server 30, as

25 described to Fig. 1, may determine that the wireless signal information and/or
biometric information are close enough to the location of the activity to uniquely
identify the activity and associate the activity with a virtual customer. If an existing
virtual customer account includes the wireless signal information and/or biometric
information associated with the activity, then the activity can be assigned to the

30  existing virtual customer account. If the activity is not associated with an existing

virtual customer account and meets the criterion for establishing a new virtual

17



| eaves, then this can be indicated by the interface. If any uni que

i nformati on was | earned about the player, such as their first nane, and any
uni que identifying features, such as scars, tattoos, or birth marks, unique
accessories, such as jewelry or clothing itenms, this information can be
entered via the interface and sent to server 30. A casino 5server person
bri ngi ng 1t e, BELEOMAYhAK S InAPhoALACHBRNE AR Vil FLARG e BafupoRTRINi cat es
with the server 0 repor IS type of in ormation. For I nstance, the
casi no ser vercapdrand theracqgyity daepondded ta themkwositien cidtaberwasunade as wel | as
uni que identifying features to the server 30. The server 30 can use this

i nf or mat i on [0650¢ P8 @k@mpley/ KHetadalityC2tcanbe asndatad wiiththirmhetdusitf@matiomccount .

10[ 0048] In regards. to the point of | es, term pal s, such as 236, 238 and
240, t he t orRRAEIEVeslfis SR IRlGPRHRE 0P F FRERTHOGTY ¥ PRREIITEN by

transact ison cpasinsr 4cebak 6l ad @il BioBEERERmafiord 0a%h b¥ hisycihed W@ server 30.
In sone enbodi nents, it may be Iiglglossi ble to associate a length of tine with

the transactaFéyitiFRé|2ndpygeild i@ nsEaXanee WHEH CHEOBARCEOUNEJNFst ance, a
hostess m ghf; &0t SbnMERAinRHhdod £2056RHE dssBLiakd %maa'&{i‘!/iWﬁranHal%@ and when
the party Ieave.s_tﬁe table or a server may record when a food order is
taken for a opaxsimgduatomgagacountThi s i nformati on can be sent to server 30 and
used to determne how long the activity lasted in the restaurant. The point
of sal es t er[p@F1hVéhepamiseln tiocdenicandi denteidss sanal spnreasfaor oedt¢domeat frat  al | ows
their logcation to be.detern ned  20Q[ 0049] After nat.t ri activity is
i denti filg)d ana“ t’%hefl(l)%%[fel eg;r;g Olﬂlsme(%t“ér %eﬁg%,So%rﬁ%lssugp?/gsrsgéé)w%g'#Bgg configured
to det er m necitigt dabe dbemeinedSbaey uftinarelativedisateaif twi loedtios sf thakauromt i on

| ocated near the | ocatjon of the unattributed tivity. Based on the
relative di SPHRASHELREEHC torRe Wﬁaa‘fofl_rqfﬂlﬁaéﬂwabllﬁatg? f‘i"r%%la‘fﬂ“ﬁﬁ Y ocati on

desi gnat ed f@Qhsilidied Wota! 2828, Sb.0Mdle thatf HMmERInkBIHraATE et BoRMRtaLiidity
information, the server 30, as 25described to Fi g 1, may determ ne that
the wi rel esdogtignghen insemerambeimania/ by sar@ ey IoE bf aTseriaat Mok tere cl ose
enaugh ot NgiliRe 3hlsiufibe bfbeAkhts Ioas' Al Eltind PO hldhnde GG VI LY
and associate the activity wth a virtual custoner. It an existing virtual
cust oner accigmt sourel2ud esy tbh detwimistdwdegirgiadistantftimestmid omanayior bi onetric
information associ,gfed. with.the activit then the acti.vit n_be assigned
Lo the 30exi GrTG 2ot Sichdfet LAt ES B et shsaclo MR BN bR ey

associ at ed wictiltitypldcaon R4 g anothéreahmpleshiometic 3ixasisotrcadtii (et inbge
criterion for establishing a ngw virtual custoner, g(gd virtual custoner

account, t hetf PEren keh TP sarvetizasesreera arg DR deeapinpioiedat B 2%RY t he
activity,ranghig trddednt 10c4iids 2068 6rVi th by absoSiel MMBthS&SHNT -

[0052] If a single biometric and/or wireless signal source is determined to be within
an acceptable threshold distance from an activity location, then information from the
single source can be associated with the activity. For instance, the biometric source
210 location can be determined within the acceptable threshold distance associated

from activity location 224 and thus, information from the source can be associated

8]
wn

with the activity at location 224 in the virtual customer database. In another example,
the wireless device signal source 220 can be within the acceptable threshold distance
associated from activity location 228 and thus, information from source 220 can be

associated with the activity at location 228 in the virtual customer database.

30  [0053] In some embodiments, an activity can be determined to occur at an activity

location where neither biometric or a wireless signal source is detected. For instance,

18



[ 0050] As exanples, the activity 222 can be associated with bionetric
informati on 208a and w rel ess signal information 208b and assigned to a new
or. existing virtual 5customer account. In addition, biometric information
210°can be associated with activity 224 and associated with a new or

exi sting virtual custoner account. Further, wreless signal source
information 220 ¢ : i_af: 4 YA exi sting
customer ac88UARf t.“%ﬁ'olg%f?g%@%ﬁ%ﬁuﬁqﬁwﬁkgalﬁﬁ%ﬂﬁ%k J}t}{lgzaéﬁda%ggdb\% tfr}% eos&s si gnal

sour ces ar edisoma¢ exch biemetriasighfiasoticy ntay not beedetécredonéhietib @adéepmble, whet her t he-
source is tg b ociated with an.activity.can be.determ . based upon a
relative di él?rgtﬁ’e@s‘g?taqcﬁelnl%léﬁ’ﬁ €0 t%f’ Hén?%tﬂﬂ'"caé a‘ftbvntyﬁ%caﬂﬁ 2\ IP)?CF‘% ative to
t he | ocati omaffactidit tRGEHV¢ 1/may hotlHa®e SRMEE thfb@kabh Qunigiebaa&itdeted t oo far
away, e.g., nore than arns length or a few feet froman activity |ocation,
then in domirapsasirs shehthat the geeadonofcievifiy) CHEPMEO a8598iateatiBdNGi t h™ t he
15activity. t&ﬂ%a@ti&iﬁ%ﬁﬁf{e&an be referred to as a threshold di stance. For

i nstance, wireless signal source 212 may be determ ned to beyond a distant
threshold fneRaaghlihit YodrQS 8t bidherrihndHE WidelRL sibilal lifta B bA8ORIeET ed

associ at ed \kﬂgh?t e %ct? \gcl%tgy oc_:cSrri ng at la%tg%s\}?’tay Ianat.ieon 224. | n anot her
exanpl e, bi pmetimate teamrvavits tigatem. MiBar(yeingfanceanwlicnmeydtiplé biomeyisrsorgken from a
surveil |l ance_camner may _pe det erni - far 2Cfromthe
Zetivi ty T odat ORIk Tae P Rpf e, B AR s e bR B Eh " oog2) 1+
a si ngl eiobi asmtion, Gt ANl be Vietiel )adtcisdogralcas belieciaied dih eferdctredy dnd e wi t hi n
an acceptabl e threshol.d di stance froman. activity l.ocatio t hen

i nfor mat i on “ﬁlﬁg’r‘?‘f £ay °_§ ﬂWg?P‘ém%sdﬁu AEsaCIats Wbt_g a&é@?{&%’ﬂ%&%ﬁf‘@ﬁ?’[% AYVity. For
instance, theienRES is GssdEiHics iR ke daafeahdioidusiaRorigstsiRt Qidthaad sourédi n t he
acceptabl e threshol d di stance associ ated 25from activity |ocation 224 and

t hus, i nfor R8B% e Wirgpssssperce dfbaeaycherbasedeergneqdde b asspeipied Wehaa i vity at

| ocati on 22 %.cf.i\r/]t}l o ‘?oc\é‘i&{ 3l e LHRE IR Aaliah ﬁ%lﬁ_eshlomhcﬁﬁ%cg SonfadRlvew. t he

wirel ess device 'signal source 220 tan be within the acceptable thieshold
di st ancelsas sldeibainegiri¢ sapmealata nrayt havk beant reemve@a@a arpdch sensor oprilicoganting on from

source 220 can. be associated w th.the act.ivit t [ |0 the
vi rtual custa%?'rlﬁ? a@?&%ﬁ%gaggg%@@f%enwggen% sgé%lis&mlﬁgﬁ}%g h g‘gen&égp %nvi ty can be

det ermi ned tpimM&lws ofd oraflora®lifeldss sectioqaldceaed weabe nei t her bionetric or a
w rel ess signal source is detected. For instance, near activity |location

225, a W r el [8635] Iihg bmehiddatecan behiedeivat nathtptimbs end thiscdlsabdei(Bdadnce or a
bi onetric signal . squrce mayiilgv(l)[ﬁ1 be detected within the acce &)ab e threshold

di stance. | fitoRRIediaApPeatc f I RRe PRS LT TR i g et P 1EOaRPISA° 225 i s a
cash trapsacdetRinetifNBe S9! de3Re TRYarRQE byAY Ber8PUB proNEQN thebiogRtic0 uni quely
dentify t hedata or someone else. If a time period can be determined for the activity, one method

of making the determination of whether the wireless device is to be associated with

the activity can be if the wireless device was in the vicinity of the activity for a similar

time period. Another method of making the determination can be to check video

25  surveillance data to see whether a single or multiple people are in the vicinity of the
gaming device during the time period of the activity. Yet another method of making

the determination can be if the wireless device signal data is repeatedly detected when

the biometric data is detected.

[0056] An example of using a time period to determine whether the wireless device is
30  to be associated with an unattributed gaming activity is described as follows. An

unattributed gaming activity can be determined to last from a first time to a second
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S5transaction such that the creation of a virtual custonmer to associate with
the transaction is warranted. [0054] Miltiple sources of bionetric and/or
W rel ess signal data can be |ocated proximate to an activity location. In
many i nstances, when nultiple bionetric sources and/or wreless signal
sources are Iocat ed proximate to one another and activity 10l ocation, it
may not be gheagrklel il 6l GRLAE R8I ARSOR Hridle Wiiklesd BiE LN v and 2)
whet her eac Fhe sources I's associated Wt f'erent i ndivi dual 3)
two or nor ecmfbetdwecsmimr@emaue% e omirgf edviy. tThetlmgtlsaffmm thei aackl obithe For

i nstance, biongtri.c ourc 208a a ess. source 208b bot h
det er mi ned P15 YW Lt VW“PW O?ﬂb ‘Qgﬁﬁlwt‘f%aﬁmg At 8 ‘g%cause t hey
are W thin ghetir@el elgdaldiveteictdcmchinbe adérminddyand il:&nfﬂ]edtnitﬁé’rﬁtsrl c source
data nmay have been received via a touch sensor qn the gam n% (gew ce and

i ncl ude § rag@icdat ammeond e iy irdrs signdidgidron g fSéee%FylSHaR?

pi npoi nted Vi&; QREsAMe GTRE & e HRY 8RS ah@GRh HEpRsdeE RlREcRARbMMLDYSO] The
bi onetric data can be received nultiple tines and thus, the server 30 can
det er mi ne i tt lesst asdtigdé ame drow thi firsh @made theisegpnd Hgether thesprvers¥) apa be 30 may
not be able énq% ecjigtggérse 1@?& thg ﬁ{spgev\Mervﬁ SR u %[}[llbﬁ[%dl ?mﬁl%raﬂl\ﬁg' by the person

t hat provi dé a or soneone e I me "period can be
determ ned f IVIt n o} n of

whet her the[@qrsgtquw"e S %ﬂ ‘liés?a o aeslégchgodgwg? Ec}ﬁ &ét%%tteggkg{:ﬁtﬁ%érpcan be if
the wir ebes&fdegmmmmavmnaddlmdypmmo the cofl of the gamtrigwictivityf @rafter he i | ar ti me
peri od. Anot her nethod._ of |on can be to..check video

k
survei | | ancéa’ﬂgbécf‘U“éétén I ng‘%erésq‘ﬁéli‘eesefi? V’tCFbSIaésoﬁéa(B W e in the

vicinity of séxheorgqmce@n@mw(e . Chuntiing of Bigirlg) tHRr Babi RekicpatinBén et i vity. Yet
anot her net hod of making the determ nation can be if the wirel ess device

si gnal data aFTéVlFYe%.*)‘éélﬁeeﬂF‘gPdd@f@%Sﬁ SEVIGhBAY Refde3PoRater e thdas gamiBe det ect ed.
[0056] AN e h’elfq’tllréf E‘@nﬂ dTa{ar}T“onpﬁlre is0dnl Q/idRLEANIRGs MRBIN& R ed iR W T el ess
device is 3 e assocl ate an unattributed gam ng activity is
descri bed ashef ﬁﬂstmwsandétheruwayﬁmlebad foal adpaind trge. domight byasgemedotbie gkepet i ned to
l ast f roma fll CrICSStS dewce d aca.medletg:on ersothl\%?kmﬁg\; %%ﬁa&rﬂ)%t%ll Ja§1t1n0t Acﬁglgand t he
second tine, onhée oOfF Wi rel e€ss devi ces sighal's can cted proxinmate
to the ganm rMgwachd sacbr)d wikélessldenigé tate fnat noebetdesiciagaohitiothe thatributed| ess
signals is in the vi mgxé] of the unattributed gam ng activity including
when the wi r&MaRgacky REVE T rst det ect ed can be determ ned and
conpared to the first me an the sec €ss .Si | data
froma firstl Mll’&éerleﬁa?dh‘f MEYLF0580 Bp ‘°‘t‘rﬁ t(rgg%mt“?en‘%he erfﬂséu?rg&gt tine
and themyi t shPiasIRECRVIcSs SRt BRkRAd 6apdrothatidlye @he périddedsh ufatirbuele tine
fromthe first tine to the second tinme, then the server 30 can be
configured tastiass6CH iteaailabie)  Thecompansop anayi kertsede flERYPTIFIRSE AedCEHi ng

activity. carried by individuals that are not participating in the activity. For instance, wireless

devices of individuals that happen to be standing nearby or walk past during the

activity.

[0059] If biometric data is available, such as image data obtained from video

]
N

surveillance cameras, the image data might be used to confirm a determination that a
wireless device is or is not associated with an unattributed activity. For instance, a
change in position determined for a wireless device over time might match image data
showing a person walking past. As another example, a wireless device might be

30  stationary for a time period and image data may be used to confirm that a nearby

person was also stationary for a similar time period. Matching movements detected
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[0057] If wreless signal data froma second device is first detected prior
to the start 10of the gamng activity and ends prior to the end of the

gam ng activity or after the gamng activity. It mght be assuned that the
second device is associated with soneone placed nearby (e.g., standing or
sitting) that is not participating in the activity and the second wrel ess
device may not_ . ' | e ] YA £ E e si gnal
dat & from t Ag rieR 3oFs g B b ARFOIRTAGATHUE] ko ildyilhdfhRE 5 T

ti me and t heartionlhyardetnéght pebvidera methrd teflink bimmetrid immgg Hata bewaglsssned t he

second wi reless devi.ce dat.a, carried by a.person.wal ki ng by the unattri buted
gam ng acti VFY§Es: ﬁ‘?fdgs,taqcﬁ’e‘?glgélb%anwtroglagggﬁ‘ﬂ‘i‘{ﬁl Elevﬁﬁg?aa’(’%r‘#ﬁé not be

associ at ed whgbxintheelyiaichéd el hedefeiTong waeleky/del e lAytet B@insBE wes akD. [ 0058]
In general, the server 30 can be configured to determn ne whether position
of 20t he Swi feiad dmagrsiaiacis gbigipables theroths fig1al GAgesdatapight Reqdgieftor waﬁen od of

an unattri bupgoh8Ckbink ¥r £ fekistdred RisOMRE ARBLR hat TRRIEOARAMLEA HIBYhOE Used
to filter out wreless devices carried by individuals that are not

parti ci pati rigrelass déraceavatehaditg thefmagd ¢ast. ance, wirel ess devi ces of
i ndi vi dual s that happen to be standi ng nearby or wal k past during the

activity. 230@0bThe hfatchinaayendty be aparaxithaie oeansedhe posittpahdagasdateragpeddat a

obt ai ned fram.yi deo, surveill ance S Ny -1 used to
confirma d(e%?retr M ha e|Sso(¥1a R4 %e} i C&@Irﬁg‘{sté}” %b?sgtédnlgg&gar Qﬁé&ﬁﬁﬁdngéns@gi ated with
an unat tmwi buimegk dtd. Mhe twrelebOdatd msy Badi€ereat hhathgemage qaoshecncn oflehaem ned f or

a wreless device over. tine. mght nmatch i ata_show ng a,person wal ki ng
past. As ané?%@?rag%?éﬁiﬁ’lc%}sr%uﬁcg’éqegﬁW&E\?f E’gqﬁf’ tO?Blg "@%&%‘%{SF%ﬁary for a

time period RitnineRESHEROA offB¥ viR1dS 88/ideOwRRA K Mot btods sacur@8hbiheper son was
al so stationary for a simlar tinme period. Matchi n(():; nmovenents detected for
wirel ess dewogiEign flefermiped from thedmagy ¢ata- tTiundieessaist 20 erthecealgwest 19 ndi vi dual s

in the part icgﬁllpare gg{hgaeﬁe}gm frbth QYdHASE (R WREIBQetile hitﬁ‘?n@i&tﬁﬁ?ﬁﬁthﬁnd mage data

to wirel ess devic For instance, if the novenent of an individual in the

i mage datsa aisroii vethey thapatbhawichvellrapoeghehat thef wigelpdsideyies sandwsaiddo det ect ed

in the area baergzgn“ied by a person detected in the image data.

[0061] When the biometric data and the wireless signal data are both determined to be
associated with the same individual then both can be stored to a virtual customer
account. If the biometric data or the wireless signal, each alone or in combination with
20  one another is later detected and associated with an activity, then the activity can be
stored to a virtual customer account associated with the biometric data and the
wireless signal data. The account data may indicate how the activity was associated to
the virtual account, such as via wireless data alone, biometric data alone or wireless

data in combination with biometric data.

[0062] In this example, if the wireless signal data is not confirmed initially to be

]
W

associated with the activity, the wireless signal data can be stored in a provisional
manner to the virtual account for some time period to determine whether the wireless
signal data is associated with the individual, such as if it can be confirmed via video
surveillance data or via the fact that the biometric data and wireless signal data have
30  been detected together multiple times. If an activity is associated to a virtual customer

account via only the wireless signal data that has not been yet confirmed as being
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5facial image data is obtainable, then the facial inmage data m ght be added

to a virtual custoner account or a registered custoner account that

i ncl udes information about the wirel ess device natched to the i mage dat a.

[ 0060] The match may only be approxi mate because the positional data

determned for the wireless data nay not exactly match the positional data

det erm ned fgsggﬁ‘glteﬁ%m%% g l’ﬁlad‘l@a fu}gnc eeét(?réétoqﬂé QCCH@[}{ quwwe;flpﬁlgnt t han )

the i mage data because o ere th ess device I's being Carried as

wel | as t he wfifethas i;igg@ldaitaﬁsh@t nmﬂnmdduslwoh%oalad@t\emhﬂhnelrtumcm@metl on of the

wi rel ess device accura tH 051 n det erm ned
GoRUAR §

fromthe i mag&uf ‘%’A@{m FS pefl?l(i} the ‘?\/é?ssgﬁtac?g Eﬂcéa ‘6% E¥Wpar e pat hs

gener ated f paR ie@wiieleds daticabe atless fidemhe eirdaltaacqaind Ih sapeadifaina and
15det er mi ne whet her the paths match wel| enough that the wi reI ess device

can be sdi dIT8abeSERNF ARQUBYgNReSHHPIIRTART wles e WIFRLCSS ARt N BIRRA P [ 0061

When the bi gBireiabriHAdshs@RAiddNBitNhE QHRRSs SdrDihad welalideR@d BoRohbodlet ermned to
be associated with the sane individual then both can be stored to a virtual

cust omer acootat cusioimer pecobiitonet ri ¢ data or the wirel ess signal, each al one
or in conbination with 20one another is |later detected and associ ated with
an activity [0Q63kH mayencabe pessible teélﬂtebélngtv@r@@f%o diffipront dpsa saquiess.olelt  account

associ at ed i The
account dat\éﬂs%‘g%/al?f%rcﬁ ca {I&E{% %9 e ac %\C/HWG %&é&%@i@ﬁ%@&@h e virtual
account ,10suckamasie hatwi wetles sigial saubolid, anldlzm(mtalvibe edﬁtl@ca&ld@ﬂt&eor vvi r eI ess
data in conbi na

wirel ess si ghate thd%ta%{wlté Bﬁgfhawmaly%dﬁél?oﬁf’ lieg? ﬁ%}e?rgn%‘@hlﬁ}é gbrgrgﬁ Sé%naw t h t he

activity, thReut sek@shtedivihtthe haivaduabperlemsigQhestuiv ity dn phosthsdddadt, manner to
the virtual account for sone tine period to determ ne whether the wreless
signal data'"§ VHERhEYSIOMEE AN PR C’Eeﬁ@d mhgreViiretpreless signal slatajs asseeigted,wHR

confirmed V'aaﬁryt' ﬂ%mﬁf“‘z{n\thé LROEEWHALR shalVdath it BEodiaed withaleddng bi ometric
data and wirel ess signal data have 30been detected together nmultiple tines.

If an actsi vicustoinsr. éfghwnralte@sdslgr@l datisdateraletecmined iretegeledveppeanipgetesi] I t he
wireless si Qngi'nt b%a&egldg(pﬁ'ét tﬁé‘%@f%s &%ﬁg Y& s &%Jd' H}Wﬁgsa%?e 19(? \{¥9al and

the two virtual accounts can be later combined.

[0064] In one embodiment, the activity credit can be split among the virtual accounts.
For instance, ¥ credit might be given to one account and % the credit might be given
20  to the other account. If there is some indication that one wireless device is more likely
to be associated with the activity and then another wireless device, such as if one is
one device is determined to be closer to the activity location then the other wireless
device, then the split can be made unevenly. For instance, based on distance, one
account might be given 70% credit for the activity while another device might be

given 30% credit. The distance may not be used to eliminate one device or the other

o
w

because there may be some uncertainty in the calculation. For instance, the location

might be determined with an error bar of plus or minus one foot.

[0065] If a virtual account is later converted to a regular account, then the fact that an
activity is split between two or more accounts might lessen the amount of points that
30  an individual is credited for the activity. In one embodiment, during registration for an

account, an individual might reveal information regarding wireless devices they carry
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associated wth the account, the activity can be stored to the account.
However, if the wireless signal data is not confirmed to be associated with
the virtual custoner account within a time period, the wirel ess data and
the-activities associated via using only the wireless data can be del eted
fromthe virtual account. In enbodinent, a new 5virtual custoner account
m ght be cr d th I i ] - i on a he
activitics Sbioen sl BOtERRol P BESERT 0B TR ARl ™ e
ot her vi rt udk confiduestan sacdothavirtup D66 net tatabeyge watetdnaingodsiliet enyt 0 det er m ne
whi ch of two different data sources..such as t different .w.rel.ess signal
sources ar e FUVPeE BLEBERLRE! tmg’amlsé‘ﬁgmﬂo?: ib%é‘ g aitb‘é&eéﬁf)fkg,mﬁf‘?z t wo
wirel ess si gaabmsiciidas madibaadielikd & e Yudenaacdtchoe ai e refitsel grough to
activity 226 that it may not be possible to determ ne which wrel ess signal
source i 9 asls¥bstted with the individual perfornming the activity. In one
enbodi nent, two virtual custoners can be created where first wreless
si gnal dat a P66} 4w bigi Atasdvitipy mlatedtp parchasgsefspiices aed thpis lacationsdeliiye! ess
signal datagyg %&9&61@1&)5&0\’1“0?&0 ARGABLIRE YRA/OM T ireleds datalButtd wLeSS Si gnal
data is later geterm ned to regularly appear together, 1t mght be decided
that the w rdebaibed hedetrmingaf abiomerrdaiasdulsy andier aswirelessidiasodigaramlrd t he two
virtual accounts.can.be |ater conbined. 064] l.n_one di t he
activity cr ST AN et%%%cﬁllvfe[yal(ﬁ%ﬁﬁgmfnﬁgm\?k& 15’3{8’ tﬁgrggtﬁlﬁtdgﬂg%ﬂf &Faﬁlgéoénce, 1/ 2
credit moghtwibsesg dateRotrces@ae baasauiatd &ith otheRrypbsofarediits. Rogihttadye, ijfaven 20t o
the other account. If.there is sonme.indicatign that one wirel ess device is
Az o 1y

more |ikely SEP%CWOEEIEGEEY MG RAITHAS SYiiem CALPE SORGEWST Wi r el ess

devi ce, suchjeg$mink iOH8 Hicn@ACIALMMPBE WitelEhe gk RhinBask i wltRaRr to the
activity location then the other wireless device, then the split can be

nmade unevenlsgcuripevenhdihg Aesiem paachetopigwpdiostre a resard of deotsarrityieysit be gi ven

70% credit TQf ah{18sBGhtbd bibtheMdi dn/oP RALRE dHE Y HfurTLahls, BR sGhi4RRaHY0 Credi t.
The di stance may not be used to elimnate one device or thée other because

there may beosHgmedinaitaminatwhether thae is abattdrmof enainfgemétns axdiereyirel¢se

| ocati on m ght det.erm n ith an error bar of plus or mnus. one foot.
[0065] 1t o et Tt B B e T 8Pl bl Rl A aln R MURAEET "R

t he fact thahisdionatii¢ aidior wirlesplatd magbaesd td deemingprssibicsnepeatss m ght
| essen the anount of. points .that 30an individual is credited for the
activity. | r?sﬁﬁ’?@t@r%‘ggi FEFTYRYF g registration for an account, an

i ndi vidual m ght reveal informajion regarding wreless devices they carry
or reveal bi BN FIE Jint SPHEFOA! > WALAT i ClclERipEIE 2KV er WIAERUEhIog

i nfor mat N, rebikefcdRulOmERAhA SRS heWBRIHE tbRANMI Edstblers ThE Ri¥BI0ddat abase
to determ ne whether any activities have been associated with this

i nf or mat i on. cartye pmplementad i the mpaigoring sysemdescrifed akoye pathaesredtab®sé may be
credited to {,ng. GUBSAMER: & APEAHMenidhidd thEHRE 86 AkcABEPHVe with

respect to Figs. 1 and 2. However, in alternate embodiments, portions of the method

can be performed on other devices in the monitoring system 50 in combination with a

25 portion of the method performed on the server 30. For instance, in one embodiment,

based upon data received from a gaming device, the server 30 can be configured to

determine that an unattributed gaming activity has started. In another embodiment, the

gaming device can be configured to make this determination and then notify the

server 30 that an unattributed gaming activity has started.

30 [0068] In 302, an activity unattributed to a registered customer, such as a customer

registered in a casino enterprises loyalty program, can be detected in the system. In
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5dat abase. [0066] In Fig. 2, activities related to purchases of services
and their locations relative to the detection |ocation of bionetric data
source and/or w reless data sources were described to determine if a

bi onmetric data source and/or a wireless data source can be associated with
the activity. In alternate enbodi nents, bionetric data sources and/or

10w rel ess data sources.can. be associated with ofher .ty 0 ivities.
For 1 ot ancart FRoaMERRE Aag ot S EhBme ML E it RE R0 V3RS e

t he system cnimhchisoid B@Uedyiiomded éstefintine whetAdr\thdaddiney isiabodad a and/ or

wireless data cap b sociated with the secyrity evepnt. The system can be
confi gur ed ﬁlaeép@rve?%?f@e&aa% a%lﬁ&%é@%@f%ﬁ%ﬁéf@'@ﬁfﬂ%ﬁ ISRPMULRL at ed

bi ometric arfp9botdht & SaittedaBle of Bn AtbiHi 8f S¥EIRK FurcHalRl hY:SdBIhE@Videe _
15configured to determne whether there is a pattern of certain bionetric

and/ or wir elfelipyedibyaaemgantavassieAgnaarme Y- ipfdnstanser $1 yagsvene$dar e
detected. |f efbriRidda bt 'd&igfﬁl%ggﬁlnoretlme B leQEERl E}Efqvhﬁgﬁﬂdl(?(/alﬁ\é & £sSS data rmay

be used to determ ne possi bl e suspects associ ate he security event.
[0067] Fig. $.03 wagenorf 4 bwert demamiodtion simetlérack. f or determi ning activities
unattributed to 20regi stered custoners and attributing the activities to
virtual custi@6dt & 30theherspsitrodacdaterivand windtarting astivitnistchmplemifithe i ng syst em
descri bed above with respect to Fig, 1. | ne.enbodi ment, it .can be

ool enrent ed feyip st duf GRS} chod R g B Sa FRPAGE by bitEGs T and 2.
However ,jol N s@ded@s AairfaBiidRdicFBdtbent. Pidnt inB02, Bk s{dien 6@t dvatdmean be perfor med

on other devices, in the nopnitoring system50 in conhination w.th a
25portion o?eFﬂ@nﬁéftaF%&c‘bvétryf“&Fm?@ﬁ%Pﬁ%glg‘éﬁe@é?St%‘Bf.’r 6?%“%‘%‘%@9& in one

enmbodi ment, BagEAs H&Q:@m?ﬁ:rt@- HeaG kY Qen Ele@Bade @AMt ot BMicGRoniloifg &R ver 30
can be configuréd to determne that an unattributed gam ng actrvity has

started. |nagiobtrad pendrbeillireheck in Be4 padeiangingaihe acteary lpeel seheyegur ed t o make
t hi det i j d ti : : t r.lhut ed
|'Ss aeter mtﬂ%&ﬂoﬁd;va"i’&. F&hﬁﬂé&g)b%%g%?ﬁ}a%@ Y &Imind aét&?f? ot R cfehla €

gami ng activity has starte n 302, an activity unattributed to a
regi st erigd cumtmmexceedibe threshohl \aligtin 484 butaffesinemxenidedpaioda$ gaoingnt er pri ses

act vi Ly cancnao R e B B B G Cer such as a vi deo Sl ot machi ne.
In 304, the [8(¥7?)5 ?1% f:(f1 r1'1ftﬂee ztlc%rv{g/ T'ee\fel\l\llrs1 glgorlz%rthc:[ tlﬂrecesl?cﬁ(ti ivgliu;[:,ythe! ssyst%rl?loc\érel a
determine a location of the unattributed activity. For instance, if the activity has
occurred on a gaming device, then the gaming device can send unique device
20  identification information. The system can store a table listing a location for each
device according to the unique device information and a table look-up can be

performed to determine a location of the unattributed activity.

[0071] The system can include a sensor network that allows biometric and/or wireless
signal data to be passively gathered. The system can be configured to determine a

location of the source of the biometric data or a location of the source of the wireless

to
W

signal data. For instance, a location of the wireless signal data can be determined
based on triangulation of signals received from a wireless device and/or determination
of signal strength from a wireless device. An error bar can be approximated for the
location determined from the biometric and/or wireless data, such as the device or a

30  person, is centered at a location with some specified error radius.
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threshol d value. For a gamng activity, the threshold value can relate to
anount of chi ps bought at a gam ng table or an anount of credits purchased
on a gamng device followed by an anmount wagered on a ganme play. For
instance, a $5 wager on a S5 denonination slot device may be nore likely to
exceed the threshold vaI ue than a $. 05 wager on a 1 cent denom nation sl ot

devi ce. [00 Pn 464, L0 r§¥::§r'1[ mcan determn arean po%enuap‘t?o fvity iIs
R rg‘et G X

conpl et e. 78 conprete and it doesn excee &t hreshol d
val ue, the I’l ahd/omtj'elmtdahaoﬂﬁmdthb tocatiot ¢ftananawriisitcimneriviac odint, theThen, in

302, the system can contipue to determne if activity upattri uted to a
regi stered éX?éﬁtr‘bﬁ%‘rChﬁ%tocﬁ?Eeﬂ‘PF‘édtd‘ﬁFrF 1 ﬁ@eaab?qe%“{ tiga X\?Eﬁlreﬁf; &R the

system can ghgad @eiflc@GAMh AGstcIRAHBMSId Mkl OF g uhmlb@eerdl alitiyy. &nd
periodically check in 304 to determne if the activity level is above a

t hr eshol 8 v#ierreils npbg biopstrigriad or Wielepsaionige deigetad aearky, Highifihc a@vityity on a
gam ng deVI ?18’[ (%ﬁ'g)?éfe ﬁl%tsvﬁéﬁ %%j crtﬁﬁgatréyoﬁlsﬂﬁlcgn%ﬂ{ 3@ IﬂOHlt&QﬂE MR’I[@TII er an

ext ended perio gam nhg activity, the resho activity can be exceeded.
[ 0070] | n 3308. If hetabievigas cammplyte] therethe iastivatyonay rohbe tdso@zbdivithuairae] t he

system can det ermne a location of the unattributed activity. For instance,
if the acti \?P%?}nﬂas occurred on a ganm ng device, then the gam ng device can

d d fi f
PP e ey e R e e N S R R AT e

i nf or matipon spdiéh ar @fetietd e Kﬂh@scﬁl&j& ibssspaattOwhrd récisteted arstonite. IitHeocat i on of

the unattributed activity. [0071]. The system c i nc ensor_net wor k
that al | ows ™1 %F?qr%eséﬁd‘fl‘?ﬂ“f\ﬁﬂf LFéE"g can E%E?Pead r‘?a(‘}k’b‘g’ntgcg?‘\%qe Inyat her ed.

The system aap iPheGOREL BWeRFninBd B8 EIEcRRedByiliph &Gﬁklré?lrbu@tfomfeh%he%%” ce of the
biometric data or a location of the source of the wireless signal data. For

instance, a3ll3che sysiemotantiseonfigustdiogicisimingle Paria of te apiévitrde & ArsiEdd based on
triangul atignyQ frecﬁgt&%a‘kést G %Y 8o AU NERLRY A GG, and/ of

determ nation o reng th rom a ess device. An error bar can

be appr OX I ”%(?ﬂ% fIr? 1)1116t e%oﬁ%%xtet i @19 eah%rf%%%gv rc%?f'b% QFedRécpengto d‘ltscmeméj/ or

wi rel ess"dat'a Vi Ce 'or at a location
wi th sone speat fiaeckres ifahe acaditysere learned about via registered customer mechanism

(e.g., the customer placing a card with account information in a card reader). In
another embodiment, the registered customer may earn lesser amount of points for an
activity identified in this way. In yet another embodiment, multiple biometric and/or
20  wireless sources may have been detected and thus, the system can be configured to
award less than a full portion of the activity to the registered customer because the
points are split among other registered and/or virtual customers associated with the

multiple biometric and/or wireless sources.

[0075] In 320. it can be determined whether the biometric and/or wireless source is
25 associated with an existing virtual customer. In 322, if the biometric and/or wireless
source is determined to be associated with an existing virtual customer, then all or
portion of the activity can be attributed to the virtual customer’s account. In 324, if
the biometric and/or wireless source is not associated with an existing virtual
customer’s account, then a new virtual customer account can be created. Then, the
30  system can be configured to assign all or a portion of the activity to the new virtual

customer account. Further, information associated with the biometric and/or wireless

25



[0072] In 312, the system can determ ne whether there are any potenti al

bi ometric and/or wireless data sources near the | ocation of an unattributed
activity. In 314, the systemcan check to deternmine if there is at |east
one-bionmetric and/or wireless signal source identified within a specified
threshol d di stance of the unattributed activity. If 5 there is not a
biomet ri ¢ ang: ofar Wi &l 882 1038H 50 S FAAGLAR TR ind (hE Bulcha Dy acti vity s
not conpl ete R systemcan create a record and conti nue 6 Toni tor the
activity inadD8iesltly thdrertadlicustoingr dag be adgudasd ehe abdvmnt.t he activity may not be
associated wth a virtual customer. [0073] If at |east one bionetric and/or
W rel ess si guouls) SO306CBasks oh €Rrvnk bi fdre transadlions ih hie Vifisal stesmeaancaheck to see
if the source is associated with a regigh?etéed custonmer. |Lf the multiple

sour ces ar e HRIAEMIPREC CQitielredR feleaHi bR TRE AL B WPOBYLH hayy Tt fi ed
source. kn 3l&erddl infd}@ cRBUEERNI, TedRic@mHaGHofl WhddRr BRIORIRPortily _
regi stered customer, then in 318, the system can be configured to determ ne
a portion ofas besn seggerddiopn bodased as iegnbig of retone oF wTedragpastorsus fsmer  and
updat e the fvﬁala%gfo%%rw%w@ro BGROHBL reckRl Phédioh Nn308 wirRodAget . 1n 318,
all of the activity can be credrted as points In the sane manner as if the
activity wepogpdramitnbas oo triggeied, the gy stanecanchegusfignred tordstshamiegreoglacty. , t he
cust onmer pl acid% (? car fWith account information in a card reader). In

anot her enbdHNEAL " ¥'1He F-egi st ered custoner may earn | esser amount of

points faor tvity identified ipn this wa |.n yet anot her.enbodi nent,
mul ti pl &b T e sopiacs od oag fegpalen t@%ﬁ?‘&%‘g“’r‘%ﬁ%"%&\‘}éheb‘éaéﬁe BEF8cted and

t hus, the sysiréinaciiryaRatteudfto gieragodring afwhe dothtes sppdramitp Houlidstapes, if on of t he
activity to the regi stered. custoner_ because éhge points are sgl i.t anong

ot her regi sty BamgigABY oL Felges Signghdampricaiss W pleyeids A\G AP RKESHG ti pl e

bi onetric angdj Hen\WhmblafEScad B eERSated thBCHIRlvs hn3d@e td be HidlayRE of@lcer M ned
whet her the bionmetric and/or vvirel ess source is associated with an

exi sting vi reamang deyisedrpsrinsippeeggmmands eaebagenpraied jata sRgspndienblodss sour ce
is determn he: assoc] ' I 5L i .t hen all
or porti1§1n g {)tﬁégrg% id\%igl?%/ﬁ{:ag%s%%&gﬁgg fnb%{%(ge&ilc? go %{lhﬁel%?hegsg?é @g}s%%%nr'f’er' S
account . | n tB2dlaydriar éuen i ot by cegnelingrfoma oghlgsrogmon besomg not associ at ed
with an existing. virtuyal custoner:s account, .then ew. vi rtual custoner
account can Gﬁg’ogﬁn?féﬂ{se © BFREA" ﬁ§w§6§§/'§f’ 8%‘?’?%%88“%8% :é\%‘ﬁ eé}bert?hc?yassi gn all
or a porti onjebille tdunralTini thi¢ foyaltyoproramnewoy iin dntsdmbodBhénfRle g@dngiddviceFur t her ,
information associated with the bjonetric and/or wrel ess, d%\%g\hthat can be

used to i derfalbgconiteyred to pensse i WiREtarhhal Aoy eRETOB ACIFESKE ¥ et i vi ti es

by the viyrtuglaGysd LR vidR Afindddae to the account. [0076] In 326, based
on the one or nbre transactions in the virtual custoner account, the system

can be configyisgdn bdelShIdithaRs, Welnat: ﬁg&%ﬁﬁ%%l\@@@&ﬁﬁ%@bér%nhés been 5
triggered. In one enbodi nent, the determ nation of whether the contact

oppor t uni ty dtempblesantettheyerae cysinmpe Thapaepronat breaufheriaed ofprevide Bfe or nore
tr ansact i on. i BEoried $Rer SERhE T BEERY Bke pin Ol del e Hee Podr ¢ he
system can Hedginnfié thavirchat cuschaieer Therdfeacandrtiaeschangkefonmdhdapendenodff er .
25 whether the person signs up for a registered account or not. The value of the offer

may depend on the value of activities stored in the virtual customer’s account. In 322,

the system can receive information whether the offer accepted and/or whether the

virtual customer wishes to register for a loyalty program account. Whether the offer is

accepted or not can be added 1o the virtual customer account if the virtual customer

30  decides not to register in 332. For instance, information regarding the offer and

whether the virtual customer accepted the offer or not can be added to the virtual

26



10[ 0077] The contact node can depend on the current |ocation and the nature
of the current activity that lead to the triggering of the contact
opportunity. For instance, if the bionetric and/or wreless signal data

i ndicates the player is at a gam ng device, and then commands can be
generated that allows a nessage to be displayed on the gam ng device. For
i nst.ance, cQn nds [ 5renot e
gam ng devi ce acgou%{ ?ﬁt@? ‘8{}%&?5&%{,{%& tgeenv&) ﬁltgf‘]g?g?g%ﬁlgﬁledgl%nn@g%age

i ndi cating tvhﬁlapd:L&yfﬁferGaﬁcoﬁﬁﬂ’n an avvard by registering for a loyalty
program In sone enbodi nents, the award can be given to the player

i ndependent [[§079f Ikt hene cbﬂfteyo thictl & dcoepdstl; dielsystem chxecreay anty lgabgr am or
not. In one enbodi devi ce can be configured to generate an
interface t[8%Uaf ITgE "c"H@Sb‘b §8W“gb°‘¥s@§1e§f“é‘|°“‘?t&?m %Eal}sg%?ﬁ&thﬁr“g ram vi a
the gam ng deuiG Beinl KRG, Buhel, RRrsyeeRQdh BRAT the 161ty HOMEAS theWeBine an

i nvol ve sendi'ng” a person to attenpf to contact the virtual custoner. The
person may thesedwphoiicAeivities 396 Paiatsisised i the g GYT BTN FREPTSof  sone
type, such Bt c%r?lg &%%er@b ﬁythe Eérﬁ/@rsmﬁ%clucier V@ﬁetﬂe@g&hﬂghavggeénktﬁe\){b\fsiwal

custoner. The o r can be 1 n exchange for or Independent of 25whéether the
person si gnsiwaplefl oy tha viregl slayer besed ov theractivitieniptthe Thpalywastomepfcceung of f er may

devend on, gl B S5 BT oo g OBRLIz 2500

andi or whet hgg vitthgl custoiealas aust @lsmre \ni sehhe $nstadcéseghitisites cdmive split ayaigt y
program account . Whet her the. of i s accept.ed ..added to the

b
virtual cust'oii CUXREREnd/9r Vﬂ‘ﬂé’ ?/‘stotnEﬁﬁa %léﬁ%’ﬁ c%ﬁ%l‘@??%é: sﬁbtt to register
in 332. For a'cﬂﬁh@sn%syét%%a%trédﬂﬂhéWfo‘?hlf}gactc&ﬂltQﬁtﬁ%[l o2Bgomidabhal the
virtual custoner accepted the offer or not can be added to the virtual
cust omer acO@hWtamOPmqsmlaéﬁdf"élfh‘ihgaﬁ%‘épt ed, then points may be deducted
fromthe virtual custonmer's account. [0079] In 334, if the offer to

register is lﬁ&&ﬁéﬁﬁr@ay in partisylar enbedipents, die ysismry Yegpafigyediocdeskthe The
activitigs 'J?Er& %usYérﬁ{r‘é@{guﬁté%Pfl%E t@?P&Wa& W&ot B@eﬂ%ﬁﬁédrt?%etVQnﬁﬁe new

5l oyal ty "poi nt” accoun ystem can credi oyalty points
t o t he accounstomasadowp anthtrfvepmctulammneasrladldhmthp gysrsCagthe rcetdﬁgumect the

virtual cust r.accou Factors that can,be C der ? nversi on
i ncl ude whet Lglf © g pua %\?@nﬁégcﬁoﬁ?tew §ry" é/%/\rbura 0 8ur\lr}|1§r S &)pl ayer

based on the; @aé pariddines belselebied wrrtmmhua: ldﬁsit@ffafac&ﬁmt)whére arpdn@d @fonf i dence
| evel that the systemhas that the activi t?/ s act.ual I% %e or.med by 10t he
virtual custiB#evity jaeerdhathe By @eripdymay rrsul S KiEwal custenerAndithdr ¢ o he

split amng AbblndBing HERMBA SorAEhBYdinibdts, WiRd tirReISdrRIABASY @E@hdr&gh@t ered
custoners. For split activities, the system may credit the new loyalty

account wi t hvaiilelof ghe tzansasiion Bhat lsé tq the crraliQreotAhoRaT ViaNalsaramed Fal t h™ t he

activity. instance, virtual customer accounts created as the result of more a valuable transaction

may be kept a longer amount of time then a virtual customer account created as the

result of a less valuable transaction.

25 |0081] Next, details of gaming systems and gaming devices that are compatible with
the monitoring system and the methods described above is discussed with respect to
Figs. 4 and 5. Fig. 4 shows a block diagram of a gaming system 600 in accordance
with the described embodiments. The gaming system 600 can include one or more
servers, such as server 602, and a variety of gaming devices including but not limited

30 to table gaming devices, such as 652, mobile gaming devices, such as 654, and slot-

type gaming devices, such as 656. The table gaming devices, such as 652, can include
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[0080] Finally, in particular enbodinents, the systemmay be configured to
check the 15virtual custoner accounts for activity. If new activity has not
been added to the virtual custonmer account within a particular time period,
then the system can be configured to delete the virtual custoner account.
When a new virtual custonmer account is created, a ti me peri od may be

sel ected for the virtdu ) t ivity

| onger than RLITS sassocuﬁed ngﬁ a%pﬁcramggﬁlg &@al{@ggbgrﬁ% Jﬂgrgglt e}a%?gsﬁld their
20account bemlpg)yddﬁ|T€h’e%dm1n|0rdesmd§§3andmb6dtﬂﬁBRtsSnvetshﬁnbd)IfrEumemB&dthmy depend on
the value of t etransacKL;<]qc’>03,g[lF | e tOtE@ cre of the new. virtual
cust oner. FEPOPFISERHREWO © NPT YR IEUEH U "&lf o3 8H2 SYBIRFIPeg | ¢ of
nore a val uabhgrel A% A61kdsRBmiRMicREok&Rhedtioh A EIGksR MRd Yo unidatin t hen a
virtual custonmer account created as the result of a | ess valuable

transact Ponoyg®81] Next, details of gam ng systens and gam ng devi ces that
are conpatible with the nonitoring systemand the nethods descri bed above

i s di scussed08§2 Rome spate dewices gpsh a8 63h §54and$9, can bgtrenBewedwskR di agr am of
a gam ng sy o) The

gam ng syst Zﬁa?'g?og%gfg%&hnc%ggagg%t yrge%gé(g%s%r%gg%é% C&E‘Rggﬂ g%?%/lg?d 602, and
a vari et y ofm@amwgr{iwd(g@se ionted oatieragd Buén gustonhg wﬁth@waﬁm{beseﬁal@me tgani ng
devi ces, h .as nohi |l e .gam n evic n | ot - type
gani ng deV| éhSpga?i%cﬁ Agsangé%npl%t%n?%o%wce%ﬁ% evcl1 §§6 Ci‘bdce 1%CPGSZ can

i ncl ude 1papp@edidds, @3@@64@&@%%&&&@@%@ gg;steealyv\/gmmagae\hcesmﬂmplamr or a
virtual operator is enployed Cés g’ig devi c and .on nore servers

can conmuni ¢AEEASKIFhlostEd ‘&rPBP]lﬁ%?‘lly\? BEtH PR fcasﬂﬁ‘éﬁ‘h t RBE Y8 i nel ude

wired, W relgss sfe darf gfaeﬂaésl Q1 @f s dr 302,226 b8l FSpuUb@BATHNI cat i on
connections and associ ated communi cation 5r outers. [0082] Sone gani ng

devices, s uchaca@s@ﬁzareaesmclamn 8back-oam He cevnd ryer affwite From the edsmo.
interface ”@%r%a& hQMEs Feat aﬁﬁuﬁzalﬁﬁhsﬁegs%areﬁg r?o%nﬁlu\@@q v@m)unt

associ at ed a wager - based” game "t 0 an out cone of the
wager - bassed igarfecet Boxbestahcs;sleazye@n? dass aot isctadep Mayeg anerfrge.déwaves, 652, 654
and 656, |nclude 10i nterface 43, an res tlvely
Typi cal |y, gsﬁﬁleﬁ% EéF%eégnﬂhpwlsg aEC) éﬂﬁeér?ace% g\‘a%l%lé)wg%énc?g%%%ss%fll nCFpubI ically
accessi bl e ayi@dthe s&uU&T602%0 Be &fusstedo fl oor. On the ot her hand, some gam ng
devi ces, such as server 602, can be located in publically inaccessible

areas, such [0683] AreexaR®le-dofBFardiondf @@ deVice walts@itled siitheedpeand t he casi no.
gaming device 604. The gaming device 604 can include 1) a game controller 606 for
20  controlling a wager-based game played on the gaming device and 2) a player interface
608 for receiving inputs associated with the wager-based game and for displaying an
outcome to the wager-based game. In more detail, the game controller 606 can
include a) one or more processors, such as 626, b) memory for holding software

executed by the one or more processors, such as 628, c) a power-hit tolerant memory,

2
(%]

such as 630, d) one or more trusted memories, such as 632, e) a random number
generator and f) a plurality of software applications, 610. The other gaming devices,
including table gaming device 652, mobile gaming device 654, slot-type gaming
device 656 and server 602, can each include a game controller with all or a portion of

the components described with respect to game controller 606.

30  |0084] In particular embodiments, the gaming device can utilize a “state” machine

architecture. In a “state” machine architecture critical information in each state 1s
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Gam ng devices located in publically inaccessible areas may not include a
pl ayer 15interface. For instance, server 602 does not include a player
interface. However, server 602 includes an adm nistrator interface 635 that
all ows functions associated with the server 602 to be adjusted. [0083] An
exanpl e configurati on of a gam ng device is described with respect to

gam ng devic¢ n Vi ce cl ontroller
606 for 2000(% tlp and quel%\?i\lgpo% c_)rgg &pe?s?s%en?ﬁ{én{g Tlﬁg%ﬁ:%l tec%urgﬁggsagw ce and 2)
a player i nhe\rahes:e tﬁ@ﬁex‘i StateIf@@es vurfgt stmtpmhsl aﬁksthecmtadaédlfmrtahort thet mager - based
gane and for di |ng n_outcone taq the wa 8‘ based 13 re detail,
the game coﬂ‘t“?"ﬁ %WCFWE‘F%H@G’&? stgigd 1% er?ﬁ’fsbf‘teﬁml ’é‘gI}oF us, gﬁ‘&h as 626,
b) memory f@fmmlndiu@g 08&Urd WK Eena B Gate8 subl ad H1Bova&iFaiftire, TRY @nflh@8&6&0T S, such
as 628, c) a power-hit tolerant menor such as 630, d) one or nore trusted
nenori es’ sieplemsntgmihe gyte maching ¥ H@%b@rregéﬁéﬂ%tt%m‘asf?&e iy §rality of
software ap | e

garm ng. devi e B P o o R 1 656
and server 60R, stcuahlneh@herisistcmunmnm'gﬁnefe@mmusoftblecalkmitahrcdl backrofghporti on of
the components, deegllzzl tllz%ia es ofgr‘ia’tls %Omgtl&aggl ucfeb% ar% 098\% teci:)’t%[ g084] In
particul ar ERDOEITHENT S, devi'ee”tan ' machi ne
architectur @utcbmeaeteﬁmﬁédafor mberrlﬁzsargﬂmet e@tagdsremmuntmmml onith engati on in
each state is .identified and queued for_storage to a}é ﬁ%tﬁten menory

The ar chiPt e@?i?@éa‘%eaé‘r?“tar%m%méé“?‘ﬂa‘?ﬂ& “Hé@fio‘g Q% CF fPRHEE stat e

until all tRemalsidebiedbnd DEoERET @Bditshathel gamipeeettef or storage for the
current state is stored to the persistent nmenory. Thus, if an error

condi tion 0Gggsp TH@EW&fhnttWra?ﬁ alteﬁl%w 630Chan B8 uged&@\a@ersfseént Hefontfde gam ng
devi ce 5inplenmenting the state machine can likely be restored to its |ast

state prior criscal Hataorel py @hical defa aspreiased with BeERing A S ngasHee @ thei cal
| nformation g@ﬁ?@&e@fc@‘bﬂ@ ﬁh&g&;{eﬁsﬂ@ﬁt& pRbRL fi ﬁlasﬁqnérﬁbrt 880 §edr1§gt%5ént menory.

This featur ten cal ac ani ng devi ce. Exanpl es
of critial tianfforua¢.iThns,¢atheienelt ofle piyuer- faﬂlaermlnlcﬂl mmghtt bd inderaged bywt cone

determ ned for.a wa on t wager -
10based gar’réuéde?ﬂ Pamg téucélf‘?ilaﬂ‘tt %%réq)céfi P %m he Qi eloaglﬁ? gré)rrrneml%ﬁ%dl ts
avai | abl e ofindniey gach HOR ARVise® iadwih demmisooéz&m@itﬂespower hihelgant ng

devi ce.
memory 630 and saved.

[0086] In one embodiment, the gaming device 605 can be configured to detect power
20  fluctuations and in response, trigger a transfer of critical data from RAM to the
power-hit tolerant memory 630. One example of a power-hit tolerant memory 630 is a
battery-backed RAM. The battery supplies power to the normally volatile RAM so
that in the event of a power failure data is not lost. Thus. a battery-backed RAM is
also often referred to as a non-volatile RAM or NV-RAM. An advantage of a battery-
25 backed RAM is that the fast data transfer times associated with a volatile RAM can be

obtained.

[0087] The trusted memory 632 is typically a read-only memory of some type that
may be designed to be unalterable. An EPROM or EEPROM are two types of
memory that can be used as a trusted memory 632. The gaming device 604 can

30  include one or more trusted memories.



[ 0085] The power-hit tolerant nmenory 630 can be used as a persistent nenory
for critical data, such as critical data associated with maintaining a
-state- machine on the gam ng device. One characteristic of a power-hit
tolerant nenory 630 is a fast data 15transfer tine. Thus, in the event of a
power-failure, which mght be indicated by a sudden power fluctuation, the
critical da .be I . I i r as RAM
associ at ed \t’\ﬁsﬁﬂa he' tﬁg%éﬁfs%%l} 4%%%&9?%? g&g@é%%&;ﬁ%}? %?%Zﬁgﬁ{benenory 630
and saved. [veffi&] Foninamgecatndquenidedtifict,lsactg@ agh devé, cen déenearedoa
configured to detect power 20fluctuations and in response, {rigger a
transfer of W&Gopfealsiof figmemorysp FB‘“P?TEd@&MFQWt?dS}{‘?‘BW@ﬁ%#r nory 630.

One exanpl e cgfieds BOWR frchoky. Tk @ity ARIBbYbL3Qallcd ifthB 8bdcpdtyt Hacked RAM  The
battery supplies power to the normal |y volatile RAM so that in the event of

a power Pai lagtepteddneh yaduende npgseich e instaligtion, éeyeapuradayicRAM PS al so of ten
referred tocé}&ﬁ&rﬁf;tt@fc%{ﬁégqpé Lt he MGdAMmAY. RIVARINRYS u?lgqug, battery-

25backed RAM I st ast data transfer tifes associated with a

vol ati | e RAMensfieheuchhas aihaghdvalyeDOBHe Eherated us tedemenithy ré3& memerypi cal |y a
read-only nemopry of sone t t hat esi u rahl e. An
Eprov or  rron areed B iRt At ks RS REIRE S e B BB O 2
menory 632. tHheigeridéngifideandabe &péctednalddoftht uniquoidentifier d@t’ embtchished
menories. 100881 Prjor to installation the contents of a truysted nenory,

such as 632 anCHAT wadijiopicen Bygeneried dhegrmaing devies Qifeln e PPPIZIL sych as a

hash val ue, (KA&rdRRoMBHGT @hneekulin tHRQ MY RN efierihd £ tiFBRAR Wheahghnichen
conpared to an accepted hash value for the contents of the nenory. The

nmenory nay Ry IpEennesaryy flisgbled on the geingdsYiedl and S5accept ed hash val ues do
not match. After installation, the lg(;m’ ng devi ce can be confi gured to check
t he cont ent 40839 Shmetimgsyasdicagannfipoitware cxepytedpndhe ganyng deréce @9ésen b er, such

as a hash vallig., & tagrgglggtpﬁre@otgggsuteﬁgscggﬂsvgﬂ{r&en%%e%gf_dffeu%wam@ary and

conpared to ‘an expe ue 1de ier. t he generated
val ue ofist héyargagqeeonadier,ishcleas @adcantte haghhecteldiedavhree ofly stievarei que
identifier don't tch, then 1(8,.an erraor.condition . can be gener d on the
gan ng. devi BB DY f esha BB ER SRNEY{Th oS B bl BE B o BEARE BOET . T (e
gam ng devi qe og@t@bidigers, the krusted RleonEIaf SidR: dukiayitidasioh progednarantlyr di sabl ed
on the gam ng devi ce. o : : :

authentication data for authenticating the contents of various memories on the gaming

device 604. For instance, the trusted memory 632 can store an authentication program

20  that can be used to verify the contents of a mass storage device, such as 620, which

can include software executed by the game controller 606.

[0090] The random number generator (RNG) 634 can be used to generate random
numbers that can be used to determine outcomes for a game of chance played on the
gaming device. For instance, for a mechanical or video slot reel type of game, the

25 RNG, in conjunction with a paytable that lists the possible outcomes for a game of
chance and the associated awards for each outcome, can be used to generate random
numbers for determining reel positions that display the randomly determined
outcomes to the wager-based game. In other example, the RNG might be used to
randomly select cards for a card game. Typically, as described above, the outcomes

30  generated on a gaming device, such as 604, are considered critical data. Thus,

generated outcomes can be stored to the power-hit tolerant memory 630.

30



100891 Sonetines verification of software executed on the gam ng device 604
can be perfornmed by a regul atory body, such as a governnment agency. Oten
software used 15by a gane controller, such as 606, can be highly regul ated,
where only software approved by a regulatory body is allowed to be executed
by the gane controller 606 In one enbodrnent the trusted nmenory 632 can

store authe and| catlon data for authentlcatlng
t he “cont ent gb@ﬁ?\&/\’lﬁ?%g Ylfeésfnaé’ tcﬁg 1%15%# #?ggeﬂ%r%eé}eelréﬁvéfl 8% i nst ance,
the trusted omoﬂteyarﬁﬁﬁusgamyaborse aA RN o @it p@rpbieOlh spme@mdbliddhaat can be
used to verify the contents of a nmass storage devi ce, such as 620, which
can i ncl ude LB CWEPBELABOGEERETHEd Pha rRaiedRdss: fush e icren 8027068852 The random

nunber geneﬁﬁﬁﬁ%né&mﬁ%egﬁﬁmG%Bw9§aH§%ﬂxéQwQﬁQ%&@%&i&ﬁ%&%ﬂé&@@ﬁ&%mthat can
be used to determ ne outcones for a gane of chance played on the gam ng
devi ce. PFor bedsphsedto thoplayer viscthepiagerlinterfacgi 698 oF os instane g ebtcpppetodf gane, t he
RNG in conjg t s for a
game of chang)g(%%;g;ra %%&gggg %leﬁwgggkwpois%g%ﬂﬁggﬁgﬁhgkﬁggﬁ%ggﬁﬁsed to
gener at e r andmngdenizec84.f or deterntnrng reel positions that display the
random y determ ned outcones to the wager-based gane. In other exanple, the
RNG m ght bq0af2¢dn otherrmrtdxdhhqntsdte@amimgadaﬁkseﬁﬁrt czm warsed gar®y cehygi cal 1y, as
descri bed abpve, .t he outcone ener ted on a devi ce, .such as 604,
are consrdef@ﬁ“&@???b%W“ﬁé?ﬁ ISR EEDS 6W&?‘@§Wm53 U ored to the

power - hify t QlagleddpoolBiRdnye &Bébmes [CQIOQelgenMetedahh t}@anpaag:u@egmﬁe&nwesbe
configured to generate their own gane outcones and t hus, not use an
RI NG for thin gﬁr pIhesdes aspgeded ppg e%éﬁﬂoﬁ@ﬁ?§ p %ﬁh@q%t%‘ﬁé’éavé fePEyener at ed

on a renot e fdeyhee ox?%li‘é)%%mstﬁé & oﬁg?cmo%ld obAlERed Stﬁéb?ﬁ@stlf&%sfté?lcé Qe gami ng

devi ce 604 ere t e out come an ssocl ated award can 5be displayed to
t he pl ayer \foal efrramgloaicemes fwerctlacaédeoralmalt@rl gams cambegenogted gne stored a

Tt e D e ieer S Rk, B3TaRANG AT ARIGE B BBl BBl |
D g S?tgg?ﬁnw ‘dm&ﬁmﬁ P F?R”meemmhe . Wﬁmw“mm?or Sof o
out Somae b AT A Brhe PreEgn e e aRoe Bataee Baffin, ©

sel ect ed as<ﬂ@ﬂgedoﬁqmgmnmgu&eemomse to a player requesting to play the
central determnation gane) fromthe pool of previously generated outcomes.

For lnstancgo Q@thepémmﬁfﬁerﬁyﬁlﬁﬂeﬁéltf}%e e gBmGRMevRks, ARhQE HobA bamngane can
be generate stored on server 602 in response to a request to

play the Cerﬁefvggps erefl & plrn wRgBTPagpdryadeo card or v1deo slot games, may be configured

20 1o receive at least game outcomes from a remote device and not use an RNG to
generate game outcomes locally. The game outcomes can be generated remotely in
response to inputs made on the mobile device, such as an input indicating a wager
amount and/or an input to initiate the game. This information can be sent from the

mobile device to a remote device, such as from mobile gaming device 654 to server

o
wn

602. After receiving the game outcome from the remote device, a game presentation
for the game outcomes generated remotely can be generated and displayed on the
mobile device. In some instances, the game presentation can also be generated

remotely and then streamed for display to the mobile device.

[0094] The game controller 606 can be configured to utilize and execute many
30  different types of software applications 610. Typically, the software applications

utilized by the game controller 606 can be highly regulated and may undergo a
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15 on gam ng devi ce 604, one of the outconmes fromthe pool can be

downl oaded to the gam ng device 604. A gane presentation including the
downl oaded out cone can be displayed on the gam ng device 604. [0093] In
ot her enbodi nents, thin client type gam ng devices, such as nobile gam ng
devi ces used to play wager-based video card or video sl ot games, may be

cont i gur ed 20k’ SERI KGxalead S5 9IRS AU AIRER AN G and not

use an RI NG gane outco ones can be
gener at ed r éewmtibed anrm gaﬁmpg)ctfsze:etd@phomq:dmsherﬁdda soch 4she apmiind. OndexpeeE, such as

an input indigatin r anmount and/or .an i n itia gane.
This ' nt or naefaHe SRS LS AR SR bt 58l Boetfae Doeshlde’ 2 oo
such as fromyahidiewdatbidpré@yhe & bdaded faakyaition Do the. prdfecbRF 62&e&dLvi ng t he
gane outcone fromthe renote device, a gane l|§)resent ation for the ganme

out cones ageﬁémgéadn%f@ﬁmré?ryen@aaaﬁ@tﬁg@ﬁé\fﬂé@@d #nIpg dp1ic 98- BHteR &b | e

device. |In SOOI RSEAIESFonitbPR QR RESFRUrdhs Qﬁm‘ﬁaﬁeﬂéééb@ﬁoxgenerat ed
remptely and then streamed for display to the nobile devi ce. [ 0094] The

game cont r olihssancg8rigiaappsacensf sugh peepplicationp BSISQ@atafﬂletégé@ap’etCmﬂy
S0diITerent Jo¥Bedodln @g&%pﬁ@&ﬁpﬂmmw K EH I ORIGRLL xweﬂz%haof tware

applicati ong®l 1 ze ane contro can e Ri y regul at ed
and nmay underigoteo rd:sengt:shyucmpapntm/;abcqssroméé@sndmémony 6a8rtbgu¢th¢rory body al | ows

the soft | to be. utilized ' depl oyed in th
[rerd, stcn aaha Ca&é&?ﬁee g’tﬁ‘igt”ijgygb‘B‘I‘%’I%e%‘%Pt%ﬁg?ﬁgﬁﬁ%g‘\élf‘?cgn the ‘gare

controller ize i n ste (09) a

vari ous prodﬁ@%‘# AtScPr?)VéO‘}S a%é‘ﬂ%g’rt %Xaé’glﬁ BADY tH e’b‘?CBE?egéEB?reg%rG such 5as
programs f ordetemilm@iEme bitgorde 5t Al S MR REMOBnd fiheBiBing A gredaititivn ofafe.

Further, the OS can be used to nonitor resource utilization on the gam ng
devi ce 606. deErmingd game autcras maludingsipiayHgias R ardsigr e gamanhy patfithins

associ at ed wj, o@%%e%%s&%‘%n%@%? Blotdt 130 AR MR PN RLL Qe fat are
execut ed by 'i OS can be given higher priority to resources, such as the

pr ocessors G%elandWhm ean @28 uatelah V@ieh@pntim@pp bé eetpitgnsiden displern 3be
; .
executing si %Hn&s%gr? By&étéutqg aﬁcgfg ﬂegx%gs,négx ﬁtﬁ 1%§pon%eg(?:grﬂ>e ?é%ua?%iec%ﬁ' Kl m ng the

descri bed, am n can te“softwar e
out cone of ade\mgedsr-i)asmﬁmg@om tlmn@bfg&n@egéndrugecaurmeemnbetMgarﬁe t he

determ ned gane out i ncl udi dis an award for. the gane. As part
of the game Q?Bfrﬁlg‘?‘féggrﬁ@é’ﬁ?%ef%ﬁgﬂﬁﬁ “g?(ﬁ)é&egerﬁtf’ coyPNeBSOf Jie M ani cal
devi ces, suchit@melRéRBator0danMIQdoSiated MthiaBe playdtaitedlace 2D WheRAhLHPEsent can

be out put to video displays )
20  of devices that are utilized for the player interface 608 can vary from device to device.

[0096] To play a game, various inputs can be required. For instance, via input devices
coupled to the gaming device 604, a wager amount can be specified, a game can be
initiated or a selection of a game choice associated with the play of the game can be
made. The software 610 executed by the game controller 606 can be configured to

25 interpret various signals from the input devices, such as signals received from a touch
screen controller or input buttons, and affect the game played on the gaming device in
accordance with the received input signals. The input devices can also be part of the

player interface 608 provided with the gaming device, such as 604.

[0097] In other embodiments, the gaming software 610 executed by the game
30  controller 606 can include applications that allow a game history including the results

of a number of past games to be stored, such as the previous 10 or 100 games played
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sounds can be output to audi o devices, 4) haptic responses can be actuated
on haptic devices or 5) conbinations thereof, can be generated under
control of the game controller 606. The peripheral devices used to generate
conponents of the game outconme presentation can be associated with the

pl ayer interface 608 where the types of devices that are utilized for the
player interface ), ean. van yrf r i ) . play a
gam{, vari oUs %lg:erfﬁ&qs"‘ %%%6@4'%%&%&63&\@%?&? ﬁ%g(gr\r%go a?/?rgélglglﬁg%?&g%vi ces

coupl ed to tildudpanbungot leivddae tedbweahivagenntanauey 63 Heeasypeci fi ed, a gane

can be initiated or selection of a gane choi.ce associated wth the play
of the game Ce%fff’qlﬁééq?g .Coﬁ*ﬁ%‘r‘é‘g@t ‘?%egaalfﬁnue(ﬁ‘éodﬁﬁﬁuo Olfeﬁ%torgaafﬁ%ssk?!)eltﬁﬁ’t rol | er
606 can be cRbil@wW @6 rdstli2SE al pakigfafie@d by dikpleys vid B8 laserl ihRfadd6HSI T

devi ces, such as_si %nal,s received froma touch screen controller or input
but t ons, San@utert Eem thefustgaiReny Ay v rerereglon HhueAm cRICIR el or dance wi t h
the recei vedgd ol withsSeamtRirdoRRUSucH 8Y h GRG0 FPRes@liSRonRE cPRMtan®f the

pl ayer |nter1§ac_e 608 provided wth the gam ng device, such as 604. [0097]

I n ot her enewcitedivgth a Hidecpniengpnsof vidae eepsbontaticaciteaer! ynfigyeatigane
30controller i d i i |.Ow: ﬂg;‘g@ i.story

i ncl udi ng tﬁéS%rggnsegl%fmsh ag‘?lhééb Sﬁ%%@? ’ %@Oﬁgﬁfdgg%ga%%&)géﬁstt retd%ym;euch as the
previ ous 10 redult1€hoh gaaresy ol apedhtom dnimengaagengl, deVvIechi§0d. mheaghee hi st ory

can be stored . persistent menory incl.uding but not limted to the
pover - hi 0t gt B EisRERE L E0r R gaih Td! BT SPrRs et itk TBEN g ur ed to
provi de a mayReh frop@iyCavdrded 0N Yampereabmdly plageissi tht gdming daticabdows t he
results of a past gane to be displayed via the player interface 608. The 5

out put frompéus] Mihs kPorinFROEWERR ah BEhdéd By Thel Rmiel Bk 17 604 tol rBforfeudts
presentation associated with a past gane outconme, such as a video

repr esent at ithai haye eegrredinitic 838He dayiedioV to rermot dender. setbes sepiffef02a vi deo

represent at i Rfande [PSle LI Ad Qi ADIRGNA6E6 M gehzoﬁﬁ%&r@@ez) Sh&t gane,
and/or raw data assocliated with the past gane result, such as an award

amount , &n amooptndige thatdhavetbeen dewestdd; ontthe ganmeg devdeadBesutbas dd device di sput e
resol ution purposes,. such as.if a.plaver co i th have.pot been
properly a\NQP(SJe(? ﬁﬁ%druoge gcérr?eee%sragﬁ%bogl‘s F%r Hﬁit%lnf g’g h%ﬁe?)ﬁ Iﬁltél" 3%%‘5%5& evi l258&1604.

[ 0098] The rtep&idtad messsgeffiommthe caminghtevits 604 toythé keevey &0 irciomatingthlhes 606 to
report events. that have.occurred on t am ng, device 604.to renote device,
such as ser vEI"$62 thepggming, etvé‘i‘?é‘g?‘%iﬂegﬁgpté‘i?ﬁﬁdﬂ?é‘ﬂ?’?r ‘E“%‘é"dgja?f’é tE%nt rol | er
606 can be cRnfihOnadlé®06 PR cohfitlie® o ©phdbdcuaevidigthah@yehBeen det ect ed
on the gam ng device 604, such as If a device has malfunctioned or needs

attenti o, Fseursinethe gaming deyienefts purd 28 BrinRhliwitehie ibg deridaongedénd a
message fronihltcﬁ'?s a@ﬁ%t%o%‘ﬁht@ﬁor@%ﬁi&nooftﬂ?f%aﬁﬁﬁy@ervj&%zm'hQéjbéEﬂtab&QseB.hat a

printer on the gamng device needs a re of tickets. In another

embodi ment,  bGéy; gﬁlyg?gtgsp&ﬁﬂoei &hs ﬁf&%aﬁl@@o&f‘olfepmd Qe dohfbur &8 EposECUr i ty

events that may ha occurred on the gam ng device 604, such as but not
limted to idamanglaivity sndypermeaied events that has been generated on the gaming device,

such as a deposit of cash or an indicia of credit, at the gaming device, a generation of
25  game outcome including an associated award amount and a dispensation of cash or an
indicia of credit from the gaming device 604. As part of a loyalty program, the
gaming activity can be associated with a particular player. The reporting software can
include player tracking elements that allow the gaming activity of a particular player

to be reported to a remote device, such as server 602.

30
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latch is activated or an interior portion of the gam ng device 604 has been
accessed. [0099] In yet other enbodinents, the gane controller 606 can be
configured to report gam ng activity and associ ated events that has been
generated on the gam ng device, such as a deposit of cash or an indicia of
credit, at the gam ng device, a generation of gane outcone including an
associ at ed t LSphe L i ndjEi f credit
rom the galt iyl BEOPAL cBfjtud ool SHERSELL O e filafloPloilcl BlcAAE
activity canuthentizfigofdead adl/owisbfiware pargramud:gcutpd ary the gaifilng deepo 604.dgr sof t war e
can include, pl ayer, tracking el nts that allow.the mng activity of a
particul ar ﬂ%@ﬁ‘} $ thegupeny B?fwatrﬁcaé‘breéﬁﬁ(?@V&Q@f@%?&gﬁgﬁgﬁggéﬁver 602. 30
[0100] The gadrer %aMarlphbBEatibRbwE@theX&s fitse dbRaloadddhe iel gaalingdevizef t ware to
verify the authenticity of data and/or software prograns executed on the

gami ng dévi 6@+gnuherre aphenticaten sOfMEreRAP PENETIaPPRISHY MfBPEPtan be used to
verify the auhBeRLY 6F iMa Qﬁcva%ﬁw%%gﬁcaﬁeﬁstau%ﬁlmahing%hltw%%mn they are

first downl oaded to the gam ng device 5604. Further, the au henti cation
sof t war e cadetiee, sedhchssoftpare iappliceddrs\stopest ¢rf gneto theguerhestas icewnlgd @fthelat a and/ or

sof tware applicati.o. I l, :di ; gam;, ¥ GEeculilieh as
sof tware apﬁfllznglatdleglgg6@%%1?@@&5#@%2{1%48% d(((agﬂrlr%g:nﬁ)lrei es %ngedé t%cutﬁlg gam ng
devi ce 604 ibpcheynocegsonppb.i cati ons | oaded into the nenory 628 for execution
by the processor 626. 10[0101] The communi cation software executed by the

ganme confpr oljdr] @66 canmuiieatisa it are eaeomedibyahegamed donaoNac0etan fusdévi ces

renote to the gam ng devjice 604. _For. instance, the. cammunj ion software
can be used™ BogrE‘BWgaﬁ?é' & Ve Ob eV 1esr THYE 1% eﬁ?‘”@é%\?‘é“r‘%&fﬁgﬁ—ﬁl‘te to the
devi ce, suchnsmc®Ws com@lidreion S0 436 cAEBH BES 1o Bufiiunicitd With encdahdlg devi ce

652, nobile gam ng device 654 and slot-type gam ng. device 656 and, 15c)
mobi | e devi ©&8) ¥AFS réwowomeﬁﬁeaﬁé?lsﬁ%ﬁﬁ)é_ | D)srthleapErELlerises RES G ty” of
the gam ng deyl e@faéﬁﬁﬁn?obﬁl@gaxﬁﬁﬂﬂé(ﬁcgﬁﬂ%Mfma‘ﬁﬁngtﬁ@j&% af@ntrol I er
can be configur to conmmunicate via nmany different” conmuni cation

protocol 8. Rymobilsdemse carded beeasino peisorted osplayrds bythewicwely 06 haigams®t i on

protocol s cap beq) R)e %E)I%gﬁungcgtﬁgnhs%?tWaxt)er &Bgal%'%%&%ﬁoglrer &L}%e%f?ﬂ?&dr@& ary
gam ng specitic protocol’'s can be inplenented. For I'hstance, gam ng
speci fi ¢ none psrMUuhieitaris maydifiérestcommupicati@cmb®cols .Uk issnGR Siffagane to

t , QDS | ' devi t andar d d S2S t t t
Comman) Gat 1 OHP e EBRRH Sk GUTHBHERYS PREEla SR ST SHOEN . FACRbe] At i on (CSA).

Frenmont, CApr&afed@ol ALY c8finkRBe RO 68 hreSintiatdnkddeHother ei n.
[0102] The gam ng device 604 can conmuni cate with one or npre renote
devi ces ¥ g Instance, gaming specific non-proprietary communication protocols, such as G25
(game to system), GDS (gaming device standard) and S2S (system to system)
communication protocols provided by the Gaming Standards Association (GSA),

Fremont, CA, can be implemented on the gaming devices described herein.

[0102] The gaming device 604 can communicate with one or more remote devices via
25  one or more network interfaces, such as 612. For instance, via network interfaces 612
and the network 601, the gaming device 604 can communicate with other gaming
devices, such as server 602 and/or gaming devices, 652, 654 and 656. The network
interfaces can provide wired or wireless communications pathways for the gaming
device 604. Some gaming devices may not include a network interface or can be
30  configured to operate in a stand-alone mode where the network interface is not

connected to a network.
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250ne or nore network interfaces, such as 612. For instance, via network
interfaces 612 and the network 601, the gam ng device 604 can conmuni cate
w th other gam ng devices, such as server 602 and/or gam ng devices, 652,
654-and 656. The network interfaces can provide wired or wireless

comuni cati ons pat hways for the gam ng device 604. Some gam ng devi ces may
not i nclude k interface or,can be . figur rate in a

st and- al one[%)gg}nm{el?reen}%ﬁelnﬁeélfs\’/\%F‘?bﬁ% eevr“{‘ealgﬁ(e%ﬁl%s1e To erg%ﬁ%ggﬁg% 6?% a network.
101031 I n othebe mobided foenbrBmuaicaity With dewbiteddvideesuchaea odll pHohenf aces, such
as 614, canéa:)b? provi ded for cpgrmuni cat.in withva rmbi.ll e device, such as a
cell phone & %C?IHB‘IIté”tC.aEWt e PRI BYS PrEYETEBITY R .eﬁ'bc"blgvr onnel
tenmporarily gidbatdis ddvidertiol YA Hfircldd€caRilmBard8 \ri6cob fch A BYL1EBHESSand

conmmuni cation protocol, such as BluetoothTm and 5a W-i-Fi conpatible
standards caWhBi wawatiblestapdminean bapseddonfionimynicating Bith éheqaobileasvigea t he

o bil e devi Gh theé %Bfl@&&?ceqatérfaéeg6?ﬂqn %H@&gﬂ)d&f‘rﬁént, th@ﬁlogﬁpaé eqﬁ%ftg’
interface can i nplenent a short range comuni cation protocol, such as a
near-fiel d cammpérnatt iachor( NEE) cqmmotwcalon ps@dcdl ,orehati ear-fiald] et
applications, NFC is typicall se or i .i i 4 cmor
|l ess. In ad&f)rtnfngﬁl,catéon i rggpﬁ%’(@%eﬁi%% P%%%Fégﬁggégngﬁéggﬁcag%cki ng
station, canmsdEfor dmegtsitedniditamcthe 4gmmbmnigssd e hdditiors u@lireds 604. The wired
comuni cation interface can be confjgured to provi.de co ni cati ons bet ween
the ganillg GERIEBIBEP A5 af%él}%@ﬁ@%@%&%%ﬁ%te?rmﬁsg@%%’tﬁ@hep%%?gto the
nobi | e devi @8vict, @d&ds 60HETHRAM Lot BV IR LHER fidiide taCHULAf Qted R provade each of
val ue input devices 15 616 and val ue output device 618. The val ue i nput

devi ces 616 cemmupisaiigsdetiecy dsamingdeyire P4 apditheimpbae deviesand/Bnt o t he
gam ng devi %?ovi&iﬁ%g&@éhoﬁferﬁ&qﬂe%%ggf credit can be used to nmake wagers on
on t

ganes pl aye gam ng devi ce 4. Exanpl es of value input devices 616
i ncl ude but ohh i MagNsld e St oREA 6 8F S klic&ard
reader, a bi[ﬁ(ﬁ(}ﬁﬁﬁ}:%&{i‘%?ﬁ&:é g(():‘gceapt or,&eaoqlﬁet work I nt e‘rllaclg or ‘downl oadi ng
credi ts 15r or618@ad vauwntwepgdavicesl 8 The vahe spuocdnitand atan bn usadite dése f or
reading credit data .from nearby devi.ces and coi n_accept.ar... A few exanpl es
of val e | nstht Havfieagt TrATaRET ity P iccs T a8 MHRE'T STy Bl Fpu
devi ces can W&l leSeske twgelis SP@AMEs Slagdd ddrthé gahnia devae MEeBkdmplésufviine gami ng
device 604. Typically. the indicia of credit can be exchanged for cash. For
i nstance, tHePY! ﬁﬁ‘f‘%"lséléfnctl}’rdé(ﬁ’flf arg gt Igaitedie ﬁmﬁl%itﬂ%dﬁmrémagfa@i on or at
a redenpti oRegfeAtivRNandrAIRLGScPlor VRhetR oRUbRHAccAENdFRTo AR Jrdtiits W a
network interface for transferring credits into a renote account, a
Wi r el ess20corrampiEapien 4 wirdess semmuhigetiondntepecaiSetrading redit deBifloa devi ce
| mpl ement | ”qlegﬁp'dkﬁcé@’aahhﬁtcoﬁlpa%é AL ARy eRunfALILARGRR G u¥ 8Lvidl SREASVAY coi ns
or tokens, a bitl dispenser, a card witer, a printer tor printing
30tickets orintards redeemabl e for cash or credits. Another type of val ue
out put device is

[0105] The value output devices can be used to dispense cash or indicia of credit from

the gaming device 604. Typically, the indicia of credit can be exchanged for cash. For

instance, the indicia of credit can be exchanged at a cashier station or at a redemption

12
wn

station. Examples of value output devices can include a network interface for
transferring credits into a remote account, a wireless communication interface that can
be used with a mobile device implementing mobile wallet application, a coin hopper
for dispensing coins or tokens, a bill dispenser, a card writer, a printer for printing

30  tickets or cards redeemable for cash or credits. Another type of value output device is

a merchandise dispenser, which can be configured to dispense merchandise with a
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a nmerchandi se di spenser, which can be configured to di spense nerchandi se
with a tangible value froma gam ng device. A few exanpl es of val ue out put
devices are shown in Fig. 5. [0106] The conbinati on of val ue input devices
616-and val ue out put devices 618 can vary fromdevice to device. In sone
enbodi nents, a gam ng device 604 may not 5include a value input device or a
val .l-'le out purtan%ﬁ)\fé aefue I‘gl{l a'ggﬁgr%%gfce.% ?&l&" &aﬁlp’le%%tfvgﬁm) ut Vi'cg’searéjsed Ina
nmobi | e gam ng®appl 1 cation®may “not 1Tnclude a value 1 npu evice and a val ue
out put devi ckowil mtigadd, a renote account can be used to naintain the
credits won or lost from playi ng wager-based ganes via the nobil e device.
The nobi | e JeMi6r Fhe avmiirativhed vhloe apoedkyideh 6l adouhie oarpdt divices 618 ¢t account
bal ance via 10gane play initiated on the mobile devjce. edits can be
Qoo ted 0P SRTIRARIAE Bt b Oreo i Ao doaiss LBk s of her
than vi ast hgndiaRiad vandenhe aevitd & \aaR oulfdd Bklicel Rorigéraret hethinedieadi nent's, the
gam ng devi ce 604 can include one or nore secondary controllers 619. The
secondary c@Aming desics ugedrin paokde suning sppligation Hay nesuaclyderd WS devi ces
coupl ed 1 0 tBGORMN I\ehI AEKhGiR apRUE g L Vemb Al dEounlpitnedRYd Gamidld 15val ue
out put devi ces described I'n tﬁe precedi ng paragraphs. As anot her exanple,
t he secondarle aeditsrvain aiest fam Heyizswegsr-desed gainehvip deimiteledevidevdibees
associ at ed Vr\ﬁ(;[b}ﬂetdgx(lalcé) a%)ﬁ%ruSt%c{]té%[:é @gl%egpc% nlsalﬁﬁrAftga tflx{]z{?:% nqgéll!u?c%.%'a vi deo
di spl ays, electro-nmechanica i spe1 ays ana a player racki ng uni % In sone
enbodi newt s ,gainblaydaidadany theandtileldears (reditsicait B¢ depdsitadt mithtiiaensroand/ or
data fromand provide responses to the garrF ZOCﬂ_gt r(g)l.l ar .606. The secondary
R TPREIE

control | er dBHCBREASATYGYRSEME e RARLYHPEET IR HE D & WIPST data from
the game coniraoller 606 an ontro] a particul ar, devi according to the
recei ved i nsib]r(ﬁé:th? ?Sﬁé)t}?ﬁalf‘g?‘ﬁ’alﬁ?té.d“i:%arrﬁf‘%Q‘fvé‘f?c 4 cgn H}Cf‘ﬁf ROt PYFI er may
receive a prsbdtind&QEoRRsIN 410, BhdWebhiRiaryHon RTINS e Ses0B 1Ak vath varishedi t

amount and in response print a ticket redeemable for the credit anmount. In

e .
anot her exarpstipherg] dewgesrogpled Enthe sepwe deyire sudhas tretadieringw devicssipdit s and

send | nf Qr MaL| ARyl 405 IRRRHEAIN R JrEleaflGaGIAAC LRh gl bRBEL AUCh [ nput

[0108] In a parti Iment, secoﬁ_ary ontroller can be used to
control a nustredanyfcopesliephan dk ashovince &vithpdapleand daticss agfoctarad vgintbe cont rol | er

sloge o ngr s Iplns %réglen’[t%%g% E@é glréch;ars %gpg? @c,gvicl“el:g,l \;[ide%ad;'spllar}]/(s:,l ellledc'?ropngleechz?nricarlmr e of a

displays and a player tracking unit. In some embodiments, the secondary controllers
can receives instructions and/or data from and provide responses to the game

20 controller 606. The secondary controller can be configured to interpret the instructions
and/or data from the game controller 606 and control a particular device according to
the received instructions and/or data. For instance, a print controller may receive a
print command with a number of parameters, such as a credit amount and in response
print a ticket redeemable for the credit amount. In another example, a touch screen

25  controller can detect touch inputs and send information to the game controller 606

characterizing the touch input.

[0108] In a particular embodiment, a secondary controller can be used to control a

number of peripheral devices independently of the game controller 606. For instance,

a player tracking unit can include one or more of a video display, a touch screen, card
30 reader, network interface or input buttons. A player tracking controller can control

these devices to provide player tracking services and bonusing on the gaming device
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30reader, network interface or input buttons. A player tracking controller
can control these devices to provide player tracking services and bonusi ng
on. the gam ng device 604. In alternate enbodi nents, the gane controller
604-can control these devices to perform player tracking functions. An
advant age of perform ng player tracking functions via a secondary
controller, h_as I r Lr i c roler, | i he pl ayer
racki ng fuferToAL s PRIk EhAR SRS pREan aub BLee MR L7, P
5sof t war e operfdren b gy eackingfukictivgs.un ddvaangdel tefoahiap ethyeracickingd via a | ess
| engt hy and regulatory i nt ensi ve 8ro%§%s tpan IS reguir?d for software
execut ed by MHFHORAYIR2 BERARGAEY PITOBRIs SUCRAF & RlayedEackigg cofollieh s WAGEC based
game. | n gepgy@hver Hadkig An&RAOBSRT MvEI0OEsRlolif thERideRbhseti yamb s of the
gani ng device 604 that are not subject to as nuch regulatory scrutiny as

the gameSpl &9ft¥urenithsracaradinzaudsapbedevriapad prdified yitrfdewsdimeyiandr 606 and
| mpl ement ed r%glla;tm ilﬁﬁnﬁ?&%%ééssctﬁ!ﬂ{ irsEs—::drl]lﬂfed RSO ee QAR MAGmO! this

approach, i or the player trac g controller, iIs that Sof twar e
approval pr ccssslef 606, whechsiofs watrel thx vegirddsdshgatriselnsgegernldasiye eontrol | er can

be less intensive than the pro et . yed for the
gare' cont r ortary GIBB RS REE AR R b el UL B BRLAKET |
i ncl udi ng awhay duch rerdlatoppichutial ad theigakie glaly enctibhsash badaupled frosaie ot her

menory storage technol ogy can be used to store applications and data used
and/ or 918nelgé‘ﬂ‘éao‘ﬁwlteh@(%gaélﬁinﬁﬁleﬁ’éwg‘%n %ﬁ?cqﬂﬂ?ryicﬁ‘gtf‘ﬁm@,mé ‘Mdss st orage
unit, such agvfedle of8fs HProasiedikt GorghOpiey P aatiig: anRpbilGatsidensoexgeut ed by the
ganme controller 606 where the gam ng device 604 can be configured to

recei ve dowdPpraual psrcegrdpths ppitvaraershisd by i seenpdery caijelicesan Beless as server
602. 20l n oraae&mqqmghm NE AR % 9@}@6&@%% 1609 ﬁﬂﬂe?ﬁﬁé%@r hiS own
t. | re ocﬁ tica 8

dedi cated nass storage uni n anot he nment, cr ata, such as

gane hi stor s i - i ~ o TBIRY ¥rinR3 n be noved
fromthe poagﬁ@i?‘tﬁ%%lsgoggﬁiﬁ n%ﬁg%%oagtatge%l%eﬁgggg%st or a%he\@iﬁﬁt{églwo at

peri odi clsi ntdeskwaivs, flash memehy eradomp wthso semogndorage teelaelagp capbeesed o t he
power-hit tol erant. menor 0. 25[0110] T m ng.devi ce can incl ude
security ci rstoﬂ? iy c%t?f,s a‘i‘b‘i a'é%%é‘gfﬂr%e}]ffa%gr?gg}}esgagﬁ% éé?v%cguél%g 'nyOIf or
moni tori \r/]\,g ltihbeanﬁe,rhslﬁass stoTdge uBRGMEN 4sY620] fadlbletubsd 16 2Dregamibe agpdivdticger ed t o
oper at e ile the gam ng device is receiving direct power and operational
to provide FERRYGS) wh%lga%?qmra%?fmgw Wéhfg%ﬂgﬁuﬂéd?fé?ﬁ @él °py bﬁﬁ%‘é@ﬁﬁeéd_ from
$ Ih rect powery r&eh d8wnidids JTgamb bpitchighng Frolrehd® RVRBY, s@th 23 s@owego2f ai | ure.

e

20  In one embodiment, the game controller 606 can include its own dedicated mass

storage unit. In another embodiment, critical data, such as game history data stored in
the power-hit tolerant memory 630 can be moved from the power-hit tolerant memory
630 to the mass storage unit 620 at periodic intervals for archival purposes and to free

up space in the power-hit tolerant memory 630.

25 [0110] The gaming device 604 can include security circuitry 622, such as security
sensors and circuitry for monitoring the sensors. The security circuitry 622 can be
configured to operate while the gaming device is receiving direct power and
operational to provide game play as well as when the gaming device is uncoupled
from direct power, such as during shipping or in the event of a power failure. The

30  gaming device 604 can be equipped with one or more secure enclosures, which can
include locks for limiting access to the enclosures. One or more sensors can be

located within the secure enclosures or coupled to the locks. The sensors can be
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30 gam ng device 604 can be equi pped with one or nore secure encl osures,
whi ch can include |ocks for limting access to the encl osures. One or nore
sensors can be |ocated within the secure enclosures or coupled to the

| ocks. The sensors can be configured to generate signals that can be used
to determ ne whether secure encl osures have been accessed, | ocks have been
actuated or o Qﬁoug%mongnqut%ip Gaif Bkt caRHE @0 FelIRRLE FndfY! G&yas been moved
to an unaut KOFiZed AFER CTHE securlaty YOTI £ OF | ng circurtry can be
configured teaclgamnamat€bechtabtessedNidtirhal ¢ beraricuaed bothe @uinzebiok 604,t he
security events, such as accessing the interior. o% t he gam ng device, have
occurred. THEChAsAdROtIlGdgyige ﬁ%f’j’eﬁ%l ¥ed g @n YaFHhTBRT PIGR | T SBOEY 0 pl ace
itself in amsibfng a&qﬁryfmrb@cmz@%mo@kmate,ss@& bW arar thic brrb et r or event
is cleared. [0111] The server 602 can be configured to provide one or nore
functiong t ovhyamhargewy evanss, Bich@s hesessing thenderion obthg gaming dsyise.dwy600. The
server 602 i ] [ i-ons. However,
in various e(%%%%:a\rl\rg}he?eg{ofr? ?lée&%}g??g%?%@ng&gggrﬁe B%nt%?l%{%ﬁ@gﬁéﬁg&%ﬁ? i pl e servers
wher e each Seafeemodawhaenmgane pliag ismlioledudhilftiesramevanmyileratd. on of gami ng
devi ces. For instance, player interface support 636 and gam ng device

sof t war e 6340tHh The spravitdean bacaafigined to mevide pne prmogr dgwtiomdo gaminge

provi ded onéja second server, lo al('g%/ ger o&foaﬁbfun(]:'t ir6rﬁps g40 and accounting
648 can 15b&CHFEA TR SHVES It $EP B rXEr oY% AR YA A SBIUD REOBYE ) ovi ded
on a foufot h sSeiberf of diffshtefiictions) ¢loversr, fkaricadenitdpnad, dedutdioas édnf t h
server and secuyrity funct ihgrgs 650 cgn be provided on a.sixth server. In

this exanpl ¢ BHdsd angng MuIEpiR STUFHWAFE £AE! SFIYCH A @M@ Vi Abi nat i on of

gam ng devi GE{eRRCBHBMBALLF Ahild\ &R ol BRANE PM LSt celshfpotesa6er s may
not be provided to every gam ng device in the ganm ng system 600. 20For

i nstance, t ladsemingrdesioo safararbed foesnibe gravedsdios agirghveier. prageseises 4ae bgani ng
runctions 1 4, 08MA ARURINRD foval 52k AniditioaDahy ARBMAG.ARN LGP 654.
602 may I e

Thus, the server not co cate wth the no e gafti ng vi ce 654
i f progrBssibegréudcitananbirdsaverplinked ghhmg 684 corhiee probidédorgafunty seleei, ce at a

particular tine. [0112] Typically, . each ver can include an i ni strator
interface t I"Féfn;ﬁ%ﬁs MO‘%%%‘%F&%E? P%h’éle(gf’n 5%&?%?{ ang G%Cﬁm&'sg‘gf)tﬁ),ns ?’ g(gnbe
configured ajadbepiovided Bed sixbaghives dh 6s eXddle @iichi sBolkctictd cdmpiuR@sseith and
menory. I n sone enbodi nents, the servers, such as_602, can incluqfva gane
control | er vt 4IHerEBYRoBRaRHIEN okgrapng deviss DergEsq Gaph pidhe fupcHonsARRASS RY ¢ ol er ant

menory 630, ﬁe§éﬁ§ﬁg}'%m€rﬁo@&%t@@¢er§?a G d63de HapcEinbiad sydnsdi@spect to
gam ng device 604. The servers can include one or nore network interfaces

on 30whi ¥h vifaréebtanee, e sehvies §0ceambg sprizgur o protdsaupgressis 28RNl enent ed.
Next, some functions to gaming devices 604, 652 and 656 but not gaming device 654. Thus, the

server 602 may not communicate with the mobile gaming device 654 if progressive

functions are not enabled on the mobile gaming device at a particular time.

[0112] Typically, each server can include an administrator interface that allows the

functions of a server, such as 602, to be configured and maintained. Each server 602

S
i

can include a processor and memory. In some embodiments, the servers, such as 602,
can include a game controller with components, such as but not limited to a power-hit
tolerant memory 630, a trusted memory 632 and an RNG 634 described with respect
to gaming device 604. The servers can include one or more network interfaces on

30  which wired or wireless communication protocols can be implemented. Next, some
possible functions provided by the server 602 are described. These functions are

described for the purposes of illustration only and are not meant to be limiting.
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possi bl e functions provided by the server 602 are described. These
functions are described for the purposes of illustration only and are not
meant to be limting. 38 [0113] The player interface support 636 can be
used to serve content to gam ng devices, such as 604, 652, 654 and 656,
remote to the server. The content can include video and audi o content that

can_be_out pgﬁllgPTHe ﬁlaﬁe{r 1rEth%ac%| Sort é3@t ?1{{)%% t0 ?e??@ﬁo%?enpg am@r?tza 654a and

656a. Furth e con o G gue 5f eat ures of
a parti cul adeyitaysich anb@r, 58&:654 smtdﬁﬁéa&mmdmhdsawra?}&; conteeedan imriudeeel s, if

the particul af player interface is so e ui d. [.0114] |.n one_ enbodi nent,
via the pl ayé{eo'aﬁ‘?éfd;‘%‘&%‘t%ﬂ‘ﬁb?ap ec?BH’L“b%f ﬁ ‘Bee‘glaﬁr 146> 8¥h Br 2 portion
of a primaryo¥igdes 3usmdnsch Flthes méeottehitaf BE PoiifidvRgas ubBsathi@@ne out cones
on a pl ayer interface associated with a gam ng devi ce. For i'nstance, a 10

portion 6f tfmlrpwframawceiagplaasr iptgrfagsesushiop e displayH MEoFlEPTIGCls 1f 981 vi ce
wi ndow on Itpglqlc é{lﬁ{é@&glsdéoseglh%Mere the content in the service

W ndow i s p OVI oma server te to the gam ng device. In particular

enbodi ment s, i ﬂaglr?&{&te%n}o Hr?énkwtﬂgpfapgg}é&ggcne%g@&g fc&gelﬁ MBI Bepdlgyi ce as

part of the I nter ace support ected by I nputs nade on
t he gam ng d8wreeortieoof & psmalnoedeotdmlayehax|1$:®emtmmtjwtcymge&®§ed gamer ated on a

touch screen gc%g al}/ V\fg tr?%ms reelv dv via &S f:ormﬁ I\l/gendow can be
sent back t SUEBPVEY" BBSY IV ES SIS, e n?‘%% TVed Ppuf’ss the server
602 can @ad] psttionhlE teqineiny display carﬂ)eCHllspeitayteandlh@& :ﬁeemxt mngam ng device

t hen the

that generated the inputs %Oi la er S|dent|t L‘é? ,

pl ayer i nterﬂFeaR:‘En%rﬁb’ﬁinghsBl:? WtB‘éC © BT Hépd(?ﬂs‘ Afema to a
renot e gam RgndeMineR 1o M anfks &che Eﬁfarﬂcﬂﬁa} %ﬂﬁ@dlm@ntﬁ)'tﬁé’&{nt&@ﬂelﬁkﬁbﬂ' de
identification informati on, such as information indicating their menbership

in a | oyal t from Bgsener dareemipedesice aupart 9iAhe player dteriacg sHPRN GFovREEE The
custom cont et ..€apy ?ﬁuﬁﬁa@@%ﬁ%etﬁagﬁﬁ&evicgelzd G, 'tﬁéjse?w@é’@fnd%w chf erests.

I'n one embodi rent, ayer's ddentity and interesis can be managed via a
| oyal ty pr ogxe@nneratad:hn as)uvh screen| dyspddyt whepe mgutamcawcdwumtthfamca mnéd»\vm th

| oyalty function he cu cont ent can include notifica

adverti sing Cﬁ?lg § gﬁk %W@?’gmf‘ Ve etog 'S eﬁielap‘fts ?}tl)e Sefveﬁé? yca(I)lf

i nterest to adjueetht b@iﬂérﬁtbapls&lj@llaved bR thte¢mdib @agavgidedicel ehat genemdfdtthar e
function 638 can be used to provide downl oads of software for the gane
control | er dRH%r second controllers associated with peripheral 30devices
on a gam ng device. For_ instance, the gam ng device software 63%e may al | ow

[0115] If a player’s identity is known, then the player interface support 636 can

20  used to provide custom content to a remote gaming device, such as 604. For instance,
a player can provide identification information, such as information indicating their
membership in a loyalty program, during their utilization of a gaming device. The
custom content can be selected to meet the identified player’s interests. In one
embodiment, the player’s identity and interests can be managed via a loyalty program,

25  such as via a loyalty program account associated with loyalty function 640. The
custom content can include notifications, advertising and specific offers that are

determined to be likely of interest to a particular player.

[0116] The gaming device software function 638 can be used to provide downloads of
software for the game controller and/or second controllers associated with peripheral
30  devices on a gaming device. For instance, the gaming device software 638 may allow

an operator and/or a player to select a new game for play on a gaming device. In
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an operator and/or a player to select a new gane for play on a gam ng
device. In response to the gane sel ection, the gam ng devi ce software
function 638 can be used to downl oad game software that allows a game
controller to generate the selected gane. In another exanple, in response
to determning that a new counterfeit bill is being accepted by bill

acceptors | ?esé%?sg goa{ne cgrln 3 &Sk, qgg %ar%xilﬂg d%gg fef ft’uﬁguo%%%% EWRDE ﬁfeh' nction

638 can be uS new ectron algorithmto acceptors
that all ow td’ldbvﬂﬂd)mltgarﬁeebftwhllelt]hathtboma gaememmdller[t@gér%}atér the seie@g:t essive

am ng function 642 can be used to i enent ressive : ay on one
or Tore. ganEHECdRHrIBE SXERPlby B grRouTB g B A e EER P TONY fager o
associ at ed Wb a&JéEteB'b?)Sﬂpzfcc%)t&fs(ﬁgfh@%ﬁﬂnﬁﬁ YRBR 606, Bt basiat agvito a
progressive 10° j ac roup of gam ng devi ces can be confi gur ed to

support Pl ayofgrare ﬁ‘@cﬂ?@@}ge@@lbﬁésﬁla‘ﬁﬁoﬂﬁ@aééﬁ?‘f" idpigeon abgoriun iy Bg bRk si ve
jackpot. In,ya @k?ylﬁatea”gQIQhé%B§rfeﬁlgﬁ%ﬂ%@d@&ct@@v' ces contributing to a

progr essi ve | a may be a group of gam ng devi ces col |l ocated near one

anot her, 6111% Te pe@}%sme %ﬁrm,%ah@@&hémn%@ uled8ShPemEA PP resdivgr oup of

gam ng deV| i stributed out a single casino, or group of 15gam ng
devi ces di stgambptae(sbntohc owghmganmg ddvples Iu peignssv¢ gange playa apod®nadtea
progressive The pr.o hessl e function 642 .ca e used Lo receive

t he j ackpot )Wcagers % 1% g fﬂrleo}:r’rllg 8c?1gmfgretsshve Gam auocfe{\%fi(?%%p%a% |‘2| pating in

t he pr oguoes$ac‘kﬁotgamupdﬁtgemmomevﬂes:¢mnrbembnfﬁgamédaotsumd phgtafftye parti ci pating
gam ng devices of the curyent progressive ich can be

amount
di spl ayed omTQEssiysLENE PULEHPUEIRItMPro8d ‘iedécg‘pi"f ‘H\é?’é‘iol‘%ﬁnw@‘{dﬂi%i The

loyal ty funggd Qdﬂll%@e\ﬁégc&ﬁnb@tﬁld b prdﬁpésﬁiUEIhEk@)thﬁy%k%grﬁbwgﬁmm@ﬂthl n a
casino enterprise. The loyalty function 640 can be used to receive

i nf or mati on dﬁé‘@%r@ilﬁ@t@dteﬁwfﬁ agathey, suhrps g barkspiasming Baghines en R §a3iRRYi ng
d t t h
gam ng and npR; Ivfggaud;%fagﬁﬁlwéebeés AR b@é&ﬁﬁb Butld ng&éasaﬁb %%(f(drﬁﬁ&f

particular in I's articu 25 1 di vi dual s can own or
be anonylrmugademdelvmyadhszylbﬁtudldtromoﬁtztﬁumpln cases (t.Q. stmdeearea record of the
activities associate

articu i.vi.dual
pref erences 6?gr?sﬁwe% q'(l}e \‘}“’éf‘*s we %‘mlﬁﬁgumfao {55{{5}2 Sﬁgﬁedtst ﬂrecew heﬁ%%lp on stored
with the | oyahﬁqyuﬁmq“idnoacﬁéﬂthe(gm]aew(deyges pdrti@gatdp idihs penghdseide gamnai ces
i ncl udi ng gane play), pronotion %r,qtg custom contents can g}e? served to the
particul ar |‘¥‘fm1“8&§}1§em3@5‘¥@$ PRTYSHRSHRG B3RRG deYiersof BY BT can be used
to used provgleedRRBacRbYanGhd, wche%n bONiSh Iy ADnRh Y RficiPAmt icahiRat i Ng as a

group via nultiple gam ng devi ces
20  devices if desired.

[0118] The loyalty function 640 can be used to implement a loyalty program within a
casino enterprise. The loyalty function 640 can be used to receive information
regarding activities within a casino enterprise including gaming and non-gaming
activities and associate the activities with particular individuals. The particular

25  individuals can be known or may be anonymous. The loyalty function 640 can used to
store a record of the activities associated with the particular individuals as well as
preferences of the individuals if known. Based upon the information stored with the
loyalty function 640 comps (e.g., free or discounted services including game play),

promotions and custom contents can be served to the particular individuals.

30 [0119] The linked gaming function 644 can be used to used provide game play

activities involving player participating as a group via multiple gaming devices. An
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exanple, a group of player m ght be conpeting agai nst one another as part
of a slot tournanent. In another exanple, a group of players m ght be

wor ki ng together in attenpt to win a bonus that can be shared anong the

pl ayers. [0120] The cashl ess function 646 can enable the redenption and the
di spensati on of 5cashless instrunents on a gam ng device. For instance, via

the cashl esguuifict @B RkERid: B8 Sineiif b oASaRRPEIEEF ol ipt T UMent

can be usedt s from one gam ng vice anot her gam ng
devi ce. Fur tduetiamenhén piidtidreglarhple lkeedrsucafiplyyersregbeedorkmg tegdfer inThe cashl ess

function can be used t enerate identifying infformati on that can be stored
to a cashl e8¢°TR{d? W&Wéﬁ?‘glsglﬂféﬁang%e Sgarﬁfiiaﬁ%%g’[eipﬂqy&s: that 10al | ows the
instrunent to | r be aut henti cat ed. ter authentication, the cashl ess
ot rument 0ROBAGG eBBlRinGaieiP siaimehlaie BHEYPGR PGSR EE Shah.

[0121] The QghSinkREMEHNGE & Biind devi&S BbVMsthi@NEAMd ARadss ififcapsmat i on from
various gam ng devices within the gam ng system 600. The transacti onal

i nf or mat i on PEAld fgket servipe AP GeshirspBsIrBentoin datrdda HrREr gEi e EOBnd val ue

di spensed T Q0L GRG0 alABAlA0nHfRy adie. AP AR! bARA] idkehQpTBL T on, whi ch
can be received inreal-time, can be used to assess the performance of each
gani ng devi celeamedviir cashs Thacashiessdhihction cimbaesad & gehernateadeaifying syst em
Further, the transactiaonal information r. . . diting

pur poses. [&ftﬁ'iﬁ'an?ﬁghaég%nﬂ?ﬁ s[té;re(?&nac%als@ﬁssg ru%%ﬂg%%qﬂég nb%éélg%g’atﬁé{f raud and
crime inoa aHswHiheZdanimenqdilaa.beBhthesmatedi Afterfauttehiic@nofdhe caledse confi gur ed

to receive notification of security event that h occurred on a gam ng
devi ce, sucﬁnsé%‘mgﬂtc&PE’SH’betd fglfa dftloé@'a%m&? @’s‘g.re‘%ﬁ??‘ﬁgq;,ca#‘he security
function 658 cain éecei ve.trfsnsacti onal. data that .can be t}sed to identify if
gami ng devi dW214The BeRoHRfing tHRSUPBSaR FFCEVE FaRTATOBR ORI YR manner .
The securi t Yafacdelh RBs RRin GRREnE BRIhI6U0e Uhd RarlseiRhManfofth&lod cand anal yze
25data frommnul ti pl e sources 1 ncluding detection apparatus | ocated on a

gani ng devi delatgrielvalee depobitnd oayspelr gaming deiesrnd yaladispensed Bpmcastput ed
throughoyt a, n(ﬂtggzs.l The ERBRAS Erﬂo%tggﬁ.tm& Cap R el ol G Mime, (BE

security furcti can be configured to notify casino personnel of the

event. For ibessahoassess thapgéomanteyolevdrganiing devicses agllas amoypart ng device, - a

zrecur Ity de%%g orrrrnea%:e §Ae gaemi?lgtsg/sftén?.df’urtlggx? ﬁl%q}aplgacggnatl Pn oration Icz}beeql\égdq t, one

for tax and auditing purposes.
[0122] The security function 650 can be used to combat fraud and crime in a casino
20 enterprise. The security function 650 can be configured to receive notification of a
security event that has occurred on a gaming device, such as an attempt at illegal
access. Further, the security function 650 can receive transactional data that can be
used to identify if gaming devices are being utilized in a fraudulent or unauthorized
manner. The security function 650 can be configured to receive, store and analyze
25  data from multiple sources including detection apparatus located on a gaming device
and detection apparatus, such as cameras, distributed throughout a casino. In response
to detecting a security event, the security function 650 can be configured to notify
casino personnel of the event. For instance, if a security event is detected at a gaming
device, a security department can be notified. Depending on the security event, one or
30  more team members of the security department can be dispatched to the vicinity of the

gaming device. Next, a perspective diagram of a slot-type gaming device that can
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30nore team nenbers of the security departnment can be dispatched to the
vicinity of the gam ng device. Next, a perspective diagramof a slot-type
gam ng, device that can include all or a portion of the conponents
described with respect to gam ng device 604 is described. [0123] Fig. 5
shows a per specti ve drawi ng of a gam ng device 700 in accordance with the
descri bed e X Mat..can be
5coNsi deredmg %[ﬁ ?ggﬁogﬁl@f%f) HS%SJ@Q ?gk?%?wgho? a|g£mconfclegurabl eto
comuni cate604tsrdesnmbe<br nore renote servers but provides gane play, such as
gane out cone determ nation, independent of the renpte servers. In addition,
a thick-cli ¢i23chi. ﬁ)ehmmspedwead/ealsavs'ughf d:)mm'ugée\iid;e ]Qﬁdh scbesiapashitthandl i ng

capabilitie uch pher devi c r.ecei Vi ash, .and a secure
encl osur e Sll tﬂseﬁcr‘[bﬁ er&&’f{lﬁ’gntf; o?L%¥adl?1P% eVt“hee 05.)6? G W(ci?iﬁdnq n contrast,
thin-client ce@¥iets) a ‘Shickh ciint.a THPRAILE a Gelek- agande\cbﬁ@gurmﬁytobﬁnmmmesacéependent

on a renote server to provide a conponent of the g on the device,
such as gam¥ G SHEOHIEBPIF SARETSHH Pr&ﬁ'&f’%%a“ﬁﬁilahé‘fc aﬁ@P‘BH@“‘ﬁ%‘Ptheral

devi ces for dE@ﬁﬁhXtidﬁ?m‘&@ﬁéﬂd@}ﬂ@f%@ &350 64rodre dn RGOS Wrilicll Ofiens LAy 1 L.
[0124] Many different configurations are possible bet ween thick and thin
clients. Forouskiersstasseeh beﬁaltsﬁiltdkd%deisé?ﬁﬁl hgedlingeapabiliies.gyclyorerigigitloyed in a
central det ur gt saff om a
oot o servar EaaoLER gL ' Qe FModuRAME (BMRRP I SRR e T 2, o
peri pherial dexiveésashaim coatrast, fthmmhg:amlewge dech T m«zbﬂg@amng dderck.omay lﬁ:or

i nstance, the g devi ce can 1%5 v¥ h el ecltro chanl cal
reels to di Y @epﬁn i 6&?‘3:06?%“‘(%& %r%l 81"ic ?n(f bOdPE PP SR as 710,

") () Thus, t Revit€ats S5k ogﬁfﬂne@etdﬁx\ﬁhﬂﬁm]ﬂﬁl/(ﬁrnﬁvdﬁsﬁlbluheﬂeﬂpmeral he purposes

of illustration only and are not nmeant to be limting. [0125] The gam ng
devi ce 700 @8vcesfer feeviae ﬁﬁﬁhrﬁnéébﬁﬁé’%‘at?@Qan’FH@ IREFIeriRghi net 702 can provi de
a secure enclosure that prevents tanperi h t he device co onents, such

as a game cdWtibMasy d(ffré%nt§%@waqoa%%r€@as lg 'PﬁtWeft“HBlCFﬁ{l%?’iﬂb‘i 1egfs- ¥¥He main

cabi net 15 instance, a thick-client device, such as 700, deployed in a central determination
configuration, may receive game outcomes from a remote server but still provide cash
handling capabilities. Further, the peripheral devices can vary from gaming device to
gaming device. For instance, the gaming device 700 can be configured with electro-
mechanical reels to display a game outcome instead of a video display, such as 710.
20  Thus, the features of gaming device 700 are described for the purposes of illustration

only and are not meant to be limiting.

[0125] The gaming device 700 can include a main cabinet 702. The main cabinet 702
can provide a secure enclosure that prevents tampering with the device components,
such as a game controller (not shown) located within the interior of the main cabinet
25 and cash handing devices including a coin acceptor 720, a ticket printer 726 and a bill

acceptor 718. The main cabinet can include an access mechanism, such as door 704,
which allows an interior of the gaming device 700 to be accessed. The actuation of the
door 704 can be controlled by a locking mechanism, such as lock 716. The lock 716,
the door 704 and the interior of the main cabinet 702 can be monitored with security

30 sensors for detecting whether the interior has been accessed. For instance, a light
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75 and cash handi ng devices including a coin acceptor 720, a ticket printer
726 and a bill acceptor 718. The main cabinet can include an access
mechani sm such as door 704, which allows an interior of the gam ng device
700-to be accessed. The actuation of the door 704 can be controlled by a

| ocki ng mechani sm such as |ock 716. The | ock 716, the door 704 and the
interior of i i ] Osensors
for detectlﬁ%QWH%?bg (ﬁﬁgﬂﬁ% %%ﬁg%ﬂﬂgg?%ﬁgﬁlégﬁgﬂg 8£QE§%ﬁ#%§%§%§e a |light
sensor can beinpoparieded to detect a change in light-level in response to the
door 704 being opened. [0126] The interior of the main cabinet 700 can

i ncl ude addi[0126hahe gegior of tnalaiscabmet W @h iwhnicatididods sédutd andlosarth | ocki ng

mechani sis. For i ns roller, 5such as ga troller
506, - Shown’ FHiigh igh abo O Ted i SRR Peqhin S B B° eBRREw @t osur e.
The sepanat @uémle@ﬂhe%ﬁxm@ﬂm biwrl il Figateanterbduedd withila¥egakdiowckai nt enance
functions to be perforrred on the gam ng device, such as enptying a drop box
for coins, ERPeyIrndha senaste ekedsncloape Keithrgamesaniralisr magialleY pr event | ng
tanpering Wi fn L6 JRME GO BObdrRkmed S thB@hminsRctiBE 6ASR Rfprflfyhce with a
coin 10acceptor, 720, the separate enclosure can protect the electronics of
t he gane comitrcrmlMXefpr ¢qmﬁn¢rpmy@ﬁta|ca$h Boxcrmeryaomg adiviredubile preGnang A top box
706 can be d e 10 er

peri pher al t(’:@g ‘%glﬁhgéar%eo%nﬁg%é @%rﬁ%@@ta g%%tf‘}%‘gge ‘ivph EE&H 5, a di spl ay
devi ce 708 alcbpa)rc’m@dihe sqﬁvat@mcmmeampmnﬁledletmomése)ftmabmxoﬁﬁﬁlerThe

di spl ay devigce 708 %ﬁ n be used to di splay information associated with
gane play orff¥hg° t@‘& Hgam&}%%o‘% et For i nstance, the display device 708

can be used ent on associ dwth the play

of a wager-dégzxgg {‘%%‘gca&r “é‘tef} %be VRS CB?‘I“@?@E%PHW% of many

wager - based cﬂ?@@}ﬁﬂeral H@\/l@é@@ﬁ@@éc&%%m&ﬁtédﬂ&xd?%pﬂnﬂo @ek(ldféﬁlay@&/l@éin be used

to display informati on associated with a progresswe 20ﬁ§ i such as one
?Xaeﬂ

or nore progi084ad ¢eandiedayise Tahpigaaunted o hettorbrst Hor Thascd 195¢/O8i spl ay
devi ce 7018 cap b?ﬁseﬂ%@glsﬁlgy SRl 8¥n Qﬁo@l&t@:&i ah gfnﬁé‘bkl(/ %nttﬁ?:aéanhl% ddiended to

draw a potential player s attention to the gam ng device /00 when it is not
in use. [012Z8). Rdrenstamcl|tiee d.is;xla\c@VR:téVO&aam bmbdut!nedla)lft}mrmﬂtls gém¢ | ghti ng

el enents. The lightin e lit in different t.er to draw
attention toDr?Sﬁ%g(j nn?sgom%ﬁeevvlwcn}éﬁ’e 0?ns agerhase o%amﬁ ghtr ﬁ%}ep%otn %r n may
i ndi cat e t hagtanetneiofien lf@nm&eﬂexchnatwatghebagai@ms}jdavama@ﬁefhnwphe Itlee anot her

| i ght patter |nd| te that I has. requested .g drink. .The candl e
devi ce 714 i‘gsﬁl?é}e&gfjl §§‘Mé’ﬁe%tto Cﬁsﬁ’ t‘B%’“B‘I‘“Oé‘ Oﬁ@‘teﬁe"(}a}‘baepr%rﬁssﬂ‘be i ncrease

its visikylidahe §chag o&edrlnmhegaiore@gw ﬁa{j,ot aﬂagﬁﬂﬂaurngetcaﬁ&h&rexmﬁmhelew ces,
such as reels or wheels, can be included in a top box 706 and the exanple

in Fig 5 islipladedicd 708 pandiyspdiordisplanas aﬁ(ﬂcbfﬁé‘é‘ée hef 1yintended fofEa%mAce, sonme
of the devi C;%%enﬁgl%ﬁéﬁgstaﬁ)erlttllaﬁ Rk "Baming device 700 when it is not in use.

[0128] The candle device 714 can include a number of lighting elements. The lighting
elements can be lit in different patterns to draw attention to the gaming device. For

instance, one lighting pattern may indicate that service is needed at the gaming device

[ 1%
wh

700 while another light pattern may indicate that a player has requested a drink. The

candle device 714 is typically placed at the top of gaming device 700 to increase its

visibility. Other peripheral devices, including custom bonus devices, such as reels or

wheels, can be included in a top box 706 and the example in Fig. 5 is provided for
30  illustrative purposes only. For instance, some of the devices coupled to the main

cabinet 702, such as printer 726, can be located in a different top box configuration.
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cabi net 702, such as printer 726, can be |located in a different top box
configuration. [0129] The gam ng device 700 provides a player interface
that allows the play of a gane. such as wager-based gane. In this

enbodi nent, the player interface includes 1) a primary video display 710
for outputting video i mages associated with the gane play. 2) audio

devi ces, su for ' ] [ F1h ganme

5pl ay and pg@szlgﬁFég%%%%gge\ggéewérgﬂg?& %ﬁﬁﬁ%‘g? Ehégﬁlgﬂ%%%ﬁ? %w%t | east
provi di ng gagamepualy as whgzt-baketl gpue.dn drserdhodimemcibaghyyr ivicde idélsgdsdy 708 f or

outputting video content related to the gane play (e. .bonus materi al
ondlor the casiie CPeRIrS ATt B gicbuding uEy ndkes oot oy B et :
enbodi ment s p1/NL) AdidRLReQkudhng 7¢p dBPodhEhaMRlio ddtendidocidBd withigatae

equi pped with a touch screen sensor_and associ at egj touch screen

10cont r o] ePlayiagd paesitdy: £3sHY PEFEANS AR 1BPUtPaRT] 745 1T SRS PFIUAIRS 88%%%ci at ed
with the pl laf SRR 1 4 SEIMHAS vite D AR PHOP Y oliPukiAB villed RbR¥nidevi ce.

[ 0130] The %%ﬁtk apan | 712 2gn ioncﬁcvje a nia\{al er of ?eflﬁgclt‘rb(;- rer:echanli1 cal input
buttons, suchlatd toy®e gamadlaye.g-obwis gw@resial) apd/oxthe Famrosentqrpisei(pgt ance, t he

i nput panel 1:ngl r.ee [ [ ' provi de a
touch sensi talﬁ\%%léslﬁg)f g‘?"éﬁﬁ“&ﬂ%ﬁ%‘ﬁ%ggn%&g?ﬁ%ﬁt@?%@& ljigggtﬁil% (L‘)’?sogtg? dt he

el ect r o- nechdnj @albe iequippedbuitit Dwscicarccheedynant assiclayedriewadrstiegur abl e, For

i nstance, the fﬂ cg{j o(? of. the el ectro-gecha i cal input ﬁutt ons maéf be
changed @ep&hal &L AT {9ieetige Yk Rt Weh a5 10YCHPRYIE ASSBHAE 31&}%‘?%@’ evice. To
i ndi cat e funtdanfRioraRangesvindddeoitpaus thieudispiRsieciagt each incl ude a
configurable display, such as an e-ink or a video display for indicating
the functi onoeio) bk bgfie pablRE7 IQWaR il atrigbeOsH dld@td AdcBartiéas Mpaybiamis,be

adj usted to account for a change in the function of the button. [0131] The
gami ng devi cuclyg070nwd{padanch serkiiye sudasss- Fppistapeey ey Pyeb cangnelyia:
acceptor 72Q, a:-fckden @@ﬂé&'ﬁ vtide%iﬁ%la?fQGFﬁklﬁfe a ke hdBekid eGRitRceN BPREe (NOt
shown) for dispensing colns to a coin tray 732. These devices can provide
val ue i nput /emtodinentsapafindtivhest thneledie-meghianigaldemit bettonggan For i nst ance, t he
printer 726 can be.used {0 iRt out tickets.re )

addi ti onal gcg?’r[rl%mbcfi%r.ec%éé’uf%%g 'g rsmsgaerhcgftgl gudl%géln %ﬁlﬁ%?lgért?%%gghégﬁagfl?&as
printers on Witbey mey@be digngkehdeparliaon theganstint ieteingpydd o thagamingcket
acceptor 718 to possibly add credits to th am ng. device 700. After the
ticket is altoNEft (b‘é}fl’éﬂt?é fucagn F%ang&ssgléil%"t“ég“‘gﬂ"fﬁm?mgﬂc & can be

transferred éoﬂﬁgmﬁbleaﬂ]blrag, saOKIRVAnGEInk 0P a vide® dR8lhy TdiendleMing he/fhBctidanfal so be
used to accept cash bills. After the cash bill 1 s authenticated, it can be

convert e® t Pustordihesuimt e genfighableciisrday cande adinsied racepupbior aghangs gane

play. The C%Qh@ﬁﬁﬁ%%rﬁﬁe%neﬁn be configured to accept coins that are
| egal tender or tokens, such as tokens issued by a casino enterprise. A

coi n hopper @g%@tﬂ%@g s feMle B0 HRRded Pcdld ?&3&%8%%@”@@% &ig | egal

tender or to Intto tie coln
acceptor 720, a bill and/or ticket acceptor 720 and a coin hopper (not shown) for

dispensing coins to a coin tray 732. These devices can provide value input/output

25  capabilities on the gaming device 700. For instance, the printer 726 can be used to
print out tickets redeemable for cash or additional game play. The tickets generated by
printer 726 as well as printers on other gaming devices can be inserted into bill and
ticket acceptor 718 to possibly add credits to the gaming device 700. After the ticket
is authenticated, credits associated with the ticket can be transferred to the gaming

30 . device 700.
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tray 732. [0133] The various aspects, enbodinents, inplenentations or
features of the described enbodi nents can be used separately or in any
conbi nati on. Various aspects of the described enbodi nents can be

i nptemented by software, hardware or a 10 conbi nati on of hardware and
software. The conputer readable nediumis any data storage device that can
store data yfyssNrhaRkoneatl o REuLAA R A GOIRULEL.: BeRbaMi Rxamp! es of
t he conput er Feadable nmedium i nclude rea -onlay menory, random access
menory, CD RakBnticBi¢DSs canegrehvertet aperedirscbnapt gamihg detiee atdasabfer degéirces. The
conput er regg%gl e rregli can also b 0di s&)ri%g.teddgver net wor k- coupl ed
15conput er SR BBVt Hi Ol eI (0D Pe SeHSIEPd 0 Ao epieods P §and
execut ed i njgapiesddrioPtikesh, firs Rk Akend ikLdd by TassidodegpriiRgAdestoppér on, for
pur poses of explanation, used specific nonmenclature to provide a thorough
under st afAdi fePteROYHEaR B bied itohisPansiearas that are Igp!|tengisr %fpf@gffﬂé ftto ths coe skill ed
in the art thatsshe specific details are not required in order to
20practice the 1 nvention. Thus, the foregoing descriptions of specific
enbodi Ment s 9f33f Afe PARRE Bpeb QVEMiMEnR, SnPERSRMES of RanplRaRes of
illustration and description. They are not intended to be exhaustive or to
linmit the i desnbebembalimenss pandrsiused fepanatelyiorgn laug eambinationi Manpes appar ent to
one of ordinary, skill. in.the art that n. difi.gatiQns. a /ariations are
possi bl o 1 nAgtn s S idmel B Mg R e B s kLR | 21
chosen awnd dembmati@dofl ardwalesnd softbast T pbapuret feedgbid mediyph ésanyfdatahe
invention and its B.ra tical aggl i cgt' ons., toﬁt k[iareb benabl e.others skilled
in the art SBTEELEVISE et A8 st d3a VI CAM SHA 00 TEUED e SR SY S ¢ h

vari ous nodigxafples 0Nthe @3Smpiter SilabRUnédurh MR IRREdCIHHIRmeS S, emabanpl ated. It
is intended that the scope of the invention be defined by the foll ow ng
clai ms and taRedss mewany &PROYSs. BY1megneintapes apherticabdig FRiresdfifFe been

descri bed i rrhfeeeaﬁgu@if reSEWR! AkdiRachi £Yd B¢ qismBedh ha]gr%m@rtteas@plar e

alterations, pernutations, and equival ents, whic wi thin the scope of

t hese gener abmpotecsptess sb thas thewboipales wadablaende i Hdrad andwexeeuted @ amany
alternative pi) bsutgc{ ai hr}'(g)rl1 enenting the nethods and apparatuses of the present
embodi nent s.“3°1'% ]; hErefore intended that the fol | ow ng appended cl ai ms be
i nt er pret ed [aB34] Mk delegrdn@ddscspion, fak perpates ofisxplgmation) uadd spadfic and
equivalents as fall wthin th% trUﬁE spirit.and _scope .of hhe descrilbed
enbodi ment s _norr\mafltufesto OFYideafhprongh understanding of the mnvention. However, 1t wil
be apparent to one skilled in the art that the specific details are not required in order to
20  practice the invention. Thus, the foregoing descriptions of specific embodiments of
the present invention are presented for purposes of illustration and description. They
are not intended to be exhaustive or to limit the invention to the precise forms
disclosed. It will be apparent to one of ordinary skill in the art that many
modifications and variations are possible in view of the above teachings.
25 |0135] The embodiments were chosen and described in order to best explain the
principles of the invention and its practical applications, to thereby enable others
skilled in the art to best utilize the invention and various embodiments with various
modifications as are suited to the particular use contemplated. It is intended that the
scope of the invention be defined by the following claims and their equivalents.
30 [0136] While the embodiments have been described in terms of several particular

embodiments, there are alterations, permutations, and equivalents, which fall within

the scope of these general concepts. It should also be noted that there are many
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1. Anethod in a server including a processor, a nenory and a network
interface conprising: bSreceiving, via the network interface, transaction
information regarding participation in an activity within a casino
enterprise; determ ni ng, based upon the transaction information, that
the. activity is not attributable to registered custoners with loyalty

program accounts.in a | pyalt rogram provided by the.casino enterprise;
10dgterniniﬁ mﬂmpﬁégvf8ﬁxﬂ%e m%ﬁFBﬁ%@588P9@H@T EF?@?@??"Smn recei vi ng
via the net wabkdimeh®!k aaBerdforeinRasedthgnind follaivingfappendad platmistdel ty of portabl e
wi rel ess devi ces deployed within the casino enterprise; Fig‘eterm'ning,
based upon ﬂfﬁ%rpﬁterdeqsé%‘%{u‘g’i‘ggﬂhﬁucﬁé‘(t%{?tloélsi REEBYRBPRSE $d guvAle at B plurality
of portabl e Wihiehe&ae S8MI ARSCopkRAR EleMiHedImbhdend. | €east a first portable
wireless device is within a threshold distance fromthe | ocation of the
purchasesof the activity; generating a virtual custoner and a virtual
custoner account; and storing device identification information that
allows the first portable wireless device to be uniquely identified and the
transaction information regarding 20participation in the activity to the
virtual custoner account wherein the virtual custoner's participation in
future activities can be identified based upon at | east a detection of the
wirel ess signal data fromthe first portable wireless device. 2. The

met hod of claim 11, further conprising: after the virtual custoner account
is generated, registering the virtual custoner that controls the first
portable device to the loyalty programwherein during the registration the
virtual custonmer provides personal identification information; and
generating the |loyalty program account for the identified customer

i ncl udi ng:
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storing the provided personal identification information to a loyalty
program account; 30storing the device identification infornmation that
allows the first portable wireless device to be uniquely identified to the
| oyalty program account; and storing the transaction information regarding
participation in one or nore activities stored in the virtual custoner
account to Egg tI.oglal t’f}:ﬁ [orogram account . 3. The nmethod of claim2, further
conpri si ng: a value of the one or nore activities stored in the
virtual custonmer account and determ ning a nunber of loyalty points
to add to the | oypahétHoPineOeaRr mchalhlta Recedr,unnémdiand e hemstin@ctriiad ue.

54. The nmethod of claim1, further conprising: generating a report

i ndi cati ng &%TPVi¢es that are being purchased in the casino enterprise
including activi tdeRif)f vih ik JROIRGRLSL CHIERRBE Srdthibh fegdfiidevi ti es of the
virtual custoners. 5. The nmethod of claim1, wherein the transaction
i nf or mat i on pesgicipetien wed aLiom withiQ a gasaeptetpndece configured to all ow a play
of wager - based g . T f ¢l ai - i : action
information is r gggwgggft%ag% ";B%%g]? egttr &S?C(ﬁgg}n{eﬂs)’%%ag%’ﬁfrlélt& Jcnslt}; {S%l%The met hod
of claim 1, aftdibdthide tcegiseiedicngiomers with loyaltyrpeegran iaompuntgiima toyaltnet wor k
interface, transactiop.i.nformation regarding 15participation in a second
activity w PRSEEPEYYCH BY b @pipp Puigtprise, det er mi ni ng, based upon the
transactigon i nf oge@inhihe allG@kioh BEthS peRAske a€thetdwtyt S not attributable to
the registered custonmers with the loyalty lprogram accounts for the loyalty
progr am provi ded “E?)?‘Vf%e“%%inﬁ‘bvoélﬁt“éerréﬁ wyelegierhea %@mé‘ Ayl iobn of the

pur chase of jolign1sReRRk @&1de idpthycd Al PHELRAIMGnIdAHscal | east a second

portable wireless device is wthin

determining, based upon the wireless signal data, a location for each of the
plurality of portable wireless devices;
15 determining that at least a first portable wireless device is within a threshold
distance from the location of the purchase of the activity;
generating a virtual customer and a virtual customer account; and
storing device identification information that allows the first portable wireless
device to be uniquely identified and the transaction information regarding
20  participation in the activity to the virtual customer account wherein the virtual
customer’s participation in future activities can be identified based upon at least a
detection of the wireless signal data from the first portable wireless device.
2. The method of claim 1, further comprising:

after the virtual customer account is generated, registering the virtual customer

[ Ne]
N

that controls the first portable device to the loyalty program wherein during the
registration the virtual customer provides personal identification information; and
generating the loyalty program account for the identified customer including:

storing the provided personal identification information to a loyalty

program account;

30 storing the device identification information that allows the first

portable wireless device to be uniquely identified to the loyalty program account; and
storing the transaction information regarding participation in one or

more activities stored in the virtual customer account to the loyalty program account.
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threshol d distance fromthe |ocation of the purchase of the second
activity; determning that the second portable wireless device is
associated with a registered custoner with a |oyalty program account, and
storing the transaction informati on associated with the second activity to
the- 1 oyalty program account of the registered custoner. 8. The met hod

of claim1l, further ¢ r i Si.nog- ) receiving,. via the t wor k
interface, t3r ansgg Flgﬁlg?ﬁ’fr%s)l?lnng ’if%rrtlherI 8%139 |n|lf© dﬁtéclr lflgligﬁa‘taplgr??glr? %a°Second
activity w twhir@ladivirias stogeden thernirtias egstomer account ahdt er m ni ng, based upon the

transaction i nformati.on, that t second activity js 30not attributable to
Lhar e L oor ed CHORHHERE A DRer oy areis bt ol Lo BUNOE R aE Loy el (v

program pr owhgadiphy tHekigiefRBbNCaigNt €r pri se; determning a |ocation of the
purchase of the second activit determ ning that at least the first

por t abl e Swi Hel esdheimgthed of glaif zl;rfP{ﬁhifﬁ@mPWr”é%hol d distance fromthe |ocation
of the purchase g%rlnerrr]%ﬁ‘ng%‘?Sﬁb?tqné’i%tln\é'aEb{\}itié’s'lﬂat%?é)Béi rBsdd iR RRAGLKON

i nformation rega e participation in the second activity to the
virtual custeorenisaochdig. achaidhe tetepodradifcustbmemaiid thelactiviees afolmpr i si ng:
recei ving, vi.hl%}aﬁ]he network interface, transaction information regarding

.. . CUStomers. .. ’ . ) .
partici pati ol B EEEbnd activity within a casino enterprise;

det er m ni ng,5. bas&te mednd bhelaint Anelecdin dre tranfaotiominf@matibihiatredetved femand

activity is not attributable to the registered customers with the loyalty
progr am ‘dcc &aming &cefwﬁgfmdd%ﬂq‘yaa}aé@f HREPrENIERehy t he casino

enterprise; glet ernfik Heddddr tiagat | vwier@h iHehRnpitishAgEmAfiod ReeRE@RImAC I Vi ty;
determining that a the first portable wirel ess device and a second w rel ess

devi ce are Wohphsaldsderpitabshol d di stance fromthe | ocation of the purchase
of the second ?‘Ctl"h%h{e)ﬁod%?gl%ﬁﬁ il’r}gnﬁg%oﬁjf,ﬁgggct ion information regarding the
participation In the secon _
receiving, via the network interface, transaction information regarding
15  participation in a second activity within a casino enterprise;
determining, based upon the transaction information, that the second activity is
not attributable to the registered customers with the loyalty program accounts for the
loyalty program provided by the casino enterprise;
determining a location of the purchase of the second activity;
20 determining that at least a second portable wireless device is within the
threshold distance from the location of the purchase of the second activity;
determining that the second portable wireless device is associated with a
registered customer with a loyalty program account; and
storing the transaction information associated with the second activity to the
25 loyalty program account of the registered customer.
8. The method of claim 1, further comprising:
receiving, via the network interface, transaction information regarding
participation in a second activity within a casino enterprise;
determining, based upon the transaction information, that the second activity is
30 not attributable to the registered customers with the loyalty program accounts for the
loyalty program provided by the casino enterprise;

determining a location of the purchase of the second activity;
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activity to the virtual custoner account; and storing the
transaction information regarding the participation in the second activity
to. a second virtual customer account wherein the second wireless device is
associated with the second virtual custoner account. 2010. The nethod of
clatem9, further conprising: determning a total value of the second

activity and di vi di the.total lue. of the. second activity between
the virtual cust Serrt%?nlrélg’églﬁﬁgt lgaﬁgthte %ést’%g%}é%brl%wgglse?o%ﬁlrceéscvcvzltrt}ﬂlrllﬁl.e 11. The net hod
of claim 1, tirashohiadistamedionsihadpca@adefttey parchangof thatecbh®adtivitgtangor t abl e

wi rel ess device and a second .(g_&ra%abl e wireless device are within the
threshol d di st an8@NR§ BMRARCIILAITHAUGF FegHENG thedRgaapalien fhige seepdi ¢y :

gener ating ac$86APthewifldl ahstdtiglaodmhe and a second virtual custoner account;
and 30storing device identification information that all ows the second

por t abl e 5wi Pel esSheiapihed of daigel.Juitkiepprrigegiti fi ed and the transaction
I nformation regardlLngpaht ecde%rk?rﬁfﬂfa{le,ttpa%sz?cﬁ% Ydféﬁ[nartiBn tdgrgageond virtual

cust omer account eréin ttLe virtual -’ custoner parti ¢l pation in future
activities oaniclpatiordmntsefinddictrasedithiperaso éngaptisca det ecti on of the

w rel ess signal %:?ir% ihin@M A DL S GG, ROLE AR MbE ! ER T AU Hctivibfs Te
nmet hod of claim I1,” Turther cc?rrpr ising..
not attributable to the registered customers with the loyalty program accounts for the
10  loyalty program provided by the casino enterprise;
determining a location of the purchase of the second activity;
determining that a the first portable wireless device and a second wireless
device are within the threshold distance from the location of the purchase of the
second activity;
15 storing the transaction information regarding the participation in the second
activity to the virtual customer account; and
storing the transaction information regarding the participation in the second
activity to a second virtual customer account wherein the second wireless device is
associated with the second virtual customer account.
20 10.  The method of claim 9, further comprising:
determining a total value of the second activity and
dividing the total value of the second activity between the virtual customer
account and the second customer account.
11.  The method of claim 1, further comprising:

25 determining that the first portable wireless device and a second portable
wireless device are within the threshold distance from the location of the purchase of
the activity;

generating a second virtual customer and a second virtual customer account;
and

30 storing device identification information that allows the second portable
wireless device to be uniquely identified and the transaction information regarding

participation in the activity to the second virtual customer account wherein the virtual
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determ ning the virtual customer and the second virtual custoner are a
singl e 5custoner; and conbi ning the virtual custonmer account and the
second,virtual customer account into a single virtual custonmer account. 13.
The*net hod of claim1, further conprising: determning the virtual custoner
is #0 be contacted; 1lO0determining an offer and a contact node for the

contact with vi [ tual -1 ' . nghi ing the
offer and M aBH St B L AR ac G 3EhEL W TR R BEIGRER 00 715
wher ei n t he delecticnabf the stireley sigret éaty fom théisecofid partabk vlibdendevigent upon t he

virtual custqQmer providing personal identification information and
registering! 'tthﬁgwﬂBQQ ??“$fbgwgﬁ?°°@39mﬁ%e met hod of claim 13, wherein

the contact nodedeBMahie$hed8ARA dtdthEerniBTSREGhdAirme] gaidmé ekeyvbifgeWhi | e the
virtual custonmer is participating in a wager-based gane at the gam ng

devi ce. S16.cusp@eigithod of claim 1, further conprising: receiving

pdent i1 cation | BOQEHRLANiLA dsiBhnBY REol 2dMD deRY VifaRRhoARE e M Mt NG

based upon the transaqfion_ln ormat | on, the activity 1s attributable
to a regi st ereuntost pnegle baweldusiomer adgeudtdenti fi cation information. 17. A

server, CcONpLi Sipg. a.pr. or, ry..and a network interface wherein
t he procesggf'isq@%ﬁ?ﬁgggggﬁﬁ%qf?ngggﬁgéﬂgﬁe or nore of passively detected

bi onetri c data odetaniielngsise Witgil@alisiokaemas foiemoatatiedst of set of renote
devices via the getmnrk interface; 2% recei ve transaction information
regardi n§ parti cOpSERBINEEA OHRT b sontagt W‘fﬂrﬁ‘l)ﬁthﬁ Ce%lté‘?tﬁ’ﬂthetﬁ? el se from a
second set Qfisi6@v:e&s via the network 30interface; 3) determ ne, based upon

the transaction information, that the activity is not
sending a message indicating the offer and thie contact mode to a remote

device.
14. The method of claim 13, wherein the virtual customer receiving the offer is

15 contingent upon the virtual customer providing personal identification information
and registering with the loyalty program.

15. The method of claim 13, wherein the contact mode involves generating a
message at a gaming device while the virtual customer is participating in a wager-
based game at the gaming device.

20 16.  The method of claim 1, further comprising: receiving identification
information via a player tracking device and determining, based upon the transaction
information, that the activity is attributable to a registered customer based upon the
identification information.

17. A server, comprising:

25 a processor, a memory and a network interface
wherein the processor is configured to 1) receive one or more of passively detected
biometric data or wireless signal data from a first of set of remote devices via the
network interface; 2) receive transaction information regarding participation in an
activity within a casino enterprise from a second set of devices via the network

30 interface; 3) determine, based upon the transaction information, that the activity 1s not
attributable to registered customers with loyalty program accounts in a loyalty

program provided by the casino enterprise; 4) determining a location of the purchase
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attributable to registered custoners with | oyalty program accounts in a
| oyal ty program provided by the casino enterprise; 4) determning a

| ocatign of the purchase of the activity; 5) based upon the wreless
signal data, determne that a first portable wireless device is within a
t hrgshol d distance fromthe Iocation of the purchase of the activity; 6)

generate a viptual .customer and a virtual tgner account.. . an store
devi ce i dentok{lﬁec?g?‘flﬁhgf?ﬁs%({ ?paqnﬁg%wirﬁlﬁs Séﬁnlaf(;‘éij\%a’t% R&"FPE S ay?)%(;nFSf B%rfag?e\)/vi rel ess
devi ce t o bevilzids gaiadeyts ivitinta thiesibl@dBahbefrém aieslacition of thafparchadeiobrher egar di ng

participation.in the activity to the virtual custonmer accou wherein the
virtual cusfoheys é) §FEFRICA ‘ﬁgg‘?IGHSt?Iﬁerfaﬁ‘fiﬁrvéﬁ%&f‘fs\tﬂni“ir 85U a‘B‘g%? et ified

based upon QkvitERRhtfRaHE] BESrhRNoOhat IR WKL RS rabIEMateldaliavidensbudi ng the
device identification information fromthe first portable w rel ess device.

1018. The Sservigpelgfidatifpdandrhe Fprsaeion ipformtiogdegapding BAHEIR2URBVI 8¥s i ncl udes
gam ng devi Ges, LNt afGH el Qe AnRE@hOirdal o g% in 19 The
server of cl g‘?ﬁfl?, eV\herei(:Eﬁé??Iﬁée} padgls}vef}y ﬁet‘elct e\gagl&gﬁet I C 1ga§t a“i1 ncl udes
i mage dat a. full@.aclihidesam\berdeanfified basad 4on asfvestei detachen o€ theoyirdiess figndl her

configured to periodically 15¢ K..the.virtual cust r_account for
activity ané‘atéé?céltlcgn% %5 d\e/%/lﬁ lgigﬁr&l écﬁtsl?%lr?éormgé%no%ﬁ% ke tcé)rgg%og aglcc?t“i 1{/elﬁets§/ has been
det ect ed oveevige.period of time. 21. Conputer readable nediumfor tangibly

storing a conputer program used by a processor, the. conputer readable
medi um cd8nprifsi ngPe éWd’?éPl‘Eéae' B0 ‘éséé‘?t@?FFQ‘,‘m?/?leé’“teﬁ HEEWAKE nt er f ace,
transacti on @2Gic&f QafBirk®R doagarfpingdoRakidetbiRtiighiel N an activity within a
casi no enterprise; conputer code for determ ning, based upon the
t ransact i-on onf o serser of cleie 17 Heheaein theinagsiyedy desectes hipmpyiie gpfp anclygles
regi stered %ﬁ%%eo(m?is with loyalty programaccounts in a |loyalty program
provi ded by t casi no enterprise;

20. The server of claim 17, wherein the server is further configured to periodically

15 check the virtual customer account for activity and delete the virtual customer account
when no activity has been detected over a period of time.
21. Computer readable medium for tangibly storing a computer program used by a
processor, the computer readable medium comprising:
computer code for receiving, via the network interface, transaction
20  information regarding participation in an activity within a casino enterprise;
computer code for determining, based upon the transaction information, that
the activity is not attributable to registered customers with loyalty program accounts
in a loyalty program provided by the casino enterprise;
computer code for determining a location of the purchase of the activity;
25 computer code for receiving via the network interface wireless signal data
from a plurality of portable wireless devices deployed within the casino enterprise;
computer code for determining, based upon the wireless signal data, a location
for each of the plurality of portable wireless devices;
computer code for determining that at least a first portable wireless device is
30  within a threshold distance from the location of the purchase of the activity;
computer code for generating a virtual customer and a virtual customer

account; and
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conmputer code for determning_ a |location of the purchase of the activity;
25conput er code for receiving via the network interface wrel ess signal
data froma plurality of portable wireless devices deployed within the
castno enterprise; conput er code for determ ning, based upon the
W rel ess signal data, a location for each of the plurality of portable

wi rel ess devices; conputer.-code faqr .de ] D . at first
portabl e wirel esgo‘a%‘%r/{?r&é’g? goré Wt ?Vﬁceaﬁ?rﬁ{rﬂecg%%ﬁa%ogﬁg étfogln%éet%ﬁ ?‘(R)'?n “he | ocati on
of the purcliag@oniblt Werclred devict yo bewtigueteidetifitd ahdtheganeradd infpramation t ual
custoner and a yirtual. customer ac,counl%; _anaﬂ conﬁuf er. code for
storing devireREPATT¢IPRIOPIIR HCARFEPHE oA sEstapergReovphehgreindhe hor ¢ apl e
wirel ess deviggl baudgerdaiddladon Fabiutd dcaditiddehnt hraddntiBns B&std @pbn Af or mati on
regarding participation in the activity to the virtual custoner account
wher ei n Phe leAsta daigetion xf dheayireess sienpldappddtany heifiystipgttable wiglepsdevicés can be
identified based upon at 5l east a detection of the wireless signal data
fromthe first portable wirel ess device.

52



