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DESCRIPTION

AMETHOD OF AND APPARATUS FOR CONTROLLING ACCESS TO THE
INTERNET IN A COMPUTER SYSTEM AND COMPUTER READABLE
MEDIUM STORING A COMPUTER PROGRAM

TECHNICAL FIELD
This invention relates generally to a method of and apparatus for
controlling access to the Internet in a computer system and computer
readable medium storing a computer program implementing the method on a
computer. More particularly, it relates to an improved method of and
apparatus for enabling a network operator to monitor, control, or filter the

access of client computers to Internet sites which provide various kinds of

information, contents and services through the World Wide Web (WWW).

BACKGROUND ART

The Intermet has become a cultural medium to send and receive
various kinds of visual, audiovisual or other type of multimedia information.
By using a WWW browser software, it is possible to have instantly access to
Internet sites around the world through the Internet which provide various
kinds of information, contents and services to browse such contents and send
data to Internet sites. In addition, data, mail or message can be immediately
exchanged with many people around the world through the Internet. The

Internet has become widely used at office, school and home recently.
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Internet has involved the problemthat if the browsing of a~ content

i ncluding a prohibited-word keyword is prohibited, the browsing of the
content is prohibited overall, and even a content i ncluding useful

I nformati on cannot be viewed. An Internet browsing control nethod according

to the inventionVuseas ki diafanition)sehwnteend deeyives dachThesleipphe: even a

content including a prohibited-word keyword is judged to be a content
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can open his or her own home page in the Internet to provide any kind of
information to the public. There are little law and regulations which governs
and are well enforced in the cyberspace, the Internet. Therefore, there could
10  be some Internet sites which provide injurious contents, such as contents of
pornography, violence or inducing illicit conducts which are harmful or too
much sensational to children and juvenile. However, everyone can have access
to any Internet sites by using a WWW browser software at school, office or
home. On the other hand, there are Internet sites providing contents or
15  services which are not harmful but have nothing to do with work at office.
Employees might spend time at office to browse these Internet site just for fun,
which could deteriorate work performance and could jam data communication
line by unnecessary data traffic on the line at office.
Therefore, as Internet connection to office, school and home has
20 become common, it is necessary to provide a method and apparatus for
controlling user's access to the Intermet so as to prohibit unsuitable
information from entering into office, school or home and ensuring that only

appropriate information can be browsed and used by users through the

Internet. That is, a method or apparatus for filtering and screening out



access of client conputers to Internet sites which provgg%\/eé@g&lg&szdj@@ds of
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BACKGROUND ART The Internet has become a cultural mediumto send and
receive various kinds of visual, audiovisual or other type of nmultinedi a
information. By using a WAV Dbrowser software, it is possible to have
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whi ch provide various kinds of information, contents and services to

browse sucl, ¢eBieRteqanddsend data to Internet sites. In addition, data,
mai | or message can be immediately exchanged with many people around the
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contents and services, such gs shoppi ews service, retrigval of
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provi ded through the Internet_ today. Therefore, nore and nore offices,
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busi ness, education, and our daily life significantly. On the other hand,
t here i s néntronderAcmsst oNikkei Heorhputrneaip 87, oh@99.5410. offka piisroarther
own hone page in the Internet to provide any kind of information to the

public. Thappasdtasdrirhbthodawchiids eaiehas of BiepMor cheHENeTHS prélide i aie! |
enforced in the cyberspace, the Internet. Therefore, there could 10 be sone
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por nography, violence or inducing illicit conducts are harnful or too
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of fi 4" If the information or contents include the predetermined harmful keywords,
the display of the information or contents at a client computer is prohibited
and the Uniform Resource Locator (URL) of the Internet site which sent the
information or contents to the client computer is recorded for prohibiting
c]jent's future access. Japanese Patent No. 2951307 discloses a system which
15  checks for harmful or defamation words in a message to be displayed in a
bulletin board in an Internet site or other computer network system and if
there is such a word in a message, the display of the message on a bulletin
board is rejected by the system.
However, there is a problem in prior art, that is, it takes time to look
20 for harmful, injurious, or defamation keywords in information or contents
from Internet sites each time before displaying the information or contents on
a display screen at a computer. Moreover, there is another problem in prior art,
that is, once such a keyword is found, the display of the information or

contents including such a keyword is prohibited. However, it does not



home. On the other hand, there are Internet sites provi ggng,saRbensso®r 15
services which are not harnful but have nothing to do with work at office.
Enpl oyees m ght spend tine at office to browse these Internet site just for
.fun, which could deteriorate work performance and could jam data

communi cation |line by unnecessary data traffic on the line at office.
Therefore, as Internet connection to office, school and honme has 20 becone
comon, it is necessary to provide a nethod and apparatus for controlling
user's adesssanlytimeanithet eforgwtion oo cpnighity including habméul, iinfunews.i on
fromentering into office, school or home and ensuring that only
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Internet. That is, a nmethod or apparatus for filtering and screening out 2
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harnful or inappropriate to users is required. Prior art nethod and
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application 10-275157 and "Conpanies Start Controlling 5 Internet Access,
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Ni kkei Conputer, pp.87-91, 1999.5.10. The prior art apparatus or nethod
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in information or contents fromthe Internet before the information or

cont ent s sife® dPeFtcR)Bf nevstaghneMsAff oSChERR dbpRyetifNh digpByiRieerddnl f the
I nformati on or contents include the predeterm ned harnful” keywords, the

di splay of chiéer bathUR@t IFoCartCARhARtSs dt RItTArRNMorAeiieseprdibRr«&hbi t ed
and the Uni form Resource Locator (CTRL) of the Internet site which sent the
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client's future access. Japanese Patent No. 2951307 discCl oses a system

whi ch display screen just because of the existence of forbidden keywords.

DISCLOSURE OF INVENTION

Therefore, it is an object of the invention to minimize the time taken
to examine information or contents from Internet sites before displaying on
a display screen.

It is another object of the invention not to prohibit information or
contents which are not harmful per se from being displayed just because of
the existence of forbidden keywords.

It is another object of the invention to control access of users to the
Internet based on the type of access.

According to one aspect of the present invention, there is provided a
method for controlling access to outside information through the Internet,
comprising the steps of: providing a first database including a list of accessible
Internet sites, providing a second database including a list of prohibited

Internet sites, providing a third database including forbidden keywords,



15 checks for harnful or defamation words in a message bg de:displ 3ygd I n a
bulletin board in an Internet site or other conputer network systemand if
there is such a word in a nessage, the display of the nessage on a bulletin
board is rejected by the system However, there is a problemin prior art,
that is, it takes tinme to look 20 for harnful, injurious, or defamation
keywords in information or contents fromlinternet sites each tinme before
di splaying the information or contents on a display screen at a conputer.
Mor eover ,problirg issfortleidacibayediblcRiding wortiewhie tkeywohdd, when anasersuids a
keyword is found, the display of the information or contents including
such a kegwastt iagcedsOhb birftethetHoey eih, cithedlogfe MRbt Hri8e&aid aldiabagd)04
necessarily nmean that information or contents including harnful, injurious,
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t hensel ves. For exanple, news articles fromlnternet sites operated by news
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"murder" etc. But, news article reporting such a crinme is not harnful per
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Internet sites operated by news agencies frombeing displayed on a display
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is included, then allowing displaying the information or contents retrieved from

the Internet site included in neither the first nor second database to the user,
if there is a forbidden keyword included in the third database in the retrieved
information or contents, then examining the retrieved information or contents
to examine if there is a worthwhile keyword included in the forth database,
and allowing displaying the information or contents retrieved from the Internet
site included in neither the first nor second database to the user only if there
is a worthwhile keyword included in the forth database in the information or
contents with the forbidden keyword included in the third database.
Accordingly, it is advantage of the invention to provide a user with fast
access to Internet sites included in the first database in order to display
information or contents from the sites on a display screen. In case of Internet
sites included in the second database, it is advantage of the invention to
provide a user with a notice telling that the user is not authorized to have
access to the particular Intermet sites on a display screen as soon as possible

when the user tries to have access to the sites. In case of Internet sites



contents which are not harnful per se from being displ aygdkdushnbesagse of
the exi stence of forbidden keywords. It is another object of the invention
to control access of users to the Internet based on the type of access.
According to one aspect of the present invention, there is provided a

met hod for controlling access to outside information through the Internet,
conprising the steps of providing a first database including a |Iist of
accessible Internet sites, providing a second database including a list of
pr ohi bi t ducludedeinnaeither 8sst poovechng databiised Thet miedsed iacconding gofidebi dden
keywords, 4 28 Septenber 2004 providing a forth database including

wor t hwhi liBv&mijow r oidrievdse inforosdion raresontamthafrenndbessites wikeraatsexi tes in
either the first or second database, allow ng access to Internet sites

i ncl uded requesis dnd sxamhieshthsdnforthatioohitbedritegts foxeds dites| oy erifi¢hersi t es
included in the second database, when a user tries to have access to an
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dat abase, exami ning information or contents retrieved fromthe Internet
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there is a forbidden keyword included in the third database in the

retrieveghel fhiod MahtAMAser ire OfHee HhformidtidnN &re cofiteits f ol dgRn dieywoid i n the
third database 1is included, then allow ng displaying the information or
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nor second database to the user, if there is a forbidden keyword included
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examning the retrieved information or contents “to examne if there is a
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the infornati on or contents retriev fromt Internet site 1 ncluded in
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keyword included in the forth database. If there is any keyword included in
the forth database, the information or contents from the sites are displayed on
a display screen so that the user can browse them. Therefore, it is another
advantage of the invention to provide a user with information or contents
worthwhile access, such as news and academic information, even though they
are including a forbidden word in them. In prior art, any information or
contents including a harmful keyword, such as a forbidden keyword in the
third database, are prohibited from being displayed on a display screen even
though the information or contents per se are not injurious but worthwhile.
The method may further comprise the step of, according to dock and/or
calendar, allocating days and/or hours into restricted day(s) and/or hour(s} in
which any Internet access is prohibited, non-restricted day(s) and/or hour(s)
in which Internet access is free without any restriction, selected access day(s)
and/or hour(s) in which Internet access to only Internet sites included in the

first database is allowed, and regulated day(s) and/or hour(s) in which Internet



is a worthwhile keyword included in the forth database bg dhe-rhBfOsH@L i on
or contents with the forbidden keyword included in the third database.
Accordingly, it is advantage of the invention to provide a user with fast
access to Internet sites included in the first database in order to display
I nformation or contents fromthe sites on a display screen. In case of
Internet sites included in the second database, it is advantage of the
invention to provide a user with a notice telling that the user is not

aut hor i zettcess Haveontaalises $n t acdoltdaper twithul the bbbes naetlsid. e 3n amotheapl ay
screen as soon as possible when the user tries to have access to the
sites. | radvaseagf of tHeetmehtioht teshe abi &epbetroPInt200kt adteksidacke flexiblet her
first nor second database. The nmethod according to the invention retrieves
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the information or contents fromthe sites as to it there is any keyword
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contents on a display screen. If there is no keyword included in the third
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contents fromthe sites are displayed on a display sCreen so that the user
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dat abase, the nethod according to the invention further exam nes the
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prior art, any | Aformation

allowing the firs group of the client computers to freely have access to the
Internet, allowing the second group of the client computers to have access to
only Internet sites included in the first database, prohibiting the third group of
the client computers from having access to the Internet, and allowing the
fourth group of the client computers to have access to the Internet in
accordance with the above method. It is another advantage of the invention to
be able to control Intermet access depending upon the groups of client
computers. For example, in school or office, no restriction for access to the
Internet is provided for managers, some degree of restrictions for access the
Internet is provided for pupils and employees.

The method may further comprise the steps of categorizing the
accessible Internet sites in the first database, the prohibited Internet sites in
the second database, the forbidden keywords in the third database, and the
worthwhile keywords in the fourth database into several groups based upon

the same or similar attributes respectively, and activating or deactivating each



contents including a harnful keyword, such as a forbi ddgg degyunbé: 2dpd he
third dat abase, are prohibited from bei ng displayed on a display screen
even though the information or contents per se are not injurious but

wort hwhil e. The nethod may further conprise the step of, according to dock
and/or cal endar, allocating days and/or hours into restricted day(s)

and/ or hour(s) in which any Internet access is prohibited, non-restricted
day(s) and/or hour(s) in which Internet access is free w thout any

restri ct iddnthes grapsedn adee Sisstd dyfosigh fndtlordafebass )toi seledti groups. eltnist
access to only Internet sites included in the first database is all owed,
and r egulaatotbedagi{a)tagadf dne howemion fonbevablchtd actérate tor gle28tiBetpt eacbesf 2004
access is controlled in accordance with the above nethod. It is another
advant agegrotips in thevarsti tonfduotib elaadibaset to selett groups ef sites amc kepwanise

fl exi ble depending on days and hours, for exanple, during sonme hours such
as m dnilgivingttensakelodrsemilar attiibistesipposed to use the Internet, users can
freely have access to the Internet, from9AMto 5PMin weekday, all

| nt ernet acceskhe adethod ahapiftifithed lcofirise tHiebitgls & t@mdonielsusied one dihe
first database are allowed to have access to, and during in weekend and

ot her houhg firdt ek davughl Lefh dhtarees® itk Iﬂ@ﬂi@t@dldé)ﬂiﬂ%‘lg asapateret hod.
The nethod may further conprise the steps of providing a plurality of
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groups, allowng the firs group of the client conputers to freely have

access t qnidiget kite$ rﬁf&ateé'fbﬂﬁﬁ&&q %?w%ﬁf@ it ﬁﬁ&ét@d%oﬁﬂ_ﬁrhﬂle il&@"ﬁmﬁ@ﬁp uters
to have access to only Internet sites included in the first database,

prohi bi ting thRildd 98 roNe & thd @ﬁsplm&w@meaaﬁua@eg@%ﬁ%q%&ess to

the Internet, "and ing the fourth group of the client conputers to
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invention to be able to update the first through fourth database through the
Internet so as to keep up with the recent development of the Internet and help
an operator with the update of the database.

The method may further comprise the step of connecting any one of the
first and through fourth database to the Intermet or loading a computer
recording medium, and sending the contents of any one of the first through
fourth databases through the Internet or writing into the computer readable
medium. It is another advantage of the invention to be able to exchange the
contents of the first through fourth database through the Internet in two way.

The method may further comprise the steps of counting the
appearances of keywords included in information or contents retrieved
through the Internet, and storing the number of times that a particular
keyword appears in information or contents retrieved through the Internet. It

is another advantage of the invention to be able to monitor and control access

to the Internet.



be able to control Internet access dependi ng upon the 958425, &l dE%
conputers. For exanple, in school or office, no restrictron ¥or access to

the Internet is provided for nanagers, some degree of restrictions for
access the Internet is provided for pupils and enpl oyees. The net hod may
further conprise the steps of categorizing the accessible Internet sites
in the first database, the prohibited Internet sites in the second

dat abase, the forbidden keywords in the third database, and the worthwhile
keywor ds i n t e methdd dadyabatber nbmpsiseahal stgps wb provsiey apdoralityeofsane or
simlar attributes respectively, and activating or deactivating each 7 28
Sept enberclizfdcafhptiters gkeppard rintlveletli hist irtftwmatibn f onr¢dntentsabagdevied sel ect
groups. It is another advantage of the invention to be able to activate or

deact i vatthreggh tled Intgrmaet(tsy edcH bfttid cldntt corhputers, shad sbaseg tiee sehssdr gr oups
of sites or keywords having the sanme or simlar attributes. The nethod may

further afnafiese thile the epproferaatine CkdéygbrdnippdersOfin the ihforadat®wid drhr ough
fourth database to the Internet or |oading a conputer readable nmedium

storing upadied REGERS Hroulh! icNBitesict a5y eHEld JF abie dlRAL RiohSstitet Nitefsnet
sites, updated forbidden keywords, or updated worthwhile keywords, and
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Internet or by the conputer readable nedium It is another advantage of the

I nvent i ofjpk nRenébhitrt@o EEbY REeht Eshphrough fourth database through
the Internet so as to keep up With the Pecent devel opnment of the Internet
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further conprise the step df connectihg any one of the _ _
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access request, and prohibiting Internet access request if the type of the
Internet access is prohibited. It is another advantage of the invention to be
able to control access to the Internet depending on the type of access, for
example, just browsing an Internet site is allowed but writing information
into an Internet site is prohibited in order to prevent forim sending amy
information outside.

According to another aspect of the present invention, there is provided a
computer readable medium storing a computer program to control access to
outside sits through the Internet in a computer system, comprising: means for
providing a first database including a list of accessible Internet sites, means for
providing a second database including a list of prohibited Internet sites, means
for providing a third database including forbidden keywords, means for
providing a forth database including worthwhile keywords, means for, when a
user tries to have access to Internet sites in either the first or second database,
allowing access to Internet sites included in the first database and for

prohibiting access to Internet sites included in the second database, means



fourth databases through the Internet or witing into tbg SQPWher 2062dabl e
medium It is another advantage of the invention to be able to exchange the
contents of the first through fourth database through the Internet in two
way. The nethod may further conprise the steps of counting the appearances
of keywords included in information or contents retrieved through the
Internet, and storing the nunber of times that a particular keyword
appears in information or contents retrieved through the Internet. It is
anot her deuanacya wierttries itohame aseessctonan imiesnetositmimiclwtedinineitper e access
to the Internet. 8 28 Septenber 2004 The nmet hod may further conprise the

st eps of fpbdatabapeanpr iha| secpndf databaent exomining risfdreyatinmd or neinieats i n

i nformation or contents retrieved through the Internet by each of the
client conpigveds frommdthst dniengett Isitenuaitber in€ludeden tihat firdte noepseoadt at i ve
keyword appears in the information or contents retrieved through the

| nt er net dayalbasshsmas th examimnif therpisteforbiddenskeyarmtiiachaldddantthgehintl t he
invention to be able to nonitor and control access to the Internet client
conput er dayaishseeint thomputierd THermnetitodrmegntentd, haeano for, i if ehefe isiheps of
categorizing Internet access into prohibited type and permtted type,

i dent i f yifogbititien thegeropd thnther tigtd datdess kcadRiled, alidwind didplaying thet er net
access request if the type of the Internet access is prohibited. It is

anot her adfoeiiaape 6f cérteniNwrfibraDfrot e IabheettHtecidBhiddd RCEQHSer het e
I nternet depending on the type of access, for exanple, just browsing an
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prohibited in order to prevent form sending any information outside.
Accor di Nkely@ropd Oft@id@s RBCtheT tHiRe AA1aBasd inNVBA! f@Revdd 8hforhmatRiP\drded a
contents, examining the retrieved information or contents to examine if there
is a worthwhile keyword included in the forth database, and means for
allowing displaying the information or contents retrieved from the Internet site
included in neither the first nor second database to the user only if there is a
worthwhile keyword included in the forth database in the information or
contents with the forbidden keyword included in the third database.
According to a further aspect of the present invention, there is provided
an apparatus for controlling access to outside sits through the Internet in a
computer system, comprising: means for providing a first database including a
list of accessible Internet sites, means for providing a second database
including a list of prohibited Internet sites, means for providing a third
database including forbidden keywords, means for, when a user tries to have
access to Internet sites in either the first or second database, allowing access
to Internet sites included in the first database and for prohibiting access to

Internet sites included in the second database, means for, when a user tries to

have access to an Internet site included in neither the first database nor the

Oa



conput er readabl e nmedium storing a conputer programto g9l BECEE64 1O
outside sits through the Internet in a conputer system conprising: neans

for providing a first database including a list of accessible Internet
sites, means for providing a second database including a |ist of
prohibited Internet sites, neans for providing a third database including
f or bi dden keywords, neans for providing a forth database incl uding

wort hwhi | e keywords, nmeans for, when a wuser tries to have access to

| nt er net ssttwd databaséerexhhdnfrig dhfoemadimoornd dahtdids eretrizbtdwirom aheess to
Internet sites included in the first database and for prohibiting access
t o | nt er naterfet site neithededhnded fieiisefientod atadhas dataeansoasXd Saphiewber
2004 for, when a user tries to have access to an Internet site included in
nei t her tihehertiis ot fogbidaendeydord tin€lusiedandheatahbdetabaxa ih the geiridvetdmat i on
or contents retrieved fromthe Internet site neither included in the first
nor secoRdforARiRPASE cofiteifis! theexdNoneifl thekd9s nd FordidddrD keghbrk ey Waled
included in the third database in the retrieved information or contents,
means f ofthirdfl dhf®a8eiis Rludedr RIRSAAg ka¥PRKthd thé NAfdriatbnd 8l alomsentss

i ncl uded, allow ng displaying the information or contents retrieved from

the Intenpgievelit GohDOHddastelRetngitt helcliddl thi hefmBerhsespitdndat aapg to the
user, nmeans for, if there is a forbidden keyword included in the third

dat abase J ;i oSl 168 drleRh8 TER bt t?if%r(tQLs a ?&%ﬁcﬁﬁﬁ}m)ﬁke dah gt ri eved

informati on or contents to exam ne | ere 1S a eywor

| ncl uded it R ditdeh ifatRbARErc AR HRAIRM ordldoAtidy, d:aBlpkid drlhe

informati on or contents retriev ernet site 1nc
ith £ .t he onlYy i

e SR REEARLo AR kAL URGE 103 YpkbnIR ekl

Aocor di ndPblehyh | e BART PRI JAE HEs) for, obihs (adBiaRar b

Accordi ng r "aspec he prese i nven prgvided

information or contents retrieved from the Internet site included in neither the
first nor second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the

forbidden keyword included in the third database.

BRIEF DESCRIPTION OF DRAWINGS

These and other objects, features and advantages of the present
invention will be more readily understood through the following description
with reference to the accompanying drawings, in which:

FIG. 1 is a schematic diagram of a computer network including a

sever computer and client computers connected to the Internet through the

9b



an apparatus for controlling access to outside sits throggepté@bbneosnet in
a conputer system conprising: neans for providing a first database
including a Ilist of accessible Internet sites, means for providing a
second database including a list of prohibited Internet sites, means for
providing a third database including forbidden keywords, neans for, when a
user tri essewyehgympuderissshich 4 medhodaccordiow forareémbediméret dfithstpresensecond
dat abase, allowi ng access to Internet sites included in the first database
and for prnhichitionng vwedess to Internet sites included in the second

dat abase, neans for, when a user tries to have access to an Internet site

i ncl uded i n nel s b1 4 sbRbndRbABESRAOH bSO 28 SARLEIPS (R0 second

dat abase, exami ning information or contents retrie er net

site neith i nel j LSt nor second dat abase so as to examne if
B B L i

there is a Imcluded in the third database in the
retrieved infor ion or,contents, means for, if there js no_forbidden
keywor® in the I?ﬁ%’r 1%1%%3‘3&%“&55 NEREJEG, StEPF 6 'n@eﬁh‘%‘jpﬁ‘%ﬁpirﬂﬁlgt%aﬂ
information or contents retrieved fromthe Internet site included in
nei t her t hdnppdigrenint theqyasentdavanten. to t he user, neans for, if there is
a forbidden keyword included in the third database in the retrieved
information or cloiEedtis, ackewihmnigshidvengr gta stopadof af metinéd ercadigprbent s
to examne if there is a worthwhile keyword included in the forth

dat abase, anstheeanthodihent bOtdgredeaplrddenmiant he information or contents
retrieved fromthe Internet site included in neither the first nor second

dat abase to the pgers %ﬂo%hgﬂe%ﬁﬁhwéméﬁl#ﬁgm[ﬁ%rr%@;% dpin the

forth database in the information or Content's wt eywor d

incl uded i%Bg&P%%tLﬁggggggg%ﬁ.ingﬁkEgn DESCRI PTI ON OF DRAW NGS These and

ages of the present

ot her objects, van

In FIG. 1, a schematic diagram of a computer network including a

server computer and a plurality of client computers connected to the Internet

15 through the server computer in which a method according to a preferred
embodiment of the present invention is implemented. A computer 1 is
typically connected to the Intexrnet 2 through a provider 3 which provides the
computfer 1 with Internet connection. The computer 1 may be a personal
computer connected to the provider 3 through dial up. In Fig. 1, the computer

20  1lisaserver computer connected to a plurality of client computexs 5 through a
local area network 4 and may be implemented as a proxy server. This local

area network 4 may be a local area network in school or office. Various kinds

of WWW servers 6 around the woxld are connected to the Internet 2. Each of

WWW sexvers 6 provides an Internet site which is identified and accessible

10



I nvention will be nore readily understood through the f dessdd ption
with reference to the acconpanyi ng draw ngs, in which: IQ—HF&‘a é}’lglg a 4
schemati c di agram of a conputer network including a sever conputer and
client computers connected to the Internet through the 9b 28 Septenber 2004
server conputer in which a nethod according to an enbodi ment of the present

i nvention t}&oﬂgﬁqJ'R'ﬂ Sntednkd sﬁe§EP@H&é Wariduadiaas of ifolRbYieh oxQbREss 1 N a
conputer network shown in FIGUJ FIG 3is a flowchart showi ng the

steps of a t.an.
FIG 4 is ﬁ@bgg %8 ﬂ)ggmg}rl\{g ? é%géyomap% &(}ﬂa Sb {&\éﬁg}a{shgt her
enbodi nent o res |nve s af hart showi n

steps of a® g f‘ieﬁ’@e‘i 8ttﬁ§?ug}i@’}%abd’@ﬂwéﬁt rng?]gorbrogscg erte3°

i nvention. REST I\/ODE FOR CARRYI NG OQUT THE INVENTION In FIG 1, a schenmatic
di agr am of agf @Qﬂﬁﬁﬂb&- network including a server conputer and a plurality
of client conputers connected to the Internet 15 through the server
conput & i n whi chnfarmetiondomcadendtnig VoWV meevensr@ drehiyodi teshtwintten Ha
present invention is inplenmented. A conputer 1 is typically connected to
the | nter ngie HyphieusgMarkiip idgfuage WHTMLp vavicHesnt fieludo bgit grapghics,t h

I nt ernet connection. The corrputer 1 may be a personal conputer connected

to the prOﬁhQ %0'{»9&\? d bR Arpegéﬂplé-oftcbﬁtéiﬁ%ﬁfenzﬂ HTMLasser ver
conput er conn cte plurality of client computers 5 through a | ocal

area net wolkodn aifl Jits g1 | ARLEIR UL BRI JFClBImatiBhSPafingA" £

network 4 my e a area network IC€ arl ous

'98/'99"  the Society of Information Processing, 1997. The retrieval of

10 information or contents in a WWW server 6 is generally achieved through a
WWW browser software (not shown) installed at a client computer 5. The
WWW browser software can not only browse information or contents in a
WWW server 6 by retrieving the infoxrmation or contents from a WWW server
6 and then displaying the information or contents on a display screen of a

15 client computer 5 but also send information to a WWW server 6 from a client
computer 5, for example, writing text into a bulletin board of a WWW server 6.
In addition, the WWW browser software can provide client computers 5 with
chatting function, that is, message exchange function among client computers
5.

20 The method of the present invention is implemented in the proxy
server computer 1in FIG. 1. Computer program for implementing the method
of the present invention is stored in a computer readable media, such as CD-
ROM 7. As shown in FIG. 2, when the computer program is installed into the

server computer 1, the computer program builds a first databases 8 and a

11



of W\ servers 6 around the world are connected to the bet®ifiehbér 2664h of
WAV servers 6 provides an Internet site which is identified and accessible
10 28 Septenber 2004 through URL Internet sites provide various kinds of

i nformati on or contents which are accessible through a browser software.
Hone page is typically the entrance of an Internet site through which
vari ous i nsenomet database Qomt Bt servar eompedssilblhe first rdfadalnaedel ®mdndevat ent s
in WAV servers 6 are hypertext witten in the Hypertext Markup Language

(HTM.) whi ikt 6BTRIRCH U1t site§ LARHIER an dpERERT of $RIH@calVd1d8het®Oek @ C. AN
exanpl e of contents witten in HTM. is shown in pages 21 through 23,

" Encycl opegigyQiudelif 95 ﬁ%&g%{;cgifoﬁé 1H3g) t}ia]%%,' &96511%%‘2 wikth HsY, Hcludes

| nf or mati on Processi ng, he retri'eval of 1 ormat1 on ‘or contents
in a WWs r i erally achi eved.through . a r er software
(not ShOWﬂ@(I n%?fg?‘f%agﬁfe ]él%gf'eécn?{]eégo%ﬁ{?}‘e?n gp&ﬂgr 0%%%% E’F%@%ﬁ L GEr e can
not only browse, jnformation or contents in a server 6 by retrievjing
the i nfbr nCOBRIdsTS éBh‘iaaﬁ o thepge garsfaork gt sughs #e Andenst Htes £t he

i nformation or_contents on a display screen of a 15 client conputer 5 but
al so send $aoglsraacatemis gryawestionsr governneatal| prganizatbosut end 5othfegr
exanple, witing text into a bulletin board of a WWVserver 6. In

addi ti on, phkliviktbudicner Thefsevard databage vindbiddsi £ hist o RItesfSfemidth
chatting function, that is, nmessage exchange function anong client

conputers §ites 28 witich gt bpsraabr b ehe 1688 HrehNYERirRNY ipSohibisenRRE §hrhn t he
proxy server conputer 1 in FIG 1. Conputer programfor inplenenting the

o oo, ClhalsgPheSal TRl o' SRR HaBETRAL Shofgdebl i
I nstal4ged ]bﬂ)tlﬁbl{tgg Internet sites which an operator of the local area network 4
considers harmful to the objective of the local area network 4, such as Internet
sites of pornography and gambling.
CD-ROM 7 may include a white list for the first database 8 and a
black list for the second data base.beforehand. The both white and black lists
15 in CD-ROM 7 are divided into several groups based of attributes of Internet
sites therein, for example, a group of school sites, a group of governmental
institution sites, a group of pornography sites, and a group of gambling sites.
An operator of the local area network 4 may select those groups in white and
black lists in the first and second databases 8 and 9 by activating or
20  deactivating each of the groups to meet the objective of the local area network
4. In addition, an operator of the local area network 4 may add or delete any
Internet site to or from each of activated groups of white and black lists in the

first and the second databases 8 and 9 at any time. The activated groups in

the white and black lists in the first and the second databases 8 and 9 are

12



server conmputer 1, the conputer progrém builds a first ?@ﬁﬁ ra%@@g a 11
28 Septenber 2004 second database 9 in the server corrputer I TSt

dat abase 8 includes a |ist of URLs of Internet sites to which an operator
of this local area network 4 allows users to have access. This list, that
is, so-called a white list, includes URLs of accessible Internet sites

whi ch an oges@tar (8 Hlechas@linamaa, ngt Wi kh Sigt Hé?@fnhag%lfrs aglggdem%r the

use in the network 4, such as, Internet sites of

The- secondoaaT] %%é%lrg%gﬁﬁé B, (BESRH P fﬂ“ﬁ%%ﬁ%éf anf} P%SE' i o
Accous, TriaAbRSes BRI pE SaL e Po SRR FIERGr udes LRLS of 10

prohibited Internet sites which an operator of the local area network 4
consi ders har nf uRetegringdodiiee vgam, 6§e caapugesprogran et oROM 7 faydteras
Internet sites of pornography and ganbling. CD-ROM 7 may include a white
list fdr theailds aghivbhdatahasce 40andl a fowtthadathbase 1 bin the sescrrdntattar hase
bef orehand. The both white and black lists 15 in CD-ROM7 are divided into

several grebps thagadgfimads indtallbé sntf thedeavactofiphs 1. hﬁ{@ﬂilrdfd@'talﬁi%@”m e,

a group.-of school sites, a group of governnental institution sites,
group of ppg Gﬂ%ﬂ%@ya%iéteéﬁ B A0 Ry RroPls GRAMRIbIHlalibh o5 coffinP 3t or of
the |l ocal area network 4 may sel ect t ose groups In |te an nb lists

coch o 1 gFO AORCORATERER M o A BB B 1 1
ddi 4

Mt ernet st B b r?%af%s focdi Saed eiwe%éf’aﬁa&h%?% billenaferiatl ot s
in the fi rsimfmd the sec Eat abases 8 and at any time., The activated
gr oupdG n inc %hif?reemp slekamnpipn WW@ShéquFlﬁé—fi dugine sl AvaEeabases

8 and 9 are
and discriminative words in English and other languages. The fourth

database 11 includes a list of worthwhile keywords in information or contents

from Internet sites which tell that the information or contents is worthwhile

browsing or displaying even though a forbidden word is included in them. The

15  list of worthwhile keywords includes, for example, words used in journalism,

‘medical words, and legal words in both English and other language. CD-ROM

7 may include a hist of forbidden words and a list of worthwhile words

beforehand. Forbidden words and worthwhile words in the lists in CD-ROM 7

are divided into several grdups based upon its attribute, such as a group of

20 legal words, a group of journalism words, a group of defamation words, and a
group of discriminative words.

An operator of the local area network 4 may select the groups of the

list of forbidden keywords in the third databases 10 by activating or

deactivating each of the groups which the operator considers harmful to the

13



12 28 Septenber 2004 used in the flowchart in FIG 3 whioghsdiemBechoadt er
expl ai ned. The deactivated groups in the white and black |ists in the
first and the second databases 8 and 9 are not used in the flowhart in
FIG 3. Referring to FIG 2 again, the conputer programin CD-ROM 7 further
5 builds a third database 10 and a fourth database 11 in the server

conput er lobjehive ohie¢hprlogal aamelasnetwsirk| 4. efurthes dhepserteerof thedotararka The
third database 10 includes a |ist of forbidden keywords in information or

contents faetvodknienaptsebddtaheiictsan SHRETi3E of Wit WRilk 6w 8 3n PO K
considers harnful to the objectives of the local area network 4. The |i st

of 01 bl ddghatieaRRiGLO 1 B LAganL Ok FKRERh fne 4SLATHRTRRYS, ple;do

i nducing crimnal activiti i'scrimnati ve words | i'sh—and

ot her | angyagss. .The fqurth , database ;11 incl.udgs a |ist of worthwhile
ceywor do. T ABFHES PO PRl HeR e York A Ritbrlars cprEotoar SHopBRROPhay
the infornmation or contents .is _worthwhil browsi ng or displ ayi ng even

t hough % BB} dakesngh sies §0ih¢cﬂw&i@'ei\320% Begsethan 5 chemt conpYM BidvERe
keywords includes, for exanple, words used in journalism nedical words,
and | egal Wrgh adotudAerEvgirdsin thedactivadedgrnypade thephiROWlatabaay 10nis! ude a
list of forbidden words and a list of worthwhile words beforehand.

For bi dden imzlwidedaind the infowmiatenwer cmtents. e dddition] An GgeRiddr of thedogklvi ded
i nto several groups based upon its attribute, such as a group of 20 | egal

words, a gsfaPnéfwdrRUd Rghy SBIVEY dletd afly UeRwird 48T ABbIOBa M bl actividaa
group of discrimnative words. An operator of the |ocal area network 4 may

o necaiput . s astonlo Linse ghepimano b i oo
consi qgf s FRE gcﬁ{raée?l é‘.ttb%pjs?in the lists in the third and fourth databases 10 and 11
are used in the flowchart in FIG. 3 which is hereinafter explained. The
deactivated groups in the lists in the third and fourth databases 10 and 11 are
not used in the flowchart in FIG. 3.
Referring to FIG.2 again, the computer program in CD-ROM 7 further
15 builds a fifth database 12 in the server computer 1 when the program is
installed into the sexrver computer 1. The fifth database 12 stores the history
of the use of the Internet by each of the client computers 5 of the local area
network 4. The fifth database 12 stores URLs of Internet sites accessed by
each client computer 5, and the number of times that representative keywords
20  are detected in information or conténts sent from Internet sites and displayed
on a display screen of each of the client computers 5. Representative keywords
mean words representing the feature of the information or contents and may

be forbidden keywords in the third database 10 and worthwhile keywords in

the fourth database 11. Alternatively, representative keywords may be chosen

14



28 Septenber 2004 objective of the | ocal area network 4,,Rurthe
operator of the |ocal area network 4 may sel ect the gr%gpéséﬂt f’%reﬁtﬁ?%t of
wort hwhil e keywords in the fourth databases 11 by activating or
deactivating each of the groups to neet the objective of the |ocal area
network 4, which allows contents or information 5 fromlinternet sites to be

di spl ayed g{qdpawssty Fhof 61180k AP bethwhiky §BywbhR{ G il Hefdbadeenowor d
in the actllq:\[/ae?)eg groﬂps I|ﬁn t 1e t%ir {jat abase 10Y\|Vs I ncl uded ir? t he

i nformation_gr..cgntents. ,tn dition | . area
network 4 ﬁ%@ 1&dg’68¥esc§’é¢aettwee g%wéreyv\%?g%te gﬁ?)‘?;‘?éﬁr)sgln?qe%c ﬁtlzéfé%\%ei/at ed
groups of the ligts in the third and t gbases .10 and 1 t. any
tine. 10 The act'ﬁ}ﬁtcéﬂl%’ft%%ogrﬁn%ﬁédﬁ'g{@ﬁ ﬂ%&‘ﬁg‘e{f i é’nﬁxﬂbé@? ase
dat abases 10 and 11 are used in the flowhart in FIG_3 which is

her ei naf t el3 drpthe sexyer Tampudendt Whenethegpragsem s indallpdintq phe serveni r d
and fourth databases 10 and 11 are not used in the flowhart in FIG 3.
Ref errifng temputer2 1addiensixthedaimbpet €13 ptogs adentifichi®OMataf sutheas IR5
builds a fifth database 12 in the server conputer 1 when the programis

instal | ed hadmesEhf therdrht Gompiiters 5§, td derftfltdacHadfafhrs@iebd ®hgnasrd be

history of the use of the Internet by each of the client conputers 5 of

the local g I th{S}ftth% Iéﬁal-q}%afﬂétwarﬂatf.gﬁ?e;ﬁlﬁ%%&to?rtﬁ% gf%@toinv'eﬁﬁ%%net

sites access eac I ent conputer n e nu tinmes that

From 1t er Hess P XBIRRARDRBER SEIES titeh AP BEEAER mERRSBid RE™

client cor‘rPuters 5. Representative keywords nmean words representing the
feature of 3%E¢hformati on or contents and may be forbidden keywords in
the third database 10 and worthwhil e keywords in _the fourth database 11.
Alterndtively, rBpdE&en.atiflevewmphdonsmrlgmeatiagobuisrnet browapeesandrolo0o4

method according to a first embodiment of the present inventions is shown.
The method is implemented by the computer program installed in the server
computer 1 from CD-ROM 7. After the Internet browsing control method
starts, the server computer 1 receives an access request to the Internet 2 from
15 a client computer 5 at step S1. The server computer 1 analyzes the access
request to the Internet 2 from a client computer 5 at step S2 with respect to IP
address of a client computer 5 stored in the database 13. At the step S2, the
server computer 1 also determines if an operator of the local area network 4
allows client computers 5 only to browse Internet sites and prohibits client
20 computers 5 from writing information into WWW sexvers 6 in the Internet. In
this embodiment, let's assume that an operator of the local area network 4
prohibits all client computers 5 from writing information into WWW servers b
through the Internet 2. Alternatively, the operator may allow some of or all of

client computers 5 to write information into WWW sexvers 6. At step S3, if the

15



i ndependently from forbi dden and worthwhile keywords i noghg fahaBases4 10
and 11. Representative keywords may be in English or other l'anguage. The
conputer programin CD-ROM 7 further builds a sixth database 13 in the
server conmputer 1 when the programis installed into the server 5 conputer
1. The sixth database 13 stores identification data, such as |IP address of
t he cli entaeeapueensestsirono clieehtompubarshs af thherité iiafdrneaciig tetos WOV W
connected to the local area network 4. The nethod of the present invention
uses this seteatd 6] tledri thie dakviertdnnniter Al g@RCRSSePTSA BE pebhdit tIEOTRkErS 5
to the Internet. 10 In FIG 3, a flowhart for 1nplenmenting Internet

br owsi g canfuest fromt HR0REHOLSHPILR 2 ﬁ&ﬁls%rf%%ﬁgﬂfatﬁjfn LS BAAReD!

i nventions i's shown. The nethod is 1 nplenented conmpu program

installed J uter fir om 7.. Alter the |nternet

br owsi ng céoetr%y I?{c))sle6 §'rrgp ﬁjg&;d) rm%’& g’% t's fau? %‘Fg ds‘%ﬂ)ﬁ%@%ﬁ%@% thezeiertion 4 ?E‘é cess
request. to the Internet 2 from 15 client conputer 5 at step S 1. The
server t50 o e r%@ﬁgg‘} Elé%{lft’r%n%ltc (Iﬁgh; a‘icéﬁf%ﬁfél“e%ﬁioﬁé chentgompputers pasm a
client conmputer 5 at step S2 with respect to |IP address of a client

conput er SOSHSh BetrieveinPrmatisrercordentafromen WWIW sgyveriée ther theservenput er

1 also determnes if an operator of the local area network 4 allows client
conput er s @mputertlogdesdaséed Bbernet sites and prohibits client 20 conputers
5 fromwiting information into WWVservers Gin the Internet. In this

enbodi ment, | et'At @rsstep Shie sarvepes@bateiof exd1Ril RCIRT AFRAWVE G Ko ft
prohibits all client conmputers 5 fromwiting information into WNW servers

5 throughy theml RIGEMEhe? clidhi %E)ﬁf?tuité!le sy ’rﬁgﬁ'@stgpﬁr ?E%M&ﬁ%ﬂo@ogﬁt of OL

all of <client conputers 5 to wite information Into servers ste

53, 1ot hohferfld SARPHRCITIOND HATIP Lt vRU Rl shERMAihTRE sROIRMLERS. ° 'S

to wite m?iormatlon Into
8. If the URL of WWW sexrvers 6 form which the client computer 5 requests to

retrieve information or contents is included in the first database 8, then the
server computer 1 goes to step S6. At the step S6, the sever computer 1
connects to a WWW sexrver 6 through the Internet 2 by u'sfn—é Hypertext
15 Tramsfer Protocol (HTTP) and retrieves information or contents from the
WWW server 6. The server computer 1 goes to step 7 and sends the
information or contents retrieved from the WWW server 6 to the requested
client computer 5 through the local area network 4. Then, the information or
contents from the WWW server 6 is displayed on a display screen of a client

20 computer 5.
At the step 5, if the URL of WWW servers 6 from which the client
computer 6 requests to retrieve information or contents is not in the first
database 8, then the server computer 1 goes to step 8. At the step 8, the server

computer I examines the URL of a WWW server 6 from which the client
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servers 6, then the server conputer 1 goes to step $4 tﬁs%re%tﬂéxgb% ﬁ@&
access request fromthe client conputers 5 fromwiting information to

WAWV servers 6 and inforns the requested client conputer 5 with the
rejection of the 5 access request to the Internet. If the access request
fromclient conputers 5is to just retrieve information or contents froma

WA ser vercoaphRes %&tﬁle%% V@fetrﬁqgaﬂf&méucﬂpslsc&ﬁeﬁwa ?Eﬁ‘ﬁe gp S5,

t he server conputer exam nes URL of a WAV server rom client

corrput er eir as t the
WW?E?%&%}? A SN O BRph AT apadty °1§":§§ GRLE by

V\Y/\Wserver.s form ch,the clj ent conputer 5 re sts to retrleve

i nformati df tie é%%?flﬁﬁ@%t%bew 9 IthER he SHE FPmBMtetad 988 dOgthe, HER 4 i

server conputer oes to step S6. At the step S6, the sever conputer 1

connects tQ¥dgr W\W b%hednﬁw grcassof tie ekient compytenSi HtheyigBLtisxot 15

Transfer Protocol (HTTP) and retrieves information or contents fromthe
WAV s ebv erin6ludEdeansivevsecond Mabaleasel9,ghen the seteqr corapdtes dngsest toestep 9.
i nformati on or contents retrieved fromthe WWVserver 6 to the requested

client comtities stept 9 ihugkervbe chapatel @anneiteab khé WWBNservBe 6 {Hrengmt i on
or contents fromthe WWVserver 6 is displayed on a di spl ay screen of a

client 2QnheomReiRl Dhy Asidd'ereHEP anllfrelibvddinfdim PSRt plm

whi ch the client conputer requests to retrieve infor rrat I'on or contents

o 1o 1 n HhowRPuendal 03E Bk DD i AFSRCh: EORRUE B IgEoWBYE 8 &

At the step 8, the Server
from which the (gllent 16 §e$ ﬁnber 2004 conputer 5 requests to retrieve
i nf or mat i SO SHhEEHEE fllthe URL of a WMWVserver 6 are included in

t he seﬁond dat abase 9 If the URL is included
1 At the Step 11 if there is no forbidden keyword stored in the third

database 10 in the retrieved information or contents from the WWW server 6,
then the server computer 1 goes to the sfep S7 to send the retrieved
information ox contents to the requested client 5 computer in order to display
the information or contents on a display screen of the client computer 5.If the
15 information or contents retrieved from the WWW server 6 includes a
forbidden keyword in the third database 10, then the server computer 1 goes
to step S12 in order to examine the information or contents as to if there is a
worthwhile keyword is included in the information or contents at the same
time. At the step 11, the server computer 1 may count the number of the
20 appearances of forbidden keywords in the information or contents from the
WWW server 6. If the number of the appearances of forbidden keywords is
very small in the information or contents, such as one or two, the server
computer 1 may go to the step S7 instead of the step S12. Alternatively, an

operator of the local area network 4 may choose that, if at lease one forbidden
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in the second database 9, then the server conmputer 1 goeg JdedidfiBeSe6@a4 i N
order to prohibit the Internet access of the client conputer 5. If the URL
is not 5 included in the second database 9, then the server conputer 1 goes
to step 9. At the step 9, the server conputer 1 connects to the WWVserver
6 through the Internet 2 by using the HTTP and retrieves information or
content s fkeywordhis fHWHY aethestep.S M ehe eevérarachutet draiwhysgoes tethy staps from
the WMWV server 6 is examned at step 11. 10 At the step 11, if there is no
f or bi dden ggyword stored in the third database 10 in the retrieved

i nformation or contents fromthe WWVserver 6, then the server conputer 1

goes to the stepyS g Qn%ﬁe@ﬁ,%?hé gégéeﬁgsglpgg% IR @ W GRIE WU Rk e

requested client ter ’'in orde or matronvor
contents on a displ sgreen.of the cli.ent conputer 5. 1f the

otor e oot o et BFp8sein FrintEHRaGRPE croen e e addto the

f or bi dden rd in the thjrd database 10, then the server conputer 1 goes
to step S WV Sserias e Wibadanidaon e vriord piasetl o thy Ceign datbasesld,6hrm ¢ her o

is a worthwhile keyword is included in the information or contents at the
sane ti nmghefervérecanppterl] godsetostve\ssep Faomendrthe inforneation abfeontarier of
the 20 appearances of forbidden keywords in the information or contents

fromthe toNNeseeyesstéd dient empiteers dh drder appéiapRic ese ehforardticidon

keywords is very small in the information or contents, such as one or two,

the servereon¢iRWieh disgIRY seiRehQftthe re&@est&d clibst Rlerts)hd S8sthée

Alternatively, an operator of the |ocal area network 4 nay choose that, if

s | ence ey oA 32 SRRl KRUIRLAS Sy R 31 P,
the S?bverfoxgbqaﬁgxtleﬁ(e%wu"(p dvsvoﬁh%ehvg}g;l)l%yﬁ?gWog example, if a forbidden
keyword stored in the third database 10, such as, "cocaine", "amphetamine”, is
found in the information or contents from a WWW server 6 at the step S11,
the information or contents might be offering or selling such a drug and come
from an illegal Internet site. However, if a worthwhile keyword, such as
15 "news" which is in a group of journalism words selected and activated by an
operator of the local area network 4 and stored in the fourth database 11, is
found in the same information or contents as the forbidden keyword "cocaine"”
at the step S12, the information or contents are thought to come from an
Internet site providing news articles. Then, since the operator allows the
20  client computers 5 to browse news articles through the Internet by selecting
and activating the group of journalism words in the fourth database 11, the
information or contents are sent to the requested client computer 5 in order to
be displayed at the step 7. If another worthwhile keyword, such as,

"imprisonment" from a group of legal words, is found in the same information
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stored in the fourth database in the information or con from
the 5 WWWserver 6 wwth a forbidden keyword stored in t% Igﬁ'i)térgbéla?&ggse

10, then the server conputer 1 goes to the step 7 to send the infornmation
and contents to the requested client conputer 5 in order to display the
I nformation or contents on a display screen of the requested client

conputer Sgp E te?fﬁésiseﬂf‘eeforgfdﬁg %(‘;eywor cAI hmﬁgﬁ {ﬁgl Spfn@ﬁ dd Qﬁﬁsi on or

contents including a 10 for aylng

exanpl e, |f or d ke rd stored..in_t he th|r tabas 10, such as,
"cocai ne" %n‘{t}h gyrj'h % CcoT t%ﬁntﬁl Ilﬁg}tﬁgaf%f%ttﬁg{ 8r e@Bﬁat"BJrﬂ% t?’!’t’eom a
WA ser ver the step Sll the infor t|on or cgonten ht b
offering oP“Q%‘% o ST il g ekt © the mBmas 4| ‘E‘é@aﬁ‘?ﬁe thedl @t e.
However, if a vvorthwhlle keyword, such as 15 "news" which is in a group of
j our nal i someiader ebthelosal aren network € alloysactiens semprsersob to havemsaessar ea
network 4 and stored in the fourth database 11, is found in the sane

i nf or el i oto Dateenelt @nésalasuttlbersf ﬂtd)b}deiamw(dymdddel'eﬂt)aﬁ&mﬁvam thehgrospep S
12, the information or contents are thought to conme froman |Internet site

provi di ng peusgdr kdeheSstofdEin ShéMBulite drghadeori1abbshitte O apbilant
conputers 5 to browse news articles through the Internet by selecting and

acti vati ngufng, G594 Pl QfwhiRl" o B o gma[tot gﬁ:ag ddp %Bﬁlb%sgjecé'&'% éfhne

i nformati on or cont ent s areé sent reque I ent COITpU

order to d. a SEEP 7 anot her worthwhil e ke rd, such
e, i mor PEARAREE o g hrtne dafe R REHE o el .
infornatiog 18 2 "Septeqbeﬁ 4 or.contents as the for |dden keywor d

Cocai e - KeKEOTth GRG0 Ao AREBHASITS OF &PBtaS AFAttheBERb AR cPritam a
Iegltlnate Internet site explalnlng the punishment or crimnal |aw agai nst
t he millselegitimnatiy Intermectistteco! medigpl wptiess.oFherefamge il g apennton ofchwork 4
allows client conputers 5 to have access

local area network 4 want to allow client computers 5 to have access to

Internet sites about medical matters, the operator should select and activate
the group of medical words stored in the fourth database 11 beforehand.'
However, at the step S12, if there is no worthwhile keyword in the

15 forth database 11 is found in the same information or contents as the
forbidden keyword "cocaine", it is very likely that the information or contents
come from an illegal Internet site offering or selling drug. Therefore, the
server computer 1 goes to the step S4 to prohibit the information or contents
from being displayed on the requested client computer 5.

20 Some examples of forbidden keywords stored in the third database 10
and worthwhile keywords stored in the fourth database 11 are explained in
the above. Those who are skilled in the art easily choose various kinds of
forbidden keywords and worthvsthile keywords for the third and fourth

databases 10 and 11.

19



5 to Internet sites about |aws, the operator should sel egt ' e the
group of legal words stored in the fourth database 11 %gfso eﬁrgﬁ%Q??&

anot her worthwhile keyword, such as, "pharnmacol ogical effect” froma group
of nedical words, is found in the sanme information or contents as the
forbi dden keyword "cocaine", the information or contents are thought to
cone froma 10 | Adi stiepube3, aheemdtprocdss of thedhedodmatdoeding thahef frea, if
an operator of the |ocal area network 4 want to allow client conputers 5

to have acggdvdifent 1k eid@t b? | $t88in@DOWI sTBL TR BdrneR It RESacde B P PG Al&Nt
shoul d sel ect and activate he group of nedical words stored ih the fourth

dat abase 1 : the.. i 1 S. N rthwhil e
keyword i n&%yﬂgﬁﬁ’%%?} ¢ llzll %ﬁ%&ﬁ’ ?@1@%?{%}7 Wﬁédsé}?r{efréﬁr&s%laﬁﬁﬁgﬁ or
contents ag the .fprbi.dden keyword."cocaine”, it is very.likely that the

i nf ormati o Q%WOJE%?#)@HFS'“ @Sr}ﬂ'}(ql Hhot FQI{}SQFS RGceETeIRY éil?rét R6eES Sor

sel ling drug herefore, the server_ conputer 1 %oes to the step $4 to
prohi bi%t t #B8d| FRERENob AP eEEsE Sfor faagh Wetlirpiacarppakess SHin tthe fihuest ed
client computer 5. 20 Sonme exanpl es of forbidden keywords stored in the

third dat adatabase 12and wort hwhil e keywords stored in the fourth database 11
are explained in the above. Those who are skilled in the art easily choose

various kinds of FlGor bildeen Kefivwelisrtand Dovelivhibrewsmsnosdgrflométaedt hi rd
and fourth databases 10 and 11. 19 28 Septenber 2004 At step S 13, an end

process of a¢ddedimt hod SeeRAdmBoditddiofl {HeShreBAP QAR | Fy B0 H)hat ori ng

URLs of Internet sites accessed by client conputers 5, forbidden keywords,

o | SRR, g, e AR, OB BT SO o0
for eal(f)h O(Em%!tia&ngn& Og@%ﬁ%h% 5saimne tr@?er]:aliléet rfluml:vers as FIG.3. The Internet
" browsing control method according to the second embodiment of the present
invention controls Internet access client computer by client computer. In the
method, there are four groups of client computers 5 about the control of
Internet access, that is, a first group of client computers 5 to which no
15  Internet access control is applied, a second group of client computers 5 which
is prohibited to have access to the Internet, a third group of client computers 5
which can have access to Infernet sites included in the list of the first
database 8, and a fourth group of client computers 5 which Internet access is
controlled by the flowchart explained in FIG 3. Each of the client computers 5
20 bélongs to one of the four groups. Information about which group a particular
client computer 5 belongs to stored in the fifth database 12.
The method in FIG. 4 determines which group a client computer

requesting Internet access is included in by comparing IP address of a client

computer 5 requesting Internet access with the group information of the client

20



dat abase 12. FIG 4 shows a flowchart of Internet browsigg S%‘P'E'ér ?}a%@
according to a second enbodi nent of the present invention E t he
expl anati on about the sanme steps in the flowhart as those of FIG 3 is 10
omtted and given the sane reference nunbers as FIG 3. The Internet
browsi ng control method according to the second enbodi ment of the present

i nvention canputdisS ktired fiethaddts datdliaentl 2c avBtdes 14YIfe élenit @afitbes. | n
the method, there are four groups of client conputers 5 about the control

of I nterngdqAGERSSIntbRAL a!c@essaisflhél%ttdeﬂrlﬁ%ﬁecﬂrs‘é %&% gﬁgﬁr&ﬁ éacrxﬁ‘péteEQ gWhi ch

no 15 Internet access control is applied, a second gr

conputers S t he Internet h|rd
aroup of oleodt o4 %%@2#@9%%%&%%521% ARS8l N5 hAL AR bt
included| theI| of the first ase 8, and a fourth roup of client
conput er s W%‘t‘n ttt}FPBF ABY T @6’@3’? 1 gt?‘ﬁ?‘?ﬂ"?’éﬂ“%“? P £® SBpI ai ned
in FIG 3. Each of the_ client corrputers 5 20 bel ongs to one of the four

gr oups.? | nfQginest tee BOEW somviesd gt erderatopestrieve iaformatiosner eantputsedf 5

bel ongs to stored in the fifth database 12. The nethod in FIG 4 determ nes
whi ch gr ouglientotonepr ter arpuesting Ieguest acgss it Brohededhie éss secwnidnglouged in by
conparing | P address of a client conputer 5 requesting Internet access

Wi th the gelésn ¢ovhphitersifowhoéh tacosdriatiit of the $ocat Hirea iRl twdPR U 996Pﬁuft§r 5
stored in the fifth database 12. at step S 14. If a client conputer

request i ngfrbit Rh(Rly A&RES So bﬁy'ﬂ%&fﬂ%@%ﬂe@ ttttﬁl fhd §érv%£‘%ﬂﬂ1£9.{tﬁ}[cg V@%& to

conputers 5 which an operator of the [ocal area network to have
access to e h erver ut er
goes to st ée%ﬁ S%é %ﬁ%ﬂe&?& e &@VW/ ﬂei{e\%%%ﬂ cesg otfg &r Bf'%l r 8?1’?‘?36% "5

on or | nt er net agcess

o ¢ haR ek tieshRe 158dit agseda S ictited BRHS Blixd SR0 bf Ment Cotpitien

which an operator of the local area network 4 allows to have access to Internet
sites only included in the list of the first database 8 or in the fourth group of
client computers 5 to which an operator applies the same steps as those of FIG.
3, then the server computer 1 goes to step S15.

15 At the step S15, if the client computer 5 is included in the third group,
then the server computer 1 determines whether or not the URL of the
Internet site requested by the client computer 5 is included in the first
database 8. If the URL of the Internet site is included in the list of the first
database 8, then the server computer 1 goes to the step S6. If the URL of the

20 Internet site is not included in the list of the first database, then the server
computer 1 goes to the step S4. If the client computer requesting Internet
access 1is included in the fourth group to which the same steps as those in FIG.
3 1s applied, then the server computer 1 determines whether or not the URL of

the Internet site requested by the client computer 5 is included in the list of
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client conmputers 5 which an operator of the |local area ﬁgté’é‘gﬁénﬂelpﬁq&b' ts
from having access to any Internet sites, then the server conputer goes

to step S6 to prohibit and reject the Internet access. If a client
conputer 5 10 requesting Internet access is included in the third group of
client conmputers 5 which an operator of the local area network 4 allows to

have accesghé firdtndtabase 8 Sif s URIL yf iiciteatht éﬂtetlﬁ%lélhaéd%fl th&%s bfﬁfe
database 8 or in the fourth group of <client conputers 5 to whic

operator a a f t

conput er 1%%%@? Bﬂgr-% gpm;elngs rg\;é‘r Jt&(ﬁgﬁ‘g%eg ! @fg‘ o, ttﬁ ts{%g&? I6| gﬁihseegﬁp Fer 5
I s include he ser ter et er m nes

whet her orgilé ?n ﬁeﬁlﬁeﬁﬁé ?q’toﬁéﬁdﬂﬁitegrlﬂe sFiifeOﬁ/g%ﬁg%% atsﬁ ﬁ?@rﬁi
computer 5 is included in the first abase 8. If the URL of the Internet
site is i nSYUEESOTPURE 1 BRgs &9 SP%SIBr ridye symeatiaRe ag, those pft KEG.sdraner
conput er es to the step S6. If the URL of the 20 Internet site is not

i ncl udey |Fﬁ%§eﬂﬁe list of the first database, then the server conputer 1
goes to the step S4. If the client conputer requesting Internet access is

i ncl uded in the FHabt shgwoum tlowthatt ofielmaneets thapwshty tdvageoli méthed 3 iS
applied, then the server conputer 1 determ nes whether or not the URL of

the I nter ngtcosiling FEAUBHLEerboditgert bEHe GRERMEMBtD 16l veed he
list of 21 28 Septenber 2004 t%e first daef %ase 8. IP tﬁe URE‘T']%f Ht&ye

server conglf anaGBIEAAE Sl Sipe ingh O’fl?%‘@ﬁaﬂ[ﬁ?ﬂ%sgaﬂifw?e% 5 shfet o o
1 g0es. 3"3 1 gl e b Rortipfl Wyl Gid o 10705 tn WS peshiog aekpifineripe s
e et IR oShollh S S Rl %%‘fgﬁﬁgn”gﬁyg%%cc&%‘ig contraedby "¢
clock and/or calendar. At step S16, the server computer 1 determines if
Internet access is allowed without any restriction at present, any Internet
access is prohibited at present, Internet access only to Internet sites included
in the first database 8 is allowed at present, or Internet access is being
15 controlled at present, according to clock means and calendar means provided
in the server computer 1 depending on what day and what hour it is. For
example, at midnight, Internet access can be free without any restriction since
children are not supposed to have access to the Internet then. From 9AM to
5PM in weekday, Internet access is prohibited or alternatively Internet access
20  only to Internet sites included in the first database 8 is allowed since this time
zone is working hours at office. During other time zones including weekend,
Internet access is controlled by the method shown in FIG.8 since Internet

access still needs some control.

If it is midnight, then the server computer 1 goes to step S6 to connect
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expl anati on of the sane steps in the flowhart as thosesgfcEkG har bS04
omtted and given the sane reference nunbers as FI G 3. ?nseﬁhe Prgrt%(é)%

according to 10 the third enbodi nent of the present invention, I|nternet
access is controlled by clock and/or calendar. At step S 16, the server
conmputer | determnes if |Internet access is allowed w thout any

restricti ofp at Wiwes esiverad Yhiouighr ties Inteenets If it ipwobking titheain preekday,,
Internet access only to Internet sites included in the first database 8 is

all oved at gpEeeRllserfls bAMBLIAL 196£SH LRpPSUNG DRGB! [elifdt Aodss asent,

according to clock neans a r means provided in the server

conputer 1 _gdependi on at_. day, det 4l S r o 4aL

m dni ght , ?‘ﬁ?’grf%é quc%%eés asll‘ielgéS ﬁ]celgv@\ng‘{eﬁg’%é aﬂrﬁythreegfra?c fi %?1&2? %ﬁesu%
children are not pposed to have acces o,the Interngt then, . From 9AM to
5PM i n wee%’ﬁswdzgﬁ nj CORPULLL0 4% H?‘ﬁ?%ﬁ&?%ﬁl gl}e g?f’é’rﬁﬁéﬁl%ﬁt?{\?ﬁaﬂ
access 20 only to Internet sites included in the first database 8 is

al | oned si Hdéis after BPMbin weakdaxy onir weakend the sarvesfeopyattend goag toster tine
zones including weekend, Internet access is controlled by the nmethod shown

in Fl G 3 sBi¢eo detemnete if the &8RL of Thierneesise segmestetibyal clidnft domputer 5
m dni ght, then the server conputer 1 goes to step S6 to connect 22 28

Sept enber RORIdR PNV IsRIHehe Birkhagtdastige Internet. If it is working
time in weekday, then the server conmputer 1 goes to step S4 to prohibit

Internet access oxy tﬁéfsféyggﬁgyaievs Q85 rbPest &Pt étepOS B L8 IHTCN e Tl tiee URL

of Internet site Treques y a clirent conputer 5 is included in the |ist

0,0 11 SR oebd il e MRS cd s, (e
SR aR Lo SSTRYY D i e OB 0L bl b

Wil be site requested by a client computer 5 is included in the first database 8 and

the server computer 1 goes to the step S4 if the URL of the Internet site

requested by a client computer 5 is not included in the list in the first data

base 8. When access to Internet sites which are not included in the lists in the

15 first and second databases 8 and 9 is controlled depending on the existence of

a forbidden keyword and a worthwhile keyword in the third and fourth

databases 10 and 11, respectively, the server computer 1 goes to the step S6 if

the URL of the Internet site requested by a client computer 5 is included in

the first database 8 and the server computer 1 goes to the step S8 if the URL

20  of the Internet site requested by a client computer 5 is not included in the list

in the first data base 8.
The proxy server computer 1 shown in FIG. 1 and FIG. 2 may be

without a monitor display and controlled through one of client computers 5 so

that an operator of the local area metwork 4 sets, controls, monitors, and
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done. When only access to Internet sites included in thg8ﬁ§#§&ng@;g@@§e 8
is 10 allowed, the server conputer 1 goes to the step 56 1f the URL of the
Internet site requested by a client conputer 5 is included in the first

dat abase 8 and the server conputer 1 goes to the step S4 if the URL of the
Internet site requested by a client conputer 5 is not included in the |ist

in the firsahddedstthedBeg tBro¥IeRix3E CRIabASS! LB IITEI15 1L esn AN BFhom! cheft
included in the lists in the 15 first and second databases 8 and 9 is

trolled | heygxi Sk f grid
or thuni e h ey b HBRER 5" P, BHER Faflpute 8 A AEY B MG ese

respectivel the senver ter 1 goes, 0 {he, ste 6 I the U f the
| ornet s fhkatiabgs BCThiRheh T & ndeail i s 1od8) B npliuats 4 % e o0
dat abase 8 and the _server co uteé h@ oes . to the stﬁ{g Sg.if the URL .20 of
the | ntern@tcespite thegldereet Hironeh) theptocabarea etworks 4r@ient foruyegr by t he
list in the first data base 8. The proxy server conputer | shown in FIG 1
and FI & 2chent momputenoby asingither fifitspdatabasd d8ntwhithedtorhs otytirdne of
client computers 5 so that an operator of the |ocal area network 4 sets,

control s, imbimhation ahdads of 8liGeptenpatei209Andotiad eixth hdathbass 18hwhithh
si xth databases 8, 9, 10, 11, 12, and 13 fromone of client conputers 5.

O her cl i esfore MR h&tSryPolCRteit 408¥@ REERTSof ReldliRff cotphoiases 8 through
13. An operator of the’local area network 4 may control “access to the

Lot et L U Sl AR SR B A,
o 22h O e BRI E'S ) B0 5 Tt B g 0
B to T | neUHE-LRIE B SO eV Bt gimotading rRatehyRLS of accessible

Internet sites into the first database 8, updated URLs of prohibited Internet

sites into the second database 9, updated forbidden keywoxds into the third

database 10, and updated worthwhile keywords into the fourth database 11.

An operator of the local area network 4 may send the contents of the first

15 through the fourth databases 8 to 11 to a WWW sexver 6 through the Internet.

The first through fourth databases can be updated or shared through the

Internet so that Internet browsing control method is optimized with the fast

developing Internet.

Although several embodiments of the present invention and its

20 advantages have been described in detail, it should be understood that

changes, substations, modifications, variations, and alterations can be made

therein without departing from the sprit and scope of the invention being set

forth by the appended claims.
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10 connecting to a WAWVserver 6, and downl oadi ng update Qﬁ?ﬁ sible
Internet sites into the first database 8, updated URLs g? dﬁ?&??gg6§

Internet sites into the second database 9, updated forbi dden keywords into
the third database 10, and updated worthwhile keywords into the fourth
dat abase 11. An operator of the local area network 4 may send the contents

of the first 15 through the INDITERRIATANBRPEICARIDITY to a WAV server 6
through the Internet. The first through fourth databases can be updated or

shared through t t t.enne i

optimzed with tgg f%%%%pglve 0 Oitn% T%Eg?n]%'t hs% @ﬁ% %é%er ah g&bﬁgt%rrent S
of the pre inve n_and | 20 adva es have n descrj.bed . n
detail, |tE§% ‘%HBQﬁH 8?@?8% ﬁ%ﬁtﬁ*ﬁhﬁbg IﬁgﬂﬁngF ﬁﬂ%lSHﬂ‘bﬁﬁeéylons
varlatlons, al terati can be nade therel Wi t hout departing fron1the
sprit and Eé%i %Wﬂ’f@ﬂ%ﬁiﬁﬁ’%‘ﬁt BEGesy at doms;, gFlige yd sehwokppended cl ai ms.

24 28 Septenber 2004 | NDUSTRI AL APPLI CABILITY The present invention is able
to be dsed in a conmputer connected to the Internet for browsing |nternet
sites. The present invention is particularly wuseful for controlling

I nternet access at hone, office and school. 5 25 28 Septenber 2004 CLAI M5
1. A nmethod for controlling access to outside sites through the Internet,
conprising the steps of 5 providing a first database including a |ist of
accessi bl e
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Internet sites, providing a second database including askissttQfLof ShhLi t ed
Internet sites, providing a third database including for%ifﬁg Eeyﬂ\/\d/cs)t?ds,

10 providing a forth database including worthwhile keywords, when a user
tries to have access to Internet sites in either the first or second

dat abase, allow ng access to Internet sites included in the first database
and prohibiting access to Internet sitegpygcluded in the second database,
15 when a user tries to have access to an Internet site included in

neither the first database nor the second database, exam ning information
or contents retrieved fromthe Internet site neither included in the first

nor second_dat abase sp as to_examne if there.is.,a forbidden keyword
'ncl uded i b £haeO ol EORBALNENaEHsS ot PR Siiss ?hﬁpagﬁaﬁ}%ﬁn met,

contents, if there is no forbidden keyword in the third database is

i ncl uded, e¢dreprigingthiersjens el ayi ng the information or contents retrieved
fromthe Internet site included in neither the first nor second database
to the fuser, 26 28 Seppmwiding2@04irst l1databasdeimeluding toiisit ddf nadeessikled
included in the third database in the retrieved information or contents,
t hen exam ni ng thfehedtrdif¢ed information or contents to examne if there
Is a worthwhile keyword included in the forth database, and

providing a second database including a list of prohibited
Internet sites,

providing a third database including forbidden keywords,

10 providing a forth database including worthwhile keywords,

when a user tries to have access to Internet sites in either the
first or second database, allowing access to Internet sites included in
the first database and prohibiting access to Internet sites included in
the second database,

15 when a user tries to have access to an Internet site included in
neither the first database nor the second database, examining
information or contents retrieved from the Internet site neither
included in the first nor second database so as to examine if there is a
forbidden keyword included in the third database in the retrieved

20 information or contents,

if there is no forbidden keyword in the third database is
included, then allowing displaying the information or contents
retrieved from the Internet site included in neither the first nox

second database to the user,
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al l owi ng di splaying the informati on or contents retriev% g?éi%bérhfoo
Internet site included in neither the first nor second database to

user only if there is a worthwhile keyword included in the forth database
in the information or contents with the forbidden keyword included in the
third database. 2. The net hod as recited in claim1l further conprising the

step of . according to glificke Andkam; &t%’ér?ﬁé’y%or cRcddd AOUANSr @AM Basehour s

into restricted day(s) In ‘which any Internet access is

prohi bited, non-y n r

ecess 15 iroe wt ASLASERSef BoPnaBRY ¥ colPtis ot cXlbtling wul L ERARY

hour (s) in which ternet access to on 1 nt et sites i I n the
first database i @@?IP@R@B OrLog teRi§UioR ’@&f(gs%}e’e?n@/ %rwqquﬁ}zv@)eek.aywm ch

I nternet access is_controlled in _accordance with the nmethod set forth in
claim1. 20 3. THelwdeduvuthesfordrilatedhase adim 1 further conprising the
steps of providing a plurality of client conputers, dividing a plurality
of the &lient conput erslléwing displaying dpsinfoahbtion ng cohterfts retrigveddrah t he
client conmputers to freely have 27 28 Septenber 2004 access to the

I nternet, allow fife IiRraeCcSDE 9c1a88d 9h ridithes! thefirst WoR Webbitd datdlaee toaccess
to only Internet sites included in the fi rst database prohi biting the

third group of tt}feoﬁgélﬁ%lyg]ggﬂg%gﬁe Ieac&cﬁ%%&\?]eﬁ BEe if0iRr Net,

and all owi ng the urt |ent co ters

database in the information or contents with the forbidden keyword
included in the third database.
10
2. The method as recited in claim 1 further comprising the step of:
according to clock and/or calendar, allocating days and/or
hours into restricted day(s) and/or hour(s) in which any Internet
access is prohibited, non-restricted day(s) and/or hour(s) in which
i5 Internet access is free without any restriction, selected access day(s)
and/or hour(s) in which Internet access to only Internet sites included
in the first database is allowed, and regulated day(s) and/or hour(s) in
which Internet access is controlled in accordance with the method set
forth in claim 1.
20
3. The method as recited in claim 1 further comprising the steps of:
providing a plurality of client computexs,
dividing a plurality of the client computers into four groups,

allowing the firs group of the client computers to freely have
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access to the Internet sites in accordance with the net h N
claim1. 10 4. The nethod as recited in claiml furtheraggﬁgﬁ%%éggéggg
steps of. categorizing the accessible Internet sites in the first

dat abase, the prohibited Internet sites in the second database, the

forbi dden keywords in the third database, and the worthwhile keywords in
the fourth dat ahasssithtioe Beehed, groups based upon the sane or simlar 15
attributes respectively, and activating or deactivating each of the groups

in the first through HRFQ 0. .se f [.O 0 5.
The met hod as recited :lgir?\ o ?nﬁ%aﬁggﬁ%eéggérr%f%? %g%{lﬁéioé{]pglﬁtglso%%m%
connecting any one of the first and thraough.fourth datapase to the Internet
or | oading a conptftd? t‘?B@é’ ter ﬂ%%&ﬁ%@ﬂ&&%ﬁ%@gaf“ @&Ssi bl e | nt er net
sites, updated prohibited Internet sites, updated forbidden keywords, or
updat ed wort hwhi | e keyiwshdBiting dhapthird ngrawwy ofntheofclient qomputers fsegh
fourth databases 28 28 Septenber 2004 through the Internet or by the

conput € readabl baviegi ancessto theclntetdeddamd recited in claim1 further
conprising the steps of connecting any one of the first and through fourth

database to 5 the Inteslekiy thodduith re@Fft tHe chHewt dbAHutBE Honhaaed
sendi ng the contents of any one of the first through fourth databases

through the Inte it 4 ' M{% : et 0 7.
The met hod as reé?tt%ésd@(? Bﬂg%ﬂ%ﬁ%ﬁ%&cﬁ;%ﬁg?l t ?%’ﬁgﬁ%gq%ﬁ"ﬁe@ corrprlljlsi ng

claim 1.

10 4. The method as recited in claim 1 further comprising the steps of:
categorizing the accessible Internet sites in the first database,
the prohibited Internet sites in the second database, the forbidden
keywords in the third database, and the worthwhile keywords in the
fourth database into several groups based upon the same or similar
15 attributes respectively, and |
activating or deactivating each of the groups in the first

through fourth databases to select any of the groups.

5. The method as recited in claim 1 further comprising the steps of:

20 connecting any one of the first and through fourth database to
the Internet or loading a computer readable medium storing updated
accessible Internet sites, gpdated prohibited Internet sites, updated
forbidden keywords, or updated worthwhile keywords, and

updating any one of the first through fourth databases
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the steps of: counting the appearances of keywords i ncl gg%pita#g&f%(?@tion
or contents retrieved through the Internet, and storing the nunber of tines

that a particular keyword appears 15 in information or contents retrieved
through the Internet. 8 The nethod as recited in claim7 further
conprising the steps of providing a plurality of client conputers,

detecting a reprgseukBithdEnt@nepbibiyREE @ uter tealdablBmediuAr 20 contents
retrieved through the Internet by each of the client conputers, and

storing the nunber of tinmes that the representative keyword appears in the
informati on or contents retrieved through the Internet by each of the

client co ers. 29,28 Septenber . 20 9. The .nethod as recited in claim
T furc nor Rolt risthgd AteceReg B S tinzlek sonig e Bedtrthese i nto
prohibited type and permtted type, identjfyin he type of Internet
access request, and p@%eﬁtlﬂgﬁglﬂ%%?ﬂf@@@“@%é@ ti]éﬁféﬁt oyrth datakaggdoof t he
Internet access is prohibited. 10. The nethod as recited in claim9

wher ei 5 t he pr ohils Inddrnatpe loadimg 4 corgputerinetordimg wadiiom; and WW ser ver

t hrough the Internet. 11. A conputer readable nédium storing a conputer
programto control accesslingaheudontaetssof any hvmeugh thédirshtBraigth foumh
conputer system conprising: neans for providing a first database including
alist of databases through the Internet or writing into the computer readable

medium.

10 7. The method as recited in any one of claims 1 through 6 further comprising
the steps of:
counting the appearances of keywords included in information
or contents retrieved through the Internet, and
storing the number of times that a particular keyword appears

15 in information or contents retrieved through the Internet.

8. The method as recited in claim 7 fuxther comprising the steps of:
providing a plurality of client computers,
detecting a representative keyword included in mformation or
20 contents retrieved through the Internet by each of the client
computers, and
storing the number of times that the representative keyword
appears in the information or contents retrieved through the Internet

by each of the chient computers.
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15 accessible Internet sites, nmeans for providing a secegddataBassnoa
including a list of prohibited Internet sites, neans for prfoviding a third
dat abase i ncl udi ng forbi dden keywords, 20 neans for providing a forth

dat abase i ncluding worthwhile keywords, neans for, when a user tries to
have access to Internet sites in either the first or second database,
allowi ng access to Internet sites included in the first database and for
prohi biting access to Internet 30 28 Septenber 2004 sites included in the

o inel done motRatBnaRtnd iy Mol GRDShEL bRt BIRES L e

exam ning information or cont,entsI retrieved fromthe Internet site 5

nei ther included in theAtPEOEENE, INdEmSly 5L a 05 LY lr1’15‘3‘gx§§’ﬁ9neaPFjl
there is a forbidden keyword included in the third database in the
retrieved i nfornpgyoeriiest ty@ent ents, neans for, if there is no forbidden
keyword in the third database is included, allow ng displaying the

i nforndti on or contentklentifiyingtthedypel of Froterhéteadcaserargtestiangl i ncl uded in
neither the first nor second database to the user, nmeans for, if there is

a forbidden keyword i ngtdhdigitingriteendthadclss sjuaiaa st dtyipeof! thie Infuatbt

information or contents, examning the retrieved information or contents
to examne if th&fc%séfsﬁro‘ﬂ?ﬁirtél{mi le 15 keyword included in the forth
dat abase, and '

10. The method as recited in claim 9 wherein the prohibited type is writing

10 information into a WWW server through the Internet.

11. A computer readable medium storing a computer program to control access
to outside sits through the Internet in a computer system, comprising:
means for providing a first database including a list of
15 accessible Internet sites,
means for providing a second database including a list of
prohibited Internet sites,
means for providing a third database including forbidden
keywords,
20 means for providing a forth database including worthwhile
keywords,
means for, when a user tries to have access to Internet sites in
either the first or seconti database, allowing access to Internet sites

included in the first database and for prohibiting access to Internet
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means for allow ng displaying the information or contenbg sdy@dhihbeveeod rom
the Internet site included in neither the first nor second database to the

user only if there is a worthwhile keyword included in the forth database
in the information or contents with the 20 forbidden keyword included in
the third database. 12. The conputer readable nediumas recited in claim1l

further conprisig émm&ﬁ?%ﬁgﬁ%%@ggqaﬁﬂ%é he accessible Internet sites

in the first database, t ernét sites in the second

dat abase, the 31 28 Septenh 2004 forbidden keywords in the third |,

dat abase, and the V\ortﬁlvﬁ‘?inlsgar’ %%Fd?e?gnﬁﬁéo%ﬁ’?taﬁcﬁﬂﬁﬁé’g@qem@ Wer al
groups based upon th same or simlar at rfi@gut es respectively, and neans
for activating o?‘ncé‘ég%‘%i%tnie eéag‘l‘f’ %Isi; h‘ésﬂ &P seth tﬁﬁeSQCBIlfii detakaseough
fourth databases to select any of the groups. 13. An apparatus for

control | i ng acce&¥amaniggt Bifeametion arheaughts hetrigiedr frem ithe Iatenmpusits

system conprising: neans for providing a first database including a |ist

of 10 Jccessi bl reltheeindudsd e sherfest ok Gecpid \dadingeasos e ondxdaiinbas e
including a list of prohibited Internet sites, neans for providing a third

dat abase i ncl udi figerfeOtsbi dodd&e IRbEd ihel RS kRE tRLQYHSis8 hoHd
r

dat abase i ncluding worthwhile keywords, neans for, when a user tries to

have access to '9@&[&%&' 'ot.rﬁlsatidﬁoze&JnQSﬁtst he first or second dat abase,
to es ’

al | owi ng access nternet sSit
means for, if there is no forbidden keyword in the third

database is included, allowing displaying the information or contents
10 retrieved from the Internet site included in neither the first nor
second database to the user,
means for, if there is a forbidden keyword included in the third
database in the retrieved information or contents, examining the
retrieved information or contents to examine if there is a worthwhile
15 keyword included in the forth database, and
means for allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor
second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the

20 forbidden keyword included in the third database.
12. The computer readable medium as recited in claim 11 further comprising:

means for categorizing the accessible Internet sites in the first

database, the prohibited Internet sites in the second database, the

31



included in the first database and for prohibiting accesg doidaber 96ba 20
sites included in the second database, neans for, when a user tries to have
access to an Internet site included in neither the first database nor the
second dat abase, exam ning information or contents retrieved fromthe
Internet site neither included in the first nor second database so as to

exam ne if 32 28,35Rf0RA0 %y ¢8Pds tiple(r}ﬁiein?%j?df qrpigiden éﬁ%/\é\%{eg "{"ﬂ@}}%{g din

the third database in the “retrieve mat1on oOr’' con or, if
there is no forhbj n.keywar dei n.-t he t.hird  database is included, allow ng
di spl ayi ng t he ﬁ?ﬁ%’?@i%\r’\\&ﬁrﬁ%m gﬁltibasg 1k FFEQF@@ EPURS ﬁ%ed?HP@?- € site
included in neither the first ngor second database to the user, neans for,
if there is a fo?aéF%BEﬁHRJé??/\BFtﬂﬁl‘W@ﬂi tefwgctivelynand hi rd  dat abase in the
retrieved information or contents, examning the retrieved information or
contents to exam ne i fmears &1 activating tmileadtivatingeaohoofitliengdougsdnithet he
forth database, and neans for allow ng displaying the information or
contents retri cinet thraugh foartintletairises ks eeletcansdetitigrdapsher the first
nor second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the 15
for bi dden keyword included in the third database. 14. The apparatus as

bi dden keyw third database. apparat us.
I e R e I T

sites int nd dat abase, .the 20 forbidden keywords in the third
dat abase, Egﬁ(gﬁﬁﬁ erv%rl,s?%rfqrgpnsmg.

means for providing a first database including a list of
10 accessible Internet sites,
means for providing a second database including a list of
prohibited Internet sites,
means for providing a third database including forbidden
keywords,
15 means for providing a forth database inéluding worthwhile
keywords,
means for, when a user tries to have access to Internet sites in
either the first or second database, allowing access to Internet sites
included in the first database and for prohibiting access to Internet
20 sites included in the second database, |
means for, when a user tries to have access to an Internet site
included in neither the first database nor the second database,
examining information or contents retrieved from the Internet site

neither included in the first nor second database so as to examine if
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keywords in the fourth database into several groups basgg Sé%@éhlggpz()@@_rre or
simlar attributes respectively, and neans for activating of deactivating

each of the groups in the first through fourth databases to sel ect any of
the groups. 33 ABSTRACT The present invention provides a nethod of and
apparatus for controlling internet browsing and conputer readable nedi um

storing a comput gfearRos ?}Hﬂﬁ&?éﬁ{ i]&%“%'f& J%lléﬁ]_a ;{hgghgfthiﬁedgfag%&g:i{lh%i | e

i nvention. The present invention provi pbase stofln

keywords. \Wen a vvortawh' | e keyword iis jncluded in contents or infornmation
fromthe InternefSieye %5#01 %\%Odlt?%kbromse such contents or

[ ti ven if a forbidden keyword is jncluded, , _
'nformtion e means for, if th>e/re is no forbidden keyword in the third

database is inclu-ded, allowing displaying the information or contents
5 retrieved from the Internet site included in neither the first nor
second database to the user,
means for, if there is a forbidden keyword included in the third
database in the retrieved information or contents, examining the
retrieved information or contents to examine if there is a worthwhile
10 keyword included in the forth database, and
means for allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor
second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the

i5 forbidden keyword included in the third database.

14. The apparatus as recited in claim 13 further comprising:
means for categorizing the accessible Internet sites in the first
database, the prohibited Internet sites in the second database, the
20 forbidden keywords in the third database, and the worthwhile
keywords i the fourth database into several groups based upon the
same or simﬂaf attributes respectively, and
means for activating or deactivating each of the groups in the

fivst through fourth databases to select any of the groups.
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