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METADATA-DRIVEN DATA INGESTION

CLAIM OF PRIORITY
This application claims priority to U.S. Patent Application Sertal No. 17/665,109,
filed on February 4, 2022 which claims priority under 35 U.S.C. §119(e) 10 U.S. Patent
Application Serial Neo. 63/245 244, filed on September 17, 2021, the entire contents of both

of which are hereby incorporated by reference.

TECHNICAL FIELD

This disclosure relates (o techniques that use metadata to drive data ingestion.

BACKGROUND

Organizations maintain increasingly large and complex collections of data in order to
carry out their business. In many cases, an organization’s data is spread across multiple
disparate data sources, and the organization needs to bring these data together to facilitate
data storage and analysis. To do so, the organization can employ a data ingestion process by
which data is moved from one or more data sources to a destination, such as a data lake, a
data warchouse, a database or another data storage system. Data ingestion can include a
process of obtaining data for immediate use or storage in a database. Once ingested, the data
can be stored, analyzed, or otherwise used. However, when there are multiple data sources
having diverse data formats and qualities, it can be challenging to ingest data in an efficient
manner.

Referring to FIG. 1, prior art system 1 for ingesting data sets is shown. Systern |
includes source system 3, data processing system 3, storage system 6 and client devices 7, 8,
9. Source system 3 stores datasets 2a-2¢ transmits datasets 2a-2¢ to data processing system 5.
Fach of datasets 2a-2¢ is not govermned, not cleansed and not conformed. Prior to ingestion of
datasets 2a-2¢, these datasets 2a-2¢ would ideally be governed, cleansed and conformed.
However, this is not accomplished and the datasets 2a-2¢ are ultimately ingested without
being cleansed, governed or conformed, for at least the following reasons.

Prior to ingestion, datasets 2a-2¢ would ideally comply with various business
requirements and business rules. To this end — but ultimately unsuccessful — business user 4b
specifies, via client device 7, various business requirements 7a. Client device 7 transmits
these business requirements 7a to client device 8. In turn, technical statf 4a review the

business requirements 7a and write business rules 7b that tnclude machine readable rules for
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transtforming the data prior to ingestion, with the data being transformed to comply with the
business requirements. Client device 8 transmits these business rules 7b to data processing
system 5, which executes these business rules 7b against source datasets 2a-2¢. To identify if
the source datasels 2a-2¢ were successfully processed, data processing system generates test
results 9a, which are transmitted to client device 9. In turn, tester 4¢ reviews test results 9a
and generates a list of test errors 9b. Client device 9 transmits test errors 9b to client device
7, where business user reviews test errors and drafts new or revised business requirements to
address the test errors and the entire process starts again. The result is that an endless cycle
of business user 4b generating business requirements 7a, which in turn prompt technical staff
to generate business rules, which in turn generate new test results and cause the tester to
identify new technical errors. Dhue to this endless cycle, source datasets 2a-2¢ are never
completely governed, cleansed and conformed. Finally, source datasets Z2a-Z¢ may be
ingested {e.g., ingested datasets 5a) into storage system 6 — but they are ingested before being
completely governed, cleansed and conformed. Thus, a need exists for a system that is able
to efficiently and reliability ingest data sets that are standardized — governed, cleansed and

conformed.

SUMMARY

In general, in a first aspect, a method of increasing the speed of preparing data with a
specitied data quality for storage by automatically identifying for a user, with minimal user
input, common contexts among (i} fields in disparate datasets, and (i1) names the user has
specified as potentially describing the fields, and by using those common contexts to govern
the disparate datasets prior to siorage to ensure the specified data quality, including:
retrieving datasets from external data sources; identifying, from the retrieved datasets, items
of metadata describing techuical attributes that characterize fields in the retrieved datasets;
receiving, from a client device, user-defined names that are candidates for describing the
fields in the retrieved datasets; identifying an association amoung one or more items of
metadata and at {east one of the user-defined names; accessing one or more rules that specify
one of more operations, with the oue or more operations referencing the at least one of the
user-defined names; for each of one or more of the retrieved datasets, detecting, in that
retrieved dataset, an item of metadata that is assigned to a user~-defined name referenced in at

feast one of the one or more rules; responsive to detecting, applying the at least one of the one
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or more rules to one or more data items described by the detected item of metadata; and
following application of the at least one of the one or more rules, storing the retrieved dataset
in the one or more data stores. A system of one or more computers can be configured to
perform particular operations or actions by virtue of having software, firmware, hardware, or
a combination of them installed on the system that in operation causes or cause the system {0
perform the actions. One or more computer programs can be configured to perform
particular operations or actions by virtue of including instructions that, when executed by
data processing apparatus, cause the apparatus to perform the actions.

In general, iu a second aspect combinable with the first aspect, at least one of the
items of metadata includes a field name for field of a retrieved dataset.

In general, in a third aspect combinable with any of the first through second aspects,
the method also includes determining a label for the at least one item of metadata, the label
representing a semantic meaning for the at least one item of metadata; identifying a match
between the label for the at least one ttem of metadata and the user-defined name; and
responsive to the match, generating a link between the at least one item of metadata and the
item of contextual metadata.

In general, in a fourth aspect combinable with any of the first through third aspects,
determining the label includes performing one or more semantic discovery processes on at
least one of: the at least one item of metadata, or the data items described by the at least one
item of metadata.

In general, in a fifth aspect combinable with any of the first through fourth aspects,
the label for the at least one item of metadata is selected from the user-defined narves for the
data items in the datasets.

In general, in a sixth aspect combinable with any of the first through fifth aspects,
generating the link between the at least one item of metadata and the user-defined name
includes generating at least one data structure including data representing the item of
metadata and a pointer to data representing the user-defined name.

In general, in a seventh aspect combinable with any of the first through sixth aspects,
generating the link between the at least one item of metadata and the user-defined names
includes generating at least one data structure including data representing the user defined

name metadata and a pointer to the ttem of metadata.
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In general, in an eighth aspect combinable with any of the first through seventh
aspects, the method also includes causing display of a graphical user interface at the client
device, the graphical user interface including the user-defined names, and an input portion for
defining the one or more rules with regard to at least one of the user-defined names; and
receiving data representing an input into the input portion of the graphical user interface, the
data defining the one or more rules with regard to the at least one of the user-defined names.

In general, in a ninth aspect combinable with any of the first through eighth aspects,
the graphical user interface is configured to display one or more of the items of metadata that
are assigned 1o the user-defined names.

In general, in a tenth aspect combinable with any of the first through ninth aspects, the
one or more rales inchude at least one of a personally identifiable information (PII) rule, or a
data quality rule.

In general, in an eleventh aspect combinable with any of the first through tenth
aspects, the method also includes detecting, in a retrieved dataset, an item of metadata that is
assigned to a user-defined name referenced in at least one of the one or more rules by:
identifying at least one field name included in the retrieved dataset; comparing the at least
one field name with the items of metadata to identify a match between the at least one field
name and the item of metadata; comparing the item of metadata with stored linkage
information to identify the user-defined name that is assigned to the item of metadata; and
identifying the at least ove of the one or more rules that includes the user-defined name.

In general, in a twelfth aspect combinable with any of the first through eleventh
aspects, the technical attribute includes format and/or structure of the data in the datasets.

In general, in a thirteenth aspect, a hardware storage device for increasing the speed of
preparing data with a specified data quality for storage by automatically identifying for a
user, with minimal user input, common contexts among (i} fields in disparate datasets, and
{(11) names the user has specified as potentially describing the fields, and by using those
common contexts to govern the disparate datasets prior to storage to ensure the specified data
quality, the hardware storage device storing instructions that are executable by one or more
processing devices to perform operations including: retrieving datasets from external data
sources; identifying, from the retrieved datasets, items of metadata describing technical
atiributes that characterize fields in the retrieved datasets; receiving, from a client device,

user-defined names that are candidates for describing the fields in the retrieved datasets;



10

20

25

a0

WO 2023/044445 PCT/US2022/076595

identifying an association among one or more items of metadata and at least one of the user-
defined names; accessing one or more rules that specify one or more operations, with the one
or more operations referencing the at least one of the user-defined names; for each of one or
more of the retrieved datasets, detecting, in that retrieved dataset, an item of metadata that is
assigned to a user-defined name referenced in at least one of the one or more rules;
responsive to detecting, applying the at least one of the one or more rules to one or more data
items described by the detected item of metadata; and following application of the at least
one of the one or more rules, storing the retrieved dataset in the one or more data stores.
Other embodiments of this aspect include corresponding computer systems, apparatus, and
computer programs recorded on one or more computer storage devices, each configured to
perform the actions of the methods.

In general, in a fourteenth aspect, an electronic system for increasing the speed of
preparing data with a specified data quality for storage by automatically identifying for a
user, with minimal user inpui, common contexts among (1) fields in disparate datasets, and
(i) names the user has specified as potentially describing the fields, and by using those
common contexts to govern the disparate datasets prior to storage to ensure the specitied data
quality, including: one or more processing devices; and a hardware storage device storing
instructions that are executable by the one or more processing devices to perform operations
including: retrieving datasets from external data sources; identifying, from the retrieved
datasets, items of metadata describing technical atiributes that characterize fields in the
retrieved datasets; receiving, from a client device, user-defined names that are candidates for
describing the fields iu the retrieved datasets; identifying an association arong one or more
items of metadata and at least one of the user-defined names; accessing one or more rules that
spectfy one or more operations, with the one or more operations referencing the at least one
of the user-defined names; for each of one or more of the retrieved datasets, detecting, in that
retrieved dataset, an item of metadata that is assigned to a user-defined name referenced in at
feast one of the one or more rules; responsive to detecting, applying the at least one of the one
or more rules 10 one or more data items described by the detected item of metadata; and
following application of the at least one of the one or more rules, storing the retrieved dataset
in the one or more data stores. Other embodiments of this aspect include corresponding
computer systems, apparatus, and computer programs recorded on one or more computer

storage devices, each configured to perform the actions of the methods.

(4]
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In general, in a fifteenth aspect, a method of preparing data for storage, includes
retrieving datasets from external data sources; identifying, from the retrieved datasets, items
of metadata describing technical attributes that characterize fields in the retrieved datasets;
receiving, from a client device, user-defined names that are candidates for describing the
fields in the retrieved datasets; identifying an association among one ot more of the items of
the metadata and at least one of the user-defined names; accessing one or more governance
srules that specify one or more operations, with the one or more operations referencing the at
teast one of the user-defined names; for each of one or more of the retrieved datasets,
detecting, in that retrieved dataset, an item of the metadata that is assigned to a user-defined
name referenced in at {east one of the one or more governance rules; responsive to detecting,
applying the at least one of the oue or more governance rules to one or more data items
described by the detected item of metadata; and following application of the at least one of
the one or more governance rules, storing the retrieved dataset in the one or more data stores.
A system of one or more computers can be configured to perform particular operations or
actions by virtue of having software, firmware, hardware, or a combination of them installed
on the system that in operation causes or cause the system to perform the actions. One or
more computer programs can be configured to perform particular operations or actions by
virtue of including instructions that, when executed by data processing apparatus, cause the
apparatus to perform the actions.

In general, in a sixteenth aspect combinable with the fifteenth aspect, at least ove of
the items of the metadata includes a field name for field of a retrieved dataset.

I general, in a seventeenth aspect combinable with any of the fifteenth through
sixteenth aspects, the method includes determining a label for the at least one item of
metadata, the label representing a semantic meaning for the at least one item of metadata;
identifying a match between the label for the at least one item of metadata and the user-
defined name; and responsive to the match, generating a link between the at least one item of
metadata and the user-defined names.

In general, in an eighteenth aspect combinable with any of the fifteenth through
seventeenth aspects, determiving the label includes performing one or more sermantic
discovery processes on at least one of: the at least one item of metadata, or the data items

described by the at least one item of metadaia.
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In general, in a nineteenth aspect combinable with any of the fifteenth through
eighteenth aspects, the label for the at least one ttem of metadata is selecied from the user-
defined names for the data items in the datasets.

In general, in a twentieth aspect combinable with any of the fifteenth through
nineteenth aspects, identifying the association between the one or more of the items of the
metadata and the user-detined name includes generating at least one data structure, such as an
index, including data represeniing the item of metadata and a pointer to data representing the
user-defined name.

In general, in a twenty-first aspect combinable with any of the fifteenth through
twentieth aspects, generating the link between the at least one item of metadata and the user-
defined vames includes generating at least ove data structure including data representing the
user detined name metadata and a pointer to the item of metadata.

In general, in a twenty-second aspect combinable with any of the fifteenth through
twenty-first aspects, the method also includes causing display of a graphical user interface at
the client device, the graphical user interface including the user-defined names, and an input
portion for defining the one or more governance rules with regard to at least one of the user-
defined names; and receiving data representing an input into the input portion of the graphical
user interface, the data defining the one or more governance rules with regard to the at least
one of the user-defined names.

In general, in a twenty-third aspect combinable with any of the fifteenth through
twenty-second aspects, the graphical user interface is configured to display one or more of
the items of wetadata that are assigned to the iters of contextual metadata.

In general, in a twenty-fourth aspect combinable with any of the fifteenth through
twenty-third aspects, the one or more governance rules include at least one of a personally
identifiable information (P rule, or a data quality rule, wherein the data quality rule
specifies a correct format for particular data and indicates that the particular data is to be
rejected it an incorrect format is detected, and wherein the PH rule specifies an item of PI
and a rule for encrypting, tokenizing, or otherwise obfuscating that PH upon detection,

In general, in a twenty-fifth aspect combinable with any of the fifieenth through
twenty-fourth aspects, the detecting, in a retrieved dataset, of an item of the metadata that is
assigned to a user-defined name referenced in at least one of the one or more governance

rules includes: identifying at least one field name included in the retrieved dataset; comparing
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the at least one field name with the items of the metadata to identify a match between the at
least one field name and the itern of the metadata; comparing the ttem of the metadata with
stored linkage information to identify the user-defined name that is assigned to the item of the
metadata; and identifying the at least one of the one or more governance rules that includes
the identified user-defined name. The technical attribute includes format and/or structure of
the data in the datasets.

In general, in a twenty-sixth aspect, a hardware storage device for preparing daia for
storage, the hardware storage device storing instructions that are executable by one or more
processing devices to perform operations including: retrieving datasets from external data
sources; identifying, from the retrieved datasets, items of metadata describing technical
attributes that characierize fields in the retrieved datasets; receiving, from a client device,
user-defined names that are candidates for describing the fields in the retrieved datasets;
identifying an association among one or more of the iterns of the metadata and at least one of
the user-defined names; accessing one or more governance rules that specity one or more
operations, with the one or more operations referencing the at least one of the user-defined
names; for each of one or more of the retrieved datasets, detecting, in that retrieved dataset,
an item of the metadata that is assigned to a user-defined name referenced in at least one of
the one or more governance rules; responsive to detecting, applying the at least one of the one
or more governance rules to one or more data items described by the detected item of
metadata; and following application of the at least one of the one or more governance rules,
storing the retrieved dataset in the one or more data stores. Other embodiments of this aspect
include corresponding computer systems, apparatus, and computer programs recorded ov one
or more computer storage devices, each configured to perform the actions of the methods.

In general, in a twenty-seventh aspect combinable with the twenty-sixth aspect, at
feast one of the ttems of the metadata includes a field name for field of a retrieved dataset.

In general, in a twenty-eighth aspect combinable with any of the twenty-sixth through
twenty-seventh aspects, the operations further include: determining a label for the at least one
item of metadata, the label representing a semantic meaning for the at feast one item of
metadata; identifying a match between the label for the at least one item of metadata and the
user-defined name; and responsive to the match, generating a link between the at least one

ttemn of metadata and the user-defined names.
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In general, in a twenty-ninth aspect combinable with any of the twenty-sixth through
twenty-eighth aspects, determining the label includes perforruing one or more semantic
discovery processes on at least one of: the at least one item of metadata, or the data items
described by the at least one item of metadaia.

fn general, in a thirtieth aspect combinable with any of the twenty-sixih through
twenty-ninth aspects, the label for the at least one item of metadata is selected from the user-
defined names for the data items in the datasets.

In general, in a thirty-first aspect combinable with any of the twenty-sixth through
thirtieth aspects, identifying the association between the one or more of the items of the
metadata and the user-defined name includes generating at least one data structure, such as an
index, including data representing the item of metadata and a pototer to data representing the
user-defined name.

In general, in a thirty-second aspect combinable with any of the twenty-sixth through
thirty-first aspects, generating the link between the at least one ttem of metadata and the user-
defined names includes generating at least one data structure including data representing the
user defined name metadata and a pointer to the item of metadata,

In general, in a thirty-third aspect combinable with any of the twenty-sixth through
thirty-second aspects, the operations include: causing display of a graphical user interface at
the client device, the graphical user interface including the user-defined names, and an input
portion for defining the one or more governance rules with regard to at least one of the user-
defined names; and receiving data representing an input into the input portion of the graphical
user wnterface, the data defining the one or more governance rules with regard to the at least
one of the user-defined names.

In general, in a thirty-fourth aspect combinable with any of the twenty-sixth through
thirty-third aspects, the graphical user interface is configured to display one or more of the
items of metadata that are assigned to the items of contextual metadata.

I general, 1o a thirty-fifth aspect combinable with any of the twenty-sixth through
thirty-fourth aspects, the one or more governance rules include at least one of a personally
identifiable information (PH) rule, or a data quality rule, wherein the data quality rule
specifies a correct format for particular data and indicates that the particular data is to be
rejected if an incorrect format is detected, and wherein the PH rule specifies an item of PI

and a rule for encrypting, tokenizing, or otherwise obfuscating that PIL upon detection.
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In general, in a thirty-sixth aspect combinable with any of the twenty-sixth through
thirty-fifth aspects, the detecting, in a retrieved dataset, of an item of the metadata that is
assigned to a user-defined name referenced in at least one of the one or more governance
rules includes: identifying at least one field name included in the retrieved dataset; comparing
the at least one field name with the items of the metadata to identifv a match between the at
teast one field name and the item of the metadata;, comparing the item of the metadata with
stored linkage information to identify the user-defined name that is assigned to the item of the
metadata; and identifying the at least one of the one or more governance rules that includes
the identified user-defined name.

In general, in a thirty-seventh aspect combinable with any of the twenty-sixth through
thirty-sixth aspects, the technical attribute includes format and/or structure of the data 1o the
datasets.

In general, 1o a thirty-eighth aspect, an electronic system for preparing data for
storage, including: one or more processing devices; and ong or more hardware storage
devices storing instructions that are executable by the one or more processing devices to
perform operations including: retrieving datasets from external data sources; identifying,
from the retrieved datasets, items of metadata describing technical attributes that characterize
fields in the retrieved datasets; receiving, from a client device, user-defined names that are
candidates for describing the fields in the retrieved datasets; identifying an asscciation among
one or more of the items of the metadata and at least one of the user-defined names;
accessing one or more governance ruiles that specify one or more operations, with the one or
more operations referencing the at least one of the user-defined names; for each of one or
more of the retrieved dataseis, detecting, in that retrieved dataset, an item of the metadata that
is assigned to a user-defined name referenced in at least one of the one or more governance
sules; responsive to detecting, applving the at least one of the one or more governance rules
to one or more data items described by the detected item of metadata; and following
application of the at least one of the one or more governance rules, storing the retrieved
dataset in the one or more data stores. Other embodiments of this aspect include
corresponding computer systems, apparatus, and computer programs recorded on one or more
computer storage devices, each configured to perform the actions of the methods.

In general, 1o a thirty-ninth aspect combinable with the thirty-eighth aspect, at least

one of the items of the metadata includes a field name for field of a retrieved dataset.
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In general, in a fortieth aspect combinable with any of the thirty-eighth through thirty-
ninth aspects, the operations further include: determining a label for the at least one item of
metadata, the label representing a semantic meaning for the at least one item of metadata;
identifying a match between the label for the at least one iters of metadata and the user-
defined name; and responsive to the match, generating a link between the at least one item of
metadata and the user-defined names.

In general, in a forty-first aspect combinable with any of the thirty-eighth through
fortieth aspects, determining the label includes performing one or more semantic discovery
processes on at least one of” the at least ove item of metadata, or the data items described by
the at least one item of metadata.

In general, in a forty-second aspect combinable with any of the thirty-eighth through
forty-first aspects, the label for the at least one item of metadata is selected from the user-
detfined narmes for the data iterns in the datasets.

fn general, in a forty-third aspect combinable with any of the thirty-eighth through
forty-second aspects, identifying the association between the one or more of the items of the
metadata and the user-defined name includes generating at least one data structure, such as an
index, including data representing the item of metadata and a pointer to data representing the
user-defined name.

In general, in a forty-fourth aspect combinable with any of the thirty-eighth through
forty-third aspects, generating the link between the at least one item of roetadata and the user-
defined names includes generating at least one data structure including data representing the
user defined narue metadata and a pointer to the item of metadata.

In general, in a forty-fifth aspect combinable with any of the thirty-eighth through
forty-fourth aspects, the operations further include causing display of a graphical user
interface atf the client device, the graphical user interface including the user-defined names,
and an input portion for defining the one or more governance rules with regard to at least one
of the user-defined names; and receiving data representing an input into the input portion of
the graphical user interface, the data defining the one or more governance rules with regard to
the at least one of the user-defined names.

In general, in a forty-sixth aspect combinable with any of the thirty-eighth through
forty-fifth aspects, the graphical user interface is configured to display one or more of the

items of metadata that are assigned to the items of contextual metadata.
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In general, in a forty-seventh aspect combinable with any of the thirty-eighth through
forty-sixth aspects, the one or more governance rules include at least one of a personally
identifiable information (PII) rule, or a data quality rule, wherein the data quality rule
specifies a correct format for particular data and indicates that the particular data is to be
rejected if an incorrect format is detected, and wherein the PH rule specifies an item of PII
and a rule for encrypting, tokenizing, or otherwise obfuscating that PH upon detection.

In general, in a forty-eighth aspect combinable with any of the thirty-eighth through
forty-seventh aspects, the detecting, in a retrieved dataset, of an item of the metadata that is
assigned to a user-defined name referenced in at least one of the one or more governance
rules includes: identifying at least one field name included in the retrieved dataset; comparing
the at least one field name with the items of the metadata to identify a match between the at
feast one field name and the item of the metadata; comparing the item of the metadata with
stored linkage information to identify the user-defined name that is assigned to the item of the
metadata; and identifying the at least one of the one or more governance rules that includes
the identified user-defined name.

In general, in a forty-ninth aspect combinable with any of the thirty-eighth through
forty-eighth aspects, the technical attribute includes format and/or structure of the data in the
datasets.

This summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the detailed description. This summary is not intended to
identify key features or essential features of the claimed subject matter.

The details of one or more implementations are set forth in the accompanying
drawings and the description below. (Other features, objects, and advantages of the
technology described here will be apparent from the description and drawings, and from the

claims.

BESCRIPTION OF BRAWIRGS
FIG. 1 illustrates a prior art system for ingesting data sets.
FIGS. 2A 10 2D and 3 each illustrate an example system for metadata-driven data
ingestion.
FIGS. 4A and 4B illustrates an example system for specification and generation of

governance rules.
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FIGS. 5A and 5B illustrate examples of systems for continuous metadata-driven data
ingestion.

FIG. 6 15 an examiple process for metadata-driven data ingestion.

The same features, when denoted by reference signs, shall be denoted by the same

signs and/or reference numbers.

DETAILED DESCRIPTION

The techniques described herein perform a metadata-driven data ingestion process in
which data from one or more data sources can be governed or otherwise processed prior to
ingestion into a data storage system. Generally, governance (also referred to herein as data
governance) includes processes, roles, policies, standards, and metrics {collectively referred
to herein as “processes”) that ensure the effective and efficient use of information and data in
accordance with specified goals, e g, to obtain data of a specified quality and security {e.g.,
data that complies with security requirements for Personal Identifiable Information (PII)). In
some examples, PI is governed by encrypting or tokenizing the PH. Data governance also
includes the cleansing of data, e.g., to remove data below a specified quality level, aberrant
data and formatting the data to comply with a specified format. In particular, items of
technical metadata associated with data from the data sources can preferably be linked with
items of contextual metadata associated with governance rules, thereby enabling a data
processing system to use the technical and contextual metadata to drive ingestion. Generally,
contextual metadata includes data that adds business context to other data and provides
information authored by business people and/or used by business people. For example,
contextual metadata may be a label that gives semantic meaning to data and/or a dataset.
Through metadata-driven technigues of providing governance before ingestion as described
herein, consumption of computational resources {(e.g., memory, processing cycles, ete ) is
reduced relative to techniques that govern data after ingestion, because processing of the
technical metadata is less computationally intensive than processing the data itself, and
because computational waste associated with ingesting incomplete, corrupted, or other low
quality data that 1s ultimately rejected by governance policies (and data quality rules) is
prevented. In addition, governance of the data prior to ingestion prevents PII from being
ingested without appropriate protections, thereby enhancing data security and privacy. The

techniques also facilitate selective ingestion by non-technical users by enabling specification
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of data for ingestion and governance rules at the contextual level (rather than technical level},
as described below.

During data ingestion, a data processing system receives datasets from multiple data
sources. Each dataset can include many structured data records {e.g., millions or hillions of
structured data records). Generally, a structured data record is a data record in which data is
structured tn a specified format or type, e.¢., to specity the various fields of the data record.
For example, a data record may include the following data ficlds: first name, last name, social
security number. In an example, the content of a data record with these fields is as follows:
Jane, Doe, 024-206-01420. In this example, the data record does not actually include the
field names of first name, last name, and social security number. Rather, the data is
structured o accordance with these data fields. In particular, the structure 1s that the first

(18]
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portion of content before the first delimiter () is assigned to the first name field. The
second portion of content between the first delimiter and the second delimiter is assigned to
the fast name fleld. The remaining content is assigned to the social security number field.

In some examples, once the datasets are recetved, the data processing system can
store the datasets and the data records they contain in a data storage system. The data
processing system can then analyze or otherwise process the ingested data. For example, the
data processing system can apply daia governance rules to the data records to prepare the data
records for analysis and further processing. Generally, data governance refers to data
management processes that ensure high data quality through implementation of data controls
that support specified objectives such as availability, usability, consistency, data integrity,
data security, or combinations of them, among others. For example, the data processing
system can conform the data, such as by reformatting the data to a particular (e.g., uniform)
data type or format. For instance, while the data record in the above example had the format:
first name, last name, social security number, another related data record {e.g., from a
different dataset) may have the format: social security number, last name, first name. To
conform this data, the data processing system can reformat one or both of the data records to
a unitorm format. In some examples, the data processing system can cleanse the data, such
as by removing or obfuscating PH, or fixing or removing incorrect, corrupted, incorrectly
formatted, duplicate, or incomplete data. For example, since social security numbers can be
counsidered PII, the data processing system can obfuscate (e.g., tokenize) entries in the social

security number field by an applied governance rule..
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In some examples, the fields of a dataset are not named in a way that describes the
data they contain. For example, the social security number field can be named “S523” rather
than something descriptive such as “SSN.” Similarly, a dataset may include a “name” field
without describing whether i contains data for a first name, a last name, a combination of
them, or some other name entirely (e.g., a product name). The field names and/or formats of
a dataset may also be non-uniform across datasets received from the same or different data
sources. These non-uniformities and lack of descriptive labels can make it difficult to
efficiently govern {and interpret) the ingested data.

In some examples, the data processing system can perform semantic discovery ou the
ingested data to discover the semantic meaning of fields in a dataset for governance and other
purposes. An example of such semantic discovery is described tn U.S. Patent Application
WNo. 26/7206,261, utled “Discovering a semantic meaning of data fields from profile data of
the data fields,” the entire contents of which is in incorporated herein by reference. Once
semantic discovery is performed, the ingested data can be governed {e.g., conformed and
cleaned) or otherwise processed. By providing meaning to the ingested data, semantic
discovery also allows a user (e.g., a non-technical user) to understand and interpret the data
and decide which data to use for analysis.

In the foregoing example of data ingestion, the data processing system accesses and
stores the datasets and data records before performing data governance, semantic discovery,
and other processing. However, it may not be efficient or desirable to ingest the data in this
manner. For example, ingesting data prior to cleansing can result in PH being stored in the
destination storage systern. I the destination storage system ts compromised, the PU can be
feaked even if the PH is stored only temporarily. Performing data governance after ingestion
can also result in a waste of computational resources {e.g., memory, processing cycles, ete )y if
the ingested data is ultimately rejected {(e.g., for being incomplete, corrupied, or otherwise
having low data quality). In addition, performing semantic discovery only after the data is
ingested can make it difficult for a non-technical user to understand the data that is available
and selectively ingest a subset of the data needed for analysis.

The techniques described herein perform a metadaia-driven data ingestion process to
govern or otherwise process data before it is ingested. In some examples, technical metadata
ia read or accessed from one or more source systems. Generally, technical metadata

describes technical attributes that characterize fields in datasets, such as that technical
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metadata includes information about the format and/or structure of the data in the dataset.
Generally, a technical attribute specifies a format and/or structure of data. Examples of
technical metadata include record formats or structures, field names, data types, attributes,
access permissions, transformation rules, backup rules, data models, data lineage, roappiog
documentation, or combinations of them, among others. The technical metadata is
automatically matched (e g, via semantic discovery) with contextual metadata that specifies a
meaning {e.g., a business meaning} for the technical metadata. This contextual metadata, in
turn, is used in defining data governance rules that specify how data is governed (e.g.,
cleansed and conformed) prior to actual ingestion. In this manner, the metadata is driving the
ingestion process because the technical metadata provides the data processing system with a
computationally efficient data catalog of the format and/or the types {e.g., structure} of data
to be ingested, and the contextual metadata that is matched with the technical metadata
defines the data governance rules to be applied to the data prior to ingestion. This catalog is
more computationalty efficient because the processing of technical metadata consumes fewer
computational resources (e.g., memory, processing cyeles, ete ) than the amount of resources
required to analyze the data itself In addition, governance of the data prior to ingestion
prevents PII from being ingested without appropriate protections, and reduces computational
wasie associated with ingesting incomplete, corrupted, or other low guality data that is
uitimately rejected by governance policies. The technigues described herein also facilitate
selective ingestion by non-technical users by enabling specification of data for ingestion and
governance rules at the contextual (rather than technical) level.

Referring to FIG. 24, systern 10 includes a data ingestion systern 12, a source system
14, a client device 26, and a storage system 23. In this example, the endless cycle described
with regard to FIG. 1 does not exist. Rather, system 10 efficiently and reliably ingests data,
as follows. As such, there is no need for distinct business user and tester. Due to the
efficiency of system 10, business user and tester are combined into business user/tester 13,
Additionally, system 10 is reliable and precise, obviating the need for & dedicated tester and
for technical staff to generate business rules. In fact, this system is no longer reliant on
technical staff 15,

Generally, the data ingestion system 12 is a data processing system that performs data
ingestion. The data ingestion system 12 includes a harvesting engine 18, a linkage engine 24,

and a standardization engine 26. The harvesting engine 18 reads or otherwise receives
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technical metadata 22 from the source system 14 and passes the technical metadata 22 to the
linkage engine 24. Contextual metadata 20 is input {e.g., by a user) into the client device 26,
which transmits the contextual metadata 20 to the linkage engine 24 of the data ingestion
system 12. The linkage engive 24 includes program iunstructions and/or executable logic for
receiving the technical metadata 22 and the contextual metadata 20 and for identifying
relationships or links among items of technical metadata 22 and items of contextual metadata
20 {e.g., through semantic discovery). Generally, a link (also referred to herein as a linkage)
is represented by a data structure stored in a data storage systern with values that specify a
relatiouship, e.g., among items of data. A pointer is an example of a link. In this example,
the standardization engine 26 performs data ingestion on data {(e.g., datasets or data records}
retrieved from the source system 14, Using the Hnks output from the linkage engine 24, the
standardization engine 26 identifies governance rules associated with contextual metadata
referenced in the link and applies those governance rules prior to ingestion of the data from
retrieved from the source system 14, which can include one or more structured data records,
although other data formats (e g, flat files, spreadsheet files, etc ) can be used in some
implementations.

Referring to FIG. 2B, the harvesting engine 18 retrieves technical metadata 22 for the
datasets 34a-34c¢ from the source systermn 14. The harvesting engine alsc retrieves other
technical metadata 21 for other source datasets, e.g., dataset 37. For example, the source
sysiem 14 can store technical metadata for the data that it contains {e.g., the datasets 14a-
14¢), and can transmit the technical metadata 22 to the harvesting engine 18 of the data
ingestion system 12, In some examples, the source systern 14 and/or the harvesting engine
18 can perform discovery processes {e.g., record format discovery) to discover the format
and/or other technical metadata 22 for the datasets 34a-34¢. Example of such discovery
processes are described in U.S. Patent Application No. 12/2065,0206, titled “Managing
record format information,” the entire contents of which is incorporated herein by reference.
In furn, the harvesting engine 18 transmits the technical metadata 22 to the linkage engine 24,

The client device 16 transmits contextual metadata 20 to the linkage engine 24 In
this example, a business user/iester inputs the contextual metadata 20 into the client device
16, such as via a GUL As previously described, the contextual metadata 20 includes user-
specified metadata (such as user-defined names) and/or other metadata that provides a

particular meaning {e.g., a business meaning or layman’s meaning) to corresponding
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technical metadata 22, The linkage engine 24 analyzes and parses the technical metadata 22
and the contextual metadata 20 to identify a Hok 23 (or associations 23 or linkages 23)
between items of metadata. These linkages are identitied through semantic discovery, which
is a process in which data is profiled to identify semantic meaning from that data. Once
semantic meaning for data is identified, similarities or sameness can be identified for the
semantic meaning and the contextual metadata.

Preferably, the Hink 23 is present as a data structure, such as an index, that specifies or
otherwise represents a relationship among the technical metadata 22 and the contextual
metadata 20, For example, the link 23 can specify which items of the techuical metadata 22
correspond or otherwise map to items of the contextual metadata 20. For example, the linkage
engine 24 automatically performs semantic discovery on the technical metadata 22 and/or the
contextual metadata 20 to tdentify a relationship or linkage among items of the technical
metadata 22 and items of the contextual metadata 20, For example, the linkage engine 24 can
process the technical metadata 22 (either alone or in combination with a sample of the actual
datasets 34a-34¢ assoctated with the technical metadata 22) to identify a semantic reaning
for each item of technical metadata 22. The linkage engine 24 can then compare the
identified meaning and/or other information for each item of technical metadata 22 with the
contextual metadata 20 to identify the link 23 between the items of metadata. When the data
processing system is processing the incoming datasets, the data processing system does not
need to access the values of the fields in the datasets to determine how the values are to be
processed, i.e., by which governance rule the values are to be processed. Rather, the data
processing system can simply access the link 23 in the index and subsequently access a
governance rule {e.g., data quality rule, Pl rule, and so forth) for processing the data. Thus,
the data processing system can more effectively process the dataset because the data
processing system has selected the appropriate governance rules for processing the values of
the fields. This reduces consumption of computing resources.

In this example, the source system 14 transmits a source dataset 34a including data
content 35 to the harvesting engine 18, In this example, the content 35 includes a table with
columans 35a-35¢ and rows 35d-35g. The cell defined by column 35a and row 35d 15 a field
name for social security field. The contents of the cells defined by column 35k and rows
35d-35g are actual security numbers stored in the source system 14, In this example, the

social security field name s “S523.” In this example, the social security field name is very
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technical and not meaningful to a non-technical user without further context. The cell
defined by coluron 35b and row 35d is a first nare field, and the contents of the cells defived
by column 35b and rows 35d-35¢ are actual first name strings stored in the source system 14,
in this example, the name of the first name field is “F137.7 Like the social security field
name, the first name field name is also not meaningfiil to a business or non-technical user.
Row 3Se of the dataset 14 provides last names. The name of this field i« “L.243” as shown in
the cell defined by column 35¢ and row 35d. As with the other field names, this field name is
also not particularly meaningful. The contents for this last name field are shown by the cells
defined by column 35¢ to rows 35d-35g.

The harvesting engine 18 performs discovery processes to discover technical metadata
22 for the source dataset 34a. In sorse examples, the source system 14 stores technical
metadata for the dataset 34a (e.g., record format, access parameters, etc.), and the harvesting
engine 18 receives the technical metadata 22 from the source system 14 as an input. In some
examples, the harvesting engine 18 receives a sample of data for the dataset 34a {e.g., the
content 35 or a portion thereof) and analyzes the data to determine the format and/or other
techuical metadata 22 for the dataset 34a. For example, the harvesting engine 18 can parse or
otherwise analyze the sample data to determine the character set, record format type, the
record format itself, or combinations of them, among other technical metadata 22 for the
dataset 34a. In some examples, the harvesting engine 18 can compare the determined
technical metadata 22 for the dataset 34a with technical metadata received from the source
system 14 to validate the technical metadata 22. In some examples, the harvesting engine 14
can present the determined record format {or other technical metadata 22) to a user for
validation and/or adjustment,

Based on the discovery processes, the harvesting engine 18 generates multiple items

2a-22¢ of technical metadata that make up the technical metadata 22, In this example, item

D2

3

22a represents the field name (e g, the “5523” field name) specified by the cell defined by

2]

column 35a, row 35d of the dataset 34a. Hem 22a also represents a data type of that field,
which, in this example, is a “decimal” data type. Hem 222b represents the field name (e g,
the “F137” field name) specified by the cell defined by column 35b, row 354 of the dataset
34a. Item 22b also represents a data type of that field. In this example, the data type for item
222bis a “string” data type. Item 222¢ represents the field name (e g, the “1.243” field

name) specified by the cell defined by column 35¢, row 35d of the dataset 34a. Ttem 22b also

19



10

20

25

a0

WO 2023/044445 PCT/US2022/076595

represents a data type of that field. In this example, the data type is a “string” data type. The
harvesting engive 18 trapsmits the technical metadata 22 to the linkage engine 24,

In this example, the contextual metadata 20 includes items 20a-20d. Item 20a
includes a value of “SSN. tem 20b includes a value of “First Name.” ftem 20c¢ includes a
value of “Last Name.” Item 20d includes a value of date of birth ("DOB”}Y. In some
examples, each of the ttems 20a-20d of the contextual metadata 20 are specitied by a user of
the client device 16. For example, the user of the client device 16 can specify {e.g., though a
GUT) the tterns 20a-20d of contextual metadata 20 to indicate, in business or layman’s terms,
the data that should be ingested (or made available for ingestion) by the system 10, The user
13 can also use the contextual metadata 20 to define governance rules, as discuss in detail
below,

As described herein, the linkage engine 24 generates links between the items 22a-22¢
of technical metadata 22 and the items 20a-20c¢ of contextual metadata 20. In some
examples, the linkage engine 24 performs semantic discovery processes to identify which
items 22a-22¢ of technical metadata 22 correspond to items 20a-20d of contextual metadata
2. For example, the linkage engine 24 can process the items 22a-22¢ of technical metadata
22 (e g, ficld names, data types, dataset names, etc ) and/or a sample of actual data associated
with the items 22a-222¢ of technical metadata 22 {e.g., the content 35 of the dataset 343) to
identify a semantic meaning for the fields represented by the items 22a-22¢ of technical
metadata 22. To do so, the linkage engine 24 can execute one or more classifiers to identify a
fabel for each field represented by an item 22a-22¢ of technical metadata 22, In some
examples, the label can be selected from the ttems 20a-20d of contextual metadata 20,
thereby matching the items 22a-22¢ of technical metadata 22 with the items 20a-20d of
contextual metadata. In other examples, the label can be selected from a dictionary of abels,
and a corroboration process can be used to associate a label assigned to an item 22a-22¢ of
technical metadata with an item 20a-20d of contextual metadata 20 (or a label associated with
the item 20a-20d of contextual metadata 20},

In general, the linkage engine 24 can execute one or more classifiers on the items 22a-
22¢ of technical metadata and/or values of fields represented by the items 22a-22¢ of
technical metadata 22 to determine how to label the field. Examples of classifiers can include
keyword matching, fuzzy matching, pattern matching, fingerprinting, or combinations of

them, among others. In some examples, the linkage engine 24 performs keyword matching
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by executing logic or other processes for maiching a field name (e.g., a field name specified
by an itern 22a~222¢ of technical metadata 22) with a abel {e.g., a label specified by ap item
20a-20d of contextual metadata 20 or another label from a dictionary of labels). For
example, if the linkage engine 24 receives an item 22a-22¢ of techoical metadata 22
including a field name “Last Name,” the linkage engine 24 can check whether there are any
items 20a-20d (e.g ., labels) in the contextual metadata 20 that match. If there is a match, the
linkage engine 24 can generate a link between the item of technical metadata 22 and the item
of contextual metadata 20. Other matching strategies can include matching using fuzzy logic,
synonyms, of other processes for identifying less than exact matches. For example, the
linkage engine 24 may associate a field “1 name” specified by an item 22a-22¢ of technical
metadata 22 with the label “Last Name” specified by an item 20a-20d of contextual metadata
if it is determined that there is a sufficient level of similarity between the two names to
qualify as a fuzzy match.

fn some examples, the linkage engine 24 can evaluate data values associated with an
item 22a-22¢ of technical metadata 22 in addition to or instead of the field name (or other
techuical metadata)} in order to identify a match. For example, the linkage engine 24 can
receive a label “Street Name” (e g, from the contextual metadata 20) that includes different
abbreviations for street names, such as “st”, “In”, “ave”, “pl”, “ct”, and so forth. The linkage
engine 24 can then perform a check to determine whether any of those abbreviations is
inchuded within the field name and/or the data within the field represented by the item 22a-
22¢ of the technical metadata 22. If one or more of the abbreviations are included in the field
name and/or the data within the field represented by an item of technical metadata, the
linkage engine 24 can identify a match {or a probability of a match) between that item of
technical metadats and the item of contextual metadata associated with the “Street Name”
fabel. Other technical metadata 22 {e.g., data type} and/or contextual metadata 20 can also be
used to identify matches.

o some examples, the linkage engine 24 can use pattern matching to identify linkages
between the technical and contextual metadata. The types of pattern matching that are used
can be determined based ouv the data type specified iu the technical metadata 22. For
example, the linkage engine 24 may determine that an ttem 22a-22¢ of technical metadata 22
represents a field having numerical data (which may further indicate the number of digits in

the data field). In this example, the linkage engine 24 can perform one or more pattern tests
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against the data for the field to determine whether the field represents, for example, a social
security nurnber. For instance, the linkage engine 24 can process a sample of data for the
field to determine if it follows the pattern ###-##-# (with variations in the delimiter).
Similarly, the linkage engine 24 can check whether the data of a field contains particular
fingerprints of, for example, a social security number by comparing the data with known
features {e.g., nine digits) or examples (e g, known social security number lists) of social
security numbers. Based on this analysis, the linkage engine 24 can determine whether the
field is a social security number field, and can link the corresponding item 22a-222¢ of
technical wetadata 22 with an item 20a-20d of contextual metadata 20 associated with the
fabel “SSN.”

In some examples, the linkage engine 24 can compare or combine the results from
different classifiers to generate the appropriate link between the technical and contextual
metadata. For example, each of the classifiers can output one or more propoesed labels for the
item 22a-22¢ of technical metadata 22 being analyzed. Fach proposed fabel can be
associated with a score and/or a weight value. The score and/or weight for each label can be
used by the linkage engine 24 to suggest a particular fabel (e g., a particular ttem 203-20d of
contextual metadata 20) as identifying the semantic meaning of the field and can generate the
fink accordingly. In some examples, the linkage engine 24 can execute machine learning
logic in which classifications of prior data sets {e.g., from a particular source) or of prior
iterations of the same data set are remembered and influence which classifiers are selected for
subsequent iterations and how the probability values of those subsequent iterations are
determined. The wachine learning logic {s trained on the data set and can apply the weights
that are developed using the training data to classify new data of the data set. In some
examples, if the classification results cannot be corroborated with a threshold fevel of
certainty, the linkage engine 24 can prompt a user {e.g., of the client device 16) to manually
validate the label and/or identify the link between the technical and contextual metadata. In
this manner, the linkage engine can improve the accuracy of the semantic discovery and
hinkage process relative to processes that rely on a single classifier.

In particular, based the results of performing semantic discovery, the linkage engine
24 generates a link 48a between technical metadata 22 and contextual metadata 20. The link
48a specifies the existence of a serpantic meaning relationship among techuical metadata 22

and contextual metadata 20. Generally, a semantic meaning relationship specifies that one
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item of data provides a semantic meaning for another item of data. Links 48b, 48¢, 484

specify semantic meaning relatiouships among items 22a-22¢ of techuical metadata 22 and

items 20a-20c of contextual metadata 20, respectively. In particular, the link 48b specifies
that the item 20a of contextual metadata 20 provides a semantic meaning for the item the 22a
of technical metadata 22. The link 48c¢ specifies that the item 20b of contextual metadata 20
provides a semantic meaning for the item 22b of technical metadata 22 The link 484
specifies that the item 20c¢ of contextual metadata 20 provides a semantic meaning for the
item 22¢ of technical metadata 22. Hach of the links 48a-48d can be stored in association
with the corresponding technical and contextual metadata in a storage system. In some
examples, each of the technical metadata 22 and the contextual metadata 20 (as well as their
corresponding ttems 22a-22¢, 20a-20¢) are represented as objects or elements of a data
structure, and each of the links 48a-48d are represented as pointers between corresponding
metadata and metadata items.

Another example of the functionality of the linkage engine is provided below. In this
example, the linkage engine 24 accesses and/or stores contextual metadata 20a-20d, which is
also referred to as items 20a-20d of contextual metadata. The linkage engine also includes a
semantic discovery engine (not shown) for performing semantic discovery on the metadata or
data represented by the metadata, as described herein,

The source system 14 transmits one of the source datasets 34a-34¢ to the harvesting
engine 18, The contents of the trausmitied dataset 34a is shown 1o table 35, which was
previously referred to as the contents 35 of dataset 34a.

In one example, the harvesting engiue 18 receives the table 35, representing the
contents of the sources dataset 342 and performs data format discovery on the contents of that
table 35, as described herein. In response, harvesting engine 18 outputs technical metadata
22 to linkage engine 24. In this example, the technical metadata 22 includes items 22a-33b.
The item 22a of technical metadata represents a field name and data type of the social
security field “S523” shown in table 35 The item 22b of technical metadata represents a
field name and data type of the first name field “F137” shown in table 35. The item 22¢ of
technical metadata represents a field vame and data type of the last name field “1.243” shown
in table 35. In this example, the linkage engine 24 includes a semantic discovery engine,
which performs servantic discovery. The semantic discovery engine receives as input the

technical metadata 22, and the contextual metadata 20. The semantic discovery engine
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processes the recetved metadata as described herein to determine a semantic meaning for the
items of technical metadata 22. For example, upon receipt of the item 22a of technical
metadata 22, the semantic discovery engine processes the item 22a and/or a sample of the
actual data for the field it represents to determine a semantic meaning for the item 22a of
metadata (which can be the same as the semantic meaning for the field that the item 22a
represents). In this examples, the ttem 22a of technical metadata 22 represents a field named
“5523” having a decimal data type. Since this field name is technical and non-descriptive,
the semantic discovery engine may counsider the data associated with the field “S5237 to
determine the semantic meaning, unless the engine is aware of an existing {e.g., stored} label
for the field. For example, the semantic discovery engine can access a sample of data for the
field “S5237 from the table 35 (e g., using access parameters included in the technical
metadata 22). Once accessed, the semantic discovery engine can process the data using one
or more classifiers to identify one or more labels for the item 22a of metadata 22. In some
examples, the labels are selected from the items of contextual metadata 20a-20d. For
example, the semantic discovery engine  can perform pattern matching technigues on the
data to determine that the data general follows the pattern ##-#-4#HH which is indicative of
a social security number. Based on this analysis, the semantic discovery engine  can select
alabel “SSN” from the items of contextual metadata 20a-20d as the semantic meaning for the
item 22a of technical metadata 22.

In some examples, the semantic discovery engine is not timited to labels included in
the contextual metadata 20a-20d when selecting a label for the item 22a of technical metadata
22. In this example, the semantic discovery engine {or the linkage engine 24} can perform a
maiching process to match the label assigned to the item 22a of technical metadata 22 with
the item of contextual metadata 20a-20d. In some examples, the semantic discovery engine
performs semantic discovery processes on the items of contextual metadata 20a-20d 1o
identity one or more labels for the items of contextual metadata 20a-204d that can be matched
with the labels for the iterus of technical metadata. In some examples, the semantic discovery
engine prompts a user {e.g., through a graphical user interface) to select, adjust, or validate a
label for an item of metadata.

The semantic discovery engine can perform similar semantic discovery processes to
discover the semantic meaning of other items of metadata. The semantic discovery engine

can process the item 22b of technical metadata 22 to determine that they represent first name
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fields. For example, the semantic discovery engine can process a sample of data associated
with the respective items of technical metadata by, for example, comparing the data with a
known list of first names, to determine that the items represent first name fields. Based on
this analysis, the semantic discovery engine can select a label “First Name” {(e.g., from the
items of contexiual metadata 20a-204d) as the semantic meaning for the item 22b of technical
metadata 22. The semantic discovery engine can also process the ttems22c¢ of technical
metadata 22 in a similar manner to determine that it represents a last name field. For
example, the semantic discovery engine can process a sample of data associated with the
respective items of technical metadata by, for example, comparing the data with a koown list
of last names, to determine that the items represent last name fields. Based on this analysis,
the semantic discovery engine can select a label “Last Name” (e.g., from the items of
contextual metadata 20a-20d} as the semantic meaning for the item 22¢ of technical metadata
22. After generating the linkages 23, the linkage engine 24 transmits the linkages 23 to a
standardization engine 26, which uses the linkages 23 in combination with the metadata to
drive ingestion.

Referring to FIG. 2C, system 10 provides for the specification and generation of
governance rules. In this example, the client device 16 renders a graphical user interface
(GUL 27 with a pane 30 and a portion 34, The pane 30 displays the names specified by
contextual metadata, e.¢, the contextual metadata used in generating the linkages 23. In this
example, the contextual metadata displayed in the pane 30 corresponds to the contextual
metadata 20a-20d. The portion 34 displays an input portion, such as in form of a table, for
defining governance rules. The cells in this table are editable and enable a user to input
values and/or data to define the governance rules. In this example, the governance rules
include a P rule, as shown in row 32a. Generally, a PU rule specifies an item of P and a
sule for encrypting, tokenizing, or ctherwise obfuscating that PH upon detection. In this
example, the rule shown in row 32a specifies that social security number data (an example of
P} is to be tokenized upon detection (represented by the “Level 17 in the value/format field).
Row 32b illustrates a data guality rule that specifies the correct format for social security
number data, and indicates that the data should be rejected if an incorrect format is detected.
In this example, when the data is rejected, the data will not be ingested. Upon completion of

the table shown in portion 34, a user selects a control 30a which causes the client device 16 to
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transmit to the data ingestion system 12 data specifying the rules input into the portion 34,
This transmitted data is referred to as governance rules 25,

The contents of the governance rules 25 are now discussed. 1n this example,
governance rules 25 include a table 25a with rows 25b-25¢ and 32a, 32b. Each row specifies
a particular rule. Specifically, row 25b includes a retention policy which specifies that
ingested data is to be retained for 1 year. Row 25¢ includes an ingestion frequency rule
which specifies that data is to be ingested daily. Row 32a includes a Pil rule. Row 32b
includes a data quality rule

In this example, standardization engine 26 has various zoues, including, e.g., a raw
zone and a cleansed zone, not shown. Generally, a raw zone 15 a portion of a storage system
{e.g., a dedicated data repository or other hardware storage device either internal to
standardization engine 26 or configured for communication with standardization engine 26}
for storing data in its raw form {e.g, prior to ingestion}. Generally, a cleansed zone is
another portion of a storage sysiem (which can be the same as or different from the storage
systern for the raw zone) for storing data in which, e.g., PII information has been tokenized,
encrypted, or otherwise obfuscated, and data quality rules have been applied. In some
examples, the standardization engine 26 can inchude fewer or additional zones serving
different purposes.

Referring to FIG. 2D, standardization engine 20 receives datasets 35, 37, each of
which i3 non-cleansed, non-conformed and non-governed. These datasets differ in that they
have different fields and so forth. Dataset 35 includes columns 35a-35c¢, representing a social
security field, a first vame and a last name, respectively. Dataset 37 includes columns 37a,
37b, 37¢, representing a social security number, a last name and a date of birth. In this
example, standardization engine 20 1dentifies that a soctal security number is g key that
uniquely identifies a data record. In some example, standardization engine 20 18 pre-
programmed with data specifying the data structure {e.g., format and/or data types} of keys.
in this example, standardization engine 26 i3 pre-programmed with data specifying the
structure and format of a social security number, e.g., to enable standardization engine 26 to
identify when data is a social security number, and thus, a key. That is, each of datasets 35,
37 is a keved dataset, e.g, structured data that is associated with a field that uniquely
identifies the data and therefore acts as a key. Standardization engine 26 joins datasets on a

kev — meaning that data associated with a same key is joined together. In this example,
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standardization engine 26 identifies that the key value (e g, the social security number of
050-30-3421) of row 35d in dataset 35 matches the key value {e.g., the social security number
of 245-23-3531) of row 37d in dataset 37. Based on the matching keys, standardization
engine 26 combines the contents of rows 35d, 374, uses linkages 23 to identify which
governance rules to apply to the combined contents of rows 35d, 37d and applies the rules to
produce governed, cleansed, conformed data that is joined on the social security number, as
shown in row 3%h of standardized dataset 39, as described in further detail below. Dataset 39
includes colurnn 394 that corresponds to governed {e.g., tokenized) versions of contents of

.
!

columns 35a, 37a. Dataset 39 includes column 39e that corresponds to governed version of
contents of column 35b. Dataset 39 includes column 39f that corresponds to governed
version of contents of column 37b. Dataset 39 includes column 39g that corresponds to
governed version of contents of column 37¢.

Referring to FIG. 3, system 10 shows an exarmple of metadata-driven ingestion. The
dataset 34a is transmitied to or otherwise accessed by the standardization engine 26. Once
received, the standardization engine 26 stores the dataset 34a, in the raw zone. In this
example, the stored dataset 34a includes the raw data and a timestamp indicating 3 time at
which the dataset was ingested. Standardization engine 26 stores linkages 23 and governance
rules 25, Responsive to receipt of dataset 34a, the standardization engine 26 identifies which
governance rules 25 to apply to the dataset 34a. In particular, the standardization engine 26
analyzes the dataset 34a to identify the field names {or other metadata) included in the dataset
34a. The standardization engine 26 then compares the identified field names with the
finkages 23 to identify matches between the identified field names and items of techuical
metadata included in the linkages 23, The standardization engine 206 uses the linkages 23 to
identify the items of contextual metadata (such as a user-defined name} that are linked with
the identified items of technical metadata. The standardization engine 26 parses the
governance rules 25 to identify which governance rules 25 reference the identified items of
contextual metadata. For the identified governance rules 25, the standardization engione 26
generates tasks to execute those governance rules 25 against appropriate data in the dataset
34a (e.g., the data in those fields represented by the identified iterus of technical metadata that
are linked to the items of contextual metadata referenced by the governance rules). The
output of execution of the governance tasks is a dataset 39, which has been cleansed or

otherwise governed according to the governance rules 25. For example, as shown in cells
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39a, 39¢ of the dataset 39, all PH information associated with the social security number field
has been tokenized (e.g., according to the PH rule shown in row 32a of table 25a).
Additionally, as shown i cell 39b of the dataset 39, one of the values in the social security
number field has failed the data quality rule (e g, the rule shown in row 32} included in the
governance rufes 25. As such, the data value included in cell 39b, or the entire row or record
containing the cell 39b, will be removed prior to ingestion.

In this example, standardization engine 26 executes a technical metadata
identification process that identifies, from a dataset or data record, one or more iters of
technical metadata (and associated coutent of fields) for the dataset (or data record). For
example, for the dataset 34a, the process identifies that the field name “S523” in cell 352
represents an item of techuoical metadata by, e.g., accessing techuical metadata included in the
dataset 34a or otherwise analyzing the field names included in the dataset 34a. The process
also identifies that cells 35w-35y represent values of the field having the field name “85237
That is, the process identifies that cell 35z represents technical metadata corresponding to a
name of field and that cells 35w-35y represent values of the field represented by the technical
metadata shown in cell 35z, Standardization engine 26 uses the field name included in the
cell 35z 1o identity which items of contextual metadata are linked to the technical metadata
represented in cell 35z, Standardization engine 26 identifies that item 20a of contextual
metadata 20 (FIG. 2A) corresponds to the value of technical metadata shown in cell 35z
ltem 222 of technical metadata 22 (FIG. 2A) corresponds to the value of technical metadata
shown in cell 35z. Based on this, standardization engine 26 identifies that item 22a of
technical wetadata 22 18 linked to item 204 of contextual metadata 20 through a link 234, In
this example, link 23d is an association or reference among data structures. As such,
standardization engine 26 identifies that the technical metadata shown in cell 35z and
corresponding to item 22a is mapped to the item of contextual metadata 20a. Having
identified the item of contextual metadata 20a, standardization engine tdentifies which
governance rules 25 refer to the ttern of contextual metadata 20a and therefore should be
executed against the content of cells 35w-35y. Standardization engine 26 identifies that rules
represented in rows 32a, 32b (also referred to herein as rules 32a, 32b) include the item of
contextual metadata 20a in their specification and executes these rules 32a, 32b against the
values in cells 35w-35y. The result of execution of these rules is shown in cells 39a-3%¢ in

standardized dataset.
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Similarly, standardization engine 26 identifies that rules 32a, 32b are applied to
source dataset. In this example, standardization engine 26 identifies that coluran 37a of
source dataset 37 corresponds to item 21a of technical metadata 21 that is linked (or
associated with} item 202 of contexiual metadata {(also referred to as contextual metadata
21a). Because contextual metadata 20 is referenced by rules 32a, 32b, standardization engine
26 identifies that rules 32a, 32b are applied to column 37a of dataset 37 and applies rules 32a,
326 to column 37a. In this example, datasets 35, 37 are governed, cleansed and conformed
{e.g., by tokenizing PIT) and joined together {e.g , on key fields represented by columns 35z,
37a} to produce standardized dataset 39, The dataset 39 and/or the contents of the dataset 39
are ready for final ingestion into a destination storage system, e.g., storage system 28. In this
example, the standardization engine 26 transmits the dataset 39 to storage system 29 for
storage and subsequent processing.

Referring to FIG. 4A, a svstem 70 shows a client device 76 that renders a graphical
user interface 72. In this example, the graphical user interface 72 is a variation of the
graphical user interface 27 shown in FIG. 2C. In this variation, each displayed visual
representation 72a~72d of contextual metadata has been updated to include field names as
specified in the corresponding (e.g | linked) technical metadata. These visual representations
72a-72d can be displayed once the appropriate linkages between contextual metadata and
technical metadata have been identified, as described herein. In this example, graphical user
interface 72 displays real-time resuits of processing data records, e.g., by showing real-time
results of applving governance rules to data records. These results are shown in visual
representations 72a-72d, each of which corresponds to fields in a particular data record being
processed. In this example, business user/tester 78 can view the results and edit - in live time
and based on the results— the governance rules shown in portion 75, as each cell in portion 75
is editable. By being able to view the results of application of the governance rules, the
business user/tester can detect incorrect or unintended results and immediately update the
governance rules to correct any ervors. Thereby, graphical user interface 72 provides a
feedback loop that allows for correction of the underlying functionality of the system through
modification and/or correction of the governance rules.

For example, the visual representation 72a stop is a visual representation of the
countextual metadata 24a shown in FIG. 3. The visual representation 72a is updated to include

oo

the following text: “050-30-3421," which corresponds to contents of cell 35w (FIG. 3}
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associated with item 22a of technical metadata 22 that are linked to the item of contextual
metadata 20a (FIG.3). Additioually, the visual representation 72a specifies the resuits of
execution of governance rules 25 (FIG. 3) on contents of cell 35w, In this example, the result
is the tokenization {e.g., Token 1) of the social security number. Visual representations 72b-
72¢ illustrate contents of the data record being processed with regard to two other fields,
tabeled with contextual metadata as “First Name” and “Last Name”, respectively. Visual
representations 72b-72¢ also illustrate the contents of these fields “Bob” and “Jones,”
respectively. Visual representations 72b-72¢ also illustrate the result of execution of
governance rules 25 oun these fields. In this example, execution of governance rule 25 does
not change the values of these fields.

Graphical user interface 72 displays governance rule 74, which specifies that — in the
US — the proper US format for a date of birth field. In this example, a governance rule and a
visual representation of a governance rule are referred to collectively. Visual representation
72d lustrates contents of the data record being processed with regard to a date of birth field.
In this example, visual representation specifies the contents {e.g., “7/13/20107) of the date of
birth field and that the format of the data in the date of birth field passes or corresponds to the
required format {e.g., “MM-DD-YYYY”) specified in data governance rule 74,

Referring to FIG. 4B, graphical user interface 82 displays governance rule 84, which
is a variation of governance rule 74 (FIG. 4A). Governance rule 84 is a rule for processing
data records in accordance with Buropean data formatting standards As such, governance
rule 84 specifies that European data format {e.g., DD-MM-YYY'Y) for a date of birth field.
in this example, the dats record that was processed with the governance rules shown in FIG.
4A is also processed with the governance rules shown in FIG. 4B. As such, in this example,
the data record fails governance rule 84, because the date of birth field in this data record is
formatted according to US standard. To visually represent this failure, graphical user
interface 82 includes visual representation 82a, which specifies that the contents of the data
birth field have been rejected {e.g., “7/13/2010 > Reject”™).

Referring to FIG. SA, a system 80 illustrates the processing and ingestion of datasets
on & continuous basis over a period of time from Ty ... Ty using the technigues described
herein. Unlike the prior art system 1 shown in FIG. 1, system 80 is able to continuously
ingest large volumes of datasets over long periods of time and produce cleansed, conformed

and governed data for ingestion. The system 80 includes sources system 82, which include
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source datasets 214a, 214b, ..., 214n, respectively. In this example, the linkages 23 are
identified using the techniques described herein even before the data ingestion process starts.
Over a time interval Tq ... Ty, the source system 82 transmits to the standardization engine 26
datasets 214a, 214b, ..., 214n, respectively, with each dataset including a plurality of data
records, data tables, and/or other structured data.

Referring to FIG. 5B, system shows that the standardization engine 26 outputs, over
times Ty ... Tn, datasets 82a-82n that have been cleansed or otherwise governed for ingestion
into a storage system 28, In this example, the datasets 82a-82n are governed based on
application of the linkages 23 and the governance rules 25.

FIG. 6 illustrates a flowchart of an example process 600 for metadata-driven data
ingestion. The process 600 can be implemented by one or more of the systems and
components {e.g., the data ingestion system or a component thereof, such as the harvesting
engine, the linkage engine, the standardization engine, etc.) described herein, including one
or mote computing systems configured to implement the technology described with reference
to FIGS. 2-5.

Operations of the process 600 include retrieving 602 datasets from external data
sources. For example, the system 10 or the components thereof, such as the harvesting
engine 18, the linkage engine 24, and/or the standardization engine 26, can retrieve one or
more datasets {(e.g., such as the datasets 34a-34c¢) 1o be ingested from the source system 14
Unce the datasets are retrieved, items of metadata describing technical attributes that
characterize fields in the retrieved datasets are identified 604. For example, discovery
processes can be performed on the retrieved datasets to identify techoical metadata {e.g., the
technical metadata 21a-21c¢) for the retrieved datasets, with the technical metadata including
field names for one or more fields of a retrieved dataset.

User-defined names that are candidates for describing the fields in the retrieved
datasets are received 606 from a client device. In some examples, the user-defined names are
included 1o contextual metadata (e g, the contextual metadata 20) received from a user {e.g.,
the business user 13} of the client device 16, Using this information, an association among
one or more items of metadata and at least one of the user-defined names is identified 608, In
response, one or more rules that reference the at least one of the user-defined names is

accessed 610, The one or more rules can include data PH rules, data quality rules, or other

(5]
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governance rules (e.g., governance rules 25) that specify one or more operations to be applied
to data associated with the at least one of the user-defined names.

For each of one or more of the retrieved datasets, the operations of the process 600
include detecting 012, in that retrieved dataset, an itern of metadata that is assigned to a user-
defined name referenced in at least one of the one or more rules. In some examples,
detecting, in a retrieved dataset, an ttem of metadata that is assigned to a user-defined name
referenced in at least one of the one or more niles includes: identifying at teast one field name
included in the retrieved dataset; comparing the at least one field name with the items of
metadata to identify a maich between the at least one field name and the item of metadata;
comparing the item of metadata with stored linkage information to identify the user-defined
name that is assigoed to the itero of metadata; and identifying the at feast one of the one or
more rules that includes the user-defined name. Responsive to detecting, the at least one of
the one or more rules are applied 614 to one or more data iterns described by the detected
item of metadata. Following application of the at least one of the one or more rules, the
retrieved (and processed) dataset is stored 616 in one or more data stores. In some examples,
the dataset is retrieved, processed, and stored through execution of a dataflow graph
generated based on the items of metadata, the user defined names, and their associations {e.g.,
linkages). In this manner, the process 600 increases the speed of preparing data with a
specified data quality for storage by, for example, automatically identitfying for a user, with
minimal user input, common contexts among fields in disparate datasets, and names the user
has specified as potentially describing the fields, and by using those common contexts to
govern the disparate datasets prior to storage to ensure the specified data quality.

In some examples, operations of the process 600 include determining a label for the at
least one ttem of metadata, the label representing a semantic meaning for the at least one item
of metadata. Such a label can be determined by, for example, performing one or more
semantic discovery processes on the item of metadata and/or a sample of data items described
by the ttem of metadata. A match between the label for the at least one itern of metadata and
the user-defined name is identified. In some examples, the label for the at least one item of
metadata is selected from the user-defined names. Responsive to the match, alink (eg, a
link 23) between the at least one item of metadata and the item of contextual metadata is
generated. In some exaroples, generating the link includes gevnerating at least one data

structure including data representing the item of metadata and a pointer to data representing
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the user-defined name {or vice versa, such that the data structure includes data representing
the user-defined name and a pointer to the item of metadata).

In some examples, operations of the process 600 enable a user to define and test the
one or more rules by causing display of a graphical user interface at the client device, the
graphical user interface including the user-defined names and an input portion for defining
the one or more rules with regard to at least one of the user-defined names. The graphical
user interface can be configured to display visualization of one or more of the items of
metadata that are assigned to the items of contextual metadata. Data representing an input
iuto the input portion of the graphical user interface can be received, the data defining the one
or more rules with regard to the at least one of the user-defined names.

The system described herein achieves governance of data, data quality, security
and/or consistency - data that satisfies certain standards, prior {o ingestion. By cleansing,
conforming and governing the data prior to ingestion, the systern achieves increased
performance and processing power, because resources are not expended saving datasets and
then having to re-save a cleaned, governed and conformed version of the dataset. This
reduction in memory resources makes governance prior to ingestion more computationally
etficient. Additionally, the system described herein produced increased data quality and data
security by using to metadata to identify which data elements needs to be governed prior to
ingestion and which data elements should be rejected prior to ingestion, e.g., rejected because
the data does not comply with formatting requirements. This increase in data quality further
increases computation efficiency and efficient use of memory resources, because data is not
stored that cannot be processed, e.g., due to formatting errors.

Additionally, the techniques described herein increase the speed of preparing data
with a specified data quality for storage by automatically identifying for a user, with minimal
user input, common contexts among (1) fields in disparate datasets, and (11} names the user
has specified as potentially describing the fields, and by using those common contexts to
govern the disparate datasets prior to storage to ensure the specified data quality. In this
example, the common contexts include fields that specity the same tyvpe of data — e.g., fields
that specify social security numbers, where a social security number is a type of data.
Examples of the names the user has specified as potentially described the fields include the

contextual metadaia.
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Using the techniques described herein, a data processing system is able to determine
the business value from data by finding patteros and leveraging artificial iutelligence and
machine leamning (AVML) on those patterns. The data processing system does so by bringing
the data into comruon area from various existing systems where data resides. From that area,
data scientists can access the data and ultimately research and train their AVML models. To
do this, a data processing system performs various data governance tasks to understand the
business meaning of available data, understand what is the best sousrce for some data, know
who owns the data and get access to data, clean the data and understand quality of that data,
mask data if it contains PH or sensitive information, provide lineage so consumers understand
where the data is coming from and originators understand who are the consumers for their
information. The foregoing techniques provide for the automation of these data governance
tasks by translating from business expressed requirements (e.g., in data governance rules)
into executable jobs, e.g., programs that perform the functionality in the data governance
rules to cleanse the data as specified in the data governance rules, to test the data guality as
specified in the data governance rules, etc.

In some examples, the ingested data can be used, e.g., as an input to an executable
dataflow graph. In general, an executable datatliow graph has one or more components
{sometimes referred 1o as “nodes”™ or “vertices™). The nodes, components, of vertices
correspond to program code for implementing operations associated with the nodes,
components, or vertices. Data flows between the components correspond to links (arcs,
edges} of the graph. A system that implements such graph-based computations is described
in U.S. Patent No. §,966,0 | titled “Executing Computations Expressed as Graphs,” the
entire content of which in incorporated herein by reference.

Implementations of the subject matter and the operations described in this
specification, including the data ingestion system and components thereof, can be
implemented in digital electronic circuitry, or in computer software, firmware, or hardware,
including the structures disclosed in this specification and their structural equivalents, or in
combinations of one or more of them. Implementations of the subject matter described in this
specification can be implemented as one or more computer programs {also referred to as a
data processing program) {i.e., one or more modules of computer program instructions,
encoded on computer storage medium for execution by, or to control the operation of, data

processing apparatus). A computer storage medium can be, or be included in, a computer-
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readable storage device, a computer-readable storage substrate, a random or serial access
memory array or device, or a combination of one or maore of them. The computer siorage
medium can also be, or be included in, one or more separate physical components or media
{e.g., multiple ClJs, disks, or other storage devices). The subject matter may be implemented
on computer program instructions stored on a non-transitory computer storage medium.

The operations described in this specification can be implemented as operations
performed by a data processing system or apparatus on data stored on one of more compuier-
readable storage devices or received from other sources. The term “data processing system”
encompasses all kinds of apparatus, devices, and machines for processing data including, by
way of example: a programmable processor, a computer, a system on a chip, or multiple
ones, or combinations, of the foregoing. The syster can inchude special purpose logic
circuitry {e.g., an FPGA (field programmable gate array)} or an ASIC (application specific
integrated circuit)). The systers can also include, in addition to hardware, code that provides
an execution environment for the computer prograny in question {e.g., code that constitutes
processor firmware, a protocol stack, a database management system, an operating system, a
cross-platform runtime environment, a virtual machine, or a combination of one or more of
them) The system and execution environment can realize various different computing model
infrastructures, such as web services, distributed computing and grid computing
infrastructures.

A coroputer program (also known as a program, software, software application, script,
or code) can be written in any form of programming ianguage, including compiled or
interpreted languages, declarative or procedural languages, and it can be deployed in any
form, including as a stand-alone program or as a module, component, subroutine, object, or
other unit suitable for use in & computing environment. A computer program may, but need
not, correspond to a file in a file system. A program can be stored in a portion of a file that
holds other programs or data {e.g., one or more scripts stored in a markup language
docurnent), in a single file dedicated to the program in question, or in muldtiple coordinated
files (e g., files that store one or more modules, sub programs, or portions of code). A
computer program can be deployed 1o be executed on one computer or on multiple computers
that are located at one site or distributed across multiple sites and interconnected by a

communication network.
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The processes and logic flows described in this specification can be performed by one
or more programymable processors executing one or more computer programs to perform
actions by operating on input data and generating output. The processes and logic flows can
also be performed by, and apparatus can also be implemented as, special purpose logic
circuitry {(e.g., an FPGA (field programmable gate array) or an ASIC {application specific
integrated circuit)).

Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or MOre processors
of any kind of digital computer. Generally, a processor will receive instructions and data
from a read only memory or a random access memory or both. The essential elements of a
computer are a processor for performing actions in accordance with tnstructions and ove or
more memory devices for storing instructions and data. Generally, a computer will also
include, or be operatively coupled to receive data from or transfer data to, or both, one or
more mass storage devices for storing data (e.g., magnetic, magneto optical disks, or optical
disks}), however, a computer need not have such devices. Moreover, a computer can be
embedded in another device (e.g., a mobile telephone, a personal digital assistant (PDA}, a
mobile audio or video player, a game console, a Global Positioning System (GPS) receiver,
or a portable storage device {e.g., a universal serial bus (USB) flash drive)). Devices suitable
for storing computer program instructions and data include all forms of non-volatile memory,
media and memory devices, including by way of example, semiconductor memory devices
{e.g., EPROM, EEPROM, and flash memory devices), magnetic disks (e.g., internal hard
disks or removable disks), magneto optical disks, and CD ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or incorporated in, special purpose logic
CIrCuitry.

Implementations of the subject maiter described in this specification can be
implemented in a computing system that includes a back end component (e.g., as a data
server}, or that includes a middleware component {e.g., an application server), or that
includes a front end component {e g, a user computer having a graphical user interface or a
Web browser through which a user can interact with an implementation of the subject ratter
described in this specification}, or any combination of one or more such back end,
middleware, or front end components. The components of the system can be interconnected

by any form or medium of digital data communication {e.g., a communication network}.
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Examples of communication networks include a local area network (LAN) and a wide area
network {(WAN), an inter-network {e.g., the Internet), and peer-to-peer networks (e.g., ad hoc
peer-to-peer networks).

The computing system can include users and servers. A user and server are generally
remote from each other and typically interact through a communication network. The
relationship of user and server arises by virtue of computer programs running on the
respective computers and having a user-server relationship to each other. In some
implementations, a server transmits data {e.g., an HIML page) to a user device {e.g., for
purposes of displaying data to and receiving user input from a user interacting with the user
device). Data generated at the user device (e.g., a result of the user interaction} can be
received from the user device at the server,

While this specification contains many specific implementation details, these should
not be construed as limitations on the scope of any implementations or of what may be
claimed, but rather as descriptions of features specific to particular implementations. Certain
features that are described in this specification in the context of separate implementations can
also be implemented in combination in a single implementation. Conversely, various features
that are described in the context of a single embodiment can also be implemented in multiple
implementations separately or in any suitable sub-combinaticn. Moreover, although features
may be described above as acting in certain combinations and even initially claimed as such,
one or more features from a claimed combination can in some cases be excised from the
combination, and the claimed combination may be directed to a sub-combination or variation
of a sub-combination.

Similarly, while operations are depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular
order shown or in sequential order, or that all tHusirated operations be performed, to achieve
desirable results. In certain circumstances, multitasking and parallel processing mayv be
advantageous. Moreover, the separation of various system components in the
implementations described above should not be understood as requiring such separation in all
implementations, and it should be understood that the described program components and
systems can generally be integrated together in a single software product or packaged into
multiple software products.

Other implementations are within the scope of the following claims.

5]
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WHAT I8 CLAIMED I5:

1 A method implemented by a data processing system of increasing the
speed of preparing data with a specified data quality for storage by automatically
identifying for a user, with minimal user input, common contexts among (i} fields in
disparate datasets, and (i1} names the user has specified as potentially describing the
fields, and by using those commoun contexts to govern the disparate datasets prior to
storage to ensure the specified data guality, including:

retrieving by a hardware storage device datasets from external data sources;

identifving, from the retrieved datasets, items of metadata describing technical
attributes that characterize fields in the retrieved datasets;

receiving, from a client device, user-defined names that are candidates for
describing the fields in the retrieved datasets;

identifying an association among one or more items of metadata and at least
one of the user-defined names;

accessing one ot more rules that specify one or more operations, with the one
of moge operations referencing the at least one of the user-defined names;

for each of one or more of the retrieved datasets,

detecting, in that retrieved dataset, an item of metadata that is assigned
10 a user-defined name referenced in at least one of the one or more rules;

responsive to detecting, applying the at least one of the one or more
rules to one or more data items described by the detected ttem of metadata;
and

following application of the at least one of the one or more rules,

storing the retrieved dataset in the one or more data stores.

2. The method of claim 1, wherein at least one of the items of metadata includes

a field name for field of a retrieved dataset.

3. The method of claim 2, further including:

determining a label for the at least one item of metadata, the label representing
a semantic meaning for the at least one item of metadaia;

identifying a match between the label for the at least one item of metadata and
the user-defined name; and
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responsive to the match, generating a link between the at feast one item of

metadata and the item of contextual metadata.

4, The method of claim 3, wherein determining the label includes performing one
or more sernantic discovery processes on at least one of the at least one ftem of

metadata, or the data items described by the at least one item of metadata.

5. The method of claim 3, wherein the label for the at least one item of metadata

is selected from the user-defined names for the data items in the datasets.

6. The method of claim 3, wherein generating the link between the at least one
item of metadata and the user-defined name includes generating at least one data
structure including data representing the item of metadata and a pointer to data

representing the user-defived name.

7. The method of claim 3, wherein generating the link between the at least one
item of metadata and the user-defined names includes generating at least one data
structure including data representing the user defined name metadata and a pointer to

the item of metadata.

8. The method of claim 1, including:

causing display of a graphical user interface at the client device, the graphical
user interface including the user-defined names, and av input portion for defining the
one of more rules with regard to at least one of the user-defined names; and

receiving data representing an input into the input portion of the graphical user
interface, the data defining the one or more rules with regard to the at least one of the

user-defined names.

9. The method of claim 8, wherein the graphical user interface is configured to
display one or more of the items of metadaia that are assigned to the user-defined

nanmes.
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10. The method of claim 1, wherein the one or more rules include at least one of a

personally identifiable information (PH) rule, or a data quality rule.

11 The method of claim 1, further including detecting, in a retrieved dataset, an
ttern of metadata that i3 assigned to a user-defined name referenced in at least one of
the one or more rules by:

identifying at feast one field name included in the retrieved dataset;

comparing the at least one field name with the items of metadata to identifv a
match between the at least one field name and the item of metadata;

comparing the item of metadata with stored linkage information to identify the
user-detined name that s assigned to the item of metadata; and

identifving the at least one of the one or more rules that includes the user-

defined name.

12. The method of claim 1, wherein the technical attribute includes format and/or

struciure of the data in the datasets.

13, A hardware storage device for increasing the speed of preparing data with a
specified data quality for storage by automatically identifying for a user, with minimal
user input, cornmon contexts among (i) fields in disparate datasets, and (i) names the
user has specified as potentially describing the fields, and by using those common
contexis to govern the disparate datasets prior to storage to ensure the specified data
guality, the hardware storage device storing instructions that are executable by one or
more processing devices to perform operations including:

retrieving datasets from external data sources;

identifying, from the retrieved datasets, items of metadata describing technical
attributes that characterize fields in the retnieved datasets;

receiving, from a client device, user-defined names that are candidates for
describing the fields in the retrieved datasets;

identifving an association among one or more items of metadata and at least
one of the user-defined names;

accessing one of more rules that specify one or more gperations, with the one

or more operations referencing the at least one of the user-defined names;
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for each of one or more of the retrieved datasets,

detecting, in that retrieved dataset, an itern of metadata that is assigned
10 a user-defined name referenced in at least one of the cne or more rules;

responsive to detecting, applying the at least one of the one or more
rules to one or more data items described by the detected item of metadata;
and

following application of the at [east one of the one or more rules,

storing the retrieved dataset in the one or more data stores.

14, The hardware storage device of claim 13, wherein at least one of the items of

metadata includes a field name for field of a retrieved dataset.

15, The hardware storage device of claim 14, wherein the operations further
inchade:

determining a label for the at least one item of metadata, the label representing
a semantic meaving for the at least ove item of metadaia;

identifying a match between the label for the at least one item of metadata and
the user-defined name; and

responsive to the match, generating a Hink between the at least one item of

metadata and the item of contextual metadata.

16. The hardware storage device of claim 15, wherein determining the label
includes performing one or more semantic discovery processes oo at least one of’ the
at least one item of metadata, or the data items described by the at least one item of

metadata.
17. The hardware storage device of claim 15, wherein the label for the at least one
ttem of metadata is selecied from the user-defined names for the data items in the

datasets.

18. The hardware storage device of claim 15, wherein generating the link between

the at lgast one item of metadata and the user-defined name includes generating at
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least one data structure including data representing the item of metadata and a pointer

to data representing the user-defined name.

19, The hardware storage device of claim 15, wherein generating the link between
the at least one item of metadata and the user-defined names includes generating at
least one data structure including data representing the user defined name metadata

and a pointer to the item of metadata.

20, An electronic system for increasing the speed of preparing data with a
specified data quality for storage by automatically identifying for a user, with minimal
user input, common contexts among (i) fields in disparate datasets, and (i1} names the
user has specified as potentially describing the fields, and by using those common
contexts to govern the disparate datasets prior to storage to ensure the specified data
guality, including:
one or more processing devices; and
a hardware storage device storing instructions that are executable by the ove or
more processing devices to perform operations including:
retrieving datasets from external data sources;
identifying, from the retrieved datasets, items of metadata describing
technical attributes that characterize fields in the retrieved datasets;
receiving, from a client device, user-defined names that are candidates
for describing the fields in the retrieved datasets;
identifying an association among one or more items of metadata and at
{east one of the user-defined names;
accessing one or more rules that specify one or more operations, with
the one or more operations referencing the at least one of the user-defined
names;
for each of one or more of the retrieved datasets,
detecting, in that retrieved dataset, an item of metadata that is
assigned to a user-defined name referenced in at least one of the one or

more rules;
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responsive to detecting, applying the at least one of the one or
more rules to one or more data items described by the detected tter of
metadata; and

following application of the at least one of the one or more

rules, stoting the retrieved dataset in the one or more data stores.



