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FIG. 1 

 

FIG. 2 

  

 
Receiving an authentication request initiated by a physical 

device in an expanded available zone, where the 
authentication request includes identity information of the 

physical device; where the expanded available zone is 
created for a public cloud, the expanded available zone is 

laid in a user machine room, and a security gateway is 
configured on the public cloud

In a case that the identity information of the physical device 
is authenticated successfully, establishing a secure tunnel 

between the security gateway and the physical device

Managing the expanded available zone into the public cloud 
based on the secure tunnel
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FIG. 3  
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FIG. 4 
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FIG. 6 

 

FIG. 7 

  

 
Initiating, based on a gateway proxy program installed in a physical 

device, an authentication request to a security gateway configured on a 
public cloud, where the authentication request includes identity 

information of the physical device; where an expanded available zone is 
created for the public cloud, the expanded available zone is laid in a user 
machine room, the physical device is included in the expanded available 

zone, and a security gateway is configured on the public cloud

In a case that the identity information is authenticated successfully, 
establishing a secure tunnel between the security gateway and the physical 

device

Diverting, based on the gateway proxy program, traffic initiated by the 
physical device for the public cloud to the secure tunnel to manage the 
expanded available zone into the public cloud through the secure tunnel
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FIG. 9 
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