PREDI CTI VE CODI NG OF DOCUMENTS I N AN ELECTRONI C DI SCOVERY SYSTEM CLAI M OF
PRI ORI TY UNDER 35 U. S.C. 119 [0001] The present Application for Patent
clainms priority to Provisional Application No. 61/164,276 entitled

"El ectronic Discovery Systeni filed March 27, 2009, and assigned to the
assi gnee hereof and hereby expressly incorporated by reference herein.

FI ELD [ 0002] I n general, enbodinents of the invention relate to nethods,
systens, apparatus and conputer program products for el ectronic discovery

and, nore particul ar PREPYTING O N FROLUMENESof el ectronic
di scovery docunent SINKNELECTRONIC:DISCOVERKESVNDIE®PDO3] El ect roni ¢
di scovery, commonly referred to as e-discovery, refers to any process

CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems, apparatus
and computer program products for electronic discovery and, more particularly, for providing

predictive coding of electronic discovery documents during document review.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically secarched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail} can be an

especially valuable source of evidence in civil or criminal litigation, because people are often



in which electronic data is sought, |ocated, secured and searched with the
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addition to 1dentifying, locating and retrieving digital data, the npst
Criti clgcation, retrieval and preservation processes, especially in instances in which the enterprise
system includes disparate technology infrastructures and the like.
[0008] As previously noted, e-discovery, as opposed as conventional discovery of printed
materials, provides for the ability to filter or search the data so as to reduce the volume of data to
only that which is relevant to the request. Such searching is typically accomplished by
determining a specific date range for the request, providing key words relevant to the case and
the like. Improvements in the area of searching are greatly in need to further add efficiency to
the overall e-discovery process.
[0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the manner
in which the data is presented for review adds efficiency to the review process and ultimately

drives the cost of the review process. Therefore, improvements in the manner in which data is

presented for review are also desirable as a means of increasing efficiency and reducing costs.



part of any el ectronic discovery is the preservation of data, which

i nvol ves mai ntaining an original source copy and storing it for
preservation purposes or furthering processing. This too becones a daunting
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same or highty similar document provide for inaccuracies that question the overall reliability of

the review process.

[0013] In addition to problems associated with the redundant review of documents,

another problem is perceived by document review assignments that are random in scope and,

thus, require the reviewer to determine the context and/or applicability of each and every

document in the assignment in order to gauge the relevancy of the document and properly code

the document. Such randomness or lack of focus in the document review process not only

frustrates the review but adds to the overall review time.

[0014] Therefore, a need exists to provide for efficiency and accuracy within the

document review processing stage of an electronic discovery system. The desired methods,

apparatus and systems should provide for limiting the amount of document redundancy in the

data to be reviewed by lessening or eliminating the occurrence of identical documents or highly

similar documents. By eliminating document redundancy not only is the overall review time



[ 0012] Specific problens associated with el ectronic discovery are related to
the inefficiencies and the inaccuracies in the docunent review process.
Docunent redundancy, in the formof identical documents or docunents that
are highly simlar, leads to reviewers having to review and code the sane
or highly simlar docunent nunerous tinmes. Such redundant review ng and
codi ng of docunents unnecessarily increases review tine. In addition, when
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the | i RePFbRIH Texif riabyily is hacned bt bipeinedietdne g NEEBIEhe docunent

di T f er gBddfents 8 GRudpIE kSAGD Eﬁ%ﬁdﬂls QEfLra 1SSy FENE 4a6it{3h HE Yeste@efifogdocunment

provi de for inaccuracies that question the overall reliability of the

r evi ewappasefusend fystomahpwld puuiide fontargsteshdsishment rewey essignapnts that arhlemiteiundant
revi ew, n r.hl ' i i

et onieiraeFH e o RS Rl BRTN Regbp BE AR OBV MR MR oI

det er mdpeurhdies inahd sxignmbnt/a0¢ capgitialblrelaiddy of each and every docunent in
the assignnent in order to gauge the rel evancy of the docunment and properly
code the docunent. Such randommess or |ack of focus in the document review
process not only frustrates the reyieiviRRY adds to the overall reviewtine.
[0014] Therefore, a need exists to provide for efficiency and accuracy
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syst emmyhe detailgdrdogerintion drat isarepenied ladfe unent revi ew assi gnments that are

L1 m tegodyig) t er B o, ﬁi%ﬁt’s%tfﬁhegre GG htiofi TdBte 14 Q%’Ee%%y%@!a%fa‘c&aﬁ!eﬂﬁdé Dfgtime
for review further because t ocunent's i n the -assi gnrent are conceptual ly
r el at edomButRYrafrOfifd&jcThier tlotthaniv digcqyensan) m parteulaplprévidafos pradictiye,of one

or nor %u‘%rnrg%%l cgglj;latg%f idéntical or highly similar documents for the purpose of limiting the volume

of documents requiring review. In addition, by coding identical or highly similar documents
from the corpus of electronic data associated with a case, the present invention adds reliability to
the review process by lessening the likelihood of multiple reviewers reviewing the same
document and coding it differently.

[0017] Other embodiments of the present invention relate to systems, apparatus, methods
and computer program products that provide for targeted document review assignments by
determining concept-related data groupings within the overall corpus of data associated with a
case and assembling the targeted document review assignments from the concept-related data
groupings. As such reviewers are presented with document review assignments that have highly
related documents in terms of the concept or concepts covered in the documents. The review of
such targeted assignments is expedited due to the relational aspect of the documents.

[0018] A method for predictive coding of electronic discovery documents provides
embodiments of the present invention. The method includes receiving, at a computing device, a
document coding input that assigns a review code to a first document associated with a case

within an electronic discovery system. The review code may include a mark or a mark and a tag.



order to provide a basic understandi ng of such enbodi ments. This sunmary is
not an extensive overview of all contenpl ated enbodi nents, and is intended
to neither identify key or critical elenents of all enbodi ments, nor
delineate the scope of any or all enbodinments. Its sole purpose is to
present sonme concepts of one or nore enbodinents in a sinplified formas a
prelude to the nore detail ed description that is presented |ater.
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i ncl udes tenovving, via a conputi’ng
documents associated with the case are at least similar to the first document. In such

embodiments, providing probability analysis may further include providing, via the computing
device processor, at least one of clustering technique analysis, machine learning or Bayesian
technique analysis to determine the one or more second documents associated with the case are
at least similar to the first document. In other related embodiments of the method, determining
may include determining, via the computing device, that the one or more second documents
include a predetermined threshold of words, phrases or concepts included in the first document.
[0022] In still further embodiments the method includes providing a confidence indicator
for the one or more second documents based on the determination, wherein the confidence
indicator indicates a level of similarity between the one or more second documents and the first
document. For example, the confidence indicator may a numeric or alpha score. In such
embodiments, assigning may further include assigning, via the computing device processor, the
review code assigned to the first document to the one or more second documents based on the

determination and the confidence indicator.



devi ce processor, the one or nore second docunents froma plurality of
pendi ng revi ew docunents based on the assignnment of the review code. In
such enbodi nents, the renoving of the one or nore second docunents nay
occur in near real-time, or shortly thereafter, to receiving the docunent
coding input. [0020] 1 n other specific enbodi nent of the nethod determ ning
further includes determning via the conputing device processor, that one
or nore second docunents associated with the case are a sane representation
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[0026] In other specific embodiments of the apparatus, the predictive document coding

assignment application is further configured to determine that one or more second documents
associated with the case are a same representation (e.g., nearly identical) of the first document.
In such embodiments, the predictive document coding assignment application may be further
configured to determine that the one or more second documents have a same hash mark as the
first document.

[0027] In still further embodiments of the apparatus, the predictive document coding
assignment application is further configured to perform probability analysis to determine the one
or more second documents associated with the case are at least similar to the first document. The
probability analysis may include, but is not limited to, clustering technique analysis, machine

learning or Bayesian technique analysis. In other related embodiments, the predictive document



[ 0024] An apparatus for predictive coding provides other enbodi nents of the
I nvention. The apparatus includes a conputing platformincluding at |east
one processor and a menory. The apparatus further includes a docunent
codi ng application stored in the nmenory, executable by the processor and
configured to receive a docunent coding input that assigns a review code to
a first docunent associated with a case. The apparatus further includes a
predi ctive docunent codlng assi gnment |cat|on stored in the nmenory,
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or more third documents based on the determination.

[0030] A computer program product including a computer-readable medium defines yet
other embodiments of the invention. The computer-readable medium includes a first set of codes
for causing a computer to receive a document coding input that assigns a review code to a first
document associated with a case within an electronic discovery system. The computer-readable
medium additionally includes a second set of codes for causing a computer to determine that onc
or more second documents associated with the case are at least similar to the first document. In
addition, the computer-readable medium includes a third set of codes for causing a computer to
assign the review code assigned to the first document to the one or more second documents
based on the determination.

[0031] A method for determining targeted document review assignments in an electronic
discovery system defines yet further embodiments of the invention. The method includes
receiving, at a computing device, a plurality of predetermined concepts included within a corpus
of electronic data associated with a case in the electronic discovery system. In accordance with
specific embodiments, the predetermined concepts may be defined as a final search term set.

The method further includes determining, via a computing device processor, a plurality of data



codi ng assignnent application is further configured to determ ne that the
one or nore second docunents include a predeterm ned threshold of words,
phrases and/ or concepts included in the first docunent. [0028]1n other
speci fic enbodi nents of the apparatus the predictive docunent coding
assignment application is further configured to determ ne a confidence

i ndi cator for the one or nore second docunents based on the determ nation,

wherein the confidence indicator indicates a level of simlarity hetween
t he on&aypinghfas thesopmmg of sletifrni¢- S£agh ot the datpigraupings i defined by fnckigion of at

embodi [gEglche of e pFORIchHfRA EodceuS! THeHLEA! RbnERKcIBIAYRELELYIAY Pha

i ndi cator score. “In further such enbodi nents, the predictive docunent

codi ngcamspitigdenice appédsom b ipbmalimayf deument fewicwassigimentsohsedomthei gn t he

revi ewd?cltode %ﬂo ;he fi.rst docunent to the one or nore second docunents based

on t he“d&f el %a?gr(?ﬁp]ﬁ%sd t he confidence indicator. [0029]1n certain

speci f [3gpbodi nBnpecifif eibadimpa bathe Sndtiiodditehidifefiktbecihyiadesi nput code is

privileged, the predictive docunent codi ng assi glnment appl.ication nay be

f ur t heFIRIBMFAEG ¥ therompudpginides HagesiieroBrentinl ElUpRTIRG ARG s associ at ed

Wi th OH&%ﬁ@ﬁﬁnzﬂdrélith?dﬁh fupRBl fqr%é&ogy&rdfe&mﬁ@uﬁae at least simlar to
d na privileged

the first docunent a assig p code to the one or nore third

docunefi083based brothdnapettficembadimeninof the ordiod, exchplithe gepragd assignmenisct

i ncl udin ter-re b| i .0 g t her i en of the
| nvent SRR ERShiR T SRCRP R BFADERuEL: &' ofRREH RS acs 1or
causi ngnchude orpuit oretod thiegslaialisy of ddaguamiigscodi ng i nput that assigns a review
code tgo a first docupment assocj ated wi a case Wthin an el ectrani
di scovﬁm“iyst ent? ¥fieereB f_éfP-‘?%é'Ha%{BPéglﬁ&ﬁﬂt% %Samd%ﬁqsr@w ASPeiEEd a
second 38 brdbing® 48din 188 dSRMRhNvRWCANRIhEts.t O 16 elficftdlfed AAbod2RENEr MOre
second docunent's associated with the case are at least simlar to the first
docunepssigning eedars siarfhatitive o ieptdasumentagriowassigainents hatineludea portiph etk set  of
codes i t (o) i . revi ew code assigned to the
first é%é:eu%g%%h{%e?%%%%% %rmr}r?odrogﬁ@%%g%‘égﬁgbunents based on the
det er nf0gas] on. [ hQBHdr ApsvifidnbddamnededBthainviemiprt, gergedting fadien inehides evi ew
assignnents, in taﬂ%eel ect.roai c di sgjover%rasgst em defines yet. further
enbodi FEMFAINGs at{ECOMPIERE ABHce: ATSOMIPHY dCIF PYRERDCPE SEHels iR gach assignienty it i ng
devi ceincfudpd stledst dpprAfimRicRABH®Y dBci@engoncept s included within a corpus of
el ectroni c data associated with a case in the electronic discovery system
I n accHi088hce wi fAhappasatng for delgmaingdareeted defamenbeicst apigageid Hedt s may be
define i tncl
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includes a computing platform including a memory and a processor. The apparatus further

includes a targeted document review assignment application stored in the memory, executable by
the processor and configured to receive a plurality of predetermined concepts, such as a final
search term set and determine a plurality of data groupings for a corpus of electronic data. Each
of the data groupings is defined by inclusion of at least one of the predetermined concepts in the
data grouping. The application is further configured to generate a plurality of document review
assignments based on the determined data groupings.

[0037] In specific embodiments of the apparatus, the targeted document review
assignment application is further configured to implement conceptual clustering techniques to
determine the plurality of data groupings for the corpus of electronic data.

[0038] In other specific embodiments of the apparatus, the targeted document review

assignment application is further configured to generate the plurality of document review



groupings for the corpus of electronic. Each of the data groupings is
defined by inclusion of at |east one of the predeterm ned concepts. The
nmet hod further includes generating, via a conputing device processor, a
plurality of docunment review assignnments based on the determ ned data
groupi ngs. [0032]1In specific enbodi nents of the nethod determ ning further
I ncl udes i nplenenting, via the conputing device processor, conceptual
clustering techniques to determne the plurality of data groupings for the
cor pus gt Whgicln qagh af assignments inchidewat legsbe pertien @ﬁﬁwtﬂwlgraa% 4fhe

met hod, : IR S d : . tion of one
of thed5%§%gﬁg%§%%?0g§?§%%% uﬁ%ﬁ%s or eé%ﬁkg%&gﬁglgég#g neﬁ?gmﬁiclude one
or nor dogfmenhesvpdvuasaignmgnisf dat a groupi ngs. [0034]In further specific

enbodi of the t ho assignd I s basgd.on associ ated data groupi ngs
b n 00T o unih PR B BR g eaf Y B R PT DERRRLB B Fent o,
assi gniafgr@set bsplisatidn it Aathet Yonfigreis BssURGMEBA ORI tRyplassityosiRetmerithat
i nclude a portion 03 a@i%ge segnent are assigned to a same docunent

? R

revi ewdfVicw atEBIcRts o Hascnlimalityeafidaen e fiers: Mech thyldwoios morg ener at i ng
fur t hergobREdnt B8 Fowd BREHAEhE Shat HclddR S PO RGmE SYn%it a6 SRAYIE Ymd €Vi ew

assi gnnents wherein €ach assignnent “i ncl udes at |'east approximately 2,000
docunedpeumgnd 636IWam appar at us for determ ning targeted docunent review

assi gn T&%T in A1h still further related embodiments of the apparatus, the targeted document

review assignment application is further configured to generate the document review

assignments wherein each assignment includes at least approximately 2,000 documents.

[0041] A computer program product including a computer-readable medium defines
other specific embodiments of the invention. The computer-readable medium includes a first set
of codes for causing a computer to receive a plurality of predetermined concepts included within
a corpus of electronic data associated with a case in the electronic discovery system. The
computer-readable medium additionally includes a second set of codes for causing a computer to
determine a plurality of data groupings for the corpus of electronic data, Each of the data
groupings is defined by inclusion of at least one of the predetermined concepts in the data
grouping. Additionally, the computer-readable medium includes a third set of codes for causing a
computer to generate a plurality of document review assignments based on the determined data
groupings.

[0042] Thus, further details are provided below for systems, apparatus, methods and
computer program products for predictive and automated coding of identical or highly similar
documents for the purpose of limiting the volume of documents requiring review and thereby
increasing the overall efficiency of the document review process. Additional details are provided
below for systems, apparatus, methods and computer program products that provide for targeted
document review assignments by determining concept-related data groupings within the overall
corpus of data associated with a case and assembling the targeted document review assignments
based on the concept-related data groupings. As such, reviewers are presented with document
review assignments that have highly conceptually-related documents, which results in further

efficiency in the review process.



el ectroni c discovery system provides for further enbodi nents of the

i nvention. The apparatus includes a conputing platformincluding a nenory
and a processor. The apparatus further includes a targeted docunent review
assignment application stored in the nenory, executable by the processor
and configured to receive a plurality of predeterm ned concepts, such as a
final search termset and determne a plurality of data groupings for a
corpus _of electrgnic data. Each of the data grqupings is defined by

i ncl usi®3br at Telsacenmeplishmenfo! hefgreaingiand ielateh edst 1§e pRe eHEOWat a
gr oupi BGhodiRRnRRBnpA the FeahSes Hafdifiler ﬁﬁﬂrfdeQde%&’ ah PpHRARER] Soifte@bitliRiHel Y Of

docunment revi ew assignnents based on thé determ ned data ‘groupings.

[ 0037] Fhainsyp eBieffolowim deicriptiorsanst the irneagrhdimwings settforth inadetpdt esdaiddBuntrative

Fevl eWrarit Q&nea}g%lx(irg gr%b?cﬂmlegtsf e%@?era c%'l{ré @H{cgﬁ'vet B?JVI;%'r,%?‘%ﬂEa fongept ual
clustering techniques to determne e plurality of data groupr ngs for the
cor pus tiefvasbecwiwrin ovhithtthe pfiH3&] dfivadbicemigdanédid magbbedplopad, andfhid he
apparat.us,, the targeted docunent review assi gnment application is further
conf i gdFEPYeR i§dH & {nﬁ]é‘dﬁgﬁﬁ‘éq}ﬁ?‘é”g*m@&@%éﬁr? 18- assi gnnent s,
wherein each of assignnents includes at |east a portion of one of the
plurality of data groupings and/or each assignnent is based on associ ated
data groupings within the docunent review assignnments. [0039]In further

enbodi nents of the appaygi $Ed t[%ﬁ%lgg}lgmdsevi ew assi gnnent

application is further COI’]FI gur%eg to asSign one or nore of the plurality of
docunefroddevi ew Haahgthe désribel @abdliménts bethp inveatior iy gefieralaemmne nifereme ewer s,

such th t or nmore docunent, revi ew assj gnnents that, include a portion of
a Samwglia%“ﬁ;p madg to,be peroapapyng deResyy, ngt BEReEtREty Efﬁﬁﬂﬂbiﬁalr% %‘Htl |
furt hegypelat ed enbodi nents of the apparatus, the targeted docunent

[0045] FIG. 1 is schematic diagram of an apparatus configured to provide predictive and
automated coding of identical or highly similar documents in an electronic discovery system, in
accordance with embodiments of the present invention;

[0046] FIG. 2 is a schematic diagram of an apparatus configured to provide targeted
document review assignments, in accordance with embodiments of the present invention;

[0047] FIG. 3 is a more detailed block diagram of an apparatus configured to provide a
predictive coding of documents, in accordance with embodiments of the present invention;
[0048] FIG. 4 is a flow diagram of a method for predictive and automated coding of
documents in an electronic discovery document review process, in accordance with embodiments
of the present invention;

[0049] FIG. 5 is a flow diagram if a method for providing targeted document review
assignments, in accordance with embodiments of the present invention;

[0050] FIG. 6 is a block diagram of an enterprise-wide electronic discovery system
highlighting computing device monitoring, in accordance with embodiments of the present
invention;

[0051] FIG. 7 is a block diagram of an electronic discovery manager server, in
accordance with embodiments of the present invention;

[0052] FIG. 8 is a block diagram of a database server in an electronic discovery system,

in accordance with an embodiment of the present invention;
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revi ew assi gnment application is further configured to generate the
docunent review assignnents wherein each assignnent includes at | east
approxi mately 2,000 docunents. [0041] A conputer program product including a
conput er -r eadabl e medi um defi nes ot her specific enbodi nents of the

i nvention. The conputer-readable nmediumincludes a first set of codes for
causing a conputer to receive a plurality of predeterm ned concepts
included within a corpus of electronic data associated with a case in the

el ect r 8PE! di scolbr? Eglackdiagram ebiprltcetion whtra b & sediontn Buayey sy

| ncl UdgS, RoReRRRASA entfodiRER Bf R pr&MIhGtign,coOMpUt er to deternine a
plurality of data groupings for the corpus of electronic data. Each of the
dat a gi®apl ngs i ElGeneblobk diagem diusratiog ekertroraadiscaynry managhmepstudtuer m ned
concept.s.in t oupi Ng. diti |1y, the conputer-readabl e nedi um
i ncl udglsacﬁortd%l?cr%ﬁgle %ﬁboggrg%g Oﬁgi(rg %Vé:ﬁg{ﬁ%g a conputer to generate a

pl ur al {6085pf docEIGM i§ & Voewigssh of atindfasiailiatng i bae de matted inclddidgt a

gr oupi ngs., [004% Thus, further ﬂetails are provided,_ bel ow for systeps,
appar afraingees; 1{&8%&&&5 EFAEIUFSSRHPR BOHSES SPRSing, eRHRdEr Pofien

aut omatRGEOMHINGnBhe LAk & Alstddank] i8RErSdntd With AB6MIRALSI IR priddft PUr pose
of limting the volune of docunents requiring review and thereby increasing
t he ovewahttongf fici ency of the docunent review process. Additional details
are proyided bel fQr: e [ , ter am

or oduc OB . "or BtGg2's 310 Ry P AT R GhURES ARGARMH B i

det er miistogreoneap in dceb@ihee widt & gniadimead of Wietphésanttieendueraatil cor pus of

data a | ated w C and assenbl i th argeted docunent revi ew
assi gnhERYS baschlGH 13460 18 atiins ’é‘%é’%&#ﬁ’%%‘ﬁ&%"ﬁﬁ&g ere e YRS ewer s
are presandiedroMcldiscd Gy SPAdm,Mif U RPIASS With AR BinbodiiRht dTaNEprlebeahnyention.
conceptual | y-rel ated docunents, which results in further efficiency in the
review process. [0043]To the acconplishnent of the foregoing and rel ated
ends, the one or nore enbodi ments conprise the features hereinafter fully
described and particularly pointed out in the clainms. The follow ng

description amktAIeEAHESERIFION OBEMSODIMENTSIOF ¢REINVEREITDN N

illustrative features of the one or nore enbodi nents. These features are
i ndi caf@0$8] howebmbodigentsof the presgnichvantien pav imaYPegsesibed mpns Byt he

princi Al [ . ' escription is
ot encogepa Rl S PR B Y R BEE LN B b I ol B Er
DESCRI Ethbédimekis DHEhe MiRAWIdCET e shown. Indeed, the invention may be embodied in many

different forms and should not be construed as limited to the embodiments set forth herein;

rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.

[0059] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspect-s that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0060] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
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[ 0044] Havi ng t hus descri bed enbodi nents of the invention in general terns,
reference will now be made to the acconpanyi ng draw ngs, which are not
necessarily drawn to scale, and wherein: [0045]FIG 1 is schematic diagram
of an apparatus configured to provide predictive and aut omated codi ng of

i dentical or highly simlar docunents in an el ectronic discovery system in
accordance with enbodi nents of the present invention; [0046]FIG 2 is a

h | c di f ratus c i gur.ed .t rovi de targeted docunent
7 vt o ISP Pebleh oL HE GPHRHEL A BHUGR HOMFS OB MS T pHEdan e
i nvent ifgIwih@ 4t éldetrfcal dnhéction ARV S&S &Y th&id WileRCKtaflliBE sAM R m@INA RRATAL US

configured to provide a predictive coding of docunents, in accordance with
enbodi APartableFomppisershisketierta Hard dipl izgpndoroggejsmemory (RAM), 4 teadvotiyagemaeryof a
met hod p h G ATo t i ﬁ?ﬁi | ctronic
discovg$9ﬁgb%ﬁ%g%%k¥§v?em1g@%g%§§$ﬂ¥%8g? 0 aﬁgg%ﬁn %ﬁ%@ﬁﬁ#ﬁ%ﬁiéﬁ t he
pr esentlist madrmilyomemory (CD-ROM), or other optical or magnetic storage device; or transmission

media such as those supporting the Internet or an intranet, Note that the computer-recadable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.

[0061] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code
for carrying out operations of embodiments of the present invention may also be written in
conventional procedural programming languages, such as the “C” programming language or
similar programming languages.

[0062] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

10063] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act

specified in the flowchart and/or block diagram block(s).
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[0049]FIG 5 is a flowdiagramif a nmethod for providing targeted docunent
revi ew assignnents, in accordance with enbodi nents of the present

i nvention;
di scovery system highlighting conputing device nonitoring, in accordance

w th enbodi nents of the present invention; [0051]FIG 7 is a bl ock diagram
of an el ectronic discovery nmanager server, in accordance wth enbodi nents

of the
server

(¢t

[0050]FIG 6 is a block diagramof an enterprise-w de electronic

t i tion; [OO52]LFILG .8 i bl.ock di f dat abase
ol cUb e o RS e s Ale Adontpus cLRBS et

of t he pRygesERiMbblE AXE Pricesing dpPRafh i Sausda bricd oPbRedtiodhiciR M0 B pdfdmkd ect i on
In an el ectronic discovery system ]
on the computer or other programmable apparatus to produce a computer-implemented process

server

such that the instructions which execute on the computer or other programmable apparatus

provide steps for implementing the functions/acts specified in the flowchart and/or block

diagram block(s). Alternatively, computer program implemented steps or acts may be combined

with operator or human implemented steps or acts in order to carry out an embodiment of the

invention.

[0065]

Thus, apparatus, systems, methods and computer program products are herein

disclosed that provide for increased efficiency in the document review process of electronic

discovery. Specific embodiment of the invention provide for predictive and automated coding of

clectronic discovery documents that are determined to be a same representation (i.e., nearly

identical) or highly similar. Such predictive and automated coding of review documents limits

the overall volume of documents requiring review, thereby increasing efficiency. In addition, by

automatically coding documents that are the same representation and/or highly similar, the

present invention adds reliability to the review process by lessening the likelihood of multiple

reviewers reviewing the same document and coding it differently.

[0066]

Other embodiments of the present invention relate to systems, apparatus, methods

and computer program products that provide for targeted document review assignments.

Targeted document review assignments result from determining concept-related data groupings

within the overall corpus of data associated with a case and generating the targeted document

review assignments based on the concept-related data groupings. As a result, document

reviewers are presented with assignments that are highly concept-related, adding further

efficiency to the review process.

[0067]

FIG. 1 provides a high level schematic diagram of an apparatus 10 configured for

providing predictive and automated coding of electronic discovery documents; in accordance

with embodiments of the present invention. The apparatus 10 includes a computing platform 12

having at least one processor 14 and a memory 16. It should be noted that apparatus 10 may

comprise more than one computing device. For example, document coding application 18 may

be stored and executed on one computing device and predictive document coding application 26

may be stored and executed on a second device. In specific embodiments of the invention the
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I n accordance with an enbodi ment of the present invention; [0054]FIG 10 is
bl ock diagramillustrating el ectronic discovery managenent structure, in
accordance with an enbodi nent of the invention; [0055]FIG 11 is a flow

di agram of a nethod for initiating a case or matter including creating
search terns, creating and sendi ng preservation notices, sending rem nder
noti ces and creating and sendi ng surveys to custodi ans, in accordance with

enmbodi nents of th resent .inyention; 56]FIG .12 is a_fl ow di agram of a
et hod APRFaR b ke he damm cHop sgﬂfﬁ&? I YAVE iypaddsoaied dyelation tq n

accor dgpGes, Woinpuih FRRELIRGd 8 dhtacRERSERd thBYiRAt i on; and [0057] FIGS. 13
and 14 are flow diagrans of nmethods for harvesting different data types in

an el ef068hi ¢ di Seomemgryshpafanparitns he etored docvanant eotlingranplivasvnri8nwhioh it he
pres enE)Sﬁﬂféﬁfétﬂy%ocessor 14 and Fnfhielth QTR B o dBRR MR «Fenb'dE

| NVENTI
review code 22 to a first document 24 associated with a case within an electronic discovery

system. In specific embodiments of the invention, the review code 22 includes a mark,
Examples of marks include, but are not limited to, relevant, not relevant, important, not
important, privileged, hot, trash, technical issue and the like. In other specific embodiments, the
review code 22 may include a mark and a tag, wherein the tag provides a subcategory
classification of the corresponding mark.

[0069] The memory 16 of apparatus 10 additionally includes predictive document coding
application 26, which is executable by processor 14 and includes document similarity evaluator
28 and code assignor 30. Document similarity evaluator 28 is configured to determine that one
or more second documents 32 associated with the case are at least similar to the first document
24. In specific embodiments of the invention, the document similarity evaluator 28 is configured
to determine same representations (i.e., identical or near identical) of documents by comparing
hash marks or the like. In other embodiments of the invention, the document similarity evaluator
is configured to determine highly similar documents by probability analysis, such as clustering
technique analysis, machine learning and/or Bayesian technique analysis and/or the like. In such
embodiments a predetermined threshold of words, phrases and/or concepts may be required to be
present in the second document 32 in order for it to be deemed highly similar to the first
document 24.

[0070] Code assignor 30 is configured to assign the same review code 22 assigned to the
first document to the one or more second documents 32 based on the determination that the
second documents 32 are the same representation and/or highly similar. In specific embodiments
of the invention the code assignor 30 is configured to automatically assign the same review code
22 assigned to the first document to the one or more second documents 32 based on the
determination.

[0071] In specific embodiments, the document coding application 18 may be
implemented by an electronic discovery associate, such as a case analyst, prior to assigning

document review assignments to reviewers. In such embodiments, the electronic discovery
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[ 0058] Enbodi nents of the present invention now may be described nore fully
hereinafter with reference to the acconpanying draw ngs, in which sone, but
not all, enbodi nents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinents set forth herein; rather, these enbodi nents are provided
so that this disclosure may satisfy applicable |egal requirenents. Like
nunbers refer to |ike elenents throughout. [0059] As may be appreciated by
one of assReipte may review apd coderpsmnllesyibsnt of g eiernld gorphy ofdeddiopisdlatagssosiaiedret hod,
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The conpLt€ sormtif Wn{%qe%g%gﬁs for exanple but not limted to, an
el ectronic, nagnetic, optical, &l ectromagnetic, infrared, or sem conductor
syst enfO0appar at ub, otlkereinbedinemtsmf dixaigudntion, the déawment dviling appBcition d 8 enaxnpl es
of the conputer agdabl e nmedi um i ncl ude ut are not limted to, the
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(CD- ; . oo _  %ei on
medi E%Q{}S 2291% ogg(ag%ppolrtstt?%\tg tgg%ﬁggj’%\%{ﬁ%ﬁmﬁ%ﬂ{&nﬁggﬁéﬁﬁlaﬁg ut%Eat t he
conput erstanessdihb decuneaiits thatcoe{lcteravieel thde plepamegeprassotation agliprt laghle simaldr um

which th . i i d b ; I
oot ur Bty B e T rlli e 22 8 e BB R a2 E S BRFEY L

then cagpithegssigned 8sdunehesd, or ot herw se processed in a suitable manner, if
necessar and then stored in a conputer nmenpory. [ﬂ(2061]Co ut er program
code f é]arryi nt Thuiberapet aebesimenss obihp SHICHRA: Sn%Tthe ARFUBIBLAM NS AR KU on
T8 DEigleldite@Nil Brf W LG e AFIIRMN 6L bREAL 85 dbHRLhIh ALl AGEAAT N

| anguage such as Java, Perl; SmalltalK, C++, or the like, However, the
conput end wrsompeanmstanod eurfently baingyevigwediby ofpenravicwers, tofdeenbisgiidantical oof t he
present. i nvent.i on may al so bhe [ ] n | onal.. 1 .

ot oar a PRl bTsP febloi b BB R BRI Bl BRI siiay

pr ogr adoduigentsaRcurdm@s. and remove the coded documents from their assigned documents.

[0074] In still further embodiments of the invention, once the document coding input 20
is received, the predictive coding application may be executed on the yet unassigned remainder
of the corpus of electronic data associated with the case to determine identical and/or highly
similar documents in the remainder of the corpus of clectronic data, code the identical and/or
highly similar documents accordingly.

[0075] It should also be noted that the document coding application 18 may be executed
by a primary document reviewer or a secondary document reviewer. In certain instances, the
secondary document reviewer is employed, in addition to the primary document reviewer, to
provide verification/confirmation of the initial coding of the document by the primary document
reviewer. Thus, in certain embodiments of the invention, the predictive document coding

application 26 is executed after the secondary document reviewer makes the document coding
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[ 0062] Enbodi nents of the present invention are described below wth
reference to flowhart illustrations and/or bl ock di agrans of nethods,
apparatus (systens), and conputer program products. It may be understood
that each block of the flowhart illustrations and/or bl ock diagrans,
and/ or conbi nations of blocks in the flowhart illustrations and/or bl ock
di agrans, can be inplenented by conputer programinstructions. These
conputer programinstructions may be provided to a processor of a general

pur pos énwid A utes confypsdheainitipl eqpbrgofitbergequarent oy thoirtital reviogeraWhilb ireotiert a
processj . r agt,us .0r Q e.a nmachi ne h t.-he instrugtions,
i o SRR et B 28 e G SRR s ER Bk ol BROBE RS o o
pr oces $radfrtiap pading asplicationatods seehtediageithe primardoetmeitiredewérandkendiei ons/ act s

specified in the f]l omchart and/qr bl ock di agram hl ock .or. bJocks. . .

[ 0063] FABERELS @P%?'rbodmlﬁh %@1@5&%#&3 frigmiegen AgRighl Hysimile
CoNput QbeuRRA eRodRERF Yhelilldtic AR hibhlyPGnild SRIRLAS i thOdRr coRE AGhamabl e
data processing apparatus to function in a particular manner, such that the

i nst ][ ueeviewsl docomen apg/or e remaylpbthe deeirednt Eomenssigyedrioguments gmd/tartm c} e of
epect r ot et sl ) Stk il RANIE ElbbR) EEBB o s e °!

conput eodipg aguald bynthe doatnan sodimy apglisatidnel 8. dNcede tbabtimo issdefinnag hérein a®theot her
progranmmabl e .dat.a processing a ratus to cause, a series of _operational

St ops (ETBEALR: R SRR RRR B e erocGr s iR EPRELE ARFRTL BRI at us o
pr oduc @egied ABdHyESut {HEHCBORIUfAteRNPERSBe fidhfical BERighIPQinkilke UbMmhdn@mdiki Ch

execute on the conputer or other progranmabl e apparatus provide steps for

i npl enspding hetidenticyrpe highhsyimtasdospaenty pedfof monmg thedashments 18y B¢ bl ock
di agr a%ggé%,%glag mer@n&ngyorg%gc\é%%,ofggg@%gaa rogram i npl emented steps or acts
I'ne

may be C W operator  or human 1 npl'enented steps or acts in order
to carif@7out an BefeadigneFIGoR, danbther igh idviebstherh &6bigrmds prapmesdatfus

syst ens t hods and ut e rogram products are.herein disclosed that
) ot Cabpaigtis X Sorl S e e RO S S SRR L e S Be gy

el ectr @_ﬂit&n;cih%@&bY@ﬁMe wﬁﬁ%ﬁibfy@iiﬁwﬁ%bﬂ@id]ﬁ@éen%véﬂﬁ@ni THE B Paitud IO WhEt8 mha3r
predi ctlve and aut omat ed cgt&jl ng of electronic discovery docunents that are

det er ncp@AriseoerE thanoagomp togt ingldes a empufipg plafforny dh haiag 3t lepst eieghl y
st ml azjroc%ﬁsp4f5rﬁfji b /N9y @gé:ﬁf%%aﬁﬁéﬁ@&tﬁé irfv ﬁo%"i’BQ {Hay) takd t S
t he overal volune o current requiring review, thereby 1 ncreasi'ng

ef f i ci éreclprm bfa eeltbictidroservenyt 3G a4 ghosni iv ahd gescolkidng relateamte FIE. 6 hEortlzr éhet he

same representatian déor highly siml.ar, .t present Jnvention.adds

el ab PP Span FEGT bty s eautei ool A Bt an PR BBABRR 11 o1 o

revi ewghewi @i @wtrtgd thBIG.ae docunent and coding it differently.

[ 0066] O her enbodj nents of the present invention relate to systens,

appar at[Qg’?:/] met hodae memory 46 of apparatus 40 stores targeted document review assignment
application 48 that includes concept-based data grouping mechanism 50 and document review
assignment generator 52, Concept-based data grouping mechanism 50 is configured to receive a
plurality of predetermined concepts 54, (e.g., search terms included a final or non-final search
term set) and determine a plurality of data groupings 56 for a corpus of electronic data, such that,
each of the data groupings are defined by inclusion of at least one of the predetermined concepts
54. A corpus of electronic data is herein defined as the entire collection of electronic data
associated with a case or matter or a majority portion (i.e., greater than fifty percent) of the entire
collection of electronic data associated with a case.

[0078] The document review assignment generator 52 is configured to generate a

plurality of document review assignments 58 that are based on the determined data groupings 56.
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and conputer program products that provide for targeted docunent review
assi gnnents. Targeted docunent review assignnents result from determ ning
concept-rel ated data groupings within the overall corpus of data associ ated
with a case and generating the targeted docunent review assi gnnents based
on the concept-related data groupings. As a result, docunent reviewers are
presented with assignnents that are highly concept-rel ated, adding further
efficiency to the review process. [0067]FIG 1 provides a high |evel
schenaffocexginglg, anvaptaincamtadpaends, us whidh eclafa gyourenf; $6ois lgggovn tirmg opthedi ct i ve
and aut omat ed. codi ng of eI.ech\r?gﬂ:i{c di scover. docum%n%ss'8 In accordt e wth
enbodi ¥ BoryiReTy A dURpiZy GIPRTRY rﬁ%%‘ﬁ?%%%“f 1net HES ™ cBhput i ng

pl at f oy idclide pgtiéd off edsd grotsing 56,98 S8RF wbiispfod dfta BRAMINgs 56 that fresdrgerl d be
noted that apparatus 10 may cC [ t han one corrputigglédevi ce. For

onpri se nore
exanpl & SERPAN RSN - H}%’é%\?%%@e HEead oyt MoR AR IdRE CasERF 6N one
COMPUL kexd 83 i ARCIRIARA efiibb it ARCHITRHIEN £ At DEbuPRBIS6G24rh Alr AR

stored and executed on a s_econ evice. In _spec[ i ¢ enbodi ma_nts of
i nvent nombetd docyppentaenfie siag thaa e docembafraviod assignorntscis, emassignyent 3830 as

shown in_an escl.i in relation to FlG ut i.n evi ces _executed by
data SOy NP TGP R Pl hods Hie Wiory: SRR PR HE SHRF e

doc ]9 e Bize gﬂdit]ﬂtgasai@ﬂﬂnbmaﬁ gane dénmshi xghiemasﬁgmﬁeﬂtaiﬂ ﬁlajamcwdems thian dde and .
configured to.receive a docunent coding, input 20 that assigns a yevjew code
22 to Qa@igwlm%ﬁ@‘%ﬁg}é%ﬁ PRI TV %SS%%HW? maﬁiaﬁ%ff%'&#%ﬁ? c

di scovely eshShk8Bmd? 58 BECA fihite AR bIEumels, fob SxdnfNENDOOBocublftsRY 1 ew code
22 includes a mark. Exanples of marks include, but "are not limted to,

r el evamssignmeent pithelike it is conpeivebla that A documgnd ravigw assigningit Bgael, ihender tor ash,

L e e

subcat egixety adagwitddnadtaheherafatd gdreuging S@€spondi ng nmark. [0069] The nenory 16

of app s 10 additionally.includes predicti cunment . codi n

appl i ci‘_ﬁq%%’ﬁ 26, Rieetnee Hagla hapiies woberﬁf%aélséﬁfocgglaﬁw ?@fapafa_@g ocunent
SR | arsﬁéhyas?fb%kﬁﬁﬁé, cgﬁec?iﬁﬂ s&06e1 38K RARH wafhin £0QRAL cﬁécm/ér?%hﬁeéarﬁé/ al uat or
28 is confl%ured to determ ne that one or nbre second docunents 32

associ aysem whewntinEleebeacprling tolcabedingnis afdie presenhiavention: Theepneeies 24. | n
speci f :;'50 Fs”é%gﬂgﬁ%@ {oorBhidt MRndifA0h b bk Q&qiﬁ'é?r? dﬁhﬂo'dﬂ&ésh%{aﬂ%}’sa' uator 28
is configured to det'erm ne sane representations (1.e., 1dentical or near

i dent i edthin @f e-discavesidystetny Io adgifion togprbeiding rpegalkes dotail{ i, |3 Highlights vatier

enbodi nts of _.the inventi.on, .the.docunent si.mlarity evaluator.is

conf i areaate SrBeTEIEHS o e iBYARGORT T SHPAERis iRy ThSuds AR TINT O AAVRSsi s,

such asf&dmisiteided de¥ies M Preseappitihs, aniBitiods cARE MM ,R b RlorBay@si an
e.

t echni que anal ysis and/or the Ii In such enbodi ments a predeterm ned

t hr eshényifesm efgpaputingriexicés and/ or concepts nay be required to be present
in therggeend do y@ﬂ’%” 130 1241 bt d1 Hesired, Mahb Yndbib.h@r to
the fi r[st gocume(r%ltTf : %Ol?g]ng)‘%ggsgé@f%ﬁr#&ﬁ %6&?15 confl gurce to assllltgn t he
sane r eities awickppliatiass | Goreputing pldtform 12 includes memory 16, which may comprise

volatile and non-volatile memory, such as read-only and/or random-access memory (RAM and

ROM), EPROM, EEPROM, flash cards, or any memory common to computer platforms.

Further, memory 16 may include one or more flash memory cells, or may be any secondary or
tertiary storage device, such as magnetic media, optical media, tape, or soft or hard disk.
[0081] Further, computing platform 12 also includes processor 14, which may be an
application-specific integrated circuit (“ASIC”), or other chipset, processor, logic circuit, or
other data processing device. Processor 14 or other processor such as ASIC may execute an

application programming interface (“API”) 60 that interfaces with any resident programs,
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first docunent to the one or nore second docunents 32 based on the

determ nation that the second docunents 32 are the sane representation
and/or highly simlar. In specific enbodinents of the invention the code
assignor 30 is configured to automatically assign the sane review code 22
assigned to the first docunent to the one or nore second docunents 32 based
on the determ nation. [0071] I n specific enbodi nents, the docunent coding
application 18 may be i nplenented by an el ectronic di scovery associ ate,

such agoamenteodipghanplicatioprlSeopredisti vsaiding apglicrbion A ot thedile spredds thennent s to
revie I | ts, the electronic discovery associate my
revie&ﬁgﬂgw%g%gpgpgﬁ%?ﬁg%u set of the overall corpus of electronic data
associ §08a] wi t h Piveessarskt indlhdespredisirpsessiogslibsgstanpé2 galbadied iR Gardwvare,

b | t ed t.he. | | f electronic data tq.d i
and pr GTEBHE EIER AP CORneigns Bieree iR rln Pisfanerigpalgy of spparalis I40REI Cal or
near | y tHedspefability Hf 8 epphiathl Gha detwbik. | R exdniipls, yedtebsisd ABSREmstd2aldRINEN S

that are _determned to be the sane representation _and/or highly simlar may
be prelHtBg R printpBIng sARNLAIREMSHE sxgpngag difa “F@ﬂﬂéﬁﬁéét“@g‘ﬁﬂrﬁéﬁlcesan d

renoveg,f g Hlsfflfaﬁe ?@&’ﬂ@*ﬁ#@g@{“ﬁﬁﬁ %zl%?bﬂfcests& {005 ﬂﬁluﬁ?ﬁ%&ﬂﬁigfs%s'i&‘( lew

assignnents. [0072 e nments of "the 1 nvention, cunent

codi ngusadph ceritnasion ¥W§thrdegubenticnging applicetiothis, pheslictive oodimg appdivatewed6 aur i ng

t he docynent reyvi ew process, |n.such enbodi nents, once a docunent coding

I nput A chm?%%%V§§H'P5§H%S#PF?P docunent being reviewed, the predictive
codi ng[G8R] | cat | Gomahtet Slatfxraciy fiditvhallRclldeddtiihaniefidhgmedult 64t he revi ewer

to determ ne. and code docunents that are_ the sane representati on and/ or
hi ghl y & Sipdn hapdpvars, fFTREs aofeuare, andeompmationtereplathabenablést er ni ned to be

the saggmmaRicaiERbioh theAAH6& cotlidhbnts Sf ik hifardtBY1 j%)‘éa&@@l?% Wil same

review code 22 as the first document coding input 20 and renoved fromthe
assi gnetheridnyines in the elcoOMES discvgrst dysiems ks, eomghisatiinsmedule fremaywshideon,

once t Hl% r%ﬁﬂ%%dx&a?&'fpr&“}arné? %ﬂwzraore and/or combinations thereof for establishing a
network communication connection.
[0084] As previously noted, the memory 16 of computing platform 12 stores document
coding application 18, which is executable by processor 14 and configured to receive a document
coding input 20 that assigns a review code 22 to a first document 24 associated with a case
within an electronic discovery system. In specific embodiments of the invention, the review
code 22 includes a mark 66, while in other embodiments of the invention the review code 22
includes a mark 66 and a tag 68, wherein the tag 68 provides a subcategory classification of the
corresponding mark 66,
[0085] The memory 16 of apparatus 130 additionally includes predictive document
coding application 26, which is executable by processor 14 and includes document similarity
evaluator 28, code assignor 30 and, optionally document remover 70.
[0086] Document similarity evaluator 28 is configured to determine that one or more
second documents 32 associated with the case are at least similar to the first document 24. In
specific embodiments of the invention, the document similarity evaluator 28 is configured to
include hash mark checker 72 that is configured to check the hash mark, such as an MD35
(Message-Digest-algorithm 5) of first 24 and second documents 32 to determine same

representations (i.e., identical) of documents . In other embodiments of the invention, the
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is received, the predictive coding application my be executed on docunents
currently assigned, and in sone instance currently being reviewed by ot her
reviewers, to determne identical or highly simlar docunents in their
respective assignnents, code the identical and/or highly simlar docunents
accordingly and renove the coded docunents fromtheir assigned docunents.
[0074]In still further enbodi nents of the invention, once the docunent

coding jnput 20 .is. received, .the predjctive coding application may be
execut éilﬂc ent ﬁ‘émkfﬂfy ?Yﬁg’é‘gﬂir gﬁ é‘thPdégﬁPH Fy 13PbabHEY apalisss 7Hthapiscepiighiedtiodat a
associ eRfnik mEaSEchR baitil ' NGy i1y
docunents in }th{]gg!)}r.'gnai ndg_r ggg%ﬁgﬁggggﬁg%}sgﬁg%ﬁ oni ént?g?cg{aﬁ% d{éﬂaésﬁér

i dent i @y iagledorusiering) tochaiaye pealysio ¢ mashine deavongl? heyidjor Bayeds tethréqueul d al so
be not : i iLcati-on.18 be . execut.e
prinar%gﬁg%52%%£ﬁggbleme g%ﬁﬂhig%%ﬁ%%F§% 5SﬁﬁéHFgf%vw&&%?ﬁﬁ#ﬁn%§?¥§%h

| Nst anoe & canthinasien.o hosuck enlbodiments, & prel@warinédthrsidlo$ednch & adlaidigheqet 0 t he

rimary, dqc t reviewer, rovide verification/confirmation of the
Thit] ah&%ﬂr@wo’ﬂ%@ tﬁ%&%ﬂ’r@%ﬁ‘ o, eﬂ‘?f@“ﬁb’ibﬁéﬂ}maé& esepbig thgseondrhys, in
cert ai @oQHagBIENé3crqbr {t BEbd dustiRl hhty diBaPberl &ist ¥RuemuUEnt coding

application 26 is executed after the 'secondary docunent reviewer makes the
docuneh?08¢bdi ng In #iittonpig, certaia embedinfantsaf thenavention, agonfidetica dgndifatarsé

docune ' Ld.erl bodi ment s .qf _t he
mvent gy D6 deBfil e etk Py P hocublchls T el S SRR SR e

pr edi cindietaabyty seqpplileat same B&ed sn eneauhed padhability helysis, sorh s dosioAmnt

revi ewer , nmakes the docunent . codi ng.input. 20. In such enbodi ments, the

det er ﬁ%g?ﬁqg%a"(i’?ysfsd AYSSt fechpiape @I?ﬁl}gﬁl ‘?rﬁ]i“leélfe' &Bé?ﬁ?étlf’]ﬂ f‘én,rg)"tdﬁgefﬁ%&i%g of the
i dent i eadfidehcdingidhtyr 86 My Abeddlo G4HIR B Sxctbd AplchfehAARI CRBRRS thrlolExi ewed
docunent  and/ or the renoval of the documenjt} from assi gned docunents and/ or

the coPplssiase sesanddpgrnent databadsrmed bighly similacte arfasy documenti24 ferthat i on to
. tam . o
' ecel Phubsd &%uﬂ)%ﬁeamdg%?giggg%éewﬁﬁ do%QmQﬁt \Lia?m@%&lﬂéf?é%e\&é)ddepa SR AS ' on

Near real -tinme is erein as the tine required to
t r ans nidsgineent 2 dingltea embodiessisnthe tonfidenckintiichioe mag be peaented watelcnenineeded
to carny qut the

.act | f deternining the identical i ghly simil
docunmeireahids3iaE nd Jieptieiesa A Fhlnithe g gt §F pesphadeimelid Fnar o
removi pgchi béeveasireiirity Hahihd fist @sshenest id SviB #rQhe R eoieRUS of

el ectron4c data. [0076] Referring to FIG 2, another high | evel schematic
di agr af? eszzpresent ed of an apparatus 40 configured for targeted docunent

[ evi SW@RS] ONTENESdd disighor 0 Eoitufeddh SEAMANY s NSO o 35 gﬁ@g@%&“ th

enbodi nents of the preSent inventlon. The apparatus conpri se
nor e t fitsh deqencobipphe pregordeart secondl deduntrats 3 teserburt tha detptnainétoomrthatZhdravi ng at

| east ¢ nd. a nenory 46. | i f.1c enbodi.nent f the
| nvent oo ARSEEREZ ik Ag SR ERR P e MRES, eIy e B Fop ingtion
shown ofthantrentbscthe badt dssighic|3atis eonfiparedltéautbmafrtllyRsig e sBRPAN RiWds hown
in F G%%l may . be g\ﬁpfigcured to include all or a portion of the
funct i oh&TSIEPHY BGATS Aerunsat o theans ¢f mere;scopnd dogranis 2 besedon thes of
appar agistsrftathor es targeted docunment revi ew assi gnnent

[0089] The predictive document coding application 26 may additionally include

document remover 70 that is configured to remove the second documents 32 from the pending

review documents 88. As previously noted, the pending review documents may be the entire

corpus of documents associated with a case, or a portion of the corpus of electronic data

associated with a case, such as a document review assignment currently being reviewed by a

Teviewer or requiring review by an assigned reviewer.
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application 48 that includes concept-based data groupi ng nmechani sm 50 and
docunent review assignnent generator 52. Concept-based data grouping
mechani sm 50 is configured to receive a plurality of predeterm ned concepts
54, (e.g., search terns included a final or non-final search termset) and
determne a plurality of data groupings 56 for a corpus of electronic data,
such that, each of the data groupings are defined by inclusion of at |east
one of predet erm.ped concepts_.b4. A corpus of electronic _data . is herein
def i neg}@(@] t he e),tq_ﬁppgﬁggqnggﬁw Oggleéli“@&l?‘bﬁ‘i‘ }Yhﬁgtﬂéf: r&_%@&‘i"é? 2tasipeipfed, case
or Nt &&th da fifdt dGLAEAT22 P8Pl MEel malk, thprB@t®e dRaRcAt bl REFIREA 20 the
entire collection of electronic data associated with a case. [00/8] The
docunefiy bewrrlivdaswisyethennendiag enses oy ths pleponiodi¢ayaryexystem ipavideher corpus

pl uralj HOER i p§ﬁj . t n _t.h

deter mb%ééoég : g‘?g&gr o&%?%%é*‘%? o%g%gghrr% |‘SZ;§6°.5€5%§ or aﬁ?\&gﬁ a&‘gfnﬁ%kr?? & in

whi ch aridiktgad gr anepiastgprtatics ale@vnsistently frivilegedakrdshall casebarmaferdmahent s or
file size than the docune revi ew,assi gnnents 58, .ap assjgnnent. 58 may

| ncl udS SIS SRRVt OBER AU 1 FAEkacr PHSHSESS. thEPregisties gr oupi ngs
56 t halodinfent &Y applcatiod 26 ch@Pe &HRBuRS atB8NEINaSes B matiBR ifl Ae21QhOMPI NG Wi | |

be spread out across nmultiple docunent review assignnments. |In other
enbodi HEFRVETY §ysteHpP drtermiag identead op hishlysémilay dogwnents inj qther spses/mattershe nunber

of doc t ANNC-TEY I : . 3.158, an
assi gnne % t@%q{#gybéeﬁc ?Aﬁlﬁaﬁ}?ﬁvﬁ)ﬁccﬁ%@%@%agﬁéé{&ggﬁ %}' ﬁ éoﬁh}:‘er?illgr/or ds, for
dat a gdowmpientyan el dte ciher cawwaiatier and remaee thh docunieatsdfesh gremendisg dliievw he

docurnent revj assignments 58 may include nore than one data groupi ng 56.
In adda?‘i“(‘}???{s?fyméaﬁg%ﬂﬂgﬁﬁsegl@\?f’%w assi gnments 58 nmay be configured such

that epmb1RsSSi gNREMEIngSo FBES. £a AloW digsritH M @pichdd HAGHERS S0 fof predR¥@EP! € 2, 000
docunents per ~assignnent or the like, it is conceivable that a docunent

r evi ewcding of fhestronisglisegyery documentss in ascerdarsg vith gmbodiraerts of thepigsamber of

doc UMt Sy ridaN A8 @e, 8 S i i B fo £ nd a
portion o?lélnot her11 afg 8‘?%“?%9 Fg?%ggﬁf%%ﬁﬁlggctggéﬁ)laéﬁ%géo%s Sl%n is a
nmor e distredeived. Bheolidst dlicagentnis efsocipiod mathurscaddimatserotithirs an électromicadidoeery

col | ecti on rver.. 130 epbodi ed.wi t hi n _el.ectroni c discovery enterprise
cyst ent el PO e e SEg e, BB et e RRE IR S SR ent i on
The appsathatdisewl dslieingaycacthilganes: & :ﬁmwhd@taiﬁdwnéﬂefﬂ £ag pRividedorkul kK addi tion
of custqdians to cases/matters within an e-discovery system In addition to
provi dFUPG2igeUR £ra 1geesiiye makG 3 highl i ghts various alternate enbodi ments
of therg nti ong, ik PR3 L ] e of
conmput Eadroigggd de\r/]Iiﬂ ce. 'Il:%e prﬁiﬂﬁd@%ggﬁgtphg{é gﬁrégetrlrlglta %lglgenggé\(ﬁ%églfgg?@?{%%s be
per f or reseiveshframanfelactrowit dsoonsuy associaterducikeas § GBS 6RAIYRS, iop &y wsigeing 30 i ncl udes

conput j 2 1 can recei ve .and execute, rqut.ines .and

oo c A Ael - imbOR PheheS e B EREN T SRR ey conpri se
vol at i hs3ocintd nagiexew atd telenpymmallysubseti 65 tha Svéral dorpns §f eddttifofic dapnNdaFtaricess
menory M and , EP EEPROM fl ash cards, or an% menory _conmon to

conput BHh HleAapgandsubsegrentiyidentisplnrjghly sHylar deopmaats srredcirmpsaand pesh nenor y

cel|'s, cQfed T E oPEll 86PROSBIMtBhicldafl | ary storage device, such as magnetic
medi a, [q%gtical medi a, tape, or soft or hard disk. [0081] Further, conputing

pl at f ol9PIAD al sdnjother sprstliqmadiments afahe wisthot, the jodhmenhcoding input may be

received from a document reviewer during the document review process. In such embodiments,

once a document coding input is received, identical or highly similar documents are determined
and pre-coded from the documents assigned to the reviewer.

[0094] In still further embodiments of the method, the document coding input may be
received by a primary document reviewer or a secondary document reviewer. In certain

instances, the secondary document reviewer is employed, in addition to the primary document
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application-specific integrated circuit (ASIC'), or other chipset,
processor, logic circuit, or other data processing device. Processor 14 or
ot her processor such as ASIC nay execute an application progranm ng
interface ("API") 60 that interfaces with any resident prograns, docunent
codi ng application 18, predictive coding application 26 or the |ike stored
in the menory 66 of the apparatus 110. [0082] Processor 14 includes various

processi ng subsystens 62 enbodied (n rdware, firmmvare, software, and
conbi ndt¥ohs: tt"t%?vé‘gef ‘,’e‘%rz‘fétt‘o W&%atqug}éﬁﬂqagm%ﬁf@d%ﬁiﬂf&me 130 and
t he opkiahiy ddcnmeht fe8waed PRHus!iH Ser®lin BmBSAIMRA of ﬁﬁ&n&ﬁ@?ﬁieﬁlﬁeﬂfﬁﬁﬁ&‘?bf& g9

subsystens 62 allow for initiating and maintaining commnications an
exchanddanticd andlonhighly simitar daeumepnitsie snade afterdhe sqeondarndocyinent roviewermpkest s,

procesgi \V -1 D V. eliNC e, any, sybsystem used in
Con; unoid doeBHEREUERTRE WhidH T Sbodd b i ARG AR
appl i c@bcwmen? Eeviawes isimo spaphged, shaodetanination of Rentidabaeiddr HigBa@anput er

platform 12 additionally includes communications dul e 64 enbodied in
P cna R R S AR BT SRR RO B o S FBRBFent FRllnpath s

© CONMMUNIEE¥IS) ONS  aRBRYerdt D&, dhdlor Ridse SLOMPARNMRNRhsdbbBteaRAMN BE Hike JR0. _as wel |
as between the other devices in the electronic discovery system Thus,

communideigrmised tedeat Eagsitiar to thelfiigfelopwaente fuspsrifie cmbodiments, theiseaondr e,

sof t wagg..andt : ' establ i shi. e kK

cormunidg%t | on@%%ﬁﬁggflﬁgi\go%&%%ﬁ@ 9%‘ Féee?}.{%lﬁ@ﬂ@‘ ’ﬁécfeghﬁ’rg% %etﬂ?rehr\grrg?%/c Iltc')f
conput imgpcpleadbbdinments2 tnpassoncd hasteveiues metiyrig vagatdkeatd deterhihe thisate i S
execut abl e by.processor 14 .and copfi ed to recgej ve a docynent. codi ng
ot SRR R EREP fmpayRatts S5 fhe et e PO o Tuduedte domisSlia B e
Wi th ahiphBesiiilhdByingdlengdngas pRBhIiliE] SRBMR! $0ck mlﬁmﬁﬂ%&gaﬂts i‘cﬁje%;ﬁ,in@acﬁiﬂ@Odi ment s

of the_inyention, the review code 22 includes a mar , i'le in other

enbodi HBHIRE Fayesan teehpigyes onthe ke dp further sushembpdimeats piedstemined thredokdsd a
tag 68 | IOVl : : | £ ' f the
corres Bgﬁ’gﬁ??@%& %é%mfg%gg]%e&ﬁ%ﬂ@f@Q (ggtgﬁ%% é{{r;ﬂ:gltg Eido&@ ggéé%%ﬂ % 1?10 nal |y
i ncl udeslepfasdiccterana dboamengite be deemed highly similar to the first document. Moreover, in

other embodiments, determination of the one or more second documents may include

determination of a confidence indicator, which may serve to sum the probability analysis of
multiple probability analysis techniques or the like.

[0096] At Event 96, the review code assigned to the first document is assigned to the one
or more second documents based on the determination that the second documents are similar to
the first documents. In specific embodiments of the method, the assignment of the review code
is automatic based on the determination. In still further embodiments the assignment of the
review code to the second documents occurs in near real-time to the receipt of the document
coding input. Additionally, the method may include removing the second documents from either
the corpus of electronic data in which review is outstanding or the document review assignment
from which includes the first document or both.

[0097] Referring to FIG. 5 a flow diagram is depicted of a method 91 for targeted
document review assignments in an electronic discovery system. At Event 93, a plurality of
predetermined concepts associated with a case within an electronic discovery system is received.
In specific embodiment of the invention, the predetermined concepts are a search term set

associated with the case.
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codi ng application 26, which is executable by processor 14 and incl udes
docunent simlarity evaluator 28, code assignor 30 and, optionally docunent
renover 70. [0086] Docunent simlarity evaluator 28 is configured to
determ ne that one or nore second docunents 32 associated with the case are
at least simlar to the first docunent 24. In specific enbodinents of the

i nvention, the docunent simlarity evaluator 28 is configured to include

hash m@@ hecker, 72 that is c,onfﬁiﬁ%ured to check the hash mark, such as an
MD5 (M - bi gddEan or # PIHFAE) Ofgfata grpupingsre defeupestigo scamun pEcae t o
det er MirQGred %Iéétréxﬁ@ﬂﬁ.e%&itdf%ksdaﬁdé grofpings ard asﬁﬂe;a@y)m&ﬁsi&i)gﬂﬁrfea&sone okgleot her

enbodi nents of the invention, t docunent simlarity evaluator 2

i ncl ud@sedsterningd cencepts.o dabpdcifioenhrdingends ofthe inventianshedatd grpupieds 4are det er ni ne
hi ghly si.m it al.ysis, Thus,.sim./larit

pr obabidlﬁée%dng{rllg?gﬁ%i?ﬁgﬁa%%b%ﬁg@gg?gpéﬁﬁé tl%gr}]glmi/ugé RhPgLe™ } lf’éyé?@m%?’/ thri?‘&chi ne

| ear ni ndenfifiendedd groufiayeisisedion pretictetniteddvabsfis Withi agnclipiiig.a sim | ar

pr obabi | i anal ysi_s, ch _of whi may be i mpl enented individually or in
Cons: nddtssd AL Exent S e pifico! ‘E’%‘P@‘&é?‘@?‘ﬁ?ﬁé%mmﬁé%%?naf%@ bagefkdn as a
wor d/ pliagerhiicdsianl Hodingsa I OHEAPEMBAN ASROb NS vRhtid) goél.ﬁ'll%%ﬁt RkwPe

required to be present 'in the second document 32 in order for it to be
deened apsigimsptssinpiiieg finige nunebet iof decudwaisnion exazaple apreodTptely 2600 dicumentsn

et or oo 1R TFRRA et I S R DB GRRl SEREG 1 BORE Rl MleuliPalTB o

conf i deize ¢hanratiocament redyw hesignneent) fonel enmeresinotmeitaselv assigintenes wilithdude

probability analysis, such as clustering techni gue anal ysjs, .Bayesi an

t echni §Part r})%q%? YR Ep R‘E‘?hﬂtf‘?la ?qeglegna@%.g;uﬁgﬁf g)}/lf’tnﬁjéld‘é SP€nce

i ndi catdgia gBéupityY REfEerisPediBPEiaes SX GREGh Add gféﬁbﬁ% 19 sefletPntinterce.
threshold in order for a second docunent 32 to be deened highly simlar to
a firstogseenieefiilo size than g decysugnd sevievo fssignmsnt dpeuany revigwassignmpes @y ond
docunek ' ' c e Eﬁl{rg )0 ot her
enbodi Frqjiecrllﬁtms? tﬂ?&ﬁg%g %%glﬁ%%?édﬁ ?ﬁﬁdﬁgggéﬁor%ﬁlgénﬁsé%g%%g o&gﬁl%él T&CtY oni ¢

di scovessigmsmizcineltide awmsisteanfimikesnter dédeumenias 4 dovuaent reviskekdigiménae second
docurrent(ysll))l 3(? reach a lel'f\gllgl %1;1 sim'l.aritX with the first docunent 24 in
order {5 PIPIUTEAPCOD POrRETRlE dpla Fr RIS dB¢ 3 POTHOBE FEABLIPWING 30 i s
confi ggoEA0T O asak gRtidnAEREANBY, Ry Hlamli 0ddmaR T aaR dssi Pintch abd s8inélpcunent
to the one or nore second docunments 32 based on the determ pation_ that the
second QB AliGy of dosument reviewersrauch tgt essigningtaf dacummmt Bview esiepmentsis ar. I n
speci fi i f j N J i i nfigured to
a0t ot AT SRR e aro i VB hcotle BT, G B0Bh A bR | Gocument
t 0 t he dorienayt ravigveassigowruks thet inebide 9 peRidpad ¢ sametgnapiies are assigatd trma same

document reviewer.

[00101] As a means of providing an overview of a composite, enterprise-wide electronic
discovery system, which may be implemented in conjunction with the computer monitoring of
network status described above, FIGS. 6 - 14 are herein provide and described in detail. It
should be noted that the system shown and described in relation to FIGS. 6 - 14 are by way of
example only and, as such, presently described embodiments of the invention may be embodied
within other electronic discovery systems or only implement select portions of the electronic
discovery system herein described. |
[00102] FIG. 6 illustrates an exemplary electronic discovery system 100 in accordance
with an embodiment of the invention. In some embodiments, the environment of the electronic

discovery system 100 is the information technology platform of an enterprise, for example a

22



[ 0089] The predictive docunent coding application 26 may additionally

i ncl ude docunent renover 70 that is configured to renove the second
docunents 32 fromthe pending revi ew docunents 88. As previously noted, the
pendi ng revi ew docunents may be the entire corpus of docunents associ ated
with a case, or a portion of the corpus of electronic data associated with
a case, such as a docunent review assignnment currently being reviewed by a

reviewer .or requiring review by an.assjgned reviewer. [0090]In specific
enbodi A& %ﬁﬁﬂ@aflg% ﬁ?lrpemfl?ﬁﬁnam@deg AETH B CHEE: Pechiasofidt ed wi th
the fi helwoloSHRRE Hevidesi® céinMihivitlROReth SRS hothbN\SycPh 8Ghiuhi¢a HORMIER! rgodi ng
application 26 may be applied across other pending cases in the electronic
di scov @asficelgs @p glertionih diseovarcoapgsment senykt Bl atdeast eng datrhiase staten 12kiast s or
wll ex] : [ Sl taQr [ W | d in one
case otoRkipnitofval T36RARHARC BACMATRUBp 3 o ehclBIS e BRIt} Il o ')

t he el etleashohepaseabmewyrksyerbgnarealindst leastaae ahgatnnwotk st@ageaed as
privileged,. the predictive docunent coding a ication 26 can be ecut ed
D o Slfiprist 85aT i veray b A eoREIb e e Pt LN St By SR d et o m ne

i dent i gAd a Ringhb@hhtwoikBidrade SLAGSHIEDD ard 4N BilcbAmMARIASE SRS hebamuARalidn t he
"privileged" mark as the review code 22 to all of the identical or highly

si mi | aPeioek it Ehej commynicatien aetierk HRgnay bra visle asacichweerisiiaclidiog thscunent s
fromt [ | 4 I [ e(d case/ matter.
[0091]gg?ggggﬁgﬂ%%@¥¢§§hgﬂg #|o&?85%%%§%$?§%§%8f%§%§gof a nethod 90 for

pr edi c{00163odi ngs eliovel imdhe bnclcdidgramofdi (. Aothe plecttanic discoveyangmapeenti t h
enbodi nent Bf t he present invention.fAt.Event 92, i go unment codi ng i nput
t hat a§%‘”n"8§1§ TR MR IO EHAM AP 10 Heeh intgriac d 4% Peg™MOThe £ st

documeBinbb&inRESOGE lcbonit BlbcefAEMFBMER et Ni0Ns 3WeBlsGS LI 18R Bn BE SCOVErY
system |In specific enbodinents of the nethod, the review code may i ncl ude

at | eadfcesied Vit Reproprer- M opepurigde embpdinral darclestronisadiscossy mark and a
tag,  vhghidhdit Ll 1101 GRdidl wloh SERLARA Nay ¥ acBedk SRR ERT X-

[ 0092] | urther specitic enbodi nents o thod, the unment codi ng
i nput beywsbeon emechisgiwithiorthaentebest rlhnoughdhsdestmnic dissoayatanagsuamh as a

case anal yst rior.to.assigni ng docu revi ew.,assi gnnents to. revi ewers.
o SuoRelg: e iR A ey e rRstEd eyt B U B g Hend code
a snal klestwhitetis@fvehngoceim 41l srocdss defcrdbe Bére@nhae afihRera®IRGED! € W th the

case agg subsequent|ly identical or higgj%@sLnilar docunents are determ ned
and pr BlUSBREE HURAsTS Hananhsaspymeddierrina thet the pmarsowies ingrsecding Fatigby 5T ot her

speci f ifter@RR 98 MBRlEdyek BF cARLBB of thh Sol P RR seFRE i Glch L difBNRP

management role, and hereafter is referred to as the “e-discovery manager.,” As discussed in

greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any
individual could use the user interface 118 to perform the manual functions herein atiributed to
the e-discovery manager, and, indeed, that an automated process could perform those functions
as well.

[00104] Referring again to FIG, 6, the electronic discovery management server 110 is in
communication with the database server 120 and the collections server 130 via the
communication network 102. The database server 120, as shown in the block diagram of FIG. 8,
is configured to provide database services for the electronic discovery management server 110,
including housing the Unified Directory/custodian database 122, which includes data relating to

individual custodians, the case database 124, which includes data relating to particular cases, and
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received froma docunent reviewer during the docunment review process. In
such enbodi nents, once a docunent coding input is received, identical or
highly sim|ar docunments are determ ned and pre-coded fromthe docunents
assigned to the reviewer. [0094]In still further enbodi nents of the nethod,
t he docunent coding input may be received by a prinmary docunent reviewer or
a secondary docunent reviewer. In certain instances, the secondary docunent
revi ewer i.s eq@lqye%, bn %S iti.on.to th prinﬁr¥ docunent . reviewer, to

pr ovi d&RGURE FILCEHIIS KRB ARt HiEhinstudehdats ieating o eqllspliRps beingvadertkement by
the pripgalic/coll eQIbNE BrvdreB0 e VIRICh of ﬁ@?@regﬂngﬁﬁtéﬁs& WiR tHeRbbaseRbrneh 2078t hod,

the determnation of identical and/or highly simlar docunents is made

af t er diseussedigrigtail\belone Utrslirmuld ks ynsgrstooddlias snuitipde dashase servarndouddbé nput .
Wil e | i i i ondary .decunent
Fovi cneleRyBElsRIPOEY SRRt dpfbast O ILrerde WY G112 RE6RASETE sEREL TP

si m | ailltratiseent! som@nivackepapdses oilipe Fpr éxampie, thedinifal Diredtd:gVIRL comies t he
docunent cadi ng,input. [0095].At Event 94, ong oy. nore second, docynents
ocont Roud PR g AR serte and HaiomBpine rellecig M Biat 26| DG b TS i oot ne i 1 st
docuneghtabdsB s&p@ci fi ¢ enbodi nents, the second docunents are determined to
be the sane representation, (e.g., identical) as the first docunent. In

such ef@H8fhent sRegxdapaf thegwmber atdaabasy sgaersamploxedyit dantdbieshof o det er ni ne
the sa i : i . . ond
oo urre o ROBRERS SR oty ihfenfBbh iy B ABAEN) Suloide SpBEL AP0 (bS8 PRECTY |
anal ysistabase edrversl 20 lindsperrdeniy. t Waia coptieian dacii theUhied MiregtorBi3esidanse

techni ques or the, |ike. .Ln fyrther such odi ment s edet er m ne

t hresh ?aén%feceﬁ?rd&&'}’asﬁﬂ?éé’@%&m&‘éq OLEGHE W%?%éia%aiﬁ*@&mﬂlgg i ncl uded
i Nt he ef@Ee vt CUsBEAnY dte NsHREd Idfartidi®ir 28LONMstdQIBHIRRY bt Makedeened highly
simlar to the first docunent. Moreover, .in other enbodi nents,

det er nPiPataldn frgm qages. dherelire.dica acaseis dnitidizadand & cuntdianis pesimed ta the ni nat i on
of ac F - d Nl [ t i |t | ysi s
of mul ? ﬁcﬂ lgﬁ)g@g%%dgﬁ ??58{5%0%5(5‘%h{5§§ﬁ%%’3 s?lgcraﬁt efoﬂﬁagﬁ&%ﬁ%’é&'&as&% “Event 96,
t he reby 8w alastteniadiscovesyimanagehent sersr 1@ tuthe bnified Risstogné2l inahé datase or
nore secon (o]} nt ased. on the determ nati th the second docunents
v e s Rrran2f g6 aiRe BR SRR k. Sfie” bbb AR v b ERGReDhe ot hod.
t he assiagageehito e chdee revi ew code is automatic based on the determ nation.

In sti Hﬁ) further _enbodi ments the assignnent of the review code to the
second 38enent sFHteRere; i addifipn foseparatipg(bupaliovang binkagp oD spstedian docunent

codi nglﬂaﬂ%é}nen%ic%eqﬁﬁ{a ¥meﬂtg)?odg§steg',%ﬁd ORYistuf3cd YR Bgtﬁ%\a}ge%?éﬁf'd

docunments Tromeither the corpus of electronic data in wWiich review Is

out st apuicergesaelatingtodbe aetination efdabwirers shgodiemstofage incalivmshiuing tledesid he fir st

S e BigoVenP b oo L PRI b Wanberkd Panobid R oI AT piHEL' ! o7 T @
this regard, the data collected from a particular custodian is stored separately from both the

custodian information and any relevant case information (as discussed below, it is stored in long-
term network storage network 190), but is linked to a custodian, which is in turn linked to one or
more cases. This is advantageous because in the event a particular custodian is assigned to
multiple cases, data collected from the custodian may be shared with the other case(s) to which
the custodian is assigned. Therefore, the various processes and components of the electronic
discovery system 100 may be categorized within one of case management, custodian
management, or data management. And even though cases, custodians, and collected data may
all be managed separately, there are necessarily links between the various datastores to allow

management of the overall electronic discovery process.
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docunent review assignnents in an electronic discovery system At Event 93,
a plurality of predeterm ned concepts associated with a case within an
el ectroni c discovery systemis received. In specific enbodi ment of the
i nvention, the predeterm ned concepts are a search termset associated with
the case. [0098] At Event 95, a plurality of data groupings are determ ned
froma corpus of case- related electronic data. Each of the data groupi ngs

are defj by i i of at |east one of the predeterm ned concepts. In
speci fi[b,&_éﬂl)odi n&iﬁﬁ@ﬁ%e invention the data groupings are determi ned by
i mpl emR0siosy. CONGAR féBrd € MistddfidnHarla86HaH 1 UBSdRYz 15 OHRe aa%a%&@&ﬂﬁ?hm que
that identifies data gpupl ngs based on predeterm ned concepts wthin a

gr oupi MEEsCRODeD}ign, s/ dnified Piregtopl/enstodianydatsbasgd 22 irewses indvinetion sdatipgtent s ar e
genera : i . r ings, lLn certain enpodinents of
Phe 1 nuikeRaRa R i8h R AR Tk R IBURCRPFer o o R oY
docurre(Tihs infbomatiex ampddein alpp nified Biret 2] 200aydiaclude for & partichiae chstddan, for
specific i@st nces. .in which a.dai}a g{ougi ng .i,s larger in terns_ of
docuneAEERF: e Fesiodianss Rame, Pl GWRAR reseyrevidetifiey ue nypdenior fishe

docuneRrnpld¥t 8Fthd SteHREBHNEApIhbntlIRGHYE QloaR0 tinh® BdfEssés, d8tRrighQpPi N9
(i.e., multiple docunent review assignnments will include the sane data

gr oupi Adgntifigationnesrsonplecontnuter(shaanag ealbs of retwhikstoragegieviseynssdpyithe i s snal | er
in ter : i i [eyvi.ew i.gnnent ,
documenre b SEHIEEL Snhka DHV 5l Hondesibed kAN SHRURABEFLED R, 11
addi t i ompagans, iteast mambers onsubbiditetédhand aay owat infeinatm hashanberlsantne thede a
consi stent finite nunbe f docunents, a.docungent review assignngnt  nay
el U ERBRET P SEE e B UGPSR S AR Ao Ak COMORRe i dat a
gr oupi Réme ERABdAREAS, O UndRaIDiROM 19Pmal BE ofthakizéd drbi¥ndthe RGHIRRburE&VI ew

assignnents are assigned to a plurality of docunent reviewers, such that

assi gniidsgliber. Yt oftbpinforaptionrdalingdn hewitke Usifisd Ditgctory Bods gensrasel] idat a

groupi RASH- i 1L C s I £ ¢ r ument

revi ew assfﬂgﬁ ﬁ%t@ % t{:ﬁ%ﬁﬁ?@%%@@%ﬁ %I%ra ?‘F%ﬁmg?{ %aﬁ)gség%%%&&ﬁg&gr e assigned
to a saferngbiounent revi ewer. [00101] As a neans of providing an overvi ew of

a conmposi enterprise-w,de. e] ectroni c di scovery syst i ¢h may be

o o | o B et b B S AR et B B £l Do o SolTRY o1 ot us
descri baslera0oveay ifdefiice With tht4ompBtch it RedUreld KklEnANSsARTS E&Iﬁﬁﬂeﬂ- Hstegkai |l .

It shoul.d be noted that the system shown and described in relation to FIGS.

6 - 1405108 CBITRIES (otory thmigfosmatien, framdhe buman rerpurges databaseyinieibe Lintfisd
enmbodi MERLRHP{22t R sblY %?]Bbcﬁﬂle?@,ythp@le@t 98&9}\’%&9&&; B8 SeSELAL R fso

di scovery systens or only 1 nplenment select portions~of the electronic
di scov tgaph gytdo emetvark ditcatierycyuch esl Windows Active Directory, to identify network

resources related to particular custodians and integrate this information into the custodian entries

including the copied human resources information. Information for the Unified Directory 122
may also be obtained from the managers of the information technology network, i.e., those
individuals responsible for setting up email accounts for custodians and managing the various
file servers of the enterprise. Furthermore, in addition to retrieving information in the manners
described above, in some embodiments, information in the Unified Directory 122 is generated
through applications initialized and/or deployed by the electronic discovery management server
110. In particular, in some embodiments, as shown in FIG. 6, a profile scanning application
112, and a mapping application 114 are provided.

[00110] The profile scanning application 112 may be deployed by the electronic discovery

management server 110 and is configured to crawl the communication network 102, scan each of
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[00102]FIG 6 illustrates an exenplary electronic discovery system 100 in
accordance wth an enbodi nent of the invention In sone enbodi nents, the
envi ronnment of the el ectronic discovery system 100 is the infornmation
technol ogy platformof an enterprise, for exanple a national or

mul ti-national corporation, and includes a nultitude of servers, machines,
and network storage devices in comrunication with one another over a
comruni cati on . net wor articular, an electronic discovery. rmanagenent

. In
server taeietﬁl,teralesqpéasgflaﬁ&ﬁlélp Fafdsmddeapapit iofe datapase saven bfddadiiyes 130,
ent er PhAfSAnARh H0HR|ca@ PR ul: SsudltBs coRiPubdrRiing Gnd TP £105QE \4AH 3 116Gk a1l Ncl udi ng
at | east one personal network storage area and at |east one shared network
st or ag@rdHesainchying-dspiograpbisainforaiien.d onsgwork usoridentidicatiors esseriotsd vatr ver
170, a_.short- m ' | . t e . st.orage
et vor 08B THL AR, Bk ditbodilil td GRAIC LBPIIRLEIITR A8, e
comunibe aird @ntha elevtporic di8Gverymiragemwitdervar Hd, thetcoldédtion sa@reérUdONg: dnber
Internet, a |ocal area net r§$§@%intranet mﬁrehess etwork, or the
like. [HBTIBRCOTHBMHCAIAT PO Insapgr sibafiments, the profilescapnitd r oni c

di scovepplidRAATENE RirtheeENBTgulel Qo RicANfyIRa t4aGhit i the hiiAeR. SBIGISTRM mbLr Vi a
user interface 118. In sone enbodi nents, the el ectronic discovery

manage fgsHat dagspad timaat jwdhich apasticpdanpsefile pas lagged pretodbe mwehine. vWhem web

br owset ' ' troni ' enment
ser ver i RRFIRAlE b3 aRlouFRARbIRTL reck VB B) BELARLS SEhEE PR LRRERCCT
web br esseri2fnses thephfiteeinfarnhiion, théchaniyempluds severbhosen glentifieatioh< ¢4 kgni ¢

di scovery managenent, sewer 1 the user.interfac 18 may.be. presented to
2 user TR GoTmBEEie (ot cubiiags Myt T aduRElRy (2B SedRes Y b ISE % and

al | pr enassefiods STHd hemafiaeRicn 120ahy ake rdcbRiEh @Rdh JubRHRK R enfrlin ihkfUssfidaat i ve
purposes, it may be assumed herein that the primary user interacting with
t he us&“ePtﬁﬂéH)e/fé‘élaitlt&}W the gAMPHST Wpbeccessed b thesust la@fac@qx@ng@ﬁa,vamofﬁmo
serves; e 8l e a L. S:.Leferred
o no RomRBE ARG by B YR FRARE IR okl 12, " TR ek W The
e- di scep@icytiomhi2gatimately generatez e lishe pessenalicnimpnemosed BBedch cnstodige and geis

cust odi.ans, collecti,ons, and collected data. J,t .should be, a eci at ed,
o oo a8y SRl B0 e oo f 8y riHEE ik & peliford L Pud g lBlEd 2Lrf oy m
t he mamashiné()ie iifAFeh ek disdudtd i dewliastidw. t he e-di scovery nanager, and,
i ndeed, that an automated process could performthose functions as well.

[ 00104]984 &k r i nginAgseTHancs wihgoms embedinasnéscqfithminrentioncthe aapping saRjicaton
server Iyafid Tolpanstip] | i t t [: ; he
co||ec€%%%§b§%%€gf 130 Jﬁﬁa?ﬁguggﬁgﬁﬁﬁﬁg??ég@%%fﬁ%&f%%%g%%gﬂgggg%%base
ser ver sa2@s 1 5@ rosidingoni the térembhigationdicagorktDd to ot Ge ad] idiewtify dinf paghuofohyt o

provid t S ices for the electranic discovery man nent server
RTINS R R RS T e
i ncl udeactdaklasioelea hied gssooialed thithi Akigdle 0468 nddiradis dath BOncaseridatabasie 124,

whi ch gnclu es dqéﬁorelating to p%Lticular cases, and .ongoi.ng collections

dat abaS&SIER IR HORAR Prere@aat & thefoum K gefork Hprage drdsrs op &ldas oreibet aken
by t her&Gehk&Gk#IARS neRF¥R Sork3 dehi@Sihdhay hieref A ULl kAR RY pwﬁégéb n the
dat abase server 120 is discussed in detail below It should be uhderstood
t hat ned thHigheSpaeasabaseordiag vedigferant erdbésimentp thy mdpping eppdidatidn H 4gnaychee

dat aba r adqrefere 1.0 t e server s fo

[ ust PR BB oef hARaRah ol 8881 0. BB PHETER SR Tl Sianbhec

Di r ect seryerif theconinthnbetish aetedrk 102018 solat ahbsdimsak e napping Beplkagei g

col l ecti ata 126 could be stored in anofher database server
1sa 1ndccj>ws serv120e that l1'Is schedeuled to execute througlg use of W}n ows Scheduled Task., As

the mapping application 114 crawls the communication network 102, it is configured to examine
each file server and transmit to the database server 120 the path of any network storage area

within the plurality of servers 134 that it positively identifies as a HomeSpace. In some
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[ 00105] Regardl ess of the nunber of database servers enployed, it is an

obj ect of enbodi nents of the present invention that data relating to
cust odi ans and cases be stored in the database sewer 120 i ndependently.
Wil e custodian data in the Unified Directory 122 and case data in the case
dat abase 124 may be linked or correlated within the database server 120,
for exanple, when custodians are assigned to particul ar cases, custodi ans

may be naged separately from cases. Therefore, when a case_js initialized
and a CEECTHERl (e mAPRiNg BRI 8O Bl @ég@?gqr?ﬁ @ﬁ%_akor%tﬁé PRIFTPHiA Lo EEE i an
(such ago@abBtafify AlGeliOF Rt GrdRiret PRtachUshvefiRI v alugtifiCRE paBslofAach he

el ectronic di scovery managenment server 110 in the Unified Directory 122 in
t he dataheslkstomge ercafixpeinnrclpding dders anchetherastarpga desices anskresquageer t han

manual Ir¥~qipput by i WEH@QEE'
[00106{%ﬂﬁ?gernn?g?n%%ﬁgg%?%ﬁ%ﬁﬁ%élseparapgﬁgg%%ﬁﬁggﬁﬁgaﬁ%EOFFEQ%EE of )

cust odiaecording agemenimtadineans ehenmappie applicaionded seonfigired asutilizacussed
From e SPGaTE SPEREgE I GOR b REPGG PO EPGEE etk (0% Grigedig U g
separ atyaghs bf AFvEASRoraB RERTRIMiIn 812 Enfeksiise Hl kv BIRRRNACIMOAE88i8for, | N thi s
regard, the data collected froma particular custodian is stored separately

f r om béesedtmheeanvertionnl naing ieainigiesdhef thapartienlenstoregecasess apsopigiedanifion (as

di scus el | iy St t twork 190), but
IS Iin%ggeP%hgw%jgégﬁﬁéﬁ?%%ﬁﬁ@hﬂ?% |n=¥%?%@%%ﬁ%%§b J%%ﬁgﬁgg%hgge caseé.

Thi s i scaddmant autbeune babadisenisof tHeanenton, eaclpeset 0Lthe asmmusicattbnaretwek

assign to nultjple cases, data.coll ect fromthe.custodi ap nay be shared
o e nor g2 i Bef e pE hast o fiion Sbd okt b IS HRARy oS e mntEs e

var i oushdd (RGASHRS pHcLRAN N afidnsptd o lobfe SR fatidivehed i GHARMIYHENSS M1 00 may
be categorized wthin one of case managenent, custodi an managenent, or data

A e g .
manager@Rich cabedisals. itiolhg Rorvegten that ibe pathapbllomeRpages andbe emarisationy al |
be managee ?@_ﬁ{lﬁ@fuﬁé Yhe SO l?seﬁird@?tﬁﬁﬁﬁérﬁ aHh ltl?é cthKI[i' fnd EEIWE EPsHah nERFdRYUS
datastores to all ow nanagenment of the overall electronic discovery process.
[ 00107 kUt @BIagNo poinci8daNsehiderifinationn Thestfod] tha mmppiag epglivhtiomticionaly ng t o
sonme enbodi ments of .th esent invention,. t Unifie i rect / cust odi an
cot abadeni IR fifectirics F ehapBt BN I g o ReBisy wfuelR SEERRRY GHE 0t Al
t he entfd faks & dedtinihittonl B ¢atvheisr oMot e padStcltdsaadidaamtSicaic. dat a. The
information stored jn the Unified Directory 122 may include for a

parti clUr3kust o Eﬁ 1hig ,de‘FBPmEQ Hiepthe pathrigcledrsithrdesienatod indisatasoer exagple: Bunan
resour ¢e8 jid@ntitfdnCihe gga#giiﬁgqpﬁidaﬂap 14 QbnfiAcS @%L-mag i@tk 8e ?:ﬂ?i@ﬁl&r i se),

enpl oynent | ocati on, emal | addresses, network User 1°den I cation

per sonaktwegpiotage xsh ideatiticd pthhspati ayvetumeipast andiganschiivp tlesdatabest deyvet he
cust odi [ [ shar. [ a aces K _histar related
per sons gﬁgﬁﬁkﬁgﬁgﬁgggﬁéﬁggﬁéﬁ¥§§w gﬁggggggggﬁsﬁFﬁaté???“%ﬁgméﬁ§ﬂ%gher
i nf or mad¢deived b die dapabatrcservel EXq e databhscsetiied CDY adey tHRIREEdentifivhtitetolliak hunman
resources identifier is alwa ni que for %ﬁéh custodi an, in sone

Unifje

erbodi 5 RAECUs HABRSPRREHO 19 Wologiay i tregiar 2 asrokiaist mat el Ui
r esour ¢RstifilRidhi il fime Ahboddthertdlehd @%@igﬁeﬁgﬁgaﬁoﬁl BUiid8lsd Qonfigitelihe Uni fied

Directory 122 is generated is a nu 2p process that utilizes nultiple
appl i caoerige anfiransmifoars] the datalease perysrigOrstanfignted tmhausaaniindication®f 68] For

exanpl . | i i 0.0r t se
corvor e S HGhESRLE W& ALYy (R IAIRIRP bock 30 Bloub oilah eV BIECE, o
conput evas sgad tfenms aral/ort wdttedirtt eliqiloraeSiace. CAMditiblatly] ifsomerinbodinfehgmhehe human
resources datahases into the Unjfied Dregtory. 122. ]Jn sone enbodi nents,

[ ho_ ol SEPPBAEP GG § cHkapehonEcngars Shen ThiRls pathLmap Bbh S (o o

net wor etk StbRALY ared UThe 8811eWiRner ASh EMBpdabd SBsIbY the tané GRRAY deterhiderer K
resources related to particular custodians and integrate this information

i nto t Heplatvoentaes existr This aftyrutagaeusly enableg aynidanch afamltiptoseolledtiogs of the
L ; | : A oF  ai ned
from ¢ indfts TR B chle abnbil Splilllib TR EUERALAY Kokl Wik O ARGl 2! 1

i ndi vi dual s responsible for setting up email accounts for custodi ans and
managi ng the various file servers of the enterprise. Furthernore, in
addition to retrieving information in the manners descri bed above, in sone
enbodi ments, information in the Unifieg Directory 122 is generated through
applications initialized and/ or deployed by the el ectronic discovery
managenent server 110. In particular, in sonme enbodi nents, as shown in FIG
6, a profile scanning application




112, and a mapping application 114 are provided. [00110] The profile
scanni ng application 112 nmay be depl oyed by the el ectronic discovery
managenent sewer 110 and is configured to craw the comunicati on network
102, scan each of the enterprise personal conputers 140, and transmt to

t he dat abase sewer 120 identifying information about each conputer, such as
conputer nane and | P address, and a list of all profiles, including

denogr aphjcs i pformation, .(or network user identification) associated with
each cd‘ﬁﬁ%ﬁ%@cgﬂ'&%‘gﬁm’ ﬁﬁd[}'gsmtmagvrégﬁfesﬁﬂﬁ‘i)@tﬁ%ﬁﬁ?@%eﬁémﬁﬁﬁq VBesZ anni ng
appl i cabllevtion b2a Bfodih’§ HBmeSpdcbeis hiffliZe0 s disdb RE@HILiNBIRFEMENT Server
110, the callection server 130, or another server in the conmuni cation

net wor K09id4] | n $wedditionde gtompgedist efipsrsopaicpmpuistsanditameSpatos veaditore 112 i s
furt her, i t Qi i ] : sgnven 120 t he
i e S e e S SR g T

t he nmackpping applecatiom ft b4 respectively,ah atdondpntowith pamt eabddiments P theieskist r ecei ved
by the.dat abase rver 120 he. dat abase sewer 120 uses the profile

1t of mi oo 1 SRS e a8 uB FoRRR L BRNE o B ot phauriEo sl e he
parti clakds uedmyuhetustodidnd & saided RettiaN® sHafed! By diRislor R4 abdalie & habrilderage
associated with thgose user identifications. The database sewer 120 nay al so

r ecor d ¥t aRERICpetibaplintesuserorhp ead daveiromiantlon woits de orly Simmdmetvarkst ti e
the CORRIRIadiSa GRETR G HRYLINSERISLRUH b REERL I Bk bRy ROLLLE
he prof i ScC ap 112 us, the

information transimtted by t e ning application
prof i | evithirametiverk séppgd dexiceoandim@y b tefonstldd hergalive fat daita pliipsses af “$ewsbnal

comput se each.cu dian,. and this |ist be esented to the
oo e S inEeF Bt 11 €5 Pllupifofeded S L sete BT Mhth aes) i s
i ni ti aldiscedbry Atinabes anbsad thepatieinthé UbHlca WirdcR9y 13 inteRG&0dRBGEmMd h somre

enbodi nentg of the invention, the mapping application 114 is configured to
craw  CHEOUFMIRRALISsYHCssddsubifier(9o Mors pariculailndn sorae embedipenisconte e ser ver s

150 r ephiciidr or bithie CORPMMCGRIH WK 1R i nb0% ﬁ)?ﬁe%ﬁﬁéc‘ﬁoﬁlﬂg)clageﬂﬂg Ly the

path of any personal network storage area on each server. As used herein, a
per songiscorerymeragst mep gedertale to iderdify Stevparticubir shaagbnctwerk remmoes dtatthathi t h a

single: W@g rgmor, wite ata.to i.t. Persopal network

st o?agéﬁ%‘ﬁg%s rrasg/rf‘gg?dl %%[L‘ﬁlgf by SheRathe aﬁ%o[c\ﬁ% cﬁwéﬁg}oﬁeg%mffg\ﬂeg‘@gﬂ 5P Yer s or

ﬁt herf ThisandyCiesa ; lcwr_tljslﬁshecaﬂmﬁigm:bhvaiaﬁbﬂ@giﬂﬂﬁwipﬁﬁio%w iﬂngmdm, Hyaiéﬁ]lgifhgdlafao
ereafter clarjty purposes as ' paces." According to different

enmbodi ﬁ%ﬁ?‘g‘? ﬁf’ﬂ’i’éﬁﬁjé’ﬁ%'i Cﬁg"f‘g‘ﬁﬁ@%&aﬁ%wﬁ%e §d B collistigmsaryrs 180 ebewain c

di SCOV@HebISRNBARNRBE FFEY® depibed e fRYLAGN Bs HEEMAR! (a&téﬁcusgéd ANRfafer sever

in the_conmuni cation_ networ 02. In sone er?bo I ments, e nmappi ng
appl i catlowh and/er by utilizigga Hlesbrewsing epplichidan 11§ exetitetlvredectwnmdisoveyt hr ough

use of m\%fgg@gg@.‘,écﬁgqig s%gyl%?FIGAﬁ t he mappi ng application 114 craw s the

conmmuni ca n networ I's‘configured to exanine each file server and
transni@01i5)] t he Adetcadiag e smreeanbolidfetthef thapRsaft imveitioie thedlk biwaingge ar ea

wthin the plural.it f seryers.l that it positively identifies as a

HomaSp&?ﬁlgl.caq?(ﬁ1 H‘écglgp _ 'tﬁéﬁf"gl}zeﬁﬂ’@ tﬂ%ﬁ'ﬂisﬁ RpPrPasEt %&Pgﬂhﬁ tsgr whwiPYUr ed
t o exph 08.eTHd e BRIvINY dpplcdtiond 16 @I R eldifoR¥rydRimba SRR duheMiyvayiiag t he
directories on each sewer and evaluating the paths of each network storage

area t HEcemmuniGatipn aetwarl Hl2de pecesndn oliméed srpnegie getvipriss filerdrverssidlr ces.
[ 00112} b trfing ESaftnit RidndRB AN bR IWhiRMd hife %L‘(%Usnrlhe le%tr:éﬁio%t 196 %ga% not fifow?S @

HonmeSpace,
access to the actual files stored on certain file servers, it allows the e-discovery manager to

browse through the directories of the file servers 150, locate files that have been accessed by the
custodian, and determine the size of the files. In accordance with some embodiments, the e-
discovery manager may initially have a general idea of a particular file server within the

enterprise file servers 150 that the custodian has used in the past. For example, the custodian
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according to sone enbodi nents, the mapping application 114 is configured to
utilize conventional nam ng techniques for paths in the conmunication
network 102 to identify those paths of network storage areas within the
enterprise file servers 150 that include an indicator, based on the
conventional nam ng techniques, that the particul ar storage areas

associ ated with those paths are accessed and used by only one user, and are
t heref ore HonmeSpaces., | n..accordance mﬁth.s? nbodi nents .of the invention,

each uS¥ Bf* a@&ﬂfhﬁﬁ'@ﬁ‘i‘ivﬁﬁ lﬂ@?ﬁﬁr%’aﬂ?)‘ grdol ST B_d’é‘t’e RN one user
i dent i fihchtHePe AR BOHiRs UAREItOAAR if dopRidnfiddirddn®s, e -dikIvedtimgdiady, t he
napplng application 114 attenPts to locate within paths when identifying
Hone Sp&aesalrepdy widerakamadecatepestion propess oh thecqypipdian isaraching: whdrein it lheal of

HoneSp : j [Ple]e) I Serly

B e e e A T e S S

not i nbhanbed.ubethatiedemtt the icakidcooerg manhgar efagrbe awhleivgpmirtign] @ Eipive edérenyed 1 14

may ex re t Irectories of each, server thip the plural.lt servers,
I he. di ' f i dr h I |.i f

eval uagg AEH" ﬁ"ﬁ’ﬁ“’f’ Y ARangeE T erberﬂé%m‘ﬁ 3&0?5"@“&?13?]5)0%%?(}&0 or not

the pabfowsaehtidese sarticidr dride Mehfibreal 4ca the BRAIb dny! thideShAfloef finfed t hat

the path includes the designated indicator, for exanple, a user

i dent i Fesemblingthat nemeiyss byghepsst.iidentilo pryipartiqular Eidestareptadchy and/opeedessedel y

i denti e r OLA08 idantd £ Y PakiLas a
Ho rreSpE% g{ egﬁ gr’)ta‘!rstgllrlllgir# @ets{(;ﬁ@{oﬁgicg a{;ﬁ % ase ggeﬁrg glre p%@o&jtaﬁg ?%%‘lr&t(?%%%r us‘ge

i dent i frichulingodatatralortging tpshidusef. t he HonmeSpace. Wien that information is

receiv t he t abase, s r..12 t .dat abase server 120 uses..the user
ont | TEhaRg e, DA RRRS R BRSO e harsd B Suan R BEREA ABRRERIY ¢ ho
Uni f i edutbinafeill9) tp tH2Cnidiss Diiedlol12 ihfihd diddbastsRiver d2Mt THUsCAE RRKed N SoMe
enbodi nents, the mapping application 114 is also configured to recognize

and t r RUSHPEY, 122482 fiere dib eermsctionswih e cpsigdiag (andrin paiticelar ingelabenste, thein

i ndi cat. ol J . I BBk ticular
user . Porouls il Etue TenliRe) HRREGIRC orlll AEARSEHMEHIS AR, | Tant o0
t he Hofb8pdbPevesraeicidteshalth that custsliame Eanb ofiiheseridsationhis apempiialgoagepbf cat i on

114 i s configur to.recognj ze when nul t.i pl e paths pto.the.s net wor k
st or agdB ehA e bddeP P G M ERpalibpCoielh faRpibaint BEHRCor t o
det er nitiredodationl itfbrintatibh ¥ioredrih theclSnifiud Birectdfy 122ank4ai Re&0M5bYieRABRE G
avoidancegaf mul ti Ie_collectiong of the sanme data. Thus, the profile

¢

8
scanni AYIEHH 1ierags ‘gFP“P_il%thﬁ_F Raerde By gddsesied dirig the myvetizafon/kolledisae d4us tsed by
each cy$f.Atbaths a2 NAILRS 8 c&ﬁlﬁlg-telsaéﬁt&ﬁat@& ﬁﬁ%ﬂ%@@o&&lfe%nﬁfrﬂée§§ PAEémdRnager

when a col | éction of a custodian's HomeSpac€s is initialized, as discussed
i n det Elyingen g e-Jigoyd|managerdd tiaonaltygnsut dhe targetedimashines apidils seraitrs eonput er s
and Hope Qﬁ%oﬁ&ﬁﬂnby a particular custodian, which lists were generated
by the profile scanning application 112 and the mapping application 114

respecf0Oi&fly, i nltashoulddanoedthd: thedhiifed Doyt s belrBgulgdyesent i nventi on,
t he dat abase e%§$ ézo is.%]so ponféggr%f to iéore,a_list of any shared

net wor F(OIEWB?%B'eu ks 45 BER dIpEMatos 1t el wne b al?@%’f“?f@rdé?%be‘éh%"ﬁl&r ed

net wor Kiosd Sarf&ifardy, 8 disudnie i sovdty ﬁaaa@&fenag&@qrqsg%y%%%%u&éa gul tiple

users who read data fromand/or wite data to it. Shared wor k st orage

areas mEgmaticaBy prieye datpelrerp tha lnimanaesqurdes databasereandedtive Dictofoirdlems or

ot her i 1 hi 1 ar, ' e referred.to

ner oar Pae s R bl SucSl o R ARG B hERTAN THY S8 B A b 116

i s conprofjler ednting apptieation 1d2pad theahappifghaphcationi1 V4, dt Rpularlyscliddaled- di scovery

manager ,and store th hinthe Unified Directory 122 in relation to one
or norg’ted'l'fg?‘o%ﬁ%fﬂ%uveﬁ'u%ﬁ RICEY F‘E’%%Hé’mq"ﬂ fasl%?‘% I‘ik?r‘@“ﬁ'és_r@qt%ﬁﬂ“éﬁeﬁy, in
sone egkadi RMHufan 9868rcads RGNy HSR 100 thal/ bR c6RREHE &oh HRPmRAhMBLk 102
is chosen for the collection process, the e-discovery nmanager may undertake

to i depfryary2¢ frecoptpyquely|interfacing with tha daby sources sphdbal thednifieh Birestanyi M2dual i s
usi ng, ; € . i ] d t Kk
Fesouy s LB GY FIHHAUhYoc h0 BB SRS AETAEBHER ok, WORR, TRARSE BB
particular individual, by utilizing data returned fromthe |ocal collection
application 132 executed on collection sewer 130 (shown in the bl ock
diagram of FIG 9) deployed to the particular user's machine (as di scussed
in detail below), and/or by utilizingya file browsing application 116
executed on el ectronic discovery nmanager sewer 110 (as shown in FIG 7).

[ 00115] According to sone enbodi nents of the present invention, the file
browsi ng application 116 is configured to be utilized by the e-discovery
manager through the user interface 118. The file browsing application 116
gi ves the e-discovery manager elevated authority within the conmunication




may communi cate to the e-discovery manager a particul ar fol der nanme and/ or
drive nane on which he/she has stored files. Additionally, in sone

enbodi ments, the e-discovery nmanager may have al ready undertaken a | oca
col l ection process on the custodian's nachi ne, wherein the |ocal collection
application 132 returned a list of the network resources that the user of
that machine has used. In that event, the e-discovery manager nay be aware

of the rticular . drive refe ced b e user, The e-di scovery manager nmay
Chen oAby By ot DI Yo R e o TR SO (54 s

parti cileanifled maedBRtnoNedirencan the folders for any fol der having a name
resenbl i n38that namé given by the user, identify any particular files

cr eat ePHy8hnd/ oln semeembedinspts; the datebase seveiel 29 ip eonfigaredisueh dt alich fil es,
and retrli he 0 . 4 I ' i in a
bel ong?’%&ﬁégl b 1dereu§g$ ‘.[0 E[%%%@}’%%S{egé I?feéa\?g’ t(ggl[a%sd%@ af]hscra\'ﬁé%grr% u%%lg ves may

t hen bedcatfiedn thei Whifed Pirastadyl 122 0 Thas) twdign thiedfadds of irtffarnidtion o theddhifed ect ory
122 in_the d base rver. 120. us, the Unifie | r ector 2 y store
b conRuUEroBAT A e, b e A et T it b e Bl o e b
cust odi@fers] 20 WIRIA @A 8 &6% ih RMUAIFiEEDiredoryl 129 e ndh@atP A BARaICRRPUL er s,

HonmeSpaces, and Shared Drives associated wth that custodi an. Each of these

| ocat i 815tadaia, inclydingnfor exampde thetirae anfhdaie of the Beflagsy a3 well aymeistiimmrecarddfonce
an i nvast| j : . ' f todiap. i & .kt dah: | gcati on
"t or ma A8 S8l R SR R oo 3RO ol e BB 1. 6

det er nexmnplten geraverd iheproSleceaming apphtdtiond 14 ientifiessthevwopdenabidmgmsed duri ng

the invest.iigati.on/collL.ection. This is advantageous .as.it.allows a

conpl ot SRy oG st Pin gt b PRSP SR e Wb RrER © el yi ng
on t hepfvibuslg ey ey WniEidg@ified, Ahd@tatakd dervdd DY istdfifREdR) ke RABIUISTdaNd file
servers . at the tine of collection. [00117]1t should be noted that the

Uni fi eRPippteBct2grthe informatgn s cagyrpmpuisy, asrwellpsindieasions g tapden die ey new

i nfor f ' j ' ' i hed.har el f.. e
par t1 oo aifs estRbIRERIY ST Aol e SRR dnthir 308 nO T8, BB is MBS
conf i gtheedstodian prodiatitialthe/Unified Databastal?d niaydneltudvea histomnofitks persanab

dat ab d ' i . ot h I \ ,
[t or naRPBCT SRR B R e BB g be ST S B By etk or 1 o

scanni bgcdleplidncdttheddustbdgnand t he mappi ng application 114, at regularly
schedul ed 'é]nt ervals, Al éer natively, rather than periodically retrieving

dat a f F9Hhe vaPnoiesd abinforagtion ko the Mnitied Prrctery baa whichgs petslaky abases,

the sygah&ahBR1dRYniLaiscARE B4 4 i @Qﬂﬁ h S
conti nuouslt i nt erl%lac}sng \P/\n)!'t hbﬁjﬁg da?%ﬁgg%uj}%%gdlgggh t getn%}éﬁﬁt\%f%&g%
Di r ect theyfe: ipformaipatizogn the hugah resonmendatatasesdathe Wiiified Riredteryda2a sour ces

updat e i ther. i ch of the .feeds of infornation.into the
Uit elpeleSint fitnd 050 ASB mERTR! ofdrich BF Ry Rl Ml EFORRTERISY | 0%, he
Uni fi ethaligeashogeyvet 220 issosfiguradio. re¢dBilt 3)d wpdaenid eodidy parir, paritellat abase
server 120 is confi gy d such that all historical data relating to_ a

i

cust od PR I8 FSPRRTSi Maretnepilisally in thegyentaise srgpuded &b e faplisdddiperiorsd 22

i dent i fHafihe lefhpldytelbuitdth @k IhHBGAM Vistddign uizﬂlﬁb?yfrdm%iv%lﬁ?te}lﬁﬁﬁ&dpthe
information into the Unified Directory 122 are updated, in the event data
rel at i elgetrania ¢iecoypratroaiagemend servprdd0as configuredde detamuing whetber the Custagtian is

config i i.fle j t.or h ta and.a

"ol et ficd &R drbddal il i % BBt 8 ol Bl SE BB B AR o
as wel tasasr nmaitertadiciecaotie comtchuaicatitren@lfding sHeam@mgéhuftthd terminatsd ktatus anpart of
the custodian's profile in the Unified Directory 122. For exanple. in the
event HBIEEGFI @f;@ﬂ%{ﬁkﬁ Iﬁana&srpWP@Qéﬁksﬂﬂeﬁwmﬁs%Sm%@ RIS WO
CONMPUL g¥enfh® WundseR despbidy iR 1HeUFHRHAB, O @RI OdisdReryRRLHPARE N SANBULIGT S
associated with the custodian previously is no longér identified, the

dat abaiseongguyed topmpraticalbninitinis e verousicoHection prasessemof the remint ventian. 122 t he
i nfor ' : t i.neli cat | he new
comput P M GREtE ALy b Rbacoly ONEA RO R Y, eB-iER o] OC,
identified. In this way, the custodian profile within the Unified Database
122 may include a history of the personal conputers used by the custodian.

Such information may be relevant at the tinme of investigation or collection
of the custodi an. 30
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[00119] One feed of information into the Unified Directory 122 which is
particularly relevant to electronic discovery is enploynent status.
Accordi ng to sone enbodi ments, when the feed of information fromthe human
resources databases to the Unified Directory 122 includes an update as to
enpl oynent status of a particular custodian, the electronic discovery
managenent server 110 is configured to recogni ze the update and possibly

perform particul ar f tions.in response. re specifically, in the event

it is M8 lawlity é&Cﬂﬁ'ﬂ iopred Ibbiﬂ}eetE‘?*HWm& oAt velian oy ephedimenedbes of a
parti cileiromb alstsleANmuaaies sbHemM ArhhyY fotlcBmhRmBaRaliRfhe mﬁsﬁ& Qhd ﬁﬁ?' C

di scovery nanaggngnt server 110 is configured to determ ne whether the

cust odiantemacalydnigiaeollestign ppemrseognizing an epdatesin gmpidymest statos.t ransnmit to the
desi gn nagei o contact for the case or matter an electronic
connuni@gngﬁ no?ég% ng the manager of the term nated status and inquiring
as to WHRhEr thWitheegadto vase hdnhdekent precdsessmacoadda o yshe dmbadimeniia) :a
collected. In the event the manager responds in the affir ive, the

ol ect r 6T B el e BT cbompRtesh v ing e M et S alk Bite | cal |y

i ni ti ai&yatd) heVAlik QN eryTRAa8 6 h A endraf@ IBETcPintdriBe PTESRA ihibHaRdCbout a
Therefore, the custodian's data nmay be_ advantageously collected prior to
any de®aitigeler atieior copsasish R FasE Bgme aed/ocisunher tReshed dewdphign efike t er mi nat i on.
Al t er nat.i ' . [ [ I.$C0 nt
Ser ver TP caks o Bpd e 8RO R reahfer .8 OB 1 SRMEL N oS

i ni ti atmenegdrs excdontints dpothe mattaghe.z indiyidualsipdetal innhesvwpbtayoemfitheshattens.

[ 00120 SE [0P121]Wth regard to case na nt pragesses, according to
Sorme. e FIBTITHRPS ok os o oleo ery PRai Dty e e el SR,
utili zinR@agdd@enUsveriiND & doafigurdd & stdrd thib iffornRAidh th tht BSseatibsea8 iy theRnager
may enter 1nto the user interface 118 certain information about a

part i cdpigbasgaerver 120y Togsese databaped34 is akigursd frehonselthiy infarmpiden sugh Sball
descri pid géagqg ol AN-1s j
reques?g?ﬂﬁ?Q%F? 0 ggﬁggﬁgggmgﬁghggggskg& ehﬁggﬁg%%ggﬁgggggﬁgi%%hEontacts
f or t hesersan ase the eser interthcw il 1wl dew apodfile df tha niditer endasd ianindingfalltiie natt er
rathergﬁhan t he process, like the e-discovery nanager), custodi ans, etc.
The el ngﬁpg‘discovery managenent server 110 is configured to store this
i nfor mpe010p] i N t DAcEMS attal @dAR @askdths beentifitialAkdathe $R1i6T§ mahalr mbye case
databasg 124 js configured to house this _informtjon such that al

i nf or na€d estadiang £q thg niatternonsaps. i In spme ckpdigientsy the glegtronic diseayeBY wit hin t he
case d , ' f | a

orof i | Denpent Ly @110 SRRELERD R iR Gl e B B B

t he mavpenmandy bis regasd thae-diseerery mandgst inap dse thhgses iderfapoéB Jo erderdager may

dd j : . hi. di . 5h l,: i
i scovir kRO fe oo 3T TP ko BRI ERRERT  retSeBuB8 i ans 1o

a si ngldecsmmt have tobe ofithe sahe pe. Fordxamiple, h hinge hgde dntetddFoordi castodian,yan
manager n? se the err interface to enter in identifying information

y 11,
about tMal addessdrnne! %W@thﬁ?rydw&%w%fﬁﬁw&mﬁ&ﬂ adERN EGFOVIGES an does

not haygfntifed¥sr £fo leli‘.eTE@ﬁ%r Iy Bice T8 isRVAARIKET tore M BNIRENRE i hRAGidOr one

custodi an, an emai|l address for another, ‘a network user 1 déntification for

anot heit diffaenbinhutraseas depeadingawon thertypd ¢laderftifying irdemeation Prisg ueceived.nTles f ace

118 is j: QU i i i fv] i ion.n different input
ar cas SEARMIPUSERChAnREERUE hilE: | RERbhUARS bIbEhERn e ey | kb
The el éetUnifiedDitedogVi@lyin feriageaetrvee I Xetk defkbning wiieh dugtedads ire use t he
input infarmati.on, to search the Unified Directory 122 |n the database sewer
120t 0 HERAEFHE T PEN B LEPeRfT S i @S%gg%ﬁ%%rﬁgqu quqgﬁﬁrr}:&mg entered,

i nf or mehly Qe chdtodifEinGRS BniFled DTN 1 2LHAHHE £ fratche W thé sﬂleﬂ%aﬁin% &ked,
only one custodian in the Unified Directory 122 may be a match. On the
ot her RB#nBamg peipgentergd.angfiplg chgadiapsanpybemtmeicdd, nultipl e custodi ans may be

a nmat ch.
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[ 00123] The el ectroni c di scovery managenent server 110, after searching the
Unified Directory 122 with the input identifying information, is configured
to present through the user interface 118 a list of all custodi ans natching
the input identifying information. In the event only one match was returned
for a particular set of input identifying information, the electronic

di scovery nmanagenent server 110 is configured to automatically select the

cust odi 0 be added to.the case or nmatter. the other hand, . in the
event t@ﬁégk han DRECIFRLORIE deeey oy cupReeGt S%‘V?sgi@i T sarching tg Unidisd:

i dent i Dydet@ry 102GFiRhE Kput oAy Ihdenkhitdd & ARESRES0PRYsREhRIER it
together to the e-di scovery manager through thé user interface 118 and
mar kedidgfacpal8 a Het of 2l icusediersym the ipp idepdlyinginfonmatgan. tIh theceventst odi an

profi l Lat i t Q- ) t. regt odi an
Phat sELyRASABIALGE Ml JRENESel et sfih R Qe BB BRI BL RURHEE. 1
managediscagncoasigdacnttshevent e confignradab iaotomaticdlyaeleciathe bsodiAaie be added
corporate title rk.locatio asspci ated custodi ans,, etc. Su

ot o e s gh malteh n B Bt Rimg BT b b gt e B IoP BT Bocat e
cust odpaficilar dehef i i&dﬁ&ig,_aggeﬁhfo&aﬁo@Tﬂﬁn&ﬁ@wwpwﬁﬁa@%rm prigmegel ect the
correct custodian for addition to the case or matter and confirmthat all

cust odfoggidestetice-digcqrsty Banagavibepugh thauscriateslaes 1 ifmndanarkesisodhaithre-t o sone
enbodi " Lng : i : i Lhki n
correl grt%%r% Iﬁg&ghgtgg% ?%V?\ag P%]EHR gpllte %u?ﬂ%%%ﬁﬁoﬁ - ggstﬂh?{éig t‘@yﬁﬂi %([ g’%m{h (%m[éh e ) case
or mat td&erniine the eoxfas eudadiabtsieshb@ld. be[adddird Jifomes o mafter.o Irsdigg entiedi nent s,

upon a%x%i ng custodi ans to. a ‘ﬁ?t Ehgr ft het.el ec&lroniﬁ di sgover nmanagemnment
sever TTEPVEY LEHEPYNPLEPTEEST TF et iformation JHorPuwliics sush appabualpdfticon

not i cegoflidcationyR¥seidted EtdBAmAS A8 ARG infoAndtidhak BESHIthe RLESBIMATARROL | CES
and surveys relevant to the particul ar case or matter are stored in or

| i nkedat ' hetheg thedogaadiquptadion iy the oneistended: abhesedisowery Thanager 83y Ben of  t he
Preser yatd QR BAbLCES AR i YNRYS td e 642 0P AlaARard AR fhal AIPRRRGAERY DE
automated, for exanple, there may be preset 1 nstructions wthin the case
prof i | sel¢ctest mayabsasidedto e ease vomiatterd i Axcoxding/torsamea gebedimesByaddihg0at o

transm.t .particul ar preservatiqn notice. and survey at..a.particul.ar date
or -t nesiidhb ' Gt HimdePREONE tiliindSoncTind e Sisfpdit sR0 DBt Lol oy
added Direttbs 12236 the@hasd dr@nsted irStho Caseydatmaagey. nay malnual Iy CatrJT;ed_t he

n sone enbodi nents,

preser@':&‘ﬁn notices _and surveys to be transmtted..

the el ni c ahEOBIRE P EI Prrenise PRt adgling quatodians togumalteritse t r ansni t
the prgsaronit &i%y@@’trh&ﬁ e s&VEMAYSs Ydefi catt@{ﬂ@dtgwgrﬁﬁhémigﬁ&?gf on. The
surveys may be tied to The preservation notices such that they are

t r ans npresaviatiop notises@dd amrseysdg derrastodiansl Inribis segads praseryative stotiees and nor e t han

© notiessoul an n ;
¢ eeponS S RILAR B B B St Bler i prk CRORTORA R B SRR s WP 100" 0

st or ededsa datebast i Dh T@nsdrhiesioebitia pieserusticndiotibes dhd st epad @utodifnd Rldediot he
case dat abase 124. Furt(£<§rrmre, the el ectronic, di scovery, mapnagenent_server
110 nalfeHaseanht FoAmureted I cxpmply thergmay brgeseh sgpction wethindhe ease padide i n t he
SUT VeyhhEsRa e cleBirdie diskivbived aldic bR QBN e P/ forahlifit & PatietibApteserPiiighi | €.

[ 00125] According to sonme enbodi ments, each transm ssion of a preservation
not i cenefivd and puwregy at@ partisuler defe antimgod uparchparBeulardpitiatiigeyene syppbrase, i s
tracked, j.Ih: . t Lof | ' S .. The

el oot r oyl Bl P LE BRE B el o8 S EBRAT St a1 o

t r ans npresareationaieticas ahd sw@seysfto be spamsted. ta sbine chibodimeatsathe eltdfrodiecei ved

Wi t hi nd.a redefi ned rBeri od %f. tine. The electronic discovery nagemnment

ser ver YW A REEPeI SV BN Vgt Pt SeEPdde rapRmL the ORe SR RO RALCEL A SYTYSYS sent
to cusiadistndart @miadthiof AlThy suredyls @84y HehRd ¢l e QiseRatio RItREY seh @iy duty
to preserve files/docunents pertaining to the matter. In some enbodi rents,
once adpiesuyiited fooristedians wepiier, Bebenesaiieytnenybedisdtto tiosmthan pree pressevationi ¢

di scov . r. r.ej i.-ng or
et ospy e SRR R RbI AR AR s Bl A el Bl YRR BB e RIKBOAET P
of the preservation notice to the enterprise's information technol ogy
managenent group. In addition, the survey responses received from

cust odi ans serve to informthe collection process. For exanple, one survey
may inquire as to what network storags devices the custodi an uses when
storing data. The answer that the custodian gives to the survey may inform
the addition of Shared Drives to the custodian profile in the Unified

Dat abase 122 that may be used later in collection. [00126] According to sone
enbodi nents of the present invention, the e-discovery manager may utilize
the user interface 118 to add attachnents, notes, tasks, and search terns



server 110. The subject matter of the attachnments, notes and tasks could be
anything relevant to the case or matter. In sone enbodi nents, the tasks are
tasks that particul ar custodi ans nust conplete and the el ectronic discovery
managenent server 110 is configured to transmt a notice to the custodi ans
that that the task needs to be conpl eted, perhaps using standard email
functions. Wth regard to attachnents, the e-di scovery nmanager, or the

cont act /. manager of the cas may upl.oad rel evant files to. be attached to
the cas®sp¥ maaégenteebwﬁ@d? et %@\%ﬁi&“ﬁe@tw@ e sgleyint ertadian thega scovery
managerpréfile i e ¢ AR AafBiNA0k S FRIhJTRMDAI Mo S 0BYnid Bllc SR AhihobREMSRr i fif Case
profile to be applied when searching the collected data to | ocate data

r es pondnaydegonfigyred ortore gll oha pertige of thedgtairessined in fhetshevey sesponsgiotheng t he
search g, b I g I | s advantageous as it creates a record
of the [Bsrgg%]ﬁ%égt&?ﬁg%ﬂ?tg%?gﬁ%@&g%h%?%%ken with respect to the data and aids
in orgdfliz2atli on dfccdriimgdatane asbaliiments,sach fransmisionhd b presefv@fd2aitide et di ng

to sone _enbodi nents of th resent. . i nvention, en. a . decision is de t hat
o T O RRRE RER SR and e BRI R R Reiny B¢ T et ORI overy
manage thd'@ie deibabé €241SEHe dldthBhit AeRovelP nlaRadefleppfefyd 180 4§ LREIbaBSugham t he

matter to the underlying case. This release triggers the comencement of
col | ect! BANSHTt fepdnder Betis@s Hmespomnss fo the surzeypearepgiaekcined vgthin s predefinedr oni ¢

di scovery, énﬁ{geléc%ﬁfcdlécgv'rgn&a dnfbf %&qlaﬁagvx}sgg,'eg&&ﬁ gdntg_ns

assigned to the matter to be released’to e casSe a a In
addi t i seheditle remiidanmdisesthdesertt he ciestaiims dv periodivalip eefresinthe cpstedinnt sdeynoty eat ed
gr oups cust odi ans w.thin the case, .th | ect.roni c di scovery nmanagenent
sewer f%le rsd%b'otﬂfplr?j’ﬁ?vga-h?sgﬂ’ PS> B IBH%%O © B %31’5??@6988 WrRE8D from
a mat t resti@atorCiBiRe Bhs BARL s&RMPa bisiflian] Qﬁ%&h&ﬁlﬁmk?&lﬁ%ﬂg@&e& sepet o) an

y

has been identified for collection, whether manually by the e- discovery
manage Mayringertaksito Brevent apy edmpging prreffashing ofithe epstadéan’s pasronal eomputsiisLby

di scovehseivaiet aA0of tRe fl‘r% A Aoh Sl Lol %ﬂ?’hh&asl» 1411%)”' {iJ)r?fégn‘lffogbgglyc ustodi an' s

data using the location Infornation store t he I ed ory 122.
Ther ef orasaganient glogp.t foaidgica the swerey rasporageresivedsizom enstddithsaene ss adorthe

cust odi an o?lr&}coinl eocoeg tlgne c,stlodi an to be col Lectfd 1133 the Unified Directory
122 and St SR PSS (KO SFFRPLE 8 SHEYEY BYRY JiA8t8 @ Fwhat nrtwopl dlorger fevices:

| ocat i dlitscuefodidatugessiienageing@atal Mhe padvidr Ehdlt Bie castodiad bi@s B suFust mbe

col | ect ed. g{éerg_ are many different |locations that_the system 100 can

addr esdoform, n 9 PRAUFHPriveN P thesustodigpprotile grhe Mndlledhabess a3 Ratst or age

ar eas, pRAdeWdid@ieFa®RarassHs and Shared Drives. [00131]If a custodian
profile (for a custodian released for collection) includes at |east one
[00126] According to some embodiments of the present invention, the e-discovery

manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a
case or matter. In some embodiments, the contacts/managers for a case may also access the case
profile in the case database 124 using a web browser and may add attachments, notes, tasks, and
search terms to be stored therein. Thus, the e-discovery manager may not be the only entry with
access to the case and case management applications of the electronic discovery management
server 110, The subject matter of the attachments, notes and tasks could be anything relevant to
the case or matter. In some embodiments, the tasks are tasks that particular custodians must
complete and the electronic discovery management server 110 is configured to transmit a notice
to the custodians that that the task needs to be completed, perhaps using standard email
functions. With regard to attachments, the e-discovery manager, or the contact/manager of the

case, may upload relevant files to be attached to the case profile.
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personal conputer(s) associated with the custodian, then the electronic

di scovery nmanagenent server 110 may undertake to collect the files on these
machi nes. Therefore, the el ectronic discovery nmanagenent server 110 may
retrieve the relevant nmachine identifying information, such as domain,

nane, | P address, etc., and may initialize deploynent of a | ocal collection
application 132 running on collections server 130 (as shown in FIG 9).
[00132]&@3 Local Qgh%ection application 132 is configured to be depl oyed
from t K&M2db1 | ec WiBHSAH fQ/Wie sqa3eh t5Pms fa trdiscayeyenangeeTarihe ¢rse RAANYX 102 t o
any Of nidiBe @Oy Bld SRuRALAANS h ORI B0 b App QIR AL £rhihPlncdolahdd Cul ar
custodi an, the Tocal collection apptication E%Z I's conflrgu eg to utilize

t he naéhiarie lacaeniaiairgspansivedroeierant énths upgérlying isspes ishetaset Swning tidi saoker y

manage - Ver e | oyed t.o the |dentifi.ed custodi an conmputer.
rccor arae Al B kbl R ERAR R a PelsFen SR oLyl sebitBng It 5B

conf i gunéstaken tith asspeor®d the dhfayind Bigls &l drgahigdtioh b€ tHeakaGiChs disikedifadhes per sonal
conputgr. The |l ocal collection application 132 is further configured to
genera @Og'snapshot of the data residing on the local storage of the

per songho1e8PUt e cddting iPSorfX @RI ey of Bt Bibséht FRAFESE Wakh ¥ deM@bh APl €
application such as thé Vol une Shadow Copy” Service, store the snapshot in a
st or ag&ade dxt Bis e tqrolleeldim estrpucustodiaan th 2 mattenihe eclipiovery ofaneges nfdyl es

i ncl ud ! h ions..server 0. transm.tting the
data f (ragemﬂltg Hgéé}glggﬂgs gltl Qté? Ite? %a%@tﬁg{% ggtétﬁ%ése%)mg%het%%\eﬁ%ﬁtgr © 3’?‘?%}31“&“?% r sonal
conput eclease higgersdhd canuhéreeientrof @pidation bt the ciS3diacy dith aUe®ns emtakdinmss, t he

custodi,an.to continue to use her machj ne wi.thout substantial interference
£ om t HiF SISsRRIe disePUty FBRASEAIST Sayer AR Eosmbmed iatlom albsusiofions ignpbliodat o

st or ed g mithe td 6 @1cdidd\e tiRTabd R N\ BRSREe. Of aliliGosl3h frstapc &g fibansm tted

to the collections server 130. [00133]In addition to the functions
descr i HisgovEEhRanagensas|pievigusbotreaied gronpseqisustedisnowitiia themage, dhestedtronic

config Hg@&e}fw%ﬁ%%ﬁ@ﬁﬁse}v@r i f%igqs e%ﬁosaﬁf)ﬁgar g Oof%ugt%aﬁlqsot% h%freltggsggz ialbgg e.

included int apshot to int ngoi ng col l'ect1on

Thi s c &boal ogatieto beascaf theempetdmsy t he col |l ections server 130 in order to
deternl&g @Pethe |l ection is conplete and to resune interrupted

col | ec % at t int of interruption. Additionally, in accordance with

sone emmdgpe Nt SOnédecusRAfn Ha9 bé@GHRTicd B dofdition wildRerintanG A0 $yomEed to
conpile and transmt to the electronic discovery nmanagenent server 110 a

li st ofishieRomRnaggseydeda iisaseddiom 3 matiptig a casts thecasgonit discevernpystsm
net wor HO@QQPME I L ORSuMhlAPetREMRE éusrtclh?zh\ég %getl g%r?aéthg ?&aﬂéﬁeﬂ{%alﬁgf essed.

This list o ources may be stored 1nt e server n the
cust odstaredgn gredfinified Divedtiny 1081 ThewfdDe, tee¢lestyonicdAscoViry manegmiaht searver 110

transm ssjaon.of the fil t.hensel ves,, accor di 0 .0n odi ne of the
vont Foe 8 opitfi biofRe o IRER Sk o BE FOleiein 18 Cfied Bipeo a2 ebipr oo,
hash, detgmupts)&OmttheinforhRsion BeteddRdeintht Qs RAGEnstoP dhil Gropatle! FRCHE ONS
server 130. [00134]1n sone enbodi nents, the el ectronic discovery managenent

ser ver Partigulgespstodianthag st Rolieerd. nbhare sicimrLy sipfstrertdeqatiansithat theSystemer i ne
when ! od{diRtesd ifchldifihcral doAiBufrE LKA, SRGIUIGH RS GOIDUL €

monitoring application 117 is configured to nonitor the ne 02 and
det er mingbidintg IdemeSpacdseand Shaneg Dirives.per sonal conputers 140 are online.

Th f int . Ih j t odi I . hi ds t
pecol R Hy, ¢ o= BBl PRRE: R s Rt Rt aporL e fosive
det er npgrsonaheosmpia(s) axxotinre Wit ths cishrliane then ke déirohic-discoveM) @linhdenstBpears to
the conputer nonitqring application 117) and informthe electronic

di s cov%rﬁéﬁ e rﬁéla?ﬂaéf@ ivetiicstyte filegonithéss pagtines: niherefre e elseiranic al

col I echis@iveAPRhlagahERRerd 3L ITHBMH AL Yhe kﬁg%ﬁq’ﬂdcﬁin@ 1@#?)9&@ Afbraldd ! e (Tor

a custodi an ‘rel eased for collection) includes any pat
such as domain, name, IP address, efc., and may initialize deployment of a local collection

application 132 running on collections server 130 (as shown in FIG. 9).
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for HoneSpaces or Shared Drives, then the el ectronic discovery nmanagenent
server 110 may undertake to collect the files fromthese file sewers by
initializing the file server collection application 134 running on
collection server 130 (as shown in FIG 9). The file server collection
application 134 is configured to access the file sewer |ocated at the given
path, whether the file sewer is a HonmeSpace or a Shared Drive, copy the
data residi,ng on_the file sewer, and conpress, hash, and transmt the

copi ea TRHEATT o °F b Bspicafest Erapitication 1S58 comparsd o de demeredigma i on _

appl i cabll@fioABdrRY 3086 KA B it the REERSBE lﬂfﬁ)tdilk’%fﬂg%ﬁtegﬂ}ﬂe s{;llﬂﬂv It to
only copy files neeting certain criteria, for exanple hgt ave

cert ai wompuigrsedPedberefose, fy acmrtnaﬂar\pgﬁydlam,nbe lora gplention applsatiocti2ins may
preven I ion from co files

havi ngtcgltl g %dnﬁotﬁllt %Iﬁ@ é‘%@#%g%h% (ﬁalﬁgdngé {les Flﬁ%tF dlgc‘t?gelfyor egoi ng
i's advmmWnsserﬁertihétcebej&iW& tqthﬁ&dhngﬁéd ¢L&tddﬁin doﬂip&t’eﬁSA&d)rdhﬁg fdei Ng

table fil f nbodi t the fil
cover - EBPETS edfet PRl Spbincd LB SoCRORHY R Buntemgy IR e
esti nmatie @fget &ﬁtoﬁiah%%ef@ﬁﬂ%ﬂ@u@f‘ Thelot AOREEn hpplRaBE! VR is filrthePNe

enbodiment, the file server collection application 134 may automatically

begi n cAigsH t@cg@mz;ﬁte grsaenshet of therptangsiding onrthmlopdlstoragg of dhedersonalt he si ze

estima n

enbodi trcrte\&}\l Bﬁ"t,tnl ﬁogﬁlfrl%}éégﬂ% e’r%%h%gﬂ ai?rélﬁﬂgg‘t%?h ta})@ Efig[hguo’ﬁa%gl ﬁ;‘{ SW%d to
det er mShaIQm@opLe&Eemlcgamre thelsaapshetl 1ﬂa|stotrztmtareatom the pabdraCtonnyitdry iah a file
sewer |nc es..nor, to am)ut of ne li.ne file and, in the
event {15 ﬁ‘@’“fsdtfgl'éer&a%’é‘g “Idﬁ‘tlln @I‘I’t Pt £9 [P@“‘FIISISE%V or @%&5@ to not

col | eCtrafidiiftireith©8at FoMInd ShapMdt S MY Atk QRAIG B BarBRRE of THEGERRA €.
according to different enmbodi nents, the file sewer collection application

134 cofPERutsy, Fhedﬁcaéc?ﬂﬁcv%apmpa&qﬁel?rﬂlarié@tag@gtlsétr aigwﬁhgcusmdeanste comtinuk ¢ at ed
at the Fatép ncHap valeaottftgggt& ngqlgegf il BhARe oB' 3 1&4@ gﬁt h&?%ﬂ L% them to

the collections sewer custo cust odi an

r el easeverfinieracoivith dtel dae) stonad bu theshaahdrévrends Itheasﬁdpadns‘sofftbe data Isd:ﬁiihgl account on

the enter sewer 160 then the el ectronic discovery nanagenent
b B o B s B 0

server Fect the files fromthe enterprise enail

server [(483py i Nirtddaitionit® thetfisetidgs ﬂé’s@nl%a&ibbv& ed 1@@&1 b&ﬂbcﬁ@@hﬁﬁ@&t‘id’ﬁr‘l 3336
runni ng on C%F| ections server 130 (as shown in FIG 9). In sone

enbodi FENESO dereniigred e tepsmit tibr daiabase serpipl20cenatales af e files bshidpdim ed t o
access r enmai |
e vor UEaBIBRO o b Bedh B R ng COACHBACRRKNE THL LI, W bR BIERIRY oo

on t hethersobeations eanvarn a0 imender tn deteemiviiwhicter Bilteetoris yomﬁ]z)e andopiesahé emai I

| ocat e | cust od 0 a

pr edet g'lrténﬁnﬁﬁ‘%i collel F(fctog h r&ﬂ? PoR Otsmtgrm? Wy Hg&'détmag% P Sﬁcor aI“B‘? @g& Hfe, seven
days p embdidltrﬁnﬁshhe hehl dﬁﬂécttﬁiﬁ)applﬁ@tlbﬁ BRI confififeCRIoaHile BRd {renshid th e
coIIectlons .server 130. [00137] Regardl ess of the storage resource |ocation

from wh éch§WHE?‘W§GIE€}I’?IS@6’F 0 adlist pheetyarkiresauwress theyyser ispsigat a bei ng

col | eChﬁﬂjdn{ghﬁ)r%%lﬁﬁlﬁtﬂe@\ﬂ&k%?fvl‘i’c%ﬁoﬂs?‘cgld'fﬁe e B4 Lﬁg ub& nSid ﬁ)sreﬂ ok Q&e&g&a first
(while the collection is sti ongoing) In the short-termstaging drive 180
unti| Thie liskefiresoutcegs may bk storddan th@sda@‘ctbm seter 120 ingbhcwstddgancoptefitedn thee set  of

data r i r i I coI | ec 0 en co e data set
o fe DRttt T3 MR hsmBuipf 5T IR s dPamicleR. £83HinslS o
Fur t heembodimentiod tlmhIf@mbn ohs lc&&lroaﬁéctibiQppﬁwﬁsml 83istdopfifaed @®niphdsgr mat i on

to the, electro cove managenment server 110 to be stored in the
dat aball® s@rd\}’é’poaﬁ ﬁlF%FmBﬁSﬁlrﬂI tggs?aﬁ?s’lt%ép e sPUreHans STY5F 4391 e in the Unified

Dat abap@13f2, | nInrsﬁh@tethBditl&ntshﬁle%lééfr&qc 'dfbf;@sfe?ﬁﬁﬂaf?&eﬁn@%r&p?}(pﬁﬁ icular

col | ectl on,” whether it was a local collection,”an active enai | ection,
a fil evdligepeompylier moniterng mbcatrpnelrléfc@d@emmwbw ootemptancdiecticgeitorh ar
referegg n of ~the.data.. Af.ter the
data has ‘%Jé’n&g%%&lge& ﬁ% ﬁ%’a eijﬁltoﬁ é’ﬁjggaattl e lg?és coﬁfe-guvﬁ?lg)nf%t tﬂhe

col | ections server 130 conpar es the hashl ng of the data in permanent
storage to the original data in the staging drive 180 and, if the hashing
is identical, purges the data fromthe staging drive 180. [00138] Once the
data has entered the |ong-term storaggsarea network 190, it is not
necessarily ready for review. Indeed, It is likely that the data may need
to be processed before it is searchable and suitable for review by
investigators and attorneys. For exanple, the files may be encrypted in the
formin which they are collected and sent to the | ong-term storage area
network 190. Therefore, according to sonme enbodi nents, the data nmay be




[00139]Wth reference nowto FIG 10, a block diagramis provided that
illustrates the electronic discovery nanagenent structure of the present

i nvention, according to sonme enbodi nents. As illustrated in FIG 10,
certain processes described herein may be categorized within one of case
managenent, as represented by Bl ock 200, custodi an managenent, as
represented by Bl ock 220, or data managenent, as represented by Bl ock 240.
As descri bed ove, the electronic discovery system 100 is arranged such

t hat c&%t@’é’?k L@wemn&r‘fﬂ“ ?féﬂwerﬁﬁsm%’@@c?m@ﬁ“emeﬁﬁ? oglincone anot her .
HoweV eIrhedeft€,8n tie eFbitltherdld 22uSidBAR whbosd 138a1 SRIRHE b &R b B0 -AeclREARESSES
within the categories that is conceptual, and it should be ‘under st ood t hat
cert ai RoppPYeEseRtprwgypplication | Btis coniigesdinaldtermingwrhen tHatmachine joatsdigor y.

Ther ef i t ' e .em 100 al | separ at
rranage%%ﬁor%@jc St g@?@%éﬂ’ %:agsgtésld,ye and uEg g?ﬁ‘%%% il IC%}'O&:@EE%EI lg%n{“ﬁ% pr esent
i nvent electromy dia¢dvent mamgemttiaerveni Ochattiheéhohildrigigalirzghe [00AL80¢cHag fir st
process that falls within the case nmanagenent category is creation of a
mat t er a’i’}?lw&té%“e@sm’énqdf_‘?lr%mr k for litigation support activities, as shown
in Bl ogln139R. ASIfUQSSHHIRE FrofkOish a SRBIRNILISERY %r%oﬁ@d@i@ﬁﬁ'i‘xcl{ﬁﬁé’s ar?}g Gihs! Nt O

the user interface 118 certain information about a particul ar ter or
case, &udkpredraces g5 Sharedbrisemthen tharlesionicalisseery misegemiopt sepver 10 mhag

mat t er [ faske dogg(ﬁlthé fﬂ@@ﬁrblgl'tﬁése ﬁtlg]s%r&?srﬁ ﬁ#ia‘ﬁ insrg?ﬁ&%?%gr(rer( Io%lgcﬁo who asked
for the case to be opened), nmanagers or contacts®for e fatter Fl.e.,

i ndi vi dpicstiomiZd ruedng on tdlkEecBabsrand 80 ofs shéven mEREGR9).r Jhbdile dchan t he
process,. | j.ke the e-di,scovery nager t 0014171t is noted that

Biat odrielift e foon 4 by 1 froe B GlerrBit irbebatac BRPOMM | on

al | owi f@icther tht fike eARPisEUISsMEN fAle bk Strdd DI, Ca5ERe ddRIrSiRROVA fiRFd Or the
el ectronic discovery systemof the present invention to have scalability,

wher eb§eresfi gelrompaessdabhy ead trapsot ta sopied daia tothe pelleciensypemigr 139. Mietfilp| e
cases. ] : ' ' ’ . r this
ot or et ot pre Of B REESE LI CE) E YR IrT\RETR 1BELIED: BPGBHPIE. | Cace
dat abasuly tody filvs sestingicstainrtriterimafor oramsple Milehthht lalve cértfifikemiktcasione!l ati ng to
a parti,cul ar. tier or case i s related within the case, database 124 and a
ser, - A B i el A treb e e T SPiloeBpd Abioaian 19 vi aw
and edfrbmaopyiag ifiled hadink bertdiR fileadxtedbioffsothdrQ@HBakd NEitHe ¥f thB TRE&SSg 181 t hi n
case mapagenent | s the creation of preservation notices and surveys

speci f AY/RBEENE Uifhe B@iscovesy BHBIGST Isobintrstarin copying prasutablgdiles, orspirce

oW pr o e o, R A et B ok o g0 ©

mat t er candighreddo genstht¢ a sizh estivzateofthefiles eesiding trethe dmrgeted file server. In one
embodiment, the file server collection application 134 may automatically begin the collection
process (copying and transmitting data) if the size estimate falls below a predetermined
threshold. In addition, in some embodiments, the file server collection application 134 is
configured to determine whether a particular folder that it is collecting from a file server includes
more than a token amount of nearline files, and, in the event that the folder does include such
nearline files, choose to not collect such files so as to avoid overloading the server. Therefore,
according to different embodiments, the file server collection application 134 copies all or a
portion of the files residing on a file server located at the path given in the released custodian’s
profile and transmits them to the coliections server 130.

[00136] If a custodian profile (for a custodian released for collection) includes an email

address for an email account on the enterprise email server 160, then the electronic discovery
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dat abase 124 or, alternatively, link a preservation notice or survey
already stored in the database sewer 120 to the case profile of the
specific case or matter at issue Also within case managenent is the
creation of search terns pertinent to the case, as represented by Bl ock
206. As described above, the e-discovery manager or a contact or manager
for the case may use the user interface 118 to input individual search
terms or search termsets to be applied to the data harvested in the case.

I n somNABAEHEHESHYS 1 19 gy sadsrtake fosallsctipg filss omphe epferpgispemajbecaveril 66
partic 4 ! w i el he
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resul ting.respaonsive.data. 00144 rocesses of. entering rel evant
B R e e e R g SR R T L
The e di S00vEry. NANGGET ar & oe Contact or nnatar oy Log he tear
i nterf é‘b@‘e% 4 faiﬂt%&d2§)oew%lt %nagHacaé‘%ﬂ @?reniﬁt’]é@%g ﬁH‘aﬂ%/ fidpted BY theant dat a,

i ncl udipgodiRfa) &% ROEk ] ; ; ' e I the
case in the case Jgtaggggkﬁgﬁﬁ&%%@gn?ﬁggggg?%ﬁ@ﬁﬁgﬁfg, not 59%% Eggﬁates

ar e adgger totthesollgetiond end ednsmetibe dopigrbemailsito thewpolectiphesasvaridl.case profile

t hr oug user ,i rf 118. Th 0 i.nat i on dul es_of .t he present
i nvent .'f%‘ﬁailr e al %%?8%’2’2 glee SS%?rﬁ%\et regorl%ceéé%ag%}é rﬁrir(])gje‘(’:‘fRlétjs1 ggtﬁ %Sebeﬁ%%’élgaﬁ?itor

pr oces siespartivalas ypenf dita Being koRd:ted, the chéctionegaved 130 Beoffigatd Rtdre Hescovery
management. server 110 utilizes a cost, estimation applicatjon to determ ne
the coStadstiy U eoltpciinmis Blliosssing laé@éa%hﬂﬁést@astesgn%dlatﬁﬂﬁ&unm theact or s

| ncl udipRgiculbOdol RUBHIL BompefEPATacR b battE oM (RISt oAEIA RkuRhe RBIMES b&togdal 2
data types, etc. Finally, case managenent al so iIncludes” a nunber of tasking
and ;/\opklithswg préddes sepy thRdataarido thdpestomethrige amsmtwl fowork4 90 ?mmﬁﬁl%;” ng
now to o] . NG W t.hi e category
of "cust Stk FLABRC B ol 15 BREERBTE: Sifiod-BohiShdo neC .o

i nvol vekgrgendisatvenymmafagtihentlsaivit Eld 1Dbe ey tH2Pitabasd seivel y20; de statple,

cat egoti zed as,.custodi an eqent, t processes shown in FIG 10 include
Chose” bt B Sudiust ShBRI R IREEE Ralbats D2 BTEaRoR G F vAied inenalion gbow
case OfheTRticalar chllectibitwheBdATtvas aScal ESIREGAR, f 88 eQnaAUslIad AN MRRAYETENt
included in FIG 10 is the addition of custodians to a case or matter, as

shown Follestien letcp Therciere fhe barcerdaran he wacd fonitscnfic ot o latarydatedn deferminatheuse t he
user ipLshfg 8 4 [0y i Le f t %%{1; j A [ ectory
122 to%ﬁ% Opgrﬁtq]a?:auléi?eré%é;%taglrl%}ﬁ ?%Iggquéattﬁg&(@gé%ke atsa(g%eeJ? 3 %‘Jﬁﬁg"%e
cust odraltecporstsetver Bicongmesspholidshiag af theclatarie petneshent Beageaw theporipiesd d&ts
wi t hin. cust odi an .na e i he.transm ssi on, of, preservation notices and
sur vey 115 SEER ST a NG e e g 1 PR PRECS U g T HESBSTRBR of t he
surveyg$gs.0 custodi ans, as shown in Block 226. The el ectronic discovery
managenent server 110 uses the contact information in the custodian's

profi | E41A8k he UANgs thgdatp pacenberpd the Jongoterm siegge araametwirk d89.yHs nefn not i ce(s)
and su J Se : Dk i .

rbod sty AR B rcvibl NBARRPR DR It hO hednaf 3L PR i roceihel BB i

i nf or mistseamhavbeahdduitadefdar mevitimbf irewstijiatees trat attohr®Rs.i Bortdxemplesthe dilesnhay enai |

address. Wien the, cust odi an ecks r. enail h ur ve i || appear as a
eelion 3 LA RN RN T e AR TR P PR A

pr esenhedotio] 902 ITherbifidre Sdttoiding T8 ¥orBe citBodimghts SHle 846 hayhatopbety thbe fills it
out, the survey i s automatically transmtted back to the database server

120 f oFORYEBIRGETIGFS SRS Oavhsro pariss ghdecrybiop gad gandrdisationdpnctigns may
[ 00146}, b stief 8 41 Mhopildtath 1§ USEORER A RARGRARAL it isSrchiifedib ARA5S:-~Rim" €' easi ng

cust odi ans
storage area network 190 and may remain there to be accessed for review purposes.
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froma matter to a case, as shown in Block 228. The e-di scovery manager
uses the user interface 118 to nmark the custodian's profile so that the
custodian is now activated for collection of data. This may occur within

t he case database 124 since the custodian's profile is linked thereto. Once
the custodian is rel eased/ marked, the el ectronic discovery managenent
server 110 may access the custodian's profile and initialize collection
based on the varjious data stora ggilocatlons identified in the profile.

Ther ef 1M3%hs r ePiibgeistcace pyv Wapblogk diagragps peavided dhad dipaplgs tgnagenment
server oLl diByis AR i géﬁlér}f sHEL T AR frendRtéhi ﬁ{pa%éoraﬂl tb @Al 1 ons of data
to be harvested by “acceSsing the custodian's profile 1n the Unified

Di rect omboc}tmntSAlAts altustrated el liIthlﬂecqtam mocssessylesraibed bereimanyayrmmateighyizadake t he

F el | o o5 bR o e Al bE AR 0 SRR el B s o

nunber répkestiedk by Bloak d20wr dblaonunpg 68,58 Sepridhted bg BlRRE0e Als@dscbiped| ock 232.
[00147] The | ast categgry S data(ganagenent represent ed by Bl ock 240. One

maj or  4RAVeoe flepk@us discarehvaat0Y haransetaieh it saseheuppdaesaddadpat i ng to
the hapyeshidd iflepbiics of%'ﬁe%ﬁtﬁl%} W OC theRdhi2 smm;‘aenermﬁm& bfgigde the
collection o datg fromall the different storage areas of grtrcular
cust od DﬁPFOCfFSﬁQ,SI withim thetchtegenipstiioa issgonseptesd cand it &hp@lgé)e@lndfrretpocpétaswfain

conput c t e ystpdi an's email ,
and an?ro{jg%es ]e%ésj(ﬁeg{sfy ar eg%1 eg)cr\rl\l? ektlaa%ner el ng&XI %eriﬁh]t%‘gh%ttg in the
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130, as descri bed |n detail, for, each rtlcular collgpé%on agplication or

pr oces SSrABRCrsse A ihipreseat yention may liepors thapge of tieforcg@iggt i ng from a
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rocess that f wi t hi n dat i.s ,t he copyi.n f th ata to the
P onver drhbtt o b Ewiicstot, & el MR RS oSS bRBLl s oo asidblblar v ' ae
shown igxe R BEEpeRd®, mehupRrsidiRomtaétd fdrShCRRNE (L £ Andividub ifv@ivetdMethet O t he
| ong-term storage area network 190 to be used in review [00148]Al so
f al Ii ngpbafanes of thamattergpthgcthamthe procese likathe erditcrviy granpear ¢teul ar data sets
with PRI AT ReL ] 0 SCAKEHeh BB R okl LRGP InAREEIe Of the case
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dat aba In thi's regar certain searc |n the case
prof i | exfameatisn aHmzlmg,rfdmthe famd ovsedianam nmitlﬁh@caagﬁ alfimd predtde:nfoc tretehictrotigpes of
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mstangmcdsnglﬁllﬁ@}feqﬁe@nﬂhﬁm w%yesrranagerrent server 110 accesses the case
profile, determ nes the search terns to be applied, and associ ates the

sear chl@03##k wi t Fhe Blectinic digeovsty maeeappRispPFRE %%r@%tthséfl@rmﬁhqrbtﬁght erm

St or aggyge ﬁase hhg ke Hﬁtgbzts@ Lol THE c2R Qllataﬁgset194 t (ﬁﬂlgt16 qe
results w generated and presented to reviewers or an ysis. Finally,
as wt Budlh@tcaﬂ hm’pnmmagelmmg tocigtaggputar esitedert casaia nel giedwithingths case dethbmdes a

[ 00aof i o b uE A Binbec Y AR R R Wby e el LRGN alioRe s case

i's propictigsef thimag&@irdagece Wi th one enbodi ment of the present invention. As
represented by Block 302, a case or matter is created hy the e-di scovery
manageF0Adl st or BoF et PIogess xalkinense maaagemsnt is thegreation of Brgsemationmetistided t o
the Caggl aiboys Buettid g ofl Beer3R4noli id Biokk 64 UGS el iR -Bis@hEhes of the
Unified E?re tory i22 to t1e cas% pro fil Next, as representedhﬁy Bl ock
306, tmen@edn@mhmugh thenwerantesfiack big, t:lﬂi@rgamate@nm@resgtrvanmagecs @dds search

terns tQ be to_dat.a harvest ) nc |nstructions
ns to SEuRERe 8k R ERY AL OB ERMEA ) RS iR Sese MBANEh B el ans.

Bl ock 310 represents t he deterntnatron t hat nust be made as to whet her
there is a matter or just a case. If there is no matter because
preservation notices are not required, for exanple, for an audit, then the
process will nove straight to the iniggalization of data collection. On the
other hand, if there is matter, rather than just a case, then the creation
of preservation notices is required, as shown in Block 312. [00150] The
preservation notice, as shown in Block 314 is transmtted to the custodi ans




added to the matter, perhaps using email. As shown in Block 316, a rem nder
noti ce nodul e may be enpl oyed. As shown in Block 318, the rem nder notice
nodul e transmits periodic rem nder notices to custodians. The notices may
be sent over email and may rem nd custodi ans about the preservation notice
and/ or rem nd custodians to fill out surveys. Wth regard to surveys, in
the event a survey is required or desired, according to Block 320, a survey

is crea . The survey.. be saved i.n the case profile in the case
dat abas‘%‘?a%ﬁ. ﬂ%?“s%%%ﬁhw I%’I“géﬂ’r%s??’,atl?‘i notice op suy ey Arepdy epredmptheplatabasevey to
be at t agRef120toaneasé pREIE ritRIspatiit chdtcor RS @hid ORIsh WiltGeSase [ 00151] Next ,

as shown in Block 324, the e-discovery manager nmay release custodians from
t he nathaiasement frdthe srsationgfisearch terms perfinend tethk lcasst dsarpresentdddydRistiotan’ s

dat a. i g - di pﬁ@ﬁ or, the el ectronic

di scovg?sy&gng\‘r{\wé}ggpr%% &ggrdgicgvﬁgrﬁgg%egggg&ﬁ% °Cué %%Ttgoﬁ it GF T Wé?“%Fe‘ﬁ%r m nes
t he datwertipjeefaceall@ tb opat individual serchatmBair eehrctatesn kdts o 1l dapphad fohlge &ppl | cabl e
col l ection appljications to ol l ect the data. Onge the data has been

col | ect'8t eitﬁgpnaﬁ"ﬁ fitGue Wéi‘?ec%%@%ﬁﬁ%‘ﬁ%é@?e%@_ it‘?jﬁ’é&laﬁg’eé‘&&??dd% auwt Wised on
the pargaitiulad tustdiBar8 dh@Br RE partiohlaoarlQeAldafNyfds O Mhiiapdh teim Ok dtienatgd. as
shown in Bl ock 328, the search terns previously stored in the case profile

may be iBdhsicgsradpiabgse 124 s dhah they mydhegeastilytapnlisdfp harviesied date endwsed fregar di ng
the Seabflbclio Win sRES heIeRMET glBIBYa e applied to the dataset and the
sions \ .

results saved to esentedto reviewers for analysis. [00152]Wth
ref er el@@4dp FI GThd grocesseseofentieriag yelprantasshharts, matea ghdigpdates 6 h pattianlai S

i ded, . i d Wi t nbodi t of th t i tion.
Fi ot e o EEaht B Bytia e PR e5Ree e ey o Gedomuaren v Bl elr or
case. land 2h).SThegaikcbveiyhBartzider ?di Age SonBicPbd rhﬁm?él‘ ﬁlﬁ}ﬁuée’@!éé( iils%ﬁiingirfa@@i @y 122
e.

is linked to the rel evant case or matter profi I'n order to locate the

cust odit@APlgaqsments apd enfes nodesand oer eshevipiiates Invhidingaundaish aydreminders own | n
Bl ock 4@4sordH 1R MR QbEprofiltordndilaSC AMRE YosTRRATRE lﬁyﬁ%tﬁése%%ﬂnge%%t hngd N9

i nformation about the custodi an, ether 1t s the custod ans narmne,

net wor knd ypdatésgenadded, aheyi may berekirtncad shesser tser viEhs tieumbopliofile theagic h
nmodul e i | | i-aput i nformation.an earch the Unified Directory 122
For o iissr Rffic . ARthe 263000 b B AR ESER Sl ffmpiisees: 15
Wil pies eftcatgbrizedtas bee nimdgdhdn® prdobiRes adlilRRoME BlodkaN a0 & thidcpir@Whe t he
associ a{ edgﬁg% files to determ ne the intended custodian, In thrs way, the

cor r ec€Y 1SSy SnsmARRSRIFRG SEy Ch htf utHizehs efst psbimstion ppplicatien @dieterming | i nked
t o t he 1RRREOHTHaALRIEIHE r&ieWR - 6, the
el ectronic di scovery marl;ag%rre%?Q%’e?i\?g(?&ﬁ%éﬁng%%zgaﬁgﬁgnhggld%é%ggﬁég’

parti cgpabercfsuegiedians, ameed of barsiesteshdnta, data tyfive, ednt Eimplly,sese’ Wanagetemtalso

St Dl b G Sl GRS 27 S
not be[@dAfhct edMosingmdinig casibdies inadiemeat) derbiin Aot &kahiling within the
category of custodian management are shown in Block 220. While the processes involving
generation of the Unified Directory 122 certainly could be categorized as custodian management,
the processes shown in FIG. 10 include those processes involving management of custodians
within the scope of a case or matter. In that regard, the first process of custodian management
included in FIG. 10 is the addition of custodians to a case or matter, as shown in Block 222. As
described above, the e-discovery manager may use the user interface 118 to link a custodian’s
profile from the Unified Directory 122 to the particular case profile in the case database 124.
Thus, the custodian profile and case profile are correlated. The next processes within custodian

management is the transmission of preservation notices and surveys to custodians, as shown in

39



contact should be used, such as an admi nistrative assistant of the
custodian. Alternatively, there may be a separate do-not-call |ist stored
in the dat abase server 120 that nust be accessed and searched to determ ne
whet her or not the custodian appears on that list. In either instance, a
determnation is made as to whether or not the custodian should be directly
contacted, and in the event the custodian should not be directly contacted,
the contact_information for the custodi an's. assi stant %lr ot her stand-in)

shoul d Hee ai“}ﬁ]etde PresRnéation of et visys (R qutogians, g showayia Bleck 226y Iheni t ti ng
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the custodian's data is collected. [00156]Referring to FIGS. 11 and 12,
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particular Mcrosoft Exchange server within the enterprise email server 160
on which the custodian's account resides (which is known based on the
information included in the Unified Directory 122), copy all enmil |ocated
there, including emails deleted up to4yg designated prior period, for
exanpl e, seven days prior to the collection, and transmt the copied emails
to the collections server (130). The enail collection application is also
capabl e of inplenenting bulk requests and for collecting enmail on a
schedul ed basis, such as daily. The email collection application is
additionally capable of being inplenenting enterprise-wi de and requires no




as short-termstaging drive (180) to attach a barcode to the set of enui
resulting fromthe particular collection. The barcoded data is then copied
and comruni cated to the long-term storage area network (190) for permanent
storage. Furthernore, the collections server (130) transmts the barcode
information to the el ectronic discovery managenent sewer (110) to be stored
in the database server (120), for exanple, in the custodian's profile in

the Uni.fied. ab 1 inrelation to the stored infornmati on about the
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appl ication is i | emen at a stagin | ocat1 on
custodians are added to the case, as shown in Block 304, by linking the custodian profiles of the

Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery
manager and/or the case contact or manager adds search terms to be applied to data harvested for
the case, including instructions as to applying the search terms to particular data types or
custodians. Block 310 represents the determination that must be made as to whether there is a
matter or just a case. If there is no matter because preservation notices are not required, for
example, for an audit, then the process will move straight to the initialization of data collection.
On the other hand, if there is matter, rather than just a case, then the creation of preservation
notices is required, as shown in Block 312.

[00150] The preservation notice, as shown in Block 314 is transmitted to the custodians
added to the matter, perhaps using email. As shown in Block 316, a reminder notice module

may be employed. As shown in Block 318, the reminder notice module transmits periodic
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as short-termstaging drive (180) to attach a barcode to the set of

non- exchange server enmail resulting fromthe particular collection. The
barcoded data is then copied and communicated to the | ong-term storage area
network (190) for permanent storage. Furthernore, the collections server
(130) transmts the barcode information to the electronic discovery
managenent server (110) to be stored in the database server (120), for

exanple, in the cystodian' s profile in the Unified Database, (122),. in
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Unified Directory 122 is linked to the relevant case or matter profile. In order to locate the

custodian’s profile, a custodian search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,

whether it is the custodian’s name, network user identification, email address, etc. The custodian

search module will take the input information and search the Unified Directory 122 for a match.

If more than one match is obtained, the user interface 118 will present all matches and allow the

e-discovery manager to browse the associated profiles to determine the intended custodian. In

this way, the correct custodian is identified and the profile of that custodian is linked to the

appropriate case or matter.

[00153] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-call

list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory

122 that the particular custodian should not be contacted regarding collections, and an alternative
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on a repository for the purpose of regulation, conpliance to regul ating
bodi es, such as the Securities and Exchange Conm ssion (SEC) or the liKke.
At Event 536, criteria is extracted frominput system and nanually entered
in a designated third party systemfor data retrieval. [00166] At Event 538,
t he barcoding application is inplenmented at a staging |ocation, such as
short-term stagi ng drive (180) to attach a barcode to the set of jounaled

dat | ti f the particular collection. The barcoded data is then
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may be assom ated with a specific search termset or sets. [00167] At Event
542 sowfaeheddo detemune Whethersoringpthe sasiedian appeis on that listatn githyer Ilnstﬂsee,fal les are

proper Icl)ét 3 isgnaﬁg a@to%l?éﬂ%@rogﬁ%ﬁﬂe él.%¥ Iﬁ?ﬁ&‘i ShJ)lHd toQ bitediy & 811%(&? r d ng to

one enbodi nent o e 1 nvention, 100Sé es are exam
and, i fevwmklmmattodlaﬂismwdjnmtrbeaiupctmntadaﬁathé obIBdt mfsuﬁehloaﬁ‘orethd?ﬁ’s?td&m or t he

I|ke The adta as h. t he_non standard ed files is retained
and T PSR R R gD GRS PEODUIEED T SR dl PE MR T g {11 o
conver $afsasi r&@rvragguhétﬁgsgfmﬁme gor matted files, MSG formatted files and
the like. E 8] At Event 544, the Journal ed data set is loaded into the

anal ysil%188b! i cafNeshinasgordancemitrBlogk 608, aidstejmainaioreid mide by dateldotronizpor t ed
to the dicOvtry h%cjlgreﬁ\éhteé@f%r § 06 2B WREHeS the custodian has been added to a matter or a

case. Ifit is a case, then the custodian is verified, as shown in Block 424, supplemental data may
be added to the custodian profile in the Unified Directory 122 as required, as shown in Block
426, and then the various collection applications are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in Block
410, a preservation notice is sent via email to the custodian or custodian stand-in. As shown in
Block 412, the custodian may then be inactivated from the case because, for some reason, data
does not need to be collected from the custodian. In the future, when it comes time to collect
from the custodian, the custodian will be reactivated, as shown in Block 422.

[00155] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. Ifa survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection applications are initialized by the electronic
discovery management server 110 for collection of the custodian’s data, as shown in Block 428.

In this process, the custodian’s profile in the Unified Directory 122 is accessed in order to
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[00169] Referring to FIG 14, data block 548 signifies data froma | ocal

Per sonal Conputer (PC), such as enterprise PC (140). At Event 550, the

| ocal collection application (132) is inplenmented to collect data from
designated PCs by taking a "snapshot” of the device's hard drive. According
to one enbodi nent of the invention, the local collection application may be
aut odepl oyed t hus, obviating the need for any manual entry by the
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to the requestor/rev I eve
emails deleted up to a designated prior period, for example, seven days prior to the collection,

and transmit the copied emails to the collections server (130). The email collection application
is also capable of implementing bulk requests and for collecting email on a scheduled basis, such
as daily. The email collection application is additionally capable of being implementing
enterprise-wide and requires no server identifiers or the like to collect the active email. In this
regard, the email collection application (136) serves to reduce security risk.

[00157] At Event 510, a barcoding application is implemented at a staging location, such
as short-term staging drive (180} to attach a barcode to the set of email resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. Furthermore, the collections server (130)
transmits the barcode information to the electronic discovery management server (110) to be
stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. After the

data has been copied to the long-term storage area network (190), the collections server (130)
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[00174] Data bl ock 564 signifies data from network storage, such as a shared
drive or HoneSpace. At Event 566, the file server collection application
(134) is inplenented to automatically collect data from shared drives
and/ or HomeSpace. According to one enbodi nent of the invention, the file
server collection application (134) may be autodepl oyed thus, obviating the
need for any manual entry by the e-di scovery nanager or the |ike. [00175] At

Event 568, th ar.codi Lication is inplemented at a stagi.ng | ocation,
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f
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at Event 578,  the network storage data set is exporte
reques il need (q pexformfconvession 9@:1/@‘_ decryption on the data set. At Event 516, the active email

data set is loaded into the analysis application and, at Event 518, the data set is exported to the

requestor/reviewer for analysis.

[00160] Data Block 520 signifies other non-exchange server based email, such as email
accessed through a client-server, collaborative application, such as Lotus Notes® or the like, At
Event 522, NSF files or any other file types associated with non-exchange server based email is
manually harvested from an enterprise-grade email server having collaborative capabilities, such
as a Lotus Domino server or the like.

[00161] At Event 522, a barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of non-exchange server email
resulting from the particular collection. The barcoded data is then copied and communicated to
the long-term storage area network (190) for permanent storage. Furthermore, the collections
server (130) transmits the barcode information to the electronic discovery management server
(110} to be stored in the database server (120), for example, in the custodian’s profile in the
Unified Database (122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the

data. After the data has been copied to the long-term storage area network (190), the collections

45



[ 00179] Data bl ock 580 signifies electronic data for forensics. At Event

582, a forensic collector application, such as EnCasee nmay be executed on
the devices of interest to collect data. According to one enbodi ment of the
i nvention, the forensic collector application nay be autonmatically depl oyed
on the device of interest w thout the know edge of the device user. In
accordance wi th anot her enbodi nent of the invention, a conputer noni tori ng

a Ilcatlon ted not . shown in FIGS. 1 that nonitors
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subsequently decrypts the data.

[00164] At Event 530, the non-exchange server email data set is loaded into the analysis
application and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00165] Data Block 534 signifies journaled data, such as electronic commerce data stored
on a repository for the purpose of regulation, compliance to regulating bodies, such as the
Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00166] At Event 538, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of journaled data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
Jjournaled data may be associated with a specific search term set or sets,

[00167] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is
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[ 00183] At Event 592, the forensic data set is |oaded into the analysis
application and, at Event 594, the network storage data set is exported to
the requestor/reviewer for analysis. [00184] Data bl ock 596 signifies

col | aborative data, such as data residing at discovery sites, for exanple
LiveLinlc(r) or the like. At Event 598, a discovery site collector
application, such as a LiveLink(r) collector application my be executed on
t he devices, of, interes ]g ol | e(i dahﬁ éccordl n to. o enbod| nent of the
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local PC data may be associated with a specific search term set or sets.

[00171] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00172] At Event 558, the local PC files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the PC files data without the knowledge of the
user/encrypter. The decryption application finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00173] At Event 560, the local PC data set is loaded into the analysis application and, at

Event 562, the local PC data set is exported to the requestor/reviewer for analysis.
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[00187] At Event 606, the discovery site data set is |oaded into the
anal ysis application and, at Event 608, the discovery site data set is
exported to the requestor/reviewer for analysis. [00188] Thus, present
enbodi nents herein disclosed provide for inprovenents in electronic

di scovery. Enbodi nents herein disclosed provide for an enterprise-w de
e-di scovery systemthat provides for data to be identified, |ocated,

retrie reserve rche revi ewed an roduced in an efficient and
cost-ex&ggﬁfve n@ﬁﬁg’a"%g%%@“&’ﬁéd@ﬁﬁ"%“‘“éﬁ?&rsg‘?‘? S @ parg d%YFo‘?r_tion, by
st r uct HonitSpaRNADEER 56Q theetildis&¢ QVRN¥ctRASHHL Aok 839 [¥BibREnenfed$ 0di an and
data and providing for |inkage between the sanme, further efficiencies are

real i zegomaticatlyeellent datg Siem sharedglrivepansyordipratacee Actasding o ezt enbadiment

| ever agkRd ; ' ' est s..:
[ 00180] SaenERlt, T tle Rkl BUBerin shARGH [33) ol He bGHItyelt BT B
provi déepreediartny manwdd eaimy byrticedlisodenyanahgéraderielikal or highly simlar

docune r th ur f.limting.the volune of documents requirin
revi ewr[]édcﬁagfher e&‘/ﬁ‘r"f{‘ggiiéﬁ%%arﬁoﬁénwgp%ﬁtﬂonéﬁ‘ Mpl§TReSd 3 p sagwe %‘i?ﬂg%rﬂ“’l]’ gvi ew
pr ocesgs sidgdtetrh S8 gihg EAROAIBURRattatH HNAreRIcito thelsef SraleRfbri SrFR _ramarr@s\aitﬁl\g

€

assignnents that determ ne concept-related data groupings within t

over al froaghp partigylagrellsctions Jhe hersaded datp ig theasepigd andjenvamunieatedie thaloget ed

docUune iy s@h Gy ' M £ o] 2 e oupi ngs. As
such, docurren% revi e\/\gggg a@e rg[g%%%%}g%g%hﬂggg%né?\ﬁ%?ﬁesé%ngﬁg@mg%ve hi ghly
concepbampded-neblak edrage datramtyshe asbrictited erlud secific starch teemn seff driseisency i n t he

revi ew, SS. 19 ile certain.exenplary enbodi nents have been
hovcr 1 BRABES"  nAbRYR S se e G i, P B BiE %l abblotiet oo
that suipreyeslgdommiits irtd QantRrdired forhats th @i K@ adll aBRIiNOlb dhe ShbbdilieMEoron t he

broad i nvention, and that this jnvention not be limted to the specific
const r Hetinvrtondeess e fgrrremineddanimevancy adsi relowat. sioredde awsenendaa ot her

B e L
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00177] At Event 574, the network storage files that may be encrypted are decrypted using
a decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the network storage data without the knowledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.

[00178] At Event 576, the network storage data set is loaded into the analysis application
and, at Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00179] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector application may be
automatically deployed on the device of interest without the knowledge of the device user. In

accordance with another embodiment of the invention, a computer monitoring application may

be implemented (not shown in FIGS. 11 or 12) that monitors the network to determine the
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[ 00191] Those skilled in the art may appreciate that various adaptations and
nodi fi cations of the just described enbodi nents can be configured w t hout
departing fromthe scope and spirit of the invention. Therefore, it is to
be understood that, within the scope of the appended clains, the invention
may be practiced other than as specifically described herein. CLAIMS 1 .A
nmet hod for predictive coding of el ectronic discovery docunents, the nethod
conpri si,n cei vi uti ng device,, a docunent
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forensic data may be associated with a specific search term set or sets.
[00181] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.
[00182] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the network storage data without the knowledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.
[00183] At Event 592, the forensic data set is loaded into the analysis application and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00184] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector application,
such as a LiveLink® collector application may be executed on the devices of interest to collect
data. According to one embodiment of the invention, the discovery site collector preserves at
least a portion of the discovery site database in the e-discovery database, including all files and
all revisions of the files. In this regard, the discovery site collector application queries against
the database to define what files need to be retrieved, then copies those files based on the result
of the query. Metadata pertaining to the files is retained in the case management system tables.

In accordance with another embodiment of the invention, the discovery site collector application
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renoving, via a conputing device processor, the one or nore second
docunents froma plurality of pending review docunents based on the

assi gnment of the review code, wherein the steps of determning and
renoving occur in near real-tine to receiving the docunment coding input.
2. The nethod of claim1l, wherein determning further conprises

determ ning, via the conputing device processor, that one or nore second

docunent ssoci ated w t he gase are sa representation of the first
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conpri gesjlget erm ning, via the conputing device processor, that the one or
nore second docunments have a same hash mark as the first document.
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to the [(}c()I 1 I’Sg]t docxir;’rg‘rr]én.t 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like,
[00187] At Event 606, the discovery site data set is loaded into the analysis application
and, at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00188] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise-wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the enﬁre enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.
[00189] Specifically, embodiments of the invention previously disclosed provide
predictive and automated coding of identical or highly similar documents for the purpose of
limiting the volume of documents requiring review and thereby increasing the overall efficiency
of the document review process. Additional embodiments provide for targeted document review
assignments that determine concept-related data groupings within the overall corpus of data
associated with a case and generate the targeted document review assignments based on the

concept-related data groupings. As such, document reviewers are presented with assignments
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6. The nethod of claim1l1, wherein determning further conprises

determ ning, via the conputing device, that the one or nore second
docurnents include a predeterm ned threshold of words or phrases included in
the first docunent. 7. The method of claim 1, wherein determ ning
further conprises determning, via the conputing device, that the one or
nore second docunents include a predeternined threshold of concepts

i ncl ud in t.h flrst docu Ia|n1I wher ein
ooet v R Ry o RRTEETH drcpments. Sick v iR TG the fia e
docunemroce@di Nng i nput, wherein the input codes the docunent as privil eged.
9. The nethod of claim8, wherein deternlnlng further conprises
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wherein the review code includes a mark. Il.The method of clai'm 1, wherein

r ecei vigFgPFHPEner conpri ses receiving, at the conputing device, t he
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i ncludes a mark and | east one tag. 12. An apparatu predictive coding
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of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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a conmputing platformincluding at | east one processor and a nenory; a
docunent coding application stored in the nenory, executable by the
processor and configured to receive a docunent coding input that assigns a

review code to a first docunent associated with a case; and a
predi ctive docunent coding application stored in the nenory, executable by
t he processor and including, a docunent simlarity eval uator

configured to determ ne that one or nore second docunents associated with
the case are at least simlar to thqﬁgéga§ docunent and provide a
confidence indicator for the one or econd docunents based on the
determ nation, wherein the confidence indicator indicates a | evel of
simlarity between the one or. nore second docunents and the first docunent,
a code assi gﬁor cOmSRT s dich st ing Helqcronie wiseowsy ferupisatsoie nsthasor e
second despimpts based on the determ nation and the confidence indicator,
and a docunent renover configured to renove the one or nore second
docunents from a i§Eiriakiay cof MWQCrmwwedmmnnwttdm edhigon attheew
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eval uator, code assi gnor an renover erm ne
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docunents i me to the docu codg- application receiving
t

the do C(u(%%men{(% @Eﬁoﬁﬁ?ﬁ%ﬁﬁm the case a1c: at i%asi SiH a‘alﬁ[s]éer YRR ai m 12, wherein
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one or nore second documents associ ated wt the case are a sane
r epr es ePHEANGHE fcondh doquntosts agensiatasiivith the case a1c at least similfar to the first document;

assigning, via a compuling device processor, the review code to the one or more
second documents based on the determination and the confidence indicator; and
removing, via a computing device processor, the one or more second documents from a plurality
of pending review documents based on the assignment of the review code, wherein the steps of

determining and removing occur in near real-time to receiving the document coding input.

2. The method of claim 1, wherein determining further comprises determining, via
the computing device processor, that one or more second documents associated with the case are

a same representation of the first document.

3. The method of claim 2, wherein determining further comprises determining, via
the computing device processor, that the one or more second documents have a same hash mark

as the first document.

4, The method of claim 1, wherein determining further comprises performing a
probability analysis to determine the one or more sccond documents associated with the case are
at least similar to the first document.

5. The method of claim 4, wherein providing, further comprises providing, via the

computing device processor, at least one of clustering technique analysis, machine learning or
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14. The apparatus of claim 13, wherein the docunent simlarity evaluator is
further configured to determne that the one or nore second docunents have
a same hash nmark as the first docunent. 15. The apparatus of claim
12, wherein the docunent simlarity evaluator is further configured to
perform probability analysis to determ ne the one or nore second docunents
associated wth the case are at least simlar to the first docunent.

16. The apparatus of claim 15, wherein the docunent sinilarity eval uator is

further [ er.f st one o ri ng techni gue
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one or nm’cetrcszﬁdmdmﬁhdeummﬁ:s&ﬁﬁ;ﬁﬁlbﬂt ed with the case are at least simlar

to the first docunent. 17. The apparatus of claim 12, wherein the
docunent simlarity evaluator is further configured to determ ne that the
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7. The method of ¢claim 1, wherein determining further comprises determining, via
the computing device, that the one or more second documents include a predetermined threshold

of concepts included in the first document.

8. The method of claim 1, wherein receiving further comprises receiving, at the
computing device, the document coding input, wherein the input codes the document as

privileged.

9. The method of claim 8, wherein determining further comprises determining, via
the computing device processor, that one or more third documents associated with other cases in
the electronic discovery system are at least similar to the first document and wherein assigning
further comprises assigning, via the computing device processor, a privileged code to the one or

more third documents based on the determination.

10.  The method of claim 1, wherein receiving further comprises receiving, at the
computing device, the document coding input that assi gns a review code, wherein the review

code includes a mark.
I, The method of ctaim 1, wherein receiving further comprises receiving, at the
computing device, the document coding input that assigns a review code, wherein the review

code includes a mark and at least one tag.

12. An apparatus for predictive coding of electronic discovery documents, the

apparatus comprising:
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19. The apparatus of claim 12, wherein the docunent coding application is
further configured to receive the docunent coding input, wherein the input
codes the docunent as privil eged. 20. The apparatus of claim 19,
wherein the docunent simlarity evaluator is further configured to
determ ne that one or nore third docunments associated with other cases in
the el ectronic discovery systemare at least simlar to the first docunent
and wherein the code assignor is further configured to assign a privileged
code to the one L he det erm nati on.

e he apa en R i G TR S RS e e el Ry mpal | ot on i

further confhgdoneent codicgipyeation QT MBNhe O, BEcuAPltbyti 1oa@§¢xgaﬁia a

reV|eM/coqe Wherel n the review code includes a nmark. 22. The apparatus of
cl ai m 189DHEHENP Fece adbeune codbaimg! %}rﬂmwewbﬂlqﬂscwwq ﬁ@i“ doimglred to
recei veadsh8a.@oaumentscQding i nput that assigns a review code, wherein the

revi ew code includes a mark and at | east one tag.
a predictive document coding application stored in the memory, executable by the

processor and including,

a document similarity evaluator configured to determine that one or more second
documents associated with the case are at least similar to the first document and provide a
confidence indicator for the one or more second documents based on the determination,
wherein the confidence indicator indicates a level of similarity between the one or more
second documents and the first document,

a code assignor configured to assign the review code to the one or more second
documents based on the determination and the confidence indicator, and

a document remover configured to remove the one or more second documents
from a plurality of pending review documents based on the assignment of the review
code,

wherein the document similarity evaluator, code assignor and document remover
are configured to determine the second documents, assign the review code and remove
the second documents in near real-time to the document coding application receiving the

document coding input.

13. The apparatus of claim 12, wherein the document similarity evaluator is further
configured to determine that one or more second documents associated with the case are a same

representation of the first document,
14, The apparatus of claim 13, wherein the document similarity evaluator is further

configured to determine that the one or more second documents have a same hash mark as the

first document.
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15, The apparatus of claim 12, wherein the document similarity evaluator is further
configured to perform probability analysis to determine the one or more second documents

associated with the case are at least similar 1o the first document.

16. The apparatus of claim 15, wherein the document similarity evaluator is further
configured to perform at least one of clustering technique analysis, machine learning or Bayesian
technique analysis to determine the one or more second documents associated with the case are

at least similar to the first document,

I7. The apparatus of claim 12, wherein the document similarity evaluator is further
configured to determine that the one or more second documents include a predetermined

threshold of words or phrases included in the first document.

18. The apparatus of claim 12, wherein the document similarity evaluator is further
configured to determine that the one or more second documents include a predetermined

threshold of concepts included in the first document,

19. The apparatus of claim 12, wherein the document coding application is further
configured to receive the document coding input, wherein the input codes the document as

privileged.

20. The apparatus of claim 19, wherein the document similarity evaluator is further
configured to determine that one or more third documents associated with other cases in the
electronic discovery system are at least similar to the first document and wherein the code
assignor is {urther configured o assign a privileged code to the one or more third documents

based on the determination.

21. The apparatus of claim 12, wherein the document coding application is further
configured to receive the document coding input that assigns a review code, wherein the review

code includes a mark.



22, The apparatus of claim 12, wherein the document coding application is further
configured to receive the document coding input that assigns a review code, wherein the review

code includes a mark and at least one tag.
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