ADDI NG RANDOWNESS | NTERNALLY TO A W RELESS MOBI LE COVMUNI CATI ON DEVI CE

BACKGROUND 1. Field of Technol ogy This application generally relates to
nobil e wirel ess comruni cation devices requiring randomdata for use in

normal device operation. 2. Related Art A need for random data i n nornal
operation of nobile w reless comunication devices is now common pl ace.
For exanple, secure encrypted communi cation requires generation of

sui tabl e enc p@“ R]%J:Eg t e,
Gener ati on o%b;ﬁnllﬁg% 1 on %&@éﬁ%g %hg@#tlgﬁt (e.qg.,
e-mail, cal endar, neno padC | ess commruni cation via

Bl uet oot h or ot her simlar techniques nay al so require random data i nputs
fromtime to tine. It is also known that random data nay be used to w pe
non-vol atile nenory. For exanple, IBACKGROUNDI nsure erased data on a hard
drive is unrecoverable, a technique™of witing randomdata to the drive
may be enpl oyéd. TM@Q@I&QM t echni ques for generating sufficiently
random data (e.g., capturing random nouse novenents of a user or the

‘like) at a ba 1651 ser’ s Jersg nd then may
der ve a Key 19 %@“a%“%??‘éﬁy BHEF La oS o TR R %y "y oo
stor ed Ofeqailmgr’mhmhﬁ&hﬂacfﬂzsus‘é&ﬁVleﬂnaldleﬁﬂ%@pczﬁ’@m.as wel | ‘as the handhel d
device. The newly captured random data and/or derived key may be

transferred tg assocj ated devices fromtine to ti ne when the need ari ses.
However, if a“npbi ﬁé—d\iﬁ%ﬂess communi cation device is without an exter naI
source of renewable randomdata (e.g., a plug in connection to the user's

base or deskt Q&ee&%ﬂl’dﬁ@&rﬂ da@qgngﬁﬁq% E)‘?tl@ﬁjgfﬁgﬁﬁé DgreNeeds f?xrllnﬁﬁllfédom ently

random data to use in the generatlon a random pattern (e.g.,
encr ypt i évidesys yeneemmanplaceTyHor exdryie weeme teherypted communication requires

generation of suitable encryption/decryption keys or the like from time to time.
Generation of an encryption key may be required for device content (e.g., e-mail,
calendar, memo pad, contacts, etc.). Wireless comfnunication via Bluetooth or other
similar techniques may also require random data inputs from time to time. It is also
known that random data may be used to wipe non-volatile memory. For example, in
order to insure erased data on a hard drive is unrecoverable, a technique of writing

random data to the drive may be employed.

There are known techniques for generating sufficiently random data (e.g., by
capturing random mouse movements of a user or the like) at a base station (e.g., a user’s
personal computer) and then may derive a key for communication or alternative
purposes. This key may be stored on a communications server, desktop PC, as well as
the handheld device. The newly captured random data and/or derived key may be

transferred to associated devices from time to time when the need arises.

However, if a mobile wireless communication device is without an external
source of renewable random data (¢.g., a plug in connection to the user’s base or desktop
computer), one needs to address the need for sufficiently random data to use in the

generation of a randorn pattern (e.g., for encryption key generation). Typically when the
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stored key or random data becones out of date and the user has connected

hi s/ her device to a base or desktop conputer, they may be pronpted to nove
a nouse around randomy for generation of a new random nunber pool for use
as an encryption key (or to be used in generation of such key). A problem
to address is howto create the sanme or approxi mately equival ent

randommess for key creation by random noti on once the device no | onger

connect s gy [ ' i 0 this
o obl em P r AL PR PR R S AR e S B e TAORGAEN:
communi c & h basede\desldop egepecatiey manisoprogatal toymaapmbisegreundaddemmly
conponent. in the pseudorandom noi se seqyences nor mal l%n sggqlratg vvaé/dfor

t

testing [AFEPREHOR OF BEEV VIO HHAPETPROLI CEBMAASISTTERIR! cus

synchr oniz atd-pichi RAth kdy). particular, an energy neasure for each signal
despread th one of the“pseudorandom noise sequences is conputed and used
to generate new random data. Wiile this use of an inherent already present
signal neets theroplnetnt aidsess sduiv eneedte dfe ausi aiapgrokimeatelysqdivalmhuf act uri ng
costs and/ or bat;fer?% drain, .t ngcessari I(%/ utilizes cqn%))ut‘i ng resources and
i s depenHERCTHESHOT KEY PHa S erp Y a0t gk Uealsdicrdly 1apgg; gpmnects vid

det ect i ogdstemuil Atk NG Clrak@pt eristics. A simlar situation can arise with
ot her peripherals or nenory cards which attach to the device that require

a nethod of securing data via a randomy generated pattern for encryption
key creation, Quegrior splrond: @dhia pr@hymdndebsribedattimBalient Nards30,.E8hphet

flash, — snaRtieards, Blush ool aceessorl & fhG, vPRLER GMERY A W rel ess
nobi | e confruni cation devi ce maygl REruas™ iy G yn(t)earar} appar at us/ net hod

f or genet@tph@En0BVhE pedQiargidba sseegiiede OfiordRslyueet afyornaefkangugg such a
device may 1 nclude a data nenpry storing randomdata for use in data
comuni ca§4eh 2ppetenisegny & yCDNeAeYsipRdd dsisein ynghseEsseryigndl. thansducer 2

particular, an energy measure for each signal despread with one of the pseudorandom
noise sequences is computed and used to generate new random data. While this use of an
inherent already present signal meets the patentees requirement of avoiding increased
manufacturing costs and/or battery drain, it necessarily utilizes computing resources and
is dependent upon the characteristics of the received signal detection/demodulating

characteristics.

A similar situation can arise with other peripherals or memory cards which attach
to the device that require a method of securing data via a randomly generated pattern for
encryption key creation, e.g., secure data (SD) cards, multimedia cards, compact flash,

smartcards, Bluetooth accessories, etc.

BRIEF SUMMARY

A wireless mobile communication device may include its own integral

apparatus/method for generating new random data as needed or desired.

For example, such a device may include a data memory storing random data for

use in data communication processes (e.g., encrypted secure processes). A transducer
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integrally carried as part of the nobile comunication device can be
adapted to produce electrically sensible output related to a physically
sensi bl e paraneter. The electrically sensible output of the transducer is
then captured within the nobile conmunication device and used to generate
new random data and store it in the randomdata nenory based on the
electrically sensible output while the physical parameter is randonly

varyi ng. r e n for
oo 1y ISt ERREA oCRATHY A 1 BME ROl RN Bt B AR B B ot

an enCFthb@MaKﬁMﬁﬁﬁﬂeoﬁpmuﬁhﬁﬂida@ﬂy&&hh&wﬁah%QﬁuamﬂamﬁTM5ﬁﬁﬂnMﬂgalIy on a
nobil e device if it is equipped wwth a nethod to detect nmeasur e, and

record r &GTHEVS APPIGH tb%ﬁarSég%?ﬁés then reriaed iy teREis o bLleTeRapmuBiFd Gany
possi bl e ant angeiRaLs é%?ité ﬁ@\l« ?aﬁc#%n?&ﬂh GYEst h@' iPim e %udo@&a{?ﬁaeﬁﬁ)ﬁ' g an

acceleroneter or gyro cope sensor the user can nove deV|ce

ar ound byasiedlohltncgelectngﬂm s;blnmhg: aunputavidizhaphsitehparaileso is tahéombevi ce coul d
be placed on a flat surface and the acceleration (translational notion)
coul d beV#eH¥ured (e.g., |ike nouse novenents). The novenent may be in a
required direction of three dinensional space if the sensor responds

preferential | yu pa08 ALEREH OfbodifknltiDAaORbESRY SEARRIMGILAGHNI que such

as with a canera'that nt'egrat e e device, it could work like an
optical peussing raedgm dhie fovathe lpetpose,doud:dinipde, pf gomdating @ gurindios kep for
position trackin (3) Using as sources of randominput transducers such as
anbi ent ¥ ﬁﬂflggéﬁso m crophone, digital conpass, fingerprint sensor,

navi gati on i nput sensor devices such as a roller ball, touch screen,

joystick, toughispadbe@tcomplishdd 10l PLh & nidbdenddiicé ﬁrlﬁﬁteqﬁﬁ@d@ Miour ces can
be further interm xed (e.g., via bit swap pln? bit shifting, etc. 2 bef ore
ana

bei ng adasthoddodptsck mw,cp@ﬂaecord random motion logous to mouse movement).

There are many possible arrangements available to achieve this, e.g.:

(1) By using an accelerometer or gyroscope type of sensor the user can move
the device around by tilting or gesturing in random movement. Also, the
device could be placed on a flat surface and the acceleration {translational
motion) could be measured (e.g., like mouse movements). The movement
may be in a required direction of three dimensional space if the sensor

responds preferentially in one direction.

(2) Using optical scanning technique such as with a camera that is integrated
with the device, it could work like an optical mouse, i.e., the handheld

could be placed on a surface for position tracking.

(3) Using as sources of random input transducers such as ambient light sensor,
microphone, digital compass, fingerprint sensor, navigation input sensor

devices such as a roller ball, touch screen, joystick, touch pad, etc.



pool . The system nmay pronpt the user to randomy nove the device to
generate data for <creating the new random key data (anal ogous to a current
desktop application). During a set period of time the output of the
sensors can be read and this resulting random sensor data can be used to
generate random key data. As an alternative, depending on the electrical
current draw of the sensor, this could be used continually, or frequently,
to harvest ra@ Jt§ R%J}ﬁel%ﬁ{e{and&ﬂ%&uﬂcés cantb*éefugﬁ{e% 1§@ﬁ%%hg Lugn on the
accel eroneter *or ta re - ever 0 man econ Tandommess
that is added to abn&oﬂapphgr}ﬂﬂﬂ@ﬁﬂiﬂgsac%@ﬁ@%n@@@féﬁdoﬂ{eIdﬂ&jm@ﬁta The
process for adnlnlsterlng t he random pool of data can be notified by the
systemto |nterceﬁﬁosensor dat a whenever the sensor has been enabl ed by
anot her appllcatlon For exanple, an acceleroneter may be set to detect

random devi ce I -
interrupt the%?f emto ?pgarggt ﬁé%%%gé ero 910%5 H%S&Q’kf% g%én%teg‘g%efﬁ]ts may
be real i zedingthbardwandm &ef ima(mahigoas wanhirrat devki@f apphiasiibrr Busing a

sof tware and 8% gl de a nmethod for internally adding randomess to wreless
comuni c3RLPGHOGEL RS therpEP w0l S ER§OTe AL lﬁ”éﬁfm‘il By wapiipe gagon) ¥J8Qr i n

part, by.execut ali8o CONRL. ode which nmay be enbodied in
physi cal ?)rogram man%ry mggt%@%@%ESCRI PTI ON OF THE DRAW NGS These and

ot her objects and advantages will be better understood and appreciated in
conj unct i on wiAshntaHernfityd, dmpmgirrg@rahbehbcut@sbmm dravod! thx esrpbariys

enbodi nment aken th t he drawi n ich: 4
fra 1 e bE e ESADERr i e BT e KR BE R e i of ess
emai | cm@wnbﬁ;a;oumuﬁy@r} ARG L Blte @ pi"&@fe' &reiy Jeh8SPsOALBI cati on
devi ce having enhanced internal ability to add randommess to a random data

pool mai gathérrendamhease thaf isrdded @ 4 pocdief mﬂwcm\e@mmmd@cbomﬁeag@@m of

har dwar e’I’hQ o%gs%qor ac}mmlstermg the random pool of data can be notified by the system to

intercept sensor data whenever the sensor has been enabled by another application. For
example, an accelerometer may be set to detect random device motion based on pre-

programmed threshold limits and interrupt the system to read the accelerometer data.

‘These embodiments may be realized in hardware, software or a combination of
hardware and software and provide a method for internally adding randomness to
wireless communication device. The exemplary embodiment is realized at least in part,
by executable computer program code which may be embodied in physical program

memoty media.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages will be better understood and appreciated
in conjunction with the following detailed description of exemplary embodiments taken

together with the accompanying drawings, of which:



exenpl ary nobile wireless comunication device; FIG 3 is an exenplary
abbrevi ated schematic fl ow di agram of conputer software (i.e., program

l ogic) that may be utilized in the device of FIG 2 (e.g., during start-up)
to re-initiate an update of random data being maintained in the device;
and FIG 4 is an exenplary abbrevi ated schematic flow di agram of conputer
software (i.e., programlogic) that may be utilized in the device of FIG

2 to interfac i i for N w random dat a.
DETAILED DESCR Pl N BN ARV Bl R ey A R B ot o
exenpl ar yomommicakiontyoem Systerating avioblle avimigset@asunieaddiviaiimedevi ce
100 may be used.in alccordance with this invention. One skilled in the art
wi || appFBRangeL interapl abrlaty do add rapdomrpend te d sansioryias pe@ meaigined aeipol ogi es.
There nmay al so be nmany nessage senders and recipients. The sinple

exenpl ary system $oMubbldAidBRchdmbafic E{%réra‘nll Bfﬁérﬁ@ye\{ﬁclﬁﬁlgWﬁﬁ%.agnl y, and
shows perhaps the currently nost preval ént nternet enail environnent.
FIG 1 shosmplary mobild wielderonrdunititeon diveoenet 12, a nessage server system
14, a wreless gateway 16, wireless infrastructure 18, a wireless network

20 and a nobi omruni cat i on devi ¢ 00. An_email sender 10 may, for
exanpl e, be cﬁﬁe@fseac? PGTRHY %@”@Ylﬁ&egrs%llé?m@{??f\lﬂ% Iagﬁ%%d%’?@m%rrﬁ %h a
user of tihe HYshemobRs 1AnAGtRWMtized RGHL B8V bk, 2 (EQMRANN, staRARS D! Y
connected to a |local area network (LAN), and connected to t%e I nternet 12,

or conn&cinéédate an ppéate at wpdern dup hemrpughntanddingee dSkce appl i cati on servi ce
provider) such as 5 Anrerica OnlineTM (AQL). Those skilled in the art wll

appreciate th t he .sy wn.in ElG 1. iI.nst ead. be connected to a
w de area net %@kﬁﬁ\ﬁi{ﬁé&ggﬁﬁ? Q}?Q{S‘Haéeﬂécffeﬁ}?%lrcﬁg%f dlaﬁf%%ﬁﬁﬂ%ﬁ@ SIeﬁt‘”vraéensf ers
are commn. yprogeonpkics tadmahbeughzddihehaesvieomrEct eds aiteangemenis as shown

in FIG 1. The nessage server 14 may be i | enented, for exanple, on a
net wor k %H’E@g éqansducgr for generating new %ndom drerx}tja. i

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

FIG. 1 is an overview of an exemplary communication system in which a wireless
communication device 100 may be used in accordance with this invention. One skilled in
the art will appreciate that there may be hundreds of different system topologies. There
may also be many message senders and recipients. The simple exemplary system shown
in FIG. 1 is for illustrative purposes only, and shows perhaps the currently most prevalent

Internet email environment.,

FIG. 1 shows an email sender 19, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile

cominunication device 100,

An email sender 10 may, for example, be connected to an ISP (Internet service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or

connected to the Internet 12 through a large ASP (application service provider) such as
5



within the firewall of a corporation, a conputer within an | SP or ASP
systemor the |like, and acts as the main interface for email exchange over
the Internet 12. Although other nessaging systens mght not require a
message server system 14, a nobile device 100 configured for receiving and
possi bly sending email will normally be associated with an account on a
nmessage server. Perhaps the two nost conmopn nessage servers are M crosoft

h ' . - Qir i : fte .
con] nt oy LT at e Aor P SUTERE L B b du g UM I e

i nt er meditatEG looapoeead e acimenet] t6 Bovte ida bk orld (WaSN)tdies theh metindineect |y
play ar descri bed bel ow. Message servers such as

.oitg iqbthe i nvention ( : .
server 1A ansicth areropBnenly astoneptished theaigilngmetgonesstadyi ng; t hey

al so i nclaﬁggggymscshg%a}pﬁg ptorage engines that have predefined
dat abase formats for data [ike cal endars, to-do lists, task lists, email

and docunentation. The Wreless gateway 16 and infrastructure 18 provide a
| i nk between tlhe nassegernetver 12 narydeviinpénessed) érwankpR0on Thetwirkebpster
infrastr%/cﬁ)urﬁ,’g]}B d,e]ttljeérri‘nes.t.he nost Ii'keilﬁ%é networ k for Iocatig\g a given
user and {1 AcKE 'THREAGSET §URETAIRBYA FYEPN BV BRI dBhiAF ASESYsiem prdhoBitks. A
message hid hitehs dRlhyRTAUIQ eI b dfindeyid ell:@%r%{ét"iZWAl Pl oher.
transmssion, typically at a radio frequéncy (RF), froma basé€& s%afl on in
t he w r eMESSRE Ty RISIIE 12ght nottrbguireobine ssagesdres s§06m TRhe npdileideuicartOhet wor k

20 may b { L1y _an wrele net wor k over. whi c ssages y. be
exc ha%ge(gm\%&\:i %ngﬁo% Clef‘én% 8?4%?‘??@2’( O At gLl %@HB&E a?Sr?%lﬂltéTg%} any
conposeda@mahl onTE fR8GGe d&vES BEhMpsie M'tﬁm%&%iolnn?&ﬂﬁ@{sla%@servé@%?et ed

sonmewhere on the Internet 12. Thi's nessage 22 typica uses traditional
Si mpl e MfTosqit Fxshange Pt endoegsis Danim) ™. HEes8pRdhaaderaftcanded/irl t i pur pose

| nt er net Il : i bady rts. to define _the format. of the
mai | mas%agell.m@ﬁ?gg?ﬂ@erg%nrﬁ%ﬂu@(gf* g"agf(ﬁj%‘?/\%rfq (ECEIHSWa@‘oT%’Wsl_B%WF 'P&d in the
art. Thecoressage @2 nayshowasn #GH Nes BSEAUR d38EMLHlat4 raiRdn ik MOEERN! Y
stored in a .gﬂac?sage tore. Most known nessagi ng

described below. Message servers such as server 14 typically extend beyond just email

sending and receiving; they also include dynamic database storage engines that have

predefined database formats for data like calendars, to-do lists, task lists, email and

documentation.

The Wireless gateway 16 and infrastructure 18 provide a link between the Internet
12 and wireless network 20. The wireless infrastructure 18 determines the most likely
network for locating a given user and tracks the users as they roam between countries or
networks. A message is then delivered to the mobile device 100 via wireless
transmission, typically at a radio frequency (RF), from a base station in the wireless
network 20 to the mobile device 100. The particular network 20 may be virtually any

wireless network over which messages may be exchanged with a mobile communication

device,

As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,
located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), REC 822 headers and Multipurpose Internet Mail

6



systens support a so-called "pull" nmessage access schene, wherein the
nobi | e device 100 nust request that stored nessages be forwarded by the
nessage server to the nobile device 100. Sone systens provide for
automatic routing of such nessages which are addressed using a specific
emai | address associated with the nobile device 100. In a preferred
enbodi nent, nessages addressed to a nessage server account associated with

a_ host SuSkRImSNAVEY by BB COTRIR fohaOliithe Rl QRULEr ieh bel ongs Lo

the user of a nobile device 100 are redirect ed rom-t nessage server 14
to t he migshhigudearie @ widnasvn tt)hhgsea:kﬂledem:élewﬁd THehasaggs2Wrtived yphecal 1y be
encrypted from send utilizing a key that is unique to a

t
gi ven deWt é%ageégg%fégn@ﬁ r“?)g%ﬁél %Wﬂl‘?dﬁ?é%ﬁge ‘ho]é@s%l]ﬁ@"’f‘h@e@ég‘&g
Encrypti Qﬁstﬁhﬁﬂﬁﬁbﬁ alsbldanbe “pui%@ss@é\tdac%&% s@t?e‘ﬁ?éq‘%ﬁl%fegﬂ?ﬁe)/ﬂ%z?é’d vgeandar d

(AES) . 8ar dl ess of the specific nethani smcontrolling forwarding of
messages 109 mugbisihest d@wto@d]m@ssagasﬂne forvesdugley2Be nmssa[gra%tvlaf;o the hrobiis| at ed
or reforrc'{atte sent. to wire at ewa The

1
wi rel ess T HF g%q/e O(Spl{l%?yétef%g I?THX dﬁé%%a“éo@ﬁﬁ routipg of % ‘@F?&?ﬁ&}?@’ &F rel ess

net wor k R@dxeé’é@@%ﬁn&@@ﬁ&%é O] G0uleck a@ﬁ‘oc‘xﬁ&@%tﬁ%ﬁ@m@@ﬂé’ HERSe 109, Q'ntaal Net wor k
(I'SDN), Franme Relay o connections using the TCP/I P protocol used

t hr oughoBteferss qnﬁh(éiﬂrn@nt Wag@ectﬁdh@xmi t0,a mMagee&reme!i\mwceineasoaetevlmtﬁ'a | s

i nt ended e thr ee, different es of ne t ho se bei

dat a-cen?ééﬁc V\n&%é %’s‘és AT FRgpUtey ?)Ofb%g?%(g]f‘%‘gﬁli‘?’f“\gﬁ foéllgééqst ﬁé‘?%&’? %s and
(3) dual nivbile deetowokse rédiecCaTr&HRBIRONEssRAS fbrvef AUGE taNEoB deve@NIDANiscat i ons
over the same physical base stations. Conbi ned dual - node networks include,

but are H6¥ arg wreized  Messaggs wibierDially b¢ orcripied fomeseaderiogece GDVE) net wor ks,

2) the b temfor

(CoZmunl cgfl?%’q §?§W‘ lslﬁglpciljr?%%&%&aqevﬁgc?xfmga GRar vﬁngécmkycﬁ%) net wor ks,
and (3) mietiods eretthé Ddtag@ney@ionSraf B (MEIN0TKES)lank ehEnanned ERatyptsat es for
G obal Eyol ytion SEDGE) and Uni versal Mobile Tel econmuni cati ons Systens

(UMTS) . arg( - exanpl es of data-centric network include the Mobi texTM
Radi o Network and the 7

Regardless of the specific mechanism controlling forwarding of mcséaiges o
mobile device 100 , the message 22, or possibly a translated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18 includes a series of
connections to wireless network 20. These connections could be Integrated Services
Digital Network (ISDN), Frame Relay or T1 connections using the TCP/IP protocol used
throughout the Internet. As used herein, the term “wireless network” is intended to
include three different types of networks, those being (1) data-centric wireless networks,
(2) voice-centric wireless networks and (3) dual-mode networks that can support both
voice and data communications over the same physical base stations. Combined dual-
mode networks include, but are not limited to, (1) Code Division Multiple Access
(CDMA) networks, (2) the Group Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older

examples of data-centric network include the Mobitex™ Radio Network and the
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Dat aTACTM Radi o Net wor k. Exanpl es of ol der voice-centric data networks

i nclude Personal Commrunication Systens (PCS) networks |ike GSM and TDVA
systens. As depicted in FIG 2, nobile conmunication device 100 includes a
suitable RF antenna 102 for wi reless comunication to/fromwreless
network 20. Conventional RF, denodul ation/nodul ati on and decodi ng/ codi ng
circuits 104 are provided. As those in the art wll appreciate, such

circuits U‘a@dTA@MORé.’cﬁo BRESHR! Exﬁ%}'esg)'fgicfef“lfoi?é 90akic RLAGRES Rk lnCFLBEPS)

m croprocessors, filters, analog an igital circuits and t
However , Peispud Cca‘mmhmcattrcmLﬁ}tsteyns (®C8e hetwonlovitkel GSMyend DM Atsyitsmaot f urt her
descri bed The nobi |l e comuni cation device 100 will also typically include

a main control rates under contral  of st or ogramin
ot ogr am nenor ${BBIEA Pt hoRE Sutaadates dies MRy Sop SR 106 ol so
conmmuni caﬁt@ﬁnaf\aazlroa“@@r@é@@émﬂﬂﬁimu&ﬁ%m Girbleds n@iv&i}k% ls%ﬂv&ﬁmga1 ri@n LCD)
and audi o transducer or speaker 116. A portion data nenory 110a is

avai | abl éem@duigmwinngulamm dtavdinpleedied cfrcmtsdﬁm aue popedeat mosnhosc iSthg abl e
conputer program ex cut ode .is stor e&l ortl s of ram menory

108a to % et PERCE he S rﬁf&Pﬁ%‘i‘anﬁ}ﬁ%}B%P%sd Yélé% REEL %:Or‘% bed bel ow.
A transdyuosps), tidBorbetbsteStileds, ah8ek hh& & glthlrkﬁ#&tmt% and bR 1@PU }ﬂ&@wreh Atnce

corresponds to a random zed phy5| cal event. Sonme exanpl es of possible
physi cal S4GhasHlcds svelrkaowarin shecast, érip et fartherdesgybass copi ¢ sensor: a tilt
sensor; a novenent sensor; optical sensor or scanner; reI ative position

tracki ng devi §he H?IBEF @o%&'ﬁ?ﬁ:a 151?8%\ﬂgecﬁf wﬁ’lt {350 tr-lb_/ga?sﬁy mclltl ezi ﬁ%ﬁm co {101

recognl ze that 0SSI| ransdauce VIT 'mted. As

t hose i nCPREL(#rvhiah spervick hn@d&@bﬁ@@l&if%,stcﬁﬁd pﬁbglrcﬂﬁ@nbh%rzﬁﬁm 268 gatiheri ng
new randgm data may be nmade in any desired way. As earlier noted it may
be ef f ectifd hap aggeps tqqaﬁ?e@e%lprba%l% S W%ﬂw/@wmcgt%w@ra @qﬁw@rémna&/

det erm n%ﬂo@rcﬂ?&??ﬁ@lﬁﬂ 1?%€§Shﬁ E?@ -and %' o? aggc{ucgp 813§ Rild: fYg! EC% éflz)gi.g&)l‘? ted at

FIG 3, where boot or s esses en at 300,
a test igf dmdmeatoqam(mmpra@mﬂabﬁmpmnng ra%ﬁantdmmlﬁéafrcmfaﬁdeMn&tdmmﬁohdae
current m data pool in the device is out of date. If so, then the user

i s suitabt ep?(lf’ﬁiﬁ{ @&fa%faﬁb%eawabwo his sifued 1gpEEPRS o PregE™ HeTPHat e t he
random dﬁ;ﬁ BlcohdlitSte thdRuerhd1§Mhdom addition capability described below. A transducer

118 provides an electrical input to the CPU 106 that corresponds to a randomized
physical event. Some examples of possible physical transducers are: an accelerometer; a
gyroscopic sensor; a tilt sensor; a movement sensor; optical sensor or scanner; relative
position tracking device like a mouse transducer, etc. Those in the art will recognize that

the list of possible transducers is virtually unlimited.

As those in the art also will appreciate, entry into the process of gathering new
random data may be made in any desired way. As earlier noted, it may be effective at all
times or at times whenever it is algorithmically determined to be needed or desirable.
One other possibility is depicted at FIG. 3, where, during normal booting or start-up
processes entered at 300, a test is made at an appropriate point 302 to determine whether
the current random data pool in the device is out of date. If so, then the user is suitably
prompted at 304 and if the user elects at 306 to update the random data at this time, then
the user is further prompted at 308 to take appropriate random physical action that can be

8



the user is further pronpted at 308 to take appropriate random physi cal
action that can be 8 sensed by the transducer included as an integral part
of the device. For exanple, the user nay be instructed to randomy nove
the device in three dinmensions for the next few (e.g. 15) seconds. After
such instruction to the user, then a |oop counter N nmaybe set to zero and
the CGET timed interrupt routine nay be initiated at 310. The GET RANDOM
routi ne 46fsedblusd fat i i i j F Y- i a
timed int erruplfy routiSggcﬁﬁ?ﬁgﬁgcagiaezete%@rﬁ%&(gfntg?gﬁ%ﬁey?ieﬁe Bﬁ'h{ﬁg?{s %rpt may
occur at Manteripgrustet togandunly emsedlic dévidd isebendanansidnldor thk aextdei iggt he

15 seconds). The

i nterval instructed random physi cal activjty (e.g.,
| oop cour%? L?eCRP % Xﬁﬂc@@ﬁ%&&ﬁl@t%ﬁ?z‘m&ﬁd G g Pcé’%mﬁ‘iﬁénaétbeﬁhtot@?‘%ee
whet her tah@mmritmdqhtemqa%miﬁi@fnayb@&rﬁaalaaah?ﬁ}.yet been conpl eted. 1f so,

then the tined interrupt routine is"suitably termnated at 406 (unless, of
course, the systemis designed so as to run continuously in which the case
the just di scUds&EEBRSPIOM rasenedbrillvatraidy in BiG.idrig, it ieis prooglesy of acti ve
updati ng ; the transducer outpyt is ead at 408 and then
tested af ﬁ&g@l&%ﬁ?ﬂtﬁﬁ%@iﬁt%@t {Hhera ™ Cha’i‘iﬁ‘(ﬂéee%J %&%m?%q@‘s%m BiYEPEal

acti vi t ymagkicog Rlige&akbfased terRAMRisthhds bR iRdHGRIurAN iRUL Y1 dF | east
sone predeterm ned increnent fromthe |ast sanple takéen. If so, then the

new cur r BIftUEEd sEQBEPhISisEbRtivity (e gt 5 bensddait TheodprecaimtoiNdiance wit h

convent i [ t.q i Ngaand store at | east. ope new random
dat a poi ﬁ{&%\}na%ﬂﬁgch&lﬂ %21 dv?iqf:ﬁq%tn]glg(gép%%g?il%f%e V,Vf;eihesrﬁ]i“f ’é%‘?aimggﬂ%ﬁ?ﬁ‘a({ ? pool
m ght coppresdabderizndenmpidsl. 128 tangde mukidtserr@biCoutid §Rugay dynam cal |y
be confjgured depsgrgi ng on the t%‘pe of al gorithm enpl oyed or the required
need. ThETMBRECA d0fhynlas: efinume. GRevdemipriesitiodso of wironareougbdn at each
timed i nfBidhyRd Casg)ﬂ%‘tﬁtsﬂ &chggedtsgﬁ n{laﬁfeﬁe'éh : %‘tg current execution instance

of the timed Interrupt routine i n exi at 414 until- again entered
at the end of another elapsed tinmed interrupt period. As those in the all
wi || appreci abaring ey gropey obectivenypdatarg eftrandvsn dad, thendhdducatduops iof t he

above der%% iap f(ﬂi éan)%ietg% %rs%d%??f’dj tioq?lgl}rg tk\xla\/(t] ithceri!e %%Ederegtsgring 1'gq%g§feg rphysical
activity taking place so as to change the transducer output by at least some predetermined
increment from the last sample taken. If so, then the new current transducer output is
utilized at 412 in accordance with conventional techﬁiques to determine and store at least
one new random data point value Ry. As will be appreciated, a suitable random data pool
might comprise 64 random bits, 128 random bits, etc. which can dynamically be
configured depending on the type of algorithm employed or the required need. The
process may determine one or more bits of such data pool at each timed interrupt
execution of this routine. The current execution instance of the timed interrupt routine is

then exited at 414 unti] again entered at the end of another elapsed timed interrupt period.

As those in the art will appreciate, there may be many variations and
modifications of the above described exemplary embodiments which yet retain some or
all of the novel features and advantages of these embodiments. Accordingly, all such

modifications and variations are intended to be included within the scope of the appended

claims.



all of the novel features and advantages of these enbodi ments. Accordingly,
all such nodifications and variations are intended to be included within
the scope of the appended clainms. 9 Clains: 1. A wreless nobile

conmuni cation device (100) conprising: a data nenory (11 Oa) storing random
data therein for use in data comuni cation processes; a transducer (118)
integral fpig@iried as part of said nobile communication device and adapted
to produce, based on random physical novenent by a user, an electrically
sensi ble output related to a physically sensible paraneter; and an

el ectrical ,signal_.capturing circuit (106, 108) connected to said transducer
and adapt &d tﬁ%@%ﬁ@%@%%ngﬁldﬁw% 1@8?1@P71§1n$:n sai d data nmenory

(110a) based %d&@i&n@r?@iifda?ﬁbgﬂg %%Gﬁnmla?a Pt i?or\fYE'é heISAL I ROYRLGH |

paranmeter is randonmly varying. w rel ess nobi |l e comruni cation device
as in claiml weeespss. sai d transducer conprises at |east one of the group

consi sting of. el ter,,.a _gqyroscopic.senso atilt.sensqr, a
novenent sens ora?t?%n%(&%% { ﬁa Mgy e jg%gﬁ D Big)rlt ghpaid E’é’hﬂ‘é FOTGHY aﬁ%ﬁl §?Yl%
posi tion trackidng «gemsdto prddudd, BhdetloBSandmPbh i GO HOudewhce as in
claiml wherein said circuit is adapted to generate new random data at
timed interval sleciricallywpnsble sytowpisiated tonphirsicey isersitdeprremetes; and &l ai m 1

wherein said ci, S RN ¥ . i t e it i to
Forrosh the r aritoidgl iinaRARRLRE 8 BIRY 1Rl AR URE ol ARaRRE LAY
refreshnent. 5.adépted tepesstanbi kerdoontabeditb@rit tevicetameitore {|i0r) Based 4

further conprising:, .a display.(14) adapted to pronpt a user to refresh a
random dat a podi S%Sfl f?]r‘é‘l{’i‘??zg’ SFgﬂé]Grﬂuffﬁ‘}é"ihélﬁlsalﬁﬂf\}ﬂé‘ﬁﬁﬁt@r%?et?lﬁé1'%1@\9!’11% during

an interval of vaiyiBs.

2. A wireless mobile communication device as in claim | wherein said transducer
comprises at least one of the group consisting of:
an accelerometer, a gyroscopic sensor, a tilt sensor, a movement sensor, an optical

sensor, an optical scanner and a relative position tracking sensor.

3. A wireless mobile communication device as in claim 1 wherein said circuit is

adapted to generate new random data at timed intervals.

4, A wireless mobile communication device as in claim 1 wherein said circuit is
adapted to provide the user with an option to refresh the random data when it is

determined to be in need of refreshment.
5. A wireless mobile communication device as in claim 1 or 4 further comprising:

a display (14) adapted to prompt a user to refresh a random data pool by making

random physical movements of the device during an interval of time.

10



10 6. A nmethod for operating a wirel ess nobile communi cation device (100),
said nethod conprising: storing randomdata therein for use in data
comuni cati on processes: using a transducer (118) integrally carried as
part of said nobile communication device to produce, based on random
physi cal novenent by a user, an electrically sensible output related to a

physi cal | y gsensj bl &, aneL. et . L L I m: store it
in said data nmenory @g@egﬁ%ﬁﬁ%%?%egiggg{oﬁlgg‘%@%@gﬁg{}gﬁémou Igﬂﬁgaﬁ l e said
physi cal par amenethod sompngogl y varying. 7. A method as in claim6 wherein
said transducer_co riiesdat eas%rgne,of t he gr oup . consisting of. an
accel eroneter, S5 g)rﬁg Ipidatadhgregytor useip dptaGoRERNICHioRgVeRENE sensor, an
optical sensor, @mOPthfalics¢e)qhicaRllyahhat b¥e oP sl hid®e hAGKNG:
sensor. 8. A nethpdggglin c?a?n?g mﬁ%@e?nasaid Eemﬁrandon1dgta I'S geﬁg?ated
at timed interdeaios to grodacerdasrsicorasndem phapsieal Badvigntcheby & osqur drsélegrically
presenting a user..wth an tion to refresh.random data when it is
determned to b nm?’l\fﬁ OHBJ&&WE&@‘? gq‘?@%f‘?ﬂf@ ¥ Sensple Ratgmefelfds” i n claim 6 or 9
further conprisi n@neRiggAbl RhRMISRE ah@stbRS it 85I A4t ARAAPBrIBERIRAGKIDY
maki ng random physical novenents of the device during an interval of tine.
11. A conput er -Sihiraby sersille ay@utiwbile said ohyvica pagmpieas wrdeobevariast ed to
carry out the nmethod of any one of clains 6 to 10 when run on a conputer.
11

7. A method as in claim 6 wherein said transducer comprises at least one of the group

consisting of:
an accelerometer, a gyroscopic sensor, a tilt sensor, a movement sensor, an optical

sensor, an optical scanner and a relative position tracking sensor.

8. A method as in claim 6 wherein said new random data is generated at timed
intervals.
9. A method as in claim 6 further comprising:

presenting a user with an option to refresh random data when it is determined to be

in need of refreshment.
10. A method as in claim 6 or 9 further comprising:
prompting a user to refresh a random data pool by making random physical

movements of the device during an interval of time.

11. A computer-readable storage device comprising program code adapted to carry out

the method of any one of claims 6 to 10 when run on a computer.
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