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PROVIDING CRYPTOGRAPHICALLY SECURE POST-SECRETS-PROVISIONING
SERVICES

TECHNICAL FIELD
[001] Embodiments of the disclosure relate generally to cybersecurity, and more

specifically, relate to providing cryptographically secure post-secrets-provisioning services.

BACKGROUND

[002] The Intemet of Things (IoT) refers to a network of physical objects (“things”) that
are capable of communicating with each other and/or with other devices over the Internet.
Industrial IoT (IIoT) devices can receive and analyze data received from connected
equipment, operational technology, etc. to monitor and/or control industrial systems. An
industrial control system (ICS) is an integrated hardware/software system that controls the

operation of equipment (e.g, machines) within an environment.

SUMMARY

[003] In some embodiments, a system is provided. The system includes a memory
device and a processor, operatively coupled to the memory device, to perform operations
including receiving a request to provide a post-secrets-provisioning service with respect to a
device, in response to receiving the request, determining whether to authorize the request, in
response to authorizing the request, obtaining a set of secrets data corresponding to the
device, and providing the post-secrets-provisioning service by performing a cryptographic
function utilizing the set of secrets data.

[004] In some embodiments, a method is provided. The method includes receiving, from
an entity by a processor of a secrets and service provider system, a request to provide a post-
secrets-provisioning service with respect to a device, in response to receiving the request,
determining, by the processor, whether to authorize the request, in response to authorizing the
request, obtaining, by the processor, a set of secrets data corresponding to the device, and
performing, by the processor, a cryptographic function utilizing the set of secrets data to
provide the post-secrets provisioning service.

[005] In some embodiments, a non-transitory computer-readable storage medium is
provided. The non-transitory computer-readable storage medium includes instructions that,
when executed by a processing device, cause the processing device to perform operations
including receiving, from an entity, a request to provide a post-secrets-provisioning service

with respect to a device. The post-secrets-provisioning service includes at least one of: a data

1



WO 2022/072630 PCT/US2021/052872

or trust verification service, a data production service, a file authorization service, or a service
to locate a secrets and service provider system to handle the request. The operations further
include in response to receiving the request, determining whether to authorize the request
based on a proof of ownership of the device maintained on a distributed ledger, in response to
authorizing the request, generating a set of secrets data using the distributed ledger, wherein
the set of secrets data corresponds to a state of the device within a supply chain, and
providing the post-secrets-provisioning service by performing a cryptographic function
utilizing the set of secrets data.

[006] Numerous other aspects and features are provided in accordance with these and
other embodiments of the disclosure. Other features and aspects of embodiments of the
disclosure will become more fully apparent from the following detailed description, the

claims, and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[007] The disclosure will be understood more fully from the detailed description given
below and from the accompanying drawings of various embodiments of the disclosure. The
drawings, however, should not be taken to limit the disclosure to the specific embodiments,
but are for explanation and understanding only.

[008] FIG. 1is ablock diagram of an example cybersecurity system, in accordance with
some embodiments of the present disclosure.

[009] FIG. 2 is a block diagram illustrating various sets of secrets data that can be
inserted onto a cryptographic enabled trust device, in accordance with some embodiments of
the present disclosure.

[0010] FIG. 3 is a block diagram of an example system including a secrets and service
provider system, in accordance with some embodiments of the present disclosure.

[0011] FIG. 4is aflow diagram of a method to provide cryptographically secure post-
secrets-provisioning services, in accordance with some embodiments of the present
disclosure.

[0012] FIG. 5 is ablock diagram of example application programming interface (API)
methods for providing cryptographically secure post-secrets-provisioning services, in
accordance with some embodiments of the present disclosure.

[0013] FIG. 6 is a block diagram of example asymmetric application programming
interface (API) methods for providing cryptographically secure post-secrets-provisioning

services, in accordance with some embodiments of the present disclosure.
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[0014] FIG. 7 is ablock diagram of example symmetric application programming
interface (API) methods for providing cryptographically secure post-secrets-provisioning
services, in accordance with some embodiments of the present disclosure.

[0015] FIG. 8 is a block diagram of an example computer system in which embodiments

of the present disclosure may operate.

DETAILED DESCRIPTION

[0016] Aspects of the present disclosure are directed to cryptographic trust devices for
enabling cybersecurity features. The modern supply chain may be dependent on trustworthy
connections that render the Internet interoperable. However, a major challenge of the Internet
today is ensuring trust among the various entities interacting within a system. Certain
solutions for establishing trust among entities are generally bandage-like solutions and may
not provide adequate protection. A network (e.g., industrial network) may not provide
sufficient underlying trust in each device within the industrial network. For example, with
respect to Internet of Things (IoT) devices, a uniform way does not exist to secure, identify
and/or manage such IoT devices as the 10T devices are transferred among various entities
throughout the supply chain lifecycle. An IoT device herein refers to an object that is
embedded with technology (e.g., sensors, software) to connect and exchange information
with other devices and/or systems over a communication network (e.g., Internet). Examples
of IoT devices include smartphones, wearable devices (e.g, smartwatches, fitness trackers
and medical sensors), voice-controlled digital assistants, etc.

[0017] Aspects of the present disclosure address the above and other deficiencies by
implementing post-secrets-provisioning consumption as a service. A cryptographically secure
device management system can include a secrets and service provider system and a
cryptographic trust enabled device (“device”). For example, the device can be an IoT device.
The secrets and service provider system can securely generate and provision a set of
cryptographic secrets (“secrets data”) for insertion onto a cryptographic trust enabled device
(“device”) upon request. More specifically, the set of secrets data can be maintained on the
device within protected memory of a secrets containment component. The secrets and service
provider system can be included within a system that communicates with one or more devices
and/or one or more other secrets provisioning systems. Transactions performed with respect
to the generation and/or provisioning of the set of secrets data can be maintained on a

distributed ledger, or other suitable mechanism to ensure record immutability.
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[0018] The set of secrets data can include a number of secrets components that enable the
device to perform a variety of cryptographic functions while the device is in the particular
state. For example, the set of secrets data can include a cryptographic key management block
including a set of cryptographic key data for the particular state. In some embodiments, the
set of secrets data is provided as a non-fungible token (NFT). The set of secrets can be placed
on the device while the device is in a particular state. More specifically, the state can
correspond to a certain segment of a supply chain in which the device is present. Examples of
states include a manufacturer provisioning state in which the device is in possession of a
manufacturer, a vendor provisioning state in which the device is in possession of a vendor, an
end-use provisioning state in which the device is allocated to at least one end-use segment
(e.g, within a network or as a standalone device that uses the end-use provisioning state for
communication to resources), and an operational state in which the device is presently
operating or functioning within the network. A vendor refers to an entity that can assemble,
program and/or handle the physical disposition of a device. Each state can be used to control
the insertion and visibility of a corresponding set of secrets data onto the device. For
example, the device can maintain a set of vendor provisioning secrets data on protected
memory while in the vendor provisioning state to enable the device to perform cryptographic
functionality pertaining to the vendor provisioning state, but would be unable to access the
set of vendor provisioning secrets data while in the manufacturer provisioning state.

[0019] From time to time, as the device progresses throughout the supply chain, the
device may transfer possession/ownership between entities. To securely provision secrets at
each stage of the supply chain as possession/ownership is transferred, the secrets and service
provider system can participate in a process to transition the device from a first state to a
second state (e.g., to elevate the device from a current state to a subsequent state, or revert the
device from the current state to a previous state). The state transition process is a
cryptographically secure process that enables the device to insert a set of secrets data for the
second state. The device can maintain a state machine that maintains the state of the device.
For example, the state machine can be maintained on the secrets containment component.
[0020] The secrets and service provider system can interact with the device to provision
the set of secrets data during state transition. To further ensure data integrity and security
during the state transition process, a brokering agent can be employed to broker the
operations performed between the device and the secrets and service provider system. The
brokering agent is a verified trusted entity (e.g, third-party entity) that functions as a proxy

between the device and the secrets and service provider system to support cryptographically
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secure communications via a three-way handshake between the brokering agent, the device
and the secrets and service provider system. More specifically, the secrets and service
provider system can receive a request from a brokering agent to provide the encrypted
version of the set of secrets data for the state transition, the secrets and service provider
system can provide the encrypted version of the set of secrets data to the brokering agent for
insertion on the device. There can be a number of separate brokering agents that are each
responsible for a device while in a particular state. For example, there can be a manufacturing
brokering agent, a vendor brokering agent, an end-use brokering agent, an operational
brokering agent, etc. To protect other sets of secrets data from extraction after a state
transition, the device can cryptographically seal (“seal”) the previous set of secrets data
corresponding to the previous state by encrypting the previous set of secrets data with a
particular encryption key so that it is not obtainable by the entity now in possession of the
device. Alternatively, the previous set of secrets data can be deleted after a successful state
transition. Accordingly, risk for handling of secrets data at each stage within the supply chain
can be deferred to entities that are able to handle and offset such risk, which can enable
distributed manufacturing in regions where subcontractors may not be trusted to handle
secrets and/or software/firmware component.

[0021] The secrets and service provider system can generate a set of secrets data, encrypt
the set of secrets data to obtain an encrypted version of the set of secrets data, and maintain
the encrypted version of the set of secrets data on encrypted storage. Each set of secrets data
can include a number of secrets components. To provide an extra layer of encryption, each of
the secrets components can themselves be independently and uniquely encrypted by a
respective cryptographic key, and then the entire set of secrets data can be encrypted (e.g,,
wrapped) to obtain the encrypted version of the set of secrets data. More specifically, a set of
secrets data can be generated from a first set of data. The first set of data can include secret
data of the secrets and service provider system, public data (e.g, public information provided
by a brokering agent), secret device-specific data (e.g., secret device-specific information
provided by a brokering agent), and secret organizational data (e.g., secret organization
information provided by a brokering agent). For example, the public data, secret device-
specific data and/or the secret organization data can be provided via a user interface (e.g, a
webpage, a handheld device, a mobile device application). Each type of data can be
obfuscated and encapsulated to be verifiable on insertion, and each type of data can be
independently and uniquely encrypted by a secrets generator of the secrets and service

provider system to generate the set of secrets data. The set of secrets data can then be
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encrypted by the secrets generator, using a second set of data derived from the secrets
generator, to obtain the encrypted version of the set of secrets data. The encrypted version of
the set of secrets data can then be ready for transport and storage on a distributed ledger
linked to a brokering agent.

[0022] After the secrets and service provider system provisions a set of secrets data onto
a device, the secrets and service provider system has ownership of the device. Record of the
ownership of the device can be maintained in the distributed ledger, along with the secrets
data that has been provisioned with the device. With such ownership, the secrets and service
provider system can offer one or more cryptographically secure post-secrets-provisioning
services (e.g., web services), referred to as consumption as a service. The secrets and service
provider system can provide a post-secrets-provisioning service related to a particular device
by utilizing a set of secrets data that has (or had been) inserted into the device during secrets
provisioning, which can enable the secrets and service provider system to emulate the
cryptographic functionality of the device.

[0023] Post-secrets-provisioning services can be offered with respect to a large number of
use cases. Examples of use cases include data analytics, supply chain security, credential
tracking, cybersecurity, forensic tracking and accountability, sensitive or confidential data
maintenance or exchange (e.g, intellectual property, private corporate information,
confidential or top secret government information), property record maintenance, fraud and
waste prevention, audit processes, governance programs, record or tracking and verification,
smart contracts, supply chain and product tracking, banking, cryptocurrency, etc. After a
post-secrets-provisioning service is provided by the secrets and service provider system, a
record of the post-secrets-provisioning service can be placed on a distributed ledger. The
record can include a data payload, a timestamp, an identifier of the entity that requested the
post-secrets-provisioning service (“requestor’), and the type of post-secrets-provisioning
service that was provided.

[0024] One example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand data and/or trust verification service
(“verification service”). The verification service can be used to verify the proof of origin of
data upon request. For example, the verification service can be used to verify a prior device
configuration.

[0025] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is on-demand data production. The data production

service can be used to generate data for a device upon request as if it was the device by
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recreating secrets data. One type of data production service is a data recovery service to
recover data that has been lost by the device, such as data that had been encrypted with a
previous set of secrets data that is sealed within the device, by having the secrets and service
provider system recreate the previous set of secrets data using information maintained on the
distributed ledger and/or secrets generator. Another type of data production service is a data
access service. The data access service can enable secure access to sensitive data (e.g,
sensitive files), which can be subject to a limited use and/or temporal scope for data privacy.
For example, the secrets and service provider system can provide an authorized entity (e.g.,
upon request from the authorized entity) with a set of secrets data for decrypting an encrypted
version of data. The set of secrets data can be designed to be valid only during a defined time
period to prevent unlimited access to the data, such that the entity will not be able to decrypt
the encrypted version of the data outside of the time period.

[0026] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand file authorization service. The file
authorization service is used to authorize a file upon request. To do so, the secrets and service
provider system can generate, using a set of secrets data, an authorization packet including an
encrypted version of a file, and send the authorization packet to the device. The authorization
packet enables the device to determine whether the encrypted version of the file is valid for
decryption by the device. Examples of files that can be authorized using the file authorization
service include a document, an application, a consumable data packet, etc.

[0027] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand installation authorization service. The
installation authorization service can be provided by the secrets and service provider system
upon request to determine whether to authorize the installation of an application on a device.
For example, the installation authorization service can be provided by the secrets and service
provider system upon request to determine whether the installation of an application by a
vendor while the device is in a vendor provisioning state. In this example, the authorization
packet used to determine whether to allow the installation of the application by the vendor
can be generated using vendor-generated secrets data, instead of the secrets and service
provider system.

[0028] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand secrets and service provider locator
service. The secrets and service provider locator service is a service that, upon receiving a

request from a requesting device that a secrets and service provider system is not authorized
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to handle, locates an authorized secrets and service provider system within the network to
handle the request. For example, if a secrets and service provider system does not have
ownership over the requesting device (e.g., it did not provisioning the corresponding set of
secrets data onto the device, and thus cannot be authorized to mimic the device to handle the
request), the secrets and service provider system can contact other secrets and service
provider systems within the network to determine an authorized secrets and service provider
system to handle the request (e.g., the secrets and service provider system that had
provisioned the set of secret data onto the device). Further details regarding these post-
secrets-provisioning services will be described below.

[0029] Advantages of the present disclosure include, but are not limited to, uniform
secrets provisioning on IoT devices, uniform formatting for cryptographic functions across
multiple devices, uniform resetting and/or refactoring of security by deriving and re-
provisioning secrets, and improved cybersecurity.

[0030] FIG. 1is ablock diagram of an example cybersecurity system (“system”) 100 for
in accordance with some embodiments of the present disclosure. In some embodiments, the
system 100 is an IoT and/or ICS system. As will be described in further detail, the system
100 can implement cybersecurity functionality, including producing uniform security
features, synchronize supply chain assets globally, enable cross-industry support, relate
processes and visibility of business operations, uniquely link data to sources, enabling
tracking and confidential access, etc. All devices in a given end-use segment (for example, a
section of smart grid or the computers in a single business) can contain a shared network
secret. The shared network secret can be leveraged to generate symmetric keys synchronized
across the network, which are in tum used for encryption and message authentication.

[0031] As shown, the system 100 can include a number of distributed cryptographic
enabled trust devices (“devices”) 110-1through 110-A, set of brokering agents 120, and a
number of secrets and service provider systems 130-1 through 130-M. In some embodiments,
the devices 110-1 through 110-Ninclude IoT devices and the system 100 can be an IoT
system. As will be described in further detail herein, the system 100 can be used to
implement supply chain trust management with respect to the devices 110-1 through 110-A.
That is, the system 100 can provide “Supply Chain Consumption as a Service” including
cryptographic key management to provide separation of functional implementation of private
secret programming with respect to each level of the supply chain. For example, the
cryptographic key management block for a device can support trust progression throughout

the entire lifecycle of the device in a supply chain by supporting cascading trust across all
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entities (e.g, organizations, companies and/or individuals) which handle manufacturing,
vendor, end-use, operational, and end of life (EOL) stages for a device. Each stage of the
supply chain (e.g, manufacturing, vendor, end-use, operational, and end-of-life) can
correspond to a state of the device.

[0032] Each of the devices 110-1through 110-N can include a secrets containment
component to process and maintain secrets data, and an application programming interface
(AP]) library for implementing API methods for establishing cryptographic secure
communications with other entities within the system 100. For example, the device 110-1
includes a secrets containment component 112 and an API library 114. The secrets
containment component 112 can include a cryptographically-protected memory. The
cryptographically-protected memory can be located on a protected integrated circuit, such as
a hardened System-on-Chip (SoC), a secure microprocessor, etc.

[0033] For example, with respect to the device 110-1, the set of secrets data can
corresponding to some state of the device 110-1. In some embodiments, the set of secrets is
embodied as a non-fungible token (NFT). More specifically, the state can correspond to a
certain segment of a supply chain in which the device is present. Examples of states include a
manufacturer provisioning state, a vendor provisioning state, an end-use provisioning state,
and an operational state. Each state can be used to control the insertion of a corresponding set
of secrets onto the device, such that the insertion of the set of secrets for a particular state
places the device in the particular state.

[0034] The set of secrets data can include a cryptographic key management block
including a number of cryptographic key components to perform a cryptographic function
while in the particular state. Cryptographic key management generally refers to the handling,
protection, canceling/revocation, transporting or logistical coordination of the cryptographic
keys. For example, the device can maintain a set of vendor provisioning secrets data in
protected memory while in the vendor provisioning state, but would be unable to access the
set of vendor provisioning secrets data while in the manufacturer provisioning state. Each of
the devices 110-1 through 110-N can maintain a state machine that can track state
progressions of the device, which can enable the provisioning of the device with the
appropriate set of components for the particular state. Further details regarding the
cryptographic key management block will be described below with reference to FIG. 2.
[0035] Each of the secrets and service provider systems 130-1 through 130-M can
securely generate and maintain sets of secrets data to be inserted onto at least one of the

devices 110-1through 110-A. Each of the secrets and service provider systems 130-1 through
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130-M can be associated with a particular stage of the supply chain. More specifically, one of
the secrets and service provider systems 130-1 through 130-M can be a vendor secrets and
service provider system, another of the secrets and service provider systems 130-1 through
130-M can be an end-use secrets and service provider system, etc. For example, the vendor
secrets and service provider system would be responsible for the set of vendor provisioning
secrets data. Any packet created by a secrets and service provider system can be reproduced
to enable cross-IUR support.

[0036] As will be described in further detail below with reference to FIG. 3, the secrets
and service provider system 130-1 can include a secrets generator, encrypted storage, and a
distributed ledger system. The secrets generator can securely generate an encrypted version
of a set of secrets data, and securely store the encrypted version of the set of secrets of data
on the encrypted storage so that it is never obtainable or visible for interception by outside
entities. To provide an extra layer of encryption, each of the base components used to
generate the set of secrets data can themselves be independently and uniquely encrypted by a
respective cryptographic key, and then the entire set of secrets data can be encrypted to obtain
the encrypted set of secrets data. The secrets generator can perform encryption/decryption to
enable cryptographic functions (e.g., digital signatures) performed by the secrets and service
provider system 130-1, and can be embodied as hardware and/or software. In some
embodiments, the secrets generator is embodied as a hardware security module (HSM). An
HSM is a tamper-resistant computing device that can securely generate and/or manage secrets
data (e.g., cryptographic keys).

[0037] Each of the secrets and service provider systems 130-1 through 130-M can be
used as part of a process to control the provisioning/insertion of sets of secrets data onto the
devices 110-1through 110-Nin a manner that maintains data integrity and trust. Provisioning
is the process of requesting and inserting keys and a certificate into a device (or emulator).
The provisioned set of secrets data can be used to implement cryptographic functionality, as
will be described in further detail below. For example, the set of secrets data can include at
least one of a cryptographic key for performing encryption during a cryptographic function, a
digital certificate for proving ownership of a public key during a cryptographic function, etc.
Nlustratively, assume that device 110-1is presently in a first state corresponding to a first
segment of the supply chain, but the device 110-1 is now in a second segment of the supply
chain. The device 110-1 can then undergo a state transition process to transition the device
110-1 to a second state corresponding to the second segment of the supply chain (e.g., to

elevate the device from a current state to a subsequent state, or revert the device from the
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current state to a previous state). The state transition process is a cryptographically secure
process that grants the device 110-1 access to the second set of secrets data. For example, the
first state can be a manufacturer provisioning state and the second state can be a vendor
provisioning state. As another example, the first state can be the vendor provisioning state
and the second state can be an end-use provisioning state. As another example, the first state
can be the end-use provisioning state and the second state can be an operational state.
However, such examples should not be considered limiting

[0038] For example, during a manufacturing stage of the supply chain for the device 110-
1, the device 110-1 can be initially programmed by a corresponding manufacturer to securely
manage the cryptographic keys in the device. More specifically, the device 110-1 can have a
unique manufacturer-assigned identifier that enables tracking of the device throughout the
supply chain. The identification scheme used by a manufacturer can be maintained asa
private manufacturer secret to prevent cyber-attacks within the system 100. During the
vendor stage of the supply chain, the device 110-1 can then be transferred between one or
more vendors. During the end-use state of the supply chain, the device 110-1 can be assigned
to one or more end-use segments. During the operation state of the supply chain, the device
110-1 can be placed into an operational state.

[0039] To undergo the state transition process, the device 110-1 can receive the encrypted
version of the set of secrets data for the second state from the secrets and service provider
system 130, and transition to the second state upon receipt of the encrypted version of the set
of secrets data. To provide a layer of cryptographic security, the device 110-1 and the secrets
and service provider system 130 are not placed in direct communication. To enable such
indirect communication, a brokering agent of the set of brokering agents 120 can be
employed to securely broker the transaction between the device 110-1 and the secrets and
service provider system 130. The set of brokering agents 120 can include a number of
separate brokering agents that are each responsible for a device. For example, there can be a
manufacturing brokering agent, a vendor brokering agent, an end-use brokering agent, etc.
Each brokering agent is a certified third party entity that functions as a broker or proxy
between the device 110-1 and the secrets and service provider system 130 to support
cryptographically secure communications via a three-way handshake between the brokering
agent 120, the device 110-1 and the secrets and service provider system 130. For example, a
brokering agent of the set of brokering agents 120 can be included as a web service. A
brokering agent of the set of brokering agents 120 can be licensed to a third-party within the

system 100 to provide individualized brokering services within the system 100.
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[0040] For example, the brokering agent can issue a request to the secrets and service
provider system 130, on behalf of the device 110-1, to transition the device to the second
state (e.g., elevate to or revert back to the second state). In response, the secrets and service
provider system 130 can issue a challenge package to the brokering agent in order to
authenticate the brokering agent as being a valid brokering agent to handle the request on
behalf of the device. For example, the challenge can be based on an internal secret of the
device 110-1 that only an authorized entity, such as the brokering agent, would have
knowledge of The brokering agent can provide a response back to the secrets and service
provider system 130. If the response does not authenticate the brokering agent, then the
brokering agent cannot be trusted and the process ends. If the response authenticates the
brokering agent, then the secrets and service provider system 130 can provide a response that
places the device in a state for transitioning to the second state. Then, the brokering agent can
issue a request to the secrets and service provider system 130 for the encrypted version of the
set of secrets data to be inserted into the device 110-1 for transitioning to the second state.
The secrets and service provider system 130 can then provide the encrypted version of the set
of secrets data to the brokering agent 120, which then forwards the encrypted version of the
set of secrets data to the device 110-1 for secure storage on the device 110-1.

[0041] However, before the set of secrets data can be stored in the protected memory of
the secrets containment component 112 for use, the device 110-1 first needs to be granted
permission transition to the target state. In some embodiments, the device 110-1 can enter a
supersession state, in which the device generates a supersession package. The supersession
package is a set of data that is used to determine whether the device 110-1 has authority to
supersede or overwrite a current set of secrets data corresponding to the current state of the
device 110-1 with the set of secrets data corresponding to the target state. The supersession
package can be forwarded to the secrets and service provider system 130 via the brokering
agent. In response to determining that the device 110-1 has permission to transition to the
target state (e.g., determining that supersession package is valid), the secrets and service
provider system 130 can notify the device 110-1 that it has permission to transition to the
target state. In some embodiments, the secrets and service provider system 130 can send a
commit package to the device 110-1 via the brokering agent. The commit package is a set of
data that is generated by the secrets and service provider system 130 as a response that
confirms that the device has authority to supersede or overwrite the current set of secrets data
with the set of secrets data corresponding to the target state. To prevent replay attacks and to

ensure that the provisioning steps are called in order during a single session, one or more of
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the packages generated by the device 110-1 and/or the secrets and service provider system
130 can be generated based on content of the previously generated packages.

[0042] Storing the set of secrets data can include obtaining a decrypted version of the set
of secrets data (e.g, locally decrypting the encrypted version of the set of secrets data),
storing the decrypted version of the set of secrets data in the protected memory of the secrets
containment component 112, cryptographically sealing the previous set of secrets data of the
prior state, and updating a state maintained by a state machine to reflect the transition to the
target state. Obtaining the decrypted version of the set of secrets data can include locally
decrypting the encrypted version of the set of secrets data. For example, the keys needed to
perform the decryption can be made available to the device 110-1upon successful transition
to the target state. Updating the state can include incrementing a programming sequence
count with respect the state machine. Accordingly, the device 110-1 can be securely
programmed by entities which possess its internal secret, and control of the device 110-1 can
be securely transferred to entities as ownership of the device 110-1 is transferred between the
entities throughout the supply chain lifecycle.

[0043] As will be described in further detail below with reference to FIG. 3, the secrets
and service provider system 130 can store transaction data on a distributed ledger system.
The distributed ledger system can maintain transactions relating to, e.g, entry of a
device/chip with an identifier to the system 100, provisioning of secrets on devices, requests
for restricted information from entities external to the system 100, registration of valid
brokering agents, installation of registered software and/or software updates, transfer of
device ownership (e.g, responsible party), registering network affiliations, and regression,
resetting, removal or end-of-life of a device at any stage. For example, the secrets and service
provider system 130 can provide record of the completed state transition on the distributed
ledger system. The immutable storage of the transaction data on the distributed ledger system
ensures legitimacy and authenticity of the encrypted provisioning data. Accordingly, the
distributed ledger system can provide verifiable trust and support proof of origin for all
transactions performed by the secrets and service provider system 130 within the system 100.
[0044] The API library of each of the devices 110-1 through 110-N (e.g, API library
114) can function to provide secure communications between other ones of the devices 110-1
through 110-N and/or the secrets and service provider systems 130-1 through 130-M. For
example, each API library (e.g, .so or .dll) can maintain a set of APIs to implement various
services using a set of secrets corresponding to the particular one of the devices 110-1

through 110-N. A secrets and service provider system (e.g., the secrets and service provider
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system 130-1) can recreate the API library for a device as necessary to provide a post-secrets-
provisioning service (e.g., data verification, data production, file authorization, application
authorization). Further details regarding these post-secrets-provisioning services will be
described below with reference to FIGS. 3-7.

[0045] FIG. 2 is a diagram 200 illustrating various types of sets of secrets data, in
accordance with some embodiments. Each set of secrets data can be provisioned on a device
(e.g, IoT device) can include a cryptographic key management block to enable cybersecurity
features during a corresponding device state. For example, the device state can correspond to
a stage within the supply chain lifecycle of the device. For example, the diagram 200 shows
of a set of manufacturer provisioning secrets data 210 that can be provisioned on a device
during a manufacturing stage of the device in the supply chain, a set of vendor provisioning
secrets 220 that can be provisioned on the device during a vendor stage of the device in the
supply chain, a set of end-use provisioning secrets data 230 that can be provisioned on the
device during a end-use stage of the device in the supply chain, a set of operational secrets
data 240 that can be provisioned on the device during an operation stage of the device within
the supply chain, a set of end-of-life secrets provisioning data 250. In some embodiments,
each of the sets of secrets data 210-250 can be embodied as an NFT. Moreover, each of the
sets of secrets data 210-250 can be recorded on a distributed ledger of a secrets and service
provider system for immutability.

[0046] The set of manufacturer provisioning secrets data 210 can include original
manufacturer secrets that can be placed on the device directly by the manufacturer. For
example, the set of manufacturer provisioning secrets data 210 can include a device identifier
associated with the manufacturer (UID), and a provisioning transport key. The provisioning
transport key, which can also be referred to as a key wrapping key or a key encryption key, is
used to wrap a secret key to maintain confidentiality and authenticity during transportation of
the secret key. The provisioning transport key can also be used for authentication and
transport of a device’s new privacy and boot verification secrets during vendor state
reprogramming. For example, the provisioning transport key can hold a lot number between
manufacturing and assignment to the device’s first vendor. During a state progression of the
device from the manufacturer state to the vendor state, the secrets and service provider
system (e.g., the secrets and service provider system 130) can take ownership and overwrite
the provisioning transport key of the set of manufacturer provisioning secrets data 210 to

become a (primary) supply chain registrar.
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[0047] The set of vendor provisioning secrets data 220 can include cryptographic data
components specific to a vendor that is in possession of the device. When transitioning to the
vendor provisioning state, the original manufacturer secrets are overwritten with the set of
vendor provisioning secrets data. If the control of the device is being transferred from an old
vendor to a new vendor, the set of old vendor provisioning secrets data is replaced by the set
of new vendor provisioning secrets data, and the set of old vendor provisioning secrets data is
maintained on the distributed ledger. The set of vendor provisioning secrets data 220 can
include cryptographic data components such as a vendor certificate (e.g., vendor signed
certificate), a set of private keys (e.g., private signing key and private encryption key), a
vendor configuration, etc.

[0048] The set of end-use provisioning secrets data 230 can include cryptographic data
components that can be linked to a particular network or product line, and can support
cryptographic communications, trust root, and extended security/privacy features for physical
security and logical data operations. For example, the set of end-use provisioning secrets data
230 can include a network certificate (e.g., certificate authority (CA) signed), a network
exchange key for securely exchanging keys over a public network (e.g., Diffie-Hellman
network exchange key), and symmetric secrets (e.g, network segment global secret, network
sub-segment secrets, an authentication key, a privacy secret, and network segment derivation
data). For example, if a new network is reprogrammed while the device is in the end-use
provisioning state, the new network can be added to the device along with the old networks.
The device can maintain a certain number of networks based on device memory
specifications.

[0049] The operational state can enable generation of derived use secrets and ephemeral
use (e.g., one-time use) keys during device operation. The set of operational secrets data 240
can be utilized for extending and augmenting operations performed by the device by creating
derived or temporary use components. For example, the set of operational secrets data 240
can include a derived network secret, a network operation secret, a roll network key, and
network segment derivation data (e.g, derivation timing, key supersession, roll number, key
exchange timestamp). The set of operational secrets data 240 can be re-provisioned when
adding another network segment, or replacing a compromised network segment.

[0050] The set of end-of-life provisioning secrets data 250 can support the removal of the
device from the supply chain, and can provide solutions similar to certificate revocation with
the expanded revocation of right-to-operate or removal of trusted status. The set of end-of-life

provisioning secrets data 250 can include modified versions of the cryptographic components
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210-240. In alternative embodiments, the set of end-of-life provisioning secrets data 250 can
be provisioned separately from the device, such that the device does not store the set of end-
of-life provisioning secrets data 250 locally on its protected memory. A device cannot be
forced into end-of-life, but other entities within the system can be informed that the device
should be treated as an end-of-life device.

[0051] FIG. 3 block diagram of an example system 300 for provisioning secrets data, in
accordance with some embodiments of the present disclosure. The system 300 includes the
secrets and service provider systems 130-1 through 130-Af and the set of brokering agents
120, as described above with reference to FIG. 1. The design of the system 300 provides a
separation of functionality between internal operations each of the secrets and service
provider systems 130-1 through 130-M, and external operations with respect to other entities
of the system 300.

[0052] For example, as shown, the secrets and service provider system 130-1 includes
encrypted storage 310 (e.g., encrypted UID indexed logistics storage), a secrets generator 312
in communication with the encrypted storage 310, and a certificate authority (CA) 314 for
maintaining a digital or public key certificate (e.g, X.509 certificate).

[0053] The secrets generator 312 can be embodied as a software secrets generator or a
hardware secrets generator. In some embodiments, the secrets generator 312 includes a
hardware security module (HSM). An HSM is a tamper-resistant computing device that can
generate and/or manage cryptographic keys, and can perform encryption/decryption to enable
cryptographic functions (e.g, digital signatures) performed by the secrets and service
provider system 130-1. For example, when a cryptographic trust enabled device (“device”) is
progressing from a first state to a second state, the secrets generator 312 can transfer an
encrypted version of the set of secrets data of a cryptographic key management block
corresponding to the second state for insertion onto the device. For example, if the device
transitions from a manufacturer provisioning state to a vendor provisioning state, the secrets
generator 312 can transfer and program the corresponding set of vendor provisioning data of
the cryptographic key management block. Additionally, the secrets generator 312 can
recreate sets of secrets data for a device (e.g, the device 110-1 of FIG. 1) in order to enable
the secrets and service provider system 130-1 to provide a service by emulating the device
utilizing the set of secrets data.

[0054] The secrets and service provider system 130-1 can further include a distributed
ledger (“ledger”) platform 316 (e.g, server) in communication with a consensus support

platform 318 (e.g, server), collectively forming a distributed ledger system. The distributed
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ledger platform 316 can maintain a public ledger of records, including records relating to the
generation and/or provisioning of sets of secrets data. The consensus support platform 318
can implement a consensus mechanism or protocol. Other ones of the secrets and service
provider systems 130-2 through 130-AM include their own distributed ledger systems to
maintain their own copies of the distributed ledger and implement the consensus mechanism
(e.g., peer nodes of the distributed ledger network). The distributed ledger platform 316 can
maintain records of transactions relating to, for example, entry of a device/device with an
identifier, provisioning of secrets packages, requests for restricted information from entities
external to the system 300, registration of valid brokering agents, installation of registered
software and/or software updates, transfer of device ownership (e.g, responsible party),
registering network affiliations, and regression, resetting, removal or end-of-life (EOL) of a
device at any stage. The distributed ledger can be used to provide a service by emulating the
device utilizing a set of secrets data corresponding to the device. For example, the secrets and
service provider system 130-1 can receive information related to obtaining and/or recreating
the set of secrets data from the distributed ledger, and can use the distributed ledger to prove
ownership of the device for service provider authorization.

[0055] The secrets and service provider system 130-1 can further include a provisioning
service provider (PSP) 320 in communication with the distributed ledger platform 316. The
PSP 320 can communicate with the set of brokering agents 120 to provision sets of secrets
data and/or provide post-secrets-provisioning services with respect to devices (e.g, the device
110-1 of FIG. 1). The secrets generator 312, the CA 314, and the PSP 320 are each in
communication with a central routing device 315. The central routing device 315 can
maintain minimal functionality for decisions and triggering flow of operations within the
secrets and service provider system 130-1.

[0056] Access control interfaces 319-1 and 319-2 are also provided to allow or restrict
access to the distributed ledger platform 316 and/or the PSP 320, respectively. That is, the
access control interfaces 319-1 and 319-2 can function as firewalls for the secrets and service
provider system 130-1. For example, the access control interface 319-1 can allow or restrict
access to outside brokering agents, and the access control interface 319-2 can allow or restrict
access to other secrets and service provider systems (e.g., secrets and service provider system
130-M).

[0057] The registration process for adding new brokering agents to the set of brokering
agents 120 can be maintained and controlled by a distributed ledger consortium of the system

300. The distributed ledger consortium can address how the secrets and service provider
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systems 130-1 through 130-M can maintain trust for the set of brokering agents 120 and
allow for cross-brokering-agent support.

[0058] A brokering agent of the set of brokering agents 120 can communicate with the
PSP 320 to request a set of secrets data on behalf of a device (e.g., the device 110-1 of FIG.
1). For example, as described above with reference to FIG. 1, the secrets and service provider
system 130-1 can authenticate the brokering agent (e.g., using a multi-factor authentication
process). After the authorization process indicates that the brokering agent is authorized, the
PSP 320 can initiate a timed API sequence to implement the service. That is, the brokering
agent can function as trusted interface for the API method flow between the secrets and
service provider system and the device. The secrets and service provider system 130-1 can
then place a record of the transaction on the distributed ledger maintained by the distributed
ledger platform 316. The record can include proof relating to the authentication of the
brokering agent and the state of the device. Once the sequence is complete, the brokering
agent can close out the session with the secrets and service provider system 130-1, and the
brokering agent can cease communication with the device.

[0059] The system 300 can be used to support and control the progression of states of the
device throughout the supply chain lifecycle of the device. For example, the secrets and
service provider system 130-1can maintain a log of the current state of the device using the
distributed ledger platform 316 and map its state change progression within the encrypted
storage 310. For example, the device can be in a manufacturer provisioning state
corresponding to the manufacturing stage of the supply chain of the device, a vendor
provisioning state corresponding to the vendor stage of the supply chain of the device, an
end-use provisioning state corresponding to a end-use stage of the supply chain of the device,
or an operational state corresponding to an operational stage of the supply chain of the
device. The secrets and service provider system 130-1 can be used to control the provisioning
of secrets onto the device, which can be used to transition ownership/accountability at each
stage of the supply chain to the appropriate entity (e.g, manufacturer, vendor). For example,
the secrets and service provider system 130-1 can transfer ownership/accountability of the
device from an old vendor to a new vendor. As another example, when transitioning the
device from the vendor stage to an end-use network, the secrets and service provider system
130-1 can seal, restrict and/or remove the corresponding set of vendor provisioning secrets
data.

[0060] The system 300 can further be used to provide post-secrets-provisioning services.

Post-secrets-provisioning services can be offered with respect to a large number of use cases.
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Examples of use cases include data analytics, supply chain security, credential tracking,
cybersecurity, forensic tracking and accountability, sensitive or confidential data maintenance
or exchange (e.g, intellectual property, private corporate information, confidential or top
secret government information), property record maintenance, fraud and waste prevention,
audit processes, governance programs, record or tracking and verification, smart contracts,
supply chain and product tracking, banking, cryptocurrency, etc. After a post-secrets-
provisioning service is provider by the secrets and service provider system, a record of the
post-secrets-provisioning service can be placed on a distributed ledger. The record can
include a data payload, atimestamp, an identifier of the entity that requested the post-secrets-
provisioning service (“requestor”’), and the type of post-secrets-provisioning service that was
provided.

[0061] One example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system 130-1is an on-demand data and/or trust verification
service (“verification service”). The verification service can be used to verify the proof of
origin of data upon request. For example, the verification service can be used to verify a prior
device configuration.

[0062] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system 130-1is an on-demand data production service. The data
production service can be used to generate data for a device upon request as if it was the
device by recreating secrets data. One type of data production service is a data recovery
service to recover data that has been lost by the device, such as data that had been encrypted
with a previous set of secrets data that is sealed within the device, by having the secrets and
service provider system 130-1 recreate the previous set of secrets data using information
maintained on the distributed ledger and/or secrets generator. Another type of data production
service is a data access service. The data access service can enable secure access to sensitive
data (e.g., sensitive files), which can be subject to a limited use and/or temporal scope for
data privacy. For example, the secrets and service provider system 130-1 can provide an
authorized entity (e.g., upon request from the authorized entity) with a set of secrets data for
decrypting an encrypted version of data. The set of secrets data can be designed to be valid
only during a defined time period to prevent unlimited access to the data, such that the entity
will not be able to decrypt the encrypted version of the data outside of the time period.

[0063] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system 130-1is an on-demand file authorization service. The file

authorization service is used to authorize a file upon request. To do so, the secrets and service
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provider system 130-1 can generate, using a set of secrets data obtained by emulating the
device, an authorization packet including an encrypted version of a file, and send the
authorization packet to the device. Examples of files that can be authorized using the file
authorization service include a document, an application, a consumable data packet, etc. The
authorization packet enables the device to determine whether the encrypted version of the file
is valid for decryption by the device. For example, upon receipt of the authorization packet,
the device can determine whether the encrypted file is valid (e.g., the encrypted file is
encrypted using the proper secrets data for the device), and internally release a decryption
key for decrypting the encrypted file if the encrypted file is valid. Data can be transmitted
directly from the requestor to the secrets and service provider 130-1 (e.g,, without a brokering
agent of the set of brokering agents 120 or other trusted third party) if the requestor can be
authenticated by the secret and service provider system 130-1, and if the request is provided
in a proper request format.

[0064] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system 130-1is an on-demand installation authorization service.
The installation authorization service can be provided by the secrets and service provider
system 130-1 upon request to determine whether to authorize the installation of an
application on a device. For example, the installation authorization service can be provided
by the secrets and service provider system 130-1 upon request to determine whether the
installation of an application by a vendor while the device is in a vendor provisioning state. In
this example, the authorization packet used to determine whether to allow the installation of
the application by the vendor can be generated using vendor-generated secrets data, instead of
the secrets and service provider system 130-1.

[0065] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system 130-11is an on-demand secrets and service provider
locator service. The secrets and service provider locator service is a service that, upon
receiving a request from a requesting device that the secrets and service provider system 130-
1 is not authorized to handle, locates an authorized secrets and service provider system within
the system 100 to handle the request. For example, if a secrets and service provider system
130-1 does not have ownership over the requesting device (e.g, it did not provisioning the
corresponding set of secrets data onto the device, and thus cannot be authorized to mimic the
device to handle the request), the secrets and service provider system 130-1 can contact other
secrets and service provider systems within the system 100 to determine an authorized secrets

and service provider system to handle the request (e.g., the secrets and service provider
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system that had provisioned the set of secret data onto the device). Further details regarding
the operation of the secrets and service provider system 130-1to provide post-secrets-
provisioning services will be described in further detail below with reference to FIG 4.
[0066] FIG. 4 is a flow diagram illustrating a method 400 to cryptographically secure
post-secrets-provisioning services, in accordance with some embodiments. The method 400
can be performed by processing logic that can include hardware (e.g, processing device,
circuitry, dedicated logic, programmable logic, microcode, hardware of a device, integrated
circuit, etc.), software (e.g, instructions run or executed on a processing device), or a
combination thereof For example, the method 400 can be performed by processing logic
implementing the device (e.g., the secrets and service provider system 130-1 of FIG. 1).
Although shown in a particular sequence or order, unless otherwise specified, the order of the
processes can be modified. Thus, the illustrated embodiments should be understood only as
examples, and the illustrated processes can be performed in a different order, and some
processes can be performed in parallel. Additionally, one or more processes can be omitted in
various embodiments. Thus, not all processes are required in every embodiment. Other
process flows are possible.

[0067] At operation 410, the processing logic receives a request to provide a post-secrets-
provisioning service with respect to a device. The request can be received from a brokering
agent on behalf of the device. The post-secrets-provisioning service can include a data or
trust verification service, a data production service, a file authorization service, a service to
locate a secrets and service provider system to handle the request, etc. Further details
regarding types of post-secrets provisioning services are described above with reference to
FIGS. 1-3.

[0068] At operation 420, the processing logic determines whether to authorize the
request. For example, determining whether to authorize the request can include verifying that
the processing device has ownership of the device. The verification can be made by using a
distributed ledger that maintains records related to proof of ownership of devices. If the
request is not authorized, then the processing logic does not provide the service as it is not
authorized to do so, and the process ends. Additionally or alternatively, determining whether
to authorize the request can include determining whether the request is provided in a proper
format. Further details authorizing the request are described above with reference to FIGS. 1-
3.

[0069] If the request is authorized, at operation 430, the processing logic obtains a set of

secrets data corresponding to the device. In some embodiments, the set of secrets data
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corresponds to a state of a device. The state of the device can correspond to a supply chain
state of the device within a supply chain. For example, the state can be a manufacturer
provisioning state corresponding to a manufacturing stage of the supply chain associated with
the device manufacturer, a vendor provisioning state corresponding to a vendor stage of the
supply chain associated with a vendor in possession of the device, an end-use provisioning
state corresponding to a end-use stage of the supply chain, an operational state corresponding
to an operational stage of the supply chain, etc. The set of secrets data can include a set of
manufacturer secrets data, a set of vendor secrets data, a set of end-use secrets data, or a set
of operational secrets data. The brokering agent can be at least one of a manufacturer
brokering agent, a vendor brokering agent, an end-use brokering agent, an operational
brokering agent, etc. In some embodiments, obtaining the set of secrets data includes
generating the set of secrets data utilizing at least one of the distributed ledger (e.g, the
distributed ledger maintain on ledger 316) or a secrets generator (e.g, secrets generator 312).
For example, the distributed ledger maintains historical records of data for the device that can
be used by the secrets generator to recreate the set of secrets data.

[0070] At operation 440, the processing logic provides the post-secrets-provisioning
service by performing a cryptographic function utilizing the set of secrets data. That is, by
recreating a current set of secrets data that is currently stored on the device while the device
is in a current state or by recreating a previous set of secrets data corresponding to a previous
device state that is currently inaccessible by the device (e.g., cryptographically sealed), the
processing logic can emulate the functionality of the device in order to provide a particular
service that utilizes the particular set of secrets data.

[0071] For example, with respect to data recovery that can be performed as a type of data
production service, the device may have replaced a previous version of a set of secrets data
with a more recent version of the set of secrets data. Thus, the previous set of secrets data
may need to be recreated using the information stored on the distributed ledger to enable the
device to recover data that was encrypted with the previous version of the set of secrets data.
As another example, the set of secrets data may be a sealed set of secrets data from a previous
device state, and thus the sealed set of secrets data may need to be recreated to enable the
device to recover data that was encrypted using the sealed set of secrets data.

[0072] Further details regarding operations 410-430 are described above with reference to
FIGS. 1-3 and will be described in further detail below with reference to FIGS. 5-7.

[0073] FIG. 5 is a diagram 500 of application programming interface (API) methods for

providing cryptographically secure post-secrets-provisioning services, in accordance with
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some embodiments of the present disclosure. As shown, the diagram 500 includes an API
library 505. The API library 505 can be maintained on a cryptographic trust enabled device.
For example, the API library 505 can be similar to the API library 114 maintained on the
device 110-1, as described above with reference to FIG. 1. In this example, the API library
505 maintains a number of APIs 510 through 570 that implement various functionalities
related to enabling cybersecurity features.

[0074] A uniform network communications API 510 can obtain a single-use ephemeral
key for a cryptographic enabled trust device, which can be used for any suitable purpose
needed by an application. To obtain the single-use ephemeral key, the API 510 can cause the
cryptographic enabled trust device to generate the single-use ephemeral key, and the
cryptographic enabled trust device can return the single-use ephemeral key in satisfaction of
the request. The single-use ephemeral key can be generated by the cryptographic enabled
trust device based on a seed string of bits. The single-use ephemeral key can be used to
perform symmetric encryption of communications. Each cryptographic trust enabled device
that is provisioned by a secrets and service provider system (e.g, the secrets and service
provider system 130 of FIG. 1) to operate together on a same network segment can use a
same string of bits to generate a same single-use ephemeral key.

[0075] A proof of origin (POO) to creating device API 520 can obtain digitally signed
content for any data item (e.g, data content, code files, or driver updates) that will be
provably linked to the cryptographic enabled trust device. To obtain the digitally signed
content, the API 520 can create a POO for a data item, and the cryptographic enabled trust
device can generate and send a verifiable POO from the created POO in satisfaction of the
request. That is, the digitally signed content serves as a POO for the data item, and can be
used to prove that the cryptographic enabled trust device produced the data and that the
integrity of the data item has not changed since it was created. A POO can be maintained on a
distributed ledger (e.g., of the distributed ledger system 120 of FIG. 1), such that its
corresponding data item becomes immutably linked with the POO and takes on properties of
atoken (e.g, NFT) of the data item.

[0076] A direct session between devices API 530 can generate a session key unique to a
pair of cryptographic trust enabled devices (“paired devices”) (e.g., the device 110-1 and the
device 110-N), and establish a paired session between the paired devices. The session key can
be produced in a multiple step process between the paired devices. For example, two
indecipherable strings of bits can be encrypted and asymmetrically exchanged between the

paired devices to produce the same string of bits on each end. The same string of bits can
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then be to support symmetric encryption of communications between the paired devices. The
paired session can be used for any suitable use case, and can persist for as long as the use
case requires or can be re-established as required. For example, the paired session can be
effective for suitable one-to-one pairing connection-based operations, such as establishing
Virtual Private Networks.

[0077] A create and verify message API 540 can create a digital proof of integrity for
verifying a transferred message which contains input from both a sending cryptographic trust
enabled device (e.g, the device 110-1) and a receiving cryptographic trust enabled device
(e.g, the device 110-N). The message verification can use a multiple-part handshake
sequence, which can additionally be required to complete internal device operations within a
preset time for successful operation. This capability can be used by any suitable application
to verify that a communication sequence maintains integrity and is completed within the
preset timing requirement. For example, the API 540 can be used in embodiments in which
the cryptographic enabled trust device implements digital communication for electro-
mechanical operations on equipment with physical components.

[0078] A secure assets API 550 can provide and track supply chain asset security for an
asset on the supply chain. For example, the API 550 can implement supply chain security by
utilizing a one-time pad (OTP) feature to verify a string of bits, which can be related to either
a serial/model number for physical items or configuration/version number for digital content.
Supply chain asset security can be verified at one point in time, and then verified against the
same string of bits at a later point in time or in a different location. Supply chain asset
security for an asset can be tracked by having a cryptographic enabled trust device generating
an OTP response including a verification code based on asset identity, and verifying whether
the response repeats the anticipated or previous stored value based on the verification code.
The verification can optionally be done with support of the secrets and service provider
system 130.

[0079] A change security posture API 560 can implement security posture changes to
enable changing of non-public secrets in a predictable but non-reversible manner. A device
may also be reverted to its vendor-programmed state, to clear all network data and await a
new set of secrets data. A security posture change can be performed by the API 560 in
various ways.

[0080] One way that a security posture change can be performed by the API 560 is by
implementing a roll feature to roll from a first internal value (e.g, internal string of bits) of

the cryptographic enabled trust device to a second internal value of the cryptographic enabled
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trust device. The roll feature can utilize the OTP feature described above to create a new
unknown internal value (internal secret) based on a seed value, which is subsequently used to
replace the existing unknown internal value. This feature enables all devices that are
provisioned for ephemeral key network segment operations to simultaneously change their
internal values while keeping their respective internal values secrets.

[0081] Another way to that a security posture change can be performed by the API 560 is
by re-provisioning and replacing existing internal values with new internal values. Re-
provisioning and replacing the existing internal values can be performed using the secrets and
service provider system (e.g, secrets and service provider system 130) through a process
which invokes a temporary state change in the cryptographic enabled trust device, after which
a new set of keys and a permission sequence to commit the temporary state change to a
permanent state change are received.

[0082] A track device trust API 570 receives a configuration sequence generated by the
cryptographic enabled trust device to: (1) verify a POO for a previously created data item; (2)
verify whether internal content of the cryptographic enabled trust device itself has not
changed, or that the internal content matches a known or expected value; and/or (3)
determine that the data item is received from an authorized source. The verification process
can be done with respect to a data item having an external origin relative to the cryptographic
enabled trust device and/or can be optionally be performed with support of the secrets and
service provider system 130.

[0083] FIG. 6 is a diagram 600 of asymmetric API methods for providing
cryptographically secure post-secrets-provisioning services, in accordance with some
embodiments of the present disclosure. The asymmetric API methods can utilize asymmetric
key pairs (e.g., private key and public key), which can provide enhanced security relative to
symmetric API methods, such as those described below with reference to FIG. 7.

[0084] As shown, the diagram 600 includes an API library 605. The API library 605 can
be maintained on a cryptographic trust enabled device. The API library 605 can be
maintained on a cryptographic trust enabled device. For example, the API library 605 can be
similar to the API library 114 maintained on the device 110-1, as described above with
reference to FIG. 1. In this example, the APIlibrary 605 maintains a number of APIs 602-
622 that implement various asymmetric API methods for enabling cybersecurity features.
Other devices (e.g, device 110-N)can maintain respective API libraries.

[0085] A create proof of origin (POO) API 602 can create a POO for a data item that
proves the origin of the data item. To create the POO, the API 602 passes input data to be
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digitally signed. The input data can include a data item and a hash of the data item. More
specifically, the data item can be received by an application as an input that includes anything
needed by the application to function, and a hash operation can be performed on the data item
to generate the hash. A create authentication signature API 616 can use an internal
asymmetric signing key to perform a digital signing operation on the input data to create the
POO. To provide additional security with respect to POO creation, a public signing key can
be used as an input to the hash operation.

[0086] A retrieve asymmetric session public key API 604 is performed to retrieve an
asymmetric session public key. The asymmetric session public key can be used by an
initiating cryptographic trust enabled device (e.g., device 110-1) for creating a pairing session
with a session target cryptographic trust enabled device (e.g, device 110-N). To retrieve the
asymmetric session public key, the API 604 can request the asymmetric session public key
through a session initiation API 618. The API 618 can return a public portion of the key. This
capability can be used as needed by the application, and can be used when exchanging public
access as part of the multiple step process described with respect to the API 530.

[0087] An initialize primary asymmetric session API 606 can set up a first stage session
between the initiating cryptographic enabled trust device and the session target cryptographic
trust enabled device with a remote public key, as part of a multiple step process in
conjunction with the API 604, a commit primary asymmetric session API 610, and a
secondary asymmetric session API 612. When executed, the API 606 can place the initiating
cryptographic enabled trust device in an elevated state (from a normal state) to begin the
process of creating a shared session key paired with the session target cryptographic trust
enabled device, and returning a random string of bits as an output. As will be described in
further detail below, the random string of bits can be sent to a second asymmetric session API
612 to move to the next state in the pairing process.

[0088] A verify POO API 608 enables the verification of the POO (the POO created
using the API 602) when the initiating and session target cryptographic trust devices are from
the same issuing organization. To verify the POQO, a set of data including POO signature bits
and the initial data segment can be received, and verification of accuracy of the set of data
can be performed to obtain a POO verification response that is signified by a status change
internal to the initiating cryptographic trust enabled device. An asymmetric decryption API
620 can be used as part of this operation, which performs internal asymmetric decryption
within protected memory to provide the POO verification response.

[0089] The commit primary asymmetric session API 610 can commit a primary
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asymmetric session between the initiating cryptographic enabled trust device and the session
target cryptographic trust enabled device, upon the initiating cryptographic trust enabled
device entering the elevated state (e.g, with respect to the API 606 or the API 612). The
functionality performed with respect to the API 610 completes the multiple step process to
create a full session key, which is a product of the operations on both the initiating
cryptographic trust enabled device and the session target cryptographic trust enabled device.
Both of the initiating and session target cryptographic trust enabled devices can be
provisioned with the same session key, and the elevated state subsequently returns to a
normal state. The verified POO can be optionally used to verify a remote cryptographic trust
enabled device entering into the pairing, enabling a higher level of assurance of the
authenticity for the cryptographic trust enabled devices.

[0090] A secondary asymmetric session API 612 can implement a secondary asymmetric
session as part of the multiple step process in conjunction with the APIs 604, 606 and 610.
When the API 612 is executed, the initiating cryptographic enabled trust device can be placed
in an elevated state to begin the multiple step process of creating a shared session key paired
with the session target cryptographic trust enabled device with respect to the primary
asymmetric session initialization performed by the API 606.

[0091] A retrieve network public information API 614 can retrieve a public certificate for
asymmetric sessions between two devices. The public certificate can enable increased
security of legacy network communications as the public certificate can be provisioned and
sequenced on the distributed ledger. To obtain the public certificate, the API 614 can request
that the public certificate be returned using a retrieve network certificate API 622, and the
API 622 can return the public certificate to satisfy the request. The origin of the public
certificate can also be verified for certificate revocation operations.

[0092] FIG. 7 is a diagram 700 of symmetric API methods for providing
cryptographically secure post-secrets-provisioning services, in accordance with some
embodiments of the present disclosure. As shown, the diagram 700 includes an API library
705. The API library 705 can be maintained on a cryptographic trust enabled device. For
example, the API library 705 can be similar to the API library 114 maintained on the device
110-1, as described above with reference to FIG. 1. In this example, the API library 705
maintains a number of APIs 702-728 that implement various symmetric API functionalities
related to enabling cybersecurity features. Other devices (e.g., device 110-N)can maintain
respective API libraries.

[0093] A retrieve operational symmetric key API 702 can retrieve an operational
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symmetric key. The operational symmetric key can be a one-time pad (OTP), which is
generated and internally stored to support uniformly encrypted communications between
similarly provisioned cryptographic trust enabled devices. To do so, the API 702 can request
that the cryptographic enabled trust device provide a current operational symmetric key, and
the current operational symmetric key can returned from the cryptographic trust enabled
device through a return operating symmetric key API 716. This feature can be utilized for a
network segment where all cryptographic enabled trust devices on the network segment could
produce this same key and thus seamlessly communicate while encrypting all
communications. Additionally or altematively, this feature can be used on products, such that
all products of the same model can utilize encrypted communications between a product and
the secrets and service provider system (e.g. the secrets and service provider system 130 of
FIG. 1). The API 702 can work in conjunction with an initialize roll sequence API 704 and a
confirm roll sequence API 706, which can be used to updating a current operational
symmetric key that can be retrieved by the API 702.

[0094] The initialize roll sequence API 704 can initiate a multiple stage process for
updating the current operational symmetric key to a new operational symmetric key within a
cryptographic trust enabled device. The multiple stage process starts by receiving a proper
formatted roll token from a controller which supervises the network segment or product
model targeted for a new symmetric operations key, and passing the roll token to the
cryptographic trust enabled device. The receipt and verification of the roll token cause a “roll
to new operational symmetric key” API 718 to temporarily elevate the status of the
cryptographic trust enabled device to a supersession state. In the supersession state, both the
new and old operational symmetric keys are present and usable. When the cryptographic
enabled trust device is in the elevated state, the supersession process starts, and a verification
sequence can be completed before a new roll sequence is started. The roll sequence does not
end until successful completion of the functionality implemented by the API 606, or
interruption of the roll sequence by internal or external processes.

[0095] As mentioned above, the API 706 can complete the roll sequence verification,
which was initialized with respect to the API 704. The roll sequence verification is completed
when a commit token having format that proves that the operation of both the old and new
operational symmetric keys together is passed to the cryptographic enable trust device, and a
“promote to new operational symmetric key” API 720 promotes the old operational
symmetric key to the new operational symmetric key. The old operational symmetric key can

then be purged from the memory of the cryptographic trust enabled device.
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[0096] A message authentication API 708 can retrieve, using a “set internal
authentication random number (RN)” API 722, a unique verification code for cryptographic
trust enabled device to verify a data item. The verification code can be used to authenticate
commands that are then verifiable by another cryptographic trust enabled device which has
the same authentication secret. That is, the verification code can be designed for mutual
authentication where both cryptographic enabled trust devices use a two-way handshake
sequence in conjunction with a verify message authentication API 710.

[0097] The verify message authentication API 710 can be used with the message
authentication API 708 to verify the message authentication by generating an authentication
package. If the API 708 is implemented on a remote cryptographic trust enabled device that is
calling the API 720 on a local cryptographic trust enabled device, then the API 708 that is
calling a create authentication signature API 724 is utilized for the second part of the
handshake on the local cryptographic trust enabled device, or vice versa. The sequence
performed by the API 710 can also add a unique randomized input to the authentication
sequence, similar to the API 708. The unique randomized input added to the authentication
sequence can enable the local and remote cryptographic trust enabled devices to verify each
other as part of the message sequence between the local and remote cryptographic trust
enabled devices.

[0098] A commit message authentication API 712 can complete the message
authentication sequence that started with respect to the message authentication API 708 by
generating a verification package to commit the message authentication. More specifically,
the commit message authentication API 712 can call a verify authentication signature API
726 to obtain finished verification content and gain a temporary key to decrypt the finished
verification content.

[0099] A request OTP API 714 can be used with many different OTP generation modes
that switch the internally used secrets within a cryptographic trust enabled device. An OTP
generation mode can be chosen by selecting an operational secret, and then calling a
“generate OTP” API 728 to generate an OTP. The OTP can be a temporary code used to
authenticate source of data, verification of integrity, as a communication encryption key, or
for any other cryptographic operational inputs. The OTP is related to the data and can be
reproduced by the same data on a cryptographic trust enabled device which is provisioned for
the same end-use segment or for uniform operation on the same product model.

[00100] FIG. 8 illustrates an example machine of a computer system 800 within which a

set of instructions, for causing the machine to perform any one or more of the methodologies
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discussed herein, can be executed. In some embodiments, the computer system 800 can be
implemented by a cryptographic trust enabled device (“device”) (e.g., the device 110-1 of
FIG. 1). In alternative embodiments, the machine can be connected (e.g., networked) to other
machines in a LAN, an intranet, an extranet, and/or the Internet. The machine can operate in
the capacity of a server or a client machine in client-server network environment, as a peer
machine in a peer-to-peer (or distributed) network environment, or as a server or a client
machine in a cloud computing infrastructure or environment.

[00101] The machine can be a personal computer (PC), a tablet PC, a set-top box (STB), a
Personal Digital Assistant (PDA), a cellular telephone, a web appliance, a server, a network
router, a switch or bridge, or any machine capable of executing a set of instructions
(sequential or otherwise) that specify actions to be taken by that machine. Further, while a
single machine is illustrated, the term “machine” shall also be taken to include any collection
of machines that individually or jointly execute a set (or multiple sets) of instructions to
perform any one or more of the methodologies discussed herein.

[00102] The example computer system 800 includes a processing device 802, a main
memory 804 (e.g, read-only memory (ROM), flash memory, dynamic random access
memory (DRAM) such as synchronous DRAM (SDRAM) or RDRAM, etc.), a static memory
806 (e.g, flash memory, static random access memory (SRAM), etc.), and a data storage
system 818, which communicate with each other via a bus 830.

[00103] Processing device 802 represents one or more general-purpose processing devices
such as a microprocessor, a central processing unit, or the like. More particularly, the
processing device can be a complex instruction set computing (CISC) microprocessor,
reduced instruction set computing (RISC) microprocessor, very long instruction word
(VLIW) microprocessor, or a processor implementing other instruction sets, or processors
implementing a combination of instruction sets. Processing device 802 can also be one or
more special-purpose processing devices such as an application specific integrated circuit
(ASIC), afield programmable gate array (FPGA), a digital signal processor (DSP), network
processor, or the like. The processing device 802 is configured to execute instructions 826 for
performing the operations and steps discussed herein. The computer system 800 can further
include a network interface device 808 to communicate over the network 820.

[00104] The data storage system 818 can include a machine-readable storage medium 824
(also known as a computer-readable medium) on which is stored one or more sets of
instructions 826 or software embodying any one or more of the methodologies or functions

described herein. The instructions 826 can also reside, completely or at least partially, within
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the main memory 804 and/or within the processing device 802 during execution thereof by
the computer system 800, the main memory 804 and the processing device 802 also
constituting machine-readable storage media.

[00105] In one embodiment, the instructions 826 include instructions to implement
functionality corresponding to cryptographic enabled trust device. While the machine-
readable storage medium 824 is shown in an example embodiment to be a single medium, the
term “machine-readable storage medium” should be taken to include a single medium or
multiple media that store the one or more sets of instructions. The term “machine-readable
storage medium” shall also be taken to include any medium that is capable of storing or
encoding a set of instructions for execution by the machine and that cause the machine to
perform any one or more of the methodologies of the present disclosure. The term “machine-
readable storage medium” shall accordingly be taken to include, but not be limited to, solid-
state memories, optical media, and magnetic media.

[00106] Some portions of the preceding detailed descriptions have been presented in terms
of algorithms and symbolic representations of operations on data bits within a computer
memory. These algorithmic descriptions and representations are the ways used by those
skilled in the data processing arts to most effectively convey the substance of their work to
others skilled in the art. An algorithm is here, and generally, conceived to be a self-consistent
sequence of operations leading to a desired result. The operations are those requiring physical
manipulations of physical quantities. Usually, though not necessarily, these quantities take
the form of electrical or magnetic signals capable of being stored, combined, compared, and
otherwise manipulated. It has proven convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements, symbols, characters, terms, numbers,
or the like.

[00107] It should be borne in mind, however, that all of these and similar terms are to be
associated with the appropriate physical quantities and are merely convenient labels applied
to these quantities. The present disclosure can refer to the action and processes of a computer
system, or similar electronic computing device, that manipulates and transforms data
represented as physical (electronic) quantities within the computer system's registers and
memories into other data similarly represented as physical quantities within the computer
system memories or registers or other such information storage systems.

[00108] The present disclosure also relates to an apparatus for performing the operations
herein. This apparatus can be specially constructed for the intended purposes, or it can

include a general purpose computer selectively activated or reconfigured by a computer
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program stored in the computer. Such a computer program can be stored in a computer
readable storage medium, such as, but not limited to, any type of disk including floppy disks,
optical disks, CD-ROMs, and magnetic-optical disks, read-only memories (ROMs), random
access memories (RAMs), EPROMs, EEPROMSs, magnetic or optical cards, or any type of
media suitable for storing electronic instructions, each coupled to a computer system bus.
[00109] The algorithms and displays presented herein are not inherently related to any
particular computer or other apparatus. Various general purpose systems can be used with
programs in accordance with the teachings herein, or it can prove convenient to construct a
more specialized apparatus to perform the method. The structure for a variety of these
systems will appear as set forth in the description below. In addition, the present disclosure is
not described with reference to any particular programming language. It will be appreciated
that a variety of programming languages can be used to implement the teachings of the
disclosure as described herein.

[00110] The present disclosure can be provided as a computer program product, or
software, that can include a machine-readable medium having stored thereon instructions,
which can be used to program a computer system (or other electronic devices) to perform a
process according to the present disclosure. A machine-readable medium includes any
mechanism for storing information in a form readable by a machine (e.g, a computer). In
some embodiments, a machine-readable (e.g, computer-readable) medium includes a
machine (e.g., a computer) readable storage medium such as a read only memory (“ROM”),
random access memory (“RAM”), magnetic disk storage media, optical storage media, flash
memory components, etc.

[00111] Inthe foregoing specification, embodiments of the disclosure have been described
with reference to specific example embodiments thereof It will be evident that various
modifications can be made thereto without departing from the broader spirit and scope of
embodiments of the disclosure as set forth in the following claims. The specification and
drawings are, accordingly, to be regarded in an illustrative sense rather than a restrictive

sense.
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CLAIMS
1. A system comprising:
a memory device; and
a processor, operatively coupled with the memory device, to perform operations
comprising:
receiving, via a brokering agent, a request to provide a device, in a current
supply chain state corresponding to a current stage of a supply chain of the device,
with a set of secrets data corresponding to a target supply chain state of the device
corresponding to a target stage of the supply chain, wherein the device in the
current supply chain state is associated with a first entity corresponding to the
current stage;
determining whether to authorize the request; and
in response to authorizing the request, causing the set of secrets data to be
provided to the device to cause the device to transition from the current supply
chain state to the target supply chain state, wherein the device in the target supply
chain state is associated with a second entity corresponding to the target stage.

2. The system of claim 1, wherein the operations further comprise maintaining, on a
distributed ledger, a record indicative of the set of secrets data being provided to the

device.

3. The system of claim 1, wherein the operations further comprise, in response to not
authorizing the request:

denying access to the set of secrets data; and

maintaining, on a distributed ledger, a record indicative of denying access to the

set of secrets data.

4, The system of claim 1, wherein:
determining whether to authorize the request further comprises:
determining whether the brokering agent is authorized to handle the

request;
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in response to determining that the brokering agent is authorized to handle
the request, receiving, from the device via the brokering agent, a supersession
package corresponding to the device being in a supersession state; and

determining whether the device has permission to transition to the target
supply chain state based on the supersession package; and
causing the set of secrets data to be provided further comprises:

in response to determining that the device has permission to transition to
the target supply chain state based on the supersession package, sending, to the
device via the brokering agent, a commit package to commit the set of secrets
data.

5. The system of claim 1, wherein the device in the current supply chain state

maintains a second set of secrets data corresponding to the current supply chain state.

6. The system of claim 1, wherein the target supply chain state is one of:

a manufacturer provisioning state corresponding to a manufacturing stage of a
supply chain, the second entity being associated with a manufacturer of the device;

a vendor provisioning state corresponding to a vendor stage of the supply chain,
the second entity being associated with a vendor in possession of the device;

an end-use provisioning state corresponding to an end-use stage of the supply
chain;

or an operational state corresponding to an operational stage of the supply chain.

7. The system of claim 1, wherein the set of secrets data is generated by a hardware

security module.

8. A method comprising:
receiving, by a processor via a brokering agent, a request to initiate a supply chain
state progression of a device from a current supply chain state corresponding to a current

stage of a supply chain of the device to a target supply chain state corresponding to a
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target stage of the supply chain, wherein the device in the current supply chain state is
associated with a first entity corresponding to the current stage;

determining, by the processor, whether to authorize the request; and

in response to authorizing the request, causing, by the processor, the device to
transition from the current supply chain state to the target supply chain state by providing
a set of secrets data corresponding to the target supply chain state, wherein the device in
the target supply chain state is associated with a second entity corresponding to the target
stage.

9. The method of claim 8, further comprising maintaining, by the processor on a
distributed ledger, a record indicative of the transition of the device to the target supply
chain state.

10.  The method of claim 8, further comprising, in response to not authorizing the
request, preventing, by the processor, the device from transitioning to the target supply
chain state.

11.  The method of claim 8, wherein the device in the current supply chain state

maintains a second set of secrets data corresponding to the current supply chain state.

12. The method of claim 8, wherein:
determining whether to authorize the request further comprises:
determining whether the brokering agent is authorized to handle the
request;
in response to determining that the brokering agent is authorized to handle
the request, receiving, from the device via the brokering agent, a supersession
package corresponding to the device being in a supersession state; and
determining whether the device has permission to transition to the target
supply chain state based on the supersession package; and
causing the device to transition from the current supply chain state to the target

supply chain state comprises:
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in response to determining that the device has permission to transition to
the target supply chain state based on the supersession package, sending, to the
device via the brokering agent, a commit package to commit the set of secrets
data.

13.  The method of claim 8, wherein the set of secrets data is generated by a hardware

security module.

14.  The method of claim 8, wherein the target supply chain state is one of:

a manufacturer provisioning state corresponding to a manufacturing stage of a
supply chain, the second entity being associated with a manufacturer of the device;

a vendor provisioning state corresponding to a vendor stage of the supply chain,
the second entity being associated with a vendor in possession of the device;

an end-use provisioning state corresponding to an end-use stage of the supply
chain; or

an operational state corresponding to an operational stage of the supply chain.

15. A non-transitory computer-readable storage medium comprising instructions that,
when executed by a processing device, cause the processing device to perform operations
comprising:

receiving, via a brokering agent, a request to provide a device, in a current supply
chain state corresponding to a current stage of a supply chain of the device, with a set of
secrets data corresponding to a target supply chain state of the device corresponding to a
target stage of the supply chain, wherein the device in the current supply chain state is
associated with a first entity corresponding to the current stage;

determining whether to authorize the request; and

in response to authorizing the request, causing the set of secrets data to be
provided to the device to cause the device to transition from the current supply chain state
to the target supply chain state, wherein the device in the target supply chain state is

associated with a second entity corresponding to the target stage.
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16.  The non-transitory computer-readable storage medium of claim 15, wherein the
operations further comprise maintaining, on a distributed ledger, a record indicative of

the set of secrets data being provided to the device.

17.  The non-transitory computer-readable storage medium of claim 15, wherein the
operations further comprise, in response to not authorizing the request:

denying access to the set of secrets data; and

maintaining, on a distributed ledger, a record indicative of denying access to the

set of secrets data.

18. The non-transitory computer-readable storage medium of claim 15, wherein:

determining whether to authorize the request further comprises:

determining whether the brokering agent is authorized to handle the
request;

in response to determining that the brokering agent is authorized to handle
the request, receiving, from the device via the brokering agent, a supersession
package corresponding to the device being in a supersession state; and

determining whether the device has permission to transition to the target
supply chain state based on the supersession package; and
causing the set of secrets data to be provided further comprises:

in response to determining that the device has permission to transition to
the target supply chain state based on the supersession package, sending, to the
device via the brokering agent, a commit package to commit the set of secrets

data.

19.  The non-transitory computer-readable storage medium of claim 15, wherein the
target supply chain state is one of:

a manufacturer provisioning state corresponding to a manufacturing stage of a
supply chain, the second entity being associated with a manufacturer of the device;

a vendor provisioning state corresponding to a vendor stage of the supply chain,

the second entity being associated with a vendor in possession of the device;
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an end-use provisioning state corresponding to an end-use stage of the supply
chain; or

an operational state corresponding to an operational stage of the supply chain.

20.  The non-transitory computer-readable storage medium of claim 15, wherein the

set of secrets data is generated by a hardware security module.
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