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WD 2004/ 095291 PCT/ US200 4/ 007655 CACHE ALLOCATI ON

FELErrerrrr~eerrerrerreereerrerrrrrerrrlr 166166*
WEASHEETAIND [ 0001] A processor in a conputer sPETRERINBYPO765S

issue a request for data at a requested | ocation in

menory. The 5 processor may first attenpt to access

the data in a nenmory-pehpsgly-agsosjated with ]
processor, "e.q. a cacte:ratherchan tnrouah (I
typically slower access to main nenmory. Generally, a |
cache incl udes nmenory tgﬁgggggégbes sel ected regi 0fE®
or bl ocks of a larger, - n menory. A cache 10
is typically filled on a demand basis, is physically
[0Q4dser % PEPHH DRGSO , 2 FRINPIEEE ¥ aSf Eremdeassisspe &
than main nenory. [0002] If the processor's access to
requEalr yEomidaes"al m tdmuesthe, lecqytiorcamatefiong. a The
copy of the data in the <cache, the cache selects a

prdaaidomadin fihesicactheenm: storacdds datiee tdrata MM £sméhéry
data at the requested location in main nenory, issues

cldsdBfuasdod i ddie JRIN TR YodOisdhe éﬂagi 8 cib€e, rather
requested location, and fills the sel ected cache

i it e dat i . Th h
endipcabi oLyt b doke IO fEry T gah, o

t he requested .20 | ocation as prograns that request
Gengad Gt en TRUE T yreR ol o g R Le FE7 et acted

- fromthe sanme or spatially close nenory |ocations, so
regionfayy fth¥dse o 13 ISt t oIS udeR 15 geeT@ryYy nkagache
data in the cache. In this way, the 1

is (uypiaady [G3344d 190 1d |dendnd [Bd818 ) 114 Iphysically closer
to a processor, and has faster access time than main memory.
[0002] If the processor's access to memory "misses" in
the cache, e.g., cannot find a copy of the data in the
cache, the cache selects a location in the cache to store
data that mimics the data at the requested location in main
memory, issues a request to the main memory for the data at
the requested location, and fills the selected cache
location with the data from main memory. The cache may also
request and store data locatéd spatially near the requested
location as programs that request data often make temporally
close requests for data from the same or spatially close

memory locations, so it may increase efficiency to include

spatially near data in the cache. In this way, the

—
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GO002 WO 2004/ 095291 PCT/ US2004/ 007655 processor nay
data in the cache for this request and/or

?f)?ggﬁk/ﬁsdgggdent requests for data. DESCRI PTI ON OFCT/US2004/007655

DRAW NGS [0003] FIG 1 is a block diagramof a system

including a 5 cache. [0004] FIGS. 2 and 3 are

pidcocae T smehoafngs prooess@sz afn Hfhid [datthed fMBNDEYis request

mechani sm [0005] FIG 4 is a flowhart showi ng a

apRIAdONf Of subpegeess Pqldddd ngh@ J@Pry nmechani sm

10 [0006] FIG 5 is a block diagramof a system

i ncluding a coherent | ookaside buffer. DESCRI PTI ON

[0007] Referring to FIG 1, an exanple system 100 15

i ncl udes an ext er ndlEHgERT IO0P GFhARAFENGSequest

all ocation of lines of a cache nenory 104 ("cache

[0043). . Thel@xterimla weigent dilRyremy qrush dadten McBuding a

data nenory 106 included in the cache 104 and tags

chth@.a tag array 108 included in the cache 104. The

external agent 102 may also trigger line 20 allocation

[6@@/4 r C.OW' t 2’1 %S a%d/ﬁrow%%r}ierrtentShOIWrE_\é}aglaLﬁd]i.a('}:]%ssSes of

i'n additional 1ocal and/or renote caches.

ft.?ﬁ .exter naelm agent 102 to trigger allocation of |ines
ot ~the Cachd ros ¥eqiest delivery of data into the
2 WD 2004/.09S291 | PCT/ US2004/ 007655

[0005] FIG. 4 is a flowchart showing a portion of a

process ©of filling a memory mechanism.
[0006] FIG. 5 is a block diagram of a system including a

coherent lookaside buffer.

DESCRIPTION

[0007] Referring to FIG. 1, an example system 100
includes an external agent 102 that can request allocation
of lines of a cache memory 104 ("cache 104"). The external
agent 102 may push data into a data memory 106 included in
the cache 104 and tags into a tag array 108 included in the
cache 104. The external agent 102 may also trigger line
allocation and/or coherent updates and/or coherent
invalidates in additional local and/or remote caches.
Enabling the external agent 102 to trigger allocation of

lines of the cache 104 and request delivery cf data into the
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cache 104 can reduce or elimnate penalties associated

with a first cache access miss. For exanple, a

pP OGP M0 can share data in a menory 112 wiRGH/¥$3804/007655
external agent 102 and one or nore other externa

agents (e.g., input/output (i/0O 5 devices and/or

cthiee poOacessorsfuardoirnNeUimangaehgeAh3sikd 23668%8ted with
data just witten by another agent. A cache

Menagerent chechapsm hlds(” g 4c) al 1
ext er nal ggent 102 tolgiaigpggpgg?égéﬁ'o? Fgééagggronlo can

hal f the _p sor.110.b iggerin pace )
ArEeaiTor A0 RnRROEsThet 10 B Bhr P e eRdeToeREns0202 2n
and thereby hel p reduce cache m sses. Cache behavior
?%etﬁﬁi@8F¥yU PgﬁsﬁﬁFgﬁPa%oa@ﬁ%tspﬁ%c%ssoF“RHG/O%$PUt (I/0)
manager such as the nmanager 114 enabl es cooperative
FenbeRMeAldOPTsPERRE| Breaehecnal. an@nbnyurt eansfbesmies to
enhance perfornmance of nenory-based nessage 15

Tormehi datkopnubet wveeht ¢émobpgemnt she fhegemnager d¢ddhean

be used to communicate receive descriptors and

st Bgdmen t paethenssaf L1 ecerwen fersato a1deskorAtedyternal
processor froma network interface. The manager 114

£adh@l 502 beouged: £ 0oy ﬂi@f?%gﬁ SR £OSE 0L op behalf of the

inter-processor or inter-thread 20 nessages.
Y o_include a mapager, .for : .
et MO R kil R faron chahageryd gl ivering
0008] The manager 114 allows the processor 110 to
aaflfsejrétodg?% ‘Fg?elljea 01 e aidier 2oy ol Berafdce whafkea
data fill can include pulling data into, witing data
PSSt ot FRTIF seepBv 5ebri hgt iak @a bty t hearapheenpitoFbhe

exanpl e, when the 3
processor 110. A manager such as the manager 114 enables

cooperative management of specific cache and memory
transfers to enhance performance of memory-based message
communication between two agents. The manager 114 can be
used to communicate receive descriptors and selected
portions of receive buffers to a designated processor from a
network interface. The manager 114 can also be used to
minimize the cost of inter-processor or inter-thread
messages. The proceésor 110 may- also include a manager, for
example, a cache management mechanism (manager) 116.

[0008] The manager 114 allows the processor 110 to cause a
data fill at the cache 104 on demand, where a data fill can
include pulling data into, writing data to, or étherwise

storing data &t the cache 104. For example, when the

3
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WD 2001/ 095291 PCT/ US2004/ 00765 processor 110

8t request for data at a location in a main .
%@ﬁﬁ??ﬂ?égﬁ("nennry 112"), and the processor's 1{f/US2004/007655
access to the nenory |ocation msses in the cache 104,
the cache 104, typically using the manager 114, can
e @e$Sars Llcgenenatast heregohet 10dr tdataciude Rocopyon in
of the data at the requested location in the nmenory
d I2a andmemsue allequashoryolihe) reamayrdd 2 @fetbsr's 110
contents of the requested |ocation. The sel ected
d@cad & ohoMayieCABRALD @_@@Q%i&'ﬁ_tﬁ'sé@@fie{‘ﬂé abne 104, the

mhlch 0 dlsp?

di fferent nenory | ocation, gets aced, ~of

' i m d, : I ] ted |i th
éﬁéﬂénléﬁ 59%6ﬁgfl ewéyn .tﬁnggg%ﬁégsg}éﬂjc§%§select a

exanpl e of erent nultiproce
reg%est to %He nmenpry. 112 may be satisfied from an
ettt Gt hel Hancathe hefory dnoludech @@Pw oF odessdrta at

cache different fromthe cache 104. 15 [0009] The

Chgh ageFu 994 fray o @t sboal dow héhenemxa ey nal 2 agehtis402 4 orequest
trigger the cache 104 to victimze current data at a

Hooddte orem@ry hel Zatdwe 0 seiteotted by the caphesd4d by

di scarding the contents at the selected | ocation or by

lwrdattiingn t heTloondendscad  thhe seheciasd dosationhack §9 5
the 20 nmenory 112 if the copy of the data in the cache

B d ol des o updates [ ﬂgMg£#f¥gé 20 fnwﬁgﬁ (ﬁ?ﬁf

reflected in the nmenory 112. e cache 104 per
IChidzat | el i ack t the nmenory 112, but
d;iﬁ%lea;g er'na@a‘gl(r;!%tl%%ga;b% rﬁ%gegé}evf%‘nyesare&n]e dpiine. In

eliver] a request to the cache 1.04 to store 25 '
tg‘gt gﬁaﬁnptr}he Ocr;c%ec%f.enﬁolméfa‘rﬁfloéestsr%r A Hryertequest
1

02
to the memory 112 may be satisfied from an agent other than

the memcry 112, such as a processor cache different from the
cache 104.

[0009] The manager 114 may als; allow the external agent
102 to trigger the cache 104 to victimize current data at a
location in the cache 104 selected by the cache 104 by
discarding the contents at the selected location or by
writing the contents at the selected location back to the
memory 112 if the copy of the data in the cache 104 includes
updates or modifications not yet reflected in the meﬁory
112. The cache 104 performs victimization.and writeback to
the memory 112, but the external agent 102 can trigger these

events by delivering a request to the cache 104 to store

data in the cache 104. For example, the external agent 102

4
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4 WO 2001/ 095291 PCT/ US2004/ 007655 may send a push

cwomanydspel uding the data to be stored in thelﬁﬂg <
104 and address information for the data, avoiding ﬁ%munmww.

potential read to the nenory 112 before storing the

data in the cache 104. If the cache 104 al ready

Ot/ HE AnPSSkneeymargresehtd g t Hee |dxat itoh ¥4 stored in
menory 106 that is indicated in the push request from

thre edtler nal4 ageat add2ess thef cacdhtel A4 aoeshenodata, avoiding
all ocate a new | ocation nor does it victimze any
Laphercond enisad | Ast @ad, mdher fache Jddopsestot 18y the data

| ocation with the matching tag, overwites the 10

GOrdiRs RONdi Aoy dlat a wk th & he dat alﬁysatﬂﬂeié (I)%ncg?ﬁ%ins an

external agent 102 and upd%tes the corre

cache |1 tate, 1n a coherent nultiprocessor .system
eé%c esrvéII %rer?%‘a?}g cIéI%: eloﬁ%fmw%gm?ﬁo%tf@g that 1s
correspondjng to the location indicated in the push
Hféﬁl@?e i 7 RS HRFSR RBISF |t Hosm erite i wstornak gwenpt 102,

update themw th the pushed data and new state in
thredetache i mMeg s yistamazate o ehreat {@010dr does it
Enabling the external agent 102 to trigger line
véldocwitdeomniy ¢dehe andre: g whilresedad)] i 4ige tdche 104 uses
processor 110 to cause a fill of the cache 104 on a

waemart hasds @ 410ven 2 Gnd dmoartpntadatdre SHEN &S the

critical new data, to selectively be placed

dS TR i fd Q882 3 dihe iy Qfaeéasgt%éﬂeod If‘rn;rpﬁrg%c&?ternal

104 and thus inprove processor p or mance.

I t I f t form . I
ST ITRALY S U LRI ST AL Sl

executing a .cache fill )
In & coherent multiprocessor system, caches other than cache

104 having an entry corresponding to the location indicated
in the push request will either discard those entries or
will update them with the pushed data and new state in order
to maintain system cache coherence.

[0010] Enabling the external agent 102 to trigger line
2llocation by the cache 104 while enabling the processor 110
to cause a fill of the cache 104 on a demand basis allows
important data, such as critical new data, to selectively be
placed temporally closer to the processor 110 in the cache
104 ana thus improve processor performance. Line allocation
generally refers to performing some or all of selecting a
line to victimize in the process of executing a cache fill

operation, writing victimized cache contents to a main

5
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the contents have been nodified, updating tag
information to reflect a new main nenory address

selected_by the allocating agent, update cache |ine

MG} abT g@aeaOPaenF%fw&% ReH NG igrarht i R sietd akag

that related to witeback 5 or to cache coherence, and

Irejs ed gOTheocbe f bsponali mey det n nirocky iaddtes casdibected by
with the new data issued by the requesting agent.

{HR0 ] 1 dbet day aagey: peuied it & esechd romd hec £0d elfaheeded to
agent 102 to the cache 104 as "dirty" or "clean." If

Advel dat as t ste 10n el hyves &d §§ck§j'£§ Yondiher £Lachey él$o4 %riteback

updat es the menory 112 with the current val ue

e dalie T egresepld ng fhal o enory Locall on when Lhe oaia

9% ne i even y victi
' not have been nodified by the

bpﬁfg‘es]s% gﬁoc%ﬁ}%%r% i e JURhe §ohtics RS BibHea04.

15 If the data is delivered as clean, then a nmechani sm
rSREStYTHARISRE cache 104, the ext er nal agent 102 in

this exanple, can update the nenory 112 with the
ddtld] " Dilre ydatarmapnee aoui wvalehtf siratiehe i ai €At &5 agent
that this cache currently has the nost recent copy of

1toize tdattthatcddiad Ty {dDcatjon@ant: 1204 5 r esponst bhigra is
for ensuring that the nenory 112 is updated when the

Jdatia dreeWLied-fy onthe £ahe gl04nddt & the memory 112
mul ti processor coher ent systen1tha€)responsﬁ%ITlty %a
w?g:&utet?{%’n%fﬁfe%dc tv%laa offf G entcaCc Cehedaé}:ta trheaptrecsaecrtltelng that
memory location when the line is eventually victimized from
the cache 104. The data may or may not have been modified
by the processor 110 after it was pushed into the cache 104.
If the data is delivered as clean, then a mechanism other
than the cache 104, the external agent 102 in this example,
can update the memory 112 with the data. "Dirty", or some
equivalent state, indicates that this cache currently has
the most recent copy of the data at that memory location and
is responsible for ensuring that the memory 112 is updated
when the data is evicted from the cache 104. 1In a
multiprocessor coherent system that responsibility may be
transferred to a different cache at that cache's request,

for example when another processor attempts to write to that

location in the memory 112.
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[ 821

for exanpl e when another processor attenpts to wite
Wwo 2ohades2@5 | ocation in the menory 112. 6 WO , -
20114/ 1195291 PCT/ US2004/ 007655 [0012] The cache 104 007655
may read and wite data to and from the data nenory
i§62 The cache 104 may al so access the tag array 108
[t br oddiée SR5denodids Pagt 489 an6r watiten dagpodwc@nd from
tags, and cause victim zation. 5 [0013] The externa
theyepttaoregends 1Aéw i Bher machenlfd the apsocessesslibe tag
via the cache 104 while hiding or reducing access
atad ent§8f endcpirbticak poatineas rof sthecdathaoctRabion, produce
portions accessed first, portions accessed frequentF ,
cPs11 9na ascessedceont bguously, etc.). The external
agent 10 102 delivers data closer to a recipient of
ata,(e ~-~al the ca 104). and reduces . .
[%@E%ggiﬁﬁvcggf“%SF*t 8e“§eg?giSﬁP?SRQ&&cﬁHgO%H€L&ﬁﬁuﬁP the
of tine tfﬁpp[pcessor 110 spends stalled due to
Pronpefted ni's¥ed EAR Fhchease? phééesbofiper por maAveing
If the system 100 includes nultiple 15 caches, the
aerMagyet213acafonl Foltibel ppocessos 2I0thadfieta theg.,
external agent 104 to request line allocation in sone
portiahs afctheedathest, Abbetpativetyesenhyracgakasted
cache or caches receives the push data and ot her
p®ACHESs t ake 8ppa 0psh el Suaeti PnSet o o n&ﬁbnegéganz agent
coherence, for exanple 20 by updating or discarding
1@Ntdd BSvd AS| @i D1 BOS, tbéta@éegg%ég% address of the o

push request. [00141 3efore furt I'sCussSi ng
atalérpé:aié&{]e OIOg)aCQnedlrienc?usces messaging cost for the
recipient. Reducing the amount of time the processor 110
spends stalled due to compelled misses can increase
processor performance. If the system 100 includes multiple
caches, the manager 114 may allow the processor 110 and/or
the external agent 104 to request line allocation in some or

all of the caches. Alternatively, onlv a selected cache or

0
M

aches receives the push data and other caches *ake

@]

appropriate actions toc maintain cache ccoherence, for example
by updating or discarding entries including tags that match
the address of the push request.

[0014] Before further discussing zllocation of cache lines

using an external agent, the elements in the system 100 are

Fh
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ents in the system 10C can b
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usi ng an external agent, the elenents in the system
YO 24¢-E0952%r t her descr_bed. The el enents in she pg¥aiQM1/007653
100 can be 25 inplenented in a variety of ways. 7 WO
2004/ 095291 PCT/ US2004/ 007655 [ 0015] The system 100

¢ ncl . rk~Syster conmputer system a high
gﬁ?@@?atggﬁ %f%ﬁ%ﬁgéégté§¥og%glﬁﬁ?pf ”%?w%fﬁe?y§FﬁWPar
type of communication or processing system [0016]

BRter nar “Gfent 183" chint $HER Lo ol @/ DieRNG een @nbe chip,
network interface, a processor, or other nmechani sm
Tapebher 8iMEbarubyRat ¢ Agcwimin i dwet tacher IMo@adsihe system.
menory 112. 1/ O devices generally include devices
UBEb 1 0 Thanskeerdal aagetd 1@Ndéf Duidl@de 3 GOMPYt 8Evice, a -
system [00171 The cache 104 can include a nenory
ri(ﬂé:ﬁxl’talﬂk stmeapadte, d0aicdrddgi ng- g, yRIDry, HEEPSH capapie

.g., the processor 110) and a storage devi ce or
| B e aheenory 1 The  .cache 104 _

dt‘i?pdirbcal I yi%%éf%gf%ls }l;r“ﬂgegcceas%%% ijlﬁ%‘f taﬂécﬁ tHe MRfery 112. 1/0
JEenory. ;ggéc e 104_qg% I nclude a nunber of levels .
and < Fay® T he Y o e Fat®d Gicheisef bt feransf eendrya into
bank, or 15 other simlar nmenory nechanism The cache
Y HayPi hQlude Cupyirtegermdem. mechani sm or be
included in a reserved section of main nenory.
IOt Fluct Tomscamine detd care trypiwdd |y maomuMet £6i 8 capable
and fromthe cache 104 in blocks. A block generally
ofeterisiging <oldneaty er@fsdds @ Yt eh2Q comaul caf egh g
or processed as a group. A block may include
a storage device or main memory (e.g., the memory 112). The

cache 104 typically has a faster access time than the main
memory. The cache 104 may include a number of levels and
may include a dedicated cache, a buffer, a memory bank, or
other similar memory mechanism. The cache 104 may incliude
an independent mechanism or be included in a reserved
section of main memory. Instructions and data are typically

communicéted to and from the cache 104 in blocks. 2 block

=h

generally refers to & collection of bits or bytes
communicated or processed as a group. A block may include
any numpber of words, and & word may include any number oz
bits or bytes.

[0018] The blocks of data mayv include data of one or more

network communication protocol data units (PDUs) such as

Ethernet or Synchronous Optical NETwork (SONET) frames,

8
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any nunber of words, and a word may include any nunber

ofYO YI¥33M byt es. [0018] The bl ocks of data MaYCT/US2004/007635
i nclude data of one or nore network conmmunication

protocol data units (PL)Us) such as 25 Ethernet or

: | S . .8 WO
e85 33, R oty B67b56. T an ey ar o LOREFBES
t | nt t _Prot I (IP
RO 1R R B renPurohe TP aRSTRFoMEte TraTRFer Mode

cells, aﬂg so forth, or portions thereof. The bl ocks
gt lght Se ey faREne? frEtldecdeRer i poo® sthersof . The
descriptor is a data structure typically in nmenory

i ehs sof séaderney Bunegssagenolugackescsicstoas. ana
external agent 102 nmay use to communi cate information

cpout i pther nessagez o FfrhctOrd @61 PAENY SMCRe@Sry which a
processor 110. Descriptor contents nmay include but

rddwotot i Mbed4 the Jocald on(s) »f éﬁee)g‘tgexbr% ﬁ%ggﬁt 102

buf fers contai ni ng the nessage or packet, the nu

f, Qydes: 4 n-d ! (8)s i dentification of which

néimofﬁ portr?@ﬁ&%éﬁ?t##%??ﬁ%ﬁﬁﬁ? Por §huitatFoAs or PDU
et c. e[001.9 The data nmenory 106 may include a portion

St HECTEHE 10 G ifREP I stidfte RRICT HPeP FaEPBRACNtS
fetched from15 nain nemory (e.g., the menory 112).
ME00201C R Y dhayrotos dchdtudea poratiom 6f) tbe the
cache 104 configured to store tag information. The

g e iforvtficors mmyntanal ude @re avkrsesse fdelghcket, the

i ndicating which nain nenory address is represented

npynltelre ododrvesonoi nhedatha fer (s), identification of which
network port received this packet, error indications etc.
[0019] The data memory 106 may include a portion of the
cache 104 configured to store data information fetched from
main memory (e.g., the memory 112).

[0020] The tag array 108 may include a portion of the cache
104 configured to store tag information. The tag
information may include an address field indicating which
main memory address is represented by the corresponding data
entry in the data memcry 106 and state information for the
corresponding data entry. Generally, state information
refers to a code indicating data status such as valid,

invalid, dirty (indicating that corresponding data entrv has

been updated or modified since it was fetched from main
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W 26h9ssRr responding data entry. General ly, sSp@i@s2004/007655
information refers to a code indicating data status

such as valid, invalid, dirty (indicating that
correspondin? data entry has been updated or nodified
meimese )i 4 FASTE et EhedS 13 BRR med e WP ZODIAD9STYY other
PCT/ US2004/ 007655 nenory) , exclusive, shared, owned,
simdifdredstapesot her simlar states. [0021] The cache
104 includes the manager 114 and may include a single
(MBPOry nexbapksnti ngludhoguddse €ad amaBadsy 154 1064 andy
the tag array 108 or the data nenory 106 and the tag

igigc{lqydel% gﬁﬂ{ipg ﬁ&@@f}ﬁtrﬁeméﬁ nﬁ%@fﬁfﬂ@tﬂé ddes memory

a nenory 106 and the tag array 108 are separate

; hani "th 104" |
TR Gt e G0 (e S hpE bt st e G b B ofg Hepd the tag

data nenory 106, the tag 10 array 108, and the nanager
arrgy [1002212 T hee nfRayed o ImePREY iTRERAIE HaF dwat e the data
mechani sms  whi ch conpare requested addresses to tags,
rebeteent Y ¢ samddtheni taesarpryovl Ok aradselmate mémory
processor 110, receive wite data fromthe processor
mekhameege claehe" thaecstiad €045 mag 1Seippotdércodes@nés the
operations in response to accesses to nenory by

o herohdagh thee Processorqddd. mdher fangger tnd 1dag
al'so i ncl udes nechani sns for responding to push

MRS, AT SR sgent 102 Toe manager 11
[qﬁﬁ%%enﬁﬂﬁeQ£anager 114 may include hardware mechanisms
which compare requested addresses to tags, detect hits and
misses, provide read data to the processor 110, receive
write data from the processor 110, manage cache line state,
and support coherent operations in response to accesses to
memory by agents other than the processor 110. The manager
114 also includes mechanisms for responding to push requests
from an external agent 102. The manager 114 can also
include any mechanism capable of controlling management of
the cache 104, such as software included in or accessible to
the processor 110. Such software may provide operations
such as cache initialization, cache line invalidation or
flushing, explicit allocation of lines and other management

functions. The manager 116 may be configured similar to the

manager 114.



10

20 the cache 104, such as software included in or

C llpkf,t 0 the processor 110. Such software, -
S‘r‘g\g/(lﬁaé)pb‘pér ations such as cache initializatio &XJSZ"(”/OM("‘

cache line invalidation or flushing, explicit

al l ocation of Iines and other managenent functions.

[THe Tandfee piécemyobel tontaguiedl sien dmy pootdesig
manager 114. 10 WD 2004/ 095291 ,' CT/ US2004/ 007655

Q23] i shhes pe19 ces sormildfb st é HiEd Hder aNycPEOELE ShAGcessing
mechani sm such as a m croprocessor or a central

Bacegsiing,  uphd EcsJhe %&?Sﬂﬁ%ﬂ}@e Weié‘f'ﬂgqge

one or nore individua processors. The processor

.may. include a 5 network processor, a ral_ purpos
MGG proREcetre or Bihar QT r s topeiey L EPSEe o

processor. [0024] The nenory 112 can include any

N§lotige RECHEHTSM @ BEIfpTRs HFTRAE n%ﬂ%?@d‘icizp%f%%?%%r' or
random access nenory (RAM, dynanm c RAM ( DRAM ,

ogthety o= IRAM { SRANW)e 41 asteerswry, 10 tapes, disks, and

ot her types of simlar storage nechanisns. The nenory

2 ampy Thne | meteo oyel 52 ocagei methasi sy etgragengecRAMi sm.
chi p, or any conbination of storage nechanisns, e.(.,

HRHp 1 £ &Mw@irﬁ@n&%ﬂmmiﬂ%ma M ANEC EEAM remory
[0025] The system 100 illustrated is sinplified for

@GP ,Ofdvﬁaﬁnféﬂizﬁﬁ‘a%%) ,Thfta?é/?é e} 0P RRY) | NEY HOR memory,
el ement's suc e

nor e or fewer as one or nore’ storag
mechani .Sds(caches .. hEenories at ab
|

tape € and ,gdther types ! i afes’ bUfggéSmechanisms.
et c.%’., r es, chi pseﬁs,y- Tiet ri Tht@l f aces3e
1%&?%%%§}§ﬁ¥¥gn%§gﬁgnéyéﬁgE%%geg%gsgée mechenism, e.g., one
RAM chip, or any combination of storage mechanisms, e.qg.,
multiple RAM chips comprising both SRAM and DRAM.

[0025] The system 100 illustrated is simplified for ease of
explanation. The system 100 may include more or fewer
elements such as one or more storage mechanisms (caches,
memories, databases, buffers, etc.), bridges, chipsets,
network interfaces, graphics mechanisms, display devices,
external agents, communication links (buses, wireless links,
etc.), storage controllers, and other similar types of
elements that may be included in a system, such as a
computer system or a network system, similar to the system
100.

[0026] Referring to FIG. 2, an example process 200 of a

cache operation is shown. Although the process 200 is
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external agents, comunication |inks (buses, wreless

| g.etc.), storage controllers, and other -
gkﬂhﬁémgry es of elenents that may be |ncludedP?HU§”m*m°73’

system such as a conputer systemor a network

system simlar to the system 100. [0026] Referring
deg dliGe@, wiath exafptenqy agesthe M dferees 2n€agded in the
operation is shown. Although the process 200 is 11 WO

2004109529+ BET{ MP2004/ Q07655 rifescli beds iy Hrocess,

reférence to the el enents included in the exanple

%ycit %(Fr}cgo of ﬂr% Taoddi S, or%aesllr ee]: ar_ ro,cefgérgcnl7ed or

he sane, nore,

reorgfnl ed or _not, may he perforned |n the system

it e mes swnfmfr &I L (o027 i ageker
in the system 100 i ssues 202 a reauest. The agent,
sigfidraedsYDER®- a requesting agent, may be the
external agent 102, the processor 110, or another
[@gert]. |xn adést exangiie g Scassi@n, idheeex2@r nal rageatt .
102 is the 10 requesting agent. [0028] The request for

Toal & gyt | ned e & reauests flcara%d&eu che 104 419%/[%'@0@11.3

data from the requesting agent into the cache

eljﬁ%z_fneaqlu% r'f@yu?ze t‘éh% %Sc%és rlla]gL(ppecgJ?térg&?I V:?Sg%gt In

a net wor ecel ve opera

f an |nter-p ocessor. e or a other Si
& ST LS 'ca@}% SOE T ATY TH obghthe

t he manager 114, detern1nes 204 if the cache 104
regiefded h d%dHt i on
[0028] The request for data may include a request for the
cache 104 to place data from the reguesting agent into the
cache 104. The request may be the result of an operation
such as a network receive operation, an I/0 input, delivery
of an inter-processor message, or another similar operation.
[0029] The cache 104, typically through the manager 114,
determines 204 if the cache 104 includes a location
representing the location in the memory 112 indicated in the
request. Such a determination may be made by accessing the
cache 104 and checking the tag array 108 for the memory

address of the data, typically presented by the requesting

agent.

[0030] 1If the process 200 is used in a system including

multiple caches, perhaps in support of multiple processors

or a combination or processors and I/0 subsystems, any
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representing the location in the menory 112 i ndi cated
in the request. Such a determ nation may be nade b

WYY’ he 20 cache 104 and checking the ta@CQW#§V”“m“ﬁs

108 for the menory address of the data, typically
presented by the requesting agent. [0030] If the

pPEO5ESS #EQ bs used kBracsy¥skenyi BREUMLNE:ipMEl EbBhes and
caches, perhaps in support of multiple processors 25

or ahinati.on oL proces s.an SiBsYs ny
g G 5000 606907 P Desboar 007655 pf of Seel “amy he TS
used for checking the nultiple caches and, intainin
C%?%%hégénWaVeFéFgﬁ BFeeﬁEﬁtEeﬁﬁFQCéagF§s§?tgﬁ5 ec&%ﬁégss of
104 may check the state associated with the address of
theereagaesedddgatalnnaaceabhesstaggasrpdy tPos&ee iiff the data
the data 5 at that address is included in another

atathetandfoesikf ishéncdlatiacatint habthddr esshkasnbiger if the
nodi fied in another cache. For exanple, an "exclusive"

dstat gcmayakndbeatest hak bbendabairakdt hat aaddhess daghe.
i ncluded only in the cache bei ng checked. For another

F8§35951%81@, " ahaﬁggéw_ag%@ " r@xa;edinsgt gnﬁtﬂ%tatteh%h#(% the data

data m ght "be included in at ['east one of her cache and
h & .the ot her.cache need to checked.faor nore
= burPeht S0dRra biFor BoTHEC e HILYt f Ry TRGent ey SFarin hecked.
the requested data. The different processors and/ar
FPr PBOBEGSt HETHA ' OseStRESSand b6l Sdifrerdn cate that the
techni ques for checking and 15 updating cache tags. .
dypenngahs Ps deritveredinngd ac@achensgt othike cafiestanst that
an external agent, the data may be delivered
the other caches may need to be checked for more current
data before the requesting agent may fetch the requested
data. The different processors and/or I/0 subsystems may
use the same or different techniques for checking and
updating cache tags. When data is delivered into a cache at
the request of an external agent, the data may be delivered
into one or a multiplicity of caches, and those caches to
which the date is not explicitly delivered must invalidate
or update matching entries in order to maintain system
coherence. Which cache or caches to deliver the data to may
be indicated in the request, or may be selected statically
by other means.
[0031] If the tag array 108 includes the address and an

indication that the location is wvalid then a cache hit is

recognized. The cache 104 includes an entry representing

13
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into one or a nultiplicity of caches, and those caches

WO 2001081 he data is not explicitly delivered FAlUS2004/007653
invalidate or update natching entries in order to

mai ntai n system 20 coherence. Wich cache or caches to

tﬂsl '1\5 abttﬂ% datf L@ JBY  Re @@ge@g%d LRgt hRer %ﬁggﬁfl

e sel ecteg'statlcall ot her neans

a rra ncl de the addr
S 3&5 Y ke sl ton it Sarh dhan aVeacnd g the
is 25 reco nlzed The cache 104 includes an entry
ot dpfadentithgne1 Fapd 200409528 1opETrES2004/ 607655 St he
| ocation indicated in the request, and the externa
adgentt®02 pushes dnherdate tachkel®dcheTh@4external agent
overwiting the old data in the cache |ine, wthout

10eedizRg e H iihgl tald eeathe aoloeakkoBri B11he Cathe data
104. The external agent 5 102 may push into the cache

&R oS QrfRn 1 @lale Of t'bhech%a:p@gcl%%'sgg G%‘W_Wv% g;%d sthf% Jehlg]e

processor 110 through sha menory. Only s

t hed t h 104 .
TN R OE, chral TP oo

Barse all of the data. For exanple, a 10 netmork
1PAt eEPac EXFHGHE  pd<h e &CaP¢EtdBSC FEFOGr Taid T y

‘the | eading packet contents such as packet header
imegdegeilon o1l £Vveke paxiser gall adenhel@Rtias pldsin mpramdle,

sel ected portions of data then typically the other
npowbir@ng ntelrifeleame ghat pusshead race ivies ideat nirdttdreraray only
the external 15 agent 102 into the nenory 112.

ther thedingnyakeeat icomgeints such as packet header
information. If the external agent 102 is pushing only
selected portions of data then typically the other portions
which are not pushed are instead written by the external
agent 102 into the memory 112. Further, any locations in
the cache 104 and in other caches which represent those
locations in the memory 112 written by the external agent
102 may be invalidated or updated with the new data in order
to maintain system coherence. Copies of the data in other
caches may be invalidated and the cache line in the cache
104 is marked as "exclusive" or the copies are updated and
the cache line is marked as "shared."

[0032] 1If the tag array 108 does not includs the requested

address in a valid location, then it is a cache miss, and

the cache 104 does not include a line representing the

14
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the cache 104 and in other caches which represent

whase/wokpmati ons in the nenory 112 witten-by t <

. B /US20 S
external agent 102 may be invalidated or update \a{?wmwon
the new data in order to maintain system coherence.

' f .the.data.in other 20 _caches may be
r%ﬁ@%??a§tgg@gﬁ “Che "cHERE i ne<i-n tRe tEaEheasE04ties cache
1Hﬁrked as ﬁﬁxclusive"_or the copi es are updated and
e LYBRE Ve Vits REtKeasasT shear ednagk00324,| fseihe - s
tag_array 108 does not include the requested address
('aldogated ") oeatiior, ibhenei tacsealoache Ghssh aRd p123e the
the cache 104 does not include a line representing the -

pldhWiEr 20044095291 i RETLUS2004/ 097655 es o
| ocation in menory 1%2. In this case ggEgcﬁgqef04Pg a

16ypicah) ya¥tarachipps: of fhe er 114, sel ects
("aIIocgtes") a Iing i tﬁg cggﬁggiﬁﬂ FRIWARR goblock that

n
il ace g he; gpu a. _Allocating a ,cache |line includes

selec%%%glg 5§F0g§%Pgﬁ?lQé?e At nhgt+R9t RaEkl 6eathenmemory
(o] hat the cache 104 is responsible

L contains, a bl ock t . 104
Tor Wt T 1hg %%kd%%p%ﬁ%eﬁeﬁ%Fy"VlQQ}m%ki@&hg thethe memory
di spl aced (or "victin) data to the menory 112 if so,

Lhipdst i 91y tHeda abpoftitietael @ft e | seattoad Wi bBa-tBE with
‘address indicated in the request and with appropriate

L ahptesd | edstated andtiveg | fedqgeihead@t @i £homLbh8 1
external agent 102 into the location in %hé g%%a Prlate

caarireaayl iHl6 steord espanding: 1,0 the. S@é@c@t@ldor%?l@%%)%%%é?ﬂal

inthe tag array 108. [0033] The cache 1
adeaapand tiqddeHequests O the the data array 106
corresponding to the selected cag location in the tag array
108.

[0033] The cache 104 may respond to the reguest of the
exterral agent 102 by selecting 206 a location in the cache
104 (e.g., in the data memory 106 and in the tag memory 108)
to include a copy of the data. This selection may be called
allocation and the selected location mav be called an
allocated location. 1If the allocated location contains a
valia tag and data representing a different location in the
memory 112 then that contents may be called a "victim" and
the action of removing it from the cache 104 may be called
"victimization." The state for the victim line may indicate

that the cache 104 is responsible for updating 208 the
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15 external agent 102 by selecting 206 a | ocation in
We2eans291104 (e.g., in the data menory 106 anflctAs2004/007655
the tag nenory 108) to include a copy of the data.

This selection may be called allocation and the

selected l.ocation nay be called an allocated | ocation.
G4 K FEANRObAL LACPbEaR| o CARUAFRE S 150 Weih dhagiahd £rom

data representing a different location in the nenory
e Yh@Elth%H%owﬁ%htEhﬂﬁylbéec@@t%dvkpﬁxmi2¢¢M' and
the action of renmoving it fromthe cache 104 may be
deHl34ed Twectaohzalbénotr The skatendDragdetvigrimulipe
may i ndicate that the cache 104 is responsible for

ﬁ%ﬁ@gbﬂ@SféP%ﬁ@amgm orgér%’gy PGTY L@Q@%r@%gﬁggt %iata

corresponding location in the nenory 112 with t

t I cti [ n n that line gets victinjzed.
PR Tt oa ol Fhet clter e den 402 mg be e
responsi bl e for updati the nenory 112 with the new
SRR S BULHEE T ot He CHHe At 10bm e e nanov d
agent 102. \Wen pushing new data into the cache 104,
teHerehte Rhdia i tayprEDeywern mamnzy meetlbstivwen in the
menory nechanisns in the system the cache 104 and

- sty avenoirye Idetien T srexaripd enersyist e 20 €loher €rgdple

i s mai ntai ned by updating any other 10 copies of the
syedidn € @at otesdadidyg 4 nod heda IR L mmm$®n§foother
reflect the nodifications, e.g., by changing its

Al Id¥ R adsrt MREhaN S dihg 'iq]\’/]acl)ﬂ‘fj%]r Yemory
another appropriate state, updating the other

n%%%@%ﬁ@g Sc)o VJ\_"et:. et&e tth}{egoqr{cfdiegicdaatti%nse,t Ce' g-[r _h,e l%? Ccr:]ganging

may be marked as

its state in the other mechanism(s) to "invalid" or another

appropriate state, updating the other mechanism(s) with the
modified data, etc. The cache 104 may be marked as the
owner of the data and become responsible for updating 212
the memory 112 with the new data. The cache 104 may update
the memory 112 when the external agent 102 pushes the data
to the cache 104 or at a later time. Alternatively, the
data may be shared, and the external agent 102 may update
214 the mechanisms,lthe memory 112 in this example, and
update the memory with the new data pushed into the cache
104. The memory 112 may then include a copy of the most

current version of the data.
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15 owner of the data and becone responsible for
Wod/ng2212 the nmenory 112 with the new dat a. PANES2004/007655
‘cache 104 may update the nmenory 112 when the externa

agent 102 pushes the data to the cache 104 or at a

er t|ve dat a ma be shared
1465 ne 18R SARLIE agentoPRs Sy Mipadie 2 274 e 4o arrey
nechanlsns, the nenory 112 in thls exanpl e, and
10Bdape the raesipigiech ogatiew datd phsheddostss tive the
cache 104. The nenory 112 may then include a copy of
meéherpodfl2 cmdiertederisi aheofretuesdat a. 16 WO
200-t/ 095291 PCT/ US2004/ 007655 [0035] The cache 104

[opdag es TALE ddiel a4 Mdyh et a1l ]y rekd& dors tdeche
victim zed location with the address in the nenory

%Agehﬂg' %t%%e'@-EQQm1%%ﬁ¢§%takqg%6blE%et9%§ 2 0% MY the

e to repl ace the 5 contents
i,on ir1the data from.t ext

eﬁgé%bnioggepgcﬁpe procesggrpff0e§58§or§§ §t§§’ gs a cache

hi erarchy, the external agent 102 may push the data
NiREBreRe " oFenBrecradel §960tt RO 2c ele Mhisér dfghylata into one
typically starting wth the outernost |ayer. 10
of 0087k Reberdsi ng tdeFkachy, haroeleh vex amplieairioc rting
500 of a cache operation is shown. The process 500
wilescchbesuarrmexanpkeecaf. t he processor's 110 access of
the cache 104 and demand fill of the cache 104.

[AbBhoughetrhe Phocess FI0 i35 @R badamdh rﬁf&é@é@%oo of
to the elenments included in the 15 exanple system 1

2OLaEhG oberkhk8n0k sasfbihl ar tREOGSSess 500 describes an
example of the processor's 110 access of the cache 104 and
demand fill of the cache 104. Although the process 500 is
described with reference to the elements included in the
example system 100 of FIG. 1, this or a similar process,
including the same, more, or fewer elements, reorganized or
not, may be pe:formed in the system 100 or in another,
similar system.

(0038] When the processor 110 issues a cachesable memory
reference, the cache(s) 104 associated with that processor’s
110 memory accesses will search their associated tag arrays
108 to determine (502) i1f the requested location is
currently represented in those caches. The cache(s) 104
further determine (504) if the referenced entry in the

cache(s) 104 have the appropriate permissions for the
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including the sane, nore, or fewer elenents,

WieYd@hi22ed or not, may be perforned in the RESKEFAN04/007655
100 or in another, simlar system [0038] Wen the
processor 110 i ssues a cacheabl e nenory 20 reference,

c!ﬂefgcc‘ée;QA’ P?fo&ﬁ% f_thcﬂehatlr@ Ci%ezﬁpr{}?e c]cgrc%cect

nnry accesses’ w search theit associ ate
rra 108 to_determ ne (502 uested
nfea%/%n TEed o rebl Ty S i S il (1he RS taihes, T the
The cache(s) 104 further determ ne (504) if the
1 oasigr@ncedl TRty i hli hes 251 eriHel(35) T SHoF $Riviesd e the cache
appropriate perm ssions for the 17 WO 2004/095291
1 RCHAIS200=l/ 007 6650h t goperest ext @ccesshierf ar ‘Bxanpl s idetected
the line is in the correct coherent state to allow a

an idree feQmd hee BF DEeSSEE06) Fridieredacad 1190 B o FRADE data
112 is currently represented in ‘the cache 104 and

cd e ré&%@épt??cﬁ%éé'@ xgﬁee#laoéggé 'cgny%éﬁﬂiﬁdoé g@%

the servi ces e request providi ng
to or ac ts data fromthe an behal f, of
= sradra RS i1 ey b 955°50F THe PGt 18 vag Carray

array . 108 indicate that the requested |location is
1Qﬁe%ﬁﬁﬁc%ﬁﬁ de's thotTeaNRS t9d %&ﬁﬁ%&ﬁWa%% present but does
perm ssions, the cache manager 114 10 obtains (508)
ndthehavghthgexpd xep vt e frerekadipbes bythebtadneé nganager 114
excl usive ownership of the line so as to enable
obMd ies i?ﬂ&»ithelfi¢mmepé&ﬁ&séidnﬂetﬁmﬁi@ESmphatbphe
requested location is not in the cache, a "mss" is

ov(@kéatliggsiraﬁ,emw@ Caeher smNaosf ddd Whé abl @sate enable
writes into it. If the cache 104 determines that the
requested location is not in the cache, a "miss” is
detected, and the cache manager 114 will allccate (510) a
location in the cache 104 in which to place the new line,
will request (512) the data from memory 112 with appropriate
permissions, and upbn receipt (514) of the data will place
the data and associated tag intc the allocated location in
the cache 104. 1In a system supporting a plurelity of caches
which maintain coherence among themselves, the requested
data may actually have come from another cache rather that
from memory 112. Allocation of a line in the cache 104 may
victimize current valid contents of that line and may

further cause a writeback of the victim as previously

described. Thus, process 500 determines (512) if the victim
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€]

15 location in the cache 104 in which to place the new

Wb BRyooxddl request (512) the data from menorypdddisrnsoniess
wi th appropriate perm ssions, and upon receipt (5143

of the data will place the data and associated tag
into the allocated location in the cache 104. In a
reystens sappdt Eehgch, phudal f t §o of PeBEMESS 205WA) ch writeback
mai nt ai n coherence anong thensel ves, the requested
ofatlee naycachiatdyl havet comemérpm anot her cache rat her
that fromnmenory 112. Allocation of a line in the:

eeche 1R4rERYinyi ebi Mrze gurpeptoyakidsgentants QEW
that line and may further cause a witeback of the

e ﬁ‘is“*%@’f{a‘?*v#yhﬁip%e%? 5 2368 Sé?ééi?‘o%e

PCT/ US2004/ 0076 res . a wijteback, and ,
ST o T U PP S CHAER CBFS 1 HBES, K% nE BRI A"t oThe
merory. [0039] Referring to FIG 4, a process 300
t o] Hody BECRARBEF | TRy HERTART s feP pEerbadeb@ERtné02 from
302 if/when the 5 external agent 102 nmay push data
oveantwhe hreig@chee 10AchThe04 t émadt ¢damgngrethaninsohcan
prevent the external agent 102 from overwhel m ng the

voaehe: 49di engd wrRush Ngay Obedlich e ciystaat koas swhiehcy .
may reduce the system s efficiency. For exanple, if

Féf“%ﬁ%%ﬁi@a|lﬁgﬁﬁ$ 402 pishesqdat a1 hpt 9uthes 49:8a¢hes the
104, then that pushed data ge?s victinized before the

RS T a‘?a%%?ﬁ%sﬁ“?@f Gerf onEl a8 shdger ", 5EpRg the
denmand I ocesso i ncur

pféﬁég%égf%f@a %%%%%é%1§%at foca 1on, ané t%e pr cessor 110

later will fault the data back into the cache 104 on demand,
thus the processor 110 may incur latency for a cache miss
and cause unnecessary cache and meﬁory traffic.

(0040] 1If the cache 104 in which the external agent 102
pushes data is a primary data cache for the processor 110,
then the throttling mechanism uses 304 heuristics to
determine if/when it is acceptable for the external agent
102 to push more data into the cache 104. If it is an
acceptable time, then the cache 104 may select 208 a
location in the cache 104 to include the data. If it is not
currently an acceptable time, the throttling mechanism may
hold 308 the data (or hold its request for the data, or
instruct the external agent 102 to retry the request at a

later time) until, using heuristics (e.g., based on capacity

19



10

15

and cause unnecessary cache and nenory traffic. 15

(\QP4ARL0bf20t he cache 104 in which the external agent N
pushes data is a prinary data cache for thggwusz"‘“/"‘”‘*35

processor 110, then the throttling nmechani smuses 304
heuristics to determne if/when it is acceptable for
Ahdes&@rpal ragenrce 10onf bi pustetmorte daitnee i 1H® 8 uest is
cache 104. If it is an 20 acceptable tinme, then the
reacher kD4, nelye sehect t 208y anediaatdndmd e dler Lache, 104 < an -
to include the data. If it is not currently an
aeceepiable time, the throttling nmechanismmy hold

308 the data (or hold its request for the data, or
inAstRuct X nal ent 102 to retry the request
ORLE T e e HPPTEE R She fialiiada cibqae g then the

tgqsgg Qn capagity 19 WO 2004/ 095291 PCT/ US2004/ 007655
FOEddd oS Gt Th hfincdseap e et iciee ettt m iefuiers t

is received), the throttling nmechani sm determ nes
MERRENEST Shad  tdir dptuatlse itdsneuch084 1 hirfe el € atdection on

104 is a specialized cache, then the 5 throttling
anguhani Sharay s et 06 mr € 1det-ebRithiost ithe MBENANSMgent
than the heuristics such as threshold detection on a

1QBeueGéhé&aﬂSyUS%ﬂcﬁ%@etQnEh%@%%oQtngatg%&g?%ﬁh%@where

agent 102. Ceneral a queue includes

eSERUSLY! @rwn@@ﬁlov%'de%nftﬁfg%?@%ig?‘éggf ié?xreityﬂgvetsr%n%réered.

order they were entered

ot her-_ex | e system_400 includes a manager 416
[g%é?pnaggéﬁﬁé%“ n%§&¥§FnaP’aﬁ@ﬁ?h&§2€ﬁﬁﬁﬂiﬁﬂ$XﬁﬁQﬂ 400

.into a coherent |oqgkaside buffer (CLB) cache
includes a manager 416 that may allow an external agent 402

to push data into a coherent lookaside buffer (CLB) cache
memory 404 ("CLB 404") that is a peer of a main memory 406
("memory 406") that generally mimics the memory 406. A
buffer typically includes a temporary storage area and is
accessible with lower latency than main memory, e.g., the
memory 406. The CLB 404 provides a staging area for
newly-arrived or newly-created data from an external agent
402 which provides a lower-latency access than memory 406
for the processor 408. In a2 communications mechanism where
the processor 408 has known access patterns such as when
servicing a ring buffer, use of a CLB 404 can improve the
performance of the processor 408 by reducing stalls due to

cache misses from accessing new data. The CLB 404 may be
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menory 404 ("CLB 404") that is a peer of a main nenory
wiDt40Ysmemory 406") that generally mmcs the pEfREY04/007655

406. A 15 buffer typically includes a tenporary

storage area and is accessible with | ower |atency

t han in ry, e.g., the nenory 406. The CLB 404
Sf}ﬂw@x B@ggﬁﬁgag?aaw6?d/ﬂévq>§oa?ﬁﬁ9éa gpd their
new y-created data froman external agent 402 which
copreRsResdanpgorerheat ency access than nenory 406 20 for
the processor 408. In a conmunications nechani sm where
[@0¥s3 pr oTeesOLB4@84has kbopbedceess pattienasisychras
when servicing a ring buffer, use of a CLB 404 can

nd F D2t L b qﬁ@ﬁéonn@”@ﬁagftﬁ]@ee9589§§§oégé9§ BY> uses to
reducing stalls due to cache m sses from accessing

S eI B T P L0 e

-pro S their es ondln ches. [0043] The
tj%iéﬁ§%48§ 'coﬁB?e@UﬁP?hgg K %%}?ﬁg g OWNnGP] fF@étﬂBntha
queue 410 that the external agent 402 uses to 5 send a
whigscrliptdrcor HUPfef Bddk eskt§ ocoreeprondsser CaB840tals

the CLB 404. The queue 410 provides flow control in
fulhlat Thendtdee glieliendiDfiss fuhé, ektsroair egpandilfg when
CLB 404 is full. The queue 410 notifies the externa

tragenie dd2s whehs thel quetie #10gihsuéubhiw't hnaicgueus .
full™ indication. 10 Simlarly, she queue 410 notifies

S HF DEESE0E 408ud hato ther i Alese: RAS,aLcL8ast @08 that the
unserviced entry with a "queue not enpty” indication,

quihghald ngs £ hﬁéa§@eéﬁe|1§ngé‘f@1éé)dh§ﬂgj;§ 9% a "queue not

empty" indication, signaling that there is data to handle in
the queue 410.

[0044] The external agent 402 can push in one or more cache
lines worth of data for each entry in the queue 410. The
queue 410 includes X entries, where X equals a positive
integer number. The CLB 404 uses a pointer to point to the
next CLB entry to allocate, treating the gueue 410 as a
ring.

[0045] The CLB 404 includes CLB tags 412 and CLB data 414
(similar to the tag array 108 and data memory 106,
respectively, of FIG. 1), and that stores tags and data,
respectively. The CLB tacs 412 and the CLB data 414 each
include Y biocks of data, where Y equals z positive integer

number, for each data entry in the queue 410 for a total
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the queue 410. [0044] The external agent 402 can push
wo 200u095e91n0r e cache 15 lines worth of data f@pTR&SEYL/007655

entry in the queue 410. The queue 410 includes X

entries, where X equals a positive integer nunber.

The CLB_404 uses a pointer to point to the next CLB
NERPEYy P§ SPECECe EWPeatPnd the §HBUB2430443 BayrFAgtain an
20 [0045] The CLB 404 includes CLB tags 412 and CLB
igdigaaign Eoirnckah eotrieofaghar naybe@8oandedatatial cache

menory 106, respectively, of FIG 1), and that stores
blagks andpdatanteriebpechieveby, dhetkhB 1Ag6rAd2iaRdnEReLe

CLB data 414 each include Y blocks of data, where Y

L REUaksta Paskhi ¥eei BLEEBLS3S AY r da
le%try in the queug glo fof a to?gﬁgsg%gvﬁggggX/O%ggﬁlto

I US 0076p5, , f.entries equal to XY, The

£ ggs°4§ggﬁ%ygcégt%%ﬁggﬁg%i% Fga%ﬁ%h Fg BAERIBALr §I6PT 402
t he number of sequential cache_ bl ocks represented by

p?ﬁ%e?a@?g8rgPﬁagLPnﬁéﬁnaFP%ncﬁﬁy4B% MAKpiNEEEVepRekiith the
the processor 408 issues nenory reads to 5 fill a

Peakpe WRtR-|i hBS oFBdmed dhiiveheupxterHablagknat o408ata to
pushed into the CLB 404, the CLB 404 may intervene

the throbhesspushel fatacaThenCLBf mayttehi veEaup b0o¥k is
bl ocks of data to the processor 408 for each

daptvédicatioom Eaehcbkogksi sodehéveredeELom 1hg ¢hBr4Q8onse
to the processor 408 in response 10 to a cache |ine

t$iéIcg@ﬂ@e§1n@m9§§1a9Q§§§§tn@ﬁ8933a§&§e9E mggggegaage of

addr esses stored and marked as vali in the
the addresses stored and marked as valid in the CLB tags

412.

[0046] The CLB 404 has a read-once policy so that once the
processor cache has read a data entry from the CLB data 414,
the CLB 404 can invalidate (forget) the entry. If Y is
greater than "1" the CLB 404 invalidates each data block
individually when that location is accessed, and invalidates
the corresponding tag only when &1l "Y" blocks have been
accessed. The processor 408 is required to access all Y
blocks associated with a notification.

[0047] Elements included in the system 400 may be
implemented similar to similariy-named elements included in
the system 100 of FIG. 1. The system 400 includes more or

fewer elements as described above for the system 100.

Furthermore, the system 400 generally operates similar to
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412. [0046] The CLB 404 has a read-once policy so that

onc processor cache has read a data entr -
¥ @é&6£@‘7éta 414, 15 the CLB 404 can |nvaI|da%{'cfrmg%(”/007(l

(forget) the entry. If Y is greater than "1" the CLB

404 inval i dates each data block individually when
tihdatxéopatisonn §I&Ece8sedd andxcapal kdateshet heternal agent

corresponding tag only when all "Y" bl ocks have been
1@TCEeSSREs Theapracessae 408 us4reguiead He aseesscakl 104,

Y 20 bl ocks associated with a notification. [0047]

aingﬁﬁgtﬁrbgékgg%d 408 BEﬁa§X5%§F%é09h€a¥a fe from the CLB

nented simlar to simlar naned e erren

¢hg+ﬁgggthnreeh$e%¥é§gg]é?eﬁﬁn?§é§§n§e§5r agoéégo

for the system 100. 25 Furthernore, the systen1400
%%ﬁ%}alF?eo68F§Pé§u§ﬁnﬁﬁaF*tge§2a%@ 206- 4199529 to any
PCT/ US2004/ 0076 5 the exanples in FIGS. 2 and 3 except
pahaiceherehesdnakreagensoiggarpushesidaratinne theyCBy find
404 instead of the cache 104, and the processor 408
agienbnabfiits theacactHe frotetheoc€lBom#Q4inhenrt B@ocessing
requested data is present in the CLB 404. 5 [0048] The

et echohadgssdesepirbedanpeenot LiattRdshe BM¥cessing network
particul ar hardware or softmare configuration; they

pHBY £49d; napRLECARE! bty mbReay 9§c¥§”l?é/¥r°f p%%fmtew%es

or processi ng enV| ronmsnts a syst em f
rocessm% net r I‘I’Zé 5%3 g or prmre re Wlnk

it cat Py B CE Py Falr EEE=10 % Pas Gptre,
lgiéflggglgtg%)eagd,oﬂghggngPrSedagkaccess controllers

(MACs) or SONET framers). Receive logic (e.g., receive
hardware, processor, or thread) may operate on PDUs received
via the PHY and link layer devices by regquesiing placement
of data included in the PDU or a descriptor of the data in a
cache operating as described above. Subsequent logic (e.g.,
a different thread or processor) may quickly access the PDU
related data via the cache and perform packet processing
operations such as bridging, routing, determining a gquality
of service (QoS), determining a flow (e.g., based on the
source and destination addresses and ports of a PDU), or
filtering, among other operations. Such a svstem may
include a network processor (NP) that features & collection

of Reduced Instruction Set Computing (RISC) processors.
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| ayer devices (e.g., Ethernet nedia access controllers
(WBGs)4/@r5280NET franers). Receive logic (e.g., pe§RINGL/007655
har dwar e, processor, or thread) may operate on PDUs -
received via the PHY and |ink |ayer devices by

%eg atlggiqi ment 15 of data included in the PDU _
Prgages t RUPESTSOCASi Ray PEAEREMopErarEAgias logic
descri bed above Subsequent logic (e.g., a different

&N eRd Coe preesssein Jmepegaitékhy  desessbekie aBbie .

rel ated data via the cache and perform packet
ppoeessi NYie dperiaticurs sixch bas ibpildgented AWt KRG Gware,
determning a quality 20 of service (QS), determning

Foftawree. or, basathioA Lt oypeergpd degLi
addresgeg agdaportslo tl@ﬁD&? Hg% t??l e??% @@Ehglgues may

h n SYSs nclude a wor k
p%ogéggE%%? ¢ §ﬁa§¥%ga5 Ure gxgcggaﬁgcopoﬁroggaﬁ@a dé&d
[ nstruction get Cong i (RI SC) processors. 23 WO
oA+ 08528 CBCTFUESHH PoG?EBBtefrﬁr eBB3téPNERE NPmputers,
processors may performthe receive |logic and packet
B oEesking 8Eéﬁaﬂﬁ6ﬁs Hesephbeddapovel pOE649falhe, and
techni ques may be inplenmented in hardware, software,
$ﬁm3r@9nﬁﬁﬁatﬁentbﬁttEEChmmntheet&Cbﬁbﬂéeéoﬁaya 8tbeage
i npl emented in prograns executing on progranmmabl e
mﬁmimmeSeSdahlaSbyDbhéepﬁ@B@H§§fS(1§&§Eb§ﬂ@r¥0Lat le and
conputers, networking equi prment, personal digit ﬁ

AS$1 b B 51 e ANGmo S ynébéyoge¥£8§§ ?ie@ ?ﬁ nCl%d§§§8F one

processor a storage medi um T ead proce
gol Ign 10 hon- voIa |é menory and/ or
storage e enén €asTt ong” evices.” Program code

is applied to data entered using the input device to perform
the functions described and to generate output information.
The output information is applied to one or more output
devices.

(0050] Each program may be implemented in & high level
procedural or object oriented programming language to
communicate with a machine system. However, the programs
can be implemented in assembly or machine language, if
desired. In any case, the language may be =a compiied or
interpreted language.

[0051] Each such program may be stored on a storage medium
or device, e.g., compact disc read only memory (CD-ROM},
hard disk, magnetic diskette, or similar medium or device,

that is readable by a general or special purpose
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i nput device, and one or nore output devices. Program

code is applied to data entered using the inp <5
“6%$r%@9?%?perforn1 the functions descri bed and*kg“SNMHNW&‘

generate output information. The output information

is applied to one or nore output 15 devices. [0050]
praghafOgl @anmaeyibe fopl eornigdringaahiigbpéeseling the

procedural or object oriented programm ng | anguage to
QTN cat 8 WhihsaoPREDI RegsSYRt 6M qElpye¥er s LREd by the

prograns can be inpléenented in assenbly or nmachinée

| anguage, if 20 desiyed, 1n_any case, the_ language may
P ot 1 8a o s hrer b et ed Y afquage. Fo0sty he

such program nmay be stored_on a storage medi um _or
dfeiee; - e. e, Sgéhﬁﬁc’@dé‘ii 3L5reld BAN§IHEABFY teCBSROV) ,

hard di sk, magnetic diskette, or simlar medium or _
iel\gree t28 2hat Machehndabiedpyla geaspar Bedspeei gonfigured

purpose 24 WO 2011-1/095291 PCT/US2111)-1/111) 765
wprogr asmadtemprashene tbe sbofagermadiandsopepatfing rike

machi ne when the storage nediumor device is read by
cdhge s COMpEtBEntoLperboraLE hen PE 0spdlE escdesear bhediefined

this docunent. The system may al so be considered to
e, o1 nplenented as a machi ne-readabl e storage medi um

configured wth a program where the storage nmedi um

-cpnfigured causes a nmachine . to operate in a. .
QT PHRE prEGbr Ml e Fafindr CPLOOSSE GrREr P the
_enbodi nents are within the scope of the
foilowing claims.
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1C followng clainms. LLOYD WSE CLAIMS: 1. An

apparatus conprising: a cache conprising a cache LLOYD WISE

menory and a cache tag array; 5 a processor
configured to issue accesses to a main nmenory through
t he cache; a cache managenent mechani sm configured to:
al l ow an external agent, capable of issuing wite
acbél¥ses directly to the main nenory, to request data
10 be placed into the cache nenory and a cache tag
assoctat ed AWPPRATFE YFatt® B sl laked in the cache tag

array, the request by the external agent not being in
response t@ Egcgﬁugﬁ%ﬁsm% Prove oreTUYentdiyichgache tag
ghg data and not being in response to a cache request
Pdeftifying the data, and 15 wherein in response to

the external (genl.Jaauesl: dlifeq CACHS JANAGEIENL.. o -

mechani sm vi ctim zes a cach ne an ocateés da new

caghekhpef enhdhgrdata and,d0 allow the processor to
cause data’to be pulled into the cache nmenory. 20 2.

The appar atug a@fheC hinfgk ettt hed o160 SESKE Ryured to:
throttling nmechani smaccessible to the cache

managenent  nechdnicsmaand:aonfidur £geho, deiwiwl e Mafsuing
data may be placed into the cache nenory.
write accesses directly to the main memory, to request data
be placed into the cache memory and a cache tag associated
with the data be placed in the cache tag array, the request
by the external agent not being in response to a reguest of
the processor identifying the data and not being in
response to a cache request identifying the data, and
wherein in response to the external agent request, the
cache management mechanism victimizes a cache line and
allocateé a new cache line for the data;

and to allow the processor to cause data to

be puiled into the cache memory.

2. The apparatus of claim 1 further comprising a
throttling mechanism accessible to the cache management
mechanism and configured to determine when data may be

placed into the cache memory.

3. The apparatus of claim 1 in which the cache

management mechanism is also confiigured to maintain
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25 3. The apparatus of claim11 in which the cache

managenment nmechanismis also configured to maintain (|oypwsg

26 LLOYD W SE coherence between data included in the

cache nmenory and a copy of the data held at a main

menory. 4. The apparatus of claim3 in which the cache

5 managenent nenory nechanismis also configured to

neiadce dohterent eddet ket data incthdedatnet heméaghend a

menory and in one or nore other caches. 5. The

appar stfustivf @ @i mel d retwhi chafhememache. 10 nmanagenent

mechanismis also configured to invalidate data in

the one or nore other caches corresponding to data

delivered fromthe external agent to the cache nenDrK.

6. The® appardt RPRATZI M4 FhaWRi ¢hiBhehéakhehe; cache

nmana qpqpt_nqghanisqu§ al so confjgured %o updat e data

iwﬁn%femﬁh‘e B ror "ot h%?l%rach%saig?r%% haihgdt Ot Reintain
i ve om.the external .agent to the cache \

it A A A e G 8 POPRE et engaghand in

20, fanagement nechani smdis also configured to allow

the external agent to update a main nenory storing a

copy of data held in the cache nenory. 8. The

apparatus of claiml in which the cache 25 managenent
mecharg sm i Bhal sspLonfigusedel @ial b ovht PBi cBXEBENAL che

agent to cause current data included in the cache
management mechanism is also configured to invalidate data
ir the one or more other caches corresponding to data

delivered from the external agent to the cache memory.

6. The apparatus of claim 4 in which the cache
management mechanism is also configured to update data in
the one or more other caches corresponding to the data

delivered from the external agent to the cache memory.

7. The apparatus of claim 1 in which the cache
management mechanism is also configured to allow the
external agent to update a main memory storing a copy of

data held in the cache memory.

8. The apparatus of claim 1 in which the cache
management mechanism is also configured to allow the
external agent to cause current data included in the cache

memory to be overwrittern.
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menory to be overwitten. 27 LOYD WSE 9. The

apparatus of claim8 in which the cache nmanagenent FLOYD WISE

mechanismis also configured to place the data placed
in the cache nenory into a nodified coherence state.
10. The apparatus of clai m 9 in which the cache

managenent C st s als onfigured to also place
the data gﬁgcgg)% ‘he cach% Fehor v ot @h XTI TR Ve

GRRSIRRES . %@Ir%qﬂs%l He, aphar AU 97 &1 2 M L

whi ch’ t he cache rranagerrent mechanismis a
eanfdgured @ aiasqleolnaﬁ@awt\hemd@t@ %@fﬁﬁoa nﬁgnsrgg,cbe
menory into a shared coherence state. )
apparatus of claim8 in which the cache management
mechanismis also configured to place the data placed
i n the cach&€rernmpsitatws ol €anicoherenceishatge ddehe
The apparatus of claim 12 in which the cache 20

£ meciianiisin i 55 &l lseo cord § gumesld t 0o ah 380 pbBLE: the

the data placed in the cache nenory into an exclusive

ey endeeSstiat ehg £adiwe W}ﬁt%u@fam@q{muawﬂ coherence
whi ch the cache 25 managenent nechanismis al so
corffigured to al so place the data placed in the cache
menory into a shared coherence state. 28

data

1. The apparatus of claim 9 in wnich the cache
management mechanism is also configured to also place the

data placed in the cach

M

memory into a shared coherence

state.

12. The apparatus o claim & in which the cache
management mechanism is also configured to place the datsa

placed in the cache memorv into a clean coherence state.

i3. The apparatus of claim 12 in which the cache
management mechanism is also configured to also place the

data placed in the cache memory into an exclusive coherence

sctace.

14 Ine apparatus oI claim 12 in which the cache
maragement mechanism is also configursed to al piace the
data p_aced in the cache memory into a shared coherence
state.

28



wn

20

LLOYD WSE 15. The apparatus of claim1 further

conprising at | east one other cache nenory to which LLOYD WISE
t he cache managenent nechanismis also configured to

all ow the external agent to request data be placed.

16. The apparatus of claim15 in which the cache

managenent npechanismis also configured to allow the

external agénf PERPEGHESt Of 15478 ™Y JeHiG s iGPmRrising at
east one of the at |east one other cache menory in

ATEh PRE 82ra"T £-05 (8T8 pIaCatL oty Lot g gement
£ L 15 i i t che nagenent nechanism__
l|Ql§cg1 ggg}gogf’ i glglul\rg{(g)dgtgjcgl flz}l%‘ﬁuo%% he rragx‘tcg'r %‘ sgent: g 29ent to

reguest aaltian%ealﬂl%gaetdi.on ina plurality 15 of the
ot her cache nenories in which the data is to be

pl aced. 18. The apparatus of claim 15 in which the

cache nmanagenent nechanismis also configured to

al | owithe 2@hextgrala-agentt tQ Lauses G rettcidatid: cache
included in the other cache nenory or cache nenories
trenbgeoeerwirettémnik iEhelapparatiisywafed|a mllldw the

whi ch the cache nenory includes a cache that nminics a
AHEATREADAFealtd tchateques toeh dri reachid amyi ac des sitwHere st one
trying to access the main nmenory. 29 LLOYD WSE 20.
PhetBfparatlGssof V1aiGhEy iGRAMH GIEmPAY gy which the data is

to be placed.

17. The apparatus of claim 15 in which the cache
management mechanism is also configured to allow the
external agent to request a line allocation in a plurality
of the other cache memories in which the data is to be

placed.

18. The apparatus of claim 15 in which the cache
management mechanism is also configured to allow the
external agent to cause current data included in the other

cache memory or cache memories to be overwitten.

19. The apparatus of claim 1 in which the cache
memory includes a cache that mimics a main memory and that
otner caches may access when trying to access the main

memory .
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included in the cache nenory is deallocated after a

read operation by another cache. 21. The apparatus of
claim19 in which a line changes to a shared stat &tOYDWISE
after a read operation by another cache. 22. The
apparatus of claim1 in which the external 10 agent

i ncludes an | nput/out put device. 23. The apparatus of

clai m?? i n WECRPPRE 26 xPeAtalclaEgent® ilicided: & Line
different processor. 15 24. The apparatus of claim1
ilﬁl“\t}iﬁfi@% tlﬁ’e “dat &2 MTde dat s ocpepag]tl‘?“@aset & ot idrr ead
l.eas rk _..comuni cati on protocol data
%%ie?%tég?l kyone%?ﬁjgglte\ggn%ﬂhs“l ‘ng: 20 enabling an external

agent, capable of issuing a wite request directly to
a main nmenory, to issue a request for data to be

pl acegiin awgacheymemn a/d amn assorial afhi drag toihe
placed in a cache tag array, the request for data to

heaplgreed d B iR reat e JRMe it &Nt afe a5 Sasdatetbd 8y thhother
2S be placed in a cache tag array not being in

respense to a request of a processor identifying the

data and not being in response to a cache request
identifying the data, and 30 LLOYD WSE wherein in

response to the request that data be placed into the

cache Zfenor 08 RPRTgE e Sreageheht hreghariisth the external

victimze a cache line and all ocates a new cache
13958 SR Fat3g input/output device.

23. The apparatus of claim 1 in which the external

agent includes a different processor.

24 . The apparatus of claim 1 in which the data
include data of at least a portion of at least one network

communication protocol data unit.

25. A method comprising:

enabling an external agent, capakle of issuing a
write request directly o a main memory, tc issue a request
for data to be placed in a cache memorv and an associated
tag tc be placed in a cache tag array, the request for data
to be placed in the cache memory and an associated tag to
be placed in a cache tag array not being in response to a
request of a processor identifying the data and not being

in response to a cache request identifving the data, and

30
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wherein the processor is configured to i ssue accesses

to 5 the main nenory through the cache; and enabli NG LOYD WISE

the external agent to provide the data to be placed

in The cache nenory and the tag to be placed in the

cache tag array. 10 26. The method of claim25 further

conprising enabling a processor to cause data to be

y@i‘*r”@d i Ao MEFPONEECHE fDried st THeameldtod of wladed into

E@ urther conmprising 15 enabling the cache nenory to
Wéyrreﬁéﬁ F5% HeenRRR e h dne @ aiggresyict imizes

thedtafromth [ menory if the _ cache mermr
Go&E N5t NS L?djéietaﬁgod:aﬁtaes DYhEHRPOE T DA ’i‘ﬁ?Sﬂata

I, GQprd det erm ni n en the external
g’gle%tl%rray%pr ovvl%cf/jzl%d‘gzoq o Cbonpl Lgfce\égc] R 1§ cfHeSSSes to
RBIOY i 2 ShemblS, MBLNQM, O her conprising
enabl | nlg thén ext er nal agetnk%?éo r%gue éthe cache

menory to 2hsehect-ia Ieg&aéfmf edihe .
cache menory. 31 LoD WSt 30 e rretcﬂg‘gdta%‘%lnd% gt.e?ﬁ cata

2% fogr thercseonpy lvﬁéqg:altﬂ@trh%*t}h%&ﬁcﬁ?e o Whd I(})lacaa
an address of the data in a nain nenory. The nmet ho

afh clral ma2hef uracher-regnpri sing updati ng the cache
menory with a state of the data. 32. The nethod of
claim25 further conprising

26. The method of claim 25 further comprising
enabling a processor to cause data to be pulled into the

cache memory.

27. The method of claim 25 further comprising
enabling the cache memory to check the cache memory for the

data and to request the data from the main memory if the

cache memory does not include the data.

28. The method of claim 25 further comprising
determining when the external agent may provide data to be

placed in the cache memory.

29. The method of claim 25 further comprising
enabling the external agent to request the cache memory to

select a location for the data in the cache memory.
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updating, fromthe external agent, a main.
the 10 data. 33. An article conprising a
machi ne- accessi bl e storage medi um whi ch stores

menory with
LLOYD WISE

executabl e instructions, the

i nstructions causing a

machi ne to: 15 enabl e an external agent, capable of

I ssui a wite request.directly to a main nenory, to

i ssue%g) T equUEst mTtdr?DGga?Ia T b %? ajéléd‘?ﬁra"SQEﬁégmg
€.

in a

Y, and Ci o tag to be placed in a cach
tag dr*rr%ny, ﬁe&f%g‘ue@%rg or “Ztl‘g;f}té al%oa(g%rprc’gcgd Fi=t Hg-®

¢ache m®mry not being in response to a 20 request, of

a processor identifying the data and not being in

response to a cache request identifying the data, and

wherein in response to the 'request that data be

pl acedi nt o THhencache sEMYyinmthe €aehp=pBRAREIELL o

mechani smvictinmizes a cache line and allocates a new

cacte drine Horcddies degmpr2>winhier i atbhe processancks

con-igured to issue accesses to the main nenory

t hrough the cache; and 32 LLOYD WSE enable the

external agent to fill the cache nenory with the data

and fidd- t helrachec el af rayawntASt herthgr ceaprIheng

article of claim33 further causing a machine to =~
e e ProeesRore¥ottRrse?dath t & BalRulEBaTYnWhth che

the cache nenory. 35. The article of claim33 further

cdustng a machine to enabl e the cache menory to check

t he cache

33 An article comprising a machine-accessible

storage medium which executable instructions, the

inscructions causing a

a main

memory, to issue a

be placed i

jn]
o

cache memory and an associated

cache tag array, the request for daca

e memory not being in response

To a

identifying the data and not being

\I]
0
o)
1
ng
(D

in response t©o reguest identiiying the data, and

wherein irn response to the reguest that darca be placed in-o

the cache memory, the cache mechanism victimizes
line for the datsa,

issue

accesses Lo

(@]
g
M
=1

&1 memory through the
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10 nenory for the data and to request the data fro OYD WIS
the main nenory if the cache nenory does not inclu E
the data. 36. The article of claim 33 further causing

a machine to enable the external agent to request the
cache 1 menory to select a location for the data in

the cache nenory. 37. A system conprising: a cache

conpr esikhg ca tége ve-tramerly agraha twachiel t aghe 2k @re aygmory
and_a nenory managenent nmechani smconfigured to allow
yatexteendRtagemd ddpabhe cfadissuiam awriae widdesses tag.
directly to a main nenory, to request the cache nenory

to select a line of the cache nenory as a victim the

l'ine Egcl udi ng data, and replace the data in the cache
menor ¥ “wi t i TeW” "dats Fromitthe! ekt ertatisigerusime @ machine

ite a tag,assqciated 33 LLOYD E wth the new ~
\dﬂl%t a glfhghca e tag ar r%gy,cat%ev\g& t na D“ag%ﬁtleé{v*nto the

reguest,eh@t-being in response to a request of a
processor identifying the data and not being in
response to a cache request identifying the data,
wherein the processor 5 is configured to issue
accesses t0Thhke araiin IREHE - 1iough riheLache,s 38 -
The systemof claim37 in which the nmenory nmanagenent
mechanesnoi eraltde conf icguihed nonalt o theeck the cache

memory for the data and to request the data from the main

. memory 1f the cache memory does not include the data.

36. The article of claim 33 further causing a
machine to enable the external agent to reguest the cache
memory to select a location for the data in the cache

memory .

37. A system comprising:

a cache comprising a cache memory and a cache tag
array; and

& memory management mechanism configured to allow
an external agent, capable of issuing write accesses
directly to a main memory, tc request the cache memory to

select a line of the cache memory as a victim,
the line including data, and

replace the data in the cache memory with new

data ZIZrom the external agent and write a tag associated

(8]
[F8)
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10 external agent to update the cache nenory with a

| ocation in the main nenory of the new data. 39. The

systemof claim38 in which the nenory managenent LLOYD WISE

mechanismis also configured to allow an 1~ externa

agent to update the main nenory with the new data.

40. The system of claim 38 further conprising: the

proEesser naahdiat & dche e ntagreeiieal s m e cexidednal

in the 20 processor and configured to nanage the

ﬁﬁﬁéléssr@lause%ccfé%ts 3% e c%%?@olh%?m‘%?/ amequpec of a
stenmof cl ai m 38 furthk1 H€0ﬁ£r|3|ng at. | east one

QQ%ﬁ%ﬂ n%? e dﬁ%ﬁ%ﬁtlnzBeSPons° to
macha@ll Smal sco”confl uﬂr_gdj to a}él ow the external agent
fo Féqiest™ Sone or" Al of *the" d???%héwn THehe the processor

e es 49 dag%L%% WSE.allocate ali ok ar%mr%c'?re “hrough

respective additio ‘cache nenori es. syste
efClaidn4l in which the nenory 5 nanagenent mschanl sm
is also configured to update data in the additional
cache nenory or nenories corresponding to the new
data fromthe external agent. 43. The system of claim

38 furteher comgprdedtngn tdie cIHIEERN 1580 Y€ Offid GHEREry

to store a master copy of data included in the cache
memsgenAd, MeEhaystrem ofakéal ocod3B8idursdeto copow st nE

at

external agent to update the cache memory with a location

in the main memory of the new data.

39. The system oI claim 38 in which the memory
management mechanism is also configured to allow an

external agent to update the main memory with the new data.

40. The system of claim 38 further comprising:
the processor; and
a cache management mechanism included in the
processor and configured to manage the processor's access

to the cache memory.

4i. The system of claim 38 further comprising at
least one aadditional cache memory, the memory management
mechanism alsc configured to allow the external agent to

reguest some or all of the additional cache memories to

34
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| east one additional external agent, the nenory
managenent 15 nmechani sm configured to all ow eac

the additional external agents to request the cagﬁ%QDVWSE
menory to select a line of the cache nenory as a
victim the line including data, and replace the data
with new data fromthe 20 additional external agent
tHatCGRitRe & He feiestie 45 rhecsysvemaédicl anal 38athe
whi ch the external agent is also configured to push
OHPiSidite of the new data into the cache nenory. 25
35 LLOYD WSE 46. The system of claim45 further
conprising a network interface configured to push the
some of, t he.new data A47.. The stemof claim45 in
mhich‘{%e :& Seral -~ agent© %lﬁléy %hY?bU?e@h?ommF?fé

tﬂéﬁ%dgﬂih Vvﬁg{ﬂg&lqgsa gé §M/dgta not gush d . in

into the cache menory. 48. e sys en1of c?a|%1

which, data dinel udes, o ]rIQarﬁj@%(;ré)PtrQéﬁo**f' 5 Aﬁ%@g}g%dlng to

conprising: at |east one physical |ayer
alhd easi Qe Bther nele nedi & 38T es§e£ONt r0| | er

(MAC) device to performlink |aver operations on data
received via the PHY;
43. The system of claim 38 further comprising the

main memory configured to store a master copy of data

incluaed in the cache memory.

44. The system of claim 38 further comprising at
least one additional external agent, the memory management
mechanism configured to allow each of the additional
external agents to reguest the cache memory to

select a line of the cache memory as a victim,
the line including data, and
replace the data with new data from the

aaditional external agent that made the recuest.

45, The system of claim 38 in which the external
agent 1s also configured to push only some of the new data

into the cache memory.
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a main menory; a processor configured to issue

accesses to the main menory through a cache; 20 | 650¥D Wisg

to request at |east a portion of data received via

the at |east one PHY and at | east one MAC be cached

in the cache, the request identifying a tag and the

at least the portion of the data, the |ogic request

not Héing iThe esporse alo @ Fequestioftivée propessorg a

identifying 25 the data and not being in response to a

SECHEO e glieStE = d e ritAThA R 2 het dapash apige wherei @f | phe new

response to the logic request, the cache nanagenent
nismvictimzes a cache 36 LLOYD WSE |I|ine and

al |l ocates a new cache line for the data, the logic

capable of witing directly to the main nenDry, and

the cache coypl eg,g%nﬁf@f PLPCERSEE ik hﬁp ﬁ Ene &Fyeral

conprising: a cache tag a------

GREhe W%ﬂ%{‘ﬂa@or{m‘@ﬁuém&%i@reg goma Pllﬁgrﬁ?ﬂg,e%or ions

at” least a portion of data received via t e at
ore RHEY rand @t d east QnendMAG AR 01O thencaghgoppnory

and wite the tag into the cache tag array 1in

response to the request; and a-low the crocessor to
cause data to be pulled into the cache nmenory in
resporise t o Treguestisei ovf claim 38 in which data includes

descriptors.

49. A system, comprising:

at least one physical layer (PHY) device;

at least one Ethernet media access controller
(MAC) device to perform link layer operations on data
received via the PHY;

a main memory;

a processor configured to issue accesses to the
main memory through a cache;

logic to request at least a portion of da:a
received via the at least one PHY and at least one MAC be

cached in the cache, the request i

0,

entifying a tag and the

at least the portion of the data, th

D

logic request not

being in response to a reguest of the processor identifying

)

the data and not being in response to cache reguest
identifying the data, and wherein in response to the logic

request, the cache management mechanism victimizes a cache

36
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data not stored in the cache nenory. 50. The system of
claim49, wherein the logic conprises at |east one

thread of a collection of threads provided by a LLOYD WISE
network processor. 20 The system of claim49, further
conprising logic to performat |east one of the

1field %wgiﬂa&@ = PrPCESSI L ngpﬂﬁb%% Oﬂct Hsrgat Bhe logic

Fetrieved from the cache: dgi ng, ~ fout

ARLENT N0 QU | éyr@étger ¥b Cen=dgl el mnghegy, ahliow,

the cache coupled to the processor, the cache

comprising:
a cache tac array;
a cache memory;
a cache management mechanism configured to:
piace the at least a portion of data
received via the at least one PHEY and at least one MAC into

ct
o
()

cache memory and wrize the tac intc the cache tag arrav
in response to ths reguest; and

a_low the processor to cause data to be

-1

pulled into the cache memory in response to reguests for

data not stored in The cache memory.

52 The system oI claim 45, further comprising logic
to perform at least one of the following packet processing
operations on the data retrieved Zrom the cache: bridging,

ce, determining &



