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JOURNEY VALIDATION TOOL

Field of the Invention

The present invention relates to user digital journey validation in digital marketing
campaigns which involve digital advertisements. Particularly the present invention
relates to an AD-fraud detection system wherein the journey validation tool provides
a digital service with information useful for deciding whether a visitor is a human or

software performing an automated task over the Internet (i.e. a bot).

Background to the invention

Over the past three decades, marketing has had to keep up and contend with leaps in
technology and our relation to it ever since. The advent of the commercially available
personal computer and portable internet connected devices, along with the internet,
has arguably had the largest impact on marketing than any previous innovations.
Where previously a sales team would utilise the telephone or the television, it has now

become more commonplace to place advertisements on the internet.

It is difficult for organisations to reap the full benefits of digital marketing due to the
presence of “Ad-fraud”, when digital traffic for an advertisement is falsely recorded.
Digital marketing campaigns are subject to average losses due to fraud and missing
clicks of 30% (and, in extreme cases, some enterprises have reported 50% or

more of clicks as bot clicks). As a result, advertisers wasted up to $19 billion of their

digital advertising budget in 2019 alone.

Ad-fraud is difficult to stop as nefarious computer programs (also called “bots”) mimic
the actions of real users, meaning that the number of impressions and clicks by real
people registered by digital advert clicks are inflated. Ad-fraud can ruin a business as
an ad could be seen (measured as “impressions”) or clicked by a bot that never ends

up purchasing a product, thereby wasting the advertiser's money.

Current Ad-fraud solutions analyse server-side logs or network traffic. These solutions

are effective in identifying fraudulent activity to a certain degree, but such single point
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solutions may not be effective at countering ever more sophisticated bot technology

and in many cases is relatively easily bypassed.

It is therefore desirable to provide a means of validating a visitor to a digital service
as a ‘real human’ proactively instead of reactively such that an advertiser can be

assured that their investment is providing the desired benefit.

Summary of the Invention

In accordance with a first aspect of the present invention, there is provided a digital
user validation method comprising the steps of: connecting, by a fully distributed
blockchain computer system including a central processor, a plurality of user nodes, a
plurality of trusted party nodes, a visitor node corresponding to a visitor to a digital
service, and a plurality of links, the user nodes corresponding to users, the trusted
party nodes corresponding to trusted parties, the visitor node being the most recent
node in the trust network, the links being connections between nodes; rating, by the
trust network, the visitor node, the rating being a visitor trust score; recording, via a
digital journey mapping system, a digital journey of the visitor; analysing, by the Al
system, the digital journey of the visitor; detecting, by the Al system, bot-like behaviour
associated with the visitor node or the user nodes; assigning, by the Al system, a
warning flag to the visitor node or the user node if the if the visitor node or user node
has associated bot-like behaviour; removing, by the Al system, any fraudulent nodes
in the trust network, the fraudulent nodes being user nodes or visitor nodes having
associated warning flags; updating, by the Al system, the visitor trust score based on
the analysis results of the digital journey and the removal of any links connected to or
from fraudulent nodes; and providing, by the Al system, a signal or value, indicative of

a degree of trustworthiness, to the digital service.

The term “blockchain computing system” in the context of the present invention will be

understood by the skilled addressee to include “distributed ledger technology”.

Preferably, the visitor trust score is based on: the number of user nodes; user trust
weightings each corresponding to a respective user node; the number of trusted party

nodes; and trusted party trust weightings each corresponding to a respective trusted
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party node. In this way, the visitor trust score may dynamically change depending on

the trust values of nodes present in the trust network.

Preferably, the digital journey of the visitor comprising a series of visitor interactions
between the visitor and the said digital service, the said digital service being digital
content. In this way, the digital journey of the visitor can be anonymously recorded.

This may also be used to record visitor engagement.

Preferably, the present invention includes a computer program product including a
program for a processing device, comprising software code portions for performing the
steps of the user journey validation method, when the program is run on the processing

device.

Preferably, the present invention includes the computer program product comprises a
computer-readable medium on which the software code portions are stored, wherein

the program is directly loadable into an internal memory of the processing device.

In accordance with a second aspect of the present invention, there is provided a user
journey validation system for detecting and eliminating fraudulent activity, the
fraudulent activity detection system comprising: a trust network; a fully distributed
blockchain computer system; a digital journey mapping system; and an Al system;
wherein the trust network comprises: a trust network comprising a plurality of nodes
and a plurality of edges connecting the nodes, each of the edges between the nodes
representing a single degree of separation between the nodes, the nodes comprising:
a visitor node corresponding to a visitor; one or more user nodes, each corresponding
to a user; and one or more trusted party nodes, each corresponding to a trusted party;
and a visitor trust score; wherein the fully distributed blockchain computer system is
configured to: continuously update the trust network in response to an interaction
between a digital service and a visitor; implement the trust network using a blockchain
ledger; and store the trust network in the blockchain ledger; wherein the digital journey
mapping system is configured to anonymously record a digital journey of the visitor,
the digital journey comprising a series of visitor interactions between the visitor and
the digital service, the digital service being digital content; and wherein the Al system

is configured to: analyse the digital journey and provide analysis results to the trust
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network such that the trust network is arranged to change the visitor trust score

according to the analysis results.

Preferably, the visitor node is arranged to be the most recent node on the trust
network. In this way, the visitor node preferably be configured to receive its trust score

based on the nodes that precede the visitor node in the trust network.

Preferably, the user nodes each comprise an associated user trust weighting and an
associated user trust score and the trusted party nodes each comprise an associated
trusted party trust weighting and an associated trusted party trust score. In this way,
the user nodes that have a high trust score (i.e. are more trustworthy) may be
associated with a higher degree of trust. The same may be true for trusted party nodes
(e.g. banks and government bodies) which may inherently be more trustworthy than
an independent unverified node. Advantageously, all ad-related parties (nodes) may
be connected through the hack-proof blockchain ledger and peer-to-peer validation
may be possible to prove that the visitor is an actual human without exposing the

visitor's personal data.

In preferable embodiments, the visitor trust score is calculated based on: the number
of user nodes in the trust network; the number of trusted party nodes in the trust
network; the user trust weighting associated with each of the user nodes in the trust
network; the trusted party trust weighting associated with each of the trusted party
nodes in the trust network; and the analysis results. In this way, the visitor trust score
may be increased if the trust network comprises a higher number of user nodes that
have a high trust rating (i.e. are more trustworthy) or a higher number of trusted party
nodes. For example, if a visitor has visited a series of trusted party nodes associated
with government bodies, the visitor trust score will be high. Advantageously, higher
scored individuals and “verified” accounts (like banks) have more weight when

authenticating someone else.

Preferably, the visitor node comprises an associated visitor trust score. In this way the
visitor node may have a higher visitor trust score if the trust network comprises more
trustworthy nodes (as a result of there being a higher number of trusted user nodes

and trusted party nodes).
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Preferably, the digital service comprises a trust threshold.

Preferably, the visitor can gain access to the digital service if the corresponding visitor
trust score satisfies the trust threshold. In this way, if a visitor has a high trust score
(indicating a high level of trustworthiness), they may be able to access the digital
service. Therefore, if the visitor had previously been verified by, for example,
government bodies, they may have a higher trust score and be more likely to gain

access to the digital service.

Preferably, the visitor is presented with a verification step if the visitor trust score does
not satisfy the trust threshold as defined solely by the digital service. In this way, even
if the visitor has a lower trust score than is required to satisfy the trust threshold, they
may still be able to gain access to the digital service if they pass the verification step
which may be (but is not limited to) a 2 step verification or “call a number”. A further
potential consequence is that it may still be possible for the visitor to build on their
visitor trust score by completing verification steps presented to them when they do not

satisfy trust thresholds.

Preferably, either one of: the user does not gain access to the digital service or a
warning flag is associated with the visitor if the visitor fails the verification step. In this
way, the visitor may be flagged up to the Al system as potentially being a bot by the

Al system.

Preferably, the digital journey mapping system is further configured to store a visitor
engagement indicator, the visitor engagement indicator indicating visitor engagement
with content items. In this way, the visitor's journey may be anonymously recorded —
including all their activity. Thus, information can be associated with the user
concerning the visitor's engagement. This information may be useful in further steps

for Ad-fraud detection.

Preferably, the Al system is arranged to scan multiple digital services and multiple
digital journeys simultaneously. In this way, many visitors may be recorded individually

and at the same time.
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Preferably, the Al system is further configured to detect suspicious behaviour of the
users associated with the user nodes and create a warning flag in response to the
suspicious behaviour. In this way, the digital service may be able to respond to block
user nodes with warning flags associated with them. A further potential consequence
is that if one of the users in the trust network was a bot, the Al system may recognise

this and respond accordingly.

Preferably, the suspicious behaviour comprises: bot-like behaviour; or identity fraud.

Preferably, the warning flag is associated with the visitor node or the one or more user

nodes that exhibited the suspicious behaviour.

Preferably, the Al system is configured to remove any user nodes or visitor nodes each
associated with one or more warning flags in the trust network and update the network
trust score and the user trust scores of the trust network. In this way, the Al system
may shut down any fraudulent nodes in the trust network and update scores across
the board such that the trust network remains constantly updated and retains its

reliability.

Preferably, the Al system removes any user nodes or visitor nodes each associated

with one or more warning flags in real time.

Preferably, the Al system comprises a machine learning Al-engine.

The Al system is preferably configured to analyse data in a database containing all
ad-fraud detection information and is preferably arranged to learn from said data to
improve the specific analytics responsible for Ad-fraud anticipation. The more data the
Al system collects, the better and more refined the analytics are. The Al system is
preferably arranged to continuously learn from false positives and improve the

predictive power over time, both globally and on a per click basis.

Detailed Description

FIG. 1A shows a schematic view of a trust network in accordance with the

present invention;
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FIG. 1B shows a schematic view of a user journey validating system 150

according to a second aspect of the present invention;

FIG. 2 shows a schematic view of a user journey validating method

according to a first aspect of the present invention; and

Figure 3 shows a schematic view of a user journey validating method in an

alternative embodiment.

Referring to FIG. 1A, there is shown a schematic view of the trust network 100 in

accordance with the present invention.

The trust network 100 comprises a visitor node 102 associated with a visitor 104, any
number of user nodes 106 associated with any number of users 108 and any number
of trusted party nodes 110 associated with any number of trusted parties 112. The
trusted parties 112 may be, for example, banks or government bodies. The trust
network further comprises any number of edges 114 representing connections 114
between different nodes within the trust network 100. The connections 114 are formed
when the visitor 104, users 108 and trusted parties 112 authenticate each other’s
humanity/validity via one of a range of potential signings/validation technologies. The
user nodes 106 each have an associated user trust score 107 and the trusted party
nodes each have an associated trusted party trust score 111. Finally, the trust network

100 comprises a visitor trust score 116 corresponding to the trust network score 116.

In use, the visitor trust score 116 is created by the trust network 100. The trust network
100 creates the visitor trust score 116 based on the trust scores (107, 111) associated
with each of the nodes within the trust network. Trusted party nodes 110 user nodes
106 with a high user trust score 107 have more weight when authenticating the

visitor/other users 108 than user nodes 106 with a low user trust score 107.

Turning now to FIG. 1B, there is shown a schematic view of the user journey validating
system 150 according to the second aspect of the present invention, configured to
carry out the user journey validating method 200. FIG. 1B shows system features as

apparatus and connections as arrows.
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The user journey validating system 150 comprises the trust network 100, a fully
distributed blockchain computer system 151, a digital journey mapping system 163

and a user journey 165.

The fully distributed blockchain computer system 151 is arranged to connect 114 the
different nodes within the trust network 100. In addition, the fully distributed blockchain
computer system 151 is arranged to continuously update the trust network 100 by

either removing or rearranging the nodes and edges 102 within the trust network 100.

The user journey validating system 150 further comprises a digital journey mapping
system 163 configured to anonymously record 156 the digital journey 165 of the visitor
104 associated with the visitor node 102. The digital journey mapping system 163
records 156 the digital journey 165 following the visitor 104 interacting 170 with a
digital service 161. The digital journey 165 comprises a series of interactions between
the visitor 104 and the digital service 161, the digital service 161 being, for example,
a website. It should be noted that the digital journey mapping system 163 may record
156 user journeys associated with the user nodes 106 such that multiple digital

journeys 165 are recorded 156.

The user journey validating system 150 further comprises an Al system 167. The Al
system 167 is configured to analyse 158 the user journey 165 and detect 160 both
suspicious and human indicative behaviour associated with the visitor node 102. The
suspicious behaviour may be bot-like behaviour. It should be noted that the Al system
167 may analyse 158 and detect 160 suspicious behaviour associated with the digital
journeys 165 of the user nodes 106 simultaneously such that multiple digital journeys
165 are recorded 156 by the digital journey mapping system 163 and analysed 158 by
the Al system 167. The Al system 167 is further configured to assign 162 a warning
flag to the visitor node 102 or user nodes 106 if suspicious behaviour is detected from
the user journeys 165 of said nodes. The Al system 167 is also configured to remove
164 any fraudulent nodes within the trust network. Finally, the Al system is configured
to provide 168, to the digital service 161, a signal or value indicative of suspicious
behaviour being associated with the visitor node 102. The digital service 161 may

respond accordingly by blocking the visitor 104 associated with the visitor node 102.
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Referring to FIG. 2, there is shown a schematic view of the user journey validating
method 200 according to the first aspect of the present invention. The user journey

validating method 200 is configured to carry out the sequential steps of:

Connecting 114, by the fully distributed blockchain computer system 151, the trust
network 100 comprising: a plurality of user nodes 106; a plurality of trusted party nodes
110; and a visitor node 102. The visitor node 102 corresponds to the visitor 104 of the
digital service 112, the user nodes 106 correspond to users 108, the trusted party
nodes 110 correspond to trusted parties 112. The visitor node 102 is the most recent
node in the trust network 100.

Rating 154, by the trust network 100, the visitor node 102, the rating being a visitor
trust score 116.

Recording 156, via a digital journey mapping system 163, a digital journey 165 of the
visitor 104.

Analysing 158, by the Al system 167, the digital journey 165 of the visitor 104.

Detecting 160, by the Al system 167, bot-like behaviour associated with the visitor

node 102 or the user nodes 106.

Assigning 162, by the Al system 167, a warning flag to the visitor node 102 or the user
node 106 if the visitor node 102 or user node 106 has associated bot-like behaviour

Removing 164, by the Al system 167, any fraudulent nodes in the trust network 100,
the fraudulent nodes being user nodes 106 or visitor node 102 having associated

warning flags.

Updating 166, by the trust network 100, the trust network score 116 based on the

analysis results of the digital journey 165 and the removal of any fraudulent nodes.

Providing 168, by the Al system 167, a signal or value arranged as to be indicative of
blocking the visitor 104 from accessing the digital service 112, if the visitor node 102

has a warning flag assigned.
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In use, a visitor 104 attempts to access a digital service 161 (the digital service 161
being a third party) by, for example, clicking on an advertisement. The digital service
161 receives a visitor trust score 116 associated with the visitor node 102. If the visitor
trust score 116 satisfies a trust threshold (for example by having a visitor trust score
116 that is greater than a minimum value required to satisfy the trust threshold) then

the digital service 161 allows the visitor 104 to gain access to the digital service 161.

The visitor trust score 116 is created by a trust network 100. The trust network 100
comprises a visitor node 102, user nodes 106 (other individuals) and trusted nodes
110 (trusted organisations such as bank or government bodies). There may only be
one visitor node 102 per trust network 100. Each of the nodes within the trust network
100 has an associated trust score. Some of the nodes within the trust network 100
contribute to the visitor trust score 116. It will be appreciated by the skilled addressee
that each respective user node 106 in the trust network 100 is considered to be a

visitor node 102 of a corresponding trust network 100

The trust network 100 is built as the visitor 104 interacts with different ad parties or
trusted parties. For example, if the visitor 104 interacts 170 with the digital service 112
of a bank then that bank digital service 112 will be incorporated into the trust network
100. The trust score of each node within the trust network 100 influences the visitor
trust score 116. A higher trust score (107, 111) associated with a node leads to a
higher visitor trust score 116. As aresult, if a visitor 104 interacts with a greater number
of ad parties that each have a high trust score (107, 111) than if the visitor 104 had
interacted with fewer high trust score (107, 111) ad parties, then the visitor trust score
116 would be greater. Additionally, if a visitor 104 interacts with ad parties that have a
higher trust score (107, 111) than ad parties with a lower trust score (107, 111), then

the visitor trust score 116 will be greater.

Following the visitor 104 gaining access to the digital service 161 by satisfying the trust
threshold, the digital journey 163 associated with the visitor 104 is recorded 156 by
the centralised Al system 167. The Al system 167 may also be used for recording user
engagement for marketing/message validation. The Al system 167 analyses 158 the
visitor 104’s digital journey 165 and data acquired relating to the digital journey 165 is

fed back into a trust network 100. The trust network 100 uses this data to refine and
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update 166 scores (107, 111, 116) associated with nodes (102, 106, 110) throughout
the entire trust network 100. The Al system 167 scans multiple digital services 112
and user journeys 165 simultaneously. The Al system 167 determines whether the
visitor 104 displays bot-indicative behaviour (examples include, but are not limited to:
no touch point on a mobile device; no mouse movements on a laptop device; or mouse
movement which is too accurate to be generated by a human measured on a pixel
basis). The Al system 167 also detects when duplicate individual accounts associated
with the visitor 104 are present in multiple web address locations at the same time —
indicating identity fraud. If bot-like behaviour is detected, then the digital service 161
will be able to respond to block the visitor 104 with the associated bot-like behaviour
from accessing the digital service 161. The Al system 167 and trust network 100 will
then remove the visitor node 102 with corresponding blocked visitor 104 from the trust
chain and the trust score is updated 166 to reflect the removal of the node. If duplicate
individual accounts are detected 160, then the Al system 167 will create a warning
flag. The digital service 112 may then respond by blocking if the digital services’ 112
own trust threshold isn’'t met.

In use in an alternative embodiment, with reference to Figure 3, a visitor 104 attempts
to access 302 a digital service 161 (the digital service 161 being a third party) by, for
example, interacting with a digital advertisement associated with the digital service
161.

In response to the interaction, the Al system 167 evaluates 304 the visitor 104 based
on a number of metrics. The metrics include, but are not limited to, an IP, a network,
a browser signature, a JavaScript capability, and the visitor's 104 actions within the
digital service. The Al system 167 evaluates 304 the visitor 104 by comparing the
metrics to a predetermined list of known active bots stored in the blockchain computer
system 151, each known active bot having a corresponding set of metrics. The Al
system 167 determines that the visitor 104 meets a predetermined threshold similarity
score to a known bot of the list of known active bots. The threshold similarity score is
set at an appropriate level for the Al system 167 to be sure that the visitor 104 is similar

enough to the known bot.
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The Al system 167 then automatically notifies the digital service 161 that the visitor
104 has a metric profile that matches or is similar to the profile of the known bot. The

visitor 104 is subsequently blocked 306 from accessing the digital service 161.

The Al system 167 also updates 308 the blockchain system 151 by assigning a
warning flag to a visitor node 102 stored in the blockchain system 151. The visitor
node 102 is associated with the visitor 104 and the warning flag is indicative of a metric
profile matching a known bot. Future attempts to access a digital service 161, by the
visitor 104 having the associated warning flag, can therefore be thwarted. The Al
system 167 also updates 308 the block chain 151 by reducing a visitor trust score 116
of the visitor node 102, thereby reducing the chances of the visitor 102 accessing

digital services 161, as discussed above in the method of Figure 2.

If the Al system 167 determines in step 304 that the visitor 104 does not meet the
threshold similarity score (i.e. the visitor 104 does not display similar enough metrics
to a known active bot), they are “presumed human”. Before access is granted, the Al
system 167 or the digital service 161 provides 310 additional validation
measurements. These validation measurements are selected by the Al system 167 or
the digital service 161 and include, but are not limited to, CAPTCHA, smart device

validation, mobile text validation, or browser JavaScript testing.

The Al system 167 or the digital service 161 determine 312 that the visitor 104 is valid
based on the validation measurements. The visitor 104 is therefore able to access the
digital service 161. If the Al system 167 or digital service 161 determine 314 that the
visitor 104 is invalid based on the validation measurements, the visitor 104 is not
granted access to the digital service 161. The visitor 104 is subsequently blocked 306
from accessing the digital service 161. The Al system 167 also updates 308 the
blockchain system 151 by assigning a warning flag to the visitor node 102 stored in

the blockchain system 151 and updating the visitor trust sore 116.

Following the visitor 104 accessing and being active on the digital service 161, the
digital journey mapping system 163 records and stores 314 all interactions that the
visitor 104 has with the digital service 161. That is, the digital journey mapping system

167 records and stores a digital journey 165 of the visitor 104. These interactions of
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the digital journey 165 include, but are not limited to, clicks, mouse movement, form

fills, and time periods between any of the aforementioned interactions.

The Al system 167 subsequently and/or simultaneously analyses 316 the interactions
of the digital journey 165. In particular, the Al system 167 determines whether the
visitor displays bot-indicative behaviour (examples include, but are not limited to: no
touch point on a mobile device; no mouse movements on a laptop device; or mouse
movement which is too accurate to be generated by a human measured on a pixel
basis). It should be noted that the Al system 167 analyses and detects bot-indicative
behaviour associated with the digital journeys 165 of the visitor 104 across multiple
different digital services 161 simultaneously. In this case, multiple digital journeys 165
are recorded by the digital journey mapping system 163 and analysed by the Al system
167.

Once the Al system 167 has determined that the visitor 104 has displayed bot-
indicative behaviour on at least one of the associated digital journeys 165 across the
one or more digital services 161, the visitor 104 is blocked 306 from accessing the
digital service 161. The Al system 167 also updates 308 the blockchain system 151
by assigning a warning flag to the visitor node 102 stored on the blockchain system
151. The visitor node 102 is associated with the visitor 104 and the warning flag is
indicative of bot-like behaviour of the visitor 104. The above process is in real-time
such that if bot-indicative behaviour is detected for one of the digital journeys 165, the
one or more digital services 161 are notified that the visitor 104 is a potential bot. The
digital services 161 can then take immediate action by blocking any further access to
the visitor 104 associated with the visitor node 102 stored on the blockchain system
151, including preventing the visitor 104 from seeing advertisements for the digital
service 161 on any third party platforms such as Google or Facebook. The metrics
associated with the visitor 104 having bot-like behaviour are also stored as an entry in
the list of known active bots such that the Al system 167 can determine that a future
visitor 104 accessing a digital service 161 is one of the known active bots. After a
threshold time period has passed, and a particular known bot has not been detected,
the bot will be removed from the list of known active bots such that the list is active

and timely.
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It will be appreciated that the above described embodiments are given by way of
example only and that various modifications may be made to the described
embodiments without departing from the scope of the invention as defined in the
appended claims. For example, the digital service may be any digital service such as
an advertisement, the trust network may comprise any number of nodes, the trust
threshold may be any value decided by the digital service and the sequence of steps

in the method may be of any order.

There may be user nodes and trusted nodes within the trust network that are not

connected to the visitor node.

The steps of the method may be arranged in an alternative order.

Although the distributed blockchain computer system, the trust network, the digital
journey mapping system and the Al system have been described in the context of
being stand-alone/individual systems, they may be incorporated into any combination

of each.

In the described embodiment the digital journey mapping system has been described
as being separate to the Al system. However, embodiments exist wherein the digital

journey mapping system is incorporated into the Al system.
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1. A user digital journey validation method comprising the steps of:

a)

f)

connecting, by a fully distributed blockchain computer system, a
trust network comprising: a plurality of user nodes; a plurality of
trusted party nodes; a visitor node corresponding to a visitor to a
digital service; and a plurality of links, the user nodes corresponding
to users, the trusted party nodes corresponding to trusted parties,
the visitor node being the most recent node in the trust network, the
links being the connections between nodes;

rating, by the trust network, the visitor node, the rating being a
visitor trust score;

recording, via a digital journey mapping system, a digital journey of
the visitor;

analysing, by the Al system, the digital journey of the visitor;
detecting, by the Al system, bot-like behaviour associated with the
visitor node or the user nodes;

assigning, by the Al system, a warning flag to the visitor node or the
user if the visitor node or user node has associated bot-like
behaviour;

removing, by the Al system, any fraudulent nodes in the trust
network, the fraudulent nodes being user nodes or visitor nodes
having associated warning flags;

updating, by the trust network, the visitor trust score based on the
analysis results of the digital journey and the removal of any links
connected to or from fraudulent nodes; and

providing, by the Al system, a signal or value indicative of a degree

of trustworthiness, to the digital service.

2. The method according to claim 1, wherein the visitor trust score is based

on:

the number of user nodes;
user trust weightings each corresponding to a respective user
node;

the number of trusted party nodes; and
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trusted party trust weightings each corresponding to a

respective trusted party node.

The method according to claim 1 or claim 2, wherein the digital journey of
the visitor comprising a series of visitor interactions between the visitor and

the said digital service, the said digital service being digital content.

A computer program product including a program for a processing device,
comprising software code portions for performing the steps of claim 1,

when the program is run on the processing device.

A computer program product according to any of the preceding claims,
wherein the computer program product comprises a computer-readable
medium on which the software code portions are stored, wherein the
program is directly loadable into an internal memory of the processing

device.

A user journey validation system for detecting and eliminating fraudulent
activity, the user journey validation system comprising:
a trust network;
a fully distributed blockchain computer system;
a digital journey mapping system; and
an Al system;
wherein the trust network comprises:
a trust network comprising a plurality of nodes and a plurality of edges
connecting the nodes, each of the edges between the nodes
representing a single degree of separation between the nodes, the
nodes comprising: a visitor node corresponding to a visitor; one or more
user nodes, each corresponding to a user; and one or more trusted
party nodes, each corresponding to a trusted party; and
a trust network score;
wherein the fully distributed blockchain computer system is configured to:
continuously update the trust network in response to an
interaction between a digital service and a visitor;

implement the trust network using a blockchain ledger; and
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store the trust network in the blockchain ledger;
wherein the digital journey mapping system is configured to anonymously
record a digital journey of the visitor, the digital journey comprising a
series of visitor interactions between the visitor and the digital service,
the digital service being digital content; and
wherein the Al system is configured to:
analyse the digital journey and provide analysis results to the
trust network such that the trust network is arranged to change the trust

network score according to the analysis resullts.

7. The system of claim 6, wherein the visitor node is arranged to be the most

recent node on the trust network.

8. The system of claim 6 or 7, wherein the user nodes each comprise: an
associated user trust weighting and an associated user trust score and
wherein the trusted party nodes each comprise: an associated trusted party

trust weighting and an associated trusted party trust score

9. The system of claim 8, wherein the trust network score is calculated based
on:

the number of user nodes in the trust network;

the number of trusted party nodes in the trust network;

the user trust weighting associated with each of the user nodes in the
trust network;

the trusted party trust weighting associated with each of the trusted
party nodes in the trust network; and

the analysis results.

10. The system of any one of claims 6 to 9, wherein the visitor node comprises
an associated visitor trust score, the visitor trust score corresponding to the

trust network score.

11. The system of any one of claims 6 to 10, wherein the digital service

comprises a trust threshold.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

The system of claim 11, wherein the visitor can gain access to the digital

service if the corresponding visitor trust score satisfies the trust threshold.

The system of either one of claim 11 or claim 12 wherein the visitor is
presented with a verification step if the visitor trust score does not satisfy

the trust threshold as defined solely by the digital service.

The system of claim 13, wherein either one of. the user does not gain
access to the digital service or a warning flag is associated with the user if

the visitor fails the verification step.

The system of any one of claims 6 to 14, wherein the digital journey
mapping system is further configured to store a visitor engagement
indicator, the visitor engagement indicator indicating visitor engagement

with content items.

The system of any one of claims 6 to 15, wherein the Al system is arranged
to scan multiple digital services and multiple digital journeys

simultaneously.

T The system of any one of claim 6 to 16, wherein the Al system is further
configured to detect suspicious behaviour of the users associated with the
user nodes and create a warning flag in response to the suspicious

behaviour.

The system of claim 17, wherein the suspicious behaviour comprises:
bot-like behaviour; or

identity fraud.

The system of either one of claim 17 or claim 18, wherein the warning flag
is associated with the visitor node or the one or more user nodes that

exhibited the suspicious behaviour.

The system of either one of claim 18 or claim 19, wherein the Al system is

configured to remove any user nodes or visitor nodes each associated with
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one or more warning flags in the trust network and update the network trust

score and the user trust scores of the trust network.

21. The system of any one of claims 18 to 20, wherein the Al system removes
5 any user nodes or visitor nodes each associated with one or more warning

flags in real time.

22. The system of any one of the preceding claims, wherein the Al system
comprises a machine learning Al-engine.
10



