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This invention relates to a nobile commerce system
wWao b@v/1388¢8 udes a paynent system wher eby goods PET/IB2009/005566
services can be | ocated and sel ected using
conmuni cati ons between a nobil e communi cati ons device
and the webpage server of a supplier and wherein
paynment is required to be nade for the sel ected goods
or services. Mire particularl*z the invention rel ates

to a nobile coriOBHE SRMM RAYMENHBYSIEM e

comruni cati ons devi ces each include a unique

el ectronic identification and processing circuit
capabl e of encrypting data utilizing an encryption
key. A typical unique electronic identification and
processing circuit is that of the well-known SIM card
§ haFIELDOFcTHIE 4NVENTE@NI| ul ar t el ephones or ot her
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inputted into the nobil e comuni cations devi ce,
typically a cellular tel ephone, is typically
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provided I n prac?i ce. P? 825PCOg|\/bbi | ePaynment 2 .
009,0sNption key. A typical unique electronic identification and processing
circuit is that of the well-known SIM card that can be used in cellular
telephones or other wireless communications devices for identification and
encryption purposes.
20

BACKGROUND TO THE INVENTION

Applicant believes that there is considerable potential in the mobile
commerce field in spite of the ever increasing activity reported. One factor
25 that restrains additional growth of this market sector appears to be the
security of electronic payments ma‘d_‘e for goods and services purchased on-
line. In particular, credit card or élebit card information inputted into the
mobile communications device, typically a cellular telephone, is typically
transmitted in an un-encrypted form simply because encryption keys that
30 would need to be shared between the communications device and payment
engine in order to encrypt and to decrypt the relevant data cannot be

provided in practice.
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COPYThi s being so, a typical nobile commerce
transacti on devel oped on a nobile device is
Wo Rdoasssssg ed in Figure 1. In such an appli cat i REI/IB2009/005566
mul ti pl e nobile devices, in this instance cellular
tel ephones (A), are prOV|ded wherei n communi cation is
enabled via a wireless networR (B) with sel ected
webpage servers (C) of multiple suppliers, such as
online stores or bookln? applications. In order to
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20  typically in accumulated batches of transactions.

Such applications are typically complicated pieces of development, but it is
obviously necessary to ensure the integrity of the application. Every
application on the mobile device that needs to capture payment will require
25  the same functionality to capture the payment details, securely transmit the
data to a backend system and then to integrate and pass these details to a
payment engine or financial switch to perform the transaction. This is a
substantial duplication of code both on the mobile device and the backend
server. Of course, it is to be remembered that mobile devices have a limited
30 amount of electronic capacity for processing and storing data.

e
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amount of electronic capacity for processing and
storing data. P1825PCO0Mbi | ePaynent

WQO®9NBBASL2Fur t her nore, paynent details from oPCT/H2009/005566
stores ultimately go through a financial switch (e.g.
Visa or Mastercard etc). These transactions enter the
swtch in the country of the ohline store and not the
country of the user nmaking the paynent. As a result

these transactions are nornally not cond n real
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for goods or services purchased over the Internet
therefore represents a serious technical problemthat

exi §irgds THH PR MRS mB&E o enhance the security of electronic
20 payments and in recent times a cellular telephone based payment system by
the name of MOBILLCASH™ has been introduced that avoids the problem
by adding payments to the actual cell phone account. However, this solution
may well be unacceptable to cellular telephone service providers in that their
responsibility of securing payments of their accounts is substantially
25 increased and the addition of service functions outside of the provision of a

telephone service may not be acceptable.

Payment for goods or services purchased over the Internet therefore
represents a serious technical problem that existing solutions have not been
30 able to overcome to a satisfactory extent and in a satisfactorily secure

manner.
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able to overcone to a satisfactory extent and in a
satisfactorily secure nmanner. V Pl

W@28PaeBbbi | ePaynment 2009/ 05/ 120BJECT OF THE PCNEBID0IDNSS66
It is an object of this invention to provide a nobile
commer ce paynent system and conponents thereof that
avoi d at |east sone of the di advant ages of the
eX| sti ng payrrent systens that are outlined above.

OF THE I NVENTION I n accordance with one aspect
of QEHEQT@EHHEOWVEMT'QNS provi ded a nobile conmerce

systemin which nmultiple wireless nobile
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of selected transactions involving a paynent for goods

or SUMMARY QRIHEhN\EENTION: nobil e device is
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is transmtted'to the financial institutiqn, and
pay gemgmerce system being characterized in that the mobile’ deV|ce further has a
second application (herein termed mobile payment application) adapted to
20 interact with the first application to receive data as to a payment required to
conclude a transaction conducted by way of a commercial webpage server
by way of the first application, to process such data to cause the creation of
an instruction to the financial institution to make a payment to a payee
designated by way of such data with the instruction being encrypted utilizing
25 the unique electronic identification and processing circuit, wherein the
encrypted instruction is transmitted to the financial institution, and a payment

report is received from the financial institution.

Further features of the invention provide for the communications device to be
30 a mobile telephone, in particular a celiular telephone; for the unique
electronic identification and processing circuit to be that of a subscriber

identity module (SIM) card that typically has at least one unique encryption
P1825PC00MobilePayment 2009/05/12



report is received fromthe financial institution.
Further features of the invention provide for the

W@ 0opshsest i ons device to be a nobil e tel ephoneCT/IBR009/005566
particular a cellular tel ephone; for the unique
el ectronic identification and processing circuit to be
that of a subscriber identity hodule (SIM card that
typically has at | east one uni que encryption
P1825PC00Mobi | ePaynent 2009/ 05/ 12key enbedded therein
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al seepepvi desociatembpayreert@myinei cat i ons devi ce adapt ed
to operate as a nobile device in a systemas defined
above. The invention still further provides a nethod

of meefpuentts alsseptovidesr irmrﬂolleommohiaiatidrrsade‘aceianiapted to
usi n mruni cat i on devi c %g has a uni que

a nobile
18] e OPPGHE @SiadBﬂ?F JVigs 187 SY§ %?%98 ¥Pr cui t
cagaalhe of enﬁryptl ng data utilizing an encryption key
an erein the npbile dey] has a f I ti
pr oVingi IRYERigRN Rl Suftnes, Proy| 8rﬁ‘r€fe§h%ﬂ t@%’%%@g %é??afé:ﬂ"gg online
for BHMAeRS tlaRdhctionClisifts at H@bﬁ@%@ﬁﬁﬁur@éat@ﬂh Qﬂa&/&!é that has a
transactions involving a paynent faor goo S or

and UnisiiecsIAC9MIC IHARHNGA9B ANCL PTOSSFSHa lé%%ﬁ%ﬂ’%b gﬁﬂ@%rp““g
150 %@%ﬁﬁzlﬁ%%ﬂn&ﬂéﬂptfohwgﬁd Qherdif th€ dhobileNBevde has a first

comuni cat | financial institution, the nethod
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whi ‘mdeop%\‘ﬂgﬂﬁy e%aﬁféﬁu’ror %Gnduct financial transactions in real time by
20 communication with a financial institution, the method comprising the steps of
operating the wireless mobile communications device to connect to a
commercial webpage server offering goods or services in exchange for
payment therefor, selecting goods or services for which payment is required
thereby initiating a transaction, and receiving information as to payment
25  required, the method being characterized in that a second application (mobile
payment application) resident on the communications device is adapted to
interact with the first application to receive data containing information as to
the payment required to conclude the transaction initiated by way of the
commercial webpage server utilizing said first application, processing such
30 data to cause the creation of an instruction to the financial institution to make
a payment to a payee designated by way of such data wherein the instruction

is encrypted utilizing the unique electronic identification and processing
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thereby initiating a transaction, and receiving
information as to paynent required, the nethod being

W@ b@p/asases i zed in that a second application (neUi/IB2009/005566
paynment application) resident on the comuni cations
device is adapted to interact with the first
application to receive data céntaining information as
to the paynment required to conclude the transaction
initiated by way of the conmercial webpage server
ut i tlrczjitnyhgmnm er encrypledi batrvelien |y drassiitiRg dachheqdpancial

to fﬁ@f&ﬁﬁ | ngf[r%aﬁ'l'oﬂfb ehma Lﬁglcﬁﬁéﬁéjeéw@é‘ Ay Eriféyment report is

financr ar Irtution aynent pay

desiegabred dytie wa:,bnefcommml@apas dﬁé@%frﬁmt th@ fmﬁ@,@lalue%tl’%twn
Is encrypted utilizing the unique electronic
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200BuGEr featires of thanmatimidnott the isyentipptwitl hengvita appayant from

ist the financial institution fromthe
rmbYV ngﬁ‘fﬁ‘éﬁtl %bé)tgfeons device, and a paynent report is
received by the nobile cormunl cations device fromthe

fin nC| tut i on I t
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fully understood an expanded description thereof
190l 1ows with reference to the acconmpanyi ng draw ngs.

BRI BRIEEBESERIFGNONFOF REEDBPRAINNNGS n t he drawi ngs: -
Figure 1 is a schematic illustration of a comon prior
art systemfor the paynent of goods and services in a
nobid ;eCPINRIGEe situation; and, Figure 2 is a simlar
illustration of a system accord| ng to the invention.
DETAI LED DESCRI PTI ON W TH REFERENCE TO THE DRAW NGS I n

1"’5__t S Nosfiggidp! e Jé ARLRERA AN LS atioANt R 8omhlonspricrtaetsystem for
igure 27 a nobile conmerce system according to the

i nvention may i the pameril ofi qgogs\,qqdequgglges in @ mobile commerce
situation; and,

Figure 2 is a similar illustration of a system according to the

20 invention.
DETAILED DESCRIPTION WITH REFERENCE TO THE DRAWINGS

In its most simple implementation, and as illustrated in Figure 2, a mobile
25 commerce system according to the invention may include multiple wireless
mobile communications devices, in this instance cellular telephones (1), each
having a unique electronic identification and processing circuit capable of
encrypting data utilizing an encryption key, in this instance in the form of a
SIM card (2). As will be apparent to those skilled in the art the SIM card has
30 at least one encryption key loaded onto it at factory level for the encryption of
personal identification numbers (PINs) and, in this instance, payment details
generated by the mobile payment application. The SIM card can thus be
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nmobi | e communi cati ons devices, in this instance

cellular tel ephones (1), each having a uni que
web@ernsssws c i dentification and processing cir ceCT/IB2009/005566

capabl e of encrypting data utilizing an encryption

key, in this instance in the formof a SIMcard (2).

As will be apparent to those skilled in the art the

SIM card has at | east one encryption key | oaded onto
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20 interact with the first application to receive data as to a payment required by
a commercial webpage server (4) for completion of a transaction
implemented by way of the first application. Such interaction may take place
by way of a plugin written for the browser that connects to the mobile device
in any suitable or appropriate manner. The mobile payment application is

25 adapted to process such data to create an instruction to the financial
institution to make a payment to a payee designated by the webpage server
and to encrypt the instruction utilizing the encryption key present in the SIM
card so that an encrypted instruction is transmitted to a co-operant backend
server (5) that operates in concert with a financial institution (6). This is done

30 by using the 3DES algorithm and a key that was earlier provisioned onto the
SIM by the mobile operator.

P1825PC00MobilePayment 2009/05/12



by way of a plugin witten for the browser that

connects to the nobile device in any suitable or
W@ppeosssiat e manner. The nobil e paynent appl i cRCT/TBR0092005566

adapted to process such data to create an instruction

to the financial institution to nmake a paynent to a

payee desi gnated by the webpade server and to encrypt

the instruction utilizing the encryption key present

in the SIMcard so that an encrypted instruction is
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20
The payment application associated with the backend server is adapted to
send a payment report, either successful or unsuccessful, to the relevant
mobile device and the mobile payment application on the mobile device, if
the payment is successful, is adapted to transmit a payment report to the

25 webpage server in order to conclude the transaction.

As an alternative, or in addition, the backend server could be adapted to
transmit a successful payment report directly to the webpage server in order
to enhance the confidence in the report.

30
It will be understood that by having a single mobile payment application that

performs the payment portion of the transaction, for example, an on-line store
P1825PC00MobilePayment 2009/05/12



nobi | e paynment application to the cooperant backend
server. The paynment application associated with the
whawraesstsserver i s adapted to send a paynent rREDIB2009/005566
ei ther successful or unsuccessful, to the rel evant
nobi | e devi ce and the nobile paynent application on
the nobile device, if the payﬁ%nt is successful, is
adapted to transnit a paynent report to the webpage
server in order to conclude the transaction. Q% an rt
al t @ brakingsapriication. A atteh APPICAEOTSRARAIRG "S¥RPE O LBOTEF! © 2
be eéiﬁﬁérﬁderﬁgﬁné IR A EiaR sWHEH: € SyUdumiesiig lof lceperis thus also
directly to the webpage server in order to enhance the
conelirdieated- in the report. It will be understood that
by having a single nobile paynent application that
perforns the paynent portion of the transaction,

for
exahil 8irthen tba-dizeel beandineistase SpEooiingarelieafiep s reduced by
200 - bgeglﬂ]' h CRdd ichfiérl.€T A singl t
app%%@é@%%ﬁéear H%? g@g%?ﬁgghggec%ﬂﬁgct to a,gggﬁeﬁ?ymen
engapglication ohhig inature tihat &l thaepling ploresa@nd Roelfing sysiems can

th i1 i1 i th
M e G
renmovi ng the paynent portion fromthe application. A

i ngl e paynment plicati of ' . ,
B RPHBEC REPBAGE, A syl EEOIS \0heShlof wi
r edgemniumcato adith a dmckérsd applkation tired resides dén dles iuser’s country
is further to be.noted that -a e ' ;

i nv@ntitegeare s! iﬁ?ﬂﬁ?‘é‘éﬂ“ﬁa%ﬁﬁ@gb@fﬁéﬁ%ﬁ Lr&%lr%g toi? gﬁeckmg

t hatyseesaldeses ahd beerUBIRSs. SAlsouindrispactiond ¢dreluetedr sing a system

signifjcant advantages to.this, .partjcularly in t s

of OhdBRi MyeTLLt BA Q%C(‘@grl%d:&u&é rrea‘ j tﬁr&%y obvidtiRg any
15" aREAGIficdN Sssonled tvith visdseguentsoleaiy of batthes of accumulated

i nvention can be carried out in real time thereby

obvit@p#JioRAy di fficulties associated w th subsequent
clearing in batches of accunul ated transactions. It

wi || be understood that nunerous variati ons na Pe
madét wil %ugggqsgpﬁd that numerous variations may be made to be system

described above without departing from the scope hereof.
20
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descri bed above wi thout departing fromthe scope
hereof. Pl 825PCO0Mobi | ePaynent 2009/ 05/ 12CLAIMS: 1. A
Worewohzsseomer ce systemin which nultiple w r eP@BB2009/005566
nobi | e communi cati ons devi ces (nobile devices) (1)
each has a unique electronic identification and
processing circuit (2) capabl 8%of encrypting data
utilizing an encryption key and wherein each nobile
device has a first application providing connectivity
to EbMMBei al webpage servers (4) for purposes that
i ncl ude the conduct of selected transactions involving
a paynment for goods or services and wherejn the nobile

devilce iA MePIPeROIBAENSE esvsneding Wighdubliple Y4rRiesy mobile

transact ionSuhRafiGRl delitBs hdbRETAEVICERS | (@ adchhha@s a unique
financial 1nstitution, the nobile commerce system

bei ng cheleeltenie i dentifieationatandneraeassing daferte (Bur ¢araple of
has a se pl i i i r IHefeiR BEER Thobil
appl i cat ?ﬁgptg@a%%tgghﬂlgﬂg %?@dg?ptvkﬁtﬁ@%ijﬁlg@wﬂf getlﬁ o |'e
appl i cat devica das ez dirsteapiplicatiors previding ssanegetivitygta eegmercial
to concl t ' :

S voor s YEBohl U831 B9 sBRAUE YER .0 Qonct o slcta
appl i cat framsactionpirvobigy symynmeat fort goasisureseriises and wherein

reation,of an.instructjo fi | Al : ;
1fir i 1 ot 1M MEDIRnARIIES dgyﬁg%ﬁe'{%ﬂgy pé]a%’géogé%i conduct, fipancial
way of strgmsatttives in tdal tilme bynsdimmaonicetivrowitha frencigbinstitution,

utilizing the uni que el ectronic .identif] ' d .
o ocess! i BEPE FBTtes S AoR S hO ERblActREH 30 A8 tns, obile
I's transagdicediuttbet sk ianaecorad a'\ﬁrgﬁt:?t_tamt i(b&_melirartdrmed mobile
aynment report, is receive r the fin al.. -
PRYLT tut PRINeR AR et . LS pet B 08 frsh apafcption to
16l ai m 1 jdreidi ghtat BE 1BOATPHYNER i regSirate o adnicitide attrisaction
tel ephone. 3. A nobile comrerce. ? sLem as cl allorred [ ? )
ei t her ofendcted by way pf grcopnmeycial webpage server by way o the first

application, to process such data to cause the creation of an
instruction to the financial institution to make a payment to a payee
designated by way of such data with the instruction being encrypted
20 utilizing the unique electronic identification and processing circuit,
wherein the encrypted instruction is transmitted to the financial
institution, and a payment report is received from the financial

institution.

25 2. A mobile commerce system as claimed in claim 1 in which the

communications device is a mobile telephone.

3. A mobile commerce system as claimed in either one of claims 1 or 2 in

which the unique electronic identification and processing circuit is that

30 of a subscriber identity module (SiM) card (2) that has at least one
unique encryption key embedded therein.
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whi ch the uni que el ectronic identification and

processing circuit is that of a subscriber identity
wore@al1sss¢sSl M card (2) that has at | east one uPECTIB2009/005566

encryption key enbedded therein. Pl

825PCO00Mobi | ePaynent 2009/05/1 24. A nobile comerce

systemas clained in any one dft the preceding clains

in which the webpage server is associated with the

Wrld Wde Web. 5. A nobile commerce system as cl ai ne

in &ny ofenepile ﬁ@nme&,eemﬁ@n@a?lﬁm%"\m%ﬁn?wé ’f%@r%’d'”g

payment appld fakhion tHeowasiet@rid id é@éb%mtéd @ith the World Wide

successqu payment report to the webpage server or

associ at ebpaynent engine to conplete the transaction.

6. A nobile conmerce systemas clainmed in any one of

the preceding clains in which the systemis such that
fhe5f i naAdhabile pemimtencd system aass alpimechinsary @5¢fafithe preceding

paynent élgf?r?sr In BhichGhd Xwotoﬁe bgﬁxﬁﬁtb%ﬁﬂ@aﬁﬂ $Sda gfed to transmit

associ at paynent eng € conmmuni cat 1 ons
devi ce adaptcedssfol ppmmterwsrtatonﬂibl ivebpagansaiveatdroassociated

device in_a Sy ste e of the
pr ecedi nB el tn?g%%&%h@%ggq %%%'@r?m ng a secure
onI|ne commer ci al transactlon using a nobile
ni cati ogfF devi ce that has a uni gue el ectr
o5 g

ok i 1 RaPBle ST ot SELPRG PP ML a4 g Grine preceding

aﬂcr ypti telﬁirﬁ@tlg ‘Iwhlcgl mengyﬁerrers:rsyapmmat ktag fimahcial institution
erein the ile device ha r ti

provi di n§aeYA| @tsiL\?F?ﬁﬁf ngecqogqsé W&@ﬁé&gﬁ%&’%@@%&’ server

for purpgpassdchaéd paghsstengie. conduct of sel ected

transactions involving a paynent for goods or services

and wherein the nobil e communi cati ons device is

l'SndQpendﬁ”?ﬂdbll@%tﬂgmbﬁtld?@ngékﬁée faddaprel & operate as a mobile
transactions in real tine by conmunication with a
fi nanci acomp¥tiqatiengflevice in"a system as claimed in any one of the

preceding claims.

8. A method of performing a secure online commercial transaction using

20 a mobile communications device that has a unique electronic
identification and processing circuit capable of encrypting data utilizing

an encryption key and wherein the mobile device has a first
application providing connectivity to commercial webpage servers for

purposes that include the conduct of selected transactions involving a

25 payment for goods or services and wherein the mobile
communications device is independently enabled to conduct financial
transactions in real time by communication with a financial institution,

the method comprising the steps of operating the wireless mobile
communications device to connect to a commercial webpage server

30 that offers goods or services in exchange for payment therefor,
selecting goods or services for which payment is required thereby

initiating a transaction, and receiving information as to payment
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the nethod conprising the steps of operating the

wi rel ess nobil e comuni cati ons device to connect to a
w@eovresssisml webpage server that offers goods oPCT/IB2009/005566

services in exchange for paynent therefor, selecting

goods or services for which paynent is required

thereby initiating a transactil@, and receiving

information as to paynment P1825PCO00Mobi | ePaynent

2009/ 05/ 12required, the nethod being characterized in

that a seequiedafhs metoddeinaneliaraetefizghiarthabpserend aerlication

resi dent ] i ; i ; Vice: | e
319 BB TREM AT GO B8 Sommuncatos
recei ve davigedoatiaptedrtg intafast mithitbe fiust applicationpteyiesaive data

of e cnmen g AR A3 A Hibher ikl i oo te

of the ¢ page server
appl i cat transagiioodeitisted dpysueyhofdiad aommercialseeligage server utilizing

creation of an instruction tao the fin i al .
Cnsti tut SOl 15t FRANEELOn, itherting 3tgh JaRE' Guse depregtin of an
way of sistrudadra tovies @handidiendtinsttonutot make iss payraentptoeal payee

utilizing the ique electronic identification.and
processi &S@P?ﬁe@i? W o iSHot ﬁ@gaewg'?%rf 4 m’?b'{"?tﬁﬂﬂ [SoFncrypted
isb_t :ransrmitmzi@gi thte_ uﬂiiqu% | dledirinid id(!je’tﬁﬂﬁbatwni andf pocesdieg circuit
nobi | e communi cati ons devjce, apd a ment, reporgf i .
Wocei ved WP et NeD FhIRERR oo THBYNRETS Rorine pinancial
fi nanci alindtiffifont f#6mOthe fobife EBEAAhiGiots aeVR, idhdCh gidyment
8 in which encryption of the data on the npbil ,

comuni caePYhds deceived by er Bbily QR"?’T‘P'}'F?@rIShaeYJFﬁ dipn the

el ect r onifgah8leNhédtigsH i on and processing circuit (2)
capabl e of encrypting data utilizing an encryption

key. 10. A nethod as clained in claim9 in which the

ni gye el | &5 | | i At ©Th RAh RNEAPESH B the data on th
fc&i r %i t @ﬁ#}ﬁa 0 blg%_ Qcﬁ@er rh| \gent i tnyﬁﬁodp_l e (eS|aMa on- ©
card (2) mokile reesmaunicatioss dewcenisyueifesiag yigilizing Keg unique
embedded eﬁé@foﬁ|cn'identification and processing circuit (2) capable of

encrypting data utilizing an encryption key.

20 10. A method as claimed in claim 9 in which the unique electronic
identification and processing circuit is that of a subscriber identity
module (SIM) card (2) that has at least one unique encryption key

embedded therein.
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