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CLAIMS 

 

1.  A computer-implemented method, comprising: 

receiving, at a service device, encrypted user data from a user device, wherein the 

encrypted user data is generated from user data that is encrypted in a trusted zone of the user 5 

device; 

decrypting, in a trusted zone of the service device, the encrypted user data by a first 

central processing unit (CPU) to obtain decrypted user data, wherein the trusted zone is 

located at the first CPU, and wherein the service device comprises the first CPU and second 

CPU; 10 

training, at the service device, a model by using the decrypted user data to determine a 

training intermediate value and a training effective representative value, wherein the training 

effective representative value is determined, by the second CPU, based on the training 

intermediate value; 

determining, by the second CPU, whether the training effective representative value 15 

satisfies a specified condition; and 

in response to determining that the training effective representative value does not 

satisfy the specified condition, iteratively adjusting a model parameter and training the model 

based on the adjusted model parameter until the training effective representative value 

satisfies the specified condition, comprising:  20 

sending, from the second CPU, the training effective representative value to 

the first CPU; and  

calculating, in the trusted zone of the first CPU, an updated model parameter 

based on the received training effective representative value and the decrypted user data. 

 25 

2.  The computer-implemented method of claim 1, wherein the user data is encrypted to 

generate the encrypted user data by using an encryption algorithm that can only be executed 

in the trusted zone of the user device, wherein the encrypted user data is decrypted by using 

an decryption algorithm that can only be executed in the trusted zone of the service device, 

and wherein the decryption algorithm corresponds to the encryption algorithm. 30 

 

3.  The computer-implemented method of claim 1, wherein the service device comprises a 

loader that defines the trusted zone. 
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4. The computer-implemented method of claim 1, wherein the encrypted user data can be 

received from multiple user devices; and wherein the encrypted user data received from 

different user devices is decrypted in trusted zones of different first CPUs. 

 5 

5.  The computer-implemented method of claim 1, wherein training the model at the service 

device comprises: 

receiving, at the first CPU, the model parameter from the second CPU; 

training, by the first CPU, the model to determine the training intermediate value 

based on the user data and the received model parameter; 10 

sending the determined training intermediate value to the second CPU; and 

determining the training effect representative value based on the received training 

intermediate value. 

 

6.  The computer-implemented method of claim 5, wherein there are multiple first CPUs, 15 

and wherein the model parameter received at each of the multiple first CPUs can be the same 

or can be different. 

 

7.  A non-transitory, computer-readable medium storing one or more instructions executable 

by a computer system to perform operations comprising: 20 

receiving, at a service device, encrypted user data from a user device, wherein the 

encrypted user data is generated from user data that is encrypted in a trusted zone of the user 

device; 

decrypting, in a trusted zone of the service device, the encrypted user data by a first 

central processing unit (CPU) to obtain decrypted user data, wherein the trusted zone is 25 

located at the first CPU, and wherein the service device comprises the first CPU and a second 

CPU; 

training, at the service device, a model by using the decrypted user data to determine a 

training intermediate value and a training effective representative value, wherein the training 

effective representative value is determined, by the second CPU, based on the training 30 

intermediate value;  

determining, by the second CPU, whether the training effective representative value 

satisfies a specified condition; and 
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in response to determining that the training effective representative value does not 

satisfy the specified condition, iteratively adjusting a model parameter and training the model 

based on the adjusted model parameter until the training effective representative value 

satisfies the specified condition, comprising:  

sending, from the second CPU, the training effective representative value to 5 

the first CPU; and  

calculating, in the trusted zone of the first CPU, an updated model parameter 

based on the received training effective representative value and the decrypted user data. 

 

8.  The non-transitory, computer-readable medium of claim 7, wherein the user data is 10 

encrypted to generate the encrypted user data by using an encryption algorithm that can only 

be executed in the trusted zone of the user device, wherein the encrypted user data is 

decrypted by using an decryption algorithm that can only be executed in the trusted zone of 

the service device, and wherein the decryption algorithm corresponds to the encryption 

algorithm. 15 

 

9.  The non-transitory, computer-readable medium of claim 7, wherein the service device 

comprises a loader that defines the trusted zone. 

 

10.  The non-transitory, computer-readable medium of claim 7, wherein the encrypted 20 

user data can be received from multiple user devices; and wherein the encrypted user data 

received from different user devices is decrypted in trusted zones of different first CPUs. 

 

11.  The non-transitory, computer-readable medium of claim 7, wherein training the model at 

the service device comprises: 25 

receiving, at the first CPU, the model parameter from the second CPU; 

training, by the first CPU, the model to determine the training intermediate value 

based on the user data and the received model parameter; 

sending the determined training intermediate value to the second CPU; and 

determining the training effect representative value based on the received training 30 

intermediate value. 

 

12.  The non-transitory, computer-readable medium of claim 11, wherein there are 
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multiple first CPUs, and wherein the model parameter received at each of the multiple first 

CPUs can be the same or can be different. 

 

13.  A computer-implemented system, comprising: 

one or more computers; and 

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more 

operations comprising: 

 receiving, at a service device, encrypted user data from a user device, wherein the 5 

encrypted user data is generated from user data that is encrypted in a trusted zone of the user 

device; 

 decrypting, in a trusted zone of the service device, the encrypted user data by a first 

central processing unit (CPU) to obtain decrypted user data, wherein the trusted zone is 

located at the first CPU, and wherein the service device comprises the first CPU and a second 10 

CPU; 

 training, at the service device, a model by using the decrypted user data to determine 

a training intermediate value and a training effective representative value, wherein the 

training effective representative value is determined, by the second CPU, based on the 

training intermediate value;  15 

 determining, by the second CPU, whether the training effective representative value 

satisfies a specified condition; and 

 in response to determining that the training effective representative value does not 

satisfy the specified condition, iteratively adjusting a model parameter and training the model 

based on the adjusted model parameter until the training effective representative value 20 

satisfies the specified condition, comprising:  

sending, from the second CPU, the training effective representative value to the 

first CPU; and  

  calculating, in the trusted zone of the first CPU, an updated model parameter 

based on the received training effective representative value and the decrypted user data. 25 

 

14.  The computer-implemented system of claim 13, wherein the user data is encrypted to 

generate the encrypted user data by using an encryption algorithm that can only be executed 
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in the trusted zone of the user device, wherein the encrypted user data is decrypted by using 

an decryption algorithm that can only be executed in the trusted zone of the service device, 

and wherein the decryption algorithm corresponds to the encryption algorithm. 

 

15.  The computer-implemented system of claim 13, wherein the service device 5 

comprises a loader that defines the trusted zone. 

 

16.  The computer-implemented system of claim 13, wherein the encrypted user data can 

be received from multiple user devices; and wherein the encrypted user data received from 

different user devices is decrypted in trusted zones of different first CPUs. 10 

 

17. The computer-implemented system of claim 13, wherein training the model at the service 

device comprises: 

receiving, at the first CPU, the model parameter from the second CPU; 

training, by the first CPU, the model to determine the training intermediate value 15 

based on the user data and the received model parameter; 

sending the determined training intermediate value to the second CPU; and 

determining the training effect representative value based on the received training 

intermediate value. 

 20 

18. The computer-implemented system of claim 17, wherein there are multiple first CPUs, 

and wherein the model parameter received at each of the multiple first CPUs can be the same 

or can be different. 




