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COMMUNICATION METHOD AND APPARATUS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No. 202010432218.X, filed with the China
National Intellectual Property Administration on May 20, 2020 and entitled "COMMUNICATION METHOD AND

APPARATUS", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] Embodiments of this application relate to the field of communication technologies, and in particular, to
a communication method and apparatus.
BACKGROUND

[0003] Vehicle to everything (vehicle to everything, V2X) is a key technology in an intelligent transportation
system, and is considered to be one of fields that have the most industry potential and most definite market
requirements in an internet of things system. Vehicle to everything is usually a communication network that provides
vehicle information by using sensors installed on vehicles, vehicle-mounted terminals, or the like, and implements
vehicle to vehicle (vehicle to vehicle, V2V) communication, vehicle to infrastructure (vehicle to infrastructure, V2I)
communication, vehicle to network (vehicle to network, V2N) communication, and vehicle to pedestrian (vehicle to
pedestrian, V2P) communication. Usually, in a V2X scenario, a communication link for direct communication
between a terminal and another terminal may be referred to as a sidelink (sidelink, SL), and an SL interface may be
referred to as a PC5 interface.

[0004] In new radio (new radio, NR) V2X, high-reliability services between terminals impose higher
requirements on communication quality. How to ensure correct communication between terminals is a problem that

needs to be resolved currently.

SUMMARY

[0005] Embodiments of this application provide a communication method and apparatus, to ensure correct
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communication between terminals.

[0006] According to a first aspect, an embodiment of this application provides a communication method,
including: A first terminal performs integrity protection verification on a received RRC message; and when the
integrity protection verification fails, an RRC layer of the first terminal sends a first indication and an identifier of a
second terminal to an application layer of the first terminal, where the first indication and the identifier of the second
terminal are used by the application layer to disconnect a unicast connection between the first terminal and the second
terminal.

[0007] Based on this solution, when the integrity protection verification performed by the first terminal on the
received message fails, the RRC layer of the first terminal may report the first indication and the identifier of the
second terminal to the application layer, to trigger the application layer to disconnect the unicast connection between
the first terminal and the second terminal. Because a processing mechanism for a case in which the integrity protection
verification on the received message fails is provided, correct communication between the second terminal and the
first terminal can be ensured. In addition, a cause why the integrity protection verification performed on the received
message fails is usually that an attacker tampers with some information in the RRC message. Therefore, in the method,
communication security can be ensured by disconnecting the unicast connection between the two terminals.

[0008] In a possible implementation method, the RRC layer of the first terminal disconnects an RRC connection
between the first terminal and the second terminal, where the first indication is an RRC connection disconnection
indication, which indicates that the RRC connection between the first terminal and the second terminal is disconnected.
[0009] Based on the foregoing solution, the RRC layer of the first terminal first disconnects the RRC connection
between the first terminal and the second terminal, and reports a disconnection result to the application layer, to trigger
the application layer to disconnect the unicast connection between the first terminal and the second terminal. This
helps implement correct communication between the first terminal and the second terminal.

[0010] In another possible implementation method, the first indication is an integrity protection verification
failure indication, which indicates that the integrity protection verification performed by the first terminal on the RRC
message received from the second terminal fails.

[0011] Based on the foregoing solution, the first terminal reports the integrity protection verification failure to
the application layer, to trigger the application layer to disconnect the unicast connection between the first terminal
and the second terminal. This helps implement correct communication between the first terminal and the second
terminal.

[0012] In a possible implementation method, the application layer of the first terminal updates a layer 2

identifier of the first terminal.
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[0013] Based on this solution, repeated attacks by an attacker can be prevented because the layer 2 identifier of
the first terminal is updated. Therefore, the communication security can be improved.

[0014] In a possible implementation method, the first terminal re-establishes the unicast connection to the
second terminal by using a new key.

[0015] Based on this solution, because the unicast connection is re-established by using the new key, the
communication security can be improved.

[0016] In a possible implementation method, the first terminal sends sidelink information to a network device,
where the sidelink information includes a second indication and the identifier of the second terminal, and the second
indication indicates that a radio link failure occurs on the unicast connection between the first terminal and the second
terminal and a failure cause is that the integrity protection verification performed on the RRC message received from
the second terminal fails.

[0017] Based on the foregoing solution, when the integrity protection verification performed by the first
terminal on the received RRC message fails, the first terminal may report the second indication and the identifier of
the second terminal to the network device. Because the processing mechanism for the case in which the integrity
protection verification on the received message fails is provided, the network device may check, based on the reported
information, a fault of the unicast connection between the first terminal and the second terminal. Therefore, the correct
communication between the second terminal and the first terminal can be ensured.

[0018] According to a second aspect, an embodiment of this application provides a communication method,
including: A first terminal performs integrity protection verification on a received RRC message; and when the
integrity protection verification fails, the first terminal sends sidelink information to a network device, where the
sidelink information includes a second indication and an identifier of the second terminal, and the second indication
indicates that a radio link failure occurs on a unicast connection between the first terminal and the second terminal
and a failure cause is that the integrity protection verification performed on the RRC message received from the second
terminal fails.

[0019] Based on the foregoing solution, when the integrity protection verification performed by the first
terminal on the received RRC message fails, the first terminal may report the second indication and the identifier of
the second terminal to the network device. Because a processing mechanism for a case in which the integrity protection
verification on the received message fails is provided, the network device may check, based on the reported
information, a fault of the unicast connection between the first terminal and the second terminal. Therefore, correct
communication between the second terminal and the first terminal can be ensured.

[0020] According to a third aspect, an embodiment of this application provides a communication method,
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including: An application layer of a first terminal sends a first indication to an access stratum of the first terminal after
the first terminal determines a new key, where the first indication indicates to re-establish a PDCP entity configured
to receive data or indicates that a PDCP layer can use the new key to process received data on a unicast connection,
the new key is used for communication on the unicast connection between the first terminal and a second terminal,
and the PDCP entity configured to receive data is associated with the unicast connection; and the application layer of
the first terminal sends a second indication to the access stratum of the first terminal after the first terminal receives
information ciphered by using the new key, where the second indication indicates to re-establish a PDCP entity
configured to send data or indicates that the PDCP layer can use the new key to process to-be-sent data on the unicast
connection, and the PDCP entity configured to send data is associated with the unicast connection.

[0021] "Indicating that a PDCP layer can use the new key to process received data on a unicast connection" may
also be understood as "indicating that the PDCP layer has a capability of processing the received data on the unicast
connection by using the new key".

[0022] "Indicating that the PDCP layer can use the new key to process to-be-sent data on the unicast connection"
may also be understood as "indicating that the PDCP layer has a capability of processing the to-be-sent data on the
unicast connection by using the new key".

[0023] Based on the foregoing solution, the application layer of the terminal may notify, at a corresponding time
point, the access stratum that the access stratum can start to use the new key to decrypt the received data, and notify,
at a corresponding time point, the access stratum that the access stratum can start to use the new key to cipher the data
that needs to be sent, so that correct communication between the first terminal and the second terminal can be ensured.
[0024] In a possible implementation method, that an application layer of a first terminal sends a first indication
to an access stratum of the first terminal after the first terminal determines a new key includes: After the first terminal
determines the new key and sends a security mode command message to the second terminal, the application layer of
the first terminal sends the first indication to the access stratum of the first terminal; or after the first terminal
determines the new key and determines that the new key can be used to process the received data on the unicast
connection, the application layer of the first terminal sends the first indication to the access stratum of the first terminal.
[0025] In a possible implementation method, that the application layer of the first terminal sends a second
indication to the access stratum of the first terminal after the first terminal receives information ciphered by using the
new key includes: After the first terminal receives a security mode complete message ciphered by using the new key,
the application layer of the first terminal sends the second indication to the access stratum of the first terminal; or after
the first terminal receives the information ciphered by using the new key and determines that the new key can be used
to process the to-be-sent data on the unicast connection, the application layer of the first terminal sends the second
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indication to the access stratum of the first terminal.

[0026] In a possible implementation method, the access layer is the PDCP layer; and that an application layer
of a first terminal sends a first indication to an access stratum of the first terminal includes: the application layer of
the first terminal sends the first indication to the PDCP layer of the first terminal; and that the application layer of the
first terminal sends a second indication to the access stratum of the first terminal includes: the application layer of the
first terminal sends the second indication to the PDCP layer of the first terminal.

[0027] In another possible implementation method, the access stratum is an RRC layer; that an application layer
of a first terminal sends a first indication to an access stratum of the first terminal includes: the application layer of
the first terminal sends the first indication to the PDCP layer of the first terminal through the RRC layer; and that the
application layer of the first terminal sends a second indication to the access stratum of the first terminal includes: the
application layer of the first terminal sends the second indication to the PDCP layer of the first terminal through the
RRC layer.

[0028] According to a fourth aspect, an embodiment of this application provides a communication method,
including: A first terminal receives a first data packet from a second terminal, where the first data packet carries a key
identifier, and a key corresponding to the key identifier is used for communication on a unicast connection between
the first terminal and the second terminal; and the first terminal discards the first data packet if the first terminal does
not store a key security context corresponding to the key identifier.

[0029] Based on the foregoing solution, after the first terminal receives the first data packet that carries the key
identifier, if the first terminal does not store the key security context corresponding to the key identifier, the first
terminal discards the first data packet. However, in a conventional technology, a parsing error is found only after the
first data packet is parsed and transmitted to an IP layer, and then the first data packet is discarded. It can be learned
that in the foregoing solution of this application, the data packet that cannot be parsed can be discarded in advance.
Therefore, correct communication between the terminal and another terminal can be ensured, and resource overheads
can be further reduced.

[0030] According to a fifth aspect, an embodiment of this application provides a communication apparatus. The
apparatus may be a first terminal, or may be a chip used in the first terminal. The apparatus has a function of
implementing any method in the first aspect to the fourth aspect and the possible implementations of the first aspect
to the fourth aspect. The function may be implemented by hardware, or may be implemented by hardware executing
corresponding software. The hardware or the software includes one or more modules corresponding to the function.
[0031] According to a sixth aspect, an embodiment of this application provides a communication apparatus,
including a processor and a memory. The memory is configured to store computer-executable instructions. When the
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apparatus runs, the processor executes the computer-executable instructions stored in the memory, so that the apparatus
performs any method in the first aspect to the fourth aspect and the possible implementation methods of the first aspect
to the fourth aspect.

[0032] According to a seventh aspect, an embodiment of this application provides a communication apparatus,
including units or means (means) configured to perform the steps of any method in the first aspect to the fourth aspect
and the possible implementation methods of the first aspect to the fourth aspect.

[0033] According to an eighth aspect, an embodiment of this application provides a communication apparatus,
including a processor and an interface circuit. The processor is configured to communicate with another apparatus
through the interface circuit, and perform any method in the first aspect to the fourth aspect and the possible
implementation methods of the first aspect to the fourth aspect. There are one or more processors.

[0034] According to a ninth aspect, an embodiment of this application provides a communication apparatus,
including a processor. The processor is configured to: be connected to a memory, and invoke a program stored in the
memory, to perform any method in the first aspect to the fourth aspect and the possible implementation methods of
the first aspect to the fourth aspect. The memory may be located inside or outside the apparatus. In addition, there are
one or more processors.

[0035] According to a tenth aspect, an embodiment of this application further provides a computer-readable
storage medium. The computer-readable storage medium stores instructions. When the instructions are run on a
computer, a processor is enabled to perform any method in the first aspect to the fourth aspect and the possible
implementation methods of the first aspect to the fourth aspect.

[0036] According to an eleventh aspect, an embodiment of this application further provides a computer program
product. The computer product includes a computer program. When the computer program runs, any method in the
first aspect to the fourth aspect and the possible implementation methods of the first aspect to the fourth aspect is
performed.

[0037] According to a twelfth aspect, an embodiment of this application further provides a chip system,
including a processor. The processor is configured to perform any method in the first aspect to the fourth aspect and

the possible implementation methods of the first aspect to the fourth aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0038] FIG. 1 is a schematic diagram of a network architecture to which an embodiment of this application is

applicable;
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[0039] FIG. 2 is a schematic diagram of a protocol stack according to an embodiment of this application;

[0040] FIG. 3 is a schematic flowchart of updating a key between two terminals in a unicast connection;
[0041] FIG. 4 is a schematic diagram of a communication method according to an embodiment of this
application;

[0042] FIG. 5 is a schematic diagram of another communication method according to an embodiment of this
application;

[0043] FIG. 6 is a schematic diagram of another communication method according to an embodiment of this
application;

[0044] FIG. 7 is a schematic diagram of another communication method according to an embodiment of this

application; and

[0045] FIG. 8 is a schematic diagram of a terminal according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0046] FIG. 1 is a schematic diagram of a network architecture to which an embodiment of this application is
applicable. The network architecture includes at least two terminals and at least one network device. Optionally, the
terminal may communicate with the network device through a wireless interface (for example, a Uu interface). The
terminals may communicate with each other through the network device; or may directly communicate with each
other, for example, communicate with each other through a PC5 interface between the terminals. A link between the
terminals may be referred to as a sidelink, a PC5 interface link, or an inter-terminal link.

[0047] The terminal (terminal) is a device having a wireless transceiver function. The terminal may be deployed
on land, and includes an indoor device, an outdoor device, a handheld device, or a vehicle-mounted device; or may be
deployed on a water surface (for example, on a ship); or may be deployed in the air (for example, on an airplane, a
balloon, or a satellite). The terminal may be a mobile phone (mobile phone), a tablet (pad), a computer having a
wireless transceiver function, a virtual reality (virtual reality, VR) terminal, an augmented reality (augmented reality,
AR) terminal, a wireless terminal in industrial control (industrial control), a wireless terminal in self driving (self
driving), a wireless terminal in remote medical (remote medical), a wireless terminal in a smart grid (smart grid), a
wireless terminal in transportation safety (transportation safety), a wireless terminal in a smart city (smart city), a
wireless terminal in a smart home (smart home), user equipment (user equipment, UE), or the like. Direct
communication is supported between terminals in embodiments of this application, and the direct communication

between the terminals may also be referred to as D2D communication.



10

15

20

25

30

[0048] The network device is a device that provides a wireless communication function for the terminal. The
network device includes but is not limited to a next generation NodeB (gNodeB, gNB) in 5th generation (5th
generation, 5G), an evolved NodeB (evolved NodeB, eNB), a radio network controller (radio network controller,
RNC), a NodeB (NodeB, NB), a base station controller (base station controller, BSC), a base transceiver station (base
transceiver station, BTS), a home base station (for example, a home evolved NodeB, or a home NodeB, HNB), a
baseband unit (baseBand unit, BBU), a transmission point (transmitting and receiving point, TRP), a transmission
point (transmission point, TP), a mobile switching center, or the like.

[0049] When 5G is independently deployed, a logical system of the network device may use a mode in which
a central unit (central unit, CU) and a distributed unit (distributed unit, DU) are separated. Based on configurations of
functions of a protocol stack, a CU-DU logical system may be classified into two types: a CU-DU separation
architecture and a CU-DU integrated architecture. For the CU-DU separation architecture, the functions of the protocol
stack may be dynamically configured and split. Some functions are implemented in the CU, and remaining functions
are implemented in the DU. To meet requirements of different split options, ideal and non-ideal transmission networks
need to be supported. An interface between the CU and the DU needs to comply with a 3rd generation partnership
project (3rd generation partnership project, 3GPP) specification requirement. For the CU-DU integrated architecture,
logical functions of the CU and the DU are integrated into a same network device, to implement all the functions of
the protocol stack.

[0050] With development of technologies, D2D communication and cooperative communication between
terminals are introduced into a 5G NR technology. An NR V2X standard already supports three types of sidelink
communication modes, including broadcast, multicast, and unicast. For an NR V2X unicast connection, in the standard,
ciphering and integrity protection are allowed for communication between two terminals in the unicast connection,
and updating of a key between the terminals is allowed. Unicast connection key updating is a process in which two
terminals on a sidelink update an integrity protection algorithm and a ciphering algorithm for data transmission. The
key updating is completed at respective PC5-S layers, and an updated key needs to be used by a packet data
convergence protocol (Packet Data Convergence Protocol, PDCP) entity at an access stratum (access stratum, AS).
[0051] FIG. 2 is a schematic diagram of a protocol stack according to an embodiment of this application. A
protocol stack of a terminal includes at least an application layer, a radio resource control (Radio Resource Control,
RRC) layer, a PDCP layer, a radio link control (radio link control, RLC) layer, a media access control (media access
control, MAC) layer, and a physical layer (PHY layer). The RRC layer, the PDCP layer, the RLC layer, the MAC
layer, and the PHY layer may be collectively referred to as belonging to an access stratum (AS).

[0052] The application layer, for example, includes a PC5-S layer or a V2X layer, and is configured to perform
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control at the application layer.

[0053] The RRC layer is configured to support functions such as radio resource management and RRC
connection control.

[0054] For definitions and functions of other protocol layers such as the PDCP layer and the RLC layer, refer
to descriptions in a conventional technology. Details are not described herein.

[0055] FIG. 3 is a schematic flowchart of updating a key between two terminals in a unicast connection. The
method includes the following steps.

[0056] Step 301: A first terminal sends a key update request message to a second terminal. Correspondingly, the
second terminal may receive the key update request message.

[0057] The key update request message is used to request to update a key of a unicast connection. The key
update request message may be, for example, a DirectRekeyRequest message.

[0058] The key update request message carries security capability information of the first terminal, a key update
request indication, and eight most significant bits of a new key identifier. The security capability information includes
a security algorithm that can be supported by the first terminal in the unicast connection. The security algorithm herein
includes an integrity protection algorithm and/or a ciphering algorithm.

[0059] It should be noted that, in a key update procedure between the first terminal and the second terminal, the
first terminal sends the key update request message to the second terminal to obtain a 256-bit new key, where the new
key may be identified by using an identifier of the new key (also referred to as the new key identifier). The new key
identifier has 16 bits, where the eight most significant bits are confirmed by the first terminal in advance, and eight
least significant bits are confirmed by the second terminal. The first terminal sends the eight most significant bits of
the new key identifier to the second terminal, and the second terminal sends the eight least significant bits of the new

key identifier to the first terminal, so that both the first terminal and the second terminal can obtain the new key

identifier.
[0060] Step 302: The second terminal selects a new security algorithm, and determines the new key.
[0061] The second terminal selects, based on the security capability information of the first terminal, an integrity

protection algorithm from the integrity protection algorithm supported by the first terminal, and/or a ciphering
algorithm from the ciphering algorithm supported by the first terminal. Then, the second terminal determines the new
key based on the selected integrity protection algorithm and/or the selected ciphering algorithm.

[0062] After determining the new key, the second terminal establishes a security context of the new key.
Subsequently, the second terminal may start to receive, from the first terminal, data ciphered by using the new key on
the unicast connection. Alternatively, it is understood that the second terminal enables a function of receiving, from
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the first terminal, data ciphered by using the new key on the unicast connection.

[0063] It should be noted that a plurality of unicast connections may be established between the first terminal
and the second terminal, and one key is used for each unicast connection. The new key negotiated between the first
terminal and the second terminal is for one of the unicast connections.

[0064] Step 303: The second terminal sends a security mode command message to the first terminal.
Correspondingly, the second terminal may receive the security mode command message.

[0065] The security mode command message may be, for example, a DirectSecurityModeCommand message.
[0066] The security mode command message carries indications/an indication of the new integrity protection
algorithm and/or the new ciphering algorithm selected by the second terminal, the security capability information of
the first terminal, and the eight least significant bits of the new key identifier.

[0067] Step 304: The first terminal determines the new key.

[0068] The first terminal first performs integrity verification on the received security mode command message,
and verifies the carried security capability information of the first terminal. When all verification results are correct,
the first terminal obtains the new key based on the new integrity protection algorithm and/or the new ciphering
algorithm indicated in the security mode command message and according to a key derivation method that is the same
as that used by the second terminal, where the new key is the same as the new key derived by the second terminal.
[0069] After determining the new key, the first terminal establishes a security context of the new key, determines
that data ciphered by using the new key may be subsequently received from the second terminal on the unicast
connection, and may cipher, by using the new key, data that needs to be sent to the second terminal on the unicast
connection. Alternatively, it is understood that the second terminal enables a function of receiving, from the first
terminal on the unicast connection, data ciphered by using the new key, and enables a function of ciphering, by using
the new key, data that needs to be sent to the second terminal on the unicast connection.

[0070] Step 305: The first terminal sends a security mode complete message to the second terminal.
Correspondingly, the second terminal may receive the security mode complete message.

[0071] The security mode complete message may be, for example, a DirectSecurityModeComplete message,
used to indicate that the first terminal has completed the key updating.

[0072] The second terminal performs integrity verification on the received security mode complete message.
When a verification result is correct, the second terminal confirms that the key of the first terminal is correctly updated.
[0073] After confirming that the key of the first terminal is correctly updated, the second terminal determines
that the new key can be subsequently used to cipher data that needs to be sent to the first terminal on the unicast
connection. Alternatively, it is understood that the second terminal enables a function of ciphering, by using the new
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key, data that needs to be sent to the first terminal on the unicast connection.

[0074] Step 306: The second terminal deletes a key security context corresponding to an old key.

[0075] After confirming that the key of the first terminal is correctly updated, the second terminal subsequently
sends data to the first terminal by using the new key, and therefore deletes the key security context corresponding to
the old key.

[0076] Step 307: The second terminal sends first signaling to the first terminal. Correspondingly, the first
terminal may receive the first signaling.

[0077] The first signaling is ciphered by using the new key.

[0078] Step 308: The first terminal deletes a key security context corresponding to the old key.

[0079] The first terminal parses the first signaling. If the first signaling can be correctly parsed, it indicates that
the first terminal can correctly receive data ciphered by using the new key. Therefore, the key security context
corresponding to the old key can be deleted.

[0080] It should be noted that step 306 may alternatively be performed after step 307.

[0081] In the foregoing process, the key updating between the first terminal and the second terminal is
implemented, and communication security can be improved.

[0082] For the foregoing key update procedure between the first terminal and the second terminal, at least the
following two problems exist:

[0083] Problem (1): During data reception and data sending, occasions on which the second terminal starts to
use the new key are different. Specifically, after determining the new key, the second terminal may start to receive,
from the first terminal, data ciphered by using the new key. However, after confirming that the key of the first terminal
is correctly updated, the second terminal determines that the new key can be used to cipher data that needs to be sent
to the first terminal. Occasions on which the second terminal starts to use the new key are different during data
reception and data sending. Therefore, how an AS of the second terminal learns of when the new key can be used to
cipher data that needs to be sent to the first terminal, and how the AS of the second terminal learns of when data
ciphered by using the new key can be received from the first terminal, to ensure correct communication between the
second terminal and the first terminal is a problem to be resolved.

[0084] Problem (2): Occasions on which the first terminal and the second terminal delete the key security
contexts corresponding to the old key are different. Refer to FIG. 3. The first terminal deletes the key security context
corresponding to the old key after step 307, and the second terminal deletes the key security context corresponding to
the old key after step 305. After deleting the key security context corresponding to the old key, the second terminal
may continue to receive data that is ciphered by using the old key and that is sent by the first terminal. Because
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procedures such as RLC entity re-establishment and MAC entity reset are not introduced in a sidelink key update
procedure, data that is ciphered by using the old key and that is received from the first terminal may include one or
more of data that is not completely transmitted in an RLC buffer, data that is not completely transmitted in a MAC
layer buffer, and data that is retransmitted due to a transmission failure. In this case, how the second terminal identifies
and processes the data ciphered by using the old key, to ensure correct communication between the second terminal
and the first terminal is also a problem to be resolved.

[0085] In addition, in a normal communication process after the first terminal and the second terminal complete
the key update procedure, the following problem may further occur:

[0086] Problem (3): The first terminal or the second terminal fails to perform integrity protection verification
on a received message. In this case, how the first terminal or the second terminal performs processing to ensure correct
communication between the second terminal and the first terminal is also a problem to be resolved.

[0087] To resolve the foregoing problems (1) to (3), embodiments of this application provide different
communication methods. It should be noted that a key (for example, an old key or a new key) mentioned in the
communication methods is for a specific unicast connection established between the first terminal and the second
terminal. Alternatively, it is understood that a plurality of unicast connections may be established between the first
terminal and the second terminal, and one key is used for each unicast connection.

[0088] To resolve the foregoing problem (1), an embodiment of this application provides a communication
method. The method is applicable to the first terminal and the second terminal, where the first terminal communicates
with the second terminal on a unicast connection.

[0089] As shown in FIG. 4, the method includes the following steps.

[0090] Step 401: After the first terminal determines a new key, an application layer of the first terminal sends a
first indication to an access stratum of the first terminal, where the first indication indicates to re-establish a PDCP
entity configured to receive data or indicates that a PDCP layer can process received data on the unicast connection
by using the new key. The new key is used for communication on the unicast connection between the first terminal
and the second terminal.

[0091] The first indication indicates that the PDCP layer can process the received data on the unicast connection
by using the new key, or may be understood as indicating that the PDCP layer can receive data ciphered by using the
new key, or may be understood as indicating that the PDCP layer has a capability of processing the received data on
the unicast connection by using the new key.

[0092] The first indication may be a capability indication that is of processing the received data by using the
new key and that is sent by the application layer of the first terminal to the access stratum of the first terminal, to
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trigger the application layer of the first terminal to use the new key and new integrity protection and ciphering
algorithms, so that the first terminal has a capability of processing the received data on the unicast connection by using
the new key. Alternatively, the first indication may be a re-establishment indication, sent by the application layer of
the first terminal to the access stratum of the first terminal, of the PDCP entity that is related to the unicast connection
and that receives data. The new key and the new integrity protection and ciphering algorithms are applied in a process
of re-establishing the PDCP entity that receives data, so that the first terminal has a capability of processing the
received data on the unicast connection by using the new key.

[0093] The PDCP entity configured to receive data is associated with the unicast connection between the first
terminal and the second terminal. Alternatively, it is understood that there may be a plurality of unicast connections
between the first terminal and the second terminal, and the PDCP entity configured to receive data is associated with
one of the unicast connections. When there are a plurality of unicast connections, different PDCP entities need to be
associated with different unicast connections.

[0094] The application layer of the first terminal may be a PC5-S layer or a V2X layer.

[0095] That an application layer of the first terminal sends a first indication to an access stratum may be, for
example, that the application layer sends the first indication to the PDCP layer. For another example, the application
layer may alternatively send the first indication to an RRC layer. After receiving the first indication, the RRC layer
may indicate the PDCP layer to re-establish the PDCP entity configured to receive data on the unicast connection.
Specifically, the PDCP entity that is configured to process the received data on the unicast connection by using the
new key is re-established, to be specific, the newly established PDCP entity decrypts the received data on the unicast
connection by using the new key.

[0096] In an implementation method, that after the first terminal determines the new key may be, for example,
that after the first terminal sends a security mode command message (for example, the message in step 303 in the
embodiment in FIG. 3) to the second terminal.

[0097] In another implementation method, that after the first terminal determines the new key may be, for
example, that after the first terminal receives a key update request message (for example, the message in step 301 in
the embodiment in FIG. 3) and determines, based on this, that the new key can be used to process the received data
on the unicast connection. That the first terminal determines that the new key can be used to process the received data
on the unicast connection may also be understood as that the first terminal can use an old key to process to-be-sent
data on the unicast connection and can use the new key to process the received data on the unicast connection.
[0098] Step 402: After the first terminal receives information (such as signaling (signaling), a message, or data)
ciphered by using the new key, the application layer of the first terminal sends a second indication to the access stratum
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of the first terminal, where the second indication indicates to re-establish a PDCP entity configured to send data or
indicates that the PDCP layer can use the new key to process to-be-sent data on the unicast connection.

[0099] The second indication indicates that the PDCP layer can use the new key to process the to-be-sent data
on the unicast connection, or may be understood as indicating that the PDCP layer can send data, on the unicast
connection, ciphered by using the new key, or may be understood as indicating that the PDCP layer can use the new
key to cipher and send data that needs to be sent on the unicast connection, or may be understood as indicating that
the PDCP layer has a capability of processing the to-be-sent data on the unicast connection by using the new key.
[00100]  Specifically, the second indication may be a capability indication that is of processing the to-be-sent data
by using the new key and that is sent by the application layer of the first terminal to the access stratum of the first
terminal, to trigger the application layer of the first terminal to apply the new key and the new integrity protection and
ciphering algorithms, so that the first terminal has a capability of processing the to-be-sent data on the unicast
connection by using the new key. Alternatively, the application layer of the first terminal may send, to the access
stratum of the first terminal, a re-establishment indication of the PDCP entity that is related to the unicast connection
and that sends data. In a process of re-establishing the PDCP entity that receives data, the new key and the new
integrity protection and ciphering algorithms are applied, so that the first terminal has a capability of processing the
to-be-sent data on the unicast connection by using the new key.

[00101] The PDCP entity configured to send data is associated with the unicast connection between the first
terminal and the second terminal. Alternatively, it is understood that there may be a plurality of unicast connections
between the first terminal and the second terminal, and the PDCP entity configured to send data is associated with one
of the unicast connections. When there are a plurality of unicast connections, different PDCP entities need to be
associated with different unicast connections.

[00102] It should be noted that the PDCP entity configured to send data and the PDCP entity configured to receive
data in this embodiment are associated with a same unicast connection.

[00103] That the application layer of the first terminal sends a second indication to the access stratum may be,
for example, that the application layer sends the first indication to the PDCP layer. Alternatively, the application layer
may send the second indication to the RRC layer. After receiving the second indication, the RRC layer may indicate
the PDCP layer to re-establish the PDCP entity configured to send data. Specifically, the PDCP entity that is used to
cipher and send, by using the new key, data that needs to be sent on the unicast connection is re-established.
[00104] In an implementation method, that after the first terminal receives the data ciphered by using the new
key may be, for example, that after the first terminal receives a security mode complete message (for example, the
message in step 305 in the embodiment in FIG. 3) from the second terminal.
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[00105] In another implementation method, that after the first terminal determines the new key, or that after the
first terminal determines that the new key can be used to process the to-be-sent data on the unicast connection may
be, for example, that after it is verified that the data ciphered by using the new key received from the first terminal is
correct and based on this, it is considered that the first terminal has confirmed the new key and established a security
context related to the new key. That the first terminal determines that the new key can be used to process the to-be-
sent data on the unicast connection may also be understood as that the first terminal can use the new key to process
the received data on the unicast connection and can use the new key to process the to-be-sent data on the unicast
connection.

[00106] It should be noted that the first terminal in the embodiment in FIG. 4 may be the second terminal in the
embodiment in FIG. 3, and the second terminal in the embodiment in FIG. 4 may be the first terminal in the
embodiment in FIG. 3.

[00107] In an implementation method, the first indication may also be referred to as a PDCP entity re-
establishment indication. When receiving the first indication, the PDCP layer re-establishes the PDCP entity. The
second indication may also be referred to as a PDCP entity re-establishment indication. When receiving the second
indication, the PDCP layer re-establishes the PDCP entity.

[00108] Based on the foregoing solution, the application layer of the terminal may notify, at a corresponding time
point, the access stratum that the access stratum can start to use the new key to decrypt the received data, and notify,
at a corresponding time point, the access stratum that the access stratum can start to use the new key to cipher the data
that needs to be sent, so that correct communication between the first terminal and the second terminal can be ensured.
[00109] In an implementation method, for the first terminal in the embodiment in FIG. 3 or the second terminal
in the embodiment in FIG. 4, after the terminal determines a new key, an application layer of the terminal sends a third
indication to an access stratum of the terminal, where the third indication indicates to re-establish a PDCP entity
configured to send data and re-establish a PDCP entity configured to receive data, or indicates that a PDCP layer can
use the new key to process to-be-sent data and received data on a unicast connection.

[00110] 1t should be noted that the PDCP entity configured to send data on the unicast connection and the PDCP
entity configured to receive data on the unicast connection are different PDCP entities.

[00111]  The third indication indicates that the PDCP layer can use the new key to process the to-be-sent data and
the received data on the unicast connection, or may be understood as indicating that the PDCP layer can use the new
key to cipher and send data that needs to be sent on the unicast connection, and can decrypt the received data on the
unicast connection by using the new key. In an implementation method, the third indication may also be referred to as
a PDCP entity re-establishment indication. When receiving the third indication, the PDCP layer re-establishes the
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PDCP entities.

[00112]  The application layer of the terminal may be a PC5-S layer or a V2X layer.

[00113] Thatan application layer of the terminal sends a third indication to an access stratum may be, for example,
that the application layer sends a first indication to the PDCP layer. For another example, the application layer may
send the third indication to an RRC layer. After receiving the third indication, the RRC layer may indicate the PDCP
layer to re-establish the PDCP entity configured to send data on the unicast connection and the PDCP entity configured
to receive data on the unicast connection.

[00114]  In an implementation method, that after the terminal determines the new key may be, for example, that
after the new key is determined and before a security mode complete message (for example, the message in step 305
in the embodiment in FIG. 3) is sent.

[00115] In another implementation method, that after the terminal determines the new key may alternatively be
that after the terminal determines that the new key can be used to process the to-be-sent data and the received data on
the unicast connection, for example, may be that after a security mode command message (for example, the message
in step 303 in the embodiment of FIG. 3) sent by the second terminal is received and verified to be correct, and based
on this, it is considered that the second terminal has confirmed the new key and established a security context related
to the new key.

[00116] To resolve the foregoing problem (2), an embodiment of this application provides a communication
method. The method is applicable to the first terminal and the second terminal, where the first terminal communicates
with the second terminal on a unicast connection.

[00117]  As shown in FIG. 5, the method includes the following steps.

[00118]  Step 501: The first terminal receives a first data packet from the second terminal, where the first data
packet carries a key identifier, and a key corresponding to the key identifier is used for communication on the unicast
connection between the first terminal and the second terminal.

[00119]  The first data packet is ciphered by using the key corresponding to the key identifier. For example, the
first data packet may be a PDCP data protocol data unit (protocol data unit, PDU) received from a lower layer by a
PDCEP entity that receives data, where the first data packet includes a control plane data packet and/or a user plane
data packet.

[00120] Normally, the first terminal stores a key security context corresponding to the key identifier. In some
cases, for example, in the key update procedure in the embodiment in FIG. 3, the first terminal also deletes the key
security context corresponding to the old key, and establishes the key security context corresponding to the new key.
[00121]  After the key security context corresponding to the old key is deleted, the first terminal may continue to

16



10

15

20

25

30

receive data ciphered by using the old key. For example, after deleting the key security context corresponding to the
old key, the second terminal in the embodiment in FIG. 3 may continue to receive data ciphered by using the old key.
[00122]  Step 502: The first terminal discards the first data packet if the first terminal does not store the key
security context corresponding to the key identifier.

[00123]  If the first terminal stores the key security context corresponding to the key identifier, the first terminal
receives and processes the first data packet. For example, the first terminal decrypts the first data packet by using the
key corresponding to the key identifier.

[00124]  Ifthe first terminal does not store the key security context corresponding to the key identifier, it indicates
that the first terminal and the second terminal once used the key corresponding to the key identifier. However, due to
some causes, for example, key updating, the first terminal deletes the key security context corresponding to the key.
Therefore, if the first terminal continues to receive the key security context corresponding to the key, the first terminal
cannot decrypt the first data. Therefore, the first terminal may discard the first data packet.

[00125]  For example, the first terminal in this embodiment may be the second terminal in the embodiment
corresponding to FIG. 3.

[00126] Based on the foregoing solution, after the first terminal receives the first data packet that carries the key
identifier, if the first terminal does not store the key security context corresponding to the key identifier, the first
terminal discards the first data packet. However, in a conventional technology, a parsing error is found only after the
first data packet is parsed and transmitted to an internet protocol (internet protocol, IP) layer, and then the first data
packet is discarded. It can be learned that in the foregoing solution of this application, the data packet that cannot be
parsed can be discarded in advance. Therefore, correct communication between the terminal and another terminal can
be ensured, and resource overheads can be further reduced.

[00127] To resolve the foregoing problem (3), an embodiment of this application provides a communication
method. The method is applicable to the first terminal and the second terminal, where the first terminal communicates
with the second terminal on a unicast connection.

[00128] A process of establishing the unicast connection between the first terminal and the second terminal is as
follows: The first terminal first establishes the unicast connection with the second terminal, and automatically
establishes an RRC connection between the first terminal and the second terminal after the unicast connection is
successfully established.

[00129] A process of disconnecting the unicast connection between the first terminal and the second terminal is
as follows: The first terminal first disconnects the unicast connection between the first terminal and the second
terminal, and automatically disconnects the RRC connection between the first terminal and the second terminal after
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the unicast connection is disconnected successfully.

[00130]  As shown in FIG. 6, the method includes the following steps.

[00131]  Step 601: The first terminal performs integrity protection verification on a received RRC message.
[00132] The RRC message in this step may also be referred to as a PC5-RRC message. The first terminal receives
the RRC message from the second terminal that establishes the unicast connection to the first terminal, and performs
integrity protection verification on the RRC message.

[00133]  Step 602: When the integrity protection verification fails, an RRC layer of the first terminal sends a first
indication and an identifier of the second terminal to an application layer of the first terminal, where the first indication
and the identifier of the second terminal are used by the application layer to disconnect the unicast connection between
the first terminal and the second terminal.

[00134]  The application layer herein may be a PC5-S layer or a V2X layer.

[00135]  After receiving the first indication and the identifier of the second terminal from the RRC layer, the
application layer of the first terminal disconnects the unicast connection between the first terminal and the second
terminal based on the first indication and the identifier of the second terminal. A cause why the integrity protection
verification performed on the received message fails may be that an attacker tampers with some information in the
received RRC message. Therefore, in the method, communication security can be ensured by disconnecting the unicast
connection between the two terminals.

[00136] Optionally, the application layer of the first terminal may alternatively update a layer 2 identifier (Layer
2 ID), namely, a MAC layer identity of the first terminal, to improve the communication security.

[00137]  Optionally, the first terminal may alternatively re-establish the unicast connection to the second terminal
by using the new key, so that the communication security is improved.

[00138] Based on this solution, when the integrity protection verification performed by the first terminal on the
received message fails, the RRC layer of the first terminal may report the first indication and the identifier of the
second terminal to the application layer, to trigger the application layer to disconnect the unicast connection between
the first terminal and the second terminal. Because a processing mechanism for a case in which the integrity protection
verification on the received message fails is provided, correct communication between the second terminal and the
first terminal can be ensured. In addition, a cause why the integrity protection verification performed on the received
message fails is usually that an attacker tampers with some information in the RRC message. Therefore, in the method,
the communication security can be ensured by disconnecting the unicast connection between the two terminals.
[00139]  For example, the following provides two different implementation methods of the first indication in step
602.
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[00140] Method 1: The first indication is an RRC connection disconnection indication.

[00141] The RRC connection disconnection indication indicates that the RRC connection between the first
terminal and the second terminal is disconnected.

[00142] To be specific, according to the method 1, after step 601, the first terminal first disconnects the RRC
connection between the first terminal and the second terminal, and then the RRC layer of the first terminal sends the
RRC connection disconnection indication and the identifier of the second terminal to the application layer in step 602.
If the application layer of the first terminal determines, based on the RRC connection disconnection indication, that
the RRC connection between the first terminal and the second terminal is disconnected, the application layer of the
first terminal is triggered to disconnect the unicast connection between the first terminal and the second terminal.
[00143] Method 2: The first indication is an integrity protection verification failure indication.

[00144]  The integrity protection verification failure indication indicates that the integrity protection verification
performed by the first terminal on the received RRC message fails.

[00145]  To be specific, according to the method 2, after failing to perform integrity protection verification on the
received RRC message in step 601, the RRC layer of the first terminal sends the integrity protection verification failure
indication and the identifier of the second terminal to the application layer of the first terminal in step 602. The
application layer of the first terminal disconnects the unicast connection between the first terminal and the second
terminal based on the integrity protection verification failure indication and the identifier of the second terminal. After
the unicast connection between the first terminal and the second terminal is disconnected, the RRC connection
between the first terminal and the second terminal is also automatically disconnected.

[00146] To resolve the foregoing problem (3), an embodiment of this application provides another
communication method. As shown in FIG. 7, the method includes the following steps.

[00147]  Step 701: The first terminal performs integrity protection verification on a received RRC message.
[00148] The RRC message in this step may also be a PC5-RRC message. The first terminal receives the RRC
message from the second terminal that establishes a unicast connection to the first terminal, and performs integrity
protection verification on the RRC message.

[00149]  Step 702: The first terminal sends sidelink information to a network device when the integrity protection
verification fails, where the sidelink information includes a second indication and an identifier of the second terminal.
[00150] In an implementation method, the second indication is an integrity protection verification failure
indication, which indicates that the integrity protection verification performed by the first terminal on the RRC
message received from the second terminal fails. Therefore, the network device learns that the integrity protection
verification performed by the first terminal on the RRC message received from the second terminal fails.
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[00151] In another implementation method, the second indication may alternatively indicate that a radio link
failure (Radio Link Failure, RLF) occurs on the unicast connection between the first terminal and the second terminal
and a failure cause is that the integrity protection verification performed on the RRC message received from the second
terminal fails. Therefore, the network device learns that the integrity protection verification performed by the first
terminal on the RRC message received from the second terminal fails.

[00152]  Optionally, after learning that the integrity protection verification performed by the first terminal on the
RRC message received from the second terminal fails, the network device may attempt to find an attacker, trigger an
alarm, or the like.

[00153] Based on the foregoing solution, when the integrity protection verification performed by the first
terminal on the received RRC message fails, the first terminal may report the second indication and the identifier of
the second terminal to the network device. Because a processing mechanism for a case in which the integrity protection
verification on the received message fails is provided, the network device may check, based on the reported
information, a fault of the unicast connection between the first terminal and the second terminal. Therefore, correct
communication between the second terminal and the first terminal can be ensured.

[00154] In the foregoing embodiment in FIG. 6 or the embodiment in FIG. 7, when the integrity protection
verification performed by the first terminal on the received RRC message on a control plane fails, a corresponding
processing method is provided. In another scenario, if the integrity protection verification performed by the first
terminal on a received user plane message fails, the first terminal may send sidelink information to the network device.
The sidelink information includes an integrity protection verification failure indication and the identifier of the second
terminal. In other words, after the first terminal fails to perform integrity protection verification on the received user
plane message, the first terminal is triggered to report, to the network device, the sidelink information that carries the
integrity protection verification failure indication and the identifier of the second terminal, so that the network device
learns that the integrity protection verification performed by the first terminal on the RRC message received from the
second terminal fails.

[00155]  Optionally, after learning that the integrity protection verification performed by the first terminal on the
user plane message received from the second terminal fails, the network device may attempt to find an attacker, trigger
an alarm, or the like.

[00156] Optionally, only when determining that a quantity of data packets discarded due to the integrity
protection verification failure on the user plane message reaches a preset threshold, the first terminal is triggered to
report, to the network device, the sidelink information that carries the integrity protection verification failure indication
and the identifier of the second terminal.
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[00157] Based on the foregoing solution, when the integrity protection verification performed by the first
terminal on the received user plane message fails, the first terminal may report the integrity protection verification
failure indication and the identifier of the second terminal to the network device. Because a processing mechanism for
a case in which the integrity protection verification on the received user plane message fails is provided, the network
device may check, based on the reported information, a fault of the unicast connection between the first terminal and
the second terminal. Therefore, correct communication between the second terminal and the first terminal can be
ensured.

[00158] It should be noted that the foregoing embodiments in this application may be separately implemented,
or may be implemented in combination with each other. Specifically, any two or more embodiments in the
embodiments respectively corresponding to FIG. 4 to FIG. 7 may be mutually combined for implementation.
[00159] It should be noted that, during specific implementation, the identifier of the second terminal in any one
of the foregoing embodiments of this application may be, for example, a layer 2 identifier, an IP address, or a subscriber
identity module (Subscriber Identity Module, SIM) of the second terminal.

[00160] FIG. 8 is a schematic diagram of a structure of a terminal according to an embodiment of this application.
The terminal is configured to implement the operations of the terminal (for example, the first terminal or the second
terminal) in the foregoing embodiments. As shown in FIG. 8, the terminal includes an antenna 810, a radio frequency
apparatus 820, and a signal processing part 830. The antenna 810 is connected to the radio frequency apparatus 820.
In a downlink direction, the radio frequency apparatus 820 receives, through the antenna 810, information sent by a
network device or another terminal, and sends the information sent by the network device or the another terminal, to
the signal processing part 830 for processing. In an uplink direction, the signal processing part 830 processes
information about the terminal, and sends the information to the radio frequency apparatus 820. After processing the
information about the terminal device, the radio frequency apparatus 820 sends processed information to the network
device or the another terminal through the antenna 810.

[00161]  The signal processing part 830 is configured to process data at each communication protocol layer. The
signal processing part 830 may be a subsystem of the terminal. The terminal may further include another subsystem,
for example, a central processing subsystem, configured to implement processing on an operating system and an
application layer of the terminal. For another example, a peripheral subsystem is configured to implement a connection
to another device. The signal processing part 830 may be a separately disposed chip. Optionally, the foregoing
apparatus may be located in the signal processing part 830.

[00162]  The signal processing part 830 may include one or more processing elements 831, for example, include
a main control CPU and another integrated circuit, and further include an interface circuit 833. In addition, the signal
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processing part 830 may further include a storage element 832. The storage element 832 is configured to store data
and a program. The program used to perform the method performed by the terminal device in the foregoing methods
may be stored or may not be stored in the storage element 832. For example, the program is stored in a memory outside
the signal processing part 830. When the program is used, the signal processing part 830 loads the program into a
cache for use. The interface circuit 833 is configured to communicate with an apparatus. The foregoing apparatus may
be located in the signal processing part 830. The signal processing part 830 may be implemented by a chip. The chip
includes at least one processing element and an interface circuit. The processing element is configured to perform
steps in any method performed by the foregoing terminal. The interface circuit is configured to communicate with
another apparatus. In an implementation, units for implementing the steps in the foregoing methods may be
implemented by scheduling a program by the processing element. For example, the apparatus includes a processing
element and a storage element. The processing element invokes a program stored in the storage element, to perform
the methods performed by the terminal in the foregoing method embodiments. The storage element may be a storage
element located on a same chip as the processing element, namely, an on-chip storage element.

[00163] In another implementation, a program used to perform the method performed by the terminal in the
foregoing method may be in a storage element located on a different chip from the processing element, namely, an
off-chip storage element. In this case, the processing element invokes or loads the program from the off-chip storage
element to the on-chip storage element, to invoke and perform the methods performed by the terminal in the foregoing
method embodiment.

[00164] In still another implementation, units in the terminal for implementing the steps in the foregoing methods
may be configured as one or more processing elements. These processing elements are disposed in the signal
processing part 830. The processing elements herein may be an integrated circuit, for example, one or more ASICs,
one or more DSPs, one or more FPGAs, or a combination of these types of integrated circuits. The integrated circuits
may be integrated together to form a chip.

[00165] The units for implementing the steps in the foregoing methods may be integrated together and
implemented in a form of a system-on-a-chip (system-on-a-chip, SOC). The SOC chip is configured to implement the
foregoing methods. At least one processing element and a storage element may be integrated into the chip, and the
processing element invokes a program stored in the storage element to implement the foregoing method performed
by the terminal. Alternatively, at least one integrated circuit may be integrated into the chip, to implement the foregoing
method performed by the terminal. Alternatively, with reference to the foregoing implementations, functions of some
units may be implemented by invoking a program by the processing element, and functions of some units may be
implemented by the integrated circuit.
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[00166] 1t can be learned that the foregoing apparatus may include at least one processing element and an
interface circuit. The at least one processing element is configured to perform any method that is provided in the
foregoing method embodiments and performed by the terminal. The processing element may perform some or all steps
performed by the terminal in a first manner, that is, by invoking a program stored in the storage element; or may
perform some or all steps performed by the terminal in a second manner, that is, by combining instructions and an
integrated logic circuit of hardware in the processing element. Certainly, some or all steps performed by the terminal
may be alternatively performed by combining the first manner and the second manner.

[00167]  As described above, the processing element herein may be a general-purpose processor, for example, a
CPU, or may be one or more integrated circuits, for example, one or more ASICs, one or more microprocessors DSPs,
one or more FPGAs, or a combination of at least two of these types of integrated circuits, configured to implement
the foregoing method. The storage element may be one memory, or may be a general term of a plurality of storage
elements.

[00168] A person of ordinary skill in the art may understand that "first", "second", "third", and various numbers
in this application are merely used for differentiation for ease of description, and are not for limiting the scope of
embodiments of this application or representing a sequence. The term "and/or" describes an association relationship
between associated objects and indicates that three relationships may exist. For example, A and/or B may indicate the
following three cases: Only A exists, both A and B exist, and only B exists. The character "/" generally indicates an
"or" relationship between the associated objects. "At least one" means one or more. At least two means two or more.
"At least one", "any one", or a similar expression thereof means any combination of these items, including any
combination of a single item (piece) or a plurality of items (pieces). For example, at least one (piece or type) of a, b,
or ¢ may indicate: a, b, ¢,aand b, aand ¢, b and c, or a, b, and ¢, where a, b, and ¢ may be singular or plural. The term
"a plurality of" means two or more, and another quantifier is similar to this.

[00169] It should be understood that sequence numbers of the foregoing processes do not mean execution
sequences in various embodiments of this application. The execution sequences of the processes should be determined
according to functions and internal logic of the processes, and should not be construed as any limitation on the
implementation processes of embodiments of the present invention.

[00170]  Aperson skilled in the art may clearly understand that, for the purpose of convenient and brief description,
for detailed working processes of the foregoing system, apparatus, and unit, refer to corresponding processes in the
foregoing method embodiments. Details are not described herein again.

[00171] In the several embodiments provided in this application, it should be understood that the disclosed
system, apparatus, and method may be implemented in other manners. For example, the described apparatus
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embodiments are merely examples. For example, the unit division is merely logical function division and may be
other division in actual implementations. For example, a plurality of units or components may be combined or
integrated into another system, or some features may be ignored or not performed. In addition, the displayed or
discussed mutual couplings or direct couplings or communication connections may be implemented through some
interfaces. The indirect couplings or communication connections between the apparatuses or units may be
implemented in electrical, mechanical, or other forms.

[00172]  The units described as separate parts may or may not be physically separate, and parts displayed as units
may or may not be physical units, in other words, may be located in one place, or may be distributed on a plurality of
network units. Some or all of the units may be selected based on actual requirements to achieve the objectives of the
solutions of embodiments.

[00173] In addition, functional units in embodiments of this application may be integrated into one processing
unit, or each of the units may exist alone physically, or two or more units may be integrated into one unit.

[00174]  All or some of the foregoing embodiments may be implemented by using software, hardware, firmware,
or any combination thereof. When software is used to implement the embodiments, all or a part of the embodiments
may be implemented in a form of a computer program product. The computer program product includes one or more
computer instructions. When the computer program instructions are loaded and executed on the computer, the
procedure or functions according to embodiments of this application are all or partially generated. The computer may
be a general-purpose computer, a special-purpose computer, a computer network, or another programmable apparatus.
The computer instructions may be stored in a computer-readable storage medium or may be transmitted from one
computer-readable storage medium to another computer-readable storage medium. For example, the computer
instructions may be transmitted from one website, computer, server, or data center to another website, computer, server,
or data center in a wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (DSL)) or wireless
(for example, infrared, radio, or microwave) manner. The computer-readable storage medium may be any usable
medium accessible by a computer, or a data storage device, such as a server or a data center, integrating one or more
usable media. The usable medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic
tape), an optical medium (for example, a DVD), a semiconductor medium (for example, a solid-state drive (solid-state
drive, SSD)), or the like.

[00175]  The various illustrative logical units and circuits in embodiments of this application may implement or
operate the functions by using a general-purpose processor, a digital signal processor, an application-specific
integrated circuit (ASIC), a field programmable gate array (FPGA) or another programmable logical apparatus, a
discrete gate or transistor logic, a discrete hardware component, or a design of any combination thereof. The general-
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purpose processor may be a microprocessor. Optionally, the general-purpose processor may alternatively be any
conventional processor, controller, microcontroller, or state machine. The processor may also be implemented by a
combination of computing apparatuses, such as a digital signal processor and a microprocessor, a plurality of
microprocessors, one or more microprocessors with a digital signal processor core, or any other similar configuration.
[00176]  Steps of the methods or algorithms described in embodiments of this application may be directly
embedded into hardware, a software unit executed by a processor, or a combination thereof. The software unit may be
stored in a random access memory (Random Access Memory, RAM), a flash memory, a read-only memory (Read-
Only Memory, ROM), an EPROM memory, an EEPROM memory, a register, a hard disk, a removable magnetic disk,
a CD-ROM, or a storage medium of any other form in the art. For example, the storage medium may connect to a
processor so that the processor may read information from the storage medium and write information to the storage
medium. Optionally, the storage medium may alternatively be integrated into a processor. The processor and the
storage medium may be disposed in the ASIC.

[00177] These computer program instructions may alternatively be loaded onto a computer or another
programmable data processing device, so that a series of operations and steps are performed on the computer or the
another programmable device, thereby generating computer-implemented processing. Therefore, the instructions
executed on the computer or the another programmable device provide steps for implementing a specific function in
one or more processes in the flowcharts and/or in one or more blocks in the block diagrams.

[00178] A person skilled in the art should be aware that in the foregoing one or more examples, functions
described in this application may be implemented by hardware, software, firmware, or any combination thereof. When
the functions are implemented by software, the foregoing functions may be stored in a computer-readable medium or
transmitted as one or more instructions or code in a computer-readable medium. The computer-readable medium
includes a computer storage medium and a communication medium, where the communication medium includes any
medium that enables a computer program to be transmitted from one place to another. The storage medium may be
any available medium accessible to a general-purpose or special-purpose computer.

[00179]  Although this application is described with reference to specific features and embodiments thereof, it is
clear that various modifications and combinations may be made to them without departing from the spirit and scope
of this application. Correspondingly, the specification and accompanying drawings are merely example description of
this application defined by the appended claims, and are considered as any of or all modifications, variations,
combinations or equivalents that cover the scope of this application. It is clearly that, a person skilled in the art can
make various modifications and variations to this application without departing from the scope of this application.
This application is intended to cover these modifications and variations of this application provided that they fall
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CLAIMS

What is claimed is:

1. A communication method, comprising:

performing, by a first terminal, integrity protection verification on a received radio resource control RRC message;
and

when the integrity protection verification fails, sending, by an RRC layer of the first terminal, a first indication
and an identifier of a second terminal to an application layer of the first terminal, wherein the first indication and the
identifier of the second terminal are used by the application layer to disconnect a unicast connection between the first
terminal and the second terminal.

2. The method according to claim 1, wherein the method further comprises:

disconnecting, by the RRC layer of the first terminal, an RRC connection between the first terminal and the
second terminal, wherein

the first indication is an RRC connection disconnection indication, which indicates that the RRC connection
between the first terminal and the second terminal is disconnected.

3. The method according to claim 1, wherein the first indication is an integrity protection verification failure
indication, which indicates that the integrity protection verification performed by the first terminal on the RRC
message received from the second terminal fails.

4. The method according to any one of claims 1 to 3, wherein the method further comprises:

updating, by the application layer of the first terminal, a layer 2 identifier of the first terminal.

5. The method according to any one of claims 1 to 4, wherein the method further comprises:

re-establishing, by the first terminal, the unicast connection to the second terminal by using a new key.

6. The method according to any one of claims 1 to 5, wherein the method further comprises:

sending, by the first terminal, sidelink information to a network device, wherein the sidelink information
comprises a second indication and the identifier of the second terminal, and the second indication indicates that a radio
link failure occurs on the unicast connection between the first terminal and the second terminal and a failure cause is
that the integrity protection verification performed on the RRC message received from the second terminal fails.

7. A communication method, comprising:

sending, by an application layer of a first terminal, a first indication to an access stratum of the first terminal after
the first terminal determines a new key, wherein the first indication indicates to re-establish a packet data convergence

protocol PDCP entity configured to receive data or indicates that a PDCP layer can use the new key to process received

27



10

15

20

25

30

data on a unicast connection, the new key is used for communication on the unicast connection between the first
terminal and a second terminal, and the PDCP entity configured to receive data is associated with the unicast
connection; and

sending, by the application layer of the first terminal, a second indication to the access stratum of the first terminal
after the first terminal receives information ciphered by using the new key, wherein the second indication indicates to
re-establish a PDCP entity configured to send data or indicates that the PDCP layer can use the new key to process to-
be-sent data on the unicast connection, and the PDCP entity configured to send data is associated with the unicast
connection.

8. The method according to claim 7, wherein the sending, by an application layer of a first terminal, a first
indication to an access stratum of the first terminal after the first terminal determines a new key comprises:

after the first terminal determines the new key and sends a security mode command message to the second
terminal, sending, by the application layer of the first terminal, the first indication to the access stratum of the first
terminal; or

after the first terminal determines the new key and determines that the new key can be used to process the received
data on the unicast connection, sending, by the application layer of the first terminal, the first indication to the access
stratum of the first terminal.

9. The method according to claim 7 or 8, wherein the sending, by the application layer of the first terminal, a
second indication to the access stratum of the first terminal after the first terminal receives information ciphered by
using the new key comprises:

after the first terminal receives a security mode complete message ciphered by using the new key, sending, by
the application layer of the first terminal, the second indication to the access stratum of the first terminal; or

after the first terminal receives the information ciphered by using the new key and determines that the new key
can be used to process the to-be-sent data on the unicast connection, sending, by the application layer of the first
terminal, the second indication to the access stratum of the first terminal.

10. The method according to any one of claims 7 to 9, wherein the access stratum is the PDCP layer;

the sending, by an application layer of a first terminal, a first indication to an access stratum of the first terminal
comprises:

sending, by the application layer of the first terminal, the first indication to the PDCP layer of the first terminal;
and

the sending, by the application layer of the first terminal, a second indication to the access stratum of the first
terminal comprises:
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sending, by the application layer of the first terminal, the second indication to the PDCP layer of the first terminal.

11. The method according to any one of claims 7 to 10, wherein the access stratum is an RRC layer;

the sending, by an application layer of a first terminal, a first indication to an access stratum of the first terminal
comprises:

sending, by the application layer of the first terminal, the first indication to the PDCP layer of the first terminal
through the RRC layer; and

the sending, by the application layer of the first terminal, a second indication to the access stratum of the first
terminal comprises:

sending, by the application layer of the first terminal, the second indication to the PDCP layer of the first terminal
through the RRC layer.

12. A communication method, comprising:

receiving, by a first terminal, a first data packet from a second terminal, wherein the first data packet carries a
key identifier, and a key corresponding to the key identifier is used for communication on a unicast connection between
the first terminal and the second terminal; and

discarding, by the first terminal, the first data packet if the first terminal does not store a key security context
corresponding to the key identifier.

13. A communication apparatus, comprising:

a unit configured to perform integrity protection verification on a received radio resource control RRC message;
and

a unit configured to: when the integrity protection verification fails, send a first indication and an identifier of a
second terminal to an application layer of the first terminal through an RRC layer of a first terminal, wherein the first
indication and the identifier of the second terminal are used by the application layer to disconnect a unicast connection
between the first terminal and the second terminal.

14. The apparatus according to claim 13, wherein the apparatus further comprises a unit configured to disconnect
an RRC connection between the first terminal and the second terminal by using the RRC layer of the first terminal,
wherein

the first indication is an RRC connection disconnection indication, which indicates that the RRC connection
between the first terminal and the second terminal is disconnected.

15. The apparatus according to claim 13, wherein the first indication is an integrity protection verification failure
indication, which indicates that the integrity protection verification performed by the first terminal on the RRC
message received from the second terminal fails.
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16. The apparatus according to any one of claims 13 to 15, wherein the apparatus further comprises a unit
configured to update a layer 2 identifier of the first terminal by using the application layer of the first terminal.

17. The apparatus according to any one of claims 13 to 16, wherein the apparatus further comprises a unit
configured to re-establish the unicast connection to the second terminal by using a new key.

18. The apparatus according to any one of claims 13 to 17, wherein the apparatus further comprises a unit
configured to send sidelink information to a network device, wherein the sidelink information comprises a second
indication and the identifier of the second terminal, and the second indication indicates that a radio link failure occurs
on the unicast connection between the first terminal and the second terminal and a failure cause is that the integrity
protection verification performed on the RRC message received from the second terminal fails.

19. A communication apparatus, comprising:

a unit for determining a new key;

aunit configured to: after the new key is determined, send a first indication to an access stratum of a first terminal
through an application layer of the first terminal, wherein the first indication indicates to re-establish a packet data
convergence protocol PDCP entity configured to receive data or indicates that a PDCP layer can use the new key to
process received data on a unicast connection, the new key is used for communication on the unicast connection
between the first terminal and a second terminal, and the PDCP entity configured to receive data is associated with
the unicast connection; and

a unit configured to: after information ciphered by using the new key is received, send a second indication to the
access stratum of the first terminal through the application layer of the first terminal, wherein the second indication
indicates to re-establish a PDCP entity configured to send data or indicates that the PDCP layer can use the new key
to process to-be-sent data on the unicast connection, and the PDCP entity configured to send data is associated with
the unicast connection.

20. The apparatus according to claim 19, wherein the apparatus further comprises a unit configured to: after the
new key is determined and a security mode command message is sent to the second terminal, send the first indication
to the access stratum of the first terminal through the application layer of the first terminal; or

a unit configured to: after the new key is determined and it is determined that the new key can be used to process
the received data on the unicast connection, send the first indication to the access stratum of the first terminal through
the application layer of the first terminal.

21. The apparatus according to claim 19 or 20, wherein the apparatus further comprises a unit configured to: after
a security mode complete message ciphered by using the new key is received, send the second indication to the access
stratum of the first terminal through the application layer of the first terminal; or
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a unit configured to: after the information ciphered by using the new key is received and the processing unit
determines that the new key can be used to process the to-be-sent data on the unicast connection, send the second
indication to the access stratum of the first terminal through the application layer of the first terminal.

22. The apparatus according to any one of claims 19 to 21, wherein the access stratum is the PDCP layer.

23. The apparatus according to any one of claims 19 to 22, wherein the access stratum is an RRC layer.

24. A communication apparatus, comprising:

a unit configured to receive a first data packet from a second terminal, wherein the first data packet carries a key
identifier, and a key corresponding to the key identifier is used for communication on a unicast connection between a
first terminal and the second terminal; and

a unit configured to discard the first data packet if the first terminal does not store a key security context
corresponding to the key identifier.

25. A communication apparatus, comprising a processor and a memory, wherein the memory is configured to
store computer-executable instructions; and when the communication apparatus runs, the processor executes the
computer-executable instructions stored in the memory, to enable the communication apparatus to perform the
communication method according to any one of claims 1 to 12.

26. A chip system, comprising:

a memory, configured to store a computer program; and

a processor, configured to invoke the computer program from the memory and run the computer program, to
enable a device on which the chip system is installed to perform the communication method according to any one of
claims 1 to 12.

27. A computer-readable storage medium, comprising a computer program, wherein when the computer program
runs on a computer, the computer is enabled to perform the communication method according to any one of claims 1
to 12.

28. A computer program product, wherein the computer program product comprises a computer program; and
when the computer program runs, the communication method according to any one of claims 1 to 12 is enabled to be
performed.

29. A communication system, comprising the communication apparatus according to any one of claims 13 to 18,
the communication apparatus according to any one of claims 19 to 23, or the communication apparatus according to
claim 24.

30. The system according to claim 29, wherein the system further comprises a second terminal.

31. The system according to claim 29 or 30, wherein the system further comprises a network device.
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