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DATA HEALTH MONITOR FOR FINANCIAL
INFORMATION COMMUNICATIONS NETWORKS

Inventors:  Christina Smith
Stephen J. H. Fletcher
Stephen G. Dale
FIELD OF THE INVENTION
The present invention relates to a data health monitor for financial information
communications networks which automatically detects problems in the delivery of real-time
financial information to client site computer systems, which problems may result in the use of non-
current financial information by the client site computer systems. Upon detection of a delivery
problem, the data heaith monitor according to the pwser-xt invention automatically alerts users at
the client site computer system that the financial information being used is not real-time and
automatically clears the alert when the used information becomes real-time. The data health
monitor according to the present invention automatically detects problems in the delivery of
financial data both from data sources to the communications network and within the
communications network itself. Through the use of open architecture, the da;ta health monitor
according to the present invention may be applied to a variety of cﬁént site applications including
a client site terminal with a display displaying the financial information and an indication whether
the information is real-time or stale.-
BACKGROUND OF THE INVENTION
Reuters delivers financial information from étqck exchanges and other markets throughout

the world to numerous client site computer systems using an extensive wide area network. The
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10  conmuni cati ons networks which automatically detects problens in the
delivery of real-tine financial information to client site conputer
systens, which problens may result in the use of non- current
financial information by the client site conputer systens. Upon detection
of a delivery problem the data health nonitor according to the
present invention autonmatically alerts users at the client site

conput er systemthat the financial, i fO{. hg Sel ng used is not real-tine
and 15 automatically clears t he AR P&r‘{' . i nformati on becones

real -tinme. The data health nmoni t or _accordi ng to t he present

i nvent i on firangighinformation deliveraddy thismeawarkiincludes figanaial data concerning instruments such
financial data both from data sources to the comruni cati ons network and

wi t hi n t heas stocks, barmls)fioréigia éxchangeniastraménts, tand cobmirioditiey Iwlichemay be thdexbaoross the
architecture, the data heal th nonitor according to the present

I nvention {@dbwi maﬂ&stxﬁtv?o %éﬁédcﬁtﬁﬁaﬁ’&al(ihétﬁiﬁenﬁ traBed BV th& hetWork id'edteld Bda

20 aclient site termnal w a display displaying the financial

| nformati Osnep%rrﬁ e &r}lty %ohlcﬁxe'tﬂﬂe %{\h seénreered onto the network from the financial exchange until it is

5  delivered to the client site computer systems. As trades are carried out on the various financial
exchanges, corresponding financial information concerning the financial instrument transactions
on the exchanges is delivered to numerous client sites worldwide in real time as updates to each
affected instrument.

Approximately 1.5 million financial instruments are updated in real time in the Reuters
10  worldwide network. All financial information should then be available in real time to all client
sites worldwide with an interest in the information. Thus, accurate, real-time updates to client
sites are important to the real-time display of financial information at the client sites. If the
displayed financial information is not current, users of the system may rely upon faulty information
in performing financial transactions, resulting in substantiﬂ finaricial losses. Furthermore, the
15  display of stale information by the client sites will reduce the users’ confidence in, and therefore
use of, the Réuters network.
Further, the types of financial instruments available to users is not fixed. Rather, the
number of financial instfuments' available is constantly growing. However, current systelﬁs are
. designed .to service one to few instrument types. By accommodating only a few instrument types,
20 designérs have optimized thé operation of these closed trading systems. However, as the variety
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the information is real-tine or stale. BACKGROUND OF THE

I NVENTI ON

Reuters delivers financial infornation from stock

exchanges and ot her markets throughout the world to nunerous client
site conputer systens using an extensive w de area network. The
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Application of Smith et al.
of instrument types increases, these closed systems become obsolete. Also, current systems are
designed to be used with specific devices and connections, again limiting their usefuiness in a

global environment where the predetermined system hardware and software norms may not be

available or desired. To this end, interaction between divergent operating systems has been

difficult. Further, current trading systems do not readily exchange information with other
applications (also referred to as host applications) running on a client site terminal, To this end,
the end user is relegated to manually transporting received trading information between
applications. However, manually transporting information fails to account for any change in the
health (or staleness) of the information. To this end, stale information can otherwise current
information as present in a user’s end application. For example, a spreadsheet calculating a
trader’s investment in an instrument may reflect erroneous information when the value of each
instrument changes over time and the spreadsheet is unaware of the changes. Accordingly, a need
exists to provide a system able to accommodate changing instrument types; operate within
different operating systems, and provide information to various other applications running on a
client site terminal.

SUMMARY OF THE INVENTION

In view of the risks and consequences associated with the display of stale (not real-time)
financial data by the Reuters financial information network, the data health monitor according to
the present invention provides a system for automatically detecting and identifying to the users of .

the network stale, non-current financial information. The data health monitor provides accurate
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financial information delivered by this network includes financial data
concerning instrunents such as stocks, bonds, foreign exchange

i nstrunments, and commodities which nmay be traded across the wor | d.
Wthin Reuters network, each financial instrunent traded over the network
Is treated as a separate entity fromthe tine it is entered onto the
network fromthe financial exchange until it is 5 delivered to the

client site computer systens. As tra 83udl S gar.hie[q’lout on the various
financi al . exchanges, corres | ﬂﬂ P Fu AT Fnf or mati on concerni ng

the financial jnstrupent transactigns . .. on the exchanges is del|vere
to nuner oudeteqtiogand ﬁ@gw| Qf\ﬂ”é“egi‘%"*abﬁ‘lﬁ“ﬂaﬂﬁ“ 1 ¢ tQ preyenthoth losses due to

af fected i nstrunent. Approximately 1.5 mllion financial

i nst r umentusenrediangsion stale; information andelossof user ee inthe Reyters findngial information
Al financial information should then be available in real tine to all

client netwoflt.t es worldwide with an interest in the informati on. Thus,

accurate, real-tinme updates to client
Also, the data health monitor according to the present invention is based on an open

5  system architecture wherein the data health monitor is designed to accommodate new financial
instruments. Additionally, the data health monitor according to the present invention is designed
to be system independent, so as to accommodate varying operating systems and associated
architectures. For example, the data health monitor accordmg to the present invention is cross-
platform enablgd so that, while a cﬁent site terminal may be running at least one variety of

10  operating systems, the client site terminal may still receive and process received information.
Contemplated operating systems include Windows 95 ™, Windows NT ™, Windows 3.1, from
Microsoft, OS/2 from IBM, the UNIX operating system and the Apple- Operating systems, and
the like. The program running on each client site terminal receives and interprets information from
the network so the information may be used locally, independent .of the operating system or

15 combination of hardware/software used. Further, the data health monitor according to the present
invention is constructed on an open application architecture which links received information
between applications. In the case of Microsoft Windows™ operating systems, the data health
monitor uses the DDE open data interchange format té enable the transportation of information
receive.via the data health monitor system to additiorial applications running on the client site

20 terminal. These additional. applications may include spreadsheét programs, &atabases including
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sites are inportant to the real-tine display of financial information at
the client sites. If the di spl ayed financial information is not
current, users of the systemmay rely upon faulty information in
perform ng financial transactions, resulting in substantial.financial

| osses. Furthernore, the 15 di splay of stale information by the client

sites will reduce the users' confi dence in, and therefore use of,
the Reuters network. P s of fi nanci al
instrunents available to users is %8 * t he number of

Syst s ar BOWIeEe biges MR BIGEELEds %8&3&%“ ' éhgr 0l ph%eq e FopeRamply rescived
acconmodating only a few instrunent types, 20 desi gners have optl m zed
t he oper at information lves deqortedctot amBixee) spreatshest pragram dby the Mibrosofd rGCasporation of
Redmond, WA) using DDE for various calculations. If the received information is stale (or
suspect), the spreadsheet is alerted to the staleness of the received information. In response, the
5  spreadsheet alerts the end user that at least some of the received information is stale. These alerts
may take the form of altered screen colors, flashing banners, and the like. In an alternative
embodiment, another application (other than the spreadsheet, or other end application) at the
client site terminal alerts the user that the received information is stale.
The data health monitor according to the present invention is contemplated to be capable
10  of detecting problems and/or delays in the delivery of financial information 1) from the financial
exchanges or other real-time financial information sources to the network and 2) within the
network itself. Moreover, in the present invention, each financial instrument may be individually
marked as stale based upon delivery problems or delays relating to the source of the financial
instrument data or problems within the portion of the network which delivers the financial
15 instrument data to the client site computer syétems.
A data health monitor in accordance with the present invention includes a processor for
receiving real-time financial data from a data source, formatting the real-time financial data to
include a data source identifier, and transmitting the formatted real-time financial data onto the

communications network. The data health monitor also includes a status code generator for

20 generatmg and transmitting a data source status code based upon the operating status of the data
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of instrument types increases, these closed systens becone
Al so, current systens are designed to be used with specific

devi ces and connections, again limting their usefulness in a gl obal
envi ronment where the predeterm ned system hardware and software nornms nay

not be

avail abl e or desired. To thi S end, interaction between

di vergent operating systens has been di ffl cult. Further, current

trading systenms do not readily exg{*‘gﬁ‘?g M;l P eq iWi t h ot her
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applications (also referred to as

running on a client
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source wgerem tie%?d source status code includes the data source identifier. The status code
generator automatically updates the data source status code in response to changes in the
operating status of the data source and automatically transmits the updated data source status
code. A client site computer system receives and processes the formatted real-time financial data,
data source status code and the updated data source status code, and selects in real time a stale or
real-time identifier (real-time/stale identifier) for the formatted real-time financial data based upon
the data source identifier of the formatted real-time financial data, the data source status code and
the updated data source status code. The client site computer system then utilizes the formatted
real-time financial data in accordance with the selected identification. When applied to a client site

terminal, the selected real-time/stale identifier relates to a selected stale or real-time display mode.

When the financial information is received, the terminal then displays the financial information in

the selected display mode.

Another data health monitor in accordance with the present invention includes a processor
for receiving real-time financial data from a data source, formatting the real-time financial data to
include a system identifier, and transmittirig the formatted real-time financial data onto the
communications network. The processor also includes a heartbeat signal generator for generating
and transmitting at a predetermined interval a heartbeat signal including the system identifier. A
client site computer system receives and processes the formatted real-time financial data and the
heartbeat signal, and selects in real time a stale or real-time identifier (real-time/stale identifier) for

the formatted real-time financial data based upon the system idgntiﬁer of the formatted real-time
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the end user is relegated to manually transporting received trading

I nformati on bet ween applications. However, manually transporting
information fails to account for any change in the health (or

stal eness) of the information. To this end, stale information can ot herw se

current
exanpl e,

10 information as present in a user's end application. For
a spreadsheet calculating a trader's investnent in an

i nstrument nmay reflect erroneous |Hf q&g&tlogﬁ\é}g n?t e val ue of each

i nstrument changes over tinme and
Accor di ngl

214 unawar e of the changes.
, a need exists to provide a system able to accompdate

changi ng i Aeancishdata ang|jhe heartheat signgly The glient site camppter sytery sher, psggghe formatted

syst ens,

and provide information to various other applications running on a

15 cl i enteabtime finencialidata in accordance with the StikétddealoEme/dtale idetifier ON

10
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20

One of the various of the client site computer system implementations is in a terminal with
an associated display. Here, a client site terminal receives and processes the formatted real-time
financial data and the heartbeat signal, and selects in reél time the real-time/stale identifier
embodying a stale or real-time display mode for the formatted real-time financial data based upon
the system identifier of the formatted real-time financial data and the heartbeat signal. The client
site terminal then displays the formatted real-time financial data in accordance with the selected
display mode.

A financial communications network incorporating a data health monitor according to the
present invention includes a plurality of data sources, a plurality of data collection system, a client
site computer system and a network connecting these components. -

Each data collection system includes a processor for receiving and formatting financial
data received from said data sources, wherein the formatted fihancial data has a data field
including a first data source identifier identifying the data source of said formatted financial data .
and a first system identifier identifying the data collection system formatting said formatted

financial data. The data collection systems also include a status code generator for generating and

'transmitting a status code, wherein the status code generator automatically updates the status

code when the operating status of a corresponding data source changes; and a heartbeat signal

generator for generating and periodically transmitting a heartbeat signal.
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In view of the risks and consequences associated with the display of stale
(not real-tine) financial data by the Reuters financial information
network, the data health nonitor according to the present invention
provi des a systemfor automatically detecting and identifying to the users
of. 20 the network stale, non-current financial information. The data
heal th nonitor provides accurate

4 Application of Smith et al.

The client site computer system includes a processor for receiving the formatted financial

data, the heartbeat signal and the status codes which it processes to determine whether there is a

problem in the receipt of the financial data which prevents the terminal’s receipt of the data in real

time. The client site computer system then selects a real-time/stale identifier for identifying the

S financial data, and uses the financial data in accordance with the selected real-time/stale identifier.

When a selected application of the client site computer system is a terminal including a display for

displaying the financial information, the selecteci real-time/stale identifier corresponds to a real-

time or stale display mode. In this regard, when displaying the financial data, the terminal displays

the financial data in accordance with the selected real-time or stale display mode.

10 Various additional advantages and features of novelty which characterize the invention are

further pointed out in the claims that follow. However, for a better understanding of the invention

and its advantages, reference should be made to the accompanying d-rawings and descriptive

matter which illustrate and describe preferred embodiments of the invention.
BRIEF DESCRIPTION OF THE DRAWINGS

15 Figure 1 provides a block diagram of components of a communications network provided

with a data health monitor according to the present invention.

Figure 2 provides a block diagram of the components of a data collection system for use in

the communications network of Figure 1.

- Figure 3 provides a block diagram of the components of a client site terminal for use in the

20 communications network of Figure 1.

Banner & Witcoff, Ltd. 8
1001 G Street, N.W. .
Suite 1100

Washington, D.C. 20001

is Sheet Has Been Reilaced

j L



detection and identification of stale financial information in real tine to
prevent both | osses due to user reliance on stale information and

| oss of user confidence in the Reuters financial information net wor k.
Al so, the data health nonitor according to the present invention is based
on an open 5 system architecture wherein the data health nonitor is

desi gned to accommobdat e new financi al I nstrunents. Additionally, the
data health nonitor according to tge !ﬁrﬁsentr i n erkt ilon i s designed to
be system i ndependent, so as to a qee §5P ﬁga‘oper ating systens and
associ at ed architectures. For exanple, the data health nonito

according to t hEiggresstmiand AB-peqvide qliggrgfnglg_system idenyifier rand (fata BOHTER) Edggtiﬁcation
that, while a client site termnal may be running at |east one variety of
10  oper afieldg genesatedrby thetdataheéalth manitbeacoerding to thepyessot inventionei ve and
process received i nformation.
Figure 5 provides a diagram of a method for monitoring the real-time delivery of financial
data from one or more real-time financial data sources based upon data source identification
5 information generated by the data health monitor and provided with the delivered financial data.
Figure 6 provides a diagram of a method of monitoring the real-time delivery of financial
data within the communications network of Figure 1 based upon a heartbeat signal generated by a
data health monitor according to the present invention.
DETAILED DESCRIPTION
10 The present invention will now be described in detail with reference to the accompanying
-drawings. While the present invention is described in the context of a communications network
including a specific number of components, the data health monitor according to the present
invention may be incorporated into networks of many structures and sizes. The drawings are
intended to provide one example of a network configuration in which a data health monitor may
15 be implemented and are not intended to lmut the applicability of the present invention to other
network configurations. |
As shown in Figure 1, a financial information communications network ihcorporating a

data health monitor in accordance with the present invention includes a plurailiiy of data sources

101-106 for providing real-time financial data from financial exchanges such as stock markets,
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Cont enpl at ed operating systens include Wndows 95 [err], Wndows NT [err],
Wndows 3.1, from M crosoft, OS/2 fromIBM the UN X operating
system and the Apple Operating systems and the |like. The program
running on each client site termnal receives and interprets infornmation
from the network so the information may be used |ocally, independent
of the operating systemor 15 conbi nati on of hardware/software used.

Further, the data health nonitor esent i nvention
S const ructed on an open applica p(? 'cgiréﬁ {gmytg'reeetgé\hl ch I I nks recei ved

I nformation bet ween applications, In the c rLOS

W ndows| er?ﬁm@%%mﬂﬂ‘gtss F&Sﬁ&xcme(%ﬁ‘ Elhetlf-133 We as fl%th{fg%g afapasef,apd
open data interchange format to enable the transportation of information
recei ve viathetreaktime datazbutces(generically yefewed tooheseinias | %&W‘Hﬁﬁ’) -cati ons
running on the client site 20 termnal. These additional applications may

i ncl ude spr eadspagior Rd2e daaTcollédionsgstems (DCS)] iforgexample, 110 and 111, receive the real-
time financial data provided by the data sources 101-106 respectively. Upon receiving the real-

5  time financial data, each DCS formats the received financial data in a predetermined format which
may be processed by the client site terminals to enable the client site terminals to display the
financial data in real time, The financial data format created by the DCS also includes a data field

with a data source identifier identifying the source of the financial data and a system identifier
identifying the DCS processing the data. This data field is abbreviated as DSO_ID and is

10 discussed in greater detail below with reference to FIGS. 2 and 4. Once the DCS has

| appropriately formatted the real-time financial data, it transmits the data via a network 120 to a

one or more client site terminals 130-133. —

Each DCS also monitors the data feeds from each respective data source from which the

DCS receives real-time financial data and generates and stores.a data source status code

15  corresponding to each data source. The data source status code for each data source includes a
data source identifier and status data to indicate whether the data source is operating in a normal
operations mode (real time) or in a problem operation mode. The problem operation mode
includes, but is not limited to, errors arising from delayed reception of data or no reception of

" data (i.e., missing data). The data source identifier in the status code is similar to or-matches the

20  data source identifier in the DSO_ID field of the financial data provided by the corresponding data

Banner & Witcoff, Ltd. 10
1001 G Street, N.W.

Suite 1100

Washington, D.C. 20001

This Sheet Has Been Repl

fHT llll




-5-
the like.

know edge bases, word processing docunents, graphs, nodel, and
For exanple, received I nformati on can be ported to an Excel

spreadsheet program (by the M crosoft Corporation of Redrmond, WA)
using DDE for various calculations. If the received information is stale

(or

suspect), the spreadsheet is alerted to the stal eness of the

received information. In response, the

10

15

20

Application of Smith et al.
source. Each data source status code is transmitted to each client site terminal receiving the
financial data provided by the respective data source.

When a DCS detects a delay in the delivery of financial data from a data source, the DCS
generates and transmits a first status code update signal having a predetermined data value to each
client site terminal receiving financial data from the problematic data source. The status code
update signal has the same format as the data source status code - it includes a data source
identifier and status data. The DCS also stores the status code update as the new data source
status code.

Upon receipt of the formatted real-time financial data from one or more DCSs, each client
site terminal (e.g., 130-133) automatically extracts and processes the data source identifier from
the DSO_ID. If the client site terminal does not already monitor the sfatus code corresponding to
the data source identified by the DSO_ID, the client site terminal automat'ically sends a request for
the status code to the appropriate DCS. Upon receiving the status code, the client site terminal
displays the financial data having the same data source identifier in accordance with the status
indica_ted by the status code.

Once the client site terminal monitors the status code for financial data from a particular
data source, it receives status code updates from the DCS when the operating status of the data
source changes. Upon receipt oi; the first status code update signal indicating a problem with "che
financial data from the particular data source, the cliént site terminal automatically compéres the

data source identification within the DSO_ID of all displayed financial data with the data source
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5 spreadsheet alerts the end user that at |east sone of the received
information is stale. These alerts may take the formof altered
screen colors, flashing banners, and the like. In an alternative

enbodi ment, another application (other than the spreadsheet, or other end
application) at the client site termnal alerts the user that the
received information is stale. The data heal th nonitor

g)etfecgmtghtgﬁhf‘gng glﬁﬁ?ér' Séigtz%:ﬁé@wéﬁﬁéfﬁs@a@-e%ﬁ'? | Eanﬁf‘Si’"b! nf or mat i on
i nf or mat i oentifisatien in the mm%mggt;cﬁ?éyﬂowf Hishlags, as stafe a'l'lhngtr"lgdf?alpl data; hyving a
Moreover, in the present invention, each financial instrunent may be
i ndi vi dual mytching datasoukedideificativre based upon delivery probl ems or del ays
relating to the source of the financial i nstrunment data or probl ens
Wi thin the portigenOhetDESNRhidR detetbédc thedpiobleiatictduta somee cdedérmines that the data
source is once again properly providing real-time financial data, the DCS generates and transmits
5  a second status code update having a different status data value than the first status code update.
Upon receipt of this second status code update, the client site terminal automatically returns the
display of the financial data from the corresponding data source to a real-time (not stale) display.
Thus, the data health monitor according to the present invention automatically detects
problems and/or delays in the delivery of real-time financial data from data sources such as
10 financial exchanges and automatically notifies users at the corresponding client site terminals that
.the displayed financial data is stale (not current) .when there is a problem with data delivery from
one or more of the data sources.
The data health monitor according to the present invention also enables monitoring of the
transmission of formatted real-time financial data between each DCS.and the client site terminals.
15 Each DCS generates and perio;lically transmits a “heartbeat™ signal to each client site terminal
receiving real-time data from the DCS via the network 120. The heartbeat data signal includes a
system identifier to identify the DCS generating the heartbeat. The system identifier in the
heartbeat signal is similar to or matches the system identifier in the financial data processed by the

corresponding DCS. ‘The heartbeat is transmitted to the client site terminals at predetermined

20 intervals, for example, once every thirty seconds.
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I nstrument data to the client site conputer systens. A

data health nonitor in accordance with the present invention includes a
processor for receiving real-time financial data froma data source,
formatting the real-time financial data to - i ncl ude a data source
identifier, and transmtting the formatted real-tinme financial data onto

communi cati ons netvvor k The data health nonitor al so includes a

status code generator for %ﬁt‘ Wté @&smttl ng a data source
status code based upon the operatlﬂ feMat a

Each client site terminal receiving real-time financial data from a particular DCS monitors
the heartbeat from that DCS. A client site termina!l receiving financial data from multiple DCSs
monitors the heartbeat from each DCS from which it receives the financial data. If the client site
terminal does not receive two heartbeats in a row from a certain DCS, i.e., if no héartbeat signal is

5 received from a DCS, for example, after 60 seconds (one minute), the client site terminal
compares the DCS identifier from the missing heartbeats with the DCS .identifier in the DSO_ID
field of all displayed financial data. When the DCS identifier from the missing heartbeats matches
the DCS identifier in the DSO_ID field of displayed financial data, the client site terminal
automatically alters the display of the data to indicate that the displayed data is stale.

10 In this way, the data health monitor according to the present invention monitors the
transmission of financial data between fhe DCSs and the client site témlinals and automatically
notifies the client site terminal users when the displayed financial data ﬁ't;m a specific DCS is not
current due to problems within the DCS, the network 120 and/or the client site terminal itself.

In an alternative embodiment, each data source (101-106) generates a heartbeat signal as

15  well. The heartbeat signals from the data sources are transmitted to DCSs 111 and 110. When the
DCSs transmit their heartbeat signals onto network 120, they also transmit the heartbeat signals
from their data sources as well. For example, DCS 111 transmits the heartbeat signals from data
sourcés 101-103 to netv»)c;rk 120 and DCS 110 transmits the heartbeat signals ﬁ_'dm data sources

© 104-106 to network 120. In response the to héartbeat signals from the various data sources, client

20 site computer systems 130-133 are able to monitor the status of each data source of interest
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- 6- source wherein the data source status code includes the data
source identifier. The status code generator automatically updates
the data source status code in response to changes in the operating
status of the data source and automatically transmts the updated data
source status code. A client site conmputer systemreceives and
processes the formatted real -tine financial data, 5 data source status

code and the updated data source &]% ?ﬂ@t%ﬁ' ects in real tinme a
stale or real-tlmaldentlfle rea tlrre stale i.dentifier) for the

formatted.r al ta based upon

identifie (rj Eﬁif'é‘ﬁ?oé 80" %‘a tf' $PUTGeP AL Cﬁng?pe&a?mﬁ' ?ﬂg‘a{élgt %&ggﬁﬁc%wh DCS.
t at h

Computer _ enoninglich ot FS P SoieHb CaMomplated 10 urlizs this greater amoutt Gf status

information in the computer system’s operation. When the computer system includes a terminal
displaying the status of piece of financial information, the terminal is contemplated to display the
5 financial information of interest in a stale or real-time mode.

o An optional monitor headend 140 may be provided within the network to provide
additional information to the client site terminals concerning network probliems. For example, the
monitor headend 140 may maintain a database which stores information concerning the locaﬁon,
cause, and approximate repair times of all network problems. A user at a client site terminal may

10  access the database to view this information, for example, when the user sees that some displayed
financial data is stale or at any time. The monitor headend 140 periodically updates the database
and displays to the user the schedule for future updates of the infonnatioz;.

Client site computer systems 130-133 may include additional applications which use the
received heartbeat signal to alert a user to the presence of stale information in the applications.

15 For example, client site computer system 130 may include a spreadsheet program receiving
current information through a DDE link to-an application receiving information over network
120. In response to a missing heartbeat signal or a heartbeat signal noting the staleness of some
information, the spma&sheet prbgram alerts a user that the received information is stale or invalid
(depending on the actual case of the received information). An advantage of alerting a user to the

20 staleness of information as ported into additional applications includes ensuring that a user knows
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real -time financial data in accordance with the selected identification.
When applied to a client site 10 termnal, the selected real-tine/stale
identifier relates to a selected stale or real-tinme display node.

When the financial information is received, the term nal then displays the

financial information in t he sel ected display node.

Anot her data health nonitor in accordance with the present invention

i ncl udes a processor for r 'ﬁé?ﬁgﬂ,pgh{ﬂg&aﬁl nanC| al data froma
data source, formatting the real -t nanclal data to i nclude a

systemidentifli and .transmtt the Jfor tted real ne apc
onto the Shen mefjém i ﬁ’frﬁ%"fdef'%o Another & ?'Bﬁ%%ﬁso atal@’@"?ﬁ@?ﬂg’é% s When
heart beat signal generator for generatin and transm tting
pr edet er ni infermation bocames stale(asisaabled thypugh masiteringige haartbeat signal), Mﬁtﬁ leyel of
client site conputer systemreceives and processes the formatted
real -ti me ¢tonfilendenlin disd somecinésseof received linformitiont asd graldulatedh infophations dépendent
real tinme a stale or real-tinme identifier (real-tinme/stale identifier) for
thereon in the end application is instilled.
5 A DCS 110 for use in the network of Figure 1 is illustrated in Figure 2. The DCS 110
includes a storage unit 201 for storing real-time financial data received from one or more data
sources, for example, data sources 104-106 shown in Figure 1. A. data processor 201
automatically formats the real-time financial data to include a network header field (for example, a
‘sequence number used by the network 120 to route the data to the client site terminals) and a data
10  source identifier field for identifying the source of the financial data and the DCS that processes
the financial data (see Figure 4). The formatted real-time financial data is then temporarily stored
in storage 205 and transmitted by transmitter 206 onto the network 120 for delivery to client site
terminals, e.g., client site terminals 130-133 of Figure 1.
The DCS 110 also includes a status code generator 203 which automatically generates a
15  status code for each data source from which the DCS 110 receives real-time financial data. The
status code for each data source includes a header, a source identification field to identify the data
source corresponding to the status code, and a status field to indicate the operating status of the

' respective data source. According to one embodiment of the present invention, the operating

status of a data source may be indicated as follows:
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20 the f

ormatted real -time financial data based upon the system

identifier of the formatted real-tine
-7- financial data and the heartbeat signal. The client site
conput er systemthen uses the formatted real -time financial data in

accordance with the selected real-tine/stale identifier.

10

15

20

Application of Smith et al.

. If the data source is operating properly, the status field is set to a value of
ten thousand or zero (where zero indicates a start up condition or initial
value).

o If there is a problem with the data source, the status field is set to any value
other than ten thousand or zero.

Moreover, the status code header is set to zero (or other invalid header number) to notify
each cliént site terminal that the received data represents a status code.-By setting the header to
zero, the status code generator 203 within DCS 110 enables client site terminals to differentiate
the status codes from other data transmitted within the network having headers with valid header
numbers.

As each client site terminal receives financial data originating at a particular data source,
the client site terminal automatically requests the current status code of that data source from the
DCS 110. Upon receipt of the request by the DCS 110, the processor 202 generates a first
control signal to the status code generator which, in response, outﬁuts the current status code for
that data source to the requesting client site terminal via transmitter 206.

The processor 202 continuously monitors the receipt of real-time financial data from each
data source (e.g., 104-106). When the processor 202 detects a change in the operating status of a
data source e.g., 104, 105 or 106), the processor autoxhaﬁcally generates a second con'&ol signal
to the status code generator 203 which in response geherates a status code update for the.

corresponding data source. The status code generator formats the status code update as described
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One of the various of the client site conputer systeminplenentations is in
a termnal with an associ ated display. Here, a client site term nal
recei ves and processes the formatted real-tine 5 financial data and the
heartbeat signal, and selects in real tine the real-tine/stale identifier
enbodying a stale or real-tinme display node for the formatted real -tine

financi al data based upon the systemidentifier of the formatted
real -tine financial data and the . ' I he client site
term nal then displays the fornat ?3’@“?@2‘?“ ?ﬁn@ﬂﬁieﬁé\igci al data in accordance

with the sel ected di spl.ay ,node.,. 10, A financi al

Communi catPGHE bFREH HBPR WhELSF He8 A RECbIem Hith the dpiar onfsiicr pe SR8 SpRTFR bes rrhyrped
present invention includes a plurality of data sources, a plurality of data
col | ect i orfonpsmahopesation; The status code generatos 393 tthen aytomatically dragsmits fhier status code
connecting these conponents. Each data coll ection system

i ncl udes aspdatecds aansntitter 2050101 alli cligntasitd tératinald feceiving finamidl data from the affected data

source. The status code generator 203 also automatically stores the status code update as the new
5  status code for that data source.

The DCS 110 further includes a heartbeat generator 204 which generates a heartbeat
signal corresponding to the DCS 110 while the DCS is transmitting financial data to the client site
terminals. The heartbeat generator automatically transmits the heartbeat signal once every
predetermined period of time, for example, once every thirty seconds. Each heartbeat signal

10 includes a. system identifier code which identifies the particular DCS. As a result, when a client
site terminal (e.g., 130-133) receives financial data from more than one DCS, the client site
terminal also periodically receives a heartbeat signal from each DCS. Tl;is enables the client site
terminal to monitor the connection between the terminal and each DCS to insure real-time
transmission of financial data from each DCS to the client site terminal.

15 The above-described components of DCS 110 may be hardware components, software
components, or a combination thereof, Moreover, the components may. be integrated into a single
processor or distributed among multiple processors as necessary to perform the functions of the
DCS 110.

Figure 3 provides an illustration-of a client site terminal 130 for use in the network of

20  Figure 1. The client site terminal 130 includes a transmitter/receiver 301, storage units 302 and
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data received fromsaid data sources, wherein the formatted financial data
has a data field 15 including a first data source identifier identifying
the data source of said formatted financial data and a first system
identifier identifying the data collection systemformatting said formatted
financial data. The data collection systens also include a status code
generator for generating and transmtting a status code, wherein the

L SR e, S
hear t beat 3@3, gpapcessor 303, a ﬁrs(i?J display selector circuE)t 304, a gaartbeXt éertgcrt]grrgi}ctu{t '3%8,6‘ a second
display mode selector circuit 309, an input device 306 for receiving inputs from the user of the
client site terminal, and a display 307 for displaying real-time financial data to the user.
The client site terminal performs at least two types of monitoring to assure that the
5  financial data is accurately displayed to the user as either real-time data or stale data. First, the
client site terminal monitors the delivery of financial data.from the data sources.using the status
code outputs from the DCSs. Second, the client site terminal monitors the transmission of thé
data from the DCS to the client site terminal using the heartbeat signals output by the DCSs.
Monitoring of the data sources is performed as follows. Initially, the client site terminal
10  sends a request for real-time financial data from one or more data sources selected by the user.
The DCS associated with each data source requested by the client site terminal receives the
request and transmits the corresponding financial data (once formatted ‘as described above with
reference to Figure 2) to the client site terminal.
Upon receipt of formatted real-time financial data from a‘DCS, the client site terminal
15  stores the data in storage 302. Processor 3.03 extracts from the data the DSO_ID information
identifyihg the data source and determines whether it is currently monitoring the status of the data
source. If the client site terminal is not monitoring the status of the data source, the processor 303
trﬁnéxhits a request to the associated DCS providing the financial data and requests the status

code for the data source. The status code generator 203 within the DCS transmits the status code

20 to the client site terminal and also automatically sends subsequent status code updates as they are
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-8- - The client site conputer systemincludes a processor for
receiving the formatted financi al data, the heartbeat signal and the
status codes which it processes to determ ne whether there is a

problemin the receipt of the financial data which prevents the termnal's
recei pt of the data in real : time. The client site conputer system
then selects a real-tine/stale identifier for identifying the 5

eal il stare fdentifrer. | AqyRaddalshlapgRa DRnC2 KN e Tent

: stte Conpgén%;atg gé Sgs]cxl-ngeda abto%[a %&axl'eférgr?cleutg iFngurg 2d’rﬁ£’ L:ﬁéﬁt fsfger terminal stores the status
code in storage unit 305. This process enables the client site terminal to monitor the status of the
data source.

Once the client site terminal is monitoring the data source of the received financial data,

5 the first display mode selector circuit 304 selects a real-time or stale display mode for the financial
data in accordance with the status (real-time or stale) of the data source as indicated by the
current status code stored by in the client site terminal in storage unit 305. The first display mode
selector circuit outputs a control signal to the display 307, and the display displays the financial
data received from the processor 303 in accordance with the control signal from the first display

10  mode selector circuit.

When the client site terminal receives a status code update from a DCS indicating that
there is a problem with a data source, the processor 303 extracts the' DSO_ID data from the
received status code update. The first display mode selector circuit 304 compares the extracted
source identifier with the source identifiers of the financial data displayed by display 307. If the

15 DSO_ID field of the displayed data matches the DSO_ID field of the received status code update,
the first display mode selector circuit 304 generates another control signal to alter the display of
the financial data by display 307 to indicate to the user that the displayed data is stale (not
wn.'e.nt). For example, stale dafa may be displayed by changing the color of the displiyed data,

placing a strike out mark through the stale data, graying out the data, or by any other suitable
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di splaying the financial information, the selected real-tine/stale
Ldentifier corresponds to a real - time or stale display node. In this
regard, when displaying the financial data, the term nal displays t he
financial data in accordance with the selected real-tinme or stale display
node. 10 Vari ous additional advantages and features of novelty
whi ch characterize the invention are " further pointed out in the

clainms that foll ow However, for ﬁf'@ﬁ%{'ﬁﬁ o?'@ﬂﬁfhsé d| ng of the invention
' 0

and its advantages, reference sh made to t accorrpanyl ng draw ngs

abod nonFEet %ﬁs'spwgﬁh%%{w fdats Vil noiink i D ABRGG38 B Feciid e receip

DRAW NGS 15 gure 1 provides a block diagram of conponents of a
conmuni can@%ﬁﬂﬁ'&Wﬁk‘Pﬁ?‘Gw ded with a data health nonitor according
to the present invention. Figure 2 provides a bl ock di agram

of the conponefhs cliént zitd a¢rminab 186 performsiys seeond aonitesng function of monitoring of the
transmission of financial data from the DCSs to the client site terminal as follows. According to
5 one embodiment of the present invention in which system status monitoring is automatic, the
client site terminal automatically requests heartbeat signals from each DCS providing financial
data to the terminal when the user of the terminal first requests financial data from the DCS. In
other embodiments of the present invention, the system status moniforing function of the client
site terminal is not automatic, but is activated either upon receipt of a heartbeat signal from a DCS

10  or manually by the user.
| When the client site terminal 130 receives a heartbeat signal from a DCS, the heartbeat
detector circuit 308 within the terminal extracts the system identifier 'data from the heartbeat
signal and stores the signal in storage 305. The heartbeat c?etector circuit 308 repeats this process
each time a heartbeat signal from the DCS is received. If the heartbeat detector circuit 308 does
15 not receive a heartbeat within a predetermined period.of time (for example, 45 seconds), the
second display mode selector circuit 309 compares the system identifier of the missed heartbeat
with the system identifier within the DSO_ID field of the financial data displayed by display 307.
If the system identifier of displayeci Mciﬂ data matbhe§ that of the missed heartbeat, the second
display mode selector circuit 309 selects a stale display mode for the financial data and sends a

20 control signal to the display 307 to alter the display of the financial data to indicate that it is stale
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t he communi cations network of Figure 1. Figure 3 provides a
bl ock di agram of the conponents of a client site termnal for use in the
20 comuni cati ons network of Figure 1.

-0-

10

15

Application of Smith et al.

(non-current). The display of financial data having different system identifiers is not changed. In
this manner, the client site terminal monitors the transmission of financial data between the DCSs
and the terminal and automatically notifies the user when displayed data is stale due to problems
with the DCS, the network 120, and/or the client site terminal itself.

The above-described components of client site terminal 130 may be hardware
components, software components, or a combination thereof. Moreover, the components may be
integrated into a single processor or distributed among multiple processors as necessary to

perform the functions of the client site terminal 130.

Figures 4A and 4B provide a diagram of one format for a DSO_ID field within the

- formatted financial data transmitted by each DCS. As shown in Figure 4A, the DSO_ID field may

consist of sixteen bits of data arranged in three groups. Bits 0 to 9 store the data source identifier
and bits 10 to 15 store the system or DCS identifier. In one embodiment, all bits 0-9 are used to
specify the data source. In an alternative embodiment, bit 0 may be left unused or assigned
additional functionality as needed to implement the data health monitor according to the present
invention within a financial data communications network. As shown in Figure 4B, less than all
bits 1-9 are used to specify the data source and bit O is used to alert the client site computer
system to disregard the unneeded bits. For example, in the alternative embodiment, if bit O is set,

then bits 7-9 are ignored and the source is identified through an analysis of bits 1-6.
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Fi gures 4A and 4B provide di agrans of systemidentifier and data source

Ldentification fields generated by the data health nonitor according
to the present invention. Figure 5 provides a diagramof a
method for nmonitoring the real-tinme delivery of financial data from
one or nore real-tinme financial data sources based upon data source

i dentification 5 I nformati on generated by the data health nonitor and

provided with the delivered finan Figure 6 provides
a diagram of a method of noni tom‘%BB{ ?oﬁlg‘gsth etﬁlel i very of financial

data within th twor k. of F hear t beat
i gnal gener ar SEens of hé 3Rt ienfion s Ptiemplaie PR RO I ofla 4 lsonpcios

i nventi on. DETAI LED DESCRI PTION 10 The present
| nvent | on gApater biblensthsqBer exasaple, 72 a8d £ bitvienaths are contemplated: Ry the use of these
acconpanyi ng drawi ngs. Wile the present invention is described in

t he cont exixtentiedlengihs)mgreater manberaif\datalsources are able to be specified.
Figure S illustrates a method for monitoring the health (real-time availability) of financial
5 data from one or more data sources in accordance with the present invention. This method
includes the steps of:
501: receiving real-time financial data from one or more data sources at a data
collection system; |
502: formatting the real-time financial data received from the data sources to include a
10 data source identifier;
503: generating a data source status signal including the data source identifier for each
data source providing financial data to the data collection system, _
504: transmitting the formatted real-time financial data and the data source status
signals to one or more client site terminals upon receiving corresponding requests
15 from the client site terminals;
505: receiving the requested real-time financial data from a data source at the client site
terminal;

506: extracting a data source identifier from the received real-time ﬁnanclal data;
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i ncluding a specific nunber of conponents, the data heal th nonitor
according to the present I nvention may be incorporated into networks
of many structures and sizes. The draw ngs are : i ntended to provide
one exanple of a network configuration in which a data health nonitor may
15 be i nplenented and are not intended to limt the applicability of the
present invention to other net wor k confi gurati ons. As

shown in Figure 1, a financial inf ohﬁﬁtton ‘cﬁn%ni cations network
&

i ncorporating a

data heal tf ance with the present

invention includes a plurality of data sources 101- 106 for

real -time finan®7al

508:

5
509:
10 510:

comparing the etrasicdidata sourqeddeptifier with stored sigtye dotd %&&g e

whether the client site terminal is monitoring the status of the data source from
which the financial data was received,

if the status of the data source is not being monitored, transmitting a request to the
data collection system to obtain the current status data corresponding to the data
source;

once the current status data is received, displaying the real-time.ﬁhancial data in
accordance with the current status data (either displaying the data as stale data or
real-time data); and

upon receipt of a status update from the data collection system, altering the display
of the data from the data source corresponding to the status update in accordar;ce
with the status indicated in the update (either displaying -the data as stale or real-

time).

Figure 6 illustrates a method for monitoring the health (real-time availability) of financial

15  data transmitted from one or more data collection systems to one or more client site terminals in

accordance with the present invention. This method-includes the steps of:

601:

602:
20

Banner & Witcoff, Ltd.
1001 G Street, N.W.
Suite 1100

Washington, D.C. 20001

receiving real-time financial data from one or more data sources at a data
collection system;

formatting the real-time financial data received from the data sources to include a
system identifier corresponding to the data collection system;
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- 10 - commodity markets, foreign exchange markets, etc. as well as
financial data from databases and other real-tine data sources
(generically referred to herein as "data sources"). One or
nore data col |l ection systens (DCSs), for exanple, 110 and 111, receive the
real - time financial data provided by the data sources 101 106
respectively. Upon receiving the real- 5 time financial data, each DCS
formats the received financi al dat@pﬂlﬂaﬁoﬂro?gﬁfiﬁf&‘zﬂ.ed format which

603: generating a heartbeat signal including the system identifier;

604: transmitting the formatted real-time financial data to one or more client site

terminals upon receiving corresponding requests from the client site terminals;

605: periodically transmitting the heartbeat signal to the one or more client site

5 terminals upon receiving corresponding requests from the client site terminals;

606: receiving the requested real-time financial data from a data source at the client site

terminal;

607: extracting the system identifier from the received real-time financial data;

608: comparing the extracted system identifier with stored status data to determine

10 whether the client site terminal is monitoring the status of the data collection

system;

609:  ifthe status of the data source is not being monitored, transmitting a request to the

data collection system to obtain the heartbeat signal for the system;

610: once the heartbeat signal for the system is received, displaying the real-time

15 financial data in a real-time display mode;
611: determining whether the heartbeat signal was received during a predetermined

period of time;

612: if the heartbeat signal was timely received, displaying the financial data received

 from the data collection system in a real-time (current) display mode and repeating

20 the determining step of 611; and,
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may be processed by the client site termnals to enable the client site
termnals to display the financial data in real tinme. The financi al
data format created by the DCS al so includes a data field with a data
source identifier identifying the source of the financial data and a system
i dentifier i dentifying the DCS processing the data. This data field
I's abbreviated as DSO D and is 10 discussed in greater detail below with

reference to FIGS. 2 and 4. Once thg. ma . appropriately formatted
isafipp SF Spith ot )

the real-tinme financial data, it‘%"rp ata via a network 120 to a

one or nore client site fermnals 130-133. . . . EFach | sQ
moni tors the d&l3i fHdethe #‘Wa&‘ﬁ“ cWas P} \finely, raceivrd, (fgsﬂ'l:_?yb'?ﬁ \%S ﬁ’a’(“ﬂﬁl data
DCS receives real -tine financial data and generates and stores a data

source status code recBived fionuthectathi enllectionesystenyia: axstalg (pen-current) display sndeand
status code for each data source includes a data source identifier

ﬁg(rjn;[ atus data to pepehtiiy the\derihining step 661d. source is operating in a

According to alternate embodiments of the data health monitor according to the present

5 invention, additional display modes may be used. For example, financial data displayed by the
client site terminals may be displayed in a real-time display mode, a.stale display mode, or an
unknown display mode (indicating to the user that the financial data is questionable). Moreover,
in some embodiments of the present invention, both monitoring functions may be manually and
independently activated and deactivated by the user at the client site terminal, for example, if the

10  client site terminal has limited processing capacity and the user desires increased processing and
| display functions.

Furthermore, when financial data for a particular instrument inc-ludes both real-time and
historical data, the data health monitor according to the present invention may be provided at the
field level within each financial data record such that some fields are displayed as either real-time

15 or stale. data while others are displayed only as historical data. This functionality may be
implemented, for example, through the addition of one or more fields of identifier data within
each financial data record.

While the p're;sent invention has been particularly described with reference to the preferred |

embodiments, it should be readily apparent to those of ordinary skill in the art that changes and
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operations node (real tine) or in a problemoperation node. The problem
operati on node I ncludes, but is not limted to, errors arising from
del ayed reception of data or no reception of . data (i.e., mssing
data). The data source identifier in the status code is simlar to or

mat ches the 20 data source identifier in the DSOID field of the
financial data provided by the correspondi ng data

Application of Smith et al.
modifications in form and details may be made without departing from the spirit and scope of the

invention. It is intended that the appended claims include such changes and modifications.
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source. Each data source status code is transmtted to each client site

termnal receiving the ~ financial data provided by the.respective data
sour ce. - Wien a DCS detects a delay in the delivery of

financial data froma data source, the DCS gener atesT ﬂ&lettﬁﬁmsﬁhksplﬁed
first status code update signal having a predeterm ned data

5 client site termnal receiving financial data fromthe I
source. The status code updat e si naI ‘{utgs t he, sane forrrat as t

source status code - it includes gp&&? onof Smithetal. i ot ifier and stat us
data. The DCS al so stores the status code update as the new data source
status code. CLAIMS Upon receipt of the formatted real -tine

financial data fromone or nore DCSs, each client 10 site term nal
(e.g., 130-133)Weulabfinti cally extracts and processes the data source

Identifier from
1 1. In an open system, a data health monitor for detecting and identifying non-current
2 financial data transmitted via a communications network, comprising:
3 a processor for receiving current financial data, formatting said current financial
4 data to include an identifier, and transmitting said formatted current financial data onto the
5  communications network; |
6 a status code generator for generating and transmitting a data mﬁrce status code
7  based upon the operating status of said data source, said data source status code including the
8 data source identifier, said status code generator automatically updating said data source status
9 code in response to changes in the operating status of said data source and automatically
10  transmitting said updated data source status code; and
11 a client site terminal for receiving and processing said formatted.real-time financial
12 data, said data source status code and said updated data source status code, said client site
13 terminal selecting in real time a stale or real-‘time display mode for said formatted real-time
14  financial data based upon said data source identifier of said formatted real-time financial data, said
15 data source status code and said updated data source status code, and displaying said formatted

16 real-tirhe financial data in accordance; with the selected display ‘mode.
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the DSOID. If the client site ternminal does not already nonitor -t-he-status
code corresponding to the data source identified by the DSO D, the

client site termnal automatically sends a request for ﬁﬂwlaced
i
Hill-

hus
code to the appropriate DCS. Upon receiving the status. codel Em

site term nal di spl ays the financial data having the 4

i dentifier in accordance with the status 15 I ndi cated by the status
code. Once the client site term nal nitors the status code
for financial data froma parti cuhBplication °fSG&‘ltqé°§ rce, it receives status

code updates fromthe DCS when the operating status of the data, . .
sour cel changes 2. UporA rdatee hgalthomoniter aicqosding ttat claim: dd avheprim tseids pligng | site terminal
indicating a problemw th the financial data fromthe particul ar

dat a spur ¢emphies thd dRabowsité Riehhfieriofdhid Foinsutiediredlitinye finumpial datatwith tha@ata sbairce

source identification wwthin the DSO_ID of all displayed financial data
Wi th tge gahRRSCUFGhe data source status code and displays the formatted real-time financial data
4  accordance with the status indicatéd in the data source status code when said system identifiers
5 match.
1 3. A data health monitor according to claim 1, wherein- said client site terminal
2  automatically alters the display mode of said formatted real-time financial data upon receipt of an
3 updated data source status code having a data source identifier matching that of said formatted
4  real-time financial data in accordance with the operating status indicated in the received updated
5  data source status code.
1 4. A data health monitor for detecting and identifying non-current financial data
2 twﬁed via a communications network, comprising:
3 a processor for receiving real-time financial data from a data source, formatting
4  said real-time financial data to include a data source identifier, and. transmitting said formatted
5 real-time financial data onto the communications network;
6 a status code generator for generating and transmitting a-data source status code
7 based upon the operating status of said data source, said data source status code including the
8 data source idéntiﬁer, said sta-tus code g'enerat;)r automatically ubdating said data source status
'9 . code in response to changes in the operating status of said data - source’ and automatically

10 transmitting said updated data source status code; and
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identification in the status code update-signal. and .di spl ays

as stale any financial data having a mat chi ng data source

i dentification. Whien the DCS which detected i ’rHﬁngeqmlte laced
data source determnes that the data source i s once m

providing real-tinme financial data, the DCS generates and [

Application of Smith et al.

11 a client site terminal for receiving and processing said formatted real-time financial
12  data, said data source status code and said updated data source status code, said client site
13  terminal selecting in real time a stale or real-time d{splay mode for said formatted real-time
14  financial data based upon said data source identifier of said formatted real-time financial data, said
15 data source status code and said updated data source status code, and displaying said formatted
16  real-time financial data in accordance with the selected display mode.
1 5. A data hea.lth monitor according to claim 4, wherein said client site terminal
2 compares the data source identifier of said formatted real-time financial data with the data source
3  identifier of the data source status code and displays the formatted real-time financial data
4  accordance with the status indicated in the data source status code when said system identifiers
S  match
1 6. A data health monitor according to claim 4, wherein said client site terminal
2 automatically alters the display mode of said formatted real-time financial data upon receipt of an
3 updated data source status code having a data source identifier matching that of said formatted
4 real-time financial data in accordance with the operating status indicated .in the received updated
5  data source status code.
1 7. A data health monitor for detecting and identifying non-current financial data
2 transmittéd via 'a communications network, cbtﬁprising:
Banner & Witcoff, Ltd, 29
1001 G Street, N.W.
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5 a seeond-status tode update having a different status data val ue than
the first stat ode updat e. Upon recei pt of this second status code
updat e, tThi muﬁg I muitermnal automatically returns the di spl ay of

o
t he financ H t he corresponding data source to a real-tinme (not
stale) dis . Thus, the data health nonitor according to
the present invention autonatically detects probl ens and/ or delays in
the delivery of real-tinme financial .data f m,q{;léa sources such as 10
financial exchanges and autorratiédmlﬂ‘r‘aﬂﬁ'ff’?g@ét @s at the corresponding

client site term nals that the displayed financial data is stale (not
curredt) when ther e?iPsocgssor SBr egeeivinghreghtine financialr data fiom a data sousee, Jormeiting
of the data sources. The data health nonitor according to the

presert isaukrdal-timedimaciahddth as inchidd ardatagsmircd fdentifier, and transnsittingssaidh fornatted
formatted real -tine financial data between each DCS and the client site
t er m Al Speal-time financial data onto the communications network;
6 a status code generator for generating and transmitting a data source status code
7 based upon the operating status of said data source, said data source status code including the
8 data source identifier, said status code generator automatically updating said data source status
9 code in response to changes in the operating status of said data.source .and automatically
10  transmitting said updated data source status code; and
11 a client site terminal for receiving and prodessing said formatted real-time financial
12  data, said data source .status code and said updated data source status code, said client site
13 terminal selecting in real time a stale or real-time display mode for said formatted real-time
14 financial data based upon said data source identifier of said formatted real-time financial data, said
15  data source status code and said updated data source status code, and displaying said formatted
16  real-time financial data in accordance with the selected display mode.-
1 8. A data health monitor according to claim 7, wherein said client site terminal
2  compares the data source identifier of said formatted real-_time financial data with the data source
3 identifier of the data éouroe status code and displays the formatted real-time financial data
4 accordance with the status indicated in the data source status code when said system identifiers’

5 match

Banner & Witcoff, Ltd. 30
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15 Each DCS generates and periodically transmts a "heartbeat" signal to
each client site terninal Thleﬁebt\ﬂmgeeha lackd me data fromthe DCS via

t he network 120. The heart beat dat des a system
identifier to identify the DCSge artbeat. The system
identifier in the heart beat S|g lar to or matches the
systemidentifier in the financial data processed by the

correspondi ng DCS. The heart beat to.the client site _
terminals at predetermned 20 At‘m"@?g g}ém &8l e, once every thirty

seconqs. 9. A data health monitor according to claim 7, wherein said client site terminal

2 automatically alters the display mode of said formatted real-time financial data upon receipt of an
3 updated data source status code having a data source identifier matching that of said formatted
4  real-time financial data in accordance with the operating status indicated in the received updated
S data source status code.

1 10. A data health monitor for detecting and identifying non-current financial data
2  transmitted via a communications network, comprising;

3 a processor for receiving real-time financial data from a data source, formatting
4 said real-time financial data to include a system identifier, and transmitting said formatted real-

5  time financial data onto the communications network;

6 a heartbeat signal generator for generating and transmitting at a predetermined
7  interval a heartbeat signal including said system identifier; and

8 a client site terminal for receiving and processing said formatted real-time financial
9 data and said heartbeat signal, said client site terminal selecting in real time a stale or real-time
10  display mode for said formatted real-time financial data based upon said system identifier of said
11 formatted real-time financial data and said-heartbeat signal and displaying said formatted real-time
12 financial data in accordance with the selected display mode.

1 - 11. A data heaith mt;nitor écoording to claim 10, wherein, when said client site
2  terminal does not receive said heartbeat sighal wuhm a predetermined period of time, said client
3 site terminal compares the system identifier of said formatted reﬂ-thne financial data with the
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- 13 - Each client site-termmnal” receiving real-tine
financial data froma particular DCS mpn Silg heartbeat fromthat

| £.or
DCS. Aclient site terminal receiving iy (Ha _$e Sibidem  om mul ti pl e DCSs
nonitors the heartbeat from each DCS fr(i ‘ “
data. If the client site term nal

ei ves the financi al

ve two heartbeats in
arowfroma certain DCS, i.e., if no heartbeat signal is 5 recei ved
froma DCS, for exanple, after 60 seconds (one minute), the client site
t er ni nal conpares’ the DCS i dnplicatien of Saith etalni ssi ng heartbeats with
the DCS identifier in the DSO D field of all displayed financi al
dat a. \#hensystem identifid@fthd heartbéatGipnhheot received aint displaye thesformattddereal-time finadoial
DCS identifier in the DSOID field of displayed financial data, the client

site tey M ggh in the stale display mode when said system identifiers match.

1 12. A financial communications network including a data health monitor, comprising:
2 a plurality of data sources;

3 a plurality of data collection system, each including

4 a processor for receiving and formatting financial data received from said

5 data sources, said formatted financial data having a data field including a first data source

6 identifier identifying the data source of said formatted financial data and a first system identifier

7  identifying the data collectioﬁ system formatting said formatted financial data, said processor

8 transmitting said formatted financial data;

9 a status code generator for generating and transmitting a status code
10 including a status message and a second data source identifier identifying the data source to which
11 the status message corresponds, said status code generator automatically updating said status
12 code when the operating status of a corresponding one of said phirality of data sources changes
13  and transmitting said updated status code; |
14 a heartbeat signal :generator for generating and periodically transmitting a
15  heartbeat signal including a second system identifier identifying the data collection system

16 generating the heartbeat signal;

17 - a client site terminal, including
Banner & Witcoff, Ltd. 32
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automatically alters the display of the data to indicate that the displayed
data is sta Q{as \,enReplacéd In this way, the data health monitor according
to the prese nitors the transm ssion of financial data
bet ween t he |ent site termnals and automatically

notifies the rm' nal users when the displayed financial data

froma specific DCSIS not current due to problens wthin the D|CS
the network 120 and/or the clien AN Py! '%tfelf n an
alter natlve errbodl ment, each datBé‘ ?E)‘E@é‘;e" f%@ﬂb(fg generates a heart beat

si gn wel | . The heart beat n.als t the d ta ,s ur ces
trang% tted to DCSs 111 ARIOSEpr &‘i 8?‘5’@3 said jdata, h*@i‘{ heartbeat

heart beat  signals onto network 120, they also tr ansm t t he heart beat

si gndPs signal, saidstatyg endes and, said statusccode apdates, land Rytracting spidcfirstD@@ setond system

transmts the heartbeat signals fromdata sources 10 1-103 to

net w@bk fdéntifiers 4ndSaill idstt andrsecoridslatdwubseddémifies; si gnal s from data sources

104-106 to network 120. In response the to heartbeat signals fromthe

vari @gs data sources, clj gt display mode selector circuit for comparing said second data source
22  identifier from said status code with said first data source identifier from said formatted financial
23  data and selecting a real-time or stale display-mode for displaying said financial data in accordance
24  with the status message from said status code when said first and second .data source identifiers
25  match, said first display mode selector changing said selected display mode upon receipt of said
26 updated statﬁs code from said data collection system in accordance with the status message from

27  said updated status code;

23 a heartbeat detector circuit for detecting receipt of said heartbeat signals
29  from said data collection systems and generating a control signal if a heartbeat signal is not
30  received from a data collection system within a predetermined period of time;

31 a second display mode selector circuit responsive to the control signal from
32  said heartbeat detector circuit for comparing .said second system identifier from said non-received
33 heartbeat signal with said first system-identifier from said financial data and selecting a stale
34  display mode for displaying said financial data when said first and second system identifiers match;
35 and | |

36 " a display for.displaying said financial data in accordance with the selected

37  display modes selected by said first and second display mode selector circuits; and

Banner & Witcoff, Ltd. 33
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20 site conputer systens 130-133 are able to nonitor the status of each
dat a source of interest ThlsSheetHdéBeenRe

- 14 - i ndependently fromthe other d ‘ffdi ndependent |y
fromthe status of each DCS. Accor di ngl ﬂﬁlm te conmputer

systemis contenplated to utilize this greater tatus

Application of Smith et al.

38 a network for enabling communication between said plurality of data sources, said

39  plurality of data collection systems and said client site terminal.

1 13. A method of detecting and identifying non-current financial data transmitted

2  through a communications network, comprising the steps of:

3 receiving financial data from a data source at a data collection system;

4 formatting the financial data received from the data source to include a data source

5 identifier corresponding to the data source;

6 generating a data source status signal including the data source identifier, said data source

7  status signal determined by operation of said data source;
8 transmitting the formatted financial data and the data source status signal;

9 receiving the requested financial data and the data source status signal at a client site

10  terminal;

11 extracting the data source identifier from the received real-time financial data;
12 comparing the extracted data source identifier with stored status data to select a real-time

13  display mode or stale display mode for said received financial data, said stored status data being

14  derived from the data source status signal; and

15 displaying the received financial data in accordance with the selected display mode.
1 14, A method of detecting and identifying non-current financial data transmitted

2  through a communications network, comprising the steps of:

Banner & Witcoff, Ltd. 34
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information in the computer systenis operation. \Wen the conputer system
.ancludes a term nal di.splaying the status of piece of financial

i nf ormati on,T °"'§dcontenpl ated to display the 5 fi nanci al
|nformat|ono a stale or real-tinme node. An
opti onal rmnl 0 may be provided within the network to provide

addi ti onal |nforrrat|on to the client site termnals concerning network

probl enms. For exanple, the d 140 may maintain a

dat abase which stores informati oﬁ‘pPEJ'ﬁﬁﬁ?'hPﬁsg‘? 3 cati on, cause, and
approxi mate repai,r, tijmes of al| network probleps. A user at a client site
term dal nay regeiying fpancis] da %&?@t"cﬁ?“weﬁ/“tﬁ"s"q lestipnsysteBh, for exanpl e,
when the user sees that sone displayed financial data is stale or at
any tidme. The foomattiog the: finansial dae xpemveshfrml the datadsouses tohinclyde alxystem identifier
and displays to the user the schedule for future updates of the

i nf or 1sat | gviresponding to the data collection system;

6 generating a heartbeat signal including the system identifier;
7 transmitting the formatted financial data to one or more client site terminals upon

8 receiving corresponding requests from the client site terminals;

9 transmitting the heartbeat signal at a predetermined interval to the one or more.client site
10  terminals;
11 receiving the requested financial data and the heartbeat signal at the client site terminal;
i2 extracting the system identifier from the received financial data;
13 comparing the extracted system identifier with stored status data to select a real-time or

14  stale display mode for said received financial data, said stored status data being based upon

15 | whether the client site terminal has received the heartbeat signal within a predetermined period of

16 time; and
17 displaying the real-time financial data in accordance with the selected display mode.
1 15. A process of alerting a user to the existence of non-current information including
2  the steps of:
3 . receivir;g, at a user’s computei', information from a remote source;
. 4 receiving, at said user’s computer, data which describes the information as being real-time

5 or not real-time;
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Cient site conputer systens 130-133 may include additi ona a pI i catl ons
whi ch use the recei ved heartbeat signal to al ert a a n Replaced
presence of stale information in the applications. For ”"
client site conputer system 130 may include a spr eadsheet p

current information through a DDE |link to an application recei VI ng

i nformati on over network 120. In response to a m ssing heartbeat
signal or a heartbeat signal notin he st ?f sonme -

i nformation, the spreadsheet pro&l"g’llhc ation ¢ Q'tﬁ @t hat the received
information is stale o_r invalid (depending on the actual case of the
recei $ed i nf orPRItingthe infaymaiinuio anppplication at saidysex swomputes; t he 20

stal eness of information as ported into additional applications includes
ensurilng t hat monitoringthedata at said user’s computer;

8 indicating the status of the information as being real-time or not real-time in said

9 application at said user’s computer.
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when information is current and not. Another advantage is

that, through alerting a user when I nformati on becones stale (as
enabl ed through nonitoring the heartbeat signal), a greater |evel of
confidence in the correctness of received information and cal cul at ed

i nformati

on dependent thereon in the end application is instilled. 5

A DCS 110 for use in the network of Figure 1 is illustrated in Figure 2.
The DCS 110 i ncludes a storage uni t ggl for storl ng real -tine

fi nanci al

data received from one Applicgtign of Sppithetal. 51 ces, for exanpl e,

data sources 104-106 shown in Figure 1. A datag’[ocessor 201

10

15

Banner & Witcoff, Ltd. 37 ’ | ' ‘ \“

ABSTRA

A financial communications network incorporating a data health monitor includes a
plurality of data sources, a plurality of data collection system, a client site terminal and a network
connecting these components. Each data collection system includes a processor for receiving and
formatting financial data received from said data sources, wherein the formatted financial data has
a data field including a first data source identifier identifying the data source of said formatted
financial data and a first system identifier identifying the data collection system formatting said
formatted financial data. The data collection systems also include a status code generator for
generating and transmitting a status code, wherein the status code generator automatically
updates the status code when the operating status of a correspomiing data source changes; and a
heartbeat signal generator for generating and periodically transmitting a heartbeat signal. The
client site terminal includes a processor for receiving the formatted financial data, the heartbeat
signal and the status codes which it processes to determine whether there is a problem in the
receipt of the financial da;a which prevents the terminal’s receipt of the data in real time. The
client site terminal then selects a real-time or- stale display mode for displaying the financial data,
and a display displays the financial data in accordance with the. selected real-time or stale display

mode.
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automatically formats the real-tinme financial data to include a network
header field (for exanple, a sequence nunber used by the network 120
to route the data to the client site termnals) and a data 10 source
identifier field for identifying the source of the financial data and the
DCS t hat processes the financial data (see Figure 4). The formatted
real-time financial data is then tenporarily stored I n storage 205
and transmtted by transmtter 206 onto the network 120 for delivery to
client site termnals, e.g., F§§11f¥3 termnals 130-133 of Figure
1. The DCS 110 al so inc €S a status code generator 203
which automatically generates a 15 status code for each data source from
whi ch the DCS 110 receives real-tinme financial data. The status code
for each data source includes a header, a source identification field to
Identify the data source corresponding to the status code, and a
status field to di catp|the operating status of thg

101111021103 - |104{[105| {106

111 1 110

140

120 | (Optional)

130 131 | | 132 133
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respective data source. According to one enbodi nent of the present

invention, the operating status of a data source may be indicated as
fol | ows: ' - 16 -
[err] If the data source is operating properly, the status field is

set to a val ue of ten thousand or zero (where

zero indicates a start up condition or initial

From Data Source

201 | 110

204 — 202 — 203

205

206

" Figure 2

To Network

eet Has Been Replaced
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val ue) . [err] If there is a problemwth the data
source, the status field is set to any value 5

ot her than ten thousand or zero. Mor eover, the status code
header is set to zero (or other invalid header nunber) to notify each
client site termnal that the received data represents a status code. By
setting the header to zero, the status code generator 203 within DCS
110 enables client site term nals toFd‘IOm’BNetmﬂ( t he status codes
fromother data transmtted within the network having headers with valid
header 10 nunbers. As each]client site termnal receives
financial data originating at a particular gata source, the client

site termnal automatically requests the cujrent status code of that data
source fromthe

301

302

306

308 303

304

309 305

307

Figure 3
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DCS 110. Upon receipt of the request by the DCS 110, the processor 202

generates a first control signal to the status code generator which
in response, outputs the current status code for 15 that data source to
the requesting client site termnal via trasmtter 206. The
processor 202 continuously nonitors the receipt of real-tine financial data
from each data source (e.g., 104-106). Wen the processor 202
detects a change in the operating status of a data source e.g., 104,

105 or 106), the processor automatically generates a second control signal
to the status code generator 203 which in response generates a status code

update for the 2 eg/ respondi ng data source. The status—cqgde generat or
formats the status %Epe updat e as descri bed o
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- 17 - above based upon whether there is a problemw th the data

source or the data source has returned to normal operation. The status
code generator 203 then automatically transmts the status code updat e
via transmtter 206 to all client site termnals receiving financial data
fromthe affected data source. The status code generator 203 al so
automatically stores the status code update as the new 5 status code for
t hat data source. The DCS BX®. $urther includes a heartbeat
generator 204 which generates a heart beat
: 501
RECEIVING REAL-TIME FINANCIAL DATA FROM ONE OR MORE DATA SOURCES AT A DATA
COLLECTION SYSTEM
502

FORMATTING THE REAL-TIME FINANCIAL DATA RECEIVED FROM THE DATA SOURCES TO
INCLUDE ADATA TOURCE IDENTIFIER

503 _
GENERATING A DATA SOURCE STATUS SIGNAL INCLUDING THE DATA SOURCE IDENTIFIER FOR
EACHDATA SOURCE PROVIDING FINANCIAL DATA TO THE DATA COLLECTION SYSTEM

504
TRANSMITTING THE FORMATTED REAL~-TIME FINANCIAL DATA AND THE DATA SOURCE
STATUS SIGNALS TO ONE OR MORE CLIENT SITE TERMINALS'

S0S
RECEIVING THE REQUESTED REAL-TIME FINANCIAL DATA AT THE CLIENT SITE TERMINAL

506
EXTRACTING A DATA SOURCE IDENTIFIER FROM THE RECEIVED REAL-TIME FINANCIAL DATA

$07
'COMPARING THE EXTRACTED DATA SOURCE IDENTIFIER WITH STORED STATUS DATA TO
DETERMINE WHETHER THE CLIENT SITE TERMINAL IS MONITORING THE STATUS OF THE DATA
SOURCE FROM WHICH THE FINANCIAL DATA WAS RECEIVED *

_ 508 g . _

IF THE STATUS OF THE DATA SOURCE IS NOT BEING MONITORED, TRANSMITTING A REQUEST

TO THE DATA COLLECTION SYSTEM TO OBTAIN THE CURRENT STATUS DATA CORRESPONDING
TO THE DATA SOURCE

509
ONCE THE CURRENT STATUS DATA IS RECEIVED, DISPLAYING THE REAL-TIME FINANCIAL
DATA IN ACCORDANCE WITH THE CURRENT STATUS DATA

_ S10
UPON RECEIFT OF A STATUS UPDATE FROM THE DATA COLLECTION SYSTEM, ALTERING THE
DISPLAY OF THE DATA FROM THE DATA SOURCE CORRESPONDING TO THE STATUS UPDATE IN
ACCORDANCE WITH THE STATUS INDICATED IN THE UPDATE
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pr edet er mi ned
(e.g.,

Each heart beat
+nal

once every

The heartbeat generator

aced

Il

|

|l

term nal s.

once every thixty seconds.

when a cli ent

This Sheet Has Been Repl

for exanpl e,
i ncludes a systemidentifier code which identifies the

DCS. As a result,

corresponding to the DCS 110 while the DCS is transmtting financi al
10

data to the client site
automatically transmts the heartbeat signal
period of tine,

si gnal
parti cul ar

si gnal
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DCS. 110. Figure 3 provides an illustration of,a

: _ y c/J1 ; jte
terminal 130 for use in the network of 20 Figure 1. TheVthi ﬁfC I L
a

i t
termnal 130 includes a transmtter/receiver 301, storage unlt\s 3 nd
- 18 -
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-1-

DATA HEALTH MONITOR FOR FINANCIAL
INFORMATION COMMUNICATIONS NETWORKS

FIELD OF THE INVENTION

The present invention relates to a data health monitor for financial information

10 communications networks which automatically detects problems in the delivery of real-time’

financial information to client site computer systems, which problems may result in the use of non-

current financial information by the client site computer systems. Upon detection of a delivery

problem, the data health monitor according to the present invention automatically alerts users at

the client site computer system that the'ﬁ;'lancial information beiné used is not real-time and

15 automaﬁcglly clears the alert when the used information becomes real-time. The data health

monitor according to the present invention automatically detects problems in the delivery of

financial data both from data sources to the communications network and within the

communications network itself. Through the use "of open architecture, the data health monitor

according to the present invention may be applied to a variety of client site applications including

20  a client site terminal with a display displaying the financial information and an indication whether
the information is real-time or stale.

BACKGROUND OF THE INVENTION

Reuters delivers financial information from stock exchanges and other markets throughout

the world to numerous client site computer systems using an extensive wide area network. The
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305, a processor 303, a first display selector circuit 304, a heartbeat

detector circuit 308, a second di spl ay node selector circuit 309, an
i nput device 306 for receiving inputs fromthe user of the client
site termnal, and a display 307 for displaying real-tinme financial data to
t he user. The client sitﬁixurﬁnal perforns at |east two

types of monitoring to assure that the=5 financial data is accurately
di spl ayed to the user as either real-tinme data or stale data. First, the
client site termnal nonitors the delivery of financial data fromthe data
sources using the status code outputs fromthe DCSs. Second, the
client sifirant¢isrinformationnlelivepedsbyt this HetvadiR ifichleofinamtial deta concerningrihsirimenty subie
DCS to the client site termnal using the heartbeat signals output by the

DCSs. as stocks, bonds, '¥8igh chwagg@msthh&n@bawd SHh6&ified WhieR ma?rbmde@ adr8is!tR¥S -
Initially, the ‘client site terninal sends a request real -tinme

fi nanci al y,gad awhkif ReBffs Mwbi @aéﬂfﬂn%c?ﬁ e el Rl ePthe! RAVMR Y treated as 2

separate entity from the time it is entered onto the network from the financial exchange until it is
5 delivered to the client site computer systems. As trades are carried out on the various financial -
exchanges, corresponding financial information concerning the financial instrument transactions
- on the exchanges is delivered to numerous client sites worldwide in real time as updates to each
affected instrument.
Approximately 1.5 million financial instruments are updated in real time in the Reuters
10  worldwide neﬁork All financial information should then be available in real time to all client
sites worldwide with an interest in the information. Thus, accurate, real-time updates to client
sites are impoftant to the real-time display of financial information at the client sites. If the
displayed financial ir;fo;'xnation is not current, users of the system may rely upon faulty information
in performing financial transactions, resulting in substantial financial losses. Furthermore, the
15  display of stale information by the client sites:.will reduce the users’ conﬂ&ence in, and therefore
use of, the Réuters network.
Further, the types of financial instruments available to users is not fixed. Rather, the
number of financial instruments available is constantly gro_\_ning. However, current systems are
designed to service one to few instrument types. By accommodating only. a few instrument types,

20  designers have optimized the operation of these closed trading systems. However, as the variety
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The DCS associated with each data source requested by the client site

termnal receives the request and transmts the correspondi ng
financial data (once formatted as descri bed above with reference to
Figure 2) to the client site termnal. Upon recei pt of

formatted real-tine financial data froma DCS, the client site termnal 15
stores the data in storage 302. Processor 303 extracts fromthe data the

.DSO_ID information identifying the data source and determ nes
whether it is currently nonitoring the status of the data source. |If

the client site terminal is not nonitoring the status of the data source,

th site term | | _
or ot i S ERETE RS Fish RSN f16se oL RBHE Bhohf, SifleR® S0kl Bt tems e,

clal dat'a and requests
a2 SO ST bR AR o A A S, BRERBRER 0o
SUbsequ%TotbaP teleivtirléim%x?td\%hgx% qu;[ g;sedgsemtﬁggy syastre(xan hardware and software norms may not be
available or desired. To this énd, interaction between divergent operating systems has been
5 difficult. Further, current trading systems do not readily exchange information with other.
applications (also referred to as host applications) running on a client site terminal. To this end,
the end user is relegated to manually transporting received trading information between
appliéations. However, manually transporting information fails to account for any change in the
health (or staleness) of the information. Io this end, stale information can otherwise current
10 information as present in a user’s end application. Fc.:r example, a spreadsheet calculating a
trader’s investment in an instrument may reflect erroneous information when the value of each
instrument changes over time and the spreadsheet is unaware of the changés. Accordingly, a need
exists to provide a system able to accommodate changing instrument types, operate within
different operating systems, and provide information to various other applications running on a
15 client site terminal.
SUMMARY OF THE INVENTION
In view of the risks and consequences associated with the display of stale (not real-time)
financial data by the Reuters ﬁqancial information rietworlg the da;ta health monitor according to
the p;'eseni invention providcs a system for automatically detecting and identifying to the users of .

20  the network stale, non-current financial information. The data health monitor provides accurate
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- 19 ) generated as described above with reference to Figure 2. The

client site termnal stores the status code in storage unit 305. This
process enables the client site termnal to nonitor the status of the
dat a source. Once the client site terminal is nonitoring the

data source of the received financial data,

-4-

detection and identification of stale financial information in real time to'prevem both losses due to
user reliance on stale information and loss of user confidence in the Reuters financial information
network.
~ Also, the data health monitor according to the present invention is based on an open-,
5 system architef:ture wherein the data health monitor is designed to accommodate new financial .
instruments. Additionally, the data heaith monitor according to the present invention is designed
to be system independent, so as to accomniodate varying operating systems and associated
architectures For example, the data hea.lth monitor according to the present invention is cross-
platf‘onn 'enabled s0 that, while a chent site temuna.l may be running at least one variety of
10  operating systems the client site terminal may still receive and process received information.
Contemplated operating systems include Windows 95 ™, Windows NT ™, Windows 3.1, from
Microsoﬁ, 0S/2 from IBM, the UNIX operating system and the Apple Operaxing:;systems, and
the like. The program running on each client site tem'ﬁn;l receives and interprets information from
the network so the information may be used locally, independent of the operating system or
15  combination of hardware/software used. Furth'.er, the data health monitor according to the present
invention is constructed on an open application architecture which links received information
berween applications. In the case of Microsoft Windows™ operatmg systems, the data health
monitor uses the DDE open data interchange format to enablc the transportation of information
receive via the data health monitor system to additiorial applications running on the client site

20  terminal. These additional applications may include spreadsheet programs, databases including
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5 - the first display node selector circuit 304 selects a real-tinme or
stal e display node for the financi al data in accordance with the
status (real-tinme or stale) of the data source as indicated by the
current status code stored by in the client site terminal in storage unit

305. The first display node selector circuit outputs a control signal
to the display 307, and the display displays the financial dat a
received fromthe processor 303 in accogdance with the control signal from
the first display 10 node sel ector—cirTTuit. When t he
client site termnal receives a status code update froma DCS indicating

t hat there is a problemw th a data source, the processor 303

t t SO, | D data f t h d d
it d SPRPIRGHRSS Sask PI-EAEUACEmSs, EEBPeL S DR BpE pmple, eccived

source identifier with the source identifiers of the financial data
di spl ayednieymationatanbespprted fo 4, Excel spreagshest) program @yoﬁletmr@pgﬁwe@ﬂ%pa
mat ches the DSO ID field of the received status code update,

Redmond, WA) using DDE for various calculations. If the received information is stale (or

suspect), the spreadsheet is alerted to the staleness of the received information. In response, the

5  spreadsheet alerts the end user that at least some of the received information is stale. These alerts
may take the form of altered screen colors, flashing 'banners, and the like. In an alternative
embodiment, another application (other than the spreadsheet, or other end application) at the
client site terminal alerts the user that the received information is stale.

The data health monitor according'to the present invention is contemplated to be capable

10 of detecting problems and/or delays in the delivery of financial information 1) from the financial
exchanges or other real-time ﬁnancial information sources to the network and 2) within the
network itself. Moreover, in the present invention, each financial instrument may be individually
marked as stale based upon delivery problems or delays relating to the source of the financial
instrument data or problems within the portion of the network which delivers the financial

15 instrument data to the client site computer systems.

A data health monitor in accordance with the present invention includes a processor for
receiving real-time financial data from a data source, formatting the real-time financial data to
include a data source identifier, and transmitting the formatted real-time financial data onto the
communications network. The data health monitor also includes a status code generator for

20  generating and transmitting a data source status code based upon the operating status of the data
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the first display node selector circuit 304 generates another control

signal to alter the display of the financial data by display 307 to
indicate to the user that the displayed data is stale (not current).
For exanple, stale data nmay be displayed by changing the color of the

di-spl ayed dat a, pl acing a strike out mark through the stal e data,
graying out the data, or by any other suitable

- 20 - _6_'

source wherein the data source status code includes the data source identifier. The status code
generator automatically updates the data source status code in response to changes in the
operating status of the data source and automatically transmits the updated data source status
code. A client site computer system receives and processes the formatted real-time financial data,

5  data source status code and the updated data source status code, and selects in real time a stale or
real-time identifier (real-time/stale identifier) for the formatted real-time ﬁnancial.data based upon |
the data source identifier of the formatted real-time financial data, the data source status code and
the updated data source status code. The client site computer system then utilizes the formatted
real-time financial data in accordance witﬁ the selected icientiﬁcaticn. When applied to a client site

10 tenninél, the selected real-time/stale identifier relates to a selected stale or real-time display mode.
When the financial information is received, the terminal then displays the financial information in
the selected display mode.

Another data health monitor in accordance with the present invention includes a processor
for receiving real-time financial data from a data source, formatting the real-time financial data to

15  include a system identifier, and transmitting the formatted real-time financial data onto the
communications network. The processor also includes a heartbeat signal generator for generating
and transmitting at a predetermined interval a heartbeat signal including the system identifier. A
client site computer system receives and proceéses the formatted real-time financial data and the
heartbeat signal, and selects in real time a stale or real-time identifier (real-time/stale identifier) for-

20  the formatted real-time financial data based upon the system idgntiﬁer of the formatted real-time
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means. The display of financial data with non-matching DSO ID fields is

unaffected by the receipt - of the status code update. The
client site termnal 130 performs its second nonitoring function of
moni toring of the transm ssion of financial data fromthe DCSs to the

client site termnal as follows. According to 5 one enbodi nent of the
present invention in which systemstatus nonitoring is automatic, the

client site termnal automatically request s heart beat signals from each DCS
provi di ng financi al data to the-term nal when the user of the
termnal first requests financial data fromthe DCS. In ot her

enbodi nents of the present invention, the system status nonitoring function
of the client, site termnal is not automatic, but is activated either
upon r ecefipancig data lapd thebeartbest gigahl. Thociient BfScoriputer systemathemiubss thy fortmatted

HSET reai:tiﬁxe financial data in accordance with the selected real-time/stale identifier.

One of the various of the client site computer system implementations is in a terminal with

an associated display. Here, a client site terminal receives and processes the formatted real-time

5 financial dgta and the heartbeat signal, and selects in real time the real-time/stale identifier

embodyiné a stale or real-time display mode for the formatted real-time financial data based upon

the system identifier of the formatted real-time financial data and the heartbeat signal. The client

site terminal then displays the formatted real-time financial data in accordance with the selected
display mode.

10 . A financial communications network incorporating a data health monitor according to the
present invention includes a plurality of data sources, a plurality of data collection system, a client
site computer system and a network connecting these components.

Each data collection system includes a ‘processor for receiving and formatting financial
data received from said data sources, wherein the formatted financial data has a data field

15  including a first data source identifier identifying the data source of said formatted financial data
and a first system identifier identifying the data collection system formatting said formatted
financial data. The data collection systems also include a status code generator for generating and
transmitting a status code, wherein the status code generator automatically updates the status
code when the operating status of a corresponding data source changes; and a heartbeat signal

20  generator for generating and periodically transmitting a heartbeat signal.
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When the client site termnal 130 receives a heartbeat signal froma DCS,

t he heart beat detector circuit 308 within the termnal extracts the
systemidentifier data fromthe heartbeat signal and stores the
signal in storage 305. The heartbeat detector circuit 308 repeats this
protess each time a heartbeat signal fromthe DCS is received. |f

t he heartbeat detector circuit 308 does 15 not receive a heartbeat
within a predeterm ned period of tine (for exanple, 45 seconds), the
second di spl ay node selector circuit-809 conpares the systemidentifier of
the m ssed heart beat with theesystemidentifier within the DSO I D
field of the financial data displayed by display 307. If the system
identifier of displayed financial data matches that of the m ssed

neart beet | PN compurr BB S pRRRSEL B S ke SRR B,
to the digpley,307.L%aht Sl b0 5alh b En k Heock L 02RTh AL 3,100 AL GaL e
problem in the receipt of the financial data which prevents the terminal’s receipt of the data in real
time. The client site computer system then selects a real-time/stale identifier for identifying the.
financial data, and uses the financial data in accordance with the selected real-time/stale identifier.
When a selected application of the client site computer system is a terminal including a display for
displaying the financial information, the selected real-time/stale identifier corresponds to a real-
time or stale display mode. In this regard, when displaying the financial data, the terminal displays
the ﬁziancial data in accordance with the selected real-time or stale display mode.

10 Various additional advantages and features of novelty which characterize the invention are

further pointed out in the claims that follow. However, for a better understanding of the invention
and its advantages, reference should be made to the accompanying drawings and descriptive
matter which illustrate and describe preferred embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

15 Figure 1 provides a block diagram of components of a communications network provided

with 2 data health monitor according to the present invention.

Figure 2 provides a block diagram of the components of a data collection system for use in

the communications network of Figure 1.

- Figure 3 provides a block diagram of the components of a client site terminal for usé in the

20 communications network of Figure 1.
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- 21 - (non-current). The display of financial data having
different systemidentifiers is not changed. In this manner, the
client site termnal nmonitors the transm ssion of financial data between
t he DCSs and the term nal and automatically notifies the user when
di spl ayed data is stale due to problens with the DCS, the network
120, and/or the client site termnal itself. :

-9.

Figures 4A and 4B prov;d‘e diagrams of system identifier and data source identification
fields gene’rated by the data health monitor according to the present invention.
Figure 5 provides a diagram of a method for monitoring the real-time delivery of financial
data from one or more real-time financial data sources based upon data source identification ‘
5 information generﬁted by the data health monitor and provided with the delivered financial-data.
Figure 6 provides a diagram of 2 method of monitoring the real-time delivery of financial

data within the communications network of Figure 1 based upon a heartbeat signal generated by a

data health monitor according to the present invention.

DETAILED DESCRIPTION
10 ~ The present invention will now be described in detail with reference to the accompanying

drawings. While the present invention is described in the context of a communications network

including a specific number of components, the data health monitor according to the present

invention may be incorporated into networks of many structures and sizes. The drawings are

intended to pfovide one example of a network configuration in which a data health monitor may

15  be implemented and are not intended to limit the applicability of the present invention to other
network configurations. |

As shown in Figure 1, 2 financial infonnation'commurﬁcations network incorporating &

data health monitor in accor;ianc;.e with the present invention includes a piura'liiy of data source:

101-106 for providing real-time financial data from financial exchanges such as stock markets
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5 . The above-descri bed conponents of client site termnal 130 may
be hardware conponents, software conponents, or a conbination thereof
Mor eover, the conponents may be integrated into a single processor or
di stributed anobng nultiple processors as nhecessary to performthe
functions of the client site term nal 130. Fi gures 4A and 4B
provide a diagramof one format for a DSO ID field wthin the 10
formatted financial data transmtted each DCS. As shown in Figure- 4A,
the DSO ID field may consi st—et—5i xteen bits of data arranged in
three groups. Bits O to 9 store the data source identifier and bits
10 to 15 store the systemor DCS identifier. In one enbodinent, all bits
0-9 are used to specify the data source. In an alternative

enbodi metdmmddity arkety, foreignedxichange sweaatkas, ens s grelichs financial dachdfrérh elambases and
functionality as needed to inplenent the data health nonitor according to

t he presgmer real-time data sources (generically referred to herein as “data sources™).

One or more data collection systems (DCSs), for example, 110 and 111, receive the real-
time financial data provided by the data sources 101-106 respectively. Upon receiving the real-
S time financial data, each DCS formats the received financial data in a predetermined format which.
may be processed by the client site terminals to enable the client site terminals to display the
financial data in real time. The ﬁnax;cial data format created by the DCS also includes a data field
with a data source identifier identifying the source of the financial data and a system identifier
identifying the DCS processing the data.‘ This data field is abbreviated as DSO_ID and is
0 discussed in .ér'eater' detail below with reference to FIGS. 2 and 4. Once the DCS has
app;'opriately formatted the real-time financial data, it transmits the data via a network 120 to a

one or more client site terminals 130-133.
Each DCS also monitors the data feeds from each respective data source from which the
DCS receives real-time financial data and generates and stores a data source status code
.5 corresponding to each data source. The data source status code for each data source includes a
data source identifier and status data to indicate whether the data source is operating in a normal
operations mode (real time) or in a problem operation mode. The problem operation mode
includes, but is not limited to, errors arising from delayed reception of data or no reception of
* data (i.e., missing data). The data source identifier in the status code is similar to or-matches the

20 data source identifier in the DSO_ID field of the financial data provided by the corresponding data
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15 . invention within a financial data comrunications network. As shown in
Figure 4B, less than all bits 1-9 are used to specify the data
source and bit O is used to alert the client site conputer systemto
di sregard the unneeded bits. For exanple, in the alternative enbodi nent, if

bit 0 is set, then bits 7-9 are ignored and the source is identified
t hrough an analysis of bits 1-6.

- 22 - -11 -

source. Each data source status code is transmitted to each client site terminal receiving the
financial data provided by the respective data source.

‘When a DCS detects a delay in the delivery of financial data from a data source, the DCS
generates and transmits a first status code update signal having a predetermined data value to each

5 client site terminal receiving financial data from the problematic data source. The status code:.
update signal has the same format as the data source status code - it includes a data source
identifier and status data. The DCS also stores the status cbde update as the new data source
status code.

Upon ireceipt of the formatted real-time financial data from one or more DCSs, each client

10  site terminal '(e.g., 130-133) automatically extracts and processes the data source identifier from
the "DSO_ID. If the client site terminal does not already monitor 'the status codé corresponding to
the data source identified by the DSO_ID, the client site terminal automatically sends a request for
the status code to the appropriate DCS. Upon re‘ceivix'xg the status code, the client site terminal
displays the financial data having the same data source identifier in accordance with the status

15  indicated by the status code.

Once the client site terminal monitors the status code for financial data from a particular
data source, it receives status code updates from the DCS when the operating status of the data
source changes. Upon receipt o,’t; the first status code update signal 'mdicating a problem with '-the
financial data from the particular data source, the cliént site terminal automatically compares the

20  data source identification within the DSO_ID of all displayed financial data with the data source
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Enbodi nents of the present invention also contenplate the DSO ID field as

I ncorporating greater bit lengths. For exanple, 32 and 64 bit |engths
are contenpl ated. By the use of these extended | engths, a greater
nunber of data sources are able to be specified. Figure 5
illustrates a nethod for nonitoring the health (real-tinme availability) of
financial 5 data fromone or nore data sources in accordance with the

present invention. This method i ncl udes the steps of:

501: receiving real-tinme financial dalZ-fromone or nore data sources at a
dat a col | ecti-omr——system 502: formatting
the real-tine financial data received fromthe data sources to include a
10 data source identifier;

identification in the status code update signal and displays as stale any financial data having a
matching data source identification.
When the DCS which detected the problematic data source determines that the data
source is once again properly providing real-time financial data, the DCS generates and transmits
5 asecond status code update having a different status data value than the first status code update.
Upon receipt of this second status code update, the client site terminal automatically returns the
display of the financial data from the confesponding data source to a real-time (not stale) display.
Thus, the data health monitor according to the present invention automatically detects
problems and/or delays in the delivery of. real-time financial data from data sources such as
10 - financial exchanges and automatically notifies users at the corresponding client site terminals that
the displayed financial data is stale (not current) .when there is 2 problem with data delivery from
one or more of the data sources.
The data health monitor according to the present invention also enables monitoring of the
transmission of formatted real-time financial data between each DCS and the client site terminals.
15 Each DCS generates and periodically transmits a “heartbeat” signal to each client site terminal
receiving real-time data from the DCS via the network 120. The heartbeat data signal includes a
system identifier to identify the DCS generating the heartbeat. The system identifier in the
heartbeat signal is similar to or matches the system identifier in the financial data processed by the
corresponding DCS." The heartbeat is transmitted to the client site terminals at predetermined

20  intervals, for example, once every thirty seconds.
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503: generating a data source status signal including the data source

I dentifier for each data source providing financial
data to the data collection system 504: transmtting the
formatted real-time financial data and the data source status _
signals to one or nore client site terminals upon receiving corresponding
requests 15 fromthe client site termnals;

505: receiving the requested real-t+d8 financial data froma data source
at the client site term nal ; 506:

extracting a data source identifier fromthe received real-tinme financial
dat a; '

Each client site terminal receiving real-time financial data from a particular DCS monitors
the heartbeat from that DCS. A client site terminal receiving financial data from multiple DCSs
monitors the heartbeat from each DCS from which it receives the financial data. If the client site
terminal does not receive two heartbeats in a row from a certain DCS, i.e., if no heartbeat signal is

5 received from a DCS, for example, after 60 seconds (one minute), the client site tenninal.
compares the DCS identifier from the missing heartbeats with the DCS identifier in the DSO_ID
field of all displayed financial data. When the DCS identifier from the missing heartbeats matches
the DCS identifier in the DSO_ID field of displayed financial data, the client site terminal
automatically alters the display of the data to indicate that the displayed data is stale.

10 In this way, the data health monitor according to the present invention monitors the
transmission of financial data between the DCSs and the client site terminals and automatically
notifies the client site terminal users when the displayed financial data from a specific DCS_ is not
current due to problems within the DCS, the netwérk 120 and/or the client site terminal itself.

In an alternative embodiment, each data source (101-106) generates a heartbeat signal as
15 well. The heartbeat signals from the data sources are transmitted to DCSs 111 and 110. When the
DCSs transmit their heartbeat signals onto network 120, they also transmit the heartbeat signals
from their data sources as well. For example, DCS 111 transmits the heartbeat signals from data
sourcés 101-103 to network 120 and DCS 110 transmits the heartbeat signals from data sources
104-106 to network 120. In response the to heartbeat signals from the various data sources, client

20  site computer systems 130-133 are able to monitor the status of each data source of interest
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- 23 - 507: conparing the extracted data source identifier
Wth stored status data to determ ne ' whet her the

client site termnal is nonitoring the status of the data source from
which the financial data was received; 508: if the status of

the data source is not being nonitored, transmtting a request to the 5
data collection systemto obtain the current status data corresponding to

the data sour ce, 509: once the current
status data is received, displaying the weal-tine financial data in

——

independently from the other data sources and independently from the status of each DCS.
Accordingly, a client site computer system is contempléted to utilize this greater amount of status
information in the computer system’s operation. When the computer system includes a terminal
displaying the status of piece of financial information, the terminal is comemplated to display the
5 financial information of interest in a stale or real-time mode.

| An optional monitor headend 140 may be provided within the network to provide
additional information to the client site terminals concerning network problems. For example, the
monitor headend 140 may maintain a database which stores information concerning the location,
cause, and approximate repair times of all ;etwork problems. A user at a client site terminal may
10 - access the database to view this information, for example, when the user sees that some displayed
financial data is stale or at any time. The monitor headend 140 periodically updates the database

and displays to the user the schedule for future updates of the information.
Client site computer systems 130-133" ma}} .include additional applications which use the

received heartbeat signal to alert a user to the presence of stale information in the applications.

15 For example, client site computer system 130 may include a spreadsheet program receiving
current information through a2 DDE link to an application receiving information over network
120. In response to a missing heartbeat signal or a heartbeat signal noting the staleness of some
information, the sprea;isheet prbgram alerts a user that the received information is stale or invalid
(depending on the actual case of the received information). An advantage of alerting a user to the

20 .

staleness of information as ported into additional applications includes ensuring that a user knows
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accordance wth the current status data (either displaying the data as

stale data or real -tinme data); and 10 510:
upon recei pt of a status update fromthe data collection system altering
t he di spl ay of the data fromthe data source
corresponding to the status update in accordance W th
the status indicated in the update (either displaying the data as stale or
real - tine). -15 - Figure 6 illustrates a

method for nonitoring the health (real-tinme availability) of financial 15
data transmtted fromone or nore data collection systenms to one or nore
client site termnals in accordance with the present invention. This

retos, | Whek S35 e S e, g el S TP Uk £ Lo
col I ecti 9&0%&%& glcomes stale (as enabled through monitoring the heartbeat signal), a greater level of
confidence in the correctness of received information and calculated information dependent
thereon in the end application is instilled.

5 A DCS 110 for use in the network of Figure 1' is mustrated in Figure 2. The DCS. 110
includes a storage unit 201 for storing real-time financial data received from one or more data
sources, for example, data sources 104-106 shown in Figure 1. A.data processor 201
automatically formats the real-time financial data to include a network header field (for example, a
sequence number used by the network 120 to route the data to the client site terminals) and a data
10  source identifier field for identifying the source of the financial data and the DCS that processes
the financial data (see Figure 4). The formatted real-time financial data is then temporarily stored
in storage 205 and transmitted by transmitter 206 onto the network 120 for delivery to client site

terminals, e.g., client site terminals 130-133 of Figure 1.
The DCS 110 also includes a status code generator 203 which automatically generates a
15  status code for éach data source from which the DCS 110 receives real-time financial data. The
status code for each data source includes a header, a source identification field to identify the daﬁ
source corresponding to the status code, and a status field to indicate the operating status of the
respective data source. According to one embodiment of the present invention, the operating

status of 2 data source may be indicated as follows:
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602: formatting the real-tinme financial data received fromthe data sources

to include a 20 systemidentifier corresponding to the
data coll ection system -24

- 603: generating a heartbeat signal including the systemidentifier;
604: transmtting the formatted real-tine financial data to one or nore

client site term nal s upon receiving correspondi ng requests from
the client site termnals; -16 - -
J If the data source is operating properly, the status field is set to a value of

ten thousand or zero (where zero indicates a start up condition or initial
value).
° If there is a problem with the data source, the status field is set to any value
5 other than ten thousand or zero.

Moreover, the status code header is set to zero (or other invalid header number) to notify
each client site terminal that the received data represents a status code.-By setting the header to
zero, the status code generator 203 within DCS 110 enables client site terminals to differentiate
the status codes from other data transmitted within the network having headers with valid header

10 numbers.

As each client site terminal receives financial data originating at a particular data source,
the client site terminal automatically requests the current status code of that data source from the
DCS 110. Upon receipt of the request by the ﬁCS 110, the processor 202 generates a first
control signal to the status code generator which, in response, outputs the current status code for

15  that data source to the requesting client site terminal via transmitter 206.

The processor 202 continuously monitors the receipt of real-time financial data from each
data source (e.g., 104-106). When the processor 202 detects a change in the operating status of a
data source e.g., 104, 105 or 106), the processor autofnatical]y generates a sccond._ con'u"ol signal
to the status-code generator 203 which in response gefxerates a status code update for the.

20  corresponding data source. The status code generator formats the status code update as described
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605:

_ periodically transmtting the heartbeat signal to the one or nore
client site

termnal s upon receiving correspondi ng requests from

the client site termnals; 606: receiving the requested real-tine

financial data froma data source at the client site

term nal ;

607: extracting the systemidentifier fromthe received real-tine

financi al data; 608:
stored status data to determ ne

nonitoring the status of the data cotll@ction system  6009: if the
status of the data source is not being nonitored,

t he
system

10

15

20

conparing the extracted systemidentifier with
whet her the client site termnal

i's

transmitting a request to

data collection systemto obtain the heartbeat signal for the

above based upon whether there is a problem with the data source or the data source has returned

to normal operation. The status code generator 203 then automatically transmits the status code

update via transmitter 206 to all client s:ite terminals receiving financial data from the affected data

source. The status code generatoi' 203 also automatically stores the status code update as the new.
status code for that data seurce.

The DCS 110 further includes a heartbeat generator 204 which generates a heartbeat
signal corresponding to the DCS 110 while the DCS is tx‘ansrmttmg financial data to the client site
terminals. The heartbeat generator automat:cally transmits the heartbeat signal once every
predetermined period of time, for example, once every thirty seconds. Each heartbeat signal
includes a.system identiﬁef code which identifies the particular DCS. As a result, when a client
site terminal (e.g.; 130-133) receivee financial data from more than one DCS, the client site
terminal also periodically receives a heartbeat s1gna.1 from each DCS. This enables the client site
terminal to monitor the connection between the terminal and each DCS to insure real-time
transmission of financial data from each DCS to the client site terminal.

The above-described components of DCS 110 may be hardware components, software
components, or a combination thereof. Moreover, the components may be integrated into a single
processor or distributed among multiple processors as necessary to perform the functions of the
DCS 110.

Figure 3 provides an illustration -of a client site terminal 130 for use in the network of

Figure 1. The client site terminal 130 includes a transmitter/receiver 301, storage units 302 and
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610: once the heartbeat signal for the systemis received, displaying the

real -tinme financial data in a real-tine display node; 611:
determ ning whether the heartbeat signal was received during a

pr edet er m ned period of tinme; 612: if the heartbeat signal was
timely received, displaying the financial data received fromthe

data collection systemin a real-tine (current) display node and repeatl ng
the determ ning step of 611; and, 18

305, a processor 303, a first display selector circuit 304, a heartbeat detector circuit 308, a second
display mode selector circuit 309, an input device 306 for receiving inputs from the user of the
client site terminal, and a display 307 for displaying real-time financial data to the user.
The client site terminal performs at least two types of monitoring to assure that the .
5  financial data is accurately displayed to the user as either real-time data or stale data. First, the
client site terminal monitors the delivery of financial data-from the data sources.using the status
code cutputs from the DCSs. Second, the client site terminal monitors the transmission of the
data from the DCS to the client site terminal using the heartbeat signals output by the DCSs.
Monitoring of the data sources is pe;rformed as follows. Initially, the client site terminal
10 - sends a request for real-time financial data from one or more data sources selected by the user.
The DCS associated with each data source requested by the client site terminal receives the
request and transmits the corresponding financial data (once formatted as described above with

reference to Figure 2) to the client site terminal.

Upon receipt of formatted real-time financial data from a DCS, the client site terminal
15  stores the data in storage 302. Processor 303 extracts from the data the DSO_ID information
identifying the data source and det-ennines whether it is currently monitoring the status of the data
source. If the client site terminal is not monitoring the status of the data source, the processbr .3 03
transmits a request to the associated DCS providing the 'ﬁnancih] data and requests the status
code for the data source. The status code generator 203 within the DCS transmits the status code

20 to the client site terminal and also automatically sends subsequent status code updates as they are
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- 25 - 613: if the heartbeat signal was not tinely
recei ved, displaying the financial data recei ved from

the data collection systemin a stale (non-current) display node and
repeating the determning step of 611. According to alternate
enbodi nents of the data health nonitor according to the present 5

I nvention, additional display nobdes nay be used. For exanple, financial

data di spl ayed by the client si termnals nay be displayed in a
real -tinme display node, a stale di sp]_g_'_m)de, or an unknown di spl ay

node (indicating to the user that the financial data is questionable).
Mor eover,

generated as described above with reference to Figure 2. The client site terminal stores the status
code in storage unit 305. This process enables the client site terminal to monitor the status of the
data source.

Once the client site terminal is monitoring the data source of the received financial data,
the first display mode selector circuit 304 selects a real-time or stale display mode for the financial
data in accordance with the status (real-time or stale) of the data source as indicated by the
current status code stored by in the client site terminal in storage unit 305. The first display mode
selector circuit outputs a control signal to the display 307, and the display displays the financial
data received from the processor 303 in accordance with the control signal from the first display
10  mode selector circuit, |

‘When the client site terminal receives a status code upd;ate from a DCS indicating that
there is a problem with a data source, the processor 303 extracts the DSO_ID data from the
received status code update. The first display morie selector circuit 304 compares the extracted
source identifier with the source identifiers of the financial data displayed by display 307. If the

15 DSO_ID field of the displayed data matches the DSO_ID field of the received status code update,
the first display mode selector circuit 304 generates another control signal to alter the display of
the financial data by display 307 to indicate to the user that the displayed data is stale (not
curx"e.nt). For example, stale dat'a ,majl be displayed by cﬁanging the color of the displz;yed data,

placing a strike out mark through the stale data, graying out the data, or by any other suitable
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I n.some enbodi nents of the present invention, both nonitoring functions may
be manual |y and I ndependently activated and deactivated by the user
at the client site termnal, for exanple, if the 10 client site termnal
has |imted processing capacity and the user desires increased processing

and di splay functi ons. Furt her nore, when fi nanci al
data for a particular instrunent includes both real-tinme and

hi storical data, the data heal th noniggar according to the present invention
may be provided at the fiel dtevel wwthin each financial data record
such that sone fields are displayed as either real-time 15 or stale data

V\/ni | e others are di spl ayed only as historical data. This functionality may

{1 el s, BEEEGLIR FTALDY o aeae ol der g fon-mr B RSO HA fell < afer Lt g recomt
VWil e the present i nvent I on has been particularly described with reference
to the PriBF&aksgode update.

The client site terminal 130 performs its second monitoring function of monitoring of the
transmission of financial data from the DCSs to the client site terminal as follows. According to

5 one embodiment of the present invention in which system status monitoring is automatic, the
client site terminal automatically requests heartbeat signals from each. DCS providing financial
data to the terminal when the user of the terminal first requests financial.data from the DCS. In
other mnbodhneﬁts of the present invention, the system status moniforing function of the client
site terminal is not automatic, but is activated either upon receipt of a heartbeat signal from a DCS

10  or manually by the user.

When the client site terminal 130 re;:eives a heartbeat signal from a DCS, the heartbeat
detector circuit 308 within the terminal extracts the system identifier data from the heartbeat
signal and stores the signal in storage 305. The hea;'t-beat detector circuit 308 repeats this process
each time a heartbeat signal from the DCS is received. If the heartbeat detector circuit 308 does -

15  not receive a heartbeat within a predetermined period.of time (for example, 45 seconds), the
second display mode selector circuit 309 compares the system identifier of the missed heartbeat
with the system identifier within the DSO_ID field of the financial data displayed by display 307.
If the systerﬁ identifier of displayeci financial data matﬁ}?eé that of the missed heartbeat, the second

display' mode selector circuit 309 selects a stale display mode for the financial data and sends a

20  control signal to the display 307 to alter the display of the financial data to indicate that it is stale
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enbodi nents, it should be readily apparent to those of ordinary skill in
the art that changes and

- 26 - nodi fications in formand details may be nmade wi t hout departing
fromthe spirit and scope of the invention. It is intended that the
appended cl ai ns include such changes and nodificati ons.

-21 -

(non-current). The display of financial data having different system identifiers is not changed. In
this manner, the client site terminal monitors the transmission of financial data between the DCSs
and the terminal and automatically notifies the user when displayed data is stale due to problems
with the DCS, the network 120, and/or the client site terminal itseif.

5 The above-described components of client site terminal 130 may be hardware
components, software components, or a combination thereof. Moreover, the components may be
integrated into a single processor or distributed among multiple processors as necessary to
perform the functions of the client site terminal 130.

Figures 4A and 4B provide a diaéram of one format for 2 DSO_ID field within the

10 - formatted financial data transmitted by each DCS. As shown in Figure 4A, the DSO_ID field may
consist of sixteen bits of data arranged in three groups. Bits 0 to 9 store the data source identifier

and bits iO to 15 store the system or DCS identifier. In one embodiment, all bits 0-9 are used to
specify the data source. In an alternative émbo&iment, bit 0 may be left unused or assigned
additional functionality as needed to implement the data health monitor according to the present

15  invention within a financial data communications network. As shown in Figure 4B, less than all
bits 1-9 are used to specify the data source and bit 0 is used to alert the client site computer
system to disregard the unneeded bits. For example, in the alternative embodiment, if bit O is set,

then bits 7-9 are ignored and the source is identified through an analysis of bits 1-6.
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- 27 -

CLAI V5 W claim 1.

a data health nonitor for detecting and identifying non-current financial
data transmtted via a conmuni cati ons network, conprising:

processor for
financi al data

recceiving current financial data, formatting said current

to include a data source identifier for identifying a

source of the current financial data, and

10

15

-22 -

Embodiments of the present invention also contemplate the DSO_ID fieid as incorporating

greater bit lengths. For example, 32 and 64 bit lengths are contemplated. By the use of these

extended lengths, a greater number of data sources are able to be specified.

Figure 5 illustrates 2 method for monitoring the health (real-time availability) of financial

data from one or more data sources in accordance with the present invention. This.method

includes the steps of.

501:

502:

503:

504:

505:

506:

receiving real-time financial data from one or more data sources at a data
collection system;

formatting the real-time financial data received from the data sources to include 2
data source identifier;

generating a data source status signal including the data source identifier for each
data source providing financial data to the data collection system;

transmitting the formatted real-time financial data and the data source status

signals to one or more client site terminals upon receiving corresponding requests

from the client site terminals;
receiving the requested real-time financial data from a data source at the client site
terminal;

extracting a data source identifier from the received real-time financial data;
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transmtting said formatted current financial .data onto the comuni cati ons
net wor K; a status code geneator for generating and
transmtting a data source status code based upon the operating status of
a data source, said data source status code including the data source.
identifier, said status code generatof 23w onatically updating said data
source status code in response to changes in the operating status of said
data source and automatically transmtting said updated data source status
code; and a client site termnal for receiving and

processing d formatte ent financia al a urc status
code and sai gllu pFRMPATEt °’§ ?t(?é dg@épﬂgced%@gge%gfth S@W‘%%ﬁ i g‘
selecting in real tine a stale or real-tinme_display node for said current
financial data bashethenghe client gite denminal dsmoanitodes the statusaf hejdata spures from
current financial data, said data source status code and said

which the financial data was received;

508: ifthe status of the data source is not being monitored, transmitting a request to the
5 data collection system to obtain the current status data corresponding to the data
source;

509: once the current status data is received, displaying the real-time financial data in
accordance with the current status data (either displaying the data as state data or
real-time data); and

10 510: upon receipt of a status update from the data collection system, altering the display
of the data from the data source corresponding to the status update in accordance
with the status indicated in the update (either displaying the data as stale or real-
time).

Figure 6 illustrates a method for monitoring the health (real-time availability) of financial

15  data transmitted from one or more data collection systems to one or more client site terminals in

accordance with the present invention. This method--incluc.ies the steps of:

601: receiving real-time financial data from one or more data sources at a data

| collection system;

602: formatting the real-time financial data received from the data sources to include a

20 system identifier corresponding to the data collection system;
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updat ed data source status code, and displaying said current financial data

I n accordance wth the selected display node. 2. A dat a
heal th nonitor according to claim1, wherein said client site term nal
cornpar es -28 - the

data source identifier of said formate@4current financial data wth the
data source identifier of

603: generating a heartbeat signal including the system identifier;

604: transmitting the formatted real-time financial data to one or more client site
terminals upon receiving corresponding requests from the client site terminals;

605: periodically transmitting the heartbeat signal to the one or more client site
terminals upon receiving corresponding requests from the client site terminals;

606: receiving the requested real-time financial data from a data source at the client site
terminal;

607: extracting the system identifier from the received real-time financial data;

608: comparing the extracted system identifier with stored status data to determine
whether the client site ‘terminal is moxﬁtorﬁxg the status of the data collection
system;

609: if the status of the data source is not being monitored, transmitting a request to the
data collection system to obtain the heartbeat signal for the system;

610: once the heartbeat signal for the system is received, displaying the real-time
financial data in a real-time display mode;

611: determining whether the heartbeat signal was received during a predetermined
period of time;

612: if the heartbeat s'ignal‘ was timely received, displaying the financial data received
from the data collection system in a real-time (current) display mode and repeating

the determining step of 611; and,
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t he-data souce status code and displays the current financial data in
accordance wth the status indicated in the data source status code when
said data source identifiers match. 3. A data heal th nonitor
according to claim1, wherein said clieet site termnal automatically
alters the display node of said current financial data upon receipt of an
updated data source status code having a data source identifier matching
that of said formatted current finanigal data in accodance with the
opening status indicated in the receiy¥ed updated data source status code.

4. A data health nonitor for detecting and identifying non-current
financial data

613: if the heartbeat signal was not timely received, displaying the financial data
received ﬁ'ox;n the data collection system in a stale (non-current) display mode and
repeating the determining step of 611. |

According to alternate embodiments of the data health monitor according to the present

5 invention, additiona! display modes may be used. For example, financial data displayed by the
client site terminals may be displayed in a real-time display mode, a.stale display mode, or an
unknown display mode (indicating to the user that the financial data is questionable). Moreover,
in some embodiments of the present invention, both monitoring functions may be manually and
independently activated and deactivated by *.he user at the client site terminal, for example, if the

10  client site terminal has limited processing capacity and the user desires increased processing and
display functions.

Furthermore, when financial data for a particular instrument includes both real-time and
historical data, tﬁe data health monitor according to the present invention may be provided at the
field level within each financial data record such that some fields are displayed as either real-time

15  or stale data while others are disi:layed only as historical data. This functionality may be
implemented, for example, through the addition of one or more fields of identifier data within
each financial data record.

While the p'rc;sent invention has been particularl}; described with reference to the preferred .

embodiments, it should be readily apparent to those of ordinary skill in the art that changes and
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transmtted via a conmunications network, conprising: a
processor for receiving real-tine financial data froma data source
formatting said real-tinme financial data to include a data source
identifier for identifying a source of the real-tinme financial data, and
transmtting said formatted real -ti nezgi-nanci al data onto the

conmuni cati ons a-statds code generator for generating
and transmtting a data source status code based upon the operating
status of said data source, said data source status code including the data
source i ti.fier, said,tatus code, generator automatjcall dat i sai d
dat o souMoTeriandh fopmand Aot ma, Eomeas SRR detechE BoR ahe gz AR A of
sai d data source .and au gmahl cally transmtting, said updated_. data source
st at us CW@?U%H is intended that the appended claims include such changes and modifications.
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-29 - aclient site termnal for receiving and processing
said formatted real-tinme financial data, said data source status code and
sai d updated data source status code, said client site termnal selecting
inreal time a stale or real-tine display node for said fomatted real -tinme
financial data based upon said data spucce identifier of said formatted
real -time financial data, said data settee status code and said updated
data source status code, and displaying said real-tinme financial data in

CLAIMS
We claim:
1 1. In an open system, a data health monitor for detecting and identifying non-current

2 financial data transmitted via a communications network, comprising:

3 a processor for receiving current financial data, formatting said current financial
4 data to include an identifier, and transmitting said formatted current financial data onto the
5§ communications network;
6 a status code generator for generating a;xd transmitting a data source status code
7 based upon the operating status of said data source, said data source status code including the
8 data source identifier, said status code g&nerator automatically updating said data source status
9 code in response to changes in the operating status of said data .source and automatically
10 transmitting said updated data source status code; and
11 a client site terminal for receiving and processing said formatted real-time financial
12  data, said data source status code and said up;iated data source status code, said client site
13 terminal selecting in real time a stale .or rea]-.time display mode for said .formatted real-time
14 financial data based upon said data source identifier of said formatted real-time financial data, said
15  data source status code and said updated data source status code, and displaying said formatted

16  real-time financial data in accordmcé with the selected display ‘mode.
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accordance wth the sel ected di splay node. 5. A data_heal th
noni tor according to claim, wherein said client si tsjterm nal conpares

the data source identifier of said formatted real -ti ngs BaahRé;ascadvmth
the data source identifier of the data source status ays t he
real -time financial data in accordane@8with the statu the
data source status code when said systenTidentifiers match. 6.

A data heath nonitor according to claim4, wherein said client site
termnal automatically alters the display node of said real -tinme financial

Sour do” T dent 141 r Aufsth R, PaRIaS; }GarcEie b AR dd WSS prGelenh A il
2  compares the data source identifier of said formatted real-time financial data with the data source
3  identifier of the data source status code and displays the formatted real-time financial data
4  accordance with the status indicated in the data source status code when said system identifiers
5 match.
1 3. A data. health monitor according to claim 1, wherein said client site terminal
2  automatically alters the display mode of said formatted real-time financial data upon receipt of an
3  updated data source status code having a data source identifier matching that of said formatted
4  real-time financial data in accordance with the operating status indicated in'the received updated

5 data source status code.

1 4. A. data health monitor for detecting and .identiﬁring non-current financial data
2  transmitted via a communications network, comprising:

3 a processor for receiving real-time financial data from a data source, formatting
said real-time financial data to include a data source identifier, and transmitting said formatted

5 real-time financial data onto the communications network;

6 a status code generator for generating and transmitting a-data source status code
7  based upon the operating status of said data source, said data source status code including the
8  data source idéntiﬁer, said sta'tus code gﬁnerat& automatically u;.adating said data source status
9

code in response to changes in the operating status of said data source  and automatically

10  transmitting said updated data source status code; and
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data in accordance with the operating status indicated in the received
updat ed data source status code. 7. A data health nonitor

for detecting and identifying non-current financi &His Shept das B cedt ed via a
communi cati ons network, conpri sing: for
receiving real-time fi nanci al data frgwa data sour [ sai d

11 a client site terminal for receiving and processing said formatted real-time financial
12 data, said data source status code and said updated data source status code, said client site
13  terminal selecting in real time a stale or real-time display mode for said formatted real-time
14 financial data based upon said data source identifier of said formatted real-time financial data, said
15  data source status code and said updated data source status code, and displaying said formatted_
16  real-time financial data in accordance with the selected display mode.
1 5. A data health monitor according to claim 4, wherein said client site terminal
2  compares the data source identifier of said formatted real-time financial data with the data source
3  identifier of the data source status code and displays the formatted real-time financial data
4  accordance with the status indicated in the data source status code when said system identifiers
5 match.
1 6. A data health monitor according to claim 4, wherein said client site terminal
2  automatically alters the display mode of said formatted .real-time financial data upon receipt of an
3  updated data source status code having a data source identifier matching that of said formatted
4  real-time financial data in accordance with the operating status indicated in the received updated

5 data source status code.

1 7. A data health monitor for detecting and identifying non-current financial data

2 transmitted via a2 communications network, comprising;
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- 30- real -time-financial data to include a systemidentifier, and

transmti ng said fornted real-tinme financial data onto the communications
net wor k;’l‘ his Sheet Has Been Replaced

a status code generator for generating and
transrritji m‘Htmsm‘r ce status code based wupon the operating status of
sai d dat data source st30us code including a data source
identifier for identifying a source—of—the real-tine financial data, said
status code generator autonmatically updating said data source status code
in response to changes in the operating status of said data source and
automatically transm tting said updated data source status code, )

a hedrtbeat signaP P§Raseson e receivingapaldimenfinancigl data fiom e Wptapoutceqformatting
predeterm ned interval a heatbeat signal including said systemidentifier;
and 4 said real-time financial data to include a data source identifier, and transmitting said formatted

5 real-time financial data onto the communications network;

6 a status code generator for generating and transmitting a data source status code

7 based upon the operating status of said data source, said data source status code including the

8 data source identifier, said status code generator autonvxatically updating said data source status

9 code in response to changes in the operating status of said data.source.and automatically
10  transmitting said updated data source status code; and
11 a client site terminal for receiving and processing said formatted real-time financial
12  data, said data source status code and sﬁd updated data source status code, said client site
13 terminal selecting in real time a stale or real-time display mode for said formatted real-time
14  financial data based upon said daté source identifier of said formattea real-time financial data, said
15  data source status code and said updated data source status code, and displaying said formatted
16  real-time financial data in accordance with the selected display mode.

1 8. A data health monitor according to claim 7, wherein said client site terminal

2  compares the data source identifier of said formatted real-time financial data with the data source

3-  identifier of the data source status code and displays the formatted real-time financial data

4  accordance with the status indicated in the data source status code when said system identifiers’

S  match.
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aclient site termnal for receiving and processing said formatted
real -time financial data, said data source status code, said updated data

source statdls £ asB@eQ: @dde§l heartbeat signal, said client site term nal
selecting in tale or real-tine dISp| ay node for said formatted
real -tinme fi 'm‘ “B“ ased upon sajd systemidentifier of said
formatted re I al data, -34i W data source status code, said
updat ed data source status code, and sai d heartbeat signal and displaying
said formatted real-tinme financial data in accordance with the sel ected

di spl ay node. 8. A data health nonitor according to claim?7,

wher & n, whengsai daCddi£Ralh kn@niét MBcBAfing 16l Qi MOIWRRER! 4RI SMdnfl sheabiiifgt
signal within a predeterm ned period of % said client site term nal

S\f{rﬁ ﬁ:aﬁstgﬁltaem &gfg@n ?ﬁr}féirpia"y%o&fof%@fd%om{tgﬁtréa?-%x{eeﬁ{an&hlr@td( bgkanekdd: daha

3  updated data source status code having a data source identifier matching that of said formatted
4 real-time financial data in accordance with the operating status indicated in the received updated
5  data source status code.

1 10. A data health monitor for detecting and identifying non-current financial data
2  transmitted via a communications network, comprising:

3 a processor for receiving real-time financial data from a data source, formatting
4  said real-time Mdd data to include a system identifier, and transmitting said formatted real-
5 time financial data onto the communications network;

6 a heartbeat signal generator for generating and transmitting at a predetermined
7  interval a heartbeat signal including said system identifier; and

8 a client site terminal for receiving and processing said formatted real-time financial
9  data and said heartbeat signal, said client site terminal selecting in real time a stale or real-time
10  display mode for said formatted real-time financial data based upon said system identifier of said
11  formatted real-time financial data and said heartbeat signal and displaying-said formatted real-time
12- financial data in accordance with the selected display mode.

1 11, A data hea.lth m(':nitor iccording to claxm 10, wherein, when said client site
2 terminal does not receive said heartbeat sighal within a predetemﬁn;d period of time, said client

3 site terminal compares the system identifier of said formatted real-time financial data with the

This is ths replacermant sheqt
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of .the heartbeat signal not received and displays the formatted real-tinme

financial data in the stale di spl ay node when sai d-systemidentifiers
mat ch.

. -31 -.
9. - A financial communications network icluding a dag3" nReplacedy
conpri si ng; a pl uralis of data source H HI l a
plurality of data collection systemil_%éch i ncl udi ng

4  system identifier of the heartbeat signai not received and displays the formatted real-time financial

5  data in the stale display mode when said system identifiers match.

1 12. A financial communications network including a data health monitor, comprising:
2 a plurality of data sources;

3 a plurality of data collection system, each including

4

.a processor for receiving and formatting -financial data received from said
5 data sources, said formatted financial data having a data field including a first data source
6 identifier identifying the data source of said formatted financial data and a first system identifier
7 identifying the data collection system formatting said formatted financial data, said processor

8  transmitting said formatted financial data;

a status code generator for generating and transmitting a status code
10  including a status message and a second data source identifier identifying the data source to which
11  the status message corresponds, said status code generator automatically updating said status

12 code when the operating status of a corresponding one of said plurality of data sources changes
13  and transmitting said updated status code;

14 a heartbeat signal generator for generating-and periodically transmitting a

15  heartbeat signal including a second system identifier identifying the data collection system

16 generating the heartbeat signal;

17 - a client site terminal, i}'zcluding
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a processor for receiving and formatting financi al data received from said

data sources, said fornmatted financial data havi s Sheeka:{aéiBéeBﬁE;ﬁlqc%{m udi ng
a fisst data source identifier idenifying the data’_
|

formatted financial data and a first systemidentif Eﬂmjmﬁﬂ’mﬂbg t he
data collection systemfornmating said 4prmatted fina ,sai d

processor transmtting said fornattee—fi-nancial data; a
status code generator for generating and transmitting a status code
including a status nessage and a second data source identifier identifying

the data source to which the status nessage corresponds, said status code
genel®it or automati cal | ya PpRRESSORFOS dpwivings sed formastad fipancishalaty jsald heardests

of a corresponding one of said plurality of data sources changes and
transgn t ighe, siid datupcadesdnd sfidistats codieypdates, and extracting said first and second system

20 identifiers and said first and second data source identifiers;

21 a first display mode selector circuit for comparing said second data source
22 identifier from said status code with said first data source identifier from said formatted financial
23 data and selecting a real-time or stale display-mode for displaying said financial data in accordance
24  with the status message from said status code when said first and second.data source identifiers
25 match, said first display mode selector changing said selected display mode upon receipt of said
26  updated status code from said data collection system in accordance with the status message from

27  said updated status code;

28 a heartbeat detector circuit for detecting receipt of said heartbeat signals
29 from sa:d data collection systems and generating a control signal if a heartbeat signal is not
30 received from a data collection system within a pre_determined period of time;

31 a second display mode selector circuit responsive to the control signal from

32 said heartbeat detector circuit for comparing said second system identifier from said non-received
33  heartbeat signal with said first system:identifier from said financial data and selecting a stale
34  display mode for displaying said financial data when said first and second system identifiers match;
35 and |

36 a display for. displaying said financial data in accordance with the selected

37  display modes selected by said first and second display mode selector circuits; and
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a heartbeat signal--generator for generating and periodically transmtting a
heart beat si gnal I ncl udi ng a second systemidentfier identifying the data

col l ection §W §dthe heartbeat signal; a
client site t dlng a processor for receiving
sai d fornatte sai d hegrtbeat signal, said status codes

and said status code updat es and ext+aeting said first and second system
identifiers and said first and second data source identifi ers;
a first display node selector ci.rcuit for conparing said second data source
i dentifier

38 a network for enabling communication between said plurality of data sources, said

39  plurality of data collection systems and said client site terminal.

1 13. A method of detecting and identifying non-current financial data transmitted
2  through a communications networ'l'g comprising the steps of:
3 receiving financial data from a data source at a data collection system,;
4 formatting the financial data received from the data source to.include a data source
5 identifier corresponding to the data source;
6 | generating a data source status signal -including the data source identifier, said data source

7  status signal determined by operation of said data source;

8 transmitting the formatted financial d.ata and the data source status sign#l;

9 receiving the requested financial data and the data source status signal at a client site
10  terminal;
11 extracting the data source identifier from the received real-time financial data;
12 comparing the extracted data source identifier with stored status data to select a real-time

13  display mode or stale display mode for said received financial data, said stored status data being

14  derived from the data source status signal; and
15 displaying the received financial data in accordance with the selected display mode.

1 14, A method of detecting and identifying non-current financial data transmitted

2 through a communications network, comprising the steps of:
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-32 - fromsaid status code with said first data source identifier from
said formatted financial data and selecting a real-tinme or stale di spl ay
node for displaying said financial data in accordance T]hlstSIheetHEBegt

nmessage from said status code when said first and secon
identifiers match, said first display pode selector ch I ect ed
di spl ay node upon reccei pt of said updated status code rom sal d data

col l ection systemin accordance with the status nessage from sai d updated
status code;

3 receiving financial data from a data source at a data collection system,

4 formatting the financial data received from the data source to include a system identifier
5 corresponding to the data collection system;

6 generating a heartbeat signal including the system identifier;

7 transmitting the formatted financial data to one or more client site terminals upon

8 receiving corresponding requests from the client site terminals;

9 transmitting the heartbeat signal at a predetermined interval to the one or more client site
10  terminals;
11 receiving the requested financial data and the heartbeat signal at the client site terminal;
12 extracting the system identifier from. ;‘.he received financial data;
13 comparing the extracted system idenﬁﬁer with stored status data to select a real-time or

14  stale display mode for said received financial data, said stored status data being based upon

15  whether the client site terminal has received the heartbeat signal within a predetermined period of

16 time; and

17 displaying the real-time financial data in accordance with the selected display mode.
1 15. A process of alerting a user to the existence of non-current information including
2. the steps of:
3 . receiving, at a user’s computei‘, ihformation frox?': a remote source;
. 4 receiving, at said user’s computer, data which describes the information as being real-time

5 or not real-time;

This is the roplacement shwat

B o
KR, DB VR



a heartbeat detector circuit for detecting receipt of said heartbeat
signals fromsaid data collection systens and generating a control signal
if a heartbeat signal is not received froma data collection systemwthin
a predeterm ned period of tineg; a second di splay node
selector circuit responsive to the cggkLoI signal fromsaid heartbeat
detector circuit for conparing said_second systemidentifier fromsaid
non-recei ved heartbeat signal with said first systemidentifier fromsaid
financial data and selecting a stale display node for displaying said
financial data when said first and second systemidentifiers match; and

a di splay forpgtiaplRYiBanarndo kh gﬁﬁh&dn fAakiduidysempudance with the

sel ected dlsp?ay nodes sel ected by said first and second di splay node

sectoj circui Bx%iﬁtorfi&%ed +a at said user's comﬁn&e“"bk for enabling conmunication
between said pluralrty o éata sources, said plurality of data collection

Syst egs and. Sﬁhgzaﬂé Qs st%.{utseof %emirﬂﬁjmation as being real-time or not real-time in said

9 . application at said user’s computer.
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10., A nmet hod of detecting and idenifying non-current financial data
transmtted through a communications newwork, conprising the steps of:
receiving financial data froma data source at a data collection system

-33 - formatting the financial data received fromthe data
source to include a data source - 37 -
ABSTRACT

DATA HEALTH MONITOR FOR FINANCIAL INFORMATION COMMUNICATIONS
NETWORKS

A financial communications network incorporating a data health monitor includes a
plurality of data sources, a plurality of data collection system, a client site terminal and a network
connecting these components. Each data collection system includes a processor for receiving and ‘

5 formatting financial data received from said data sources, wherein the formatted financial data has
a data field including a first data source identifier identifying the data source of said formatted
financial data and a first system identifier identifying the data collection system formatting said
formatted financial data. The data colle;ction systems also include-a status code génerator for
generating and transmitting a2 status code, wherein tt;e status code generator automatically

10 updates the status code when the operating status of a corresponding data source changes; aﬂd a
heartbeat signal generator for generating and periodically transmitting a heartbeat signal. The
client site terrninal includes a processor for receiving the formatted financial data, the heartbeat
signal and the status codes which it processes to determine whether there is a problem in the
receipt of the financial da.ta which prevents the terminal’s receipt of the data in real time. The
15 client site terminal then selects a real-time or stale display mode for displaying the financial data,

and a display displays ihe financial data in accordance with the selected real-time or stale display

mode.

Figure 1
- Sheet Has Been Replaced
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i dentifier corresponding to the data source; generating a
data source status signal including the data source identifier, said data
source status signal determ:ned by the operational status of said data
sour ce; transmtting the formatted financial data and
the data source status signal; -1- recei ving the requested
financial data and the data source status signal at a client site

term nal ; extracting the data source identifier fromthe
received real -tine financial data,; conparing te extracted
data source identifier with stored s %5511Fo select a real-tinme display
node or stale display node for said received financial data, said stored
status data being derived fromthe data source status signal; and

101,102} {103 10411105/ 106

111 | - 110

140

120 | (Optional)

AN

130 131 | | 132 133
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di splaying the received financial data in accordance with the sel ected

di spl ay node. 11. A net hod of detecting and identifying
non-current financial data transmtted through a communications network,
conprising the steps of: ' receiving financial data
froma data source at a data collecti on2system formating

the financial data received fromthe data source to include a system
identifier corresponding to the data coll ection system

generating a heattbeat signal iycludin he sysem identifier;
transnitting the formatted fi nagfil’@m AtADROUTRE: client site
termnals upon recei ving correspondi ng rgguests fromthe client site
term nal s;

201 110

204 — @ 202 — 203

205

206

Figure 2
To N'etwork
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-34 - transmting the heartbeat signal at a predeterm ned
interval to the one or nore client site term nals;

recei ving the requested financial data and the heartbeat signal at the

client site extracting be systemidentifier fromthe
received financial data,; -3-

From Network

301

306

308 , -~ 303

304

307

Figure 3.
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conparing the extracted systemidentifier with stored stored status data to
select a real-tine or stale display node for said received financial

data, said stored status data bei ng based upon whet her the client site
term nal has received the heartbeat signal within a predeterm ned period of

time; and di splaying t+He-real -tine financial data in
accordance with the sel ected di splay mode. 12. A process of
alerting a user to the existence of non-current information including the
steps of: receiving, at a user's conputer, information
froma renote source; receiving at said user's conputer,
dat a whi ch describes_the information as being real -
) -
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time or not real-tine as determined by the operational status of a data

sour ce; porting the information to an application at said
user's conputer; nonitoring the data at said user's
conput er; indicating the status of the information as
being real-tinme or not real-tinme in sai~d® - application at said user's
conput er. - - 35-
FIG. 5
501
RECEIVING REAL-TIME FINANCIAL DATA FROM ONE OR MORE DATA SOURCES AT A DATA
COLLECI‘IION SYSTEM
502

FORMATTING THE REAL-TIME FINANCIAL DATA RECEIVED FROM THE DATA SOURCES TO
_ INCLUDE A DATA SOURCE IDENTIFIER

503
GENERATING A DATA SOURCE STATUS SIGNAL INCLUDING THE DATA SOURCE IDENTIFIER FOR
EACHDATA SOURCE PROVIDING FINANCIAL DATA TO THE DATA COLLECTION SYSTEM

504
TRANSMITTING THE FORMATTED REAL-TIME FINANCIAL DATA AND THE DATA SOURCE
STATUS SIGNALS TO ONE OR MORE CLIENT SITE TERMINALS'

S05 :
RECEIVING THE REQUESTED REAL-TIME FINANCIAL DATA AT THE CLIENT SITE TERMINAL

506
EXTRACTING A DATA SOURCE IDENTIFIER FROM THE RECEIVED REAL-TIME FINANCIAL DATA

507
COMPARING THE EXTRACTED DATA SOURCE IDENTIFIER wrm STORED STATUS DATA TO
DETERWNEWHETHERTHECL!ENT SITE TERMINAL IS MONITORING THE STATUS OF THE DATA
SOURCE FROM WHICH THE FINANCIAL DATA WAS RECEIVED

508 .
IF THE STATUS OF THE DATA SOURCE IS NOT BEING MONITORED, TRANSMITTING A REQUEST
TO THE DATA COLLECTION SYSTEM TO OBTAIN THE CURRENT STATUS DATA CORRESPONDING
TO THE DATA SOURCE

509
ONCE THE CURRENT STATUS DATA IS RECEIVED, DISPLAYING THE REAL-TIME FINANCIAL
DATA IN ACCGORDANCE WITH THE CURRENT STATUS DATA

510
UPON RECEIPT OF A STATUS UPDATE FROM THE DATA COLLECTION SYSTEM, ALTERING THE
DISPLAY OF THE DATA FROM THE DATA SOURCE CORRESPONDING TO THE STATUS UPDATE IN
ACCORDANCE WITH THE STATUS INDICATED IN THE UPDATE
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of
in

operation
source

wherein said changes in
status of said data source in response to which said status

code generator automatically updates said data source status code are
to nor mal

~heal th nonitor according to claim

St

A dat@

and from abnor nal
wherein said changes in the operating

14.

A data health nonitor according to claiml,
to abnor mal

changes from nor nmal
sai d data source.

t he operating
41

13..

9 231 g
) o
3 — v)ep [eoURUL SUI)-[23] -
s m opo™ L PAAIS031 SY WO} JOPHUSPI WaisAS 9 Bunoenx9:L09 3
) kedsip (yuaund-you) ojels Aejdsip (Juauno) ow) : : m
mm.nm: wIa)sAs UoT03}j02 ejep -[221 © U W)sAS UONII[J0D 2
5 o) woyy paAIdoas BlRp 2jEp 9Y) WOY PIAISIII BlEp .
= am_mcmcw M.: Suikedsip jeroueuyy o Suikejdsip JeUTULIS) 9)1S JUST]O Sy} JB 32INOS SM@ . m. _
.m.o>_oooh £jaw} Jou sem ..voZooo._ Ajpwny sem 8 U101} BiRp [BloUBUL SWN-[Ba) pajsanbai 9} BUiA1RI31:909 -
y . .
”| _mcm_m Jeaquesy 9y} Jrgl9 jeusis jeaquesy o) JIZ19 M
y nl
@ S[RUIULI3) 9)1S JUSI[O A} WO} s)sanba1 Suipuodsaliod
£o a Suiareoal uodn S[EUIUIIA) 9115 JUSI[D SIOW JO 3UO :
£ = = 3w o poilad pauruiiajepaid 8 sulnp . B 2y 0} ?.:m-m Jeaquieay ay) Burprusuen Ajeaporrad 09 L
¢ W\@ 001 SEM [euBIs 18aq)Ieay 9y} JoYjoyMm SulujuLRiepi[19 - y N
85 F
m 5 .m S[BUIULIO} O}IS JUSI[D By} LIl sjsanbas Sutpuodsoriod
g - opott SuiAro0a1 uodn S[EUIULLIA) SIS JUSI[D AI0W JO JUO
$, Fej@sip o801 © U BIEp [BIOUBUL] SWIN-[e31 9 mc&m_%_w 0} 18P [EIUEUT OLII}-[E93 PaIJEULI O BUIITISUEIL p0
¢ O PAa1a0a1 sy Eoﬁ% ayp) 10j [euBis Jeaqresy ay} 90UO; oG X
oTo ‘ .
°Z : 1a1yTUSp!
o o wio}sAs ot} 10§ [eUBis jeaqueay 3y} . weisAs oty Suspnjout jeudis jeaquiesy e Sunesausdigo9
I _mbm“m 01 wa1sAS UOTI03}[00 Bjep Ay 0} Jsanbar & Suriwisuen . y Y
@ S1 90INOS BJBP 3} JO SMILYS 3 JI 1609
= Mm & puuow Buoq 1oV A pos wa)sAs uo1}d9[j0d ©)ep 3y} 0} Suipuodsaiod
T o w. Jayynuapi wojshs & opnjoul 0} $2IN0S BJEP 3
C o WIOL] PIAISORI BIEP [BIOUBUY SWiT)-[231 3y} BUNjEWNIO):Z09
<
© m £ wsa3sAS UOI}93][00 BIEP 3y} JO SryE]S oY) SuLiopuow vy
..m + € [euruwsy ayis WSTo 9y} JOYIAYM SUILLIGIAP O} BjEp sjels |
P R3101S (Il IS NUSP! wa)sAs pajoenxa oy Suiredwos:gog Wwo)SAS UONDI[[0D BJep B jE S30INOS Bj2p
2b= 2J0U JO SUO WIO1J BJBp [BIOUBUY Jwi}-[eal SuiA1239] 1109
S
2qE
o =
Q® O
0 - C
0 ©Q
- T ®©

3 0 DEC 1938

D



: 1oL SG 5T
15. , A data health gonitor according to claim?7, whereipgypid changes in

. _the operating status of said data source in response to Whith said status

code generator automatically updates said data source status code are
changes fromnormal to abnormal and from abgrorrgdt ' §dl 'rg@ L9)
t

t 1
said data source. 16. A financy W@T SS
according to claim9, wherein said chgnge i %ﬁég Oftq P14

“ch

et K
QPR
correspondi ng one of said plurality of dat ¥ s)ugpri’
i

. tQ PREPCSTat
- code generator autonmtically updates said s} dd dyavwingts :gagei:g@%éxag m
normal to abnormal operation of a corrsspohd¥ibstsast of: Pagedfidtq Pagsd v of

~data sour ce&LADMS 17. A net hod of fgetecting and ide% )yﬁﬁ
" wnon-current financial data transmtted thr olgDATE OF RECEIPT.Z. 1/‘/ ,,,,,
- We claim: I

—

S

1. In an open system, a data health monitor for detecting and identifying non-current
financial data transmitted via a communications network, comprising:
| apmcesscrformcivingcmuﬁnmdaldam.iumaﬁgsaidmﬁnmm&m
" to include a data source idemifier for identifying a source of the m’wmm
=~ 'wﬁngumﬁmmﬂmﬁnmdﬂdmmﬁemm
' a satus eode generator for generating and transmittiig a data source stats code besed
npm&eopaaﬁngsﬁmsofadahmﬁddémmmmwdehchdhgtﬁedmmm
mmﬁa,wdm_m&mmamupamgsﬁammmmh@@ .
to changes in the operating status of sid data source and automatically transmitting said updated
" 2 client site terminal for receiving and processing seid formatted current fnancial
data, said data source status code and said updated data source status code, said client site teaminal -
selecting in real time a stale or real-time display mode for said current financial data based upon said
data source identifier of said formatted current financial data, szid data source siatus code and said
updated data source status code, aggdssplayingﬁdmﬁmdamminmmmewim&e'
selected display mode.

2. A data health monitor according to claim 1, wherein said client site terminal compares
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-36 - a communi cations network according to claim 10, wherein said
"Eii‘_.:;:operatlonal status of said data source upon which said data status signal

is determ ned is based upon whether said data source is operating nornally
versus abnornal ly.

.28 -

the data source identifier of said formatted current financial data with the data source identifier of

the data source status code and displays the current financial datz in accordance with the status

indicated in the data source stams code when said data source idexntifiers match.

3. A data health monitor according to claim 1, wherein said client site terminal
mmmaﬁaﬂyahmﬁndisphymdeofsﬁdmmﬁmndﬂdmuponmcdptofmupdmddm

mmswdehavmgad&smﬂmﬁam&mgthnofsmd&mmdmﬁm

dmmucordaneemththcopmnngmnsmdwmdmthemuvednpdmddmsommms
code.

4, Ammmmmmmmmﬁmmmﬁéwﬂw}
 wensmined via a commmnications network, comprising:

2 processor for receiving realtime financial dmﬁomamseme,fommgm

mﬂmﬁnmddmmmmdzadmmﬁmﬁa&ndmﬁmgamcﬂheral-m.

i ﬁnmﬂdaﬂ,mdﬂmMngsmdfomMmﬂ-ﬁmsﬁnmmﬂd&onh&ewmmz&ons

network; .

ammgmf&gmgmdmmﬁngadmmmmm h

upon the operating status of said data source, seid data source status code including the data source

identifier, said status code generatar automatically updating said data source status code in response

o changes in the operating status of said data source and automartically transmiming said updated

data source status code; and
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18. A process of alerting a user to the existence of non-current

I nformati on according to claim 12, wherein said data which describes the

information as being real-tinme or not real-time describes the information

- as real-time when the source of the data is operating normally and
describes the information as not real-tinme when the source of the data is

not operating normally. 19. A process of alerting a user to

t he exi stence of non-current information including the steps of:
receiving, at a user's conputer, infomation froma renote source;
receiving, at said user's conputer, a4 whi ch describes the information as
bei ng real - time or not real-tinme, said data which describes the

i nformation as bei ngyt5Ais leifnalbe R2kving thd blolsing said formarted real-trme financial
data, said data sourcs status code and said updated data source status code, said client site terminal
selecting in teal time a stale or real-time display mode for said formatted real-time financial data
based upon said data source identifier of said formatted real-time financial data, said data source
status code and said updated data source staus code, and displaying said real-time financial data in

* sccordance with the select=d display mode.

5. Admmmmmmangmﬂm4,msacﬁmﬁmmmm
the data source idemifier of said formatted real-time fizancial data with the data source idemtifier of
thedmwmcsmcheanddisphysmemd-ﬁmeﬁmdddmhmdmwiﬂ:&:mms
h&cmdinﬂ:eddasemc:mscodewhensaidsysmideuﬁﬂetsmmh.

6. Aimhd&monﬁozmrdingtéchﬁn@wh«dnsaidcﬁmﬁumiml
automarically alters the display mode of said real-sime Snancial data npon receipt of an npdated data
| -source stas code having a data source identifier matching that of said formatted real-time financial
data in sccordance with the operating status indicated in the received updated data source status

. |

7. A data health monitor for detecting and identifying non-current financial data

wansmitted via 2 communications network, coraprising:

a processor for receiving real-time financial data from a data source, fomatﬁng said

This is tha reoizcemon sheat
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indicating that the information is real-tine when a heartbeat signal
corresponding to the source of ti me when the heartbeat signal
corresponding to the source of the data has not been received within t he

predefined interval; porting the information to an
application at said user's conputer; nonitoring the data
at said user's conputer; I ndi cating the status of the
information as being real-tinme or not real-time in said application at
said user's conputer. -30-

real-time financial data to include a system identifier, and transmitting said formatted real-time
financial data onto the communications networks

a statuss code generator for generating and transmitting a data source statns code based

upon the operating status of said data source, szid data source statns code including a data source

identifier for identifying a source of the real-time financial data, said status code generator

E ,amoimticallynpdaingsaid data source status code in response to changes in the opemungmms of

s 47
4

said data source and swtomatically transmitting said updated data source stats code;
4mmwﬁ@ag¢mmgmm&gu¢wmgmmmmd
iterval a heartbeat signal including said system identifier; and
a cliezt site termrinal for receiving and processing said formatted real-time financial
data, said data source stams code, said updated data source status code, and said heartbeat signal, i
. sﬁdcumsmmasq&ﬁnga@ﬁmegs:axzomal-ﬁmdispxaymafommmm
real-fime financial data based upon said system jdentifier of said formatted real-time financial data,
_ sﬁdMWmummwdgsﬂdemmemmmmmmﬁmnm
- displaying said formattcd real-time financial data in accordance with the sclected display mode.

8. A darabealth monitor according to claim 7, wherein, when said client site terminal
does Dot seceive ssid heartbeat signal within a predetermined period of fime, said cliext site tevminal
comparesmesyszsmidenﬁﬁéz ofsasdfommedgeai-ﬁmeﬁnandaldmwimmesysumidmﬁﬁa
of the heartbeat signal not received and displays the formatted real-time financial data in the stale
display mode when said system identifiers match.
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- 37 - 20. A system for indicating whether a data source is
(wlgperating nornmally, the system conprising: a plurality of
data sources; a plurality of data collection systens for

receiving financial data fromselected data sources, formattin the

fi nanci al

data by appending a data source identifier uniquely identifying

the source of the financial data, nonitoring the operational status of the
sel ected data sources, and generating a data sources status code for each
nonitored data source indicating whether tHe nonitored

9. A financial communications network including a data health monitor, comprising:
a plurality of data sources;
a plurality of data collection systers, each including
a processor for receiving and formarting financial data received from said data
sourcss, said formatted financial data having a data field including a first data source identifier

: 'id:nﬁfying&e data source of said formatted financial data and a first system identifier identifying

the data collection system formanting said formatted financial data, said processor transmitting said

& status code generstor for generating and transmitting a status cods inclding a status
message and 8 second da!asameidenﬁﬁcridmﬁfying&edarasomemwhichthasm@e
mmmmwhmmﬂymmdmmemh@u@'
_sta:msofacone_spondingone ofsaidplw.a]iwofdmm changes and transmitting said updated
status code;

8 heartbeat signal generator for generating and periodically transmitting a heartbeat

signal including a second system identifier identifying the data collection system genersting the
heartbeat signal; |
" a client site terminal, including

a processor for receiving said formatted financial data, said heartbeat signal, said
status codes and said status code updates, and extracting said first and second system iderifiers and
said first and second data source identifiers;

a first display mode selector circuit for comparing said second data source identifier

This is ths replacemant shegt
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data.source is operating normally, the data source status code for a

~““particul ar data source including the data source identifier for that

paticul ar nmonitored data source; and a plurality of client
sitetermnals for receiving the formated financial data and the data
source status codes generated by a particular data collection system and
~di splaying selected financial data as being fromeither a normally or
abnornmal |y functioning data source in accordance wth the nost recently
recei ved data source status code for the _data source from which the

di spl ayed data originated, the client *$#te termnals using the data source
identifier of the data source status codes and the data source identifier

ar ] Cul AEPT-AS S (e ot S Srtrans spupes MrSHen o Wi BrBRaY Aasorid i and
displ ayEd'sclecﬁng a real-time grl stale dz-ls-gliy fn%zct: t?o;n&as;la;ir;gcsg?liﬁrgasgdv?ate;iiia&nﬁmcc with the
mmsmessagcﬁomsaiésmzscad:whensaidﬁxstandseconddaxasomeidcnﬁﬁersmmh,said
first display mode selector changing said selected display mode upon receipt of said updated status
code from said data collection system in accordance with the status message from said updated status
code; | |
2 heartbeat detector circuit for dstecting receipt of said heartbeat signals from said
data collection systems and generating a conrol sigoal if a heartbeat signal is not received froma
data collection system within 2 predetermined peciod of fime;
asemddispxiaymdesemmmponsivmmmmx signa] from said .
heartbeat detector circuit for comparing ssid secand system idemtifier from said non-eceivéd
" eartbest sigual with ssid first sysue ideatfier o said Soancial data and selecting a sule display
miode for displaying said financial data when said st and second system identifiers match; and .
2 display for displaying ssid Snancial dsta in accordance with the selected displzy
s-/ | modes select=d by szid first and secoﬁ display mode selector circuits; and
| anemafkfurénabling commmonbetwecn said plurality of data sources, said
plurality of data collection systemms and said cliens site tecminal.

10.  Amethod of detecting and identifying non-current financial data transmitted through
2 communications network, comprising the steps of:

receiving finamcial data from a data source at a data collection system:

Thic e 4k
N5 s thay ’gﬁfaiﬁf‘ﬁnem sm
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each data collection systemgenerates a heartbeat signal at a predefined
i nterval and transmts the heartbeat signal to selected client site
term nals the heartbeat signal and formatted financi al data generated by
a particular data collection systemboth including a systemidentifier
- 38- uni quely identifying that particular data collection systen and
-33-
formatting the financial data received fromlthe data source t include a data source
identifier correspozding to the data source;
generating a data source status signal including the data source identifier, szid data
sourcestanssignaldminedbyﬁnopmﬁcna;mofsaiddmsome;

receiving the requested financial data and the data source status signal ata client site

o
4

extracting the data source identifier from the received réal-time financial data;

compamg&emﬁdzhmﬁmﬁuvmhmedmm select 2 real-time
display mode or stale dxsphymodcfmmdmuveﬂﬁnmaldm said stored status data being
dmved&omthed&sommmm ' '

disphymg&xemmdﬁmnnaldaﬂmmdmcem&ndamd&sphymde.

11.  Amethod of detecting and identifying non-current financial data transmitred through
a communications netwark, comprising the st=ps of:
iy receiving fitancial date from a dats source at a data callection system;
formanting the Snancial data received from the data source to include a system”
id::m'ﬁg: cnnépon&ngtoﬂ:edmaol!ectionsys@ .
generating ahmbeain‘énalimludingthesyst:midenﬁﬁer;
transmifling the formaned financial data to one or more client site texminals upon

receiving corresponding requests from the client site terminals;

This is the replacerment sheigt
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- selected client site termnals displaying financial data froma particul ar
, data collection systemas originating froma data collection systemthat
is operating normally if the client site termnals have received a

heart beat signal including the systemidentifier of the particular data
collection systemwithin a predefined tinme interval, and selected client
site termnals displaying financial data fromparticular data collection
.systens as originating froma data col]ection system that is operating
abnormally if the client termnals hav¥ snot received a heart beat si gnal
JEncluding the systemidentifier of the particular data collection system
‘thin a predefined tine interval. 22. A nmet hod of indicating

et her a dat a SOl mirin e bRt sl ek bcriindFAAML o VB bPRAY g

receiving the requested financial data and the heartbeat signal at the cBent site

extracting the syst=m identifier from the received financial data; -

- compaﬁngthemmdsymidenﬁﬁsvdthstmedmdaﬁﬁsdmawg]-ﬁm:

or stale display mode for said received financial data, said stored status dsta being based upon
whether the client site terminal has received the heartbeat signal within a predetermined period of
o et | .

displaying the real-time Sinancial data in accordance with the selected display mode.

12, ‘Apnmesnfdhnhgaum:hr&mcﬁsumeuﬁumﬂmumnhﬁumﬁﬁmﬁghﬁhgﬁw

steps of B

nxzhdq;a:ansz%cnmmnmgidbnnmﬁnn&qnﬁnmnmzsmnua

receiving, at sxid user's computr, data which describes the information as being real-
tirae or oot real-time as determined by the operational statas of a data source;

ﬁmﬁngﬂm&nﬁﬁnﬁﬁhmmnanagpﬁaﬁbnamsﬂduﬁz%tmnqmmn

num&nﬁngﬂh:daaaxsiduﬂf%cmmpumn '

indicating the status of the information as being real-time or not real-time in said

application ar said user's computer.

This is the replacement shegt
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receiving financial data from sel ected data sources;

i~ fgfmatting the financial data by appending a data source identifier
-uni quely identifying the source of te financial data;

nonitoering the operational status of the selected data sources;
generating a data source status code for each nonitored data source

I ndi cating wheat her the nonitored data source is operating nornally,

. data source status code for a partigglar

source identifier for that particular nonitored data source;

the data source status codes and the data source
status of said data source in response to which said status code generator automatically updates said

dara source status code are changes from nonmal to abnormal and fom abnormal to sormal operation

of said data sowce.

14. A dama health monitor according to claim 4, wherein said changes in the operating
status of szid data sowre in response to which said statns code generator antomatically updates said
dmamsmscbdem;hmgs&omnmdmabnmﬂmdﬁmwmmopaaﬁon
of said data source. |

t he

data source including the data

“receiving at a client site termnal the formatted financial data and the

g.te gt iS g;ﬂege 13. St AldiS, KR Sronitor according to claim 1, WRdrlid shidhateRinTR4Ibi5cPating

15. A data health monitor according 1o claim 7, wherein said changes in the operating

smofsa:ddausomcemrsponscmwb:ch smdsansmdegenmmmmcanyupdmwd

dmwm@swdemchmgs&ommmﬂmabnmﬂmﬂﬁomabnmlmmmﬂcpmmn

_ ofsaxddataso;nce.

16. Aﬁnancxal commmncanons netwo:kaccutdingm claim 9, wherein said change in

operating stamsofﬁxe con'esponding one ofsadph:talny ofdmsonrces uponwhxchsaxdsm:s

wdzgmmmanyupdatssadmwdeﬁachmgeﬁcmmalmabmmﬂopm ‘

of a corresponding oue of said plurality of data sources.

17. A method of detecting and identifying non-current financial data transmitted through

This is tha PEDIACE RS L o
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) - 39- identifier of the formatted, financial data to determ ne the

j>..applicability of a particular data source status code to particul ar

—financial data being displayed; and di spl ayi ng sel ected
financial data as being fromeither a normally or abnormally functioning
~data source in accordance with the nost recently received data source

status code for the data source from which the displayed data
ori gi nat ed.

-36-

a communications network according to claim 10, wherein said operational status of said data source
upon which said data status signal is determined is bosed upon whether said data source is operating
normally versus abnormally.

18. A process of alerting a user to the existence of non-current information aceording to

=g

claim 12, wherein said data which describes the information as being real-time ov not real-time

L
2

describes the information as real-time when the source of the data is operating normally and

describes the information as not real-time when the source of the data is not operating nommally.
19. Afrocess’ofﬂaﬁngausermﬁxeadmnceofmmﬁx&rmaﬁmhchﬁngﬁe_
steps of: | ' '

recaiving, at 2 user's computer, information from a remote source;
 receiving, atsm’duser’écow, data which describes the information as being real-
time or not real-time, said data which describes the information as being real-time &notxul-tim: '
1 imdicating that the information is real-time when a heartbeat signal comrespending to the source of
time when the heartbeat signal correspanding to the source of the data has ot been received within
the predzﬁnedmval.
porting the information to an application at said user's computer;
monitoring the data at said user's computer;
indicating the status of the information as being real-time or not real-time in said
application at said user’s computer.
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23. The method as in claim22 further conprising the steps of:
. generating a heartbeat signal at a predefined interval;
transmtting the heatbeat signal to selected cliet site termnals, the

hear t beat signal and the formatted financial data both including a
systemidentifier uniquely identifying a particular data coll ection
system di splaying at selected client site termnals

financial data froma particular data collection systemas originating
froma data collection systemthat is .Pperati ng normal |y upon recei pt

a heartbeat signal including the sys't?’em identifier of the particular data

collection systemw thin a predefined tinme interval; and
20. A system for indicating whether a daw source is operating nommally, the system
comprising:
a plurality of data sources;
a plurality of data collection systems for receiving financial data from selected data
- sourcss, formating the financial data by appending a data source identifisr miquely idextifying the
source of the fnancial dam, monimeing the operaticgal st of the selscted data sourcss, and-
gencrating a data source status code for each mopiored data sourcs indieating whether the moxitored
data sourcs is operating normally, the data source status cods for a particular dats soures including
the data source identifier for that particular monitared dara source; and |

a plurality of clicut site tecminals for receiving the formetied financial dara and the *. -

data sourcs status codes generated by a particular data collection system and displaying selected
-'--ﬁnmdﬂdmabdng&mghhsammn?uabmmﬂryfm:ﬁmgdmmhmxdﬁu

", with the most seceatly sectived data source smms code for the data source from which the displeyed

 data originated, the client site terminals using the data souree identifier of the dat soures sts

1, codes and the data source identifier of the formatted financial data to determine the applicability of

a particular data source status code 1o particular financial data being displayed.

21.  The system as in claim 20 whersin:

each data collection system generates a heartbest signal at 2 predefined interval and

transmits the heartbeat signal to selected client site terminals, the heartbeat signal and formatted

financial data generated by a particular data collection system both including a system identifier

This is ths replacerment sﬁﬂaﬁ
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di splaying at selected client site termnals financial data froma

particul ar data collection systemas originating froma data collection
systemthat is not operating normally upon failure to receive a
hear t beat signal including the systemidentifier of the particular data
col | ection systemwi th a predefined tinme interval

-38-

uniquely identifying that paxticular data collection system; and
selected client site terminals displaying financial data from a particular data collection
system as originating ffom a data collection system that is operating normally if the clieat site
terminals have received a heartbeat signal including the sys:emidenﬁﬁmfmepa:ﬁmm&m
collection system within a predefined time interval, and sclected client site terminals displaying
, . “financial data fron particular data collection systems as criginating from a data collection system
msmm&&mﬁamwsMemtman incloding the
system idetifier of the particular data collection system within a predefined time interval.

.22. Ametﬁod ofindiwiﬁgwheﬂ:z:admémis operating pommally, the method .-
comprising the steps of | o
fomaxﬁagm-ﬁmndax data by appending a data source idemsifier uhiguely
i@ﬁﬁmgme'mmofmgﬁmda&am
" " monitoring the operational status of the selected data sources;
generdting a data source stams code for each monitored data source indicating
mummqu@mmmmmmmmm&nm
data.saﬁcc'innh:ding the data source identifier for that particular monitored data source;
’ receiving at a client site terminal the formatted financial data and the data source
status codes;

using the data source identifier of the data source status codes and the data source |

This is the replscement shwrt
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-39.

- identifier of the formatted financial data to determine the applicability of a particular data source

status code to particular financial data being displayed; and

displaying selected financial data as being from cither a normally or abnommally
fimctioning data source in accordance with the most recently received data source status code for the
data source from which the displayed data originated.

23. mmshmnmwwﬁs& _
' generating a heartbeat signal at a predefined interval;
msmmngﬁehmﬁmsgnalmseleaedchmmm&thehm&wagmf
mm&mwmm&mamﬁmﬁum@ﬁymammj
data collection system;
@hﬁguﬂmﬁﬁmmmmﬂ'mﬁmamm
Wmsmmmgﬁvmadmﬂmmmﬁﬂsopmmmﬂbmw
fahm&e&ag:ﬂmh&ngﬁesymdmﬁzof&spmcdzdmconmmwm X
apredzﬁnedumem:a-val;and
" displaying at selected client site terminals financial data from a particalar dar
wﬂecumsystemasangmaﬁng&omadaﬁmﬂechmsymthstmnﬂopmgnomﬂlyupun s

failure to receive a heartbeat signal including the system identifier of the particular data collection
system with a predefined time interval. '
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-40-
ABSTRACT

DATA HEALTH MONITOR FOR FINANCIAL INFORMATION COMMUNICATIONS
NETWORKS

A financial communications network incorporating a data health monitor includes a
phurality of data sources, 2 plurality of data collection system, a client site terminal and a network
mgﬁ&wmmﬁahwmnwﬁmmhdudsapm‘formsm
formatting financial data received from said data sources, wherein the formatted financial data bas
a data field including a first data source identifier identifying the data source of said formatted
Sinancial data and & first system identifier identifying the daa collection systern formatting ssid |
formatted financial data. The data collection systems also include & staius code gensrator for
gmc&gﬁﬂmmﬁnga%mdgmmm@emmmﬁ@y_'- :

updnsﬁemwdewhmmecpmﬁngmdamn&gdmmﬁg&qug :

{ hw&mdpﬂgmmfmgmaﬁngmdpﬁo&mnytmiﬁgamﬁg@im o

15

‘Chent sie terminal includes a processor for receiving the formatted financial data, the heartbeat
ﬁwmﬁammmwahmm@mmmmmmmhm
ceceipt of the fnancial data. which prevents the terminal’s recsipt of the data in real Gme. The
client site tereisial then selects a real-time or stale display mode for displaying the Snancial data,
and 2 display displays the financial data in accordance with the selected seal-time or stals display -

mode.

Figure 1
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