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GATEWAY COMPUTER GENERATES GATEWAY KEY PAIR (PKg, SKg)
502

|

TOKEN SERVER COMPUTER GENERATES TOKEN SERVER KEY PAIR (PKg, SKg)
204

|

GATEWAY COMPUTER TRANSMITS GATEWAY PUBLIC KEY PKg TO TOKEN
SERVER COMPUTER
206

|

TOKEN SERVER COMPUTER GENERATES RE-ENCRYPTION KEY RKg_c BASED
ON TOKEN SERVER PRIVATE KEY SKg AND GATEWAY PUBLIC KEY PKg
208

|

GATEWAY COMPUTER TRANSMITS SERVERLESS FUNCTION TO TOKEN
SERVER COMPUTER
210
TOKEN SERVER COMPUTER DEPLOYS SERVERLESS FUNCTION TO EDGE

COMPUTER
212

FIG. 5
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RESOURCE PROVIDER COMPUTER TRANSMITS CREDENTIAL TO GATEWAY
COMPUTER
102

k2

GATEWAY COMPUTER TRANSMITS CREDENTIAL TO TOKEN SERVER
COMPUTER
104

K 3

TOKEN SERVER COMPUTER GENERATES A CRYPTOGRAPHIC KEY DEK
106

¥

TOKEN SERVER COMPUTER PRODUCES FIRST CIPHERTEXT C1 BY
ENCRYPTING CREDENTIAL WITH CRYPTOGRAPHIC KEY DEK
108

E
TOKEN SERVER COMPUTER PRODUCES SECOND CIPHERTEXT C2 BY
ENCRYPTING CRYPTOGRAPHIC KEY DEK USING TOKEN SERVER PUBLIC KEY
PKs
710
K 2

TOKEN SERVER COMPUTER TRANSMITS DATA ITEM T COMPRISING FIRST
CIPHERTEXT C1 AND SECOND CIPHERTEXT C2 TO GATEWAY COMPUTER
n2

2

GATEWAY COMPUTER GENERATES TOKEN H(T) BASED ON DATA ITEM T
14

*

GATEWAY COMPUTER STORES DATAITEM T IN TOKEN VAULT IN ASSOCIATION
WITH TOKEN H(T)
116

¥

GATEWAY COMPUTER TRANSMITS TOKEN H(T) TO RESOURCE PROVIDER
COMPUTER
118

¥

RESOURCE PROVIDER COMPUTER STORES TOKEN H(T)
720

FIG. 7
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RESOURCE PROVIDER COMPUTER TRANSMITS TOKEN H(T) TO EDGE
COMPUTER AS PART OF AN INTERACTION BETWEEN RESOURCE PROVIDER
COMPUTER AND A USER DEVICE
902

1]

EDGE COMPUTER IDENTIFIES GATEWAY COMPUTER CORRESPONDING TO
TOKEN H(T)
904

1!

EDGE COMPUTER TRANSMITS TOKEN H(T) TO GATEWAY COMPUTER
906

i

GATEWAY COMPUTER RETRIEVES DATA ITEM T FROM TOKEN VAULT USING
TOKEN H(T)
908

1]

GATEWAY COMPUTER TRANSMITS DATAITEM T TO EDGE COMPUTER
910

I}

EDGE COMPUTER PRODUCES A RE-ENCRYPTED SECOND CIPHERTEXT C2' BY
RE-ENCRYPTING SECOND CIPHERTEXT C2 USING RE-ENCRYPTION KEY RKg_g
92

Il

EDGE COMPUTER TRANSMITS DATAITEM T COMPRISING FIRST CIPHERTEXT
C1 AND RE-ENCRYPTED SECOND CIPHERTEXT C2' TO GATEWAY COMPUTER
914

GATEWAY COMPUTER PRODUCES CRYPTOGRAPHIC KEY DEKBY
DECRYPTING RE-ENCRYPTED SECOND CIPHERTEXT C2' USING GATEWAY
COMPUTER PRIVATE KEY SKg
916

Il

GATEWAY COMPUTER PRODUCES CREDENTIAL BY DECRYPTING FIRST
CIPHERTEXT C1 USING CRYPTOGRAPHIC KEY DEK
918

Il

GATEWAY COMPUTER TRANSMITS CREDENTIAL TO AUTHORIZING ENTITY
COMPUTER FOR INTERACTION AUTHORIZATION
920

FIG. 9
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