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iground This invention relates generally to wrel ess com32REBRUARY 2006
deV|ces i ncluding cellular tel ephones, and particularly to the provision of
security services for wireless devices. 5 Wreless comuni cati on devi ces,
such as cellul ar tel ephones, include a wireless protocol stack that
i npl enents an appropriate wrel ess prdtocol such as code division multiple
access (CDMA) or tine division nultlple access (TDVA) as two exanpl es.
Conventi onal protocol stagcks. gﬂ 5.0, R d ity services. Security
services include the cr for encryption,
verifi patéiig@sur@nd aut hentication. The 10 security services are generally
enbedded as part of the protocol stack. In relativel npl e applications,
thi s arrang&heinvemipn selates gengsally toskisdlesspommuypeation c%/h@e%emludmg cgllgar i t hns

are. | NASHREL Lo b b380 1O WIRTSoh DEYecliS, MRIHABH ARl By Ol e

entity. appro conpl ex

seciirity aMgeglédsRomnaunidatian dovices, eudﬂedsl oFHular felephanes, ﬁ(i\]{u&l&@edlrel&w yption
standard (ABS) al gorithnms. 15 It may becone desirable to integrate

i ndepeh@ierol stagkethat @ﬂé@marﬁa a@éPETPPFétG vaEedess Prafocold sudy astqods digsienandar ds
evol ve, f¢ icbagg%! %)éy&'i? VA B BE e&%@fB%ﬂ%mﬁEfé a%@ésg :@ﬁw@ &s%operxgﬁl% §Ql stack may

be con%ll udi'ng securi one thrng, the
securi ty al gonv ddmﬂEalrmyﬂaeolgmeeatsotpoowdmwmmsesaS@c@ﬁgmgﬂ&ﬁ@\tmludd nme.

Mor eover, the secur ty. algorlthns tend to b relatjvely 20 co i cated and
t hus i rcgggggr@ L%‘FF IHgs esrd)fer snsryRtioa. %‘H’c B"fb? %}H{S‘Fm‘sc?%\%fkmﬂé& t he

abyg i t¥ecuh§rt él?s\’i@és%g Mélﬁﬂ&ﬁlfédaea Q@pﬁ?ﬁf’ﬂh‘shﬁbt@écﬂ@fabf(hm for exanpl € over

the Intern is rel tlve I'mted when those algorithns are incorporated
within the hrmialwely smablappﬁmenstthsraerangememﬁw Heguithlele ) especially where

i gl ([a)r at ﬁ(@s}g{:? Hgo}{lthsn(lasr a\llrle?r(lar%equent\i\g/ utlhze% or wqq%}'/el t%%g hrezu%llg'éd %Illyl%eys 5(1: §1'n§1tei on of
entity. The approach becomes more problematic with new and more complex security
algorithms such as Diffie Hellman, f8, and advanced encryption standard (AES) algorithms.

15 It may become desirable to integrate independently developed and certified security
algorithms as standards evolve.

In addition, the development and testing of the protocol stack may be complicated by
including security algorithms. For one thing, the security algorithms may be subject to
improvements and changes over time. Moreover, the security algorithms tend to be relatively

20 complicated and thus increase the testing cycle for the entire protocol stack. Also, the ability
to download upgrades to the security algorithms, for example over the Internet, is relatively
limited when those algorithms are incorporated within the protocol stack.

Thus, there is a need for better ways to implement security services in wireless
devices.

25

Brief Description of the Drawings

Figure 1 is a schematic depiction of the software of a wireless system in accordance
with one embodiment of the present invention;
Figure 2 is a hardware depiction of the wireless system shown in Figure 1 in

30 accordance with one embodiment of the present invention; and



Figure 1 is a schematic depiction of the software of a wireless systemin
accordance with one enbodi nent of the present invention; Fi gaFEBRUARY2006
har dwar e depiction of the wirel ess systemshow in Figure |l in 30
accordance with one enbodi nent of the present invention; and 22 FEBRUARY
2006 Figure 3 is a flow chart for secarity services software in accordance
with one enbodi nent of the present invention. Detailed Description 5

Referring t?i%ﬁiregﬂ”i@a flowahWét & ReFritHwehvEdBs 10nwifRiif BcdRINR  viftEdd | ar
t el ephone tha I

uses any applicabl & protocol i1 ncluding code division

mul t i pembedivestoithe prasentdnvéngioon nul tiple access, to nention two exanpl es.
The wirel ess system 10 nay be a second generation, third generation or so
called 2.5 generation wireless system again to nention a few exanples. The
W r el eppiadivg DRRridlionay i nclude an application execution environnment 20 and
10 ot her software conponents 22. The application execution environnent 20
andd sof t war ReferomgptmiBigurs 122 wirglessaystemy 1{0n whichguay be y celbrari telsphonmethhte 16. The
securi t%tsservi es Lmdu{ e 16 al SO _i.nteracts \ﬁn tlh t he (frtoto 0l .staclﬁ. 8 that

i npl enBHEATY RBPIGEBICIRP oS BRGIR B SEC BVIY I B UPI RGP T TR IHOY AEIIE ¢ war e
| evel sacREE tmeARE! ftd SIS EMMeldireltdd sgstemSIaRh K BE Aécohd ged&atiSe Ghird t Y
services nodul e 16 may include a security services nanager 24. The 15
managegeregatipamor s galled 25 gengralion yirgleshpgtans 2gain te mentien adewgxamplesexanpl e, a

crypt ogr aphi ] L L . I [ i.ate
security al gg? ﬂlﬁ%gézséﬁé@ﬁﬁﬂ%# }“%5‘?&%%‘%’?&5?8%%‘5@’5’%%%?29 al?al(rlncr yption
st ahdabthepsadtvdré bompoientEN Tigapplit stvwneesaoptiodsenvironmastdl(t drdsofivaeer ti fi cat e
library 30 may contain information about digital certificates for

appl i c&%@&?&éﬂ@&f’r%t it yecwaty seadersingdulp ol dhe spayrity serviggs Brodpleoh ded t o
limt L el : J: i bers. An
aut henf S atrac ith BOBrabi o 1 8%k Bb ok LB RS BIRSEL °F % e
enbodi Rerher dohva ia eloasaftwars Eavelscas anepagang 2ystemy 4 laed anystemdtetkiaaid®. Wit h t he

Common Data_Security Architecgture Specification, Version 2 C9 BN

1-85912- 202T he sewa@y mewsﬁwg Hganﬂfyyn?lmi%fl SR O PR BN AR 2 ks,

Cal 4 f opfah&ger Bendy tmald £51uiBityBYmB&ulkdlor libraries 26. For example, a cryptographic
library 28 may be utilized to provide the appropriate security algorithms such as the Diffie

Hellman, f8, and advanced encryption standard algorithms, to mention a few examples. In
addition, a certificate library 30 may contain information about digital certificates for
applicable parties. A subscriber identity module (SIM) 32 may be provided to limit access to
20  the wireless system 10 to only authorized subscribers. An authentication library 34 may be
provided as may other services 36.
In one embodiment, the security services manager 24 may be in accordance with the
Common Data Security Architecture Specification, Version 2 C914 ISBN 1-85912-202-7,
May 2000 published by Intel Corporation, Santa Clara, California. The libraries 26 may be in
25 accordance with the common security services manager (CSSM), also provided as part of the
aforementioned Intel specification. The CSSM enables tight integration of individual
services while allowing those services to be provided by interoperable modules. The CSSM
defines a rich, extensible application program interface to support the development of secure
applications and system services as well as an extensible interface supporting add-in security
30  modules that implement building blocks for secure operations. Security algorithms that are
part of protocol standards may be implemented and may evolve through performance

enhancements.



25 accordance with the comon security services manager (CSSM, also
provided as part of the aforenentioned Intel specification.2ZIREBRBSRY 2006
enabl es tight integration of individual services while allow ng those
services to be provided by interoperable nodules. The CSSM defines a rich,
extensi ble application programinterface to support the devel opnent of
secure applications and system services as well as an extensible interface

supporting eddiSRM g i pQtoBMAcRS 88 Bind Witk msmgy Qcﬁﬂggégf%és for

secure operations. Security algorithns that are part pr ot st andar ds
may be simphifgne theathpderdentatyoreafl stackt Hr murgmoyeryf dirachsecarityealpentbenent s. The

CSSM al,l o t he pr.ot.ocol stack 18 to. bind.with the Sm.f.or security

servi cBePenSetae ARy AHE e e arrudey BROH St F B SRS ng i r ect
securi hyplRhG6H sdciitylRPABAaNSY RSt Wit the\WIZM tdidgdeRMid sanRBeWitd,y al gorithm
support. In addition, new application security services may register with

t hed CSsllowing rsmngissectuhty ssavree gwdvlede seipostwhnldipte usengWathstbe additipn ofr vi ce

nodul e to support.nultiple uses. W.th t addi t.jon of _.recognized prirority,
The r oESQRRCRBTSTHY BF rEPerYioBand pEoHpn Reptldleriennonay B 6. ™

appr opapsrbsidteyiviithin tHe & ePMBEchkdxt 6PtHe®¥éte@df the system Thus, utilizing the
CSSM | ayer, protocol stack 18 devel opnent may be sinplified by off-|oading

t he requi r efrons gtifising theCssMulayery proéop] sfaek 1 hdevshapnesnb ouiyrhersinplified by resul t ,

stack _jJdwpl gnenptation an ing cycle . e_reduced i R_some.enbodi nents.
vor cov 8l 1L B afiafi. oF S Pl e My meErlRRlEst, R 3 RIS MK r acdeni o
ango maympleman@ficbhid festing @R Y beYakcédinsyoaitasmsbaimbma dBturéovapdhiséifei ons.

In sonme enbodi ments, the specified CDSA system resources, including nenory

si ze ap@bpiiBERtssihggeaBilie servieey meyibe mare ypgmpele and maybeaneparlederect ky to
enbedd ) : into wirel ess enbedded pl atforns,

it nnyﬁg%a%égtsoig%fegﬂ?tg% o(xﬁl? ‘g/ad%@F '?i Bgﬁcagg set of the existing CDSA

i mpl enent at [idgvend drabodimehtsgihe speri EMCDOAesyatentiress)irtése thchdiigimeiorg sigar i ty
service dules. It may al sp be. desjrable to reconfigure the CDSA package to
fit intRf MRESIHEPOHICRIYY mak%tsﬁiéf%%fémgg C%glé%c“dﬁﬂém%éd‘iﬁdnﬁ’ﬁﬁ@saﬂa

F 1 %1 bhfer to port CDSA into wireless embedded platforms, it may be desirable to only port a
subset of the existing CDSA implementations that include the CSM core and required added-
in security service modules. It may also be desirable to reconfigure the CDSA package to fit
into the embedded platform. Some features such as dynamic binding and flexible
extensibility may not be required in embedded systems that implement security services.

20  Thus, in some embodiments, a trimmed down CDSA package may be developed that is
suitable for use in embedded platforms.

Referring to Figure 2, the wireless system 10 may include an internal bus that
supports a baseband processor 46 and a memory array 48. The memory array 48 may include
code storage and random access memory (RAM). In one embodiment, the protocol stack

25  may be stored in the memory array 48. The internal bus 50 also supports a digital signal
processor (DSP) 52 which may have its own bus 54 and its own memory array 56 in some
embodiments. In some embodiments, a separate application processor 58 may be provided
with memory 60. In one embodiment, a security services software module 16 may be stored
in the memory 60.

30 Referring to Figure 3, the security services module 16 may be called to implement
security services. For example, in one embodiment, the protocol stack 18 may handle

communications services, but when security services such as authentication are needed in the



extensibility may not be required in enbedded systens that inplenent
security services. Thus, in sone enbodinents, a trinmed down2EBERRYARN, M6
may be devel oped that is suitable for use in enbedded platforns. Referring
to Figure 2, the wireless systema 10 may include an internal bus that
supports a baseband processor 46 and a-nenory array 48. The nmenory array 48
may i nclude code storage and random access nenory (RAM. I N one enbodi nent,

the pr%%QBf&%ﬁg‘bn'_@tYorp&_rﬁE&{%ﬂeroE&estJE?g‘g%mgfif&l’lsﬁ%se&ﬂ%xis@f'\ﬁéégal bus 50

al so supports a digital signal processor whi ch may have 1ts own bus
54 and madsleoMin Inkewisy, atheraptB@rd, suchoasshe agpitanenexecution swienerntd) apdt , a

security services saoftware nodu 16 may be . stored.in the nenpr 0.
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stack 18 may handl e communi cati on services, but whe security services such

as aut lseqwrity serviges. aif thane scrartqugst,tthesecudty SEEBRISARNAZO0H soun geingficated in

comuni,catian. seryvi.c t.he pr.otocol stack 18 si alls the_security
cervi oGtk B T Ut serat o HiohBlah Ebiast st P BB 30t | on
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al so call the security services nodule 16. The security services nodule 16

checks appropdita resvestdeg entidy,istethay thy psotpead gtask 18,2l & indicateil iy bloekWdees. | f

there is a uest . ,the curi ervi.ces r 24 i ran indicated in
bl ock 40, B pEehsora g T8 aA stohetf Lo SRR mfod SolcBBBhpklh 81 b
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result may their be retained to the _appropriate requestingi entity, such as
t he pr aydsistaeddxseparategnes 9 thequemariesd( andif8s oAl thet isdgsirphle ioibet thet ack 18

i R AR i S S s R e S B
modul e tHab the protocol stack can call the security services module 16.
While the present invention has been described with respect to a limited number of
15 embodiments, those skilled in the art will appreciate numerous modifications and variations
therefrom. It is intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of this present invention.



maybe stored in separate ones of the nenories 60 and 48. All that is
desirable is that the protocol stack 18 and security servi cé2 REBRIJARY @00xe
separately accessible, for exanple, so that the protocol stuck can call the
security services nodule 16. Wiile the present invention has been descri bed
wWith respect to a limted nunber of 15 enbodi nents, those skilled in the
art will appreciate nunerous nodifications and variations therefrom It is

i ntended t hat_.t he alg\%? ded clainms cover all such nodifications and
variations a9LFaif PN the true spirit and scope of this present

i nvention. 22 FEBRUARY 2006 What is clainmed is: A nethod conpri sing:

provi di ng a pr ot odoMeBIAERIBRISHIE el ess communi cations; providing a security

servi ce modul e; enahking SaLIPONG g, heasaensed paparatel y Trom sai d

stack; and enabli Ag e curity services no 0 receive a request for

security services praidingel seeirityBerveepieulé;at e service fromat |east two
avai l abl e security services, 2. The nethod of claim 1 including enabling the

protocol stack to caphlaiefaibaaapieyo beaoprsed serargiab iFem seduacky 2ikr vi ces
modul e. 3. The mteggﬁin%fthglts?clo ] Ifse r?és%?chﬁg ?oyfegéigg asrgﬁ%’é{s% fa séc‘?l'ﬁ\f}'l C&vices

i ncludes providing  encryp n,veritrcation, or auth I on services.
The nmethod of cl aiafd kelebr@he€bppropostt dimige &roneatleadt ywe availlabssenodtyl eniices] udes
providing a security services nodule including a cryptographic library 5.
The net hod of claim4 wherein prodding a cnytoeraphic library includes
provi ding one of the Diffe Hell man, i8, and advanced encryption standard

algorithms. & TheTheifabddf Cdiai Mnthidded dbRgg POVt BUSSEE to Shagkseantty -

application execution environnment. 7. A wireless systemco a processor; and
p services from the security services module.

3. The method of claim ] wherein providing security services includes providing

encrvption, verification, or authentication services.

4, The method of claim 1 wherein providing a security services module includes

" providing a security services module including a cryptographic library.

5. The method of claim 4 wherein providing a cryptographic library includes

providing one of the Diffie Hellman, f8, 2nd advanced encryption standard algoritlums.

6. The method of claim 1 including providing security services for the protoco)

stack and application execution environment.

7. A wireless systerm comprising:
a processor; and
a storage coupled to said processor, said storage storing a separately accessible

protoco] stack and a security services software module.

8. The system of claim 7 wherein said processor enables the protocol stack to
obtain security services from the security services software module to receive a request for

security services and to select the appropriate service from at least two available services.

S. The system of claim 7 wherein sz1d system 1s a wireless telephone.



y ices for nme protocol a storage coupled to said processor, said storage
storing a separately accessible protocol stack and a securit3 BEERUSRY 2006
software nodul e. 8. The systemof claim 7 wherein said processor enables the
protocol stack to obtain security services fromthe security services
software nodul e to receive a request for, security services and to select
the appropriate service fromat |east two avail able services. The system of

claim7 wherein said systemjs a wireless tel ephone. 10. The systemof claim
7 wherein sai d%sec et%)’s’se@"r?/‘% CoF SMENEP 62 ABETHEY SFOVEESs TRFEY B’tOiGBﬂg,
verificatlQn, ut-hent i L ' e ~The system of claim7 wherein
sai d sof ﬁ%ees%éﬁfbgggri%h EEBQ’ %E&g{egg%éﬁﬁil%ﬂé%%bri thmlibrary. 12. The
system of claim 11 wherein said cryptographic algorithmis one of the Diffie
Hel | man, f8, or advanced ecryption standard algorithms. 13. The system of
claim 7 whereilh- saiﬂ“%@@ﬂéogﬁ@w dadiesep Gif sy Teara e e8lefBP ViIdRe 2 SRONEBINC
stack ang an.apphigcation execution environment. 14. A cellular telephone
conpri sing: & processor; and a first storage coupled to said processor,
first said storage storing a protocol stack; and a second storage coupled to
sai d processor, said second storage storing a security services software
modul e, said prot oddle SEEEKOAHETDURhE Besng CopiE arar ¢lepribwss Bre of b d

securi DSl 6655 k! WALRLIDAU L0 L.EEELYS Sofafuest for security services
and to sel’éct e dppropriate service fromat teast two avail able security
servi ces.

13. - The system of claim 7 wherein said module provides security services for the

protocol stack and an application execution environment.

14. A cellular telephone comprising:
a processor; and
a first storage coupled to said processor, first said storage storing a
protocol stack; and
a second storage coupled to said processor, said second storage storing a
security services software module, said protocol stack and module being separately
accessible, said security services software module to receive a request for security services

and to select the appropriate service from at least two available security services.

15. The telephone of claim 14 wherein said processoy enables ihe protoco] stack to

obtam secunty services from the security services module.

16. The telephone of claim 14 wherein szid security services software module

provides encryption, verification, or authentication services.

17. The telephone of claim 14 wherein said software module provides a crypiographic

algorithm.

18. The telephone of claim 17 wherein said cryptographic algonthm is one of the

Diffie Hellman, 8, or advanced encryption standard 2Jgontlums.



15. The tel ephone of claim 14 wherein said security services software nodul e
provi des encryption, verification, or authentication service2 FEBRUARE 2006

t el ephone of claim 14 wherein said security services software nodul e

provi des encryption, verification or authentication services. 17. The

t el ephone of claim 14 wherein said softma;e nodul e provides a crytographic
algorithm 18. The tel ephone of claim 17 wherein said cryptographic
algorithmis one of the Diffie Hellman, f8, or advanced encryption standard
al gorithms. 122 TRERREPRYXG062000] 4 Fhereresaep hionial egfroridgs sequrdy whies ess forshé d
nodul e provides s erjty services for thefégrog col stack and an application
execut i o BAYT rFEHHERE. &7 FHITHY P BRHOAY ¥ ki m 14 i ncl udi ng a nenory

device, said first and second storage being part of said nenory device.

20. The telephone of claim 14 including a memory device, said first and second

siorage being part of said memory device.



