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CRYPTOGRAPHY BACKGROUND

Cryptography is used to protect sensitive information, both in storage and in transit, and to authenticate
parties to a transaction. There are two classes of cryptography in widespread use: secret-key cryptography

and public-key cryptography.
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dsdh@ed ualg tﬁ’@&&f keyTOR oF thedeae s 1§1$Bdi pblishsl, ahkiRitigroger i Gept préviate. They are
ah gl‘t:o%;il th]e IH) c(:) ?ndfp&%teg(ﬁg Iees ;éc:ztl‘r?/\eél’y TRe 81%11:?1%2 lI‘ngedtt&) eng(gﬁtra%‘%gage intended
fgmlamaldtreethamq@rp kit Pusm engfypiedesing @e@ﬂbllc ke ? e@%ﬁ can only be decrypted using

ﬂ?e%tlﬁé 1&5/ NGt B8 phid- caﬁ&&h‘?lﬁ bdchaage m@ﬁag&shﬁthblﬂgirst Ilaf:‘lﬁh fo exchange a secret
u|S|t|on of the

kﬁ}légf;)?i?sh% et]{%f ?1'31 Sxﬁva{eﬁcgy B é&‘iuf?nlt is é}é)}'rwg F0|r the\i\’Plder oﬁﬁxe pnvateakey to generate the
pulsliy-ppeecied pair. dat a. The surface codlng therefore alloms

a sensing device to acquire a region I D and

Pphjlg:rkpy @'yptqgmph}hqjm be Eﬁgql 2 g@a}e@cdaqltal siﬂl@praclf ’fh6 Hol@ar P)F]th%lpnvate key creates a
KaSHERshSHh nR6iBae 28d Glen Ehdfypththe Bash @dingCthie’ privéte k& themangore @akedrify that the

surt » ] f o tha icular
eamt%&aﬁh COI&%Q%F It e 8g11|at311'1renof gle glslﬁ OF t}{éﬁ)ﬁ'lgﬁg Eefys\}rlrh r\?@s\ﬂ%&t to that particul
neespem dinply bp decemtingbptcyaied ksls using gDk 1551 wrifying 18t hash against the
Iﬁegﬁgé( ﬁ“ttherliéﬂgﬁﬁg 1s|§gm kSShe m&Hob, tthe® Ghe rédicAt 6TitHRONNa AL Verify both that

Assi st ance”, fil 2004 and USSN

theTnasPES Eer8uie e E‘éttltq‘ﬁiﬁ%gef%éﬁl B8 entitled " Laser

%%r%, g}fe gafl Egvf)e u%eﬁf tg E E lcl gll;ggagf) ﬁrP dUlﬁ 'has tndcp( :;ahxfa 1t%@ttﬂa9§%ature verification
<2®ﬂ€ﬂvpﬁﬁgﬁﬁbhypﬁ%Pﬁ@@ﬁmﬁ8mﬁﬁﬁ¥ect senS|t|ve

information, both jn s n a .

Tk A SRR RO U he? B s b T, ARl K gnih provens
imbassaisn. This Gmymiatydap hsing certifigatbe sndrcertificatesathoriies Accertifieaie authority is a

f Gad h'y W her
SEOhBEA0 i BPRRHE, I Cess UG ABIViey M o perso's or thr ety

1éqn§;tpjt% Fe&tﬁﬁﬁ;g,te authogity verfies fhe éqﬁntt%byaegarglg}wtﬂ?t tycc}gcuments etc., and then creates
#all Yipds Q@fgﬁe@ battificets estalinhg tisddtitk éytails @ndpublicykey. Amapwhe who trusts the certificate

au%orltgpan use th the Sugﬁqug n-lgmpceﬁﬁgatté ith avﬂlggﬁmeé}% df Qerﬁ?ﬁ%fhﬁa@g% genuine. They just

e to secure exchange the

Ipecw otk gt hpgRicas ﬂe@ync@w%eb TR RY the PGl BRHR oty public key i
R @symet ri ¢ cryptography, uses two encryption keys.

The two 5 keys are mathematically related in such a

Tathibve abmanyle sesiageeaeidey pyredraplsi, pglioke cmtperephy ublises/key lengths an

cgger 0 %[(1%9 I ger Us! m}%lﬁl?salﬂtl}i@gon?ﬁ‘yd wit e ? funtiR@si8. Keys

st shed, I'le the her 1s kept private.

S-‘EB]%Yer € 4p F%Q‘f}ﬁﬁ&b&ﬂy, ecdnl 2dRieR)| Jon BNBy (B iSuBL WIKEfovides a detailed
ublic key is used to encrypt any

eeBag Predinped et

SUMMARY OF THE INVENTION

by

Qﬂ.

-n.:)

In a first aspect the present invention provides an object comprising first coded data disposed onorina
surface thereof, said first coded data identifying a plurality of locations on the surface and a Jayout of at least

one interactive element associated with the surface.
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for the holder of the private key. Once encrypted
usi ng the public key, a nessage can only be decrypted

waigiongi2ithe private key. Thus two parties can BEDAD210y/000994

exchange nessages wi thout first having to exchange a
secret 10 key. To ensure that the private key is

secure, it is normal for the hol der of the private key
to generate the public-privat®e key pair. Public-key
cryptography can be used to create a digital

signature. If the holder of the private key creates a
hkmmr Sz&htheébj @t ﬁﬁ@i&ﬁ@g@r@ngaﬂhhannfeﬁﬁﬁm@ﬁﬁec; dfﬂ@hehﬁ&‘dae, sari]d graphical
S|n e ke ne can verify that the
ﬂmgg g%ﬁﬁ?%?“e%gwfﬁm&85ignature" of the
holder of the private key with respect to that

dbasﬁah}‘:tlﬂé BYoutliPidRESATS. laySitt ARhDEr, B SR NPukBG id AR ciated with a plurality of
encrypted hash using the public key and verifying the

¢h against the nessage. If the signature is
appended to the nessage, then the recipient of the
HIE ARAD GepbR fenk BT iofviéeob@tobje& Raten is b B RS HBEE: iled. gENUI NE
has not been altered in transit.

Secret key can al so be used to create a digital

Gty the Eirst déd daa surhérededifeaduantipgeudthat si gnat ure
verification can also be perforned by a party privy

to the secret key. 20 To make public-key cryptography
Quiietelly, theelegs ofireduptds idetified s g Prodrckislast i%ﬁftaed/?mmail%%%ii gumber.
mhich prevents inpersonation This is normally done

SRbR ORI OSSR BRI,

aut henti cates the aSSOCiation bet ween a public key and
GptiBRILP M sS a8 is @Jﬁh&irby@mbélt ﬁéck%gmg SeRtpldayet itehtigelf.
certificate authorify verifies the identity by
exam ning identity docunents etc., and then creates
@idnagly, ghredira cadedylata dilrtherddeniifies g ﬂage”owﬁnaismg’ige firbfegoded data from other types
Jrd&Rd 4y details and public key. Anyone who trusts the
certificate 25 authority can use the public key in the
certificate with a high degree of certainty that it is
1§ @ Ritthét@speck ey iy pusided dnavwiectifitherenmprising hatique frentifier for uniquely identifying
ﬁee rb elc’cf eafd%l% "lfi‘e%uﬁe?g ?r% Eha%ie %ﬁ%reqyst I:J?@d cﬁi%rahd 1531 Eéﬁh@lﬂy readable.

thot 1 Y, Whos e pu ey IS known. To achieve
conpar abl e security to secret-key cryptography,
Pptohallg, theiqfd i¥eRtife Idaifiys ditridl nfabér. key | engths an  order
of magnitude |larger, i.e. a fem1thousand bits conpar ed
with a few hundred bits. 30 Schnei er é plied
@tipwllp gireaiplaye, ideSaien identiieh apiE%yntron@é’méuWPce;i RE): So ns 1996)
prOVides a detailed discussion of cryptographic
‘%Iﬁlélllq }( élﬁitqueisl W%R%&?;gggle\%?ng §%‘F glgata(agl %se? on or 1n a surfacéc’ gf%he object, said
sk¢oné todebdimddeatifying ahingposieditydor tigrobjeet. a  sur f ac e t her eof
said first coded data identifying a plurality of
| ocations on the surf and t l.east .35
Qptemallh dierseior codeode iy et ‘B%“éﬁ“%iii‘ti"ﬁ fy fpg “‘gﬂﬁﬁf%&f& -
WO 2007/ 012110 PCT/AU2006/000994 -7 In a further

Sl it oo GO R e Rfin DI ARRYIERY data from the second coded

&%@Eaﬁ{ﬁaﬁqu% Qgglﬁcfntaecf ] Eaég sur ; ag?e nggt{alu d gc raph ail a::a(im © second eoce
daf#f or mat i on rel ating to the at | east one interactive
el enent. 5 Cptionally the layout is identified by a

éﬁa%% ﬁallllt ﬂrlieluug;%gﬁ ; de%n%aper ]GO%IP%E)CS Q}/a%qéjom paH %gpoieﬁ RSILE LA &It the object, said

random pattem defining at least one ﬁnoerprmt for the object.

Optionally, the random pattern is defined by a taggant randomly dispersed in ink printed on the surface.
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In a further aspect there is provided an object which
is a consuner product item 10 Optionally, the first
weowedixdat a further identifies a class of prodRCI/AU2006/000994

Optionally, the class of product is identified by a

product class nunber and/or a manufacturer nunber.

Optionally, the class of product is identified by a

Uni versal Product Code (UPC).-85 Optionally, the

surface is defined by a | abel, packaging or the

product itemitself. Cptionally, the first coded data

Opbraidg fhe bl QRtdehRSIs Gonfalnadin LORFIDIt&L | ngui shing the first

coded data from ot her types of coded data. 20 In a

further aspect there is provided an object further

Qrdonpy, e figt @dedriatg isalefindépita hirdity df¢ngs, gash the geylfymg its own location on the

sl@ RO kBt of thar Rk 66 interst i eGickiBhi G446eididdnth ktfels@facdei ng

di stingui Shable fromthe first coded data and

i ndependently readable. Optionally, the unique

Optiently, kick rag ifgteartidefitifesa dasseprogict mdfvheflag f@rSisOpisiorethd figst coded data
e I fier identifies an Electronic Product

‘%bdg%?ﬁg%§?%%%?%%na||y, the uni que identifier

conpri ses second coded data di sposed on or in a

16 bkofhaiCapeaifthet p@enoiay @tidn, prov esthata Seada Il inteoxdltdr, valth tu@object, said object

I d?r?stl:nlﬁf 1?/ t &ged%ﬂtléla s&ge% ggrq{l]g 5 dﬁfﬁ t}%{:eoﬁ, QJc&fé& data%@entlfymg a plurahty of

second code dent | f
lena@qns ol thesqugfwaﬁnﬂraéaw of 4t feast e:rﬁ.na%tlwoeé%tepttagﬁwmw%ﬂﬁ|SW§PCG
shid@atd teht compil@d: data identifies a flag for
di sti ngui shin st code the second
code Oan%até fll gensggor&)ntsm%at eﬁﬁt some ogthe ﬁrnt%:a%eél%%en tifier
CONPra Pesssser fqrammmgﬂmwtéﬁtmu%gﬁp@%@ codpd gita sHd layoyt fafe idepsifying a
}Bgltl(;nh)?th@ Blt£edder rSidtvE to tﬁe@@t@&@&rﬁ@ﬁz@&ﬁ of tBkef: 1Rk 1@ iddracti®@afinent; and
one éprlnt far %ﬂ t ) c:()Cilp:téon IIy t he random
patté? GEPrHEE g ‘ayop égﬁi i &@’ V" di spersed in
ink printed on the surface. WD 2007/012110
IEM&Q&(]QQQ&Q Bventich pmgde%@llréaﬁer £dr Rerddtih & an Obj ect said object

dentifier is_contained in an RFI %

OB 1S GRAHOTA T 1 HET HEEP B L Pl of ocaions
dnalgSurfeaal eliteoyi)iadend: of ay lemgoretigeravive dicpeattassoriatarwith fthe surface, or (i) a
1%#%@%&%39@9w5@&&'a¥0Ut of the at least one interactive

SSO

crated with the surface. Optionally, each
piddatt rrdenempPiigRght i fi es a cl ass of product and/or a

flag efntbbuddl s‘éﬁsbﬂ’f&ubrﬁiﬁg fQeadt Banefdf the todeddhegl data from

ot her Ly Res cogpd data. 10 In another aspect the
£SS0T CQ ﬁgure Or
prese |nveﬁ%|on provi des data reader for interacting

wi th an obfetspining whetiorshy ssesed codesiiate idstifigs @itheslpyorioyg € the unique
dat a gisggosed on or in a surface thereof, said first

f ggeg u (rj? tag%elneg% ky%é%}%ﬁm%{bg sre?sle{i E(ég(f Jaglhsgﬁ':fzﬂ/t)ut g:ga Jtdentlg/mg a position
el enesfthealats pedenteliveva thsutfime amd githey Gikthe layout of the at least one interactive

element or (ii) the unique identity; and

means for communicating the layout data to a computer system.

Optionally the processor determines whether the sensed coded data identifies (i) the layout or (ii) the unique

identity, based on the presence of a flag in the sensed coded data.

In a further aspect there is provided a data reader which is selected from any one of the group comprising: a

fixed scanner; a handheld scanner; a mobile phone; a pen; a stylus; and a personal digital assistant.
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said data reader conprising: an optical sensor for

sensing at |east sone of the first coded data; 15 a
w@e@eosdor for generating | ayout data using theCEHaO3®6/000994

coded data, said |layout data identifying a position

of the data reader relative to the surface and a

| ayout of the at |east one interactive elenent; and

nmeans for comrunicating the Ia?mut data to a conputer

system In another aspect the present invention

3 F‘B\‘)‘%"é%“*d‘éet PEESFIE wrwwnsme%ﬁ %?t%{%fc’f Ttsragiing prith i QBlsFtetid system

®apdsingbj ect 20 conprising coded data di sposed on or in

al 3 :J ;{n|%t8J§0t %@&5@19%1?:&%9&9 d&aqgsﬁﬁse&jalt & il aaC glrtl%:% %Xreoq”%ﬁld %rsr( cosied data

1genpgy1§ #D %qhtyé{f locaiigaston ghg surfap aag a@yqu{,(é‘ aidpastpag nteractive element associated

WisIRGu@&c€dndM t h t he surface, or (ii) a wunique

i dent |Ja&r%fiertcoen%rkl) ect, said data reader conpri sing:

an opatl CAPILERTEF F or  sensi ng at |east sone of the

coded dat aan optRal sensgrfeysensivpit leags sniegfithe frsf agded data;

det er m Ni NChrBRE IS oerdeRBn S BBSRAGA Qs‘i}%@l@ s@@&ﬁ:o&e@@ﬁﬁ iufid Bydut data

out . or
Ceher A Ryt e s S e OB gt s s
sai d ihterpesivi¢ eleheen@marddent i fyi ng a position of the data
reader 1 el @M bAmbliGmthd B06 @It LbhR: s;g{eﬁq the
| ayout of the at | east one interactive 30 ‘el ement or
(ii) the unique identity; and nmeans for conmunicati ng
Ih hethecymottheghadsat ingentionodvisled aeuystcsxy&t dentify@atah Mreeakdoy with én object, said
JBJ’eQ&: fgﬁlg cg&e'cpdﬁg ﬁtoﬁ]&r c§ égtdsaﬁiqgs?godgﬁa% identifying: a
[ |

dentities
Hha%m qf %fxyaﬂ%s@géla S@F?Cft fﬁé a bv%@fﬁeléasfoeme atefaptavg eielﬁentt ppgociated with the
sseeged coded data. 35 In a further aspect there is
QY ta _reader whi sel ected from any one

SQIFQ%/LS%QI?I%@Q?& ORPIT SP’Stem “a g“feldied scanner; a handhel d

scan rfg]etvma lamybqiqtaeﬁm@ reaéer fréspacting vthyhe @g‘facq;mﬂ Igyout data identifying a
RGN AL dag r%d&r&élatﬂgwtl&ts&ﬁce an\f@la?&@ 87 tf1e2 b &Pone interactive element

PCT/AentQS/O 094t' Fa gect the&xV E

i nven proviqes A sy§§71§1t ‘5?}? 51 PR O EHnggpiect.

obj ect, said system conprising: an object conprising

il qmgpmmwmmm @ o in a surface thereof,
said first c ? I dent i lurality of
| ocat'fBHTE S acyPlLE ld§‘?}1f‘F%\Eyetheafﬁﬁ %f1y11 %\"\?‘d{i‘f’gg‘ layqut dazad one

i nt erideotifymgthe Ineraetivin bamﬁm@tmg ﬁdposﬂioxv\bf&ﬁe réali@ waith fefePem &S to a zone of the at
léﬁggn@mgl%tﬁe glgﬁﬂ.ee[s s&egiﬁw% ﬁlt% Ezgie%/ ag/t OR! i cal sensor for

sensing at |east sone o coded data; a
processor for generating layout data using the sensed
It adhel act@ttdhe pfesentlinveatyon lpfovﬁéhtaanetﬂod efhtbrhoihdgittoan PBISdLshi@ Bbject

?IL rIsH? fﬂ%to?eﬁrdgtg ? ?qosed %1% g‘ ) 2\1/ seurfgc% t}}erl?egf ssai'clirt{rsa[‘ edeaa cﬂl% 1c?ent1fymg a plurality of
locatlons on the surface and a layout of at least one interactive element associated with the surface,
said method comprising the steps of:

sensing at least some of the first coded data;

generating layout data using the sensed coded data, said layout data identifying a position of the data
reader relative to the surface and a layout of the at least one interactive element; and

communicating the layout data to a computer system.

In another aspect the present invention provides a method of identifying an interaction with an object, said
object comprising first coded data disposed on or in a surface thereof, said first coded data identifying: a
plurality of locations on the surface and a layout of at least one interactive element associated with the

surface,
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10 interactive el enent; and neans for conmunicating

the layout data to a conputer system |n another
w@speoi2ithe present invention provides a syst ePeT/ap2006/000994

identifying an interaction with an object, said

obj ect conprising first coded data di sposed on or in a

surface thereof, said first coded data identifying: a

15 plurality of locations on-the surface and a | ayout

of at |east one interactive el enent associated with
sdidveethad gerfiaisiag theggpd oy st em conpri sing a conputer system

conf k&é&ﬁﬁgﬂ inf Qbmpufie® %@tbr\vi | 15},@ut| day @bth a dad Radef iBIEAaAing Hitdthe surface, said

reader eract|n

lqy% ﬁa(ta} ]fl%}]fl glg QPOSBIB‘E ?t¥\c?e éjﬁta 8?(?6{ ﬁhll[lv gcglé Isuéfglc ancll a ou{ of %e atqeast one

itidnetiguetehage and a | ayout of the at | east one

| Nt e AGH N En e @m{er sydbhn, S hd thytuitEltal A eIt GOMMUELIbject.
system using the |ayout data, an interaction with the
object. Optionally, the conputer systemis configured
Opfinally; @ididauiyingstéphemprégsout i dentified by the first
code Qetrge@lng e %5/5119 idbddBed YR Yrst gcﬁ&@data%@ﬁ’g t'héjﬁﬂfuf cfaiél 44 the

i nteract] I nterpréting osi tion r eader
Wi 1 h TP EIREon DY BiRErE tflﬁé’mg?n of §g rﬁa%“égtth ’8 fagnce 1o 4 Zone of theat
1daft bRy idehdtivEcl@heai e flecifd iSMeRirkveathyout t he retri eved
| ayout. In another aspect the present invention
provides a nethod of interacting with an object, said
Tobjeeant! aspesoirpPIEsSitiyertion Brpvides aotbicalePEPTHINg 5k eded ata disposgq on orina
s@fa%éjtﬁér&ﬁ’ Endtahl %Iﬁﬁglﬁ, safidirdl cddbd &ta 1f]eﬁlﬁ?xdg ?ﬂﬁrﬁllty dfgdﬁiﬂldlcnyblﬂgﬁ surface and
on.the surface and a |ayout

S?i‘flfglﬁrl“ﬁf"réé@'{fy‘&%%“nil%f @?rgg't&theo F&nent associated with
wihbrein sherfifsaorded B0 askthed dantifin erd distingyishable figm easleothyr apskindgpendently
Sehe ng at least sone of the first coded data;
generating | ayout data using the sensed coded dat a,
said layout data identifying a position of the data
Optiady, the &ledifieMeentifies b kegialgumbeace and a | ayout of the at
| east one interactive el enent; and conmunicating the
| ayout data to a conputer s stem 35 |1 n anot her
Qpsiprably, the frsntifiecidwifies PhYESTONOROHIFGHES Y et hod of
identifying an i nteract| on wth an object, said

Lect .co S or in
C? ﬁlrn}ag)é éhe fqel ﬂer Il}mr}gr ! dﬁ% a(&%gﬁgl 12%Qfagt?§ﬁ?%§%??iﬁyl ng: a
plurality of Iocatl ons on the surface and a | ayout of
(ﬁﬁloﬂaﬁﬁ% iR et danBiisoddo@d-A] dpBBd oras SaGnddcet th objectt he
surface, WO 2007/012110 PCT/ AU2006/ 000994 -10- said
nmet hod conprising the steps of receiving, in a
Quinpt, g fissyaridesvpndicaded data aadispofer onthesagha suitapecoh e pbject.
interacting with the surface, said |ayout data
identifyin Qsition . of the data reader relative to
QHﬁ‘%naghrﬂ?eéicgndafﬂ%dﬂatT RPBUES P2 at | east one

interactive elenment; 5 identifying in the conputer

(?%iﬁﬁaﬁ{g‘me%%c&lg istarﬁﬁea} @ycgﬁjetorg@;oadhn&ﬁoﬁapﬁa?croéé?t ion with the
| ect’.

Optionally, the first coded data is printed with a first ink and the second coded data is printed with a second

ink, wherein the first and second inks may be the same or different from each other.

Optionally, the first ink is substantially invisible to the unaided human eye and the second ink is visible to the

unaided human eye.

Optionally, at least a portion of the first coded data is coincident with the second coded data.
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Optionally, said identifying step conprises:
retrieving the layout identified by the first coded
waladoaouding the | ayout data; and identifying tPEI/AU2006/000994
interaction by interpreting the position of the reader
with reference to a zone of the at 10 |east one
interactive elenent as specified in the retrieved
layout. In a second aspect t hél present invention
provi des an object conprising first coded data
Ogiimpllystelfintrodsd datmfugher glentifissrelag fre digtinguighing thedirst coded data from the second
et fier, said first coded data identifying a
plurality of l|ocations on the surface and said
identifier identifying a unique identity of the
Optiineliyt the fisst codied dath furthdn dleftifiest layouddE el ledstiose interdctivihielement associated with
ﬂk@%ﬂ&éf'er are di stinguishable fromeach ot her and
ndependently readable. Optionally, the identifier
identifies a serial nunber. 20 Optionally, the
Optieatly, b Byout H eRitifitd BSa Iaputhingek, matne laRsuwdludtr iCoeteiated with a plurality
oh%%c . Optionally, the identifier further identifies a
signature for the unique identity.
Optionally, the identifier conprises second data
HSRMS B o9&t 96 cdnBuntr SUdEALRA o thd fre: codajl @44 furthePfdentifies a product class.
tionally, the first and second coded data are
di sposed on the sane surface of the object.
Qppeneliyn the brpduct diass is islensifigd yseadud sles H@Wﬂf%%m@u%\“ef@a%bef
30 Optionally, the barcode is a linear barcode or a

wo- di nensi onal code. rst coded
Q?B?DQHX the groflyt lags Wadrfﬂ%ﬁ‘ﬁm % Vefsﬂ%r °§ﬁ% C?‘E ngégc ond coded
data is printed with a second ink, wherein the first

Ofdeicf Srete@hiketf r om each

(%Hﬂmﬁﬁﬁ%%gE%?%§%g§%$Q%thﬁ???g?wlnk PL subgtantlally
invisible to the unai ded human eye and the second i nk
OpSiondilys thb lidenttfier dohgrisetmm&Ft®dg.human eye. Optional ly, at
| east a portion of the first coded data is coincident
with the second coded data. WD 2007/012110
Qpaqraliythe dsntfigmwarises arandoyy ppttsAipgred g ingespidyee gf fhgglyject, said random
pekrAdefibind 4 REst bid@mbdririne®r tRe dbleag f or di stingui shing the
first coded data fromthe second coded data.
Optionally, the first coded data further identifies
Qpéigrolly, thefrandam pagiers is definsd by tageart Fandamlydigasssin ik g op %la surface.
mnth 5 the surface. Cptlonally, the | ayout is

nt|f| e out n one | t

5% SBEt gf %rése%ln{v ion Pﬂilljeg'rlrr (%bglect cmfnpnsgl ﬁrs? %ge%dia l(‘ilspo?ed onorina
s@ﬁztce tevedflayd anfREE Jszed:ﬁrs’q cgded daoidentifring ap;}u@@jty@f lopatigngom el surface and
sgﬁ ﬁFfﬂ thSteniBHEd uﬁ’i@IeQdeEﬁHI bR objestent i fies a product

Optional ly, the product class is identified by
a product cl ass nunber and/or a manufacturer nunber.
pibrially) &elRFID tafriderpifiescisatal mimders i s i dentified by a
Uni versal Product Code (UPC). 15
Optionally, the RFID tag identifies an Electronic Product Code (EPC).
Optionally, the RFID tag further identifies a digital signature for the unique identity.
Optionally, the digital signature is a public key signature.

Optionally, the digital signature is a random signature.

Optionally, the digital signature is a secret-key digital signature.



10

15

20

25

30

35

Optionally, the first coded data further identifies
the unique identity of the object. Optionally, the

w0 d@npifiter conprises an RFID tag. 20 Opti onal PHT/AUR®G6/000994

identifier conprises a random pattern di sposed on or
in a surface of the object, said random pattern
defining at | east one fingerprint for the object.
Optionally, the randon1patterﬁ2rs defined by a taggant
random y dispersed in ink printed on the surface. 25
In a third aspect the present invention provides an
PR, the REMP theSik Mépodell 654 safmd hetiffebal sArfate SRS CIAEIAtIE toitlit cBded data.
surface thereof and an RFID tag, said first coded data
identifying a plurality of |ocations on the surface
Qptichallys the frsRB{d0 data Gurthe édantifies lpnguif gidas) ee intgrastive elgmegtassociated with
dNEeRb) ect. Optionally, the RFID tag identifies a
serial nunmber. 30 Optionally, the RFID tag identifies
an El ectronic Product Code (EPC). Optionally, the RFID
Cipdepafly tk REID thglferitet fbrgifiesa layg iof s leass prg rirgdrastive dfeprenttapseciated with the
ypi.gue identity. 35 Optionally, the digital signature
I's a public key signature. Optionally, the digital
signature is a random signature. Optionally, the
Cti6Hall khe Sly@n R lidéfitiel By Dlaywediu@bereadond lagour ambst igmadciateé with a plurality
%%%2907/012110 PCT/ AU2006/ 000994 -12 Optionally, the

tag is disposed on a sane or different surface of
the object relative to the coded data. Optionally,
SPaBhafly, 12 b6 @ dorahheR prodtict iR@rand Eefti cbde@ Gatfuttirey Weittifiesfa padduct class.
'east one interactive elenent associated wwth 5 the
surface. Optionally, the RFID tag further identifies a
Opgiymaily, theforogiuct $lesais idesified byra neqdae cless auraliepsndior a myw Belhrat ragtber.
with the surface 10 Optionally, the Iayout IS

identified b n ut nunber
Qréionadly; e Prodys CIW B I‘F\/%f%ﬁﬁl EP’ ag?r}“feﬁfa&b g gfdeeéﬁg&qm i onal 'y,
t he object is a consumer product item and the first
o R e dr aelo 15
(%g %qﬁ%%t&Miéﬂ%fgggggh%%ggimﬁé |deﬁf|g|e by a
product class nunber and/or a manufacturer nunber.
IPp tirtsradped theik @rqvidedividta relia$e itgactigberithiah bigett, lsaid ebject comprising first
cggeg\é%g glalose 19 gjr 5 suggcg ?hel(erag an ]@z% ltag Qah Iﬁ%t coh@l%atfa ﬁ(feﬁffymg a plurality of

urt entifies ani g dentit
lpdations by} theturface gt spid REID tag ideneifying @ peigye lcieﬁté}‘ %f ﬂil@sobbftovu d ed
§MQ§§@mke@gg%E@or interacting with an object, said

bj e d d [
g JS ar P gg 2 gl'tps‘;{lé?r Jo &g;ensm%éc’ctleast %%}e% %}sta co&iedglgt .Sed on or in

g, sal irst coded
dat a dndR&M irdnyceiney for sppsing e REP tagf | ocati ons on t he

S 3 rf a@ﬁoc@f@& f&%briéraa@ ihida ik datd ﬁé’iﬁg theyserdeH @dddIhtg bk the sensed RFID tag, said
i denti

g iRy el o e Sbeb o TS e Ry Bilge oree
dbjerisindcoded dat a;

means for communicating the indicating data to a computer system.

In another aspect there is provided a data reader which is selected from any one of the group comprising: a

fixed scanner; a handheld scanner; a mobile phone; a pen; a stylus; and a personal digital assistant.

In another aspect the present invention provides a system for interacting with an object, said system
comprising:

an object comprising first coded data disposed on or in a surface thereof and an RFID tag, said first
coded data identifying a plurality of locations on the surface and said RFID tag identifying a unique identity
of the obiect; and



10

15

25

30

35

an RFID transceiver for sensing the RFID tag; a
processor for generating indicating data using the

waengeticoded data and the sensed RFID tag, saP@dI/AU2006/000994

indicating data identifying a position of the data

reader relative to the surface and a unique identity

of the object; and 30 neans for communi cating the

i ndi cating data to a conputer 18ystem In another

aspect there is provided a data reader which is

sel ecr B8 PG RBHBNe of the group conprising: a

fixed scarnmepticaediaisthakidy &0an sede;of e fiBtuolled dghione; a

pen; a stylus.~and a per gi.tal assistant. 35 In

anot her asaﬁlg%{D?ﬁ%celb’?rg(gén?]g@mglﬁ?it%h rovi des a system

for inter a@nr@qqqgor\ﬁ@rtgppe@ﬁngdygqi@@tg’ datg yging nsedgoded data and the sensed RFID
C ONPIthe bdindingdRia @fhtifEAEYokiBn v the tdtSieade Q8@ ebahedurface and a unique
di spa [ surface thereof and an RFID tag,

ed op or .ir

sai d lgelngtgtopth%%béeégar@at aidentifying a plurality of

| ocat i ons mwngtheosmnfiates thricdictiedla®Ri Dompuerisgssmt i f yi ng
a unique identity of the object; and WO 2007/012110
PCI/ AU2006/ 000994 -13- a _data_reader conprising: an .
gginﬁeélasl’g%H’§B?Sefltd?ve%’ﬁg‘i"ﬁ‘&eséfneih% LRSS f‘laf‘ﬂ‘@g% Frgebiect
compristhg disst @ded da digtheddd oh picin 8 eefasedierdoHand SERIED ey, daid dirsRbekiéd data
ity 6 35101idy0 bn HEREEALAGa REH £ ALLAE i 3 LqdSdeR8y of th
1t hefylsngﬁ[s}lg%&gogleéu ata aﬁggthe sensedt %:Ini)gﬂng ta%, sea?}(’jo e
Pisefi cat i ng data identifying a position of the data
shid awhod dombadig\fie steps dthe surface and a unique identity

.Of t hsgnsglgjatqg gfsoﬁ@oqthg?ﬁp%dgfc{ata;c ommuni cating the

i ndi cat'l data to a conmputer’ system In a further
aspecestiag&eBEE@%t i nvention provi des a nethod of

if _nt er g@ﬁdr%iﬁ%inﬂ%eftihg %ﬁt ubihg BELensed &Jdéﬁ_ dﬁﬁjaﬁiﬁsfensfecﬂ-ﬂ:m ‘iﬁr%%i.dﬁi'fdfé&ing data
first code t i Spos n.or in a surface. eaf.
hfiSia R P e PR el S SRR RS T g ne

pl ur adoinmymiesfing theindi¢atimedatario 4 dompwersystewe and said RFID

tag identifying a unique identity of the object, said

hod i Si { { ; j | t | {

R AT Bl B S i Sha e ek e e
direesed aitdr gy simfge Bertdfrngd dat @dadslhta glettifigncsiphsaid of 6dletlls dathasurface and
sgiﬁganmﬁgn Eﬂ’ﬁ!ng 5 st o&%lgednﬂl@fo%& blﬁ&t.dat a identifying

a position of t%e data reader relafive to the surface

and a unique identity of the object; and
@painmally) e at éactgfidgbrgrint tdelitiiestan fectl Attt 0 @ conput er

system 20 In a fourth aspect the present invention
(?r.ovi des an object conprising first coded data and a
PHPRIBYNS AT toelt finserping jdeydides agpriabrumber- a sur f ace t her eof

said first coded data identifying a plurality of
C;Cﬁggrll%ﬁ):l, ?]}llge%lé e{%ﬁ] fgnggr{)ﬁqnylrdgn% 1&% a% %%ctro%% rdo ﬁc%‘egcﬁagl} ttern

e oneé frngerprint for obj ect .

Optionally, the random pattern is defined by a taggant randomly dispersed in ink printed on the surface.

Optionally, the fiducials are all distinct from each other.

Optionally, each fiducial identifies a unique location on the surface.

Optionally, the first coded data further identifies a layout of at least one interactive element associated with

the surface.
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Optionally, the or each fingerprint identifies an
object identity. 25 Optionally, the or each
wo eovgerpne nt i dentifies a serial nunber. Opti oP@i/Ay2006/000994

the or each fingerprint identifies an Electronic

Product Code (EPC). 30 Optionally, the random pattern

is defined by a taggant randomy dispersed in ink

printed on the surface. Opti-ddally, the fiducials are

all distinct fromeach other. Optionally, each

Priticepdly, &l layones fstideniified bpa layiucpumbirgadere dryous numtiseis gsgecfated avith a plurality
Faviétionally, the first coded data further identifies

a Iayout of at least one interactive el enent

associated with the surface. WO 2007/012110

GHToHaALIZB 06O BOSBbumer prbd@pitemandiht first coded ditafpoher idemgifies a product class.
identified by a Iayout nunber , and one | ayout nunber

is associated with a alurallty o%’rgﬁ}s t|onall}1/1b
Priignalpjthsppodpcg class efcsfi?gftf 0124 ap?f?ﬁ&traiﬂsslnt“é §F § REURpigy utnber.
coded data further identifies a product class. 5

by a

Rt pouc W BRI 1 5B e P, e
Optionally, the product class is identified by a
by, SRl firdPE At fodEaddpliRE) unidk® idepity Fitlobiyct. t he fir st
coded data further identifies a unique identity of the
object. In a further aspect the present invention

Jo p Sythet @spees the atesent invgoléon pfopidesiadatereadet forigieiapting withangfjegtcspid object
o%ﬁl bi6kir2 B € 6dded RRAARY d 181d0R pgﬂeﬁﬁﬁsp&m(ﬂ)r flak@faadtieréd s, rsﬁmﬂ@tﬂibded data

é't%[g g 8@'@38 agfl%%ma b gét[ﬁ iﬂ&iﬁ ﬁrg (S)Fnaqa etrng (%g%m% a% I1 ast one fmgerprmt for

theotfeae surface and said random pattern defi ni ng at

LRAASE rREcpRGgE Print for 15 the object, said data
reader _conprijsin a first optig sengor for sensing

at | T ORGHseIsH Torsesg gt é‘lﬁ‘lﬁé’&t%a fispoded dEc ond
opt i Cadeconémsiodl sén@i fos ansmgagleat someafsbe rgwime pafernt he r andom
pattef ;Q'ocegorl%g ‘g&%@fgf %]eﬁé:}g{ ﬁé Eﬁg%;%ﬁntfd% usgl%@t% s&sddBded data and the sensed

fingerprint data usi g e sensed coded data and the

g e gid fagapsit friifatifing E4mY seiergBe pRdom pagig 2pd at last one fiducia

andentifying at |east sone of the random pattern and at

Lgﬁ?f cg'%?lgxn caftlgﬂ'I lg:leans donf;ﬁ%reg tfo? QomrrJ nié:&@% t[%lg glrl ?%fda a toa com%uter system.

conmput er system Optionall y, the first and second

g@ﬂ)haﬁﬁltheqﬁd’ﬂ 8 s8coRd titaD@nsoB BR 1R RAnheCoplicaBBikGIT diBferent optical sensors.
fferent optical sensors. 25 In another aspect the

present invention provides a data reader which is

b ehadet @pkcf thapresen jpvatien évidehedagredy whish h’pfrlt'rcyri frgm ary one of the group

Johxﬁr%%gsé:@@@ Rhnneda RAMINIGEGheS Q%ﬁ?erphoﬁi JPRBI2ls§ P RN Eperstnal digital

en: a stylus; and a personal digita
ssistant.

In another aspect the present invention provides a system for interacting with an object, said system
comprising:
an object comprising first coded data and a random pattern disposed on or in a surface thereof, said
first coded data identifying a plurality of fiducials on the surface and said random pattern defining at least
one fingerprint for the object; and
a data reader comprising:
a first optical sensor for sensing at least some of the first coded data;

a second optical sensor for sensing at least some of the random pattern;
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assistant. 30 In another aspect the present invention
provides a systemfor interacting with an object, said

W@ ymremilconpri si ng: an obj ect conprising firsPCOAUZM6/000994

data and a random pattern di sposed on or in a surface
thereof, said first coded data identifying a

plurality of fiducials on the surface and said random
pattern defining at |east oné5fi ngerprint for the

object; and 35 a data reader conprising: a first

optic al sammorssok ennfigieqddorgenerpting fngepring dateusing the praseflicpdsq data and the
code Qergéfr%doﬁpﬁt@@ 02| ﬂg@tﬂnﬁt&iata SRRAEAAe dt Rhst SBRDF APraddom pattern and at
| east. sone_ of random pattern; WD 2007/012110

PCT/ A@?@%}dﬁﬁﬁﬁ -15 a processor configured for

gener at i ngofinmipetiqpmicats cotdigarediST pgmuhicatiseths Sigerpunt deja to a computer
datas?sq]gn.the sensed random pattern, said fingerprint

data fdentifying at | east some of the random pattern

and at |east one fiducial; and comrunicati on neans

I erdthegisreethefp@sentioventidhipaaidestagyddnefof idengfying e sifject] saidobiect camprising
flcrs(g ng%lg(i c?aEa anci5 a éyﬁxégmeml 4 @s@c%nrb fn a%ﬁr%e%{her%cl} &aill P&l data identifying a

' nven rovi t an obj ect,
plydliey @B}i@@ oxe@%:w@@.awbsaldfrqnﬁ@e Paét@a definipg eaafr?ae GpepraTind e object,
sﬁlaﬁ)tsﬁﬁlﬁorﬁlﬂrﬁlﬂgé@ﬁlpﬁt& s@sﬁeni d&nﬁguﬁaﬂ fdrace thereof, said
Lln tStH%C%R’?}g l%ﬁ: ggglt Iad%{aa rﬁ (e)r I,hnte a%'t]%"l% aitﬂ thé/ ?uggce salg lﬂ%éeﬁ)lnﬁt data
ifleatifying @ﬁ@st’mnwg)éﬁlp rapgpm rapqrn qod @t 1@?&9‘] e fldumall@lds ai d system
Conprihlif)ds f teQBMptR byseMSisREhe @ideipdittded, oh Object [d8LiBL Vi NQ
fingerprint data froma data reader interacting with
the surface, said fingerprint data identifying at
Th emgir SpoEhegfesinhigvendomaporvidpset st gmnfopavtherticating arstbieoh gaid object comprising

frde GhHed @alta’ an@:plqndoﬁ{%%ehf &@p&gd bdbr hﬁ%ﬁ&@ﬁb&’é& rsaﬁﬁ%t &)mad data 1dent1fy1ng a

usi ng rprint_ data, an obBt_c g?ﬂml }(

R .ﬂd%hea ¢ PSR PR O 8 o s l%ge@wtff’éme object;
sﬁx_aﬁysahntcbxelmsmgatomrpgtelaasmbqoeﬁgu;edﬁaz d obj ect conprising

fir Strec% ?‘g éé?)hf’f} Jah orﬁaﬁﬂ%@%@% ﬂt@lta&ﬁé Qlﬂg‘éhg'm&dsaﬁrﬁn&[‘prmt data

in a sur er eo st coded

ifleytiring fhygapigorae of fie tAndqr Rafjerpndpet lepgiqng fi %ucah the surface

and Sladnﬁfymgﬁh&iﬁ)gﬂ‘@ﬁﬂg&ﬁfn{ﬂ dsle fi svidagidatity] mast one

fi ngeh Enltlgam t‘l-)leob 2 Jche%b'éc 1d<§n%lcyd SySt em conpri si ng a

conput’eF &Vt e Lont gur &d°4S receiving fingerprint

dat a froma dat a reader |nteract| ng with the surface,

cﬁabﬁ& &m&ﬁ@fetmtemtcalﬁg&@dfoﬂentlfyl ng at |east some of
er

m pattern. and ast one i al;
i dent? W&Wﬁ ¢ §Ein?1e3‘ m??sﬁlégkf ]Pgeﬁ‘%rmtag ta a}ngan obj ect
i dentretriyvingam dbjecaid¢ntieyvoraspondingyo tha ecfatncefineenysit idgntifiad
object identity. Optionally, the conputer systemis

configured for; 25 identifyi .a reference finger
%lpway’f%éef?r?nﬁ@@}gmﬂﬁ pomprisey a P@%&W PE?NO@WE‘@ P%Eﬁwg% %&VG to at least one
fiddant ity corresponding to the reference flngerprlnt

i dentifi ed.

Optionally, the first coded data further identifies a product class, and the computer system is configured for:
receiving indicating data from the data reader, said indicating data identifying the product class;

identifying, using the fingerprint data and the indicating data, the object identity.

In another aspect the present invention provides a method of recording at least one reference fingerprint for
an object, said object having a unique object identity and comprising first coded data and a random pattern
disposed on or in a surface thereof, said first coded data identifying a plurality of fiducials on the surface,
said method comprising the steps of:

sensing and recording the first coded data and the random pattern;
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Optionally, the reference fingerprint conprises a
plurality of random marks positioned relative to at

woemspiame fiducial. 30 Optionally, the firstPCDaB2D06/000994

data further identifies a product class, and the
conputer systemis configured for: receiving
indicating data fromthe data reader, said indicating
data identifying the product -dibass; identifying,
using the fingerprint data and the indicating data,
t he olsjerstining a giaﬁt preyefergie fingerawin fun dhe objagh dhstor ?aﬁerefﬁtewéinserprm‘f
comptRRE htq&hsﬂarpemmda&heaecem&cha;aoﬁfpat{eataﬁa #i1ag otfidh @A SIrrePBRiing to said
r fgrence fingerprint for an object, said object
avi’ng a uni que object identity and conprising first
c odedseitting S dbject [damitiorithiizetor eacinrefegtnegogantinbn or in a
surface thereof, said first coded data identifying a
Iurallt of fldu0|als on, the s ace, id t hod _.
BFT A eHghePrREeng F‘Eé“ﬁ§°“d¥°“d§se%§‘?ﬂﬁ’a g‘ﬂtara?t‘é% 8&6%’3}3‘?%& object
chmprising fict@deddiat andearehdbrh gatteiaiipasedomiot il syrfabifGhereof, said first coded data
13399@{119 }&&%ﬁy B’EFE{ué\HZ&QﬁJ SQIQ&QQ gfél said I]anOQS: ameﬁﬁﬁgat Rhst one ﬁngerprmt for
| eaSt "ohe reference fingerprint for the objec
thepbistr ef er ence fingerprint conprising at |east a
spid inkth@tcombrisingehersepf-ded random pattern and at | east
one fj [ said portion;
assoéﬁg#g%ﬁ&?% %%ﬁ%gﬁ@&@ (%lty with the or each
r ef ersenpe afieapgerpriMsrandonspaipmianot her aspect the

Pr es eierdtify SiptrpMit dfd &‘ihlg @R SenBed¥TBlel Ok M the Bdnd A lidniiGhttern, said
risi

f%Mﬁ?r%‘m?(li]a dl 15)4n1.e§1n% atsleast S?I]ile (Jf%e (r]andomopsrgagn and agleas one Edu01a Gy ??n%
t her eofmuniegiinp the ﬁrgerpr@tt) él@edo d aqnamter sciém i f y i n g a
plurality of fiducials on the surface and said random

ern definin | east, one fin nt for
IEE}]O &t aspefdhe@aeis%jl(g %etnﬁ I Esllersparrpeg}?oﬂ Qggeﬁlgfyl @33 eatf aail;dh o%ject comprising
fse peledidptaand & @adon peiGIEdipbsed breorfii asgtface thered, sdlalﬁast coded data identifying a

pﬁ\?ﬁ[ﬁ%’ dt leﬁbls of &8 burB QTR ﬁfd r&niagm f):ﬁl@lqggﬁnﬂ%ta{ 1Edstbne fingerprint for the object,
generati ng flngerprlnt data using the sensed coded

sgd pgthod rmppsine e seBPly andom pattern, said fingerprint
dat a redighg,iif y tdﬁ@uﬁdsydt@ﬁﬂﬁge@ﬁﬂ&la@ froth b €ats madGintepaihg eitithe surface, said

f??e‘ijprgx{ da aqgeiﬁf&fﬁ? & léaEtQ&geI o? he ra?l@o% I;Iaéerﬁ 81?1“11‘1]@45&%& f‘ ﬂ%iaf gh%

nger print nput er
aspe c@entlfbi@g Blrﬂeescemutqr F’D(F@ﬁ‘t ysia the ﬁwrpdléfsdata Frabiprb iensify-
|dent|fy|ng an obJect sai d obj ect conpr|5|ng first
In ano er agpae%t%e?ppeg?n 1n§egll cal p]:ov%as: at nge(r’slg)e gf ) iy ?n 103%8% an, o%*ect Salél ogect comprising
fpelt endad qdatayanéhg rafdophpefiezrl dispenad o insa priffase thergefopaid érsacoriawdf@ fflentifying a
pRdiityer el Rfsion the erﬁEe ah®ARran@BH. pditerd ARl tbast &E fiddB@rint for the object,
hod conprising the steps of

S?Eb@%@*ﬁﬁmeﬁqﬁs juter system fingerprint data from
a datreceivingdes comptiersgsteni, figgenptibthlath Frem g datd 1agler, interagtidg with the surface, said
fagmaf Bl it FRE & 1easi§aﬁel o Wb Rladt pabi &GRS BB EonO a6

random pattern and | east one fiducial; an
identifying in the computer system using the ﬁngerprmt data, an object identity; and

authenticating the object using the object identity.

In a fifth aspect the present invention provides a method of authenticating an object comprising an identifier,
said method comprising the steps of:

reading the identifier using a data reader to generate identity data;

sending an authentication request from the data reader to a computer system, said request

comprising the identity data;
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identifying in the conputer system using the
fingerprint data, an object identity. 25 In another

w@speoi2ithe present invention provides a met hoRICDAU2006/000994

aut henti cating an object, said object conprising

first coded data and a random pattern di sposed on or
in a surface thereof, said first coded data
identifying a plurality of filducials on the surface
and said random pattern defining at |east one

f i ngeteqsivingtin fho datz iaasler byj asthenticatigmpessagefiono the exstppiel syitery said

iu&@ntﬁitﬁﬁ)ﬁles@zfge E&l@ﬁbﬂg dﬁghdlchtﬂm af éﬁﬂh%ﬂdﬁ}eﬁ dssyHHENBS an object a?]somated with
rint at rom der InteraCtlng W t
%ﬁgg@ﬁ%ﬁ g R 'f?ld‘gm%e (?flﬂﬁﬁléﬁeﬁﬁca A" "UAYE> i denti fying at

| east vegtyme thofdigftiieigragndenh pattern and at | east one

fi ducdo@leying 616 Bsdrfpidn@ thl Bl 2 GRFPHE SibnaB¥cSE Gy UST NY

the fingerprint data, an object identity; and

aut henticating the object using the object identity.

Otiosallfitictideniéfp etipriteher ipdoatsieddtin ang vt coded pltta:)d/lisp(d@d ingor on a surface of
' ect conprising an

ﬂ?&ﬂ£g?ﬁgﬁgﬁgnﬁaég?§&ﬁ§?ﬁ%gmggﬁpr|S|ng the steps of:

reading the identifier using a data reader to generate

Oty ihe ighafifer conridh fiE oddphahlithe s distosedbn brafji@hce of tddbject, each

hDS 2 LERARd i f GONRHLELuGYSLEm Sald fequest

PCT/AU2006/000994 -17 receiving, in the data reader,

OftioRdl, R tde GRhiimRpity e IRERN bi MMuthR, conput er system

said authentication nessage conprising an indication

of authenticity, a description of an object associated

Qptiohally.tthealigitel sighdtureyis d pubdic-baydigeetwlé. gi t al si gnature of the

aut henti cati on nessage; verifying the digital

(3%1%@33{/ l%]{egmlgw &g}éﬁ?gngtgrgﬁ Ieg(%ﬂ%ﬁiglglag gpsrglétle e‘é/: a?sgma?cgd w1‘91 the manufacturer of
@pdhjconal |y, the identifier conprises or is contained
in any one of: coded data disposed in or on a surface
of the object; an RFID ta a |linear barcode; a 2D
Brifopadfydhe S@W@bts veriiad psine atpﬂvg Fedéfﬁ’?l?t?dev\mhélt?rpﬁvates‘@& one
of a plurality of tags disposed on or in a surface of
o [ d data
?Q Z@P#%dﬁang ?Hn Jecgﬁﬁ§&%¥ﬂml %bgﬁonally each tag
identifies its omn | ocation on the surface. 15
SRfohaBA el cYriifidalkes dioGibtbBittShOR@bkdi@erloBa rtiidhit dubiok@y
signature. Optionally, the public-key signature was
generated using a private key associated with the
Ptinlln chegntbentieption idyegoidintitics the2@m@ptarnal |y, the
signature is verified using a public key associ at ed

th the priv ptionally, the data reader
?ﬁuﬁgh &reﬂ%[ﬂ’fir%e%féefe?“@ﬁ a certificate. Optionally,
the certificate is associated with the manufacturer or

@ptﬁﬁaﬁﬂl 'tlIe c&ﬁﬁ&te%ﬁuﬁ&r 'dLerlptlol?& tl%ahﬁ%lréry the

aut henti cation nessage identifies the manufacturer.

Optionally, the data reader conveys the description of the manufacturer to the user.

Optionally, the description of the object comprises at least one of:
an identity of the object;
a name or description of a manufacturer of the object;
a manufacturing date/time of the object;
a selling date/time of the object;
a sold status of the object;
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Optionally, the data reader verifies the certificate.
30 Optionally, the certificate includes a description

wotoorheimanuf acturer. Optionally, the data realEr/AuU2006/000994

conveys the description of the manufacturer to the
user. Optionally, the description of the object
conprises at |east one of: 35 an identity of the
object; a nanme or descriptionléf- a manufacturer of the
object; a manufacturing date/tinme of the object; a
sel | |W°ﬁ§fdéiaf‘f§ﬁ@h@ﬁ%@dob ect: a sold status of the
obj ecd pedii: @2 66j8:2110 PCT/ AU2006/ 000994 - 18- a

pur chased status of the object; and a pedigree of the
object. Optionally, the descri pt| on of the object is
Quiipmadly; ¢l desoripttibreofitisebjet issaakyey todhe werdtissatly aya displag ackuflibly ..
5 Optionally, the authentication request conprises a
nonc enerated by the data reader. Optignally, the
AiPHEn ey ﬁnB%t‘?Pég%‘%P@%f’“@H?‘?‘b? ?%%e?%edﬁéﬁ‘ééata A n

anot her aspect the present invention provides a nethod
o), AR Rhch ki AR ORRGELS FORL ST NG an Tdentifier,
sai d meth conprising the steps of: receiving, in a
conmput er system an authentication request froma data
Th exsveher aspeStahethrds@€lil @Stion PRy d 16dtHdg of filMedticdtiyg shabict comprising an
. [ readi ng the .dentifier; sending, to the
%%F&er%glggetgé’dcomprlsm% esttepsclgl tion message from the
CONPUBEing /st eompuleral P en tidenticatian regyest D) adels teadsy said request

ORPRI: Sy @R ger&eutea@y feﬁHingQﬁe iddatiftgnt icity, a
descrllpdtlono 0OCI iated_with the

dat a & tglthgI daga[ rte%ldfr aaﬁgrttl 18n 18?ssaigﬁ gon& ﬁOélﬁaPlier sgi%?nb ﬁaﬁ/ authentication
Infesasgg@pnsmgen ndhivation ¢f@vihantjcity redegdeiptaon pEamdbiect fesooiated iwitly the identity data

ah!i‘@dlgltagélénadure%m@ﬁh%tﬁatﬁﬂQles%g@Vey the description of
gnature is valid. 20

In
E\eﬁ%tf ﬂ@wnﬁélﬁéete FepdE 0 a?féf% %‘ﬁ {hgafah JEREIaH TPV tha desoriptippgt ghe object to a
use ddigrsighowre @udlident i cati ng an obj ect conprising an
identifier, said data reader being configured for:
readi ng the identifier to generate identity data;
Ta anothen P st ihe R Yoy idles acigta ecatler fop eﬁl?eflq*fétméée ebigchcqppiising an
ietifier, GaldNd redderdying @mligusdifa: r equest  conprising the
[ dentrg td%g%h%nuﬁ@r Oée%grgge}ﬁerg%cg aut henti cati on nessage
fr e-conput er al d’ aut henti cati on nessage
co rrp rSPI@P‘ﬁ g %‘ﬁlemﬁﬁloé &ﬂileéfrf-r ogftheate FREART focd coputey system, said request
cdlﬁﬁfgﬁlgﬂfehdaﬁht}oéataan Obj ect associated with the identity

(rj‘r;lg 2 aregcgwmg an au{hgntlcaéc’ion me: age {‘ro Sth fhe ggml}ugre syg}gl}l,lggg auth%r?tlcatlon message

comprising an indication of authenticity, a description of an object associated with the identity data and a

digital signature of the authentication message;
verifying the digital signature; and

conveying the description of the object to a user if the signature is valid.

In another aspect the present invention provides a data reader which is a mobile phone.

In another aspect the present application provides a system for authenticating an object, said system
comprising an object comprising an identifier and a data reader configured for:

reading the identifier to generate identity data;

sending an authentication request from the data reader to a computer system, said request

comprising the identity data;
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verifying the digital signature; and conveying the
description of the object to a user if the signature

wo goovalalide 30 I n anot her aspect the present |PUBAURWN000994

provi des a data reader which is a nobile phone. In

anot her aspect the present application provides a
system for authenticating an object, said system

conpri sing an object conprisid®-an identifier and a

data reader configured for: 35 reading the identifier

t 0 geweriag @ andenititioymaseaionshneimmufersysten saikaythpitigatiopmessage

oGS in ﬁ&l&mntcﬁ‘ Sttty ré@@sgrﬁﬁloﬂ & aRlotfRaRsstiekd WitSthEifRntity data and a
sai d request conprising the identity data, WO

d%@?‘ﬁ@fﬁ%@ew KPPOEFBED994 - 19 recei ving an

aut heaifyicathe digitahggstagend r om t he conputer system said

aut h%&{vlaﬁt?%theocﬂsc P 88fe obfeQIP4 Ls& i\ s@gﬁlath@%'v@l‘%— i on of

aut hentici escrl pt1on of an object associ ated

with the |dent|ty data and a digital signature of the
Lahbiie@nRipeq @eipfientEpplicaipe proviedsiatsystemortaht@entitaging @l object comprising an
I&B&ﬂégzﬁ sgsm%oqné%s,&%ogl\éﬁ%dtagys&m%oﬂgagé foption of the

I's valid. In another
as pececeivinganpuibeniigationisgiest éram ip G#fa J5rdst P aUgst SqPpriEing ilggpity data
ga{éleatéeeweg@{gltﬁbgd@ﬂﬁe@bj ect conprising an identifjer,

said r}églél g%hcgat rreadgr n ngc ggnur}ieesga es Xa% a%Fl] 1%93{011 glgsréa%g comprising an

for: an aut hen I'C roma
idésatipgyrof auﬁantmty, e deseriptioncad grpq‘m o appgcmtgpewfh, t]lieylde@gw gata apg a digital signature of

t&%ﬁﬁgnagag%gégsa%@adl ng the identifier; , sending, to the
a reader, ut e nessa - .
EFED}ZI @}vané (Iheldg'ﬁ I, gtg é{‘a’rély tb%%%lr,a?sgﬁnﬁt&re éli?](pcohvegI I%Sg Sf%)ﬁono?f the object to a

usen iffkensighaturt iy valid. descri pti on of an obj ect associ ated
with the identity data and a digital signature of the
aut henti cati on nessage, .thereby all ow ng the data

Ip sl pspechthg BIFSeRtinVEIKiaT P et & OIFIGABIEIE and convey t he
deSCI‘aIfEsttldéﬂf&flddnh@meprﬁ[nb ottjet dentiy> user if the

S gn%tsycrogd 1dé1tlH§' Cfiegﬂfynllgna stﬁfgﬁl Qgﬁﬁl&qgthetl@éﬁtﬂpr a%éent

i nvention provi an o i Si ng first

i dentampasigfor mﬁ@ﬁg #tfepst g 05 hg, ﬁlisfq%ng% e SFC&%%@?HPQ“» a
vaeeR e at I9£Ndnk fh&Ed i@ e isfraatadl oaly ihérsshid Hagk Haglbeen removed.
signature for the identity; and 20 a mask for masking
at | east one of the first identifier and the second
Qrtfenatly, pilp the firstpientifar is mapked.at | east one masked
identifier is readable only when said mask has been

renD ed. n on the first identifier is
lﬁg‘o%ﬁ?q%d‘%gtffrv sgﬁ%/%/ the second identifier is
rrasked Optionally, both the first and second

dp@@rﬁh,é/ b e ARL £id SRS GHntifeRbledRAed.y, rermoval of said
mask provides a visual indication of tanpering to a

user.
Optionally, removal of said mask provides a visual indication of tampering to a user.

Optionally, the mask is a scratch-off layer.

Optionally, the object is packaged, the mask being provided by packaging for the object.

Optionally, the at least one masked identifier comprises coded data disposed on or in a surface of the object.
Optionally, the coded data is contained in a linear barcode, a 2D barcode or a plurality of printed tags.

Ontionally, the mask is opaque.
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30 Optionally, the mask is a scratch-off |ayer.
Optionally, the object is packaged, the nmask being

w@e@viotado by packagi ng for the object. 35 OptiPCEHADU06/000994

the at | east one nasked identifier conprises coded
data di sposed on or in a surface of the object.
Optionally, the coded data is contained in a |linear
barcode, a 2D barcode or a plality of printed tags.
Ontionally, the mask is opaque. WD 2007/012110
PCT/ AU2006/ 000994 -20 Optionally, the coded data is
OptRRDS,8KE coddd adla & BiSosta of b hadeGurke JTPadKAGHITY thebjctthe
object. Optionally, the at |east one nasked
identifier conprises an RFID tag. 5 Optionally, the
Prtiokally. gheraplgdsoqne gasdsed idmtifies pepiririges at REDftagr st di gi t al
signature is selected fromany one of a public-key
g%%hgal signatyre; a secret-key digital signature;

nally. the o 8P 10 In a further aspect the object
further conprises a third identifier for use in supply
éﬁlﬁhdﬂy,%@?& §igita1 %ﬁaﬂq_@eieﬁed RO aqy Brl@'o?: q ph@l@-%}}hcfééitglrsignature; a secret-key

Identifies a second digital sighature for t

- digiahgnetre apda iEpomeHEPEy, the first and second digital

signatures are different. Optionally, said third

. g fur . it L . it
TP gk LYl PRDRA L 88 UG D o
identifies an El ectronic Product Code (EPC). 20 In a

OptiohdN@ said s P& GbnifiBEdeRiifRS & ftond B RN bip@RrdX6:aNd id@stya nmet hod
of registering a scan event for an object with a

comput er system said object conprising a first
Prtiordly.fliedirst prdeserond diditalgpisnatires apdiffedyf.ect i dentity, a
second identifier identifying a first digital

Sule g oS e el e Pt e Boond

identifier, 25 said nethod conprising the steps of

ORI, thdd RelIBSKdenfiRAEH Db ublEPbhkSdod@fi@csecond
identifiers; generating registration data identifying

the object identity and the first digital signature;
andurthaaspeldt g piekeat inveatios proatlésamedhad of réghsteringa ©aguett &F an object with a

UG WsteROsaldble@ Uethring § BE: iR G RUERine Simkd3ERieb: Qyenti d
re l:itsg}esﬁ f_sr?e oigja.eptdr.auslg pur clﬁeasetrql. [ t‘gjlaoﬁig%o ie '{ e, a secon
ideagifies identifylesp firsi digital signatiey for thrdfnfity japka maask foF mpkiag t least one of the first
idehandr aidyhe sendatntiagal | y, purchaser identity data is
cant fﬁi (Fed I.n qhd]gt a . eader used to read the
said megho comlprlsmg e steps of:
raentitiler.

removing the mask;

reading the first and second identifiers;

generating registration data identifying the object identity and the first digital signature; and

sending the registration data to the computer system.
Optionally, the scan event is used to register the object as purchased.
Optionally, the registration data further identifies a purchaser identity.
Optionally, purchaser identity data is contained in a data reader used to read the identifier.
In a further aspect the present invention provides a method of authenticating an object comprising an

identifier and a mask for the identifier, said method comprising the steps of:

removing the mask;
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In a further aspect the present invention provides a
met hod of aut henticating an object conprising an

wo denviXlier and a mask for the identifier, saiPCTBUN®A000994

conprising the steps of: renoving the nmask; WO

2007/ 012110 PCT/ AU2006/ 000994 -21 reading the
identifier using a data reader_to generate identity
data; sending an authenticatidd-request fromthe data
reader to a.conputer system said request conprising
t he i‘GUReMe A epienising addtq sadrigo esneate Hentigfes r eader, an
aut heatdingat ntirntiveis sgeesf fonithd dad reIRLE RipE S§sRA salidbclest
Smatbbenti.gat ian message conprising an indication of
caﬂ?[he%?{ép(%et.g% “and conveyi ng the indicated authenticity
to a TERSEMS, e faeATeadenyan apthentieatieragstapeaan hrcomputerapen, said
a0ibenftatiSefiessagtl @EHTdifdtah @dic&ion 8MuABIHEISE ar@Ssoci ated with
the i J 1y dat d. i gital signature, said

met hocglgg%dﬁﬁ#?%@%agedflﬁgen?%?'?%% *steps of. 10 verifying
the digital signature; and conveying the description

pliodaltg the BitRmticatich n@bsddé‘eezf)mj‘)rfsestahi.@sc&tgﬂ Bt 68 edt %s&ﬁleh ith b identity data
aspe I nventi an provi des a

a, sevent h Gt th resent

gy %%%pségfnatfnf’asﬁ@%@?‘ﬁcﬁg‘gﬁj’n@r{}?&“@é@l’ﬁ bj ect conpri si ng

an M&ifyidethe iigitésigedentd f yi ng an obj ect identity, said

met NQeyveRRghd &ldiBtion bﬂh@ob?e@f@&'ﬁs@ﬁftﬁé@%@ﬂ}e idJ3fq Steps of:
receiving transaction data froma data reader, said
transaction data identifying the object identity;
identifying a transaction history for the object

1 S8 MnltaYectdRLELI i r bject identity has . .-
“been ,traa?r?cstac:pedéﬁ} %62‘% D e\?%d%%sme%hlragﬁ%glés ‘f%él%?bjeacﬁ' a%l%/%bﬁ%rc9mp Tsing an
idspyifie ifentifying\ap pRiect @B ansacti on and updating t he

sdid aetbacbin@3ing) iS4 @myputbr3ysdig thevigldbr: t hat t he obj ect

i dentj t.v. not. been previously transacted, . .or (ij) .. |
sendrisips DS AR B 5 BEG Blohal bR B 50 s g phly conty
t he ddpRiffying Hgansaptive histojydertthei oieritidentify;has been _

pr evidetilinigtwhoie & losjebt iddRinyPat bk @dnbatted ﬁg%re@iB@%ﬁngti'oﬁ And either:

hi st o data identifies at | east one previous L
¢ andhiof it SrEruonsf e J orspsion gy g et bt deniy
t r andepapi oen tévipngy yenshated oenabl es a user to concl ude

t hat (i) R&aRPir&sdtidnSistRERARY NADES, rQlerliNGe ovd B thd Jofilt ibsi

dupli cate 930 1tni (lasng}ﬁay,othe trr aﬁsac%?onﬂﬁtst o%y“%f%? has been
i denPiPYPEY HRR8H% he previous transaction was made.
Optionally, the transaction history data identifies

OPAREIS, hECanBIcEI RIS, dufa HIRAEL 4 boh 8RR bt sdenti
Pﬁ’g‘ ?r ansaélctci on h]iFyst or y&g%% %%lgséé%tsp fe% gsgd 2 da gﬂﬁ‘eeog Zétrldenmy'
used for recording the previous transaction. 35

Ofphallytad ﬂr@ilsacﬁdnaisfofyaﬁﬁ a&b{cemﬁait&&ggawe d}_’éidtﬂe dbfterd debon@Band or the
idd3BEr i LauhQm owner ship of the object identity is
1relcorrldedl\.mcgg)ti onally, recordal of ownership is

all omabl e only once in the transaction history for

opadilyohy ©@actiod @isfolytdita identifies when the previous transaction was made.

Optionally, the transaction history data identifies where the previous transaction was made.
Optionally, the transaction history data identifies a data reader used for recording the previous transaction.
Optionally, the transaction history data identifies a user to whom ownership of the object identity is recorded.

Optionally, recordal of ownership is allowable only once in the transaction history for each object identity.
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WD 2007/ 012110 PCT/ AU2006/ 000994 -22 Optionally,
recordal of ownership is allowable only after an
WO pioviogd11pur chasi ng transacti on in the transacPCDAU2006/000994

history. Optionally, the object conprises an

interactive elenment specifically for recording

ownership. 5 Optionally, the interactive elenent is

masked by a tanper-proof necha@ism Optionally, the

transaction data identifies a user identity, said user

Optieratly, regorde iof gvnersirip i liveeblé ol dfer ag) dtitial puechehing transdq@ion in the transaction
onal 'y, the transaction history records ownership

of the object identity with the user identity, in the

event that the object identity has not been

qtienaily) tiloyjedt Eapsies teidte@aive devaent specifichlly fordtepatding ioemership.

conprises or is contained in any one of. coded data

di sposed in or on a surface of the obje an RFID

Qriignally thejinjaagtivasipmepdumasked Dyy Bupe-Brpat mef%m@ﬁt i onal 'y,

the identifier conprises one of a plurality of tags

e T e S g

Opt i onaIIy, each tag identifies its own | ocation on

bpiBnaiyl rt}fe%l%actlolzﬁst@ ch&@@wlnéfshlﬂ dréne loBledd dedticydwithi thbQIdr ideit Ry in the event
L.t oni ¢ Product Code

?"’é%ﬁf{”ecﬁﬂf“?“gﬁﬁ ?O)?Qee‘i.‘ ?f%“?ugéﬁﬁsﬁ‘cl & further identifies a

digital signature for the object identity, and the

éﬂti@ﬁh‘ﬁ?%e 1&Htlfszﬁsoﬂlpn§e§j§m§ dohthiBS it 1§ ofll B bkl asth @§RLM fnor orPsurface of
her aspect there is provided a system for

the Djret @ FEN 884 l’éﬁﬁrgarcoé%l&ﬁ]) 8B7%¥%t conprising an
identifier identifying an object identity, said
éﬁﬁ%ﬁaﬁ t}?e%ga{ ﬁe§& rlgs &%gpwhﬁght}syfﬁggﬁﬁp%&ﬁfoﬁ S4f £G4 R Bf the object, each

recei ransa roma data reader, said
tag @ﬁ@a@g FQSiﬁd ‘H‘ﬁltl‘&n‘ilfb}‘é%’th? PYacHERnt®e obj ect identity; 30
i dentifyi ng a transaction history for the object
(%pqlgr?atlll teXc’ht (iegtl 51‘csI B IM%Bhl?tﬁle guptgceObJ ect identi ty has
een t’rans In a previous transaction; and either:
(i) allowi ng the transaction and updating the
OFtRAIR Gikel i@utifk RIEMRIEYs ol sBrial fighb@edMr ab BRétrohib €roglR} €&k (EPC).
identity has not been previously transacted, or (ii)
sendi ng transaction history data to the data reader in
Otienadly,dlretidentifzer furthee idoisjfieca digitelesighdtirg fonthe otijestidentiypand the transaction data

lﬁgnﬁﬁés%é% %&%@gﬂ_ﬁ@d ed. BRI EF DESCRI PTI ON OF THE
007/012110 PCT/ AU2006/ 000994 -23

In a further aspect there is provided a system for transacting objects, each object comprising an identifier
identifying an object identity,
said system comprising a computer system configured for:
receiving transaction data from a data reader, said transaction data identifying the object identity;
identifying a transaction history for the object identity;
determining whether the object identity has been transacted in a previous transaction; and either:
(i) allowing the transaction and updating the transaction history in the event that the object identity
has not been previously transacted, or
(ii) sending transaction history data to the data reader in the event that the object identity has been

previously transacted.

BRIEF DESCRIPTION OF THE DRAWINGS
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An exanpl e of the present invention wll now be

described with reference to the acconpanyi ng draw ngs,
wo poo7iekieh: Figure 1 is an exanple of a docunePtT/AU2006/000994

i ncludi ng Hyperl abel encoding; Figure 2 is an exanple

of a systemfor interacting wwth the Hyperl abe

docunent of Figure 1; 5 Figure 3 is a further exanple

of systemfor interacting w t-#3the Hyperl abel docunent

of Figure 1; Figure 4. is a first exanple of a tag

Ao axepoitlentehe pRiseytineention vill neynbeedeseripsid avith fefeaenss/tatthglacagmpanying drawings, in

wedh! for the tag structure of Figure 4, Figure 6. is

an exanple of an array of the synbol unit cells of

Hrdugplr i€anzxampld off W i@ ufent inSludiiy IBpanpd] encedingSynbol  bi t

ordering in the unit cells of Figure 5; 10 Figure S.

QHQH I

e ee?i;is %f% eof 9 s{é%ﬂ?cgtugé?aclﬁﬁsg ‘giﬁltﬂl[eéx é?‘{abJ: Th glt é‘f %}en
within a tag group for the tag structure of Fl gure 4;

Figugs riga fiygher r>§malﬁ 0 %‘?‘i‘bfoe’m@‘fac"lflé Hith e Hursrisbel q"ﬂ@e’éﬁ"f Figae 1;
tag groups of Figure 9; Figure 11 is an exanpl e of
Higuteat: Ise Aivsedangdefnoagdsucher; t he tag structure of Figure
4; Figure 12 is an exanple of a code word for the tag
ﬁéufeuquuﬁ &aﬁ%le gf' ag%ﬁ)l it cgiﬁfo}: ﬂh&% Srudee of Hauil; €X anpl e of
atag and Its elg ht 1| nredi at e nei ghbour's, éach
Iabelled MAth ts corre%pqulng bit K index in the
Figrs & 18 2 FaTPlR gfsn sy g e Sy o It Srnat i ve exanpl e
of tag types mnthln a tag group for the tag structure
RidureF. e exariple offsyrglet kit drdering i tlemnicoeingdlFegue5; cont i nuous
tiling of the tag groups of Figure 14; Figure 16. is
1B RIPLEMAE ofttht8a bk @DE SitricaR ik bAtding; cyclic
posi tion codeword R for the tag group of Flgure

ur S an e l.o A for

R b Gpatlpetste b e S grr e BeRanE SR, g’rrpl e
of distributed codewords B, C, D and E, for the tag
Higueeul- infn ongpler of cantinuougtiligg plaherey erqugs of Figeik anple of a
| ayout of conplete tag group; Figure 20. is an exanple

odurel 1606 @xaple Gt ﬁ@ﬂea@dﬂ%o&e@&d%%@ta@ftm&!ng b geudey; VO
2007/ 012110 PCT/AU2006/000994 -24- Figure 21. is a

d ex e.of .at { ture; ure 22. is an
PZ%(ureolg is an ex ag;g{e ofehg?d worgig) ﬁl {a ture ofﬁétge{%g structure of
Flgure 21 Flgure 23 |s an exanple of an array of
Rigyee 13yiprgomanmit of a¢aglandsitsiehFmgadizte gemhboursi qgelt labeled withgs ggfresponding bit
iAot asyaipel bit ordering in the unit cells of
Figure 22; 5 Figure 25. is an exanple of the tag

E?%u{‘e 19 gnealtgr]flatlgé lélﬁn%e (%Jf% €s WJE‘%/ g rtEY% ggcl)u%) fdgf ?he ’taés%tg: e of 1tzilﬁure 4,

ag gr
tag structure of Figure 21 Figure 27. is an exanple
Figrurecld it #vieipde of ponpippguigiling pfdhortaggrasp i Biswefi4:Fi gur e 26:

Figure 28 is an exanple of an orientation indicating

Figheel 16Cis fr0schrhpl O6F tieoaiendioslinficdting fielid @ejticht dodesiordrRefodthe tag group of Figure
Fi gure

14

Figure 17. is an example of a local codeword A for the tag group of Figure 14;
Figure 18. is an example of distributed codewords B, C, D and E, for the tag group of Figure 14;
Figure 19. is an example of a layout of complete tag group;

Figure 20. is an example of a code word for the tag group of Figure 14;



21; 10 Figure 29 is an exanple of a codeword for the
tag structure of Figure 21; Figure 30 is an exanpl e of

wo eagoentes of distributed codewords for the taRCT/AU2006/000994
structure of Figure 21; Figure 31. is an exanple of
continuous tiling of the tag groups of Figure 21;
Figure 32. is an exanple of a tag segnent of the tag
groups of Figure 21; Figure 324-is an exanple of
i nter-segnent spacing for the tag groups of Figure 21;
Figre A1 ¢l p sec@d exajnple gfp tesatingii'e of t he ef fect of
i nter-segnent spacing on target position for the tag

IS RLDSis B exkthy4Mr@ syndbdt unfrbeiibr@heIfy: strbchur St FRxRNP € of a
code word for the tag group of Figure 21; Figure 36.

ﬂﬁureazq 1§X aeg(.grln_.pqe (%f oﬁl?eosg/rglf)ol 9111:1tec§11s of Flg%rlg ?lé; agn g r g|u)lc() of
|nned|ate nelghbour tags each Iabelled with its
Rigyre 2ésip eprige efisxmboly ordseiesdn thpunitrellst Figye2dir ea map;
Figure 38. is an exanple of a contiguous set of tags
5 HiRd B30is bexangladiahe Mg @ilcture I Fightt 21 With evér$ biset;exanpl e of
an expanded tag structure; Figure 40 is an exanpl e of
el tr ure
AU Soborkdd b Al Il e b LR Pt G
for the tag structure of Fi gure 39; WD 2007/012110
Higury 28U oo gentinuopsiling @fiﬂ%éagzrszoup%o faieggébnd exanpl e
of fragnments of distributed codewords for the tag

Egurd a8t itlineexafipld-of@hl bieen3Gn indidatpgregelid Josition asleword igpltite tagfstr@mure of Figure

Jitem signature object nodel; Figure 44. is an exanple
of Scanni ng at Retailer |nteract|ons Figure 45. is
an exanple of Online Scanning interaction detail; 5
10 Kigys A9ds amgxanple obpcodoriPrthipe Epewe pdigsieZdni ng
interaction details; Figure 47. is an exanpl e of
Hgirqragean ReampSad fisgmags éfidiseibaeat dodansrds fothg tap erud@re of Big@n?21;
exanpl e of netpage Pen Scanning interaction details;
EFéugéJf 16is é’r?exarhpﬁe &@onﬁﬁlﬁﬂpc Ifg o theQag'_%‘cplsg e %ﬁlle 2§;29 cl ass
diagram Figure 50. is an exanple of an itemID class
diagram 10 Fi gur e 51. an exanple of a note ID
NS T e ‘?—f arerey °f‘?51%""‘%ﬁ ORI MTTE Df a
pharmaceutical 1D class diagram Figure 53. is an
Riguaad3| ie arpdxarapie @ibjieciembe swcingfor hntag erenpe pEHgure Znd
aggregation class diagram Figure 54. is an exanple

15 Iq urédd. 1901 &&hplSSRARUEES offThiSt sOEenChR®S ofl lRSH R MionfbrIhY 18 groups of Figure

5. is an exanple of scanner class disgram 15 Figure
6. is an exanple of an object ID hot |ist diagram

Figure 57. is an exanple of a valid ID range cl ass
RiguaegiSairpn example of a code word for the tag group of Figure 21;

Figure 36. is an example of tag coordinates for the tag group of Figure 21;

Figure 37. is an example of tag and six immediate neighbour tags each labelled with its corresponding bit

20 index in the active area map;
Figure 38. is an example of a contiguous set of tags making up a data block;
Figure 39. is an example of an expanded tag structure;
Figure 40 is an example of a codeword for the tag structure of Figure 39;

Figure 41 is an example of fragments of distributed codewords for the tag structure of Figure 39;
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Figure 58. is an exanple of Public Key List class
diagram Figure 59. is an exanple of a Trusted

woionemiicat or cl ass diagram Figure 60. is aPCEAE2PbE00994

of Taggi ng and Tracki ng Qbj ect Managenent; 20 Figure
61. is an exanple of a layout ID class diagram Figure
62. is an alternative exanple of Hyperlabel tag cl ass
diagram Figure 63. is an exadpte of a basic product

item aut hentication interaction diagram Figure 64. is

FignredX iptcendrkanplons resnrats gffdéstr&flf@ﬁ@équrQS domthe tag structure of Figure 39;

aut hentication interaction diagram WO 2007/012110
FiRGE4AI20 BAMPR 0PR4em sigfitud dBjettencdd;, i s an exanpl e of
nobi | e phone di spl aying a product item authentication
S e: and. ELqur.e .' npl e of a secure
F%c%rﬁﬁi"gsvdélﬁf( anllp}]etoé F%&?l?goagﬁg?dggl?%%tﬁ%?gur e 67 shows a
consuner product itemw th Hyperlabel tags and an RFID
Figzitg;45-F apsrasnpbet ShnesScanngg defFilduct itemwith
Hyper |l abel tags and a separate barcode identifier; 5
Figu@ub gs HIxAPOINE OffliGHaa e fntepieitrd detbilsi t em wi t h
Hyper | abel tags and graphic data containing a randomy
I Stki:-put Ny .the Hyperl abel
F?gé‘%é‘?' 12%1(;?%%30?8&;5&% %ﬁ%\[’;\agﬁ %%%%g%%er product itemwth
an object identifier code and a digital signature code
Figgfi 48 gs & oxampdaef peags P SFping nlradiop 4¢¥ed of f. DETAI LED
DESCRI PTI ON OF SPECI FI C EMBODI MENTS 10 The net page
Fadifef40 Geanceahiphgpf ¢ Bgsristiebtapdlasadiggmms e pl anar tiling of
tags. Each tag encodes its own location in the plane.
RS0t RS ik lideRR Unction with adj acent
tagg,0 lg%e?%néﬁet(?f%i?er of the region containing the tag.
In the netpage system the region typically
Fé%‘FerSéslb?i’rFégﬂlg%"flaﬁge ﬁ?ﬁl’i‘sf‘ ‘Eagéaﬂ ent of the tagged
surface, such as one side of a sheet of paper.
Hignppei| indpedxanide d¢fla phadapitiod] Idelaspfiagréig net page tags for
use in unique itemidentification for a wide variety
Hdure 55 9is ARSI IR OBject DBCIiPHGH, BEneSBHUAd do¥reghO6I IR Ndiagram;
protection, object tracking, pharnaceutical security,

upermar ket aytopmtign, .int.eractive product | abels,
ﬁ%‘%—%r%%‘;‘i"%‘ﬂ? ‘%S%H%Fclt %%agndn q}dsrq?rﬁg%sss,}/ha%gnﬁ’er based enmail,
and many others. Using MempetTM digital printing
Riguest i ol arcpyrarimihofedanges clashdisgamsj ect of a nunber of

pendi ng US patent applications including USSN
B3 7is guleddmpld bR bBj@b’ hot 1@0Eagain® printed over
substantially an entire surface, 20 such as a

ecurity doc t . .phar maceut i cal
R R et R g B pr it g the
tags in infrared-absorEIive I nk on any substrate which
Rigyrg 58 i ey exeponledtiPellicikgr Listclies dingar: i nf r ar ed

wavel engt hs, and hence the tags are invisible to the
HeLREs). ieyeexbiile Gaaners AltjenSans agks biyeran;sol | d- st at e i mage
sensor with an appropriate filter. This allows machi ne
.eadabl e | nf ' . .a large
%%F%blﬁ%o%ﬁlrﬁ%% g@l}gﬁ@%@cﬁggﬁgﬁg acée%,glﬁ{/r\}it’t h no visible
effect on the original note text or graphics thereon.
Figupsh 1 sig aivirppre ofadwputd? clpsfig®a®ensor can read the tags
on any part of the surface to perforns associ ated
Hgikd QNS an alternative example of Hyperlabel tag class diagram;

Figure 63. is an example of a basic product item authentication interaction diagram,;

Figure 64. is an example of a more secure product item authentication interaction diagram;
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such as validating each individual note or item An
exanpl e of such a Hyperl abel encoded docunent, is

w@h@me1adimo Figure 1. In this exanple, the HyperP@&ial2006/000994

docunent consists of graphic data 2 printed using

vi sible ink, and coded data 3 forned from Hyperl abe
tags 4. The docunent includes an interactive el enent
6 defined by a zone 7 which c@fresponds to the spatia
30 extent of a corresponding graphic 8. In use, the
Rigyeps65 el enretempleaaf mbileaphong diseleing g Pepfuct ym fihentissiion message; and
| east one tag, and determ ning and interpreting the

Foresd il ar durbisid dTQ s@tke 8RPERRrit@dcRorsgta@n this al | ows
the associated actions to be perfornmed. WO

7 21 I nple, a
P%%Qe 6/7 Qljfows Qonsmncfr %Jc?ug g{ugxgtga %gﬁbgﬁttzgso %ﬁlﬁ% s on the
prerlabel docurment based on the ID encoded within
Rigee G8ab0v apensumprerodues iemvith Paesriphe! taas avfl & sspapast harcagsddontifier;
docunent description which describes the individua
Fduen®Nihswoi cdnbigneHypeuct adne bvitld Hgpertabal tagsaund giaphi@ datd todtalnig a randomly

ARG Q?%Emtobeg?rweﬁ%n @1@%@%8%%1‘ gés Hxtent (zone) of

I nt eract enent s utton or text field.

Thus, in this exanple, the element 6 has a zone 5 7

F\mﬁrec”,{q shayys P ELERFE progygt lfeﬁ]eWIglﬁgPl?_] eof 1dg1}(1{1gﬁ?de@pd aadlgltal signature code having a

m@kmﬁﬁp@nMymgmgaﬁﬂhlc 8. This allows a conputer system
|nterpret interactions with the Hyperl abe

ES kgﬁkﬁﬁ& éﬁﬂgﬂ ques, the ID
encogﬁg |n t gh?%g ata of each tag allows the

exact p05|t|on of the tag on the Hyperl abel docunent
The nagél @ik fade RbdCtofsisRIFY & h‘dﬁsetpa\garﬁliﬁ@, of Td3€ Epdh3dglen@desG@ Bwn location in the

plang %tagletf}]ge%s% %nco&)es ng gonﬁm%? orr? Sltﬁ"‘& a‘é:eme tagfs;: J&gdeﬁﬁfr&?' gfq{le r?%ion c%ntalmng the tag.
Itl ﬁ@ nefpALE FHEAN. thelregletetsmailqo fqﬂesmondﬁ F? thstspridte exteng off thetpgeppsurface, such as one
AR GIWheBd6Sapet.Ne | D encoded within the tag data allows

the presence of the tag in a region of the docunent

Hyperbel detheadaptate of the metpdaetapsaftyr wsan l(nldue it¢ne Idaritifivagion for a wide variety of
z}{B@%hﬁo’n? g&ﬁm gk@ur&f@oc%énhbl{}teﬁlaﬁ 8[))@& 'ttggl]( gg;}ﬁamﬂ!;eﬁ@capﬁcurlty, supermarket

I cate I S case ocunment “description c

Wiomgtioa dintegetiye PrfE HBelimet-bravsitgzon pigited furfacesy paperhasrd email, and many
dierst he zone of an interactive elenent. 15 An exanpl e

of this process will now be described with reference

Wsing PVlgrujet®% digitah pantBig vikrhidipgs Hwlicth b viha subpetnefi anguntbew piceending US patent

a&ﬂﬁ:atfogg ﬁklﬁ’cfmg% Jut m¢ 2@? Q—IyBJrlalgil,y &Esf Ar@pﬂtedro%@@%staﬁt%ﬁy an entire surface,

interacts with he coded data on
SHEPFS PISSHEY doryRERtEEK ‘I’te i Rprmaceuticalpackagipg: )‘}S‘&J‘E}gﬂ’fﬁmm ink. By printing
theltgh ,in pinfoskdebsofpeiek agi g any sttientd iwkieh if\rinfrapadoetiecitve,i the mear-infrared
\gagger%ﬁg r Md I%?Teqwj_l?{ég%;el l.g\t}s%le %%ﬁmﬁﬁh %E B alsérkgéw sén@ed@y QUEIR-state i image

rea senses a usi n
salrserawwﬁg@p@érﬁ%eoﬁlteaernsOPélﬁ%Scﬁlgchwa@eaaa&%ea}nfoweowg@r@%@ over a large
pzﬁloﬁ eatle fiotdl 8 lothds ﬁﬁfactehﬁlﬂﬁﬁﬂ\&ﬁde é’f&t:t&mttl&g)rigmalgﬁf&&é’xﬂbﬁgraphlcs thereon. A
S OI‘% _ageté :%ro gnageastal%or Cafl geaﬂ %hg tt ( gnnaic’n?"g%r{ gfdd e éu?f Vﬁ% to P]erforms associated actions,
$@Mﬁ¥%@ﬁmgﬁﬁhﬁmﬁﬁwﬁwﬁéﬁﬂ?% or a prlnter 601. The relay
sends the interaction data, via a network 19
ARFEEPRIG Bt SWBATRPeriipr! engpried Aocgaes it Hewn pFieged e Ledis e’faﬁ‘ele the Hyperlabel
ddoaighenisisd (eSgaphmdma A prigichsing nitigle keind tdded damt3efomet fran Hyperlabel tags
4I nl"l‘lg%ggu%ﬁ't n%uges% H%Q@Q&&ﬁt 6 Egﬁeddlﬁpéjfgﬁfn/' which \é&’Fesponds to the spatial
sendas a correspon message to I cation
exigtpE3 coprssponyiing éﬁple% %{* hSéﬁhed@&s FREPIA t2g d@%ﬂ‘l‘é‘é‘ﬁ%ﬁb@n &y sensing at least one
taC Eﬂd(HBtern‘Zlﬁngl did aferpadting the adcbdee 12 (1R Gh Afpdpriaté Kyetel?Ghis ¥MIvs the associated
nalﬁ%ggkpage printer or relay device may

actlonmo be 8
conmu
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directly with local or renote application software,
including a | ocal or renote Wb server. Rel atedly,

wo@uiopi12116 s not limted to being printed by theCTaUp@EE00994

printer. It can also be displayed on the PC or Wb

termnal, and further interaction can be screen-based

rat her than paper-based, or a m xture of the two.

Typi cal |y Netpage pen users r-é@rster with a

registration server 11, which associates the user with

T piei epfemple  fag map 8 Osed tocsieing ajlayoutiebthe eesa dheiHyeerik foggrent based on the ID

R®Bed VAMiInPhOME GHtI Orht IS cHQNRS bé ke R \beienck 6 @8uinért ﬂé’scrﬁﬁon which describes

N S TR T R

(pee)fod mteedtive lelepentd, soleds acdhoitanrve mts”leldr éhugain év@e(@@iﬂ% {pe element 6 has a zone

Wéhr}grr@sgonldptostﬁer §fJ§cfal Henesat GraPonkil WabHES. iT8is allows a computer system to
transferred t docunent server 10. The docunent

’%t@P"\%‘Fteriﬁm’bsé?‘@rﬂ?ﬁ%"glaEFI {RSEEFENt description and then
h(raec %on mfhc:ng ? 1qtu?]sat£ei @enfoedt é"’e it thp G QaQ ﬂ'ialg allows the ef(act position of

SCri 1 on an OW supseq uen
t a8 brethel Bt doogsicio be ﬂqtqymineﬂrﬁqyrsthﬁ grecife. T, posion can then be used t

R Aih O et O P GBEJSAUZQ Q%Q@&%’{h a zoh8 off BE inkddciive dldii fuethe document
%o enerate the tag data, as will be described in nore

SIRM bel ow, before the document is printed by the
[F'ﬁ@gcrt lnﬁl@&in %Eﬂéﬁhﬁrthg%coldg‘d V(Jlng tH@taQ%xgaeallg\gsstﬁJ Iﬁrpsgﬂcg Br tﬂentgg in a region

tag I's represente
qﬁme@ﬁcwﬁttﬁbﬁ@twdkﬁ%e 98 map dheaplptye pq&ﬁt@n Pf Jihg fag IX‘i“HIH the region may
aﬂ)sf) b@hﬁiﬁ&t@d) 118 tids cdsé;llﬁgﬁfocum-Eﬁlf @ekiptionlchiOWe ased &QdeteBmibe whether the region

loc ongs thrézgm %rraug racgwee ercl)tded surface, and allow the
b%gecwe ’stortion - b of the tag to be inferred.

qu&aﬁﬁg gpﬁhs li)lr&gss QJﬂl ﬁ‘clv@%e&gcrlbél ﬁthr@félre% €)) Flgﬁ@ﬁcf] and 3 which show how a
macr odot _encodes the val ue_o pr es

BrngHeE e FPreofsateseRey & WP@%WF%?}{ VPP e g e coded dataon
Sptinfed GBpériabes dodiment WAgnclass 4 ecalty dasudnt, tlabelp erodict packagilg foy the like. An

p%huél%% E&J carryu?ag(-k)?%lagéf ?}a seimtlsoasﬂ IHFIQQ‘EEI cular by an

optical syste r'T owband response in the
TR Mypdriabei R 101TRRes Pt tlﬁlfgrhnl a&atlﬂvf&b G@llsdr)én@ﬂdte@tts e d@iﬁt @he Hyperlabel

r}eazlgrt]?q I;J%cg‘g E‘é 'sefnéagggta gaﬁgc? %erﬁg?ori,tﬁ teFaétbo[ng ta w§16£ g glia]ilsmlt[ég viaa short-range radio
lob¥nespbnds whish inhag fos pirbdfe cohputen 7&orta nrletelpﬁod;dﬂle treldytsendy the interaction

(Qi{a \;1:921 Qetwo?I@w lfd ! a/ocﬁﬁéﬁtt%%l 10, @ﬁ&ll Jség%erlg% %esl e document description, and
cor responds_to the unique i tem |

D. For clari In
FGPIeC FGr=ifh S BESPURE BTG T gor EEE eSS ng mesaee
dn@pplisdtiopseyved Bsyhictdad thent fagformnderspoadiod agont hat the item
ID corresponds to the region ID. The surface coding
ngn gbgiajreentodimektate &6, el terminali nsipage einigr of relay doyide gpayecommunicate

cﬁr@&Hg’nthtl&alg)H Mﬁ%ﬁﬁceﬁ@lﬂ%ﬁ@hﬁ: |11%'Ihdﬁi£ a lolsﬁ oﬁﬁm@t@ tW’eB @er%ﬂg{ela‘cedly, output
[.arge enou 4 I?JFuar ant ee alc% n d P} %or ebtermmal and

o P8 PE TR Wit oPeE Phdg ! 7 b PPgire op P

futiteeinferagtiva carie ece@nwatsqimmrﬁham nap@fbat'eh,e)r & mgfttse of the two.

t wo- di nensi onal position within the region, as well as

Brlsely Netrgzegprtsers Fegistgratith 2 regifgation parese B B0 Hycielgeipeysgrvath an identifier
drddOEne aesﬁ&fi\?e' N‘&)ageﬁpéh C8y fpfbvﬂﬁlg lthie rsﬁlsﬂg H&@k @dantifler ﬂrtﬁrt af the interaction

c%:%gtgl& o%vrs ]tuslggs éo be 15%%8 alltpvb'l ;getraXaactfoo%sa ({(r the hI<ee tt% % e'er%eM"' th a

fUri n POn a coded

%@ﬁa@&edocdﬁ‘leﬁtp afd g@ﬁeﬁrted%g }Azﬁé\é dery ange éﬁfera@aﬂflﬁ rvﬁlml il @fhsferred to the

ructures can used sone exa [es will nowﬂg
dperepi wBEr 10 Fifh@sqﬂcmm 1 dstamieicT epeEm e Gererptign & records an
ds$oeiatsn Mdeviedsy e BdcwBent ad¥pripabrearidaty. IDEaCHlo@fsulisk@erft @emieval of the document

cgsc%%tlfonglglﬁ Axeel% is a target. The tag, and the
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overall pattern, has four-fold rotational symetry at
the physical level. Each square region represents a

wa@ywholziiand each synbol represents four bits BET/AU2006/000994

i nformation. 25 Figure 5 shows the structure of a

synbol. It contains four macrodots, each of which

represents the value of one bit by its presence (one)

or absence (zero). The nacrodd8-spacing is specified

by the paraneter s throughout this docunent. It has a

The inthén nsed to generhte the 4@ dpta, bawid de @gqcrﬁecﬁ@n@re,gptmhhe@@/ baforgthe document is
thtE(ﬁJ'}]f aRfH f’éggpel O 6P CHisireMePage HAWRVIE and it tdgSnatl | OV tO

vary “by % according to the capabilities of the

qulvth@ﬁ réé&@éjlteﬁ (By @rp@lﬂaﬂﬁﬁhli}f@ntﬁlﬁd @ Ikihds &Oeldﬁiegkl e Girss kiodVef element is a

tg%)e& 3’%&%&’ ale &2 0 be oga et%e nt sgﬁn‘% a Ec'o(aledD \.u? c”%ﬁ& ﬁggltr%%e: oqerspective distortion

59rm
oFihgtag to b7 ns”mw he $peond Kige Pﬁ’ otpgpersfis atm?éromttl’@cwﬁtcfﬁdﬁ egeodes the value of a bit
b Yt Qlnce Bidhseg@r 0 i s the least significant within a
ol; bit three is the nost significant. Note that
Thée bﬁtemﬁd&pﬂeﬁged 6 hekaikd Mefadedn btk a My enbatlovoit t@be dchygred by an optical

i;gl mgts%s’tem an% {glte}%;a%%f)]tlc fsys‘?enp\gi{htal n%HAvWandSrXS?‘g‘gé Ilaérrinfrared The

e orientation of

petferry lhbfplsa,ﬂﬁ‘emtedi qnw\m szr@eervselmaamwmrpméw 16‘80994 -29
thetag di agr ans. eneral, the orientati.on
1 PRbPSIet AP B B PEETE SR PP PR g et fem, or 0 2
stdugity deaumento adethé adeion 1D @oesgingdd ®nthe whigue itelnello @plt dantpfin the following
og%\?su?ty pr%ferbtgl %gls %(P 6% tpt @)r s%l}pﬁﬂi rv@thoﬁle Eﬁlﬁrsfaﬁ‘:ﬁng that the item ID

he macrodots are part of the representation of a
%VWﬁStPﬁefeﬁ’énB%lttern The square outI i ne of a synbol
IS u%ed I,.n nent to.n

”ngf: FY ;EeLﬁo@n%lls gs?gin%‘ gs%LﬁE ﬁn accéulsglon ggld ol” v1ew g Iinoué} tg a{la?an'éee gcqmsmon of
% egthoias istldnge cacish &d guptamtgeechms@jﬁ)n af ttltal@ cmt}teﬁeggm@pryalwg the tag. Acquisition

ot e tagj\ﬁglg g&aﬁﬂl‘ées a'cﬁhls@cfoﬁl Gk e Bug’s Q\V@Hﬂﬁe@ioﬁal 9551tﬂ)n twd@@in Ql@rlregmn as well as

LS R ] SR N TN S
position diningipaelytiycal ifiOdétian with kot strércd, he. dodqzalstlickt ¢raap opf coded surface
Lihe. gkew ce used to produce the pattern. A target is

nom nal | y circular with a nom nal dianmeter of (17/9)s.

AR MBEe of Hikferbt ta8 ki RWRSE cdn®e 134, Ynd sBnSéxdplérywill AdWbe described.
according to the capabllltles of the device used to

‘produce the pattern. 10 The tag pattern is allowed to

MESDEXAMPISCAGSTRYCTURE t 0 10% according to the
capabilities of the device used to produce the
Figird eshaws hnyirudies) of & icompléte oenBatheof thsrfpus Rlacks eisglepisjagarget. The tag, and the

Jv%l%a@l@rg bhdYolr¥6ld me@ioﬁa;yalmhey Aok pYysiggewiat e generation
of position sanples. Each synbol shown in the tag

TSkl 44 Gdréleglor iBprésed it §mboluas eash dymbd] teprebearts &lur bitsatinforradied.
consi sts an al phabetic prefix and a nuneric suffix.
HSrdAGoGROURTag of a bl Fagntpéd fdunmecredaty, qgehonipdich Rareents the value of

Jn@&t@hewseﬁ&%&b&%bsfe&@(zelto?gs arranged in a square.
Each 'tag therefore has one of four possible tag types

B GRAEGdon gaa&ﬂg is lsFecifioC B\t thOparameteh s ﬂlrdhﬁlﬁutttmg d@nmeim Islgpsl ameminal value of

The ta S ar 0
684 LRG0 56 17 St e Do 8 it g v 20
deapdhzttetie Fapatdlitienafttiereraessiseditd firgvigeediiie patteys . Th e ti I i ng
guarantees the any set 20 of four adjacent tags
g Gheres 2 gway of ginggdiaset Fymboly dhe macrodot spacing is uniform both within and between

symbols.

Figure 7 shows the ordering of the bits within a symbol. Bit zero is the least significant within a symbol; bit
three is the most significant. Note that this ordering is relative to the orientation of the symbol. The

orientation of a particular svmbol within the tag is indicated by the orientation of the label of the symbol in
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CODEWORDS The tag contains four conpl ete codewords.

Each codeword is of a punctured 24-ary (8,5)
woe@doBalonon code. Two of the codewords are REI/qU2006/000994

the tag. These are referred to as local and are

| abelled A and B. The tag 25 therefore encodes up to

40 bits of information unique to the tag. The

remai ni ng two codewords are ud?que to a tag type, but

conmmon to all tags of the same type within a
the oapt diagtaos Sin énkriaky he ofientagignsof alf iyeshelsgritinraafadicnlercegnesnigef the tag have the
Sgl!le%géltatlaﬁ] QOn@Et@nt LADAL b&dm 6f BOFmbb] beikDsI6Est B edRY of Bag.

type. A tag group therefore encodes up to 160 bits of
Onl?’ﬁl‘i&ﬁ@foﬁ&@ar@mﬂle tePregtnfatidnag a OIS thatphtlinNTige square outline of a symbol

L{%l oci,lmen Lgn\?&r]e g%arlt aﬁadat %Itﬁ%%%ﬁ&%%_%@ eb}f v%flrof illustration,

leM@(DE)bml Bode mrt@sw@weeerzemw@&fe thath i gregticp ey i ¢ g tag can never be set.
24-ary (8,5) Reed-Sol onon code. 007/ 012110
Ap@goA@mgx}ne]@@ggﬂar with g HW% dlarpgyerV\g(Sé‘j IFI&Véeaergb]Is Blﬂ‘%\ﬁd to vary in size by
+COM eceBie QAR cafabifkah of th deGice(used@o prbducethelpabérh. synbol s)

and 12 redundancy bits (i.e. three 4-bit synbols) in .
reaght icotewly croulitvgthernopinalditrest of{l/Oa pavkiey itjigaliopyedate vary in size by
isﬁtajcﬁorﬁmg otthsé ﬁ%{alglﬁtﬁes %ﬂfler &%é 138 o Wﬂhé ﬁ/attérﬁ one synbol .

ure codeword coordi nates are

gg ?ﬁgmllpallg\%ﬁftg ’Vﬁ'ﬁ/ ﬁ@EaIeOqulS ko +l@%qic$on§rlg(i§‘ﬁ1@ cegbﬁllmes of the device used to

I ng t he codeword bit orge

PriﬂSiPF@tﬂﬁPr @aerzmrcvwmn @ymﬁé«e&ong@fﬂ S Epuieed) g %daéw allow accurate
obrkRyif) of PeeEn SabraON code with seven redundancy

coordi nates renoved. The renoved coordinates are the .

Bagsdymbel ghavini it & ttagr seroaurel anfigure & besdi ynéane knbel Theh {sbl gorsigts an alphabetic

pggﬁga{dqlnhﬁmcrg&ﬁprl mtive polynomnal: P(X) = x4 +x + 1

10 The code has the foll ow ng generator polynom nal:
W6Ro® (X + @) (x + a2) ... (x + a 10 For a detailed
description of Reed-Sol onon codes, refer to Wcker,
T8gBre Auatked/ini taghinapy Bach fagethop confRipe Epur 8zslanpriceshin Gatets: Baeftas therefore
hlpﬁie of %gpbldsﬁlﬁé fag %es aLé%E’égF%B &S Rcatid® %hm M@g %MTﬁe tag types are

coor dinate space has two orthogonal
lﬁ’i@opéﬂélla@dnfsé‘}‘?&nV rl%’éep‘;ect i vel y. Wen the positive

1S, L9 the ri [ Shiees th

oo T s e e e b AT Bl N8 W o any s
dfﬁmmdjaemtf@éscmﬁ?@lﬂomja&ﬁ@?chmate space origin on a

articular tagged surface, nor the orientation of the
tREVEEOr di nat e space with respect to the surface. This
%féapgtr cg%éllgsg ogruﬁpfnglgtg %P %(grtdsls %gcglts&))g %JoIcf 1s of a pl%lﬁ%ﬁ@pllr? (8, 5) Reed-Solomon
a@fpl i cation which prints 20 the tags onto t he paper

may record the actual offset and orientatio am)d
Toeof the sedsweyds arrswinue 19 thedremiersase rgﬁved to as local and ‘are labelled A and B. The tag

therefore encodes up to 40 bits of information unique to the tag.

The remaining two codewords are unique to a tag type, but common to all tags of the same type within a
contiguous tiling of tags. These are referred to as global and are labelled C and D, subscripted by tag type. A
tag group therefore encodes up to 160 bits of information common to all tag groups within a contiguous tiling

of tags.
The layout of the four codewords is shown in Figure 11.
REED-SOLOMON ENCODING

Codewords are encoded using a punctured 2*-ary (8,5) Reed-Solomon code.
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digital ink subsequently captured in conjunction with
the surface. The position encoded in a tag is defined
WO pooaniziso of tags. By convention, the positi onPCHAU2H06000994
to be the position of the centre of the target
closest to the origin. TAG | NFORVATI ON CONTENT 25
Table 1 defines the information fields enbedded in the
surface codi ng. Table 2 definmé9-how these fields map
0 codewords. Table 1. Field definitions Field wdth
"’d%sa&-‘/f({gﬁi ResfrSolpraen codrrpeRIpcPO dera Bidh eyt symia andyig gedgpdancy bits (i.e.
thrkee4-6i0 el din daclﬁcodafwd 0 eAor{dotedids rapadiy (iDOthQE' S9’mbolsCIt( Q’ror-con*ectmg

"). per tag WD 2007/012110
é%?%%fﬁﬁﬁ%?%gogg4 -31 tag type The type of the tag,
As SﬁOWIloﬁ%“l e &Occ(dpw&}@ cdordifes &R iRilxel in dfdeicled orcin ahd @1@ qata bit ordering

- corresponds to the bottomtwo bits of
f@ﬁ& Qeaﬁﬁwvdé%ﬁﬁﬂPﬁates of the tag x coordinate 13

Ahe un e@ rdi nat e of i h WS
C%ortareg' b éSFll}eee%g% rélgn croge):( 15 rah%t A §15%2Reed-§olgrp%n God w1thlsgven redundancy

c?F@rélnaﬁmerngw@U The remaypdiGoprdinetesafe therpeost siggifigant rydunilapey eaprdinates.
flag 1 A flag indicating whether the tag is a nenber
e Flhi’éé}t“'lf‘%}@‘”‘n&P’é‘ﬁm"eﬁ’dyi@m”il"\lrd| cates nenmbership. active
area map flag 1 A flag i ngli cating whether an active
area map i s present.P&h= *¥1**i"hdi cates the presence of
p (see next field). If the map is absent then the
WaF‘Iﬁiéhaéfheé%U@Wmﬁﬁi?eréﬁfIP%VHP%m%er| ve fromthe active
area flag (see previous field). agtive area map 8 nmap
of which of thef®hg G+oNediat @Y ght nei ghbours are
menbers of an active area. b' 1' indicates nmenbership
Horp geipiled descrinden efaResd-Selpraenisodes.gpigieto; Wigken S B-1vad Yép Phejerva eds., Reed-
Solomgiesdles dhd Tharppitaridb, IRHE eahaedred data stream Only
present i the active area map is absent. per tag
Tycéoprogopliacy format 8 The format of the encodi ng.

0: the present encoding
The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis

points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the

position of the centre of the target closest to the origin.

TAG INFORMATION CONTENT

Table 1 defines the information fields embedded in the surface coding. Table 2 defines how these fields map

to codewords.

Table 1. Field definitions

Field width description
per codeword
codeword type 2 The type of the codeword, i.e. one of A (b°00%), B (b’01°),

C (b’10°) and D (b°11°).

per tag




O her values are TBA. Region flags 8 Flags controlling

the interpretation and routing of

wo
|

pdoclomAld on. O:

i nked

region IDis an EPC 1:
region is interactive 3:
regi on includes data 5:

regi on- el ated
regi oPCT/aU2006/000994
region is signed :

region relates to nobile

application Oher bits are reserved and nust be zero.
tag size adjustnent 16 The di-Bflerence between the
actual tag size and the nominal tag size (1.7145mm
(igessd on 1600dpi2, 9 dots pée tYPfhﬁé]i*ed%tl e. ogpef 0PAb°00%), 01 (°01°), 1Q
mgcrodots per tag)), in 10 @Iﬂld«lﬁin& sl (b11|11) Sér@ﬁmﬁﬁ@@ﬂhé BHE6m two bits
format. Region I D 96 The ID % g Qn @@ﬁ$§lnlng
the tags. CRC 16|A CRC of {H{°4#6el e CRC- 16
( Ixddprdnait er f ace [IBet ween Dihaun'ﬁenmm@brdﬁqmlopthemg 2l maximum
arnid Data G rcuit-term nat i pgqEeu, ﬂm%pr&%gly {1
termnals WO 2007/012110 PCT/ AL20Q6/0009
opeosdingyy i n t he [Packet nmodke HHERE S seREdRaPT g Bubl i ¢
ddfcave 2REFWOT KS DY dedi cat eqh Gdglislithting wWhdther TheXagdba member of an active
(10/96)) Total 320 The active L e Tan igghgates
whet her the corrgspondi ng ﬁ?&&ﬁaPéfﬁﬁﬁﬁgré d%_an .
addciive@reamaaflagAn dlct i ve ar e@ fligsindienting whethgfi ethictiventigacinap is present.
any captured inpyt should el hﬂﬁﬁ@'tﬁ"etlﬁés%cé S Wt QR6 ndxPrield). If the
t he correspondi ng Hyperl abel $ & g is derived
inNterpretation. It also al |'GR P8 Lﬁ?ﬁ S YAlp & cagumE #YY
devi ce t 0 SI gnal t o t he uséiomitheattive hwa flagpisst pravidus ficllav e
A HTIRELa e et get—Tabte 2 Vo G B te ShiRan® eight neighbours
cqdewor ds ‘codeword fi el d cogé%orc bits_fﬁélc,widthg ,
bilts A 1:0 codeword type (3 TRIDyrs of apy qotivpgreg. byl indicates membership
cqordinate 9 12:4 19:11 Y (rig@é th inddaes Be BiPorderinBoftheGnap)
dawnr A vooa (h'YA Y'Y 2 Al
CC&‘a’c’a“ﬁ"’één‘i‘enE JEEAUERT 7= SHA fragment of an embedded data stream. Only present if
the active area map is absent.
per tag group
encoding format 8 The format of the encoding.
0: the present encoding
Other values are TBA.
Region flags ] Flags controlling the interpretation and routing of region-
related information.
0: region ID is an EPC
1: region is linked
2: region is interactive
3: region is signed
4: region includes data
5: region relates to mobile application
Other bits are reserved and must be zero.
tag size adjustment 16 The difference between the actual tag size and the nominal
tag size (1.7145mm (based on 1600dpi, 9 dots per
macrodot, and 12 macrodots per tag)), in 10nm units, in
sign-magnitude format.
Region ID 96 The ID of the region containing the tags.
CRC 16 A CRC of tag group data (CCITT CRC-16 (ITU, Interface|
between Data Terminal Equipment (DTE) and Date
Circuit-terminating Equipment (DCE) for terminals




2 tag type 1 0 5:2 x coordinate 3:0 6 tag type 1 1
9:6 coordinate 3:0 10 active area flag 1 all 11
waedrvelarea map flag 1 all  19:12 active ar eaP@EAUS06/000994
all 19:12 data fragnment 8 all Coo 1:0 codeword type
(b"10") 2 all 9:2 encoding format 8 all 17:10 region
flags 8 all 19:18 tag size adjustnment 2 1:0 Col 1:0
codeword type (b'10") all 1532 -tag size adjustnent 14
15:2 19:16 region ID 3:0 C10 1:0 codeword type
(B'10') 2 all 19:2 regi on opgting intlie ppekegnade pacpeonnected to public datal

codeword type (b10") 2 al |net3n19rk2b}"cﬁﬂba@a@circlalt]I@Uﬁ%ZSQ(w/%))

Daoo_1:0 codewordltvpe (' 1 'l 2 all 19: 2 region—+b

A A— AT ai-a)

185%%: 40 Do, 1. 032%deword {ype (b1 F) 2 all 19:2

"fhg %(I:t%%]_ 6Ieajl:_)m'%>8md1 &fé:mlee e{ t%e corr(s%)pndflfq sP agl-er ?nery% 8502 29;996 e@‘eal 181 active area

i & @R within wWidth any- c@h@@d@mbqhg]ul@ lgpp@mecbatel}]_f_pr\@ardﬁql o tlg cgrrespondmg Hyperlabel

sreﬁlg‘ f&nntlsrget%tlc%slt o all@)\gs the %label]sénsﬁlk e N ksidnhIasd the GRr th@@he input will
% e.can wgff1;rt>ved into a gl obal codeword to maxim se

ISR RERSEFPS utilization. This in turn can all ow

| ar ger Coor'galbrclﬁtIﬁ’?g})@t&qﬁﬁglds]@cﬁe&lorggﬂa fragnents

(potentially conjunction with

door di nate pr dededorh) . However, this reddces the [ield
IidaRegdence afisposi tion d mdi ng fromregidn | D pits -
gcodi-ng——and-has—not—been-neluded-i-n-t-he :
s%em fication | this time,codewordiype ®©00) T all
10:2 x coordinate 0 12:4
19:11 Y coordinate 9 12:4
B 1:0 codeword type (b°01°) 2 all
2 tag type 1 0
5:2 x coordinate 4 3:0
6 tag type 1 1
0:6 v coordinate 4 3:0
10 active area flag 1 all
11 active area map flag 1 all
19:12 active area map 8 all
19:12 data fragment 8 all
Coo 1:0 codeword type (b°10°) 2 all
9:2 encoding format 8 all
17:10 region flags 8 all
19:18 tag size adjustment 2 1:0
Coi 1:0 codeword type (b’10°) 2 all
15:2 tag size adjustment 14 15:2
19:16 region ID 4 3:0
Cio 1:0 codeword type (b°10°) 2 all
19:2 region ID 18 21:4
Cin 1:0 codeword type (b°10°) 2 all
19:2 region ID 18 39:22
Doo 1.0 codeword type (b’11°) [2 all
19:2 region 1D 18 57:40
Do 1:0 codeword type (b’11°) 2 all
19:2 region ID 18 75:58
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5 EMBEDDED DATA If the "region includes data" flag in
the region flags is set then the surface coding

w@onwrmiaiso enbedded data. The data i s encoded PEI/AU2006/000994

mul ti pl e contiguous tags' data fragnents, and is
replicated in the surface coding as many tines as it
wll fit. The enbedded data is encoded in such a way
that a random and partial scard3of the surface coding
containing 10 the enbedded data can be sufficient to
rleorieve the eitire data. ThRéEwSEamAMY Isydt em all
rleassenbl es thgodat a Tronngﬁhqbeved rragnpnts apei7e
r_eports to the user when cuffl cient ents hav
Heen retrieved it hout err(ﬁ’ﬂ“ﬁgﬁﬁﬂb |% Tabl e EH
400-bit data H:ock enCOdESrﬂﬁﬁlDItS of daza The bbetk

ata—+s—encodedirn—the—dat FR d ragnents—of ld'-\ conti Jrous
roup of 25 tags arranged iln a 5x5 squar A tag
lb&«lz QR 4 CQA &qgov\é@ﬂ%ea g}ll)o%l %&ﬁﬁ'ord@rp@z{ gﬁlfb@&éﬁl do§ev&tonﬁlt1hzatlon This in
tag's cogrdinate divid i n eac&§bloc

Hiean ?ﬂgwmea ARpEtpalen eng/of é(glé‘%/ Watﬁﬁgm% (Peira

@odete pratigon)\iHokvever, ithixoedaes tha (ndgpeione df positien. deﬁddgﬁar_n region ID decoding

inﬁﬁgm%enwwp(ﬁnme%tl 1£nra‘t)ms El OC.k vvher e an active

area map i s present mever e mssing data

fragnment is I|kely to be recoverable from anot her copy

Nebh® direck. Data of arbitrary size is encoded into a

super bl ock consisting of a contiguous set of bl ocks

H e &Rgiell intladed data”elaf &igd Rgionli@s Biset @hed the tsitercseopdg bdneuins embedded data.

is"h% dgtj; A qu %ec%l\ﬂ m%ﬁ%ﬁzcglllt%ﬁ(%%s ta'gér g%% %&gﬁﬁtgt%gcglﬁ Srép?%a@ed the Iiqrface coding as
@@ﬂ@ﬁﬁﬁﬁémme|ded by t he superbl ock si ze. VVthln each

super bl ock the dat IS arran i nto bl ocks w

Theemesdsdigtage SRSt sk BV PR %ﬂ? o8 B i) gag of th sirhce coding contaning

hoontgildea tiaa cziﬁhe seffigien d Bekvel the emexpeldlataarhe Gcanming dystem reassembles the data

i xfeﬁllg ‘er eﬂl‘g aﬂéﬁm Yo c]‘_ﬁel urs@%h&%ui*f Eleﬁ@'lﬁ‘!lémeﬁtls Lave bé’éﬁ ¥eH%VJ&gV1thout error.

parti a y a ong t ges of the surface coding
ﬂs’iﬂlaw@ﬁqasile@ d 01l Qats YRE! dAbJasKI 60Bi¥s df ﬁ@tli U[‘ﬂ@ bIG¥N dita is encoded in the data

Er ec| srs];g %tlgu(léﬂg fgr%ﬁ% IS %i a&mﬁlgﬁraqellg aré%c scgl};are %tt%ggtielo% toa ’t&?cg whose integer
@gndmsc tis the tagst @ordi@e A00Fd byl 2.1 WohiPEACh ALRR A6/ BOO9 QZtanged into tags with
méélasmg)@woﬁuéte withih eedash 9@60&1& ock field width

description data type § The type of the data in the
s4pe frhgr&ﬁtkmay YalilRg fbn Gl blbdiewhde ard AR ared n@p I prabdt Stbvidyer, the missing
cqa?ag\{aﬁmeél aige‘?y to ée{ recov%\r/%l ol;]nearnotH 2l (#)g g)f(tﬁe lﬁ%ckE f‘o c Eg per bl ock

esu er

ﬁéﬂap@fr eﬁ%ﬁ?aﬂ:}k s&lﬁk gIQBdeg mTJ;‘Q s@%gm (%Ogsflstlh &F aséégtg%%lsggtlﬂ)f bloBks arranged in a

ocks. ‘data 160 The bl ock of the
na?t%k ”Blg Séze of the superblock is encoded in each block. A block belongs to a superblock whose

Pnﬁ'}éurﬁbly 1n conjunctlon with

integer coordinate is the block’s coordinate divided by the superblock size. Within each superblock the data

is arranged into blocks with increasing x coordinate within increasing y coordinate.

The superblock is replicated in the surface coding as many times as it will fit, including partially along the

edges of the surface coding.

The data encoded in the superblock may include more precise type information, more precise size

information, and more extensive error detection and/or correction data.
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otal 200 ALTERNATI VE FI RST EXAMPLE TAG STRUCTURE TAG
CGROUP Tags are arranged into tag groups. Each tag

w@emaplaont ai ns four tags arranged in a squar ePCEaTN06/000994

tag therefore has one of four possible tag types
according to its location wthin the tag group square.
The tag types are 5 labelled 00, 10, 01 and 11, as
shown in Figure 14. Each tag-BA-the tag group is
rotated as shown in the figure, i.e. tag type 00 is
rot at ed O Tdogs.dmsheddeddatapppek 10 is rotated 90 degrees,

-

g type Ii—srotated 180 ORULESR, and tag type 0r 15
¢ef§t ated 270 dear eéwé‘%tEFi qure % q‘ﬁov\s how t ag _qroups

dair&pe epeat ed i n apconti nuous|The | PRy 6f thagsdataThie the  superblock)

tiling guarantees|the any sepau&fincf@eir adj acent tags

contains one tag pf each typg. 10 . .

ORI ENTATI ON- | NDI CATI NG CYcLi P P&FTI BN 55 Phe Y qgreEion  flaes

contains a 24-ary| (4, 1) cycflidIM¥sition codeword

whi ch can be decoded at any @gfinef g SUFBADOSSI bl e
i |

arientations of the tag to d

L g ELe,Lm_ne_t_he_arcx_uab
serertaask idon of the tag. SymbPPs iR SPEPldr P8t he

SGpeedidcR heigdOST 11 on godewor d hajrke igight of fhie xuparblotkRin bivakb. ar e

purbered—0—te—3ifprder—of—Hhereasing—signt-fecance:
. oo t

dﬁ%e cyclic positi ;ﬁycodemrdTFéébl?c. ., 9, E16) Note

@HGat it only usesflfour disti fcERGflitsdlockdfaues, even

fourgig tSymbof [has st Xxteen possi bl €

tvtal ues  During decoding,  anylunused synbol val ue
should, if detected, be treated as an erasure. To
AB¥iolir e FiREEROVBRAPAS SER0cRIRel OW- wei ght bit error
patterns causing erasures rather than synbol errors,
t he synbol values are chosen to be as evenly spaced on
TAsgsrRbyper cube as possi ble. The m ni nrum di stance of the
cyclic position code is 4, hence its error-correcting
Trapacitayeed gtogrergpnibedh tigrgroup hentains Eueagsarafzed iy asgragnigach tag therefore
Had BrWr Four ﬁﬂgblé‘]{%g SpEPRERdihd ko il RchHoff HRME BreQfg VD sEilareMDhcag types are
erasure 2 out, of the orientation-indicating

[

. 20 The |
k rE‘deiO@ lﬁr%'a"t‘qldna%éwgém%}mi ¥ shown in Figure 16. WD

07/012110 PCT/ ALR 4. - . .
300 BT SRS AROAR oy P2k SRR e
rpgtedi8edgerees. teeriyngd b isirerfiest 18R degens, anditaigre Cbistqided 24f deetrpie

o1 s P 5 € BrOEVEHE S dUCr i 115k 9B TS e Boaaass the any st
of ffubadjradnt B3 colmdiggwee thoftelmd typag. 5 The | ayout of the

| ocal codeword is shown in Figure 17. DI STRI BUTED

CODEWORDS The tag al so contains fragnents of four
QraeianeNIRDIRNTIEhC EILE PASITION ORIt ed acr oss the four

adj acent tags in a tag %roup and which are uied to " b
B s entpinsiac AR t(H dh oxBRRASTHOT epderoshyhigy cap Bhdscrflgo ey gl four possible
R Rios O awatigo idsterdfinedhe addaladtigntdtibb pflthy taRefychb@o Wbintpare part of the cyclic
code. QWL oAk HCRD Ll { doP ST SRR ce.

5 s Bk AR b B OB Bt AR B

R '8§cili9fyBQiHc°m do@B%rd i @?7 , b2y 9 btbte @fat it BB fs@Udur Gchmad sShBb] values, even though a

fi%ﬁ-%gvs\?rglgls]&s gi%%énrﬁogs%iﬁﬁvg%%? Bgr?nsg dtecrg)giné, %rlljyr un%é:I as'}(':m r(‘){ vaﬁu%gﬁould, if detected,

be treated as an erasure. To maximise the probability of low-weight bit error patterns causing erasures rather

than symbol errors, the symbol values are chosen to be as evenly spaced on the hypercube as possible.

The minimum distance of the cyclic position code is 4, hence its error-correcting capacity is one symbol in

the presence of up to one erasure, and no symbols in the presence of two or more erasures.

The layout of the orientation-indicating cyclic position codeword is shown in Figure 16.
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in Figure 18. The order of the four tags in the tag
group in Figure 18 is the order of the four tags in

wor@anellt. Figure 19 shows the |ayout of a cPOPABL®G6/000994

tag group. REED- SOLOMON ENCODI NG - LOCAL CODEWORD 15
The [ ocal codeword is encoded using a punctured 24-ary

(13, 7) Reed-SoIonDn code. The code encodes 28 data

bits (i.e. seven synbols) and324 redundancy bits (i.e

Si X synbols) in each codeword. Its error-detecting
I@Qﬁla@qEVOIF% SI x synbol s. Its error correcting capacity

is three sy shown in gure 20, codeword

o858 &qcﬂb(tcgrga%%e f%@&&?é&dwﬁrde@w s gucesjelprmatighmigpdo the tag. The
oddvardé bf ;opudertrbdzf-aryf 3,170 ReedtSalomon chewihel tap ittereft decddagup to 28 bits of

#Omlhe, 9 de hs@ 24-ary (15, 7) Reed- Sol onon code with
two redundancy ¢oordi nates renoved. The renoved

THO Ry sk HatcAscaPdoewofds RBGL in $ig@BH 1.1 cant redundancy

coordi nates. The code has the followng primtive
polynomnal: (EQ 1) p(x) = x4+x+1 The code has the
mioRiBovdbrugpgeskes at or  pol ynomi nal : 25 (EQ 2) g(x) (x+

a)(x+ a2)... (x + as WD 2007/ 012110 PCT/ AU2006/ 000994

ThS iz REERASEL BB ENGODE NG ordsDhET R BSTRD: GODBEVIGRRSadjivent tags in a tag
qu F‘ztar[d \Qh@h%g: QA6 %Bdi%fél{nguo%%ﬁg&% H§ét Gﬂcoﬁt éus %y Egc:ia‘réodeword isofa

Rees So] onon code. The code encqdes
d15- B Qerdolamip 6P Amh v e (s ﬁ’ﬁréﬁ?rebtf’%egler( ?n"‘éde “P Yo 176 bits of
MﬂmmMMmymhmMQyasmo@mmmmmwdgmord Its error- detecting

aC|tg Is four synbols. Its error-correcting
Téia s plythe fguricoppleis/epdertonds, distiibyide prstithe orradiaprat tegs ing tag group, is shown
ih Pigd@X el Thd braeP §f ke t6iir @B in @ @a%rgrouﬁﬁid'lgtuEQS daleadrdad df the four tags in Figure 14.
ordering foll ows the codeword ordering. The code
Higus: 10 Rigws tairyqurt b coinplee pokymom nal as the | oca
codeword code. The code has the foll ow ng generator
pol ynom nal : (EQ 3) g(x) = (x+ (X)(x+ a2)... (x+ a4)
REED-FRGMODERDIPRINF EOGPACBEWRe t ag coor di nate space has
two orthogonal axes |abelled x and ¥ respectively
%é’ﬁaltci’f@w%éﬁ tpqded sémaﬁupgncwbe&@nﬂ% (BotHsed-pqlegen C?C}?eﬁhetcﬁ@ encodes 28
daa Bitd (i.8/ €eviyn SxabSls)RAd it reduddingy. blta_b €. sEUihieuls inGadhi co@wd@eRs error-detecting

cgp%harsips%? gﬁ/f'n};olg. tﬂg%rr %Iectglg cagacng %hrée% lg: %o rdinate s pace

sur ace nor the

AQrsh@Jm ﬁtlﬂ@ﬂﬂs @f chQ@ora BdrRRE e rﬂtﬁl@)@d s!rpéﬁﬁci\éﬁttonief GRPHE Yata bit ordering
sur is information is 15

ﬁ&@aﬁﬁea<¥%%3§%@6??$c For example, if the tagged
\Nﬁ d% (i:sea i“ a(1§ hﬁﬁged% 1o SR &de w1’c§11 o recpu%\da%pyp cloé)r&%}ltésqgmoved The removed

coordmates are the most significant redundancy coordinates.

The code has the following primitive polynominal:

EQD

p(x) = xtrx+1
The code has the following generator polynominal:

(EQ2)

g(x) = (x+a)(x+ o). (x + o)
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the tags onto the paper may record the actual offset
and orientation, and these can be used to nornalise

wa@eop7/othige t al i nk subsequently captured in conPCRAURMN000994

with the surface. The position encoded in a tag is
defined in units of tags. By convention, the position
is taken to be the position of the centre of the
target closest to the origin-3€0 TAG | NFORVATI ON
CONTENT FI ELD DEFI NI TI ONS Tabl e 4 defines the
REepf-80LoBON BYCoDiNeg | BISTREBUTE®EWPRPSt he surf ace coding
Table 5 defines how these figelds codewor

Thedistebuted criesioids are PRofedivBiAG 2 £ E}%\}ilgﬁﬁdﬁé@@i’? iPFF oﬁ%‘e code encodes 44
d@tBlbIt§ Ji.eP@évei %@nb%lsﬁﬂﬁrlﬁl rBdilhtﬁn(Q' Wt (ile3 folheymboB) Brne@ch dodeword. TIts error-

t
SR RN PR SRR
C ey roﬁf‘@%ﬁétgsoaﬁ)egﬁéexed lﬁzo@f@entl&!i@r £ B Ghth ¥R bMiering follows the codeword bit

ate or 13 The unS|gned y coordinate of the
¥dHigl | ows maxi mum coordi nate val ues of approxi mately

d 14 t 1 Afl
e P e e e AT L PRl 20t g °
131%@0%&: hagm%oqlo@ﬂ%géﬂerﬁtglepom&mmdlS nom nal ly 5 tinmes the

Iagonal size I mmedi ately surroundi ng the
@@sj ntersects an active area. b' 1' indicates
intersection. data fragment flag 1 A flag indicating
whet her a data fragment is presenj (see next field).

b' I' indicateshe(predehte ¢f*&)data fragnent. |f
the data fragnent is present then the width of the x
and y coordinate fields is 9. If it is absent then the
THCEORROMNATE 8PACElat a fragnent O or 8 A fragnent of an

Tehg?a%dcgo%gmgeagpgcesﬁgsr t%v% rgrthoggnea{ axegJl %be%gci) )l(J gnd y respectleeqy eeg I’chce):r}))osi’cive X axis
points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the

position of the centre of the target closest to the origin.
TAG INFORMATION CONTENT

FIELD DEFINITIONS

Table 4 defines the information fields embedded in the surface coding. Table 5 defines how these fields map

to codewords.

Table 4. Field definitions

field width description
(bits)
per tag
x coordinate 9or 13 (The unsigned x coordinate of the tag allows
maximum coordinate values of approximately 0.9m




encoding format 8 The format of the encodi ng.

present encod

0:
ing Oher values are reserved.

t he

regi on

wo b@gs181F| ags control ling the interpretation PET/ABYI06/000994

data. O0: reg
2: region has
signature O h
ag size ID 8
tag size the

ion IDis an EPC 1:
enbedded data 3:
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The I D of the tad7size. O:
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pands ordi nate val ues
2. 4kn1an dg%%#?%géggctlvely CRC 16
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mﬁth?ﬁ whi ch
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oupi1 daimflaghiiiicaiy Whethed b 8@ fraymard ispresdt
any capture ﬁel(gput shoul d be i Mmedi at

interpretatio
to signal to
i medi ate eff
precise regio
i ndication in
long as it is

the c %Fggpo i ng Hyperl abel server
n. *1a gidated thegBenk e a kiytpRagmadel s¢

Thi
ot Beealllod

user that the input h
ect . Silheeddaieeensf jar-gln
hd y a@nsljnaafiylds iag f ivieatagnethen the
4%&§%q%coding can be inprecise

n defi
The width of the hi gh-dg

AR arder coordinate 4 The

ure

bits are reserved and nust be zero.
t he present

on
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andreiorregotiveband 12 nacrodot s p¢
4 —-egi D
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to

ler y
nat e
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A

ely
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prver

o)
rder

GRGhghdaat e T
the signature

the s
A frap@iantoanembéddelp@ streefne Wi dt h

i ncl us
h\/ a r*nrrpqnnnrh ng nunber—of

of

sF 38 27qmg| | co
e gh-regicr co

coordi nate fi

elos s |
es are conputed by pr ependi ng

field
or di nat
e fleld to its correspondi ng

or di nat
IL.d

each

encoding format

8 The format of the encoding.
0: the present encoding

Other values are reserved.

region flags

Flags controlling the interpretation of region data.

0: region ID is an EPC

1: region has signature

2: region has embedded data
3: embedded data is signature

Other bits are reserved and must be zero.

tag size ID

The ID of the tag size.

0: the present tag size the nominal tag size is
1.7145mm, based on 1600dpi, 9 dots per
macrodot, and 12 macrodots per tag

Other values are reserved.

region ID

96 The ID of the region containing the tags.

signature

36  [The signature of the region.




Table 5. Mapping of fields to codewords codeword
codeword field wdth field bits bits 12:0 x
weowrgdinias e 13 all 12:9 data fragnent 4 3:0 2BCIWAU2006/000994
coordinate 13 all 25:22 data fragnent 4 7:4 26
active area flag 1 all 27 data fragnent flag 1 all B
7:0 encoding format 8 all 15:8 region flags 8 al
23:16 tag size ID 8 all 39:248CRC 16 all 13:40
hi gh-order coordinate 4 3:0 wdth (w) C 35:0
I8ghermdet coorlind® Bl | 4 ( 3he widih(oBthe Righ-otderghrt ofitiderandy
‘ggﬂr inate wpll WO\ Z2007/Q%24dQ, PCT/ AU2006/ 000994 | -39
:{ 6-w) high-ordenq vy coordlna%e all 43:36 regign
[Beh/ardr x EdodiRiafd| r0agis0 NHigbrded pdtlof Sie x BoodBnal of tagiagn | D (44
95:52  EMBEDDED DATA | T o408 ind ﬁgau;mn &@amagbmgﬁ,d dat a”
flag in the region flags I's set then surface
codi ng contai ps enbeddeﬁWmH%F%W2#ﬁ%”@§@§“#§”€ﬁ@éded in
K- driiePl Boofdifale| QUOUS [HigOsider P ol the &a@ﬂﬁﬁte&)f tha fud expSnds
replicated in|the Serate codi n gm“hgm Aoy tinmes ag it
will fit. 5 The enbedded®dat'a ™t S encoded i'n such 3 way
that a random and pdrtlGWW§UBNW@ﬂh@h@ﬂgbﬁﬁﬂ@@w@ﬁdlng
SEEtar g te gnbbl&iéﬁéop} Fodpaita. 0 sufficrent t
retrieve the pentire|d . e scanning system
ea senbles he d om,r
VERINE % &, arewef“%m By AL b0 B el torvrded 1o e
@@@nond@g Hiypsylel! sovieh fou integrqtaien. Thiaglse RN "herHYPQB‘P"é sgver 4p signal to the
B8 0napint mg@ethé’s HRd ﬁ!ﬁlﬁm@ﬁlﬁ:@%& difQ3 thi sbrSer Bhis ad@bsao pridi® rédion @kfinitions, any
Sl Sl i SR B,
ﬂ%‘ﬁ&‘cﬁ f ¥hg ?gh %ldglcgﬂ 4 %@ %elgﬂf%ﬁ rzera' Q'e&lgég r’cﬁjc-:J Wit 'tl% sﬁhéﬂﬁure field by a

tag s coor |na e hi n each bl ock
waesacnding grrhshedls: Filt “(901?1%%9 o PRPUS Ry PEBYTRG%h Kigh-orde coordinate fcd
16 @9¢odespatdmg vbordihare feldcr easi ng y coordi nat e.

Table 5. Mapping of fields to codewords

codeword codeword field width field
bits bits

A 12:0 x coordinate 13 all

12:9 data fragment 4 3:0

25:13 v coordinate 13 all

25:22 data fragment 4 7:4

26 active area flag 1 all

27 data fragment flag 1 all

B 7:0 encoding format 8 all

15:8 region flags 8 all

23:16 tag size ID 8 all

39:24 CRC 16 all

43:40 high-order coordinate |4 3:0

width (w)
C 35:0 signature 36 all
(35-w):(36-2w) |high-order x coordinate |w all
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A data fragnent may be m ssing froma bl ock where an
active area map i s present. However, the mssing data

wo eagoento i s |ikely to be recoverabl e from anor¢IEAUZDEY00994

of the block. Data of arbitrary size is encoded into a
super bl ock consisting of a contiguous set of bl ocks
arranged in a 15 rectangle. The size of the
super bl ock is encoded in each-3l-ock. A bl ock bel ongs
to a superblock whose integer coordinate is the
bl ock' s [BBGFe nat jpightpérdecoriivate fre super bplbck si z

Wthl n aach ciinarhl Acle t ha Adat o e arrannad 1 nt
L AT AT T A

bl ocks \7\113(’%? THEFe%i‘J’ﬁB’ x Eoor drnaltg Wi t hr:ﬁui ncre

]

si ng

D O

[y coor di 75§ €. The|aidRas DI OCK 15 [fzept catjgdg I TN

surface lcoding as| many tines asfit wll |fi i ncludi ng

|
partial | §3:@l ong tfrsionBlges of theé surfac®:Boding| 20

Thao dat anecodd Fa—i n 'dC Iljre

af ad ntha cirinarihl Al
LILILAYZ uatl ™ A\ N AVAVAV AoV | LIL} CITre OUP\,I MT UUIN Iluy T
preci se type information, nore precise size
EwvitropEpadATON, and nore extensive error detection and/ or
correction data. Table 6. Enbedded data bl ock field
Ifiihg { agienchae prihseded data’oftee dn thy/xseioilaph & setylyn thefsunfdaecoding gonfajns embedded
daRETIR URET BhREdH in mMA}IMQ S dubEG! tbsteiata GagrteVBBnd § ré’gﬁcﬁﬁeﬁ & thedlrface coding
by region.flags 1. MM O her values are TBA. WO
ai)é’d‘?’/t%‘fiﬂtd‘”@%n AU2006/ 000994 -40 superblock width 8

i i | . . . .

LSl NG RELPL Rty AU St SRRk o oo

ta%%rfg)e%@d%@n 5P seReigph toaretripyraherqgting detr@he poaguirg ttee keassembles the data

febad rtrieved Rigalents) @AY rbfortWioltile ube wBRRGAEbA r&hehth Bdve BIRY refri@¥ewithout error.
of enbedded data may be used, including for exanple,
Aseshown in Tatges, a 2a0tit data bMbdteocodat1a) bisuwd ata Shpblodtuiata is encoded in the data

BGHTE L5 0 ALt 9 AL o o
Epréinaty gho eR£8ordipgih dividedeby £ Wightn igach fidock dgi data if puggeed; igto tags with
iS@dasibdeddortiinGe GitgnRttdsAg § t@tdhagONt ai NS a signature with

a maximmw dth of 36 bits. The signature is
A yana taghkent ngy bamdksing fromrb éloclagkocancicxa awi tfap ishpeeseng GHoomaver, the missing

cjaQ ﬁjaﬁneﬂt is ﬁl@ﬁl%' e r%@@zﬁﬁ%m aI&I?er §dp9 Qﬁﬂé{ﬁ&k.i s ideally

generated using a truly random process, such as a
DHAdT takbitaBl 98 88 Encode® intddy subrBibékd dohsfind FNARHKYEES sétloPBlocks arranged in a

random. event In online envi nt r1$ igsnature
£ ERERCG A Aoe PR R SR & R BB epusrbock wiose
iygeerjeperdinata ép tae blacl's seordimate diviidell bathe euperbloek sideeWitlar epclesuperblock the data
igﬁfﬁaﬁé@@fnﬁ)- blocks with increasing x coordinate within increasing y coordinate.

The superblock is replicated in the surface coding as many times as it will fit, including partially along the

edges of the surface coding.

The data encoded in the superblock may include more precise type information, more precise size

information, and more extensive error detection and/or correction data.

Table 6. Embedded data block

field width description

data type 8 The type of the data in the superblock.

Values include:

0: type is controlled by region flags
1: MIME

Other values are TBA.
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If the "region has enbedded data" and "enbedded data
is signature"” flags in the region flags are set then

wa b@7/0sa11d ace codi ng contains a 160-bit crypt oORCEALRW®6/000994

signature of the region ID. The signature is encoded
in a one- block superblock. In an online environnment
any nunber of signature fragnents can be used, in
conjunction with the region I-B0-15 and optionally the
random si gnature, to validate the signature by

sopeedlock Rgitta sefr ves  WiThbwlim@fthe lgablodk, inbcksul |

signature or the co rpqnnndl ng nrl\/mn k

sarerlack beighyr ol i he) [BAbIRbeHetPeres ke si gnat yre

Gam berecovereyd y Tl Ut tTptetags, and ca

t hen be validated using the correspondlng public

AR@nat ure key| S6gngt ORE@ofitkartildck ¢t i on is di scussed in
more detail | ow 20 _SECOND_EXAMPLE _TAG- STRUCTURE

tFﬂF‘]gure 21 shows?he|structure of a conplete tag. Each

fid @villt Bé Bﬂe&a’céﬂ' thHt *én fo lof:‘énﬂeﬁde@ kR &%Be usIch anhﬁﬁlg f@rbgarﬁﬂfhe text, image,
overa S({Jattern has SsiI x-f rotational

udie, ﬁ‘llﬁ? atag puch ég,@pductEglg]qnﬂlp% na@hla:atg)ﬂ adﬁ‘é’dc"imé& ":ar {)I}/SIIIGSS card data, and
dire@sreaant s a synbol, and each synbol represents four

bits of infornation. Figure 22 shows the structure of

a synbol. It contains four macrodots, each of which
RespNSsAT&RES he val ue of 25 one bit by its presence

one) or absence (zero). WD 2007/012110
Ipthy frpgipieEsigeusdias v the repien fags iysidbmn thsigagte figld contains a signature with a
rﬁﬁﬁﬁiﬁm‘ wiagl dpy6 bltamargamm &rtyrﬁcall}ha[ Ahdgpiaiinbérhisscidaioviteid region ID in a
securen(fl fgélaase Q‘ge s E\}uc \I;/'sall u at%ji4 s{n@, 9@? ?aﬂc(l:oﬁﬂ) &g stuén asa quantum process,
méyéﬁﬂbﬂ@@mmmwvépwr%QWQQ@mSaccordlng to the

capabilities of the device used to produce % b
&P CRIPR SEPHRSP MR SenatEAEn Bnvadfaedyin GPHJ‘f“FR‘P@ viifjtheagiqn ID; by querying a
ssiyeyath Sccesk rhavaaradabass paci ng i s unlforn1both Wi thin
and 5 between synbols. Figure 24 shows the ordering
16 fhe tagiorbiias embgiideth late” ands (embesided dRfatis sigmpteye’] fpgt igdhe|regipniflags are set then the
s%ff&@ de'ln%%&Itmﬁéﬂatl -t c?ypﬁ)!ﬂﬁ signBtie of tﬁ@r‘é@& IDSTHeRBnAMRSEs encoded in a one-
Si n|f|c nt. Note that this ordering I1s relative to
Blor8 sBPPRAt ati on of the synmbol. The orientation of a
Iﬁé%lg 'gnlr%c u%n?%%&%&?% ‘ﬁquJLf F}gﬁa N5 igﬁeﬂtss afl sgcﬁhﬁ:gnjg%u&nhﬁth the region ID
2l gjiora the randogisigsptae, to yalidatpihe @mafateu bz:j ﬂue@ﬁngai SFrvw% gwledge of the full
Sdnkthide Br e RAthHoIE plivae@gTENt Of the tag have the 10
same orientation, consistent wwth the bottom of the
In wirbfiine I(xe iomlglenhvifmmut the ertinesignatnie can tefrecoveeed bapadi@hyftiple tags, and can

Tolo) sentation of a

&Qﬁwo ?ﬁrt gmggﬁmggﬁﬁg%ﬁgkgggﬁgﬂ%§shaped outline of a
$ | vediffeatibh @Gtistidse M Borél@eaivepk. to nore clearly
eluci date the structure of a tag. Figure 25, by way of
illustration, shows the actual pattern of a tag with
SiceNyEXMMrLE BAc STNOt®RENAt , i n practice, every bit of a
tag can never be set. 15 A macrodot is nom nal
Ggwe il saiowanhe strugtum ofre papiplet tagrEndrof g sixdlaoly S‘rCleH@v@et@fe?‘f The tag, and the
dvkrall Eatt@xlnl VB HrodQoti RN synthnelrl Z8hePysich8krccor ding to the
capabilities of the device used to produce the
Ral dighdhd-sithpédase@trepreSenf@iymital, byd eadhrsgmibohrepradenth foar tite nf infarimation.

di aneter of (17/9)s. However, it is allowed to vary in
Kgue22oftows the structure of a symbol. It contains four macrodots, each of which represents the value of

one bit by its presence (one) or absence (zero).
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10% according to the capabilities of the device used
to produce the pattern. The tag pattern is allowed to

wa20y/0in1iescal e by up to 10% according to the PCT/AU2006/000994

capabilities of the device used to 20 produce the

pattern. Any deviation fromthe nomnal scale is

recorded in the tag data to all ow accurate generation

of position sanples. Each symsidl- shown in the tag

structure in Figure 21 has a unique | abel. Each | abe

Tho mairsdos spann@b siveibiet bhycthe mragfeiexs trodghautrihismdocimgens Ui ap x nominal value of
r + 0 o

1}%&1 3%{@%?@%% EFI% o136 Qoth p&%ch 3&1&6& %Fﬁ aﬂﬁ%& tb  yary by +10%

rou con tags arrange I ne.
W@dutgﬁéﬂieﬁambélﬂeﬂrﬁ@edﬁ@eGﬂfedfw@éceﬂe%%ﬁtem e tag types

according to its location within the ta s
TP 3/ 9e%s &t &y A1V gt syl hdmacrRdOC AR T r\m‘g‘i"ﬁ (Pl within and
Bbveerfygble 27 shows how tag groups are repeated in a
continuous tiling of tags. The tiling guarantees the

Eigwe 2ehowsdfe ordeyingeot thd pitsvathin asypfel BFreraisiie lespieisnifigpnifithin a symbol; bit
BRER hy Hﬁst saiffedRt. Wﬁfﬁhtcﬁzﬁs |0¥@n@°§£'r§i@w@¥@kﬂe@n@1@oﬂ_ loORle symbol. The
cont ai ns_.a

%Bﬂgm Pfga %Plgr sm Wﬂtgm %?arg éﬁ,%ﬁlu(,a?efi #2 the¥) nka%&np Q e labol of the symbol in

thetagl dlngamsus deperad the erpphtios af albwslbole mﬂm h e@ncu@y @elgm@t of the tag have the

e J)r‘ehtgt%ncc‘ags%%nt VAfGhe b%dn?&tt}ﬁtsj/rﬁ)d'&l bheitd icodbtitdBe &Mied df fhe tag.

position codes" wth application nunbers 10/ 120, 441

Ohthd RlAcA&dBts 8O fart JT &S PpEckdniafdnyof a Wiib6iin haputtae. The diaded-skdped outline of 2

sbfmgol 150\15e(51 O s t?ﬂes e c er?thoo 71r{ooel %a%ll)o elﬁgigz{’ceﬁyg t?lgél%oogzigta% Flgﬂl% 25, by way of

ithestrefigh, sbevseht ?mlﬁlwﬁte@f Ofta R thfé gVerSS’/lhflﬁb INgte itgt @rpragties gysp it of a tag can

Rlerbbg: cyclic position codeword have a prefix of "R’

and are nunbered O to 5 in order of increasing

A imgdrbdot i€ ashdeally cifidniar \kzimynmmmarf didmla®er of (5/9)s. However, it is allowed to vary in size by
¢ent i ndi cli eword is

:&héﬁﬁmfnggﬂh m%mgﬁ %'&*“ePéngﬁﬁ%??% gt%lg'deword is

A err%g 1@ n(%mﬁhh@ ’cgéuﬁa} w1th9I1c§nn‘ia|ﬂ @igmétér 0@(1‘72?)5 uﬁ&v%ve?' 1?(15 QIllo%IeH Q)C\Lary in' size by

val ues, even 5 though a four-bit synb
%1|0%ta€e°@ﬁ1m|§ ¢nsthg gapabiligiey "é%‘é deviog ey PERIES i ﬁ@temany u n u s e d
synbol val ue should, if detected, bg treated ? an .
B pewrtem alloyakfonpydn e DHRIB A" FLSIIBs to s RRRBA T OF tf fevice used to
R6dued th pitle@r Aty GAliBénNGom ek asming Scdlals heprdédianhsygdod to allow accurate

%E53%§°§%Bﬁm§¥ﬁﬁgl val ues are chosen to be

ace n the hypercube. The m ni num di st ance

]@afch E}Jﬁﬁ)olcs‘ﬁ&l'ﬂ & tRAS duu@ite GOEGId 1 Bis a BRESabel Bach label consists an alphabetic
rror-correct ng capacity is two synbols in the
$¢§§@Hﬁﬁmﬁ?°ﬂ' *t o one erasure, one synmbol in the
?ﬁgﬁggge of two or three erasures, and no synbols in

O presence of four or nore erasures. LOCAL
Fég)ﬁé Q@geﬁlﬁﬁo E??rol&ﬁ%c@dcﬁ Yo %1‘3{1}; @hiAds fﬂﬁ@ ta‘é@ﬁﬁhﬁﬁ h a line. Each tag therefore
codeword, |abelle

b P AREF Bt P B el e ]{Sg%ag{,;e G S ERGAF o s r ebeled P
Qun®, ey skevndd Figiry 2€. 12, 7) Reed- Sol onon code. The tag

therefore encodes up to 28 bits of information unique

Yigirg Heshavesdrow 148 eTes frarprsaied Bfe corfiipuonoiding oftegseliis titing gyarantees the any set

St Adihdentirled EUnRing Sne taglok SERFIJTED CODEWORDS

ORIENTATION-INDICATING CYCLIC POSITION CODE

The tag contains a 2°-ary (6,1) cyclic position codeword (this work is currently the subject of two pending
US Patent applications, entitled “Cyclic position codes” and “Orientation indicating cyclic position codes™

with application numbers 10/120,441 and 10/409,864, respectively) which can be decoded at any of the six
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The tag al so contains fragnents of six codewords,
| abel l ed B through G which are distributed across

wo booge121adj acent tags and which are used to enpCHaU2006/000994

i nformati on common to a set of contiguous tags. Each

codeword is of a punctured 24-ary (12,7) Reed- Sol onon

code. Any three adjacent tags therefore together

encode up to 20 168 bits of -Hi43f-ormati on conmon to a

set of contiguous tags. The |ayout of the first four
Hosséhimaziantasions of thedacsd detamite tho meteal Biephiiqywé Hie @gi Jymbelg whigihare part of the
c@cllc%oﬁtﬁbﬁ%e%&d FvaH Fn%ﬁ)gcg «R” aht Bre hayRteli 0 td'b ih HerQE ih&éasﬁigggmﬁcance
types follows the Tayout in tag type P, with synbols 4

THaNa96ug bf tile driBntitR@HinkiicRRg EYclicgdsition codegomn siovh ih Rigaegh 11

in tag type Q The layout of the six conplete

Bhededio mokitioB codewond gh (03,6, %04:6T 1)l Dotk ddt é oprlp gses siralistifpt eanbol values, even
tﬁ@h%h b YRES: @mb(@ h%’té&l pés§ible ¢adues Iiﬂﬁ‘ﬁi Jle@odﬁig,géﬁgf Em3cH: syrﬁﬁ)l value should, if

shown earlier in Figure 27, th 1.ng quarant

GiiHed & Moo e Gt deaminiss e BUHPD S TBU PG Gpor Fatems casin
@Baahs rathet i@y syabol etrbre riefspnio] bt @a¢ cheseatobe aphlgtsmesion the fiypercube.
di stributed codewords. The tag type, used to determ ne
Thqemmm@g disterrca pf thncyelfc posidongpdetis ¢, ence s EoHeWeItiaS cappcithis two symbols in

eSSkt 01t tPorl Bfatut L bledymineh 1RfpreadbAF et or Hﬁ@%rasdr& and no symbols in the
inferr ﬁ‘&}“ romthe x-y coordinate encoded in the | ocal

1%?‘6*8‘5 OF"BaEH "Fag. 30 TAG SEGMVENT GEOVETRY Fi gure
Etﬁc the geonetry of a tag segment. Figure 33
ows the spacing d between tag segnents, required to

ﬂﬁ't:&tl@daﬂ}/ &f&ﬁlﬁd &b @J)}ﬁ 1@60@%\%&1 Redives Whlmﬁsmglgozdé/m%ﬁ&twn unique to

tge tag. (’1% 7’027‘%0“1{15 ﬁg\og é%ga‘%é'(]lg @ER(%({I €%%1?091§c§x9e0 lée tag therefg?g’ encodes up to
8rittestifogatn tnigpacihngs.d on target position. Conpared
W th their nom nal positions in relation to
Eeé@é’@ltyft}?ﬁde%lef@d@@ghﬁﬁf’%nPlFlgérezw th d= O) di agonal
?R]%?ts nust be di splaced by (A A) (2/J,1)d 5 and
‘i.v%ﬁDéets must be di spl aced by (Ax, Ay)

”Ehze/te}]% also ontalncs i Egl%neg g]s\l/)g&l)de l\lo%%),?gﬁﬁgcg gﬁvéglg g;vtglﬁghearee 51&9%%9 across three

ipcet tygs(a@wmsh FReuserl tssmceqlmvfor@%@ cenetie ¢ s¢ 8f ¢patigoysitags Each codeword
ik bf Epun&@YEIN -0, 1) RSNERWInDH B! d&r@@uée%d}d&ﬂt&ﬁg@ YheR¥drStoged@r encode up to

bbbt PR R e L
'ﬁ[ rla?/r)ut ‘8{%@( ﬁrgttfb @a%n% @Pt'hg ¥x éo‘ﬁevso\ﬁ.’tg ){rl[]%l St d#/é%hp% Iﬁ%@ﬂo e Figure 30.

coordi nates are exe

%gﬁyﬂ}t & ﬂ@‘a’ﬂthebﬁawes ollpws thlavoytip e Bt .ot eibely 4 threneh HiRdas type Q and

frdg@etoniaromnd 1 Bithg togeder i Ng. A punctured 24-ary (12,7)
Reed- Sol onon code is a 24-ary (15,7) Reed-Sol onon code

Thietldyout lof esix exiphttandsyordd B tieoweh & distiteed aeoss the three Fipdypes P, Q and R, is
hewPy edyeoprdinates are the nost significant
redundancy coordi nat es.

As shown earlier in Figure 27, the tiling guarantees the any set of three adJacent tags contains one tag of each
type, and therefore contains a complete set of distributed codewords. The tag type, used to determine the
registration of the distributed codewords with respect to a particular set of adjacent tags, is inferred from the

x-y coordinate encoded in the local codeword of each tag.
TAG SEGMENT GEOMETRY
Figure 32 shows the geometry of a tag segment.

Figure 33 shows the spacing d between tag segments, required to maintain consistent spacing between

macrodots, where d is given by:
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The code has the following primtive polynom nal:
P(X) = x4+x+1 The code has the foll ow ng generator

weolognarinal : AX) _ (x+a)(x+az)...(x+a8) 20 FoPCEHAU2006/000994

detail ed description of Reed-Sol onon codes, refer to

Wcker, S.B. and V.K Bhargava, eds., Reed- Sol onon

Codes and Their Applications, |EEE Press, 1994. TAG

COORDI NATE SPACE The tag coor-dBrate space has two

ort hogonal axes labelled x and y respectively. Wen

the positive x axis dpqintBS/2 the right then the

positive y axis points down. 25 The surface coding
Ries34nabwsapedtictt W thh eitcr-egmtiit Gfucind d b ergagsid@oCathpagti avith their nominal

p%Bf’lao%g %na%Iatgn [(]) c osel)ﬁpea&%dg gg‘%ﬁos?(g ; :};@9 g—fbg H{a{tﬁ%ﬁs midHe d¥sFl§ced by

t respec

to the surface hi,s L hon i s
appl i cati on- specRﬁA? E‘f/r e’x_alr)r%,I e, if the tagged

surface is a sheet of paper, then the application
%P‘EHOI‘EﬁlfaFﬁfémuith%dl%P%@bﬁnto the paper may record the

actual offset and orient t| on, and these can be used

to nornalise a(ﬁyAy)dTé?"t/ (?ﬁk subsequently captured in
conjunction with the surface. 30 The position encoded
Reap-&otcagNEscabefci ned in units of tags. Tag coordi.nates

are arranged as shown in in Figure 36, where the tag
%dﬁwr@@@re@ﬂoﬁ@ét“ém% @“@‘)t‘“?dsz By F@utg B@edtsa@mowd% onventi on,
the position o 07/0121
PR BaORFOB0YE colat s A Qe St PR QAP BER frémdancy bt
(pe)ﬂvé #-bin symfbolshe eqd vbd@worof Ist dmer-degegting Fgcifyos it ymbas. Ita error-correcting
ahopdd y coordinate is therefore defined to
e the p05|t| on of the m dpoint between the center of

ANGobR G Iﬁ@l@e 1N Godewdl 8dordHates b indeRdd Gl B&riciRE: drdg 204D the [iGka bit ordering

rl ft. Horizontal and verti cal tag units, based on

BEWgPC?‘% gﬁ‘f%rfi “P&g tag spacings, are given by: 5 ux

ngli‘h(at%reg 59 7)1l€'ee&' §016H{0n cocﬁ(lgac‘é ai!'y %g 9‘) l#e)ed—Solc’)'rgun%§de VWH%% redundancy
e Inter-seg gi ven (1 2)s

qurdinrf@s retvese T'eea@nwdp@grdmam@reéﬁedﬂw Sa%né‘w%@a gefi@ﬁ@ay ?Pa’fdii]é%s

espectjvely, then the type t of a tag is
°?dﬁ$%§gl? é&lro Péﬁﬁl?"f‘%epc’??“ na‘ioor dinate as follows. If vy
is even, then: t = x rmduh%ﬁ\ . if yis odd, then: t =
(x 1) modul 0 3 TAGTNFGRVATIION CONTENT 15 Table 7

efin 3e f ormat i ogynfl ellds enbedded in the surface
%G?qﬁgamf ?ﬂ°§’m§gﬂ’§rlﬂ° HBR*t hese fields map to

codewor ds. g(x) = (x+a)x+ad)..(x+ad)

For a detailed description of Reed-Solomon codes, refer to Wicker, S.B. and V.K. Bhargava, eds., Reed-
Solomon Codes and Their Applications, IEEE Press, 1994.

TAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis

points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. Tag coordinates are arranged as shown in in Figure

36, where the tag with coordinate (0,0) is a P type tag. By convention, the position of a tag with an even y
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Table 7. Field Definitions field width description
per tag coordinate 10 The unsi gned x coordi nate of the

wo ag7aldiomws naxi num x coordi nate val ue of PCT/AU2006/000994

approximately 2.1m (based on EQ 4). Y coordinate 10
The unsigned y coordinate of the tag allows maxi numy
coordi nate val ue of approximately 1.8m (based on EQ
5. active area flag 1 A flag -4di cati ng whet her the
tag is a nenber of an active area. b' 1' indicates
quendbas & Héfiped ta bt thy posizivee theagntel bizbe tdg. Abef dogitipniofigliag aith angpdd y coordinate
1%%@1%%&3%&%% € p&Hlihot omp m'lcﬁomwe%@rmhe cddter o the tag and the center of its
|n dicates the presence of a map (see next fiel d% | f
Rejgh Oﬁ%ag@ﬂ%{ad nt then the value of each map entry is

er e.a e are 2007/ 012110
R AR5 St S 5 o ra Pt Al AR LSS
map 6 map of which oft S, 1 di ate six
nei ghbours are nenbefs” q&ﬁ%a%tlyﬁarea b* 1
i ndi cates nenbership - Figure 37 indicates the bit
ordering of the map paztngspa mﬁ] =4 fragnent of an
enbedded data stream’ Onfy p ent if the active area

map i s absent. per tag group encoding format 12 The
Whsrerfei hopick SENBHPAIILEYE D0:  t he present encodi ng
O her values are TBA. nmacrodot spacing adjustnment 16
The difference bet®&eh tMé2)4ct ual nacrodot spacing
and the nom nal macrodot spacing, in nmunits, in
53 it}gnhrmat@typasd’e Qf 2pd Redre assipieé valgayion alancrmﬁ:smdiyely,st]wdhmpe ! of atag is
1|ni%rr ?@{9)@ %a@fbllaw@of}?%lev&ntge dots per

égion flags 12 Flags controlling the

|nter pr etation and r pdtyfm@ue3

if y is odd, then:
= (x—1) modulo 3
TAG INFORMATION CONTENT

Table 7 defines the information fields embedded in the surface coding. Table 8 defines how these fields map

to codewords.

Table 7. Field Definitions

field  width description
per tag ‘ i
X coordinate 10 The unsigned x coordinate of the tag allows a

maximum x coordinate value of approximately 2.1m
(based on EQ 4).

Y coordinate 10 The unsigned y coordinate of the tag allows 4

maximum y coordinate value of approximately 1.8m
(based on EQ 5.

active area flag 1 A flag indicating whether the tag is a member of an

active area. b’1’ indicates membership.

active area map flag 1 A flag indicating whether an active area map is
present. b’1’ indicates the presence of a map (see

next field). If the map is absent then the value of each

map entry is derived from the active area flag (see]




region-related information. O0: region IDis an EPC 1:
region is linked 2: region is interactive 3: region
wo go0giognied regi on includes data 5: regi on rel BEBEAULWM6/000994
nobil e application Oher bits are reserved and nust
be zero. region ID 112 The ID of the region
containing the tags. CRC 16 A CRC (CATT CRC-16 ) of
tag group data. The active arda-nmap indi cates whet her
the correspondi ng tags are nmenbers of an active area.
An active area i$ an area wi fpravieusdfividbh any captured
i nput shoul d be ifpmediately forwarded to the
correspondi ng Hyperlabel seryer for interpretation
a!c&ve%leaiﬁ H-ows thtg Hyper i dbc? (34 Uﬂ ey th}eutag"sgfrﬁiedlate Six
t ser that the input wll, have an_ | nmedrate
effect. WO 2007/ 012110 PCT/ AUPESEBLHS G0 aemberg off gp|aghivg area. b1’
Mappi ng of fields|to codewor dsndicaesdewmbetkhipi -€Fighrd BElndicates the bif

codeword bits widih bits fi el 9: all x
coordinate 19:10 10 all coordiﬁgﬁgﬁﬁgﬁﬁgpall active
rmgnq?nﬁ @é an2embpded dgfa| stream. Only

datadiaghdng 21 1 al 16 active ared
active area nmap 27:22 6 all s-@ﬁﬁﬁ@@&ﬁ@&mﬂﬁ%LH@wﬁz
- " on flags 27: 12 16 27 12

%Faﬁggment -0 12 al |l regi
dgnegdlingforhdd D 7:0 28 55: 28 E 27rhefo2Bat 83héxmcodimg27: 0 28
111:84 G 11:0 12(11:0

0: the present encoding

Other values are TBA.

macrodot spacing adjustment (16 The difference between the actual macrodot spacing]
and the nominal macrodot spacing, in nm units, in|
sign-magnitude format - the nominal macrodot
spacing is 142875nm (based on 1600dpi and 9 dots

per macrodot)

region flags 12 Flags controlling the interpretation and routing of
region-related information.

0: region ID is an EPC

1: region is linked

2: region is interactive

3: region is signed

4: region includes data

5: region relates to mobile application

Other bits are reserved and must be zero.

region ID 112 The ID of the region containing the tags.
CRC 16 A CRC (CCITT CRC-16) of tag group data.

The active area map indicates whether the corresponding tags are members of an active area. An active area
is an area within which any captured input should be immediately forwarded to the corresponding Hyperlabel
server for interpretation. It also allows the Hyperlabel sensing device to signal to the user that the input will

have an immediate effect.
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The embedded data is encoded in such a way that a random and partial scan of the surface coding containing
the embedded data can be sufficient to retrieve the entire data. The scanning system reassembles the data

from retrieved fragments, and reports to the user when sufficient fragments have been retrieved without error.

As shown in Table 9, a 216-bit data block encodes 160 bits of data.

Table 9. Embedded data block

field width Description

data type 16 The type of the data in the superblock.Values include:
0: type is controlled by region flags
1: MIME
Other values are TBA.

superblock width 12 The width of the superblock, in blocks.
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The data encoded in the superbl ock may include nore

preci se type information, nore precise size
w0 ndogionAle on, and nore extensive error detectiPOT/AT06/000994
correction data. 15 GENERAL CONSI DERATI ONS
CRYPTOGRAPHI C SI GNATURE OF REGON ID If the "region is
signed" flag in the region flags is set then the
surface coding contains a 1604Htt cryptographic
signature of the region ID. The signature is encoded
smnmambmﬂmblocklzuperblocKMHkmMaﬁmon@mwamem%hd@nnent

Ay—stgrature ghent—c ] o, T conjunctTon
d\;.:tllath the reqi olwlD. to v‘itb d;c%(ga?ae?() the signature. |n
GRS of fline env|ifonment tACREMEheblodidgiat ure can be

E&ﬁCUVETEU_UV_TEﬂQing mul i ple tags, and can then be
validated using-the corr Spond| ng pub| ic si gnat ure

’ﬂﬁ@Mock"&tﬁ/E eﬁ%a-eﬁ il the deﬁragﬂﬁhﬁfbd & cbntlgubas gkopp ef 363ag$ Mavged in a 6X6 square as
wnI mEf'gt e%lépgrtap | 02: K}E%tbgécp%hhééllﬁté - Qr?dsye (%?p%ﬁﬂzp glte the tag’s x and y

ensi on a accor ing to

cperdipased divided by ithin e@bblewgheéiaﬁq is arrpigpd iptg iasp BigEngoReias ﬁ@?rdmate within
iNpdadindEXbo&BmiONS 25 (M I\/E) - Part One: Format of

I nternet Message Bodi es”, RFC 2045, Novenber 1996),
ARG 2434ent (fay 8ealissilg fronan dlo&l wiseragnstve e mapvs Iptebqot Howswer, the missing
| Ay QRS M Edops ool wO:  Medi a
d?‘@tgg%&%tlﬁ%iy © déz{écge;lﬁct))ve er 1998}’0 andocr el at ed RFCs.
DattCor Mk 3 &idHd BioSa b erﬁodﬁ&:@ﬂ@fmgfcﬂ lal coMBRGoub Yet @f igeaty arranged in a
BRI R o R T T R
istpgeBedoidinats isrtherhjock’e naptdinate Hivided bidre superblndkaire dVithin @ch SUPerblock the data
Y Qfaiég%@ oG RRAF R idcYeRGieSREGhihd Cwiltl iRdrealihd RBREECEdeEd by

bit size in big-endian format. The basic

The I@uph@}()ﬁi is F@ﬁhaﬁd RS 5be S6dirgle chaytinkek 65 i2 @AKHt) iAchditdeartially along the
textt . audi o, video and appllcatlon RFC 2425

CEORERS W CHES it h and F. Dawson, "A M ME
”lgg n%lCO-E¥Cp%1 thg rsu};grlﬁ&ﬁtrﬁyzymélﬂfe% ke@i@e typBEﬁomx’étu%oﬂ)%re precise size

epte

and mson F., T.
ipfgrpstion, Weﬁwﬁwmﬂmr et apd/ ?‘P&‘ﬁ%“@‘ data, RFC 2046
Septenber 1998) describe a text subtype for directory
information suitable, for exanple, for encoding
COFRAEONRERNELi on whi ch night appear on a busi ness
card. ENCODI NG AND PRI NTI NG CONSI DERATI ONS The Pri nt
% nsdi\& BF FQm(which is the subject of a
number o

pen patent applications, 10
%ldﬂgls s%%d57f§g 108 1%9617 44, s]—@?set A 0é Sk, codmg contains a 160-bit
09/ 607,,985; , 332; 16(@:%94 g5 22, 92@) . rts
PRSI OLiFe i 1Py WBgerisey 5 85&“% i3 pécplock SpRRE.

&r? onh%g én?]&rqg)pn.?l} %%ese\l\%\zri % fr% rl’]lI Cglg r,amaéghﬁrll hhtﬁ‘egx)e%]lon ID, to validate
ruitpeses. o e@@ewa@ne@@he e e g0 bsur@rCP@feé Ry reading mlipl tags, and
éﬁ‘{ﬁ@l{]&%ahdatgdﬂstng%U&fe@onﬁ%@u&%@@ﬁ&hﬁéke&he render i ing of
tags via a rectangular unit cell whose |ayout is
constant (per page) but whose variabl e codeword data
MB¥E®m&amy fromone unit cell to the next. PEC does not
allow unit 15 cells to overlap in the direction of _

1 thg embrdded et type A “YAME” thent the superblaeli doptainsyMpkipyppoes Internet Mail Extensions

IUIE a&sdcc%rcﬁigm(gkﬁi ﬁoafg (fgcfe@ W, BORSBEdnktbig, ‘Multfpﬂ’yd&se @t Mail Extensions

(ME@E% agﬂ g}rﬁu% Con gﬁ)letl l@gﬁa&aﬂ?%ﬁ %1]“8%@%% er lgﬁéé l%}% 2046 (Freed,

N adpy. Baredstdig UMu]mpurqueeIanet Mail Extensions (MIME) - Part Two: Media Types” RFC
2046, November 1996 ) and related RFCs. The MIME data consists of a header followed by a body. The
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codewords. These can be encoded using five of PEC s

Si X supported vari abl e codewords. The tag group al so
weonrainso ei ght fi xed C and D codewords. One OPCT/AB3®6/000994

can be encoded using the remaining one of PEC s 20

vari abl e codewords, two nore can be encoded using

PEC s two fixed codewords, and the remaining five can

be encoded and pre-rendered i-d8e t he Tag For nat

Structure (TFS) supplied to PEC. PEC inposes a |imt

hedder3@enumiedjase vimiable deaigth estsemg preredeifi® an 8yt stifipdengthiifhe hody is encoded as a

T size i oses

e

1O bdsh opldetmedf yped BEIRA N RHU 44 inéThde texiNaiage, bitidd, vii@randapplication.

reasonabl e page size, the nunber of variable

RFQ¥2H (Hatves, Di MSSthith ahdiB Dawsand EWMIEME Centenp g tior Di2&ory Information”, RFC

zg%'tbﬂ)gem@agg%ga% 8486 Iﬁ%JAEF AR ireawe@cn@m REMEDREH P Brofile”, RFC

VI a a e may al so be

2845 Sertsnber IRRD deseribg e ey %@@eéorﬁgré%orvsalf%ﬁn B, g example, for encading
cBptsct Rroarhdtion wileH vight Bpedr eflbidmes yardlat a needs t o appear

in the 1ookup table. I MAG NG AND DECODI NG

CONSI DERATI ONS The mininmumimaging field of view

ENEQRING (b FRIVTDG £0SIMERATINS Ui siti on of an entire tag has

a dianeter of 30 39.6s, i. (2 x (12+2))[2s_all ow ng

The PrigfrHyging Qenjrobgr KE}?%WIP"%@W/E?@?FCE Rie? BYbpiy é’e’&jgﬁl%p%ﬂapphcatms

1£me4 ®ld5,008; VO/EW162§309I£7|3 130; WBE07RE 06, 39R,802t Be94,508;16,648923) supports the

e%ﬁ)dlf% 6{'11?2 %66%7%&32% (886)9%5 cli gol%on_lco%wor%i'ﬁl% fgmmamg(per-tag) 24-ary
(b3, DReedr Sotngyes caderirdsyadthdugh fthar nyrphsrsof eodesyprdssertee ggeé fqg @idfergg schemes.

for different sanpling rates, assun ng |
Rygirgaire. SEE UBPTE DB & e 1A oA Ep el CFlbWB"g% layout is constant (per
mRgh ibﬁ\kﬁlbsleelalﬁeibl‘e cpde@sré dhta ®ldy hag @ot 06H ung; célbto ik fektePEhdoes not allow unit

CE eﬁg)d%@gg;em gﬁgg%g%gmgﬁn ng Optinize Hyperl abel

, macrodot pitch = 9 dots,
A/ hlﬁiWelm %mp%b‘fetvﬁfﬂq’ﬁc 'Con%@rﬂWsmélle R bRuf @{sm&ﬁ@&f et 'ta@sn TEB]IE@Tgroup contains a

RN RO I N —
do&eevoﬁlsl rThese eande @hcodpd ofing five of PEGSY snesuapvplacé‘{arlabﬂnecodewords The tag group also
(1%19[515@&@19 'ﬁgédrtgarﬂqy %qé&wdssém%ge éaﬁ b@%nct;&'d lugﬂ?the re’éxamlng one of PEC’s

ocate targets of ete perspecti v
ISP PRCH PRSP SR gncodgaﬁ%r}gg’E&rfdwa Eie0 GReBTg B dhegpmaining ivecan
He@@o&edfaﬁdb’re-féﬁdéﬁ:‘dﬁitdiﬁe Tag Bainar Stiuttere CIRIpsupplidd toppe. an d
hence tag orientation sanple and decode required
HEGCimbos¢s/ lamith{ B} uggd bipeddrpsses per TFS row. The contents of the unit cell respect this limit.

PEC also imposes a limit of 384 on the width of the TFS. The contents of the unit cell respect this limit.

Note that for a reasonable page size, the number of variable coordinate bits in the A codeword is modest,
making encoding via a lookup table tractable. Encoding of the B codeword via a lookup table may also be
possible. Note that since a Reed-Solomon code is systematic, only the redundancy data needs to appear in the

lookup table.

IMAGING AND DECODING CONSIDERATIONS

The minimum imaging field of view required to guarantee acquisition of an entire tag has a diameter of

39.6s, i.e.
(2 x (12 +2))/2s

allowing for arbitrary alignment between the surface coding and the field of view. Given a macrodot spacing

of143um, this gives a required field of view of 5.7mm.
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10 codeword redundancy is only 12 bits, so only
detect errors on decode error flag bad position

waamwplelildet erm ne tag x-y location, wth ref eP€naB2106/000994

tag orientation infer 3D tag transformfromoriented
targets determne nib x-y location fromtag x-y

| ocation and 3D transform 15 determ ne active area
status of nib location with rdperence to active area
map generate | ocal feedback based on nib active area
TablatUgives glitdh@angésnaehidvatde foy e pereamutfice admubr diffesatrsphdingratys, assuming
agﬁﬁggﬁm%ﬁﬁﬁbfﬁg global (C and D) codewords (nodul o

w ndow a |gnnenF, with reference to tag type) 20

al t hough codeword redundancy is only 12 bits, correct

errors; sﬂﬁgﬁdﬁent CRC verification wll| detect

qutE:lP lr']aenoé’I Sachel{avragf;z fi Cro rrrés%ﬁtt § plgce cX(ﬁBé F(% dgfﬁgenF 6t n? ?Jté, %uted

on uecode error I%g ad Tegl on sanple determne

awiap @phgize Pyperlahel Pnties; det pitsh knksifipk mastrdpfgpitch 5 9 dots, viewing
REMEE 0Rnk, AHLOIFOV sBghSatiod Sl @iYintRe @@ sie 4 128 pRAEECOde
region ID, nib x-y location, nib active area status in
QKﬁ“taltink WO ZOOZ&Q%g%lo PCT/ AU2006/ 000994 - 50-
SBUPEEE i tal i nkPBALE% on region flags Note that

egron—t+bB—decoding—eednot—occur—at—the same Tate as
Posi ti on decodi ngt40Mpt4? t hat decodi ng of a codeword
an be avoided ifithe codeword is found to be

1
|
f
(
ibpdkentical to an alyead- known good codeword. 5 For
i
{
I

he surface coding of the alternative first exanple,
he correspondi ng ﬁgqg%ing sequence is as follows:
ocate targets of|¢C et e tag infer perspective
transformfromtargets sanpte cyctic positiom code
Fpeboaiefac yediigof the §ist dxonple e eorrpgpondipgideqofingissdusniedy s HUPBH
fromcyclic position code sanple and decode | oca
R BEERONTEEEARrd  determne tag x-y | ocation

¢ nhfepersfactivd Gadsfon &b0targefsr om ori ented targets

-de% epglerra]mggecg ebangl((_)&é ol”tgfg?‘}o{lrocgdetvlérggn tag x-y location and
30 transform

e determine codeword type and hence tag orientation

e sample and decode required local (A and B) codewords

e codeword redundancy is only 12 bits, so only detect errors

¢ on decode error flag bad position sample

e determine tag x-y location, with reference to tag orientation

e infer 3D tag transform from oriented targets

o determine nib x-y location from tag x-y location and 3D transform

o determine active area status of nib location with reference to active area map

» generate local feedback based on nib active area status

e determine tag type from A codeword

e sample and decode required global (C and D) codewords (modulo window alignment, with reference to
tag type)

e although codeword redundancy is only 12 bits, correct errors; subsequent CRC verification will detect
erroneous error correction

¢ verify tag group data CRC

» on decode error flag bad region ID sample

e determine encoding type, and reject unknown encoding

o determine region flags

¢ determine region ID

e encode region ID, nib x-y location, nib active area status in digital ink
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30

15 determ ne active area status of nib location with
reference to active area map generate | ocal feedback

whamesiam ni b active area status determ ne tapCT/Xp2006/000994

sanpl e di stributed Reed- Sol onon codewords (nodul o

wi ndow alignnment, with reference to tag type) decode
di stri buted Reed- Sol onon codewords 20 verify tag
group data CRC on decode errdf-flag bad region ID
sanpl e determ ne encoding type, and reject unknown
enowddigigl ink thetien regioeflagegi on fl ags determne region ID
25 encode region ID, nib x-y location, nib active
Natethat sagien I3 decetling ingpid meg|ocqupgé the samspipasgpyiongdpcoflipg  based

on region flags Region |ID decodj ng _need not occur at

Nof o, 07 spdensBL 6 AV HER Sl SR Bt iyt o an areacy
mowkeywod chdeamd.be avoided if the codeword is found to

be identical to an al ready-known good codeword. If the

Tor i suoipetespdinecs thel plivanetdve irstiexample thesprresponding deprsie sqguupep as follows:
care nust be taken on boundaries between tags 30

WhesaR tdrit of dapRiedgr X or y coordi nate w aps, otherw se
word er Pa?e%. ntroduced. If wapping is

cad ror

He‘?%ﬂegaectfwreg%sﬁ’ rrg%/%w_ fder x or y coordinate (i.e. it
t opele eysliioitionspds bits or all one bits), then the

£ 0fckdas BRiMoRBonlb&h- or der coordi nate can be adj usted

bef ore co,emprg decodi nq. I$ t he absence of genuine

S ASBRPEFFBTIED o 58S BOPEI81der coordinate, this will
prsevglnindidb@dd IpatReed-S@emonicpdewarduct i on of codeword

T [oRfnsine MO-2B8344012110 PCT/ AU2006/ 000994 - 51-
EXPANDED TAG The tag can be expanded to increase its

Y aipfsr L pEEn e AEHde 8 idi t i onal bands of symbol s
abdatetmihd Bb x-¢ iotatiomet ©gce localibh mdappemséhrrk descri bes an

X ed f | |t 0Of ol s.
e T L
tichsopHooeh reiback Dot BT FBRATE symbol 5, t he
expandedadme has a raw 5 capacity of 60 synbols. The
capacity .of th anded t i r.eci il

{ oRarr B g N PRRE Ry Al SN At i B o me om0
i dgende disteibuted Regslcelomageageuids. This al | ows conpl ete

di @lityade SdugBad eitee verification on a "single-click"

i nter aﬁti on :ﬁng({ h .t r}§ surface codi ng. TAG STRUCTURE 10
i Guireisgros g Ral THE D8PS ure of a conplete (P type)
ex@mdecknt@yg typp ardirejéat mimevinenadug t i onal band of
Syfhalis. Bsh d.e rel ated change in the positions of the
target‘s, It has a simlar physical structure to the

t aRSEHIYRA earlier. In the expanded tag the
fredicqie agios Iy aib RY I@athasiteactienden sthtusia gl @k 111 m based

0 nrm]ce E%Qita%inp Beisézitoﬁ geg%h ﬂ?gs pitch

Region ID decoding need not occur at the same rate as position decoding and decoding of a codeword can be

avoided if the codeword is found to be identical to an already-known good codeword.

If the high-order coordinate width is non-zero, then special care must be taken on boundaries between tags
where the low-order x or y coordinate wraps, otherwise codeword errors may be introduced. If wrapping is
detected from the low-order x or y coordinate (i.e. it contains all zero bits or all one bits), then the
corresponding high-order coordinate can be adjusted before codeword decoding. In the absence of genuine

symbol errors in the high-order coordinate, this will prevent the inadvertent introduction of codeword errors.
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of 1600 dots per inch. 15 A macrodot is nomnally
circular wwth a nom nal dianmeter of (3/7)s. A target

w0 goomomiim@l |y circular with a nom nal di anmet erP@f/AU2006/000994

(10/7)s. The expanded tag, |like the tag descri bed

earlier, also participates in a tag group, and each

expanded tag has one of the three possible tag types

P, Q and R The expanded tag,-5like the tag descri bed

earlier, contains an orientation-indicating cyclic
Exesyoid @ac code. 20 LOCAL CODEWORD The expanded tag

| ocal |y contains one conplete codeword which is used

The tagrreib He eipafdet trainfrense imndatpuespactly b adding gditionplebapdscnd \iigpiygls about its

clréunf¥rende. AHH Gﬁpbh{d@éjde&ﬁbé@ kY expdnded/thg W@ Se RMAktoRAD Bant 6ﬂ®mb5[sh &hile the tag

s AT E RS AP S R 0 Pl AR LMt g s o
cgifaciowet phsyEbgur e 40 25 DI STRI BUTED CODEWORDS The
expanded tag contains fragnments of twelve codeword
The Fppqits @f e pwAEd e Pﬂpre\WFﬁb(:Wfféﬂeét t Pl Pinelasipn of g pyeplete 160-bit digital
sighdt@e indefhaeriup tThg a11@R donitcdigial sonbisre derificatiomaoat@ingle-click” interaction
‘mﬁf%@n%}égﬂm%onnnn to a set of contiguous tags. Each

31 d f a punctured 24-ary (12,7) Reed- Sol onon
code. Any three adjacent tags therefore together
©Rcede R to 336 bits of informati on coomon to a set
of contiguous tags. WO 2007/012110 PCT/ AU2006/ 000994
Figa ?:Dh@loivs':lth@ Wruchife &ﬂ'tﬁc&ﬂpl‘eﬁ:t(P frppay edptimagimgt Apanffrohte sdditional band of
C Od?s aﬁi]e regatou hangg e pors] 1t nesl %hg Qar%egs)blé Easfsatlﬁﬁgr \Aéhgiigllle SidEdtre to the tag
(ksvbﬁﬁﬂhﬂ tag type P, MAth synbols through 7 in tag
type Q and fragnents 8 through 11 in tag type Q The
Th &y expbnded tag the mhdrodst sphaingr’ Hhy sargmibnat wlue bf 1tl hyen, dasgd on 7 dots printed at a pitch

[ds.H through Min tag type P is shown in Figure
‘ %%6ﬁ§ %%Hk#ayout in the other tag types follows the

A AYRddbt it AbrdiAby SRS ih 2 Wbrhibal ARG oS (344 hrough 7 in tag

type Q and fragnents 8 through 11 in tag type Q As

Stagens @atidailedircilin with g bemsindd diamétéref ¢10/7jsng guar ant ees t he

any set of three adjacent tags contains one tag of

Thactpandeq pa like the tagldesciitfed paslien @lve pirvigipalgs BT LU, 3¢ gack pxpanded tag has

o% %ﬁ&f&%&%w@&% fSoandRe tag type, used to determne
registration of the distributed codewords with

"ll'he S)@)Qﬁl%d tag) like path deSdibaireartiat cotthingdd]ofieeatibn-indigsing ¢yslic position code.

inferred fromthe 10 x-y coordi nate encoded in the

| ocal codeword of each tag. TAG COORDI NATE SPACE The

LicggL Coswdrkmat e space encoded in the expanded tag is

identical to that encoded in the tag described . ) )

Tha ppprsied tag {gpally cenepgns eygcc@ﬁflptg?pdgmq w]gi(g'gis VR4 fo encqegnformation unique to the

t§§ frheedotsord i ULa Pdtthred P-abyh@2, DB Solénibnicads. ShelthbCthdidfere antades up to 28

crodot spacing). 15 Horizontal and
lvé???cm?g?ﬁﬁmﬁﬁgﬁi%%based on center-to-center tag tag

'ﬁlgﬁa%ulggﬁhe I@Jafscogé\%ﬁﬂs B¥om in ¥#ifure 4®(2F3 s)+2d- 17.6s

DISTRIBUTED CODEWORDS

The expanded tag contains fragments of twelve codewords, labelled B through M, which are distributed
across three adjacent tags and which are used to encode information common to a set of contiguous tags.
Each codeword is of a punctured 2%ary (12,7) Reed-Solomon code. Any three adjacent tags therefore

together encode up to 336 bits of information common to a set of contiguous tags.



uy = 7.5(2s) + 2(d 2) = 15.2s where d is the

i nter-segnent spacing given by d = (1 5312)s 20 TAG
WO NROBRMATI ON CONTENT Tabl e 11 defines the i nf oP@EADUZI06/000994

fi el ds enbedded in the expanded tag surface coding.

Tabl e 12 defines how these fields map to codewords.

Table 11 Field definitions Field width description

per tag x coordinate 10 The uf3tgned x coordi nate of

the tag - allows a maxi num x coordi nate val ue of
Tapayaxsfmtiest puimeftha sedixendeF@ds B hrougibCrigiapapeP kGhoRndn Figure 41.

r 107N
COO#(%Piﬁg]t Yth&Q t%;l !@fl&vs‘ﬁfe lzIyULﬁ ﬁtgﬁgype Palv 1PWmbéls QH'H kh %type Q, and

e va appr oxi mat 1.7m (based on
ﬁz&wrs@ﬂzz%@mmaﬂm@oal 000994 - 53 9) active ar ea

Tgﬁ ?g%aceflﬂvggsé %ra%%lgntg t \Qﬁigfc 7Y gshﬁnehﬁ%gl} lk/]ﬁm %g tygn? 15 shown in Figure 42.
5 Tae kgouniafhebihargaglypts folleg then@pluattagtgpe\m ettm@rnb@lh"r ﬂmuzh/km tag type Q, and

A £ FRRodof 1 PR L W' indicates the presence of a
érﬁ Esseeor%ext ?‘%%d? I the map i s absent then the

A\é@hdvk(ﬂ eﬁfler @ﬂﬁ@rmptheﬂlng zualrzﬁteesdlﬁarahy ecofftiireeadiakeat texs tontains one tag of each

t%ggg ftheI\'Ie\:g)re (fsg')gt%f'l ! Eélnllp?elfle seI 4% cflsgr?batec? gotdg\yo?dsah?eatagﬁge Qseﬁ‘ to determine the

registratipe nbibe dstiiifuteg nochw@rﬂwthapsgg:t tojg'particulgr pgl phagiagast tags is inferred from the

10 x%’@ﬁﬁm?t@érﬁod’edﬁlt&lﬂc@lcg%wbﬁdf&ait@gs. the bit ordering of
the map data fragnment 6 fragment of an enbedded data

stream Only present i the active area map i s absent.
oeicobagngt §orel a: encoding format 12 The format of the
encoding. Refer to Table 5 for val ues. nacrodot

B teg covgliratdjsprst eneevied ihGhe Bhandgil fag Eridenidcel th g gaended ipy ghe tag described earlier,

v@ﬁltﬂf@éxcéﬁﬁ&r e Qg L&R@&b Gﬁfe@ﬂCtduetbGﬁ 1@ Hadbe OGS QRO re and the change in

spacing,. in nmunits, in sign-
macrodot spacing).

15  Horizontal and vertical tag units, based on center-to-center tag tag spacings, are given by:

u, = 5(24/38) +2d=17.6s
u, = 7.5(25)+ 2(d12—§) =152s
where d is the inter-segment spacing given by

d=(1-A3/2)s

20 TAG INFORMATION CONTENT

Table 11 defines the information fields embedded in the expanded tag surface coding. Table 12 defines how

these fields map to codewords.

Table 11 Field definitions

Field width description
per tag
x coordinate 10 The unsigned x coordinate of the tag - allows a maximum

x coordinate value of approximately 2.0m (based on EQ
8).

y coordinate 10 The unsigned y coordinate of the tag - allows a maximum|

y coordinate value of approximately 1.7m (based on EQ




magni t ude f or mat t he nom nal macrodot spacing is

111125nm (based on 1600dpi and 7 dots per nacrodot
wegioenifiheags 12 Fl ags control ling the interprePEL/ATEN06/000994

and routing of region elated information. Refer to

Table 5 for values. region ID 112 The ID of the region

containing the tags. Signature 160 A digital

signature of the region ID. CRE-16 A CRC (CCI TT CRC- 16

) of tag group data. Table 12 Mapping of fields to
¢odewords codewordl field fi®)d codeword bits mndth
ofve afch ﬁégu A9 Ot at X Aoﬁé:goin&l@e&ﬁg Metheﬁ’ tlT’eU’cag’l kd 3 member of an

¢oordinate 20 1 all activelarea flag 2

area map flag 27{22 6 all EﬁWFV@‘B#é%@Wﬁbm“ﬂ$“@Q 6

gikctive d@é magf flaggnent IO 20077 0[a2flad Gndrkei i AkU2AE Gh QQQQ 9da map is present.

{540 410,12 all encou 0,6 byl 91 R0 .

16 27:12 region |D D 27:0 PB m5p:ipgbsent fipn c.t)hezelussf &6h mpp entry i

5’7 0 28 111: 84 G 11:0 12 1jefedfonliBe Qcﬁveadrela ﬂ%e s{)ﬁvmus field).

7-0-28 270 siaonature 27: 0 29 EBE-2g ]

R R0 o8 Bit 84 L B Saibel Bt S mmsliats s neighbous |
are members of an active area. b’l’ indicates
membership - Figure 37 indicates the bit ordering of the
map

data fragment 6 A fragment of an embedded data stream. Only present if
the active area map is absent.

per tag group.

encoding format 12 7 The fomiat of the encoding.
Refer to Table 5 for values.

macrodot spacing adjustment |16 The difference between the actual macrodot spacing and
the nominal macrodot spacing, in nm units, in sign-
magnitude format - the nominal macrodot spacing is
111125nm (based on 1600dpi and 7 dots per macrodot

region flags 12 Flags controlling the interpretation and routing of region-
related information.
Refer to Table 5 for values.

region ID 112 The ID of the region containing the tags.

Signature 160 A digital signature of the region ID.

CRC 16 A CRC (CCITT CRC-16) of tag group data.

Table 12 Mapping of fields to codewords
codeword field field
codeword bits width bits field
A 9:0 10 all x coordinate
19:10 10 all y coordinate
20 1 all active area flag
21 1 all active area map flag
27:22 6 all active area map
27:22 6 all data fragment
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M 19:0 20 159: 140 27:20 8 all unused ENCODI NG AND
PRI NTI NG CONSI DERATI ONS The tag group unit cell of the

wezpandad t ag only respects PEC s TFS w dt h | i PET/AU2006/000994

the macrodot spacing is reduced from9 to 7 dots, as
reflected in the macrodot spacing s of 111 m | MAG NG
AND DECCODI NG CONSI DERATI ONS 5 The m ni num i magi ng

field of view required to guardntee acquisition of an
entire expanded tag has a dianeter of 44s i.e.

2(18+2) 2s al | gwidng f or A2 bi trar pll al i gnielptcodiestfumen

t he rsurface Togh! ' g et depl view [ @yRn a acing
macrodot spacing of 111.tmthis gives a re%ku red f| el CF

of View of appnoximately|4.0mm | 10 SURFA

; RVENTS | bém secur rerg_ipnﬁ@s be
def irred—to—hav 540 reta 1gd PUtPRSES’ t fi’sh![

aut hhenticationjof"an itemto preyvent forge |g

it ef® WO 2007/ 022010 PCT/ R812006/ 0pB2D4 - 55 The gr eater
t he grfficutty gy Torgerygg the gggag er the
trustworthiness of authenticat.i VWhen -an itemis
coddid, Hyperl #38 surfaf® coding!S¥curity has two
cor i@spondi ng pupposes: [iko al | om:aut hent catr on of a
codet—-tem—toprevent—ftargery oa a—codetd{emwtth—a
novel itemID %'IT a user is able to determne the
aut llenticity of27®he surf &e codi rﬁ@oof an pigge t hen

t he user ay bgrgbie to pgake an _i;:@g’ ormed| deci si on
about_the |ikelly ::nn‘hr:nfrmf\/ oflthe item If it is

i nt factabl e to ¥dr ge theP&urfacel&ddUing fpr a novel

I D, ghen the orgd7y tractalke vvay Ji1$4org| ng an item

W t h—an—authentj-c—surface uuurllg o—¢dupl i cate the
sur flace codi ng Gt_an exr<?|nq ite 39:1(1% d hence its ID).
I f [Mhe user i99ble to @bterm nd>8if0ot her nmeans t hat
the D of am TigmyT s TKG Yy t0 bgpuni que, L& t ne
user—may 10 assune thatlthe itemis authentic.—Since
the Hyperl abel surface coding all ows neani ngful
ENEbSIN@&D ik TBRICoRaPeraTIERNSI Ng devi ce and a coded
surface during a purely local interaction, it is

The sdgreednp enif @l of the e:@atrdédalﬁgom}odépergs RES’sTHSpadth limit if the macrodot spacing is
authentication during a simlarl ocal i nteraction,

rpduged figm g ¢ ot é&fﬁfilef‘ie%ﬁ&ﬁr’?mfrﬂ‘lof sé’é%‘é i 9 {8 si ze of the

sensing device field of view. Since no a priori

relatio ists between creators of authentic
ARG rﬁwgﬁﬁﬁoﬁﬁ?&r‘@%t entially wishing 15 to

ﬁllétnnr%mﬂnqgr%ggrtrgsffe(fch f &1&@‘2 qu&eh te gua%gg §é Ef’élmgmeoit & Jnﬁlql‘gxﬁaﬁded tag has a

trust i onsh tween treators and Users.
damgteppidisier i s undesr rable to require that creators
share secret si gnaturg1 kgeﬂy%cﬁ with users. It is
reasonabl e for nmany aser’s’ 5 )rely on online access to

an authenticator trusted by a creator for the i
allowing for arbitrary alignment between the surface coding and the field of view. Given a macrodot spacing

D

of 111um this gives a required field of view of approximately 4.0mm.
SURFACE CODING SECURITY

SECURITY REQUIREMENTS

Item security can be defined to have two related purposes:

¢t allow authentication of an item

sto prevent forgery of an item
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pur poses of authenticating itens. Conversely, it is
desirable to allow authentication to take place in the

wab®encaiof online access. 20 SECURI TY DI SCUSSP@IMABZ006/000994

descri bed above, authentication relies on verifying

t he correspondence between data and a signature of

that data. The greater the difficulty in forging a

signature, the greater the traStworthi ness of

si gnat ure-based authentication. The itemID is unique

Taaghedtdn ére dftinky offayzard és gaattrdlwitwstiverthingssof gutibticaton. Wiien an item is coded,

}gpéria&?su@fuéefeﬁdﬂ{gls t'{y‘ﬂﬂt@&&%s%oﬂdﬁlgpaéos%ssurmd then the
gnature may sinply be a random nunber associ at ed

wi th the id@aolbithdti@tionih BBt itedat i on dat abase

accessible to t n aut henticator. The

random nurftse?reveg{?or%e?' gilé‘r%oedregftem %’anovel 1%s uilDfabI e

If?ﬁs@:qg 1%19 (c:lgerﬁlghe Yﬂe%utﬂenqgﬁl%lf Fﬁ‘a %ﬁ&e‘ L%dl(lé)éf%ﬂ %Qm rtﬁsﬂ%r@ser may be able to

or via ast1c physical process.

W@é?@dnfOlﬁ’é%FFC’éan BReiepteEy a‘ﬁﬁ@ﬁ‘%&fﬁh%@mpr eferabl e t o a

{1% gdn(l)hﬁﬁffqﬂ etﬂ ?(ir%e beins%%acé E&?C{ﬂl% ul arn%'\si%% \}Igtrj%wtolngnal ab v?a%/eof %orging an item
vgihgn atthentéc soffact balingdnte diydinayt the sucfacy ck@}gecd ag p)gqt;gg mne(am%hence its ID). If

A& iSHfeUd @ete'r)’lgmé t&a&hetr Beank eMaak 1B @R ldM 8 1R Be tkiqueSthen the user may
not susceptible to key attacks. Equivalently, a

aésf’}’aﬂhétrther“ﬁ‘?’réfc?ﬁﬁhg‘i“@nat ure confers the same security as
Szl}ca ﬁlg i JPerlkbe\é seug%c?el (%1511?%/ %1'Hows meamnég'l? mkerani'wth b%f’av%&l epgensmg device and a coded
sprfase duioga pyfelyt Inesl mte@morlaw ip #PSIM'?@ fot afteawﬁls%codmmu SW%@hemwatmn during
AMiRBNbECintedetiohlQ WEMMBbut rdgtiBng b @hckhse & thd §H3 df tHE RndirgMbtic fidld of view.
forger to forging itens he has actually sighted. To
Suicevenbrid-aeignshiptkis@ beivepn atestore of apthersin cadad itgistastiustrbpotentially wishing
%h&heﬁilc% %ﬁclﬂ I%m.miltslg mth% dJaﬁE %ere(gﬂ%%st trﬂatfgﬁsjﬁ% b@%&laéll'@éa{o}/seand users. For
5 Search via repeated acces e online

xire it isivadseirsble rwqua%%tmeetors phreserEst SpngpErkgysevith gsers.

enerated _using a ke 2 07/012110 PCT/ AU2006 0994
OB o SRR PR §" PR ATCPSE L0 Pty Sﬂﬁwws‘i“%? Zp 3 igaor for the
ugpge obmdugiating iteme emterstlpeit fsalegieble fia divwdathaicaiign tchiake place in the
K&Yoe of &M kngwn | D-signature pairs. Signatures of a

rew hundred bits are considered secure, whether
generaii®dssidgksi ng private or secret keys. Wiile it may

be practical to include a reasonably secure random
/55l Qgsveibaedrabove, mu'aertlagpoﬁ oties| moaifyihathe goresehdenceDetween data and a signature of
tﬂa@ﬁ&é g‘Hé %Dltey th'e fdlﬁtic!ﬂﬁ“y in%&?&lga Qénamethla Beét& tﬂeecgl%%qnﬂe% of signature-based

pr ovi re space he signature, It may be
31“%}“%‘91? cal to i nclude a secure | D-derived signature

at 0 . D- der at
L g
ageomed themth¢ $ignpine ntap gigply bf a madoin nimbgy Asspriated atifh Ehs itgre Hi’ fjapgpithentication

dafdbds SREALHION 1R %té&%ﬁlme%ﬁ‘tﬁenﬁ@tor trieRAndoREuanR lma?ﬁe generated by any suitable
supporting authentication

ut. |1 NCr eas
Igeélwg,l sh(‘él sy f eéenf“iméﬁlco(pﬁ’f‘ ot aigorltgglh(?r g{?é'ldtoagﬂt]é pgyswal process. A keyed
Hahou fedrypted hash ey $¢ gritable @ camdogt iumberdded ¥ @qiireone dddisional space in the
algﬁiédtlciﬁlgﬂ]?ﬁagas? fHotQO\%r %lra‘ﬂ@(ﬁﬁ Hé'ngtu{e %% ﬁl@ Lands ﬁEﬂQh 12 aq{a/ellglgﬁéﬂﬁe is more secure

ragnent, since a er cannot predic
R algrgE e PLENEIE St e fndom signature
obnfbE the k@ s@urlith entlomgatkeyed ciamatued, ways perform fragnent
verification since they have access to the key and/or
It khe linfittdage notsignatwe &iagmallyuequireds gnde tizpgmashpresgeqeiof the dteth @ip in the database
ihfcafdh Aetich? SOWRLL MVRE B AnhRE iRGCELRSelt®fofbireliteS RGas actually sighted.
aut henticator is available. Fragnent verification

iﬂ’oQﬂ:.!:beﬂ Qf&gefyhﬁﬁ siRtuflfernae Bﬁm@fem ID? th Gleratisalkargdanough to make exhaustive
sea.r<91I v\llaI rg;lile ed ;cgeeslgg%rlﬁesdnhget abl tlcaﬁor 1r%ra£t90]eg the signature is generated using a key
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15 can determne the entire signature by attacking
each fragnent in turn. A brute force attack can be

wee@vemied by throttling the authenticator onP@EI/ABER00LM0994

basis. However, if fragnents are short, then extrene
throttling is required. As an alternative to
throttling the authenticator, the authenticator can
instead enforce a limt on thé6-nunber of verification
requests it is willing to respond to for a given
rithen g rabdomiyyiden its Engtrmusf aldofbe lakde idugti © preentithe fruget &om deducing the key
H:ﬂ%u Wi -mén%tui'énda{r.!( gfg%{anﬁ'g%'fa?e\n’ iﬁlﬁ&@d bltgﬁl% oPMdEIled ?e&ﬂ@%tether generated
or a given fragment, since there w| I be 20 many
“Flﬁ%i@rﬁ%fﬁt’%se%{?iéﬂsabl e and the_ act ual fragmsnt chosen by
‘g‘?g d‘{" ﬁ%;?ecﬁm?a t glgﬂég %lnrra%onalfl% éecvre ran? ﬁ%rb glae ]B a tag (or local tag group),
pertiopalytif tarledstht of the Fidis sidpeed wfpravidempre spgeeefprt the signafure titypay be impractical to
l&ﬁ(ﬁ!e la QEcufeB-defived SigRte ﬁ1hieta€rm|s{1@5rt t RQudeiHldbrived Eﬁ@ﬁaﬁﬁ-é" &e can instead
g)erl ence of_ the user wou nvari a

B gniens Py g S GUED R LR SRREPLPHG ‘PP Bgeaton asios
thee]D fitieq aitei goal dfiswpipbrsing avleticgion ivdthdus atiesing dlic sewipgakstise fiedd of view is
atclhﬁled %ﬂé &%@S&?&e%fgnatée Eaﬁa@glpgeﬁtle ¥l {hg hﬁslqgnbﬂ:l r(l)f {hé %Jahf@@tger than from

once veriftication fail

thmlmgfh OF & PSR @ 085 AR BB I GRETER e Mgy choose to verity.
HOesitd alehidber éah elwbyshpsadorth &hdneneerificaion kintatieyhivageoesstio the key and/or the
ful?{t(lﬁ'f ?%%gturtg :}P ﬂta%legxfsverléc%o% aaﬁwaggp%gg,rltgeg\%nhéah ?ﬁgeo ﬁCﬁ%ss ‘g) fa trusted authenticator
iszyeilablei ed verification requests. A brute force attack

can al sg. be prevented b concatenatjng.the fr

KT PAD FSH S R 2P R ks %%é“dfvéddal AT qpse o foreer
copdeckoning the Arakvigatc@ by Beciitpcaditagoént msurpriobrete fargegittechi@an be prevented
l%rtlﬁgtﬂﬁg Ehe a&tne%tléa{oggr[rﬁ% I99£1s aIJIo%\QveIP Qf freIng%QzHE shglft tBeR extreme throttling is

I NCreasli n he random si gnat ure

St & R e BSPg fhg B gihe ayhengicator ey igsispd enforce a limit on the
@bdr fof Ceailfitation tetjutitt it Banllingioesy@t itd focativarfragd etibet Bven if the limit is
deni a e t

naagiia qlble s%%ll $8¢ }élé%i%g% gét aﬁﬁjkmall Mé? {;vﬁl egﬂlahﬁtlt f@l‘:%(;iﬁ{éfn fragment, since there will be
ey fpgneeats .amdahlee@d distactih Bogegai s Pt Bt oap ygry-Hypn @ limit of one can be
ﬁf&fiéat |M'@J geﬁ&algff tht Mt shduRIMBe |p£8pbrﬁorﬂlJtG el sQB of the i Sgngen) i. €@he smaller the
t? ! ev lgeyf gmgnteﬁ{l]lg %re %gép% ee oef a’lc{éeco %Oﬁlyd ‘t}égsr | fvxllhgtaignllaggnt of fragment
size. gheth ulurettlms apd ren@@mg firgragytreserificarien ilimite dmplp rerighigatigne of requests to the

ABEARAR £ £2 F GeriB¥atibrCRttt fided gnH} BeimpBded bice at:rifﬁﬁhoﬁffaﬂ@ i.e. an unlimited

I?Elgef/rgg g_ru]fgeg S ﬁw%g%}%a tﬁe -?tnf]é:lugea #Bﬁfcmg )ﬁagment verification limits
i fequirag theoauthbmqa:wrrtfersauﬁtulmgp@lﬁ‘agmedte:nmnt pfi sctaﬁ¢dunr1ﬁcatlon requests.
Fragnments may be explicitly nunbered, or nay nore

Abroia Ertecaiack gansiso belespyented Ry gonsgienating thofsemeniwist i@kl siguature encoded in

thR¢. AN ER réhkiorh Eﬁgﬂaﬁlretc@lgbe Rghtl 0@ ad ﬂi&ecﬁﬁ@ﬁﬁ& frﬁgrrﬁﬁt ﬂié ﬁ‘iéﬂ&nt can also be

I ghat.ure _acr.oss .a continu st|I|n
FrBRLE PG ot e el BOE rbbeh Pihitro ol Brer [ e e
fipginend verficition yimit| cdie sppKeyverificaidnoubiert brea danial efssrvicy aftasly wigre an attacker

d@hﬁéﬁ[e@ﬁex@e@s&he& lhﬁlt &/ﬂ'ﬁinﬂlﬁ& p@ﬁ@aﬂ&ijfeﬁlﬁ&% &@&I |t<ﬂl§e\ﬁéﬂtrfﬁﬂﬁr Vetification of the
IS 96 or. 0 _Over conme

R T 6 b S P e SATRAT R R Tt for o agment
Mﬁnthahﬁcanpany@randbmmg&tuwawyrecftr omone IDto the next.

Ideally the padding is sinply a random nunber, and
Fraggentteeficatios maydheaerdp moretrecuga ByHetHring e Ysrifigaiemn pfzpsminimum number of
0¥ EndWheolsl). | f the padding is determnistically

generated fromthe IDthen it is worthless. Ofline

aut henti cati on of secret-key signatures requires the

use of a trusted offline authentication device. The

10 QA chip (which is the subject of a nunber of

pendi ng US patent applications, including 09/112, 763;

09/ 112, 762; 09/112,737; 09/112,761; 09/113, 223)

provi des the basis for such a device, although of

limted
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capacity. The QA chip can be programmed to verify a
signature using a secret key securely held inits

WO paogoreaho menory. In this scenario, however, iPCI/802006/000994

i npractical to support per-ID padding, and it is

i npractical even to support nore than a very few

secret keys. Furthernore, a QA chip programred in this

manner is 15 susceptible to aSZhosen-nessage attack.

These constraints limt the applicability of a

Eametiivpifioatioe ceqtires Stgpaint idehfifichtive. Faagmigetnmpxciet sxplisitly @ymksesd, or may more

Jc&oﬂicﬁﬂeer%{lﬁéa%l R Byo-ditenHGREERIdinatd €8 ek Qagl BRdWT BHe TWition of the
security of any particular trusted offline

Sé%Biq’{E?Ff‘?S%%\‘topféﬁo‘Hé‘Wgé’étag%r eators of secure itens are
+he lflml’c d régttkof t{'le kﬁ[g %SUC tro ucesezp %un%fa%tvu\(%;ggt}’]ﬁtg SISeCa{ly Et should be at least a few

SI ghat ur evi ce

Huidee] bts.tTo tHelnnﬂ)!ge tstrécagding ecping it isyPofts smlefﬁ B?ewe@@ge this the ID may be
PR D& odRPloibE SR She p&ﬁm@)ﬁuﬁ BNakigtid, i.e. Qﬁrful;tlvﬁl? from one ID to the next. Ideally
ar ur.es

E%%ig tllé %%%%%E@ﬁ?rﬁ Eun@)s? ralédsnb Sihtg?nn e S b)relcl \1/natthé autl'kentlcat)lon database indexed by
IRi Kjthk yadgingis deterministigaly geérhtpdfeonetby llﬁ)é peniitdavérthlessdevi ce

utilising public keys can trivially hold any nunbe
(afﬂmb @{g}ept@aq@@ygsecratdﬁy Wtu@ére@lé@q @Wésﬁ of gyfrysted pilipg éuthentlcatlon device. The
o4 ;dhlb i(PRe is Lk Edbjéctk&‘)bSnLﬁHberdﬂ‘ MRitdhg VS atént tapiliogiotd) tincluding 09/112,763;

enc

r] 1%{% 0991(??I gﬁgbd/ A9 761‘(’5\'18?/215??32538 &rov%gﬂk%%;a%l(s: 1 Is&cﬁa dgl;lce\l\@l:h&tkh of limited

C@I’ﬂcll‘fm She@Achip| damke poghianed te &’Pfllfbl"r Si%atl’rle k‘&ql%/a sasreh key Sec“rely held in its

lﬁ&ﬁuﬁ %ﬁ‘lbfffelntﬂﬁs J¥8atio, ﬁSv@e@&roﬁ § inffracB@L t4l s@ppokt BEFED peddigLand it is impractical
usi| ve

e
S5P 0 ateSe i et et SR S Bt & S oy gePipgted B fs manner i
@ustitibia td cdbicomenhgeattplibihes cketyeindd ignitithe prplicabilityied e QARehip-based trusted
(ﬁflﬂlé afuﬁer?ﬁ'cﬂf@@@lé%fc@to%ﬁé apPeaticrequi red from the coding,
violating our desire to support authentication with a

Im gEHefEB'desE)iteeﬂhé claibned i beiity b an@ Qhrti@%p ﬂﬂdﬂddl’tﬁﬂmmﬁﬁﬁt&g&n @kvice, creators of

ste?]uraetl erg_lg %rggﬂtéeli]){e tg tb? F]e ucﬁa% (t]r(ujs"f‘th%lr'I ?elcﬂef: s n%ngl?{ro% s ?oa%‘uglgcgev rcé?’s datnd this is again

likely todindigther applichtility @ifsucthhiew@ﬁ @mabw&lwe@hﬁ g the p ublic

signature key generates both the ID and 30

Bracrarasty offlips qutpetcaRopuef PP ckansigRENS He- $e§?‘f%§Fde‘ﬂfmgAhef GFgyRending private

Ieg is m(ghlytpﬁakt&:aladﬂ afifiina gleheﬁﬁcaﬂidﬂele\flc&mtlhsﬁﬂg@hblic freyspacdkdvially hold any number
e I | t

Afz)algg Qs g)[ egldgl%l bIQ ges%;lgé tlo ggne@% E&%fdl g)géhg %@ys ecﬁtdl@%%tdl ‘!él? a transient online

%@tjﬁ}}%l Vice it GFOUBRS Shib e WS KIggt dches P Aertecrordingspyili signature key.

I@Iﬁtﬁitédcb‘ﬂﬂhﬁkr duﬂ‘lelﬁfﬂﬂibﬂii?nﬂ{elfd&)be Bretel Qfo @lost Icterrer@ bf Sirglieen® sinde they are able

ss. a coded surface all ows

to {etatm exgum lg?ntrol o?%em~ rlvate ISllgna&‘W e%s

acqu e fragnments of the

A 'dQEIQEMgg of Iﬂﬁlesagﬁecﬂm@@lmg 14 5 %@oh@ REY ﬁgﬁMJ is Rt ﬂfe%{n@rﬁéﬁgure must be

to&g user when it has acquired a fu tr
guired @ﬁéﬁtcgd% qiofgtiee %ﬁﬁF%f°esé}PPé’UtaH’€?ﬂ“Fa€8‘% iW&‘h n}d&mnal eld of view. A
@ﬁ"apcﬁxldiﬁg advarBpe ofodflinceduthentieisn df\ patdicltey signatlile isofiat ddaess to the ID padding is

Ibo laég‘?-g{? ercllfrszlenée Ee@&gt%olln%%& H%'ngtwe %%A}Réﬁ%]t ﬁjcss1 turgﬁy}} g%ﬁe?‘at(g%gth the ID and

er |ca I on

itspersling, apdiihe padding ¢ra ﬂﬁ/ E@Fleérwefé dpforegr cgn pl sk pduantaggpf the fact that the padding
1€ of4 Qb 1B CGhh MUR0R SRQAR PAddimg BholN@hoRedldiidg olline authentication.

publ i c-key signature may be authenticated online via

Aqyisitidn dftas eftiragjsnénited signettrhiis nstaagicialy @ero@nsny random or linear swipe of a
RhPRt ééﬁsﬁrg &Mﬂ@et J&ﬁ;ss Q@&l@({ ?thﬁéi a'l'lmd@w % hidtly éd&dn@ Q11 Bf the fragments of the

secret trusted I ne aut henticator na

Yparier-ae Senf‘ﬁ‘?edeé‘}F“g‘iﬁ‘aF%iP)ébedﬁOgEf%ﬁEP Sl Wbt i %’;"éta‘él“‘red a full set of

ﬁ@merﬁbﬂd hd9 caidédgtherditatio A s6dn@ing lateh €anilsg Batlplacquire all of the fragments of
X t [ thenticatio e

tﬁe P a%%hh tg\lfplg{ gfgdetv [ rgag/ g ptro&r n roé(li go {)rﬁsb 31% 3rm -Qi] ?nhgah&ns&'hen the tags

‘N@ﬁ@ﬂﬁmﬁﬁmﬁﬁéﬁmgwgﬁature based authentlcatlon may be

used in place of fragnent-based authentication even

when online access to a trusted authenticator is

avai |l abl e.
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Tabl e 13 provides a summary of which signature schenes
are workable in light of the foregoing discussion.
waaire1218 Summary of wor kabl e signat ure scheneBCT/AU2006/000994

encodi ng acqui sition signature online offline

in tags

fromtags generation authentication authentication

Local ful

i nformati on

random ok | npracti cal
secret key Signatre too Undesirable to
short to be secure store secret keys

to stor

pr

e per ID

i vate key

NBlegirnd public-key sigmahng haythe aighenticatsd prdine i &y of tsuftagjents in the same way as any
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ractl ca
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SECURITY SPECIFICATION

Figure 43 shows an example item signature object model.

An item has an ID (X) and other details (not shown). It optionally has a secret signature (Z). It also optionally
has a public-key signature. The public-key signature records the signature (S) explicitly, and/or records the
padding (P) used in conjunction with the ID to generate the signature. The public-key signature has an

associated public-private key pair (K, L). The key pair is associated with a one or more ranges of item IDs.

Typically issuers of security documents and pharmaceuticals will utilise a range of IDs to identify a range of

documents or the like. Following this, the issuer will then use these details to generate respective IDs for

each item, or document to be marked.

ow ng
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generate public-private signature key pair (K, L)
store key pair (K, L) indexed by ID range Setup per

wo o7ak11generate | D padding (P) retrieve priRE/av2006/000994

signature key (L) by ID (X) generate signature (S) by
encrypting ID (X) and padding (P) using private key

(L): S <-- EL(X, P) store signature (S) in database

i ndexed by ID (X) (and/or stor@-padding (P)) 15

encode ID (X) in all tag groups encode signature (S)
Authentisatiomof the prodict cagther e peréqpeattcslinefonsfiiinohy se@irgitiegag data encoded within

tflJ ag,%@tp'elqmg tﬁel'lsdﬁﬁﬂtkhtfbﬁtdsiﬁ a(ﬂﬂﬁlﬁ{r)o‘f difﬁf\egyhlgc@ladis%s (c%%ending on the
fromtags acquire position (x, y)i and signature

S?t?aél@hent (Ti) fromtag 20 generate fragment nunber
]%XIF u%k%srog H?e r% Seléste% L'gxr;]ol\(ecyi Wil%ngciév Pbée(qé??&{ f)?(l’ leglicJanc% gr%%le( ](el)'l\(')%ncryption respectively.

ed aut ntircator ransm

MI%&%%&@RQEDQW@LY%%A er (i) to trusted
aut henticator Online fragnment-based authentication

g(etup ghieen@it henticator): receive ID (X), fragnment
(S.? and fragnent nunber (1) fromuser 25 retrieve

si gnat ure { Sendratopubliairaadgatoy kkypai ¥y, Lf or re-generate
si gnat ure), sgog%gg%e(%fﬁg#dg,ggb}tﬁﬂmnt (Ti) with

cor respondi ng st gnature (Si) report
g@%E@m@j cation result to user Ofline signature-based
aut henti cati on (user): acquire ID fromtags (X) 30
acqui re posigehansID(padding)P) and si gnature fragments (Ti)

fromtag . . (i) from

posi ti ons (%?‘ﬁg‘;e;ﬁf%f&%f%ﬁ% 2007/ 012110

PCT/ AU20067 085030549 signagy (S b encapénedPrih fridrredding) (P peipg private key (L):
(n) fragnments«— e (x,erieve public signature key (K) by

ID (X) decrypt signature (S). using Bubl i c key (Kg, to

obt ai n | D Y Xt9re AgaI5 4 é daigbasingexed by{ID () Land/py storg padding (P))
conpar e acduintsien @) (i)l taghetotipsdecr ypted ID (X))

« encode signature (S) across multiple tags in repeated fashion
Online fragment-based authentication (user):

» acquire ID (X) from tags
* acquire position (x, y); and signature fragment (7}) from tag
» generate fragment number (i) from position (x, )i
i F[(x,»)]
» look up trusted authenticator by ID (X)
« transmit ID (X), fragment (S;) and fragment number (7) to trusted authenticator

Online fragment-based authentication (trusted authenticator):

 receive ID (X), fragment (S;) and fragment number (¥) from user
- retrieve signature (S) from database by ID (X) (or re-generate signature)
» compare received fragment (7;) with corresponding fragment of signature (S;)

+ report authentication result to user
Offline signature-based authentication (user):

+ acquire ID from tags (X)
* acquire positions (x, y); and signature fragments (7;) from tag
» generate fragment numbers (i) from positions (x, y);:

i F[(x, )]
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report authentication result to user AUTHENTI CATI ON
BASED ON SECRET- KEY SI GNATURE Setup per |ID: generate
waeewr®ei21{) 10 store secret (Z) in database |iPUBEABLIOBY00994
I D (X) encode ID (X) and secret (Z2) in all tag
groups Online secret-based authentication (user):
acquire ID (X) fromtags acquire secret (Z) fromtags
15 look up trusted authentic&#er by ID transmt ID
(X) and secret (Z) to trusted authenticator Online
secr et - bagedemutdsenitire 6 from () freamsetesd aut henti cator):
receive I D (X). and.secr 4 user retrieve
secret (Z)' %f?%%ea‘g‘”% 1%1§§}5ek1)<(= b{l%‘{ﬁ 20 conpared
recei ved geakeipt (sBngturevi(Hhustgcpublic kF) (X) to epeintID (X) and padding (P°):
aut henti catigp syl to user As discussed earlier,
secret - based aut héht'i cati on may be used in conjunction
wi t h f r agrenbmjpaseghiredllit (ewith datnitadD CCRYPTOGRAPHI C
ALGORI THMG %%)o%&%n{i&ﬁong&gﬁ {oGzdcey signature is
aut henticated offline, the user's authentication
AauhaRatinPB &ab by ssteeskiGicnaigee access to the padding
used when the signature was originally generated. The
Siugpattr e verification step nust therefore decrypt
the signature to allow the authentication device to
conpar e t Ite geBritapeeiiéd)si gnature with the 1D acquired

fromthe t.aggse stttz @6badmsextdwy sy of al gorithns
whi ch don' t erf@g@t He c§ei %p%tamae m\{%ri fication step
by decrypt’i neg“’éiﬁ { JRaTT &) U EREY he standard

o] 2 Lk £ ithmU. S 30 Departnent of
@%?%g%g%ngﬁtldﬂ%‘g%tute of Standards and
Technol ogy., a&lﬁ%hﬁgf)ﬁblﬁ&g ure Standard (DSS), FIPS
186-2, 27 Januar)s/ec 0 cryption is described

; 9(3 R%A en
in:  Rivest,RIPSWZIERREE  and L. Adl eman, "A Met hod
for Cbtai rm ngokDp grttelautBingersor by s and Publ i c- Key
Crypt 0Syst.enBemiGd a&afeﬂ@?&tﬂﬁteééaﬁerﬁgwr Vol . 21,
No. 2, February 1978, pp.120-126 WO 2007/012110
OHé ALRARGE QAR Ation(Eubted Rithemshtor):R L., A. Shamir, and
L. M Adl eman, " Cryptographi ¢ conmuni cati ons system and
met hod", - U.iEeivP@E? @hbandsecdd & BRG usérssued 20 Sept enber
1983 RSA ,Lq@,gg‘gg&;gt&iﬁogmaggyﬂxp: RSA Encryption
St andard, COctober 1, 1998

« compared received secret (Z') with secret (Z)

« report authentication result to user

As discussed earlier, secret-based authentication may be used in conjunction with fragment-based

authentication.
CRYPTOGRAPHIC ALGORITHMS

When the public-key signature is authenticated offline, the user’s authentication device typically does not
have access to the padding used when the signature was originally generated. The signature verification step
must therefore decrypt the signature to allow the authentication device to compare the ID in the signature
with the ID acquired from the tags. This precludes the use of algorithms which don’t perform the signature
verification step by decrypting the signature, such as the standard Digital Signature Algorithm U.S.
Department of Commerce/National Institute of Standards and Technology, Digital Signature Standard (DSS),
FIPS 186-2, 27 January 2000.

RSA encryption is described in:

e Rivest, R.L., A.Shamir, and L.Adleman, “A Method for Obtaining Digital Signatures and Public-
Key Cryptosystems”, Communications of the ACM, Vol.21, No.2, February 1978, pp.120-126
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RSA provides a suitable public-key digital signature
al gorithmthat decrypts the signature. RSA provides

wao b@7/0R1basi s for the ANSI X9. 31 digital signaecr/au2006/000994

standard Anerican National Standards Institute, ANSI

X9.31- 1998, Digital Signatures Using Reversible

Public Key Cryptography for the Financial Services

I ndustry (rDSA), Septenber 8611998. If no padding is

used, then any public-key signature algorithmcan be

used Rivest, R.heAlSiper; hralhall. Aglaning eyrtagcbiigcosatueainatiots sstanind method”,

= Skl m4%wssteﬁzéseft&tt%9@5233?2; e

generkBiddbaraipriey PKCB #LYA0: R&h BermiPproradasd Osigbes 1.4

uant um process 14 15 .or b andomm .
AR eSSl e oo e detith DTG phgp provide the
bvascionthe BNSI X0.A] diditdh ﬁlgﬁNulreegland&l Soricad §anal |Stantddnds Institute, ANSI X9.31-
15%0 Fﬂtéét@ibﬁéna&l%g flgﬁg Rg\%gsfbﬁbgPtﬁ)ﬁ@ REPE Cxtypt@%ﬁp'ﬁ{) r o) rﬁleS Flgeﬂl@lﬁluﬁe?wces Industry

ong or less

(T%ISPWGI@%W@ 1 B Enaiding e ttﬁrgﬁnr awabtﬁyatg%%%egorthﬂl ggn be used.
t .
Igf%g %géer E tji;lgé %@%ﬁshﬁu&?e W[%ﬁ)s{iﬁgg séoné Ooaltesr% el?ls %c{eto 1&} bits prior to being

sigeeiliced to provide additional space for the si gnature
SECURI TY TAGGE NG AND TRACKI NG Currency, checks and
e Ivedingrdmideally gengraied StasTbEINdoR RIOPERSeHCh 35 AgtigpiFm prgeess [14,15], or by
&Lﬁtlﬁ@iandbﬁhés@ 6 ra@iandvertd Shhidicn . Apdlied CDypiigphylTBatend Edition, John Wiley
%g g ring activities. The Hyperl abel tagged currency

Sval'i dat ed, and tracked through 'the nonetary

I—ﬁg%rlaw Qtﬁfal:eagﬁihg gcﬂ&l&enﬁle ﬂﬁ&gl%%tné‘tm% W Qec@g is 36 bits long or less. It is also

ceuticals can be tagged al items, to 20

Ay EAEH B0 57 R PHFGL n it e TSR ST g, e the lngth of
theciteal ID iSiSdueite cAling e redaded edpaividk edlitiofal $phe fodecepitge.of

Hyper| abel security tagging and tracking referring
SscpemirszumnwAWRA@aNR not es and pharmaceuti cal s,

however Hyperl abel ging can equally be used t
Qwersy<hseks ag O%tﬁdnof“tt% %cmﬁ‘tnﬁéim tﬁﬁ@&‘iﬂd’t Qrder oy te@)?&‘i‘ﬁﬁ‘f’y counterfeiting and
dotiret @loh&aundesing adisities dEHFATYfler e @8detl SyrrepayTSPI@ talidated, and tracked through

‘ tﬁehn%é}l]et%r?lls%te%t ﬁgeﬁ%&q{%égdﬁ)%du&sasg%o rg gharﬂMcéulﬂfatlngn l%et&c?g%ﬂowmg items to be

ani sm securely va
vahdptet F@WF&Q@W%@ thtyjigrépon aH}/‘iﬁ’é’fl FyétB‘ét t ags on t he
surface of an ogbject unlg % the ob4 f ifically to
ERGH grseriD el B S-eB At ATREAeLREGy G A ey Tl e spciely
Hatlenotds jpeicthasaceniicgls, chovBer Hyyerldbbligagting ta ehotnbd wrd tgﬁequhpbl tag and track
(Jﬁyep BAuQIQ q’!)r e&ﬁg&eﬁj&vgﬁf ! &Q&s dé‘nanWeBgsrltL %Q@Aoﬂ@ Bk rtaf Otc.

con al ns a signature fragment can be used to
AL BALACAL BrithBe RIBjaBCEysterh) tﬁf&/ﬁi&@h ﬂ@chaﬂnﬁﬁ@fr s@firelyAG@ting and tracking
sﬁensor can read the tags on any part of the object to
!fétﬁtlfy the object, validate the object, and 30
r?a%l tg o%l ﬁ%suﬁ{iceto@%n %%la& %quue%% Iﬁ% Pith Hy;{erlabel tag contains

s 'n orde
la'@tn@@?n ’@@Eﬁf‘t‘tgeth? éil‘tct h@“‘&‘ﬁélD nf S’xﬁlttgrsale%tl?t’gonotf’e Buperigiipeged surface. A
HpURRE de alsw&ﬁ’ﬁﬂs akphatira @ neawhie cortenkeddo anterntichtahe object. A scanning
lgsrr%{taclrr rugarge selpseor IcaB rr]eacé ﬁ-u a%sao%ed 0}? %art oﬁ@e 9) CH:E o{éltltl‘f)gtél% I egt gagldat%the object, and
alﬂe‘eﬁaqkmgaﬂhh qbjegtn t 0 ot her security features such as
hol ograns, WO 2007/012110 PCT/ AU2006/ 000994 -62 foil
W’Eé’“@%t“%ur shifting inks etc. A scanning |aser or

| mage sens

Curre! cy may b ?agge% with yperlabeﬂ r%grsco ggec? (thgr% t¥ng gIld :hg@ nQGl&F‘g of currency

movement. Hyperlabel tags can be printed over the entire bank note surface or can be printed in a smaller

t1ng

region of the note. Hyperlabel tagging can be used in addition to other security features such as holograms,
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to validate each individual note. A Hyperl abel
currency tag identifies the note currency, issue

w@ownIai10 and note denom nation. It also i denpCT/AE2006/000994

the note's serial nunber, the note side (i.e. front or

back), and it may contain other information (for 5

exanpl e, the exact printing works where the note was
printed). There are two note 1%s for each physi cal

bank note - one for each side of the note. Each tine

il pipinserolour-shifting iy etp tAsscpuyipa dases A imasersenseyicanygad thafpag on any part of the note
tb Ofidkié @bh ihabianmtd on can be collected in a central

dat abase all owi ng anal ysis and identification of

Abiyoerkaed cureneytagidestifien tis mivdcudeicr cibsue nowfry, codimbte rdbmtination. It also
13&“&&% the |1:19£E %Ql%inﬁ‘ar tﬁerhotetgﬁe G @Sﬁ%ntc&‘ b§CQ)O£Hd§tt1ﬁa9 %I@ﬂl other Tg)rmatlon (for

qerles wher e er | abel patterns are exactly

EHpRLs: s E06f Priptg wver hgre %%noltﬁna@ Prﬁﬂteé‘) B aé%twafwté;é%fcf?rwvh physical bank
ﬁo&r-gmfomﬂla&iebﬁhemtem nimum the original and the

forgery). If multiple identical notes appear in

el fireg enpte jpb@uoned itatocatieis seperdedt Thiglocatip informatiomenn @f cqllaesed in a central
DALKRS aIW&EB{aQaﬁysﬁ andl Qe&Bicion 6¥ dbn&GAR ﬁl&@ﬁm@@enﬁﬁtﬁ aldefie@®n of counterfeit

suspect erl abel currenc S be re

PO AHEIP ah e Sogielsn RIS CHTeCPrIRed)r (0 ey o ety
duplicated thexeawill Bt pultiffie a@pivd of esicttydforb@ioiotes (atet reinimum, the original and the forgery).
l@%ﬂlﬁl@tldeﬁt?cgll Rfts @ﬂ)gartlﬁ ﬁﬁﬂéﬂexﬁ%lacés Qf thg)é'cﬂﬁm&n% alPbil Qf@&qﬂje notes must be a

I'er machi nes, currency 15 counters, and vendi ng

W@ﬁlﬂ%ﬂthgtbﬁﬁﬁ‘é‘?dsasﬁ‘év%l so be i ncor porated into

ﬂ)ﬁ:&rﬁﬁ%ﬁ zgnselfllg &%f?an becr:fl:'laréltrben %%Qetl et '% ésg g:aégngr%b%neqelmcorporated into a
vhonef davices to faddlitite ttuﬂsct&nm rand traNena@é{g exapleh@utometndjﬁeﬂﬂg machines, currency
TRGEHE, BRSendERBELHRD SbantPRLHRE b&hcofddRitl 81 devicdyRlh ke

Phone with Inbuilt Scanner 25 Handheld Validity

ScAnneFreRsy EHEBanner s are nul ti-purpose since they can

al so AeombsadklbGnasiiasd Hyper | abel tagged consumer goods

and rint. etd materials. A small hand-held scanner may
ashreglsg
al So ve'li to scan and validate currency. Wen a

scann¥Scheseutss a note it notifies the currency server

of .t hﬁoﬁgéﬁng‘g{t}%guﬁtsc&Qg current date and tine, and

t he scann l'ocation (if known). Optionally the
scaAnm¥PagERFisl so send the identi ty of the person
malki n@enalhgmgqaﬁsb 30 transaction, if known. This

i nf orpat | woul vai |l abl e in respect of bank
t r AnsHEETA gﬁéupef%?%%ﬁ&@‘ exchanges and | arge cash
t r ansMetile Bise wilulhbwingyinteaggi ng i s di scussed in further

detaiJ_ i pat ent application nunbers
117 oﬂa“@%ﬁp("%g@ ?]gernunber HYNOO1US), 11/ 041, 609

SubPChRtrs W ReI, ) can e/ &%Qﬁ@é&a&}_@@ﬁfa@&l td%g'ém@ﬁsumer goods and
NCIBUgig 11/ O 649 cket *if]g dga

EETyeéaliter OA (;rtlﬂ]é'ﬁléc{ 1ehlu§ gt may ﬁhﬂ%& jo scatnﬁgd vag t Ccalﬁ?n@ht en a scanner

sodns whibte [t metifies allel cuirency sqpe@r aft teeindtedetils) tipycurredt €ute argigtime, and the scanner

location (if known). Optionally the scanner may also send the identity of the person making the cash

transaction, if known. This information would be available in respect of bank transactions, currency

exchanges and large cash transactions.

Currency tagging is discussed in further detail in copending patent application numbers 11/041,651 (Docket
number;: HYNOO1US), 11/041,609 (Docket number: HYNO002US), 11/041,652 (Docket number:
HYNO003US), 11/041,649 (Docket number: HYN004US) and 11/041,610 (Docket number: HYNOOSUS), the

contents of which are all incorporated herein by reference.
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WD 2007/ 012110 PCT/ AU2006/ 000994 -63- PHARMACEUTI CAL
TAGA NG Hyperl abel tags can be printed over the entire

waoaca1of the pharmaceuti cal packagi ng, or oPCH/ATZN08/000994

smal l er area of the packagi ng. A Hyperl abel
pharmaceutical tag contains the itenis product ID and
a serial nunber, to uniquely identify an individual
item The product IDidentifi-#8-the itenm s National
Drug Code (NDC) 5 number. The NDC nunber is allocated
PW/’&BWW%@H% by the FDA (U.S. Food and Drug
Adm ni stratjion) for drugs and hugﬁr /eifl q on a smaller
HREHPS D Rt U e BFUREER OF AEPGPEReNtS REERE 81
ateh f thapackugivig. ACHyHeddbel phroibdeaticalpagadatgits thDtepisaieodugs 2 Andgesserial number,
Gﬁ%@rlﬁ’eg Mn Inﬂﬁv‘?(fuﬂq{e{no @ﬁ’é préfulti 1B ien 1 rﬂeﬁg; Naﬁ&w Drug Code (NDC)

har maceuti ¢ E
ﬂwbea e %i]??ﬁé‘l‘“n% & "U‘%@Hd o AgBieterrp by £P1‘\§U Stroenand Qr%ﬁ%mmls’“am)
fbﬁdrug@tﬁﬁd)&ﬁlg-&ﬂw%d ittfds endpidényifictaheeprodikct @t mathiufvopirey. Alpenaliety the tag may
chl%]{aLb gnothg{])?odgé tc%ﬁa‘%?ctg%sé ﬁ%rvgp%% ol%l@{n?c%’(])g'ﬁ ?‘ét%cl}l I\?eu\t/}lgermg f(EAN) code, or EPC
fhis inf or mat i on by any scanner. The pharnmaceutical ID

may. al so use ccess det ai ch .as dosa

%‘8 m"‘ﬁtfl@ﬂn F%ﬁ CLﬁ taisfmr,ler ar',dlﬂj d: lIOé)FJ i fi?t%lﬁ g? &1 %em S pog number and
eppigGiaidt Allemstjvelg Grtat ammhdi @ tipby date mayrbe dantinedvarthsiphagmaceutical tag to allow
Jfﬁﬁl@ lrétnév fo@ Ii}ﬁ;a{rlfogﬂatlolp l)f‘glﬁl sngnngaﬂ%flﬁ%%egtlcgltl@) mgatﬁsla be used to access

armaceutical 1temis scanned its |location is
qe@ﬁso?uﬂléas doppge anf GEAPSERTO} HEGRARE Bie RigRctpas, pjegautions, contraindications,
pi@lut@ainigs, ietalldnfo@atidngplace af ieenas@uradts. owi ng anal ysi s and

i dentification of abnormal product novenents and

Rhdt 6ot 2 pharoficedselniteay § etanngdhiter lnmti@uts irecatded. Taigj lpcgtynginformation can be

c%ﬁ&fé@%f ® c&lﬁ'ﬂ daﬁ&iséj Hfwing AAFR € HedtRitdn oPERoGRLFKQIE Sovements and
one with inbullt scanner Net page pens

%ﬁ@?ﬂ&"%e&ﬁﬁtﬂggnac $HEREKI NG For the purpose of tracking

item val i ion the manufacturer, or other central
S%R%ﬁesca ers,canrrléiglﬁé ains a 25 database which tracks the
Ioeat¢8©lnreamjs status of all itens. Hyperl abel scanners
cap bgydwidduts Nto a variety of devices. Scanners nmay
be fixed or nobile. A fixed scanner has a pernmanent,
k ndwrMetile Bopoyiith IOUEIPE scanner has no fi xed
Iocatmqﬁgep%nﬁcanner may be on-line, i.e. have

dY ée ac ess to the central database, or it nmay be
off Ren ’ﬁ?fers may be specific to a particular
1%8 gt application, such as a currency counter, or

e a generic 30 Hyperlabel scanner. Hyperl abel

13)9 @E NHakpase @Yracﬁlﬁlg ehd ead egiditidn &le NRhuBAlrdr] orf JHRE LdnBA authority, maintains a

) | h PDA. A
(geﬁ?g‘gﬁicwqﬁﬁﬁi‘@gtﬁ’&% ?ﬁ“ﬁgpﬁﬁ eﬁopdgpg |O£1f ormati on on
5)% Ijlagelggyar%gtcad lgg%'mlt%o 9 pir%&tof !leplcgoééaﬁnélts n{aI/ 12 fix%h l)r mobile. A fixed scanner

has a permanent known location. A mobile scanner has no fixed location. A scanner may be on-line, i.e.

have immediate access to the central database, or it may be off-line.

Scanners may be specific to a particular product application, such as a currency counter, or may be a generic
Hyperlabel scanner. Hyperlabel scanners may be embedded in other multi-function devices, for example, a

mobile phone or PDA.

A central database maintains up-to-date information on valid object IDs, an object ID hotlist (for all suspect
object IDs), and a list of public keys corresponding to object IDs. The central server also maintains an object
scanning history to track an object’s movements. Each time an object is scanned, its timestamped location is

recorded. If known, the details of the object owner may also be recorded. This information may be known
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object I1Ds), and a list of public keys correspondi ng

to object IDs. The central server also maintains an
w@bjoemi211ecanni ng history to track an object' SPCT/AU2006/000994

novenents. Each tine an object is scanned, its

ti mestanped | ocation is 35 recorded. If known, the

details of the object owner nay al so be recorded. This

i nformati on may be known WO 2@§7/012110

PCT/ AU2006/ 000994 -64 particularly in the case of

phr&u@By fd RAASI Fliarde ARRACKInSOGonEe.§ a led @FHQEIthaASH from a bank. This object

s%ﬁ%%%% !Baéaf {fgg]a uiega) d}< ect 1llti]egasl|pfolallc§ ovemer:;}% g IeQagn Iiy ﬁl‘é ?feé’al import of a
phapmacentisaiplt egn dldoebei usddelg dpteqt prorneal of sugplcup:ﬁ @fqe}ﬁ:é @@yqn@gys which may be
ildicafR0r AORQ HBreHSAE t 0 detect abnormal or suspicious
product” novenents which nmay be indicative of product
IﬂéﬂlﬂB_fe&ﬁsf 1Bt tdbe sleh ft carbeGinatidiely ldédtownotjot IDehogistadnelr central server.
"J_J(hﬁ élo@' %nlts autpxgg{l%gly a&is?r bXtTrﬂ god &)ﬂ bgﬁgmgsnacgégiﬂﬁé: 1io) aﬁ) oH %é Lc§1§ne1@ Nand will be

IS aut omati cal
Adirdeadédgo el afiiios ﬁ(cmﬂerbe@:@hfé gexprdaiz dp Briseh g i SBWS Fi igmatically and
SN NRESinatNsla H\dg]&: hun®8r of 918K} mniaelgl it @ oBjedt isdh ﬁn-y| oth@eway suspect it can be
r_nex fhe stolen

agf g?‘{}g"‘rl}o@“ﬁ& EL"Btrﬁftf’tBSdf #%ﬁg%%%ﬁ’e ?erson Saﬁammgl Ss m nated to a
A&uo%%m? %QRQJ haé) 1§'1st291ltJ L(Jc&g t% the%'eﬁﬂai s%'erIEIMO allo(év cﬁ&kﬁ%bfeegéh ob ct i at the time of

can he h

ssonThte qbzest sgapﬁvmstqr@sﬁlﬁfa@s@ﬁf‘ e PR ﬁ%‘fegﬁ H‘eéla‘éﬁ’ﬁ ‘!Hift is scanned.
,l{nooeff ﬁ@ &agjhelr 'stglies )%g?c{/%?tust 8ta élilt?r%r}\]lpg aélfé %ﬁ&eb%ﬁject The object
stalDs d4ta intl@let valie IDodange dista AMOtjegt ID‘IfhélS’fohI}Uéhftkex b%ﬁm HPb] ect scanning history.
ﬂl};}ﬁﬁr&r aﬁl obj%ct ?sl ééﬂné&ﬂﬁtacfeﬁﬁs a@g reéo?d%d ﬁﬁﬁg db kt s&ﬁﬁlﬂgelﬁlst&@ The Bbject status data

1§ @qy&ing@deg QP@&%%EIFAIEE&&SFQ{? gle P]ché fc >1}ISE°8’ 1%1111908%%%0 the central server, each
tinlthedadnhed bondctsa scanned obj ect. The object st at us

data includes valid ID range |ists, an object

A otobilesfcanngr’ sp]g@th)rc camé)y prqvisied tog thel aml,lc%lgl} é%fhessﬁaélﬁ‘ﬁ’l ﬁ gt is GPS-equipped.
Kikefb@Vel) the sEadfel?s fobdiBn @R b@;k}b\ﬁ&tl by fhe Sbadnt@budghRhidt étcahmsnicates.

are recorded in the object scanning history. The

b}:@fple, 5t tAd HaBd-Kit s@anddy uses thel rabile@bahe detf orlrihetskranar’e kpcatigh can be provided
lisy the/ Ienrobl{e ph?ne &gvoﬂpi)rg&i&er Sﬁéf%ruré‘g nﬁhbﬁ of M)czitlgn ltlagﬂufaﬁgl@ga\la@dble One is

server each he scanner connec

5t whioh
oo GlobulaRsibiag. Pisients (AP, aﬁhlbéeqblfeé\f‘l GRtequigpedphgndset, which receives
[ﬁ)ﬁﬂ&:ﬂﬂfg%tghﬂﬁfr&y GP@ EateBRRITH I‘phonb fetivbrk kSowSRB-appforippe eation of the handset
@‘y&u{s rﬁegsghmg:ﬂ ndyefc( 1st I‘ Oaa%gn\?\%? | tg% geta}egrlelpﬁtg @a@ed%%é %qletwork tells the

conmmuni cat es.
tendsetpibish GPS satdilisestia nag .11h@s| R@Slg@lmqh@?tm&&s Asothep @c%gyb é{hlch does not require

fd Q&Iﬁ:e REHIVRP e uﬁﬂ%‘d %C@ﬁﬁiﬁ 'Tige b@RARhdeT Gaval HE TPOAY i THE etermines the

%ﬁ%)e?ft atlgguqur%g ha(nﬁﬁ I?l?@iﬁﬁ tréagg Ea%vn g[)i)nép-rap%rq&le ?img 1tatakes a wireless

HAsdetStsizdal @ eirhlsevReBiderton qugsu@ylgm éhqts( (B(l\@g)lstallﬁl] pt§he network’s cell sites.

T %&Hdge?l%ca%or@ 'ﬁe@&ﬁhl@t@mseja%ﬂ g @itffereﬂégé i Brit 2 ﬁﬁés\beﬁxe three (or more) signals.

positioning signals from GPS satellites. The phone

NetwendaTioRows t he approxi mate | ocation of the handset

(in this case the handset is also the scanner) from

fEdake obj@alesds acsipndturs. lfiwited Basse titin thetHyperlabdh éag ryeojpeyy hakes it impractical to

iﬁu?lllcie% f&lh&}ép ({gﬁagﬂg‘ gEna%My 1E9ta93§51§f3ﬁ119e| flagrh&% akeQiddBRted Rerdst Hultiple tags. A
a

posi tion l'atTons. Another technol ogy, which does
fler PG FEanss, ‘irﬁ@reaé%béémll“%e b‘bat'(‘ﬁi’s equi pped, is

k Ti | f erenc
'(tvg r?‘Pyn‘élFIta tggli ? 6{1 %I ‘ffhre é)fyg% glﬁ?%e)n gjs(‘ag-tibsfs upadded ideally with a
andomr mynger. t ¥he apaddibea fsi gpred bly ag cAufhenticatign tdpiebapq mge)iefl by object ID. The

uﬁ%ﬁ&a’tﬁ"n %tﬂb%ie@&@ be Bﬁﬁ%ﬁ%S/ the nﬁhﬂﬂ:ﬂﬁ‘er 1P it hf ?E@mﬁﬁgé& bk third-party trusted
Location Measurenent Units (LMJs) installed at the-

WS- s cell sites. The handset location is then
cal cul ated based on the differences in arrival tinmes
of the three (or nore) signals. AUTHENTI CATI ON
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30 Each object ID has a signhature. Limted space
within the Hyperlabel tag structure nmakes it

wo pgraciiical to include a full cryptographi c BCAERMIHO00994

in atag so signature fragnents are distributed across
multiple tags. A smaller random signature, or secret,

can be included in a tag. To avoid any vulnerability

due to the limted length of -Ae object 1D, the object

IDis padded, ideally with a random nunber. The

Egeh/dynerebplstas ¢onfeing 2 jsignatie Saamsalnd cagh T3ameph (04 g gdset of fragments) can be
VeREhe X olbion Odghiedt the bbject TIM&he Fburiudflienighaat stinlethat Abmge full length of

e naged. by, t.he ' .
O S e S e
VD 6Adopcha@e PEIUAU2006/ 000994 - 65 Each Hyperl abel tag
contains_a_ signhature fragnent, and each fra%n%nt glorb a, b
Fsappens tvergfication s (iegmeuh Heibeation, Frages my pe SSRjiclly pipbered: or may by
iagafied Hy thdrvoalhedsitnal Bordidae of deinrtag yodflo thheepsiitipn af theesignature across
Sk (I)usglﬁr%ioyg fromthe full length of the signature
rather an fromthe length of the fragnent, since a
N HR 5 6P AR henREBH b Al felforfn HAEHERIMNerifcati$iSdo frabvhdnt verification is always
randonl y choose to vercifu%{l. 5 Fr.agnigﬁt verification
ROES onFling AFFETH O 4 TRt PEFESTT ST B dgnent s may be
ERABLLGIE KPS R Loy by [ dentified by ihe

Wo-dI hens| onal coordi nate of their tag, nodul o the
BrfoP taﬂJcétﬁlgngJw i€ oBIDY Nehd e Bp AKE B8 Soquifed B cstlHGe dutblhtiRgion database.
of tags. te that a trusted authenticator can al ways
e ki rdikd bERRMNYubNeaivitd Sigiatutkey Doir isr gangm@ddt and the key pair is stored in the
i n.i.s alyays ossi bl e when on-1ine access
R

verificati
afugle%lcattlfnbéattaga & JieRed t is available. 10

FSTARSHONG ANTHENTLGATL QU RATABGSE Pri or to
allocating a new range of |IDs, Ssonme setup tasks are

requi red to g@adradiD falditched aut fheithdntiationaltathad, mbasdby object ID

For each range of |1Ds. a public-priyvate signature key

pair is ge'nerF‘HF"étﬂr“éﬁthf@ﬁE‘e@)?y tg?cfl\bl s stored in the

aut henticati ééﬂerﬁ@fli@;@t@&%y eflcHEI% @Biedd YD 4nldpidang@sind@ivateByh

object IDin the range the follow setup.is_,

required: “15torgaigRug @ PYEeRieAdR Y “gf’i‘iﬁé’yi"ﬁje“ ID, and/or store the
aut hent i cat i adiekniisde &6 eignatunckex Btte-baneraiod i the D, padding and private key

retrieve private _si.gnature key. obj ect 1D . generate

si gnat ure by™ WEP’)?E)‘ETaHJ{f BB Sé%{{upre%gzsa\ﬁlj&epﬁg?ﬂl&?s_lﬁlﬁg usi ng

’eril & ti? re!ﬁﬁr)éd for Ihg e?lﬁk%[@%sl{ﬁe?eférgthg G fidn BhaiAe must be established prior
a d obj e D, an h

abase | ndexe t 1D, or store the
o ard dithrgime of, pansing pfdhedygeilebilr e can be re- generated using
the I D, paddi ng and ivate key 20 encode the
%Cﬁﬁé‘fst‘j?sémélbs?‘ﬁgeg “Hﬁ‘frgﬁqeﬁﬂé‘g‘l"%gs in repeated fashion

Ihinedal % LS B RO Rl fiomdhe Hyper| abel tags

erefore e au I'cation dat abfase nmust be .
£ bRl 308 HcREd Rbice htfises ?ﬁbli_'éq(eyts@gat&rbsn?he_(htlﬂlenﬂéaltim debige 1¥lds a number of
the Hyperl abel s. Securj Jdssues are di scus%ed Ln.nore . .
BIBRAT. JBotRESe migpR N PO CIoRE VS BB OF detant, Vid  aisint onclne
AlafetHEphTh GATdnEMNnt2i5 ardbjeof D-foriwheh & bidshie ndriespmbdingrpulliskeycségnature.

utilises public-key signatures. The authentication
e \oifdine ashertication fhaisatire gignature is needed. The authentication device is swiped over the

Hyperlabel tagged surface and a number of tags are read. From this, the object ID is acquired, as well as a

number of signature fragments and their positions, The signature is then generated from these signature
fragments. The public key is looked up, from the scanning device using the object ID. The signature is then
decrypted using the public key, to give an object ID and padding. If the object ID obtained from the signature
matches the object ID in the Hyperlabel tag then the object is considered authentic.
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public keys. The device may, optionally, retrieve
addi tional public keys on denmand, via a transient

W@peo7ioma10 connecti on when it encounters an objBCI/AUD06/000994

for which it has no correspondi ng public key

signature. For off-line authentication, the entire

signature is needed. The authentication device is

swi ped over the Hyperlabel t&fged surface and a

nunber of tags are read. Fromthis, the object IDis

The offilincedthengicatiouathdthod sangglso BOusediorbiine, veth ﬂ?l“@‘ﬁﬁi ayfhgnticator playing the role of
Aih@esERt s and their positions. The signature is then
generated fromthese signature fragnents. The public

dseynd mslioakedadip AufHseneitiner scanni ng devi ce using the

object ID. The signature is then decrypted using the

Aoudptline avdeytication depiicpaisea i trodtjdersthenttipaton igivep il #vghenticity efiqa object. For on-

190 @ehtichtdn @ %?é HE&n be Artd: R@eqﬁiréar&aﬁ::ﬁﬁl aufﬁ&l’u@zﬁi@ﬁ Thé\@ithentication device
object IDin ect

f er | abel en

SE3h BF CRIFLE RS K0 B PR B0T9T 5 LF QBT RISHIED GOtgs ot lesst one
sigbBurd Hregnhf ankl iits @ogtioh Bt fragatrit mmnbeeusrmderatainfrm o ﬁygment position. The
Pﬁggﬂlla{%% t!ec{]ﬁlthel\{ﬁc%{cg} { hQidd ipstyedle BYLDENLTHe AbRE: 1B 8¥lalkE fragment, and

enticator. "ONLI'NE PUBLI C- KEY- BASED
%Wmﬂbemqs@ﬂtomt@ﬁeqﬁuﬁém‘éﬁ?rhent| cation device uses a
”l%nﬁjlflrzsg au%%{npa Oﬁntrécgig%s%h cﬁrel:rf Iye(s: ahes éﬁé%urh %‘ro]rtnltl? gu%ﬁex%cau%ﬁ] database by
dbjectdlD| Thistsihatirs s cepaied @dh the syppliefl Gpgreat, erddiet aubentipasian Tesﬂlfés reported to
Akhentication device scans the object and acquires
one or nore tags. Fromthis, the object IDis
@equi sreghT-BasepaithenagaadN | east one  signature fragnent
and its position. The fragnment nunber is generated
Alteomtivelyer iddaigmiin tif ayesionisigraturdéreecret iFinchided iateesh tagettageproup), then this

éﬁ'%@%ﬁé&@ﬁh%feﬂeﬁbe Lop &?9 oflide I@ééreg El:eesgﬁb 8Cd rsled al-llfﬁbﬁtlcator Database setup
object 1D gnat ur e

iPun e AP To R 6t B S et FEGE 4rh 1 GUESPL SR dered by
@jettent i cat or receives the data and retrieves t he

signature fromthe authentication database by gl

Tho) autheniicatian davise geees fhe objeripsad equivgs toRe Phiors (jisp| frewq this, e object ID is
d 5 AR ell 286 setn@ﬁTlﬁa%ﬁ}@i‘faﬂe GadtddQithdn@ &bk fs 1doSedru PR the 6igject ID. The object
the user. O\ L%’I}Ir% %1 aEASED AUTHENTI CATI ON

R pEEHEAET P S EPSRE y, if a random si gnature

ﬁ{j tr%s%ecd Et‘lenltlc?'atot Qgélx}égﬁl d'«it%mﬁ ?e‘ﬁﬁvés sgcQé:c ferﬂ Che gﬁtﬁéﬁgéatlor; cﬂﬁpase by object

e ver| erence to a_cop
DR eamtconpEessth B aupplipdgecret art terrudienifEine reeéttwpoﬂed to the user.
Dat abase setu t he l.udes allocati ng a.secre 5
ErPash; uhenticaing oy E‘? PG 17 COPHYRV R P Ihent FEIF A Sisel Anentication. s
diatsaddasmore dm{lcahcard by object ID. The authenti catl on
devi ce scans the object and acquires one or nore tags.
IFHOBVﬁTtSﬁWINQW@R@H}Oé@t IDis acquired, as well as t he
secret. The approprijate tr te henti cat or
] Sthatol)

]TchBlRtthgalﬁﬁg Bg,a rﬁtﬁléer &1 llév.gzitedl i B stor%@)elia[sr zsfﬁ%f a Hyperlabel tagged
[Batiticle t&y datasesait td the detvize temgusztl@ﬁ{) Fhetshrmiot femznab sendsTheetransaction data to the
srtcLéJ ?&v%rdﬁ’BZ l’kthP ?ta‘te | t Qdhad tﬁl@ @5’[5/ eaﬁ)né Hfn fﬂ@?e@aﬂa’nﬂtaﬁse Iortheeﬁ'iﬁﬁfacturer server

e sec rom-t eaut henti'cati on agﬁ ase g/ gj h biect ID. O
(C Ther Hyrsriabelspras knows cwieh BV RKRCr Frriehi8 ST Hsimeaessa Epahe object ID. On
B8t bh e anpul) @R trhadthdnoet se@&UduthertiBatdseostje@d if e uﬂaslfusmr is the trusted

ﬁrﬁi%atltorb‘gﬁ matl\?algrttﬁ]eelgg %ﬁ%ﬁrgrosgrv&%tai%g%haucﬁﬁ%n i Memﬁdngé}ver to verify

entication I s
thé gljept did ¢gnd ﬁlgrmfee(qje{‘lw quthgpjisqfien server sends the authentication result back to the

manufacturer server (E). The manufacturer server checks the status of the object ID (against its valid ID lists
and hotlist), and sends the response to the store server (F), which in turn send the result back the store service

terminal (G). The store server could also communicate with the relevant authentication server directly.
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25 PRODUCT SCANNI NG | NTERACTI ONS Product Scanning at a
retailer is illustrated in Figure 44. \Wen a store

wo@p®ralare scans a Hyperl abel tagged product tPET/AEZ06/000994

data is sent to the service termnal (A). The service

term nal sends the transaction data to the store

server (B). The store server sends this data, along

with the retailer details, to®he manufacturer server

(C). The Hyperlabel server knows which manufacturer

The injeggctionodetsd fief onflioe predisiaggenning af ¢ winlerHe shopp EcKisyhs. @pe store operator
s&fds 1he ﬁ%eﬁ&beﬂﬁgg%&ﬁodhﬁpmﬁe scdnik® séraué ﬁ:@ﬁnblﬁ@&n&ﬁg ¥4 to the service terminal.
,@ut henti cates t act u

]
L B AR b WAL Gl b e
sper soer tpa s@dsthd legiesi at w termanofadtiyer Sermrhé)‘rﬂhlperélrmwﬂls@mi@n (either itself

dr Qia M Bfida ity AufiEntieRb € Slvel) PhPR R mShdd AR HER stktkd. ThelBPonse is then sent back to
aut hentl cation server sends the authentication result

tBeéE“ke SF"(‘iert o on i OPAR TS tglg’Wler (E). The manufacturer
ac KB ?e%lﬁ Sor o?tel g%%%%? scg%n)m depdllgr i s}loQP] gr?ﬂlg\hy 4. ’I'hé Store operator

I'sts
sms thh Hymléheléa%@m@iuct(?‘ye scapif @ndsﬂlw seanpan I3 @ dpedpia g?t@ gyjtiple tags to the

LK teinhiful, %@Jeﬁnc% QhMing) GendsXBis HAL, moﬁtaxlvlth(t@ termilAEIDSh®$cthner location, to the

server al so i cat the rel

S FEie ORGP S8 Ut PPPECETUR YeoBTo) i SFaed io Secton 342, and

JeETHiALBR 08O GRS througl i7s chbhed hettisralid phest Hrlistsi andfpulplic key list. The store

s%er rbd3Rs B QQH Gltaif GRM iR G a1¥bjedt skabiad hifbry. The S4IPVML it then sent back to the

gure 45, store operator scans trﬁe Hyper | abel

%Pa@t@resawms . The scanner sends the scanner |ID and

A%.n gtern%v for offtl he rS u{:tVsI Ceer t0 V‘ﬁll@IJe 'thte s<-:r er §searh\ﬂldcl%1dr st 5alone scanner. In
e M nar sends ThIs term nal 11

thip dase tha reackied Fltﬂ@attcﬂw d@"@ ig ﬁ@eds w@lrne thg spapiey itseifhand thg spnaer performs the

\%ﬁd‘aﬁﬁ{ mtEIlﬂﬁB ﬁﬁrbgﬁct tscfﬂtﬁnu(gﬁﬁﬂﬁﬁ}s {s 2R cdciedtwitgin rﬂf&@bhﬁlﬁw thlﬁ(El[cally the scanner

caPneg}is tg tlg qutﬁalrdap lbag?, fqg}\ ngb‘?ﬁ%bﬁetcp tg%nt%%% klgtg ( a0 e I‘ Iioatzif thseqatest public key list,
dhizttdP ipthise sndtvialed IDpnge tist-Shhig conpectiFhvaayrbe spomatie (and invikiblp to the user), or may
6Nt 8¢ Moo Ly, £k Q}@ ?_1% QfHen R LMk is FEd AR dbRink BiRicABRFRE OF

service term nal he interaction detail for off-l1ine
R6REtUEHNISE AINL ﬁ@pa@é ped of B tlALer readsr iS ilwtratet ih Fipget7e When a user scans a
%siper(lfgel Qagg eeem;x?%hg%leélf ns%géc’ ge‘::nh }_%)ggi:s] ﬁ%l? ?o tBE ﬁ&%@g Systegl from the user’s
fefoeanpery it theyhseal tvayy 60t B0 sopfen predphrpthes thep Flf?raﬁfa‘fﬂth lfrH’é pen can be placed in a

&Y e, T8¢ 1Wﬁlilly5aaﬁi§i§hof b, Makdh be &{wihlfb@ bWkabpingd k& <scan> button printed
t erm nal anner. | ocati on

(§1&,n\7tg?.ge ﬁ*ﬁg‘a%vfl&tﬁ & RER £, é’lflv it Beré eobrutrtr%n 8?1%11 wﬁen%el(c?i down during a tap or
sviptehrelfsttheqran fodmat thesntetection iskrendodngt s@e eathienthanza Wm@ﬂ mﬁrﬂétlon The tag data is

&ﬁ&mﬁeﬁ] fHﬁISths B&l tQQHeafsEr slsr%ﬁ)%éésl%agehsrtéﬁ%hg Prhk B&p&@@ﬂ@ Gtatlon may be the user’s
I STS

I st, val
RS BB} & P 0y BT G PR BT BB RIS PR Tt s rlaed to i
Hypereabél adrved 0B )eod therc@ninimagufiviusd saryer (Chlirethe eswgovas.cOn scetphefithe input, the

r§' 1dctl9§}%l§'v& g¥tﬁéﬁgca ?EF Blﬁgcpff e ?Ifaﬂdf&:ﬁne& S ‘L'lrl]l?[Ld au{ﬁghtlcator Altematlvely the

ernative roduct scanner occurs

OBlS G R PRSCS et (0 RAPTITET AR ST YL R Epiect [ end signatre ()
T dubbbBic@Rs GevdiesefBCMe duthtitibgiod iradt baR idah@ masufgtues escrver (E). The
T%lutgctlprert sgreegf’ g%gsnt% té‘.{;lsno%l l{e obﬁ%qu (%%m% gt? O%g?g%gl%% flrﬁrh%ﬁlst) and sends the
thiparse foythd Bypailabel sersigrHEH Th %meﬂab@lﬁgrvgczﬁrpﬁ@ pf the netpage system, can know the

1E)éﬂf1’dy@ﬁ’d GRcbsYorf 1 Qise5.CIAB H@}EerlaKéDJéﬁ/&C\tqﬁ rdl&y tﬁJhﬁanﬁﬁ&ﬁrélﬁﬂerver s response to the

Eﬁnﬂlbl%}lggg) ?f%%%é?wgglt% dgyi ethaskagg}*oqria'gtfg %e 8&) n?¥¢bpen%as LEDs then the

lﬁwtslﬂalb@tserm chnged p domltl)nd m’gaelwriss;en to Tight the mrmem LEINS) Gl

be automatic (and invisible to the user), or may be
initiated by the user, for exanple, when the scanner

is placed in a docking station/charger. 20 Product

scanning with a netpage pen or Hyperl abel reader is
illustrated in Figure 47. Wien a user scans a

Hyper| abel tagged itemw th their netpage pen, the

input is sent to the netpage System fromthe user's

:jl)
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net page pen, in the usual way (A). To scan a product

rather than interact with it, the pen can be placed in
w@2o003peni@l node. This is typically a one-shotP@DaAB2006/000994

and can be initiated by tapping on a <scan> button

printed on a netpage. Alternatively, the pen can have

a user-operabl e button, which, when held down during a

tap or 25 swipe, tells the pef8to treat the

interaction as a product scan rather than a nornal .

Tihe ingeragiidnidetail forsranning ovith 4 peipdee pentiy hawmintFigsrs 48y Bimetprge praslicks on the

ertaﬂa@ taglg%@ pro&uct) ?ﬁeﬁféﬁ%e l@&ﬁs@ncfé 1@ bpéraf, .the PaRIude ta@ agearkd@®en’s location to

at I ﬁéer bl? I];Pé rpelh g? E ar&g algg i aésomatgc{] mj;l ¢ (s)cra éi I:?.)ﬁerkagel server may

c'reatp atnew s:arme1 reppeldorttiee peiy @r miyysethe pdodP as@srcm@pr Tpgyhe &piperlabel server sends

ﬂ]iehﬁgnngnlﬂ Qagr@ﬁufnﬁcstc%&r lo&EdnY &F ktfo%) foNnd BenvdR R} sémy which performs
recel

t he  manuf act serve

sibeticnor ButeEieAE B P G et o G et s, Th
réspaiSd i therbuahitbaxik td thakyperlablsérear,rmad ontethy usehiedeBPlt Web browsing device.
manuf acturer server passes the data on to the
%QW&&@HMW@@W@@BJE@WLW the object ID and

gsﬁature . The authentication server seﬂq%s the _. Ds. and

eRibi E%esﬁnza ind dggkipes Bjesk mogelt R AGECEYRCER el By gpicct IDs. an

s(gEz)turesTh@ure sENstrasiemenaggeay & ogheieie dof thesesbjadius of t he
object ID (against its valid IDlists and hotlist),
fertiovwen diguteH8, a Hepsylabplstes ¢omptideea kg e clse!] IDs@@xﬂ@Pen{l@Pl position and a

s@ﬁmw&%{eh@ﬂ%ltaﬁﬁfe%ﬁfca&%eﬁﬁr this 8% tdchga B&M%e&y& wBdMer the tag is on
can _know t he i dent i ]tn¥ and devi ges of ?); Eu
C Sl na C

Wfféql Fya%%ti 0 Jg&trS{.} as &;c en?yerrogyorta a‘??%‘“‘ﬁ‘ﬂ}'f“%{ (?foljli; ke S AR, ﬁraément has an
dpé@pTageent muntblrevhdh idestifics e flzone’s p@je mﬁnnmulbadmmen g

device (H) as appropriate. If the user's netpage pen
Aradsspipgebpisenprogist’s Fjgye e e may B9 ¢e8h axchaipedd fipd f unique object ID. The
QRO Bkoduet doh@(BF@ﬁfs ofie AR FirlgQtahdafiitbr afnhtema]p ArOifei 1Bt tgpically consists of a

KEBLSh, £y V200 QLLIG BEHLAZ00/ G0008A. 58 sri

or scanni
ilentifdy @\warti¢utar Bstgnee ef ﬂng claﬁsh@ mpcb‘a@,gl Hy@hcteqelinc”ﬁg p@ﬁuo@ 1n turn typically

dNREoF QQ%ufaEﬁﬁgﬁ&bs}raﬂﬂyﬁbductm% Rebe aﬂle b@ﬁlfhoﬁﬁi pidguct 108s the EAN.UCC

d, th t I
et e QidRng b P FeRl e ErB s oo 5o
élulrrrer?cg% tesaa§es 1 tl%cfbg aVHO eriD a'l“h% GEE A5 Lom Ellé@ é\w B&L lmﬁtl%lerlal number. The note

new scanner recor
B 1<il¢atyﬁe§|§'le typmf CREAACH me aentEy fdsvenibe nqtqjlenqrﬁéatlpg; ;BbérnP% B¢ (front or back)
8 M8 cuS@BHG i INBEEH MRke dr@;wotna@ [0BfoRgactapHfsiQL Baik @dte - one for each

f £ whi ch
25 b e i AR ot R P bl 87 VT o i vl
ﬁ%&a&uﬁéﬁ%&%%eﬁ%ﬁ Ib9g ﬁ‘a?l{l%g.Ll):al . df @zhl? rﬂf@ pﬂﬁﬁm&eﬁﬁalqgl vA€ be an EPC. A

res ons en_sen

ﬂlprg*@fqutéﬂglép censisty @ pr%%; 1B ﬁl%dél sp}?énqx}@gr Th§ pa)g?cém 131 t%igplcally consists of a
ReneR& B GulBY brkie. prodﬁEQthﬂ?ﬁbeﬂ’MeN&M@rdﬁ%ﬂKfoNﬁha%&Mﬁl products is

M‘%ﬁnzﬁ- B %%ﬁe @DEV clg%% nr?l aﬁt‘ﬂﬁiusigltea%}ﬂ 9}8%@&% ﬂ?&dﬂmlmstratlon The

fevolVes &roun g
@ﬁ@ﬁ@ﬂﬂa@@claﬁld@ﬁgﬁ@lwowmﬁgﬂrp tes the managenent and

organi satjon of these objects. As shown in o
Qhigsy Béwpé}s%|°Wfleaﬁﬂpcaeﬁﬁ$%f%gét§maflafsafbagf%lé shogj iy Eiggff 6‘5 . fhis'is descrbed in
oo ddhilndevsi onal position and a signature fragment.

The tag type indicates whether this is a tag on a

Bro@viset Soipieg Histoorclaghdideraer is shewn inditisuresS4ofn objecshsi ey gject scanning history,

TedoREneOh oA 8 sc%&@céﬁ a@otﬁé&f i8R CYjeft Qba8ne@leveht comprlses the scanner ID, the
%har maceut i cal nat ur

Etafl%wa‘f ofixl?eé thﬁ QWB% Fta%e}t g’ﬁ tlfl’la 8§t{1f [a §nd[q£ﬁe locafcion orf1 the scanner at the

tintieatn@biet véas e Thi difichstanlyanal bé Validisglvatoawmeerfeil Sisprgted, ete. I known, the
ST o 1CTe W ToTo) R RpQduct' s unique itemID nmay be

(%geen as aaul g?‘%ﬁ r&]g of uni que object ID. The

El ectronic Product Code (EPC) is one energing standard

for an itemID. An itemID typically consists of a

product 1D and a serial nunber. The product ID

identifies a class of product, while the serial nunber
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identifies a particular instance of that class, i.e.
an individual product item The product IDin turn
wo yprosdihy consists of a manufacturer nunmber BETAH2006/000994
product cl ass nunber. The best-known product IDis the
EAN. UCC 20 Universal Product Code (UPC) and its
variants. The Item|ID class diagramis shown in Figure
50. Currency notes are identif9ed by a note ID. The
note I D conprises note data and a serial nunber. The
Ancteer hdatsiquedemter i), e getwerk addyse ower Bfprmatiqegnd asis (e.g. on-line, off-line).

EYeitfh 2 SBiléGcantcl GyhBRUGaha AP AR 0 ﬂxedtsﬁﬁneﬂ @h6se $dcat@n is known
ront or back) and other curren

ax}drf;p{)ﬁ;%tlxl SEARMeT P TSt czlt% CRERrisng % l(fcgt%on detalﬁs ancha tlmestarnp A scanner
nbﬁﬂ"‘a Iﬁ@ﬁg‘é pen, rwich cise igadive asocied ofith & hetpape Fenreeerd ﬁb’ft sganner in off-line, it
El? Lt@caﬁxﬁgslﬁst&gl aagcf @i fpﬁon§lﬂps\ﬁﬂe Y ﬂleé B8, Dvelid BPrange list and an

a

rrracetlcas are”identi gw har naceuti cal 1D.
obugcpwmﬂ}sweqﬁeanpﬂa slpsrdiage }Sél%ﬂwnrﬁl g ?5 be an EPC. A

T 621%% agti?flértn%rg er c‘eﬁtéa ou:ﬂga tIFaHil Sns a rpu{ngg%96§;écpllﬁﬁﬁ L?sts each with a unique
ligGD.shé ths tié theist prasriask md@tedr Bach hefrisfecomprtses adlsquf B¥§PREt objertd Ry comprising
ﬂ{@%[}’@& D, d}tp %mb%%&us &Géﬁ%d@[;&@lﬂfﬁt stbibh, €@ adh@enmioaationC @he Object ID Hot

pro uct's i's . the National Drug Code (NDC), all ocated
Lishelasadipgran & hore 8 Figle US Food and Dr ug

’fﬁg IT%I{]?%St rera t01l ner ce-rmzﬁ glﬂfl?% %&M& Ja ﬁ%f ‘!an ﬁi ﬂﬁ‘g%s @'ﬁ(ﬁ\%ﬂ%bject ID range

gure scripti on,
i s bsomprieoyeigicH OB 161 HSSHIER 3 S 13 figshaydh time the cnry
wab SPdhed. 5@&VaﬁmII§Rdn§e 148 51645 idag@m fisihoviik Elglﬁieﬂal | above.
The (Obj ect Scanning Hi story class diagramis shown in
The gliugactadr, oABthalpreat autharsty anaiodipsecpubcleen fistn Ghefiublicdiey list consists of a
nr e‘geg‘)r énr&g:s ?ﬁ&gylﬁ% n@ ke%rcﬂpp%%esﬁ Yiectiids. Qi%l?%thd oﬁ@c@ > range entry

scanne rises the scanner E ﬁ%f 0 q
cermEres BRI e ﬂeerfeéms S e S K B P e IR or the renge,an
tﬁellﬁbltclkBSeapﬁlﬁcaﬁlhﬁ 508 abject BN titehiver ogat The Rutdik Kbhidstshsniipgram is shown in

Ige 35 tinme the object was scanned. The obj ect
s may be vaI id, stolen, counterfeit suspected,

e%t e ay bl FerfodRl 6 ttheqm%cnggrt &l tySa tBypadtl %ﬁsteﬂ@mthentlcator A
Gl By b e R 28 e Aggooe/ 0009

t%lét%@ﬁnt]ﬁ%@‘ has E\Hﬁ}ltbﬁ‘}gcag’&% Agpe go etaéls rﬁ%? ﬁutlgat Gcatorﬁlolds a list of public-
pﬁmelfey pdiifs Ce ik so citedawith ode Gtnatel® réngesgThipima lift piobject ID ranges (identified by
start amﬁI hd 'ghdstﬁgmgggoﬂdﬁlgghﬁlg&)fll Xeé?ﬂ@t'mle %eysﬁ'cﬁnﬂq{usted authenticator also

ocC a scanner
ho@@ amt @ﬁseprgt sygqgwﬁs axgr?dlstcﬁ ﬂ\’glfhﬁ llf?y &g&a@r@% l]f?ﬁvélrpuﬂg Sl‘(e\émgnature identifies the

a@tU£1 rs@ﬂ&turl: @ﬁiﬁirlt&rhaddiﬁgrméd ®i gegerettehae |sigazatré. Gachdketreti signatarm@nd public-key
stgg%t%re 15 assocn%:d bB/ olg)_]e&l ' Gin % [Egé{ ﬁc@ e tl"ﬁﬁ&?AlRl?eﬂmcaﬂopclé@@Hl%m is shown

associ a net page Pen record
ihFiggre §sanner in off-line, it 5 wi Il keep an object

scanni ng history, and will optionally store a public
AZBYICBTIONS g valid ID range list and an object ID
Iggllbl?-%}téor%ﬁg%hgcg—? F{)el %6sacsarsf %usggv(/ﬁ’lm Ija%le %P(%P!Qt Iu{&luﬁing UdrSexample, items

Fer er cen

afmiamtfecius pharmasertionl iterhs. CIjearynofeR) chigesy e or @8’6 ﬁar% fefleempable tickets,

JORdnE EcougohsS lottbiP ticRd ids® viih BBketsN@ ilidn&ey cwaﬁoﬂ d@6dments, such as a driver’s
updat ed. Each ot list conprises a list of suspect

185‘}5%*0(1"‘1%@ ‘conprising the object ID date, tinme,

status (suspected counterfeit, stolen, etc.) and other

Thefideniittindnclud kiledShjne of an Beqtonic Proguct Cede (BP@ss Nafona) Dsg Code (NDC)

Husib& P WRall imbdr @H1E Ehaﬁ@aceu?bh@ 1t5mrhl'kfu§&fcyl B&é' attriBﬁte @Icﬁl @f a value or the like, a

central author iI.st. of va

G B LA B T PR YRS P o R g s exoiy
denplimses the start object ID and end object ID (the

valid ID range) and the tine the entry was updat ed.

The Valid ID Range List class diagramis shown in
Fi gure 57.
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The manufacturer, or other central authority,
mai ntains a public key list. The public key I|ist
w@ov3diosxiso of a 15 nunber of entries identifyiPOI/ALZ06/000994

public key for a range of bject IDs. Each valid
object IDrange entry conprises the update tinme for
the entry, the start object ID for the range, the end
object ID for the range, and-78he public key
applicable to each object IDin the given range. The
A@M@MMGHKEVBEMQmB@IaSS diagran1is shown in Figure 58.

ect authentication ma per f qr ned . ,
thljfﬁﬂDaQ?PEﬁl g:frcodﬁrthaé?re é)ftfnn%/ Iiﬁ&ﬂtptg Iretag dltlertﬂéatbgldlamage and a direct ‘line-of-sight
ré'llkiiidﬂﬁﬁttﬂealad 0F scakhing? Eptitally Sdadethleabit neisbleciafroed MHypsriahel tags, are printed all
0‘?}&{%en% iagga c[lonhol?’a H)%Er? aﬁcﬂ }@%ﬁ@él ?S suépohrlﬁ{ec‘ Bfes%ht omnidirectional reading.

tor | C- rivate
Ip ailagtise, thesperebdoeidsin lééesaanf%wd??é tbf‘r s feld o @te‘)éast two substantially
O;EHUgSnal dire@hohd $itis Rfps OB k@ tolaldid @BIERS:s (vhictemiy dodue it a hynd isthblgling an item.

the corr e
BBk BRSPS Mo it
Antics adartdgs bf Myfperbdly @br micoieals thaetBgy agendotdrufivegt the fustomer as they do not
uQe vki)51blecl &Fséac% 908 iﬂ%o?rﬁ thlE@ 9& régﬁliptlsd i o}ﬁy Xne%écQS}?Jf Y 'Ia@el

tdentit the ctual signature and/or the paddi ng

Hyseldbeﬂ eegertheredtre easihie loshte gary torread, aEd eriable eceyrale al%qntjﬁtaﬁtcﬂm@g
and gubllc key 25 signature is assocjated hy ob%ect
Hiperigbels a{pﬂpsq Hr@m@g}]ogﬂaan Eﬁ%tagsrsp}gett% rmlquqlglﬁ-lof %%1(. @F e&c}xn&zs”ghls means that
it Qe ATiduR 6N Bmerd }Ei/egthﬁﬁpﬁ&ct sairiRtd CATFEhSion withant their knowledge.
I—Fyger?g r eé:vﬁ tx:ues o terrs] %Eth gm?f H’lg{ f%%?o#ectt rlga%?ebe used with a

ng, itens of

ﬁ‘ﬁﬁﬁﬂA@éﬁkﬁﬁTERWE%@’%ﬁSca' i tems, currency notes,
eques, credit or debit cards, redeenable tickets, 30

A Qitgbek Snd Glﬁdﬂi@ Q8fure bfOHpETayel &dch‘dﬁ&@ﬁ isi th Hgperlabaisprovide the opportunity to
?gr\}%%k%%mg {a’?e&s a3 mterac¥1v ‘%&Fegs pggs 8 &hﬁ@ HIL% it ?ogs(flﬁe fir a@vhole new range of

ses or
nrqvidtlinked aztstotnetasxmceﬁm‘ebeoﬁtrOéweCEPYé@tnhW@utPPldw%flty Co d e
\ﬂ’l'r:eile)(& éital %Fll\@ste Ibg&lﬁlgs \R‘&éé greegio gdu@t[\é%}ucs D BD Sdded B 1§b%fs it@Indicate interactive

rmaceutical i1te a currency
3{‘-fﬁaft gl Biﬂnét%l.?éwn?ﬁ tey Wijtg oy dickypsing m’é\lefpﬁgg @en- 4 dl%tﬂlé\&ﬁpége pen can identify the
B BokitiBHAdne 160el, GndCeRAblb ﬂtnk Itd feukteblisiad het@ezn tha frdortnytjpe on the label, and a Web
pélgesolfll ansgrvgnﬁ} II\{ t'cl%?p@lil codffee t usé Y ?Eﬁ é&iei%ﬂgasgﬁll}%eﬂabel Server through a
qa@"‘)’“l‘\@@@@@ gD @GQupbile ppgne OAW}RWAGES OF HYPERLABEL
Iglf\ﬁtgggg tpgrpt{o ngéfil!lct bl &odRs cLsQﬁIers%ﬁlper)fffEr@@adaitlfnfal ﬁfbhﬁaub@on drug use,

damage and a direct |ine-of-si "
rrsbsqqmi rdviFe AR PHEE é‘&er?céi?nsé’&t%{??ﬁldﬂ’és Trspls s 1rgViqedn GRRS “-‘/ or customers
1B tistenidt SitldipRtion lunfewalhgdndﬂypembm@hotlbmg@ particigtein Web gt sessions, or to

r?flﬁive QY gseré 1%% ;%go%ggdeé 6%1?)? glrst%ﬁl%gd l%gled %Il F}l@toﬂg gdﬁgs lécgitllﬁsla health data, or by

, I ne- I di recti onal
wadiiapgg.of Godurt sprphicohaie data ughes phpgraphicderationr eader s

I%’f) agé’fsetgeréf&e ek ﬂo&%lest&acﬁy}ﬂlﬁﬁagehtﬁhl%dﬁﬂn?% &lend @88k of pAUuct labels and
subst ant 1 al %)Faﬁort Ogona I.rectlons

REREI {5 T8 GREHO ST OO MRS PFers T Hyperlabes

thécuhﬁ)hdﬂ caalbedie hil @fagral phily phaltel paddedt suppig shainl #10 supplychqirodaatcen be integrated
& I M efficiency and
P RRGhag) b h Cl) AR Bt AR ey eficency

lwahﬁéﬁﬁgﬂﬁ%w@ﬁﬁﬁ“ﬁﬁ@y are unobtrusive to the custoner

as they do not wuse visible |abel space, and tag

information is not restricted to only one section of a

HERRRLABEY. TAGRENGORING bYXOUF BATAer ef ore easy to

| ocate, easy to read, and enable accurate autonmatic

scanni ng.

)=
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Hyper | abel s are | ess prom scuous than RFID tags since
they require line-of-sight for reading. This neans

wWo bat/o12110 Wi 11 be difficult for custoners to hROUBAUN®G000994

product scanned for information w thout their
know edge. Hyperl abels provide custoners with the
nmeans to protect their privacy. HYPERLABELS AS
| NTERACTI VE WEB PAGES 15 A dirdiinctive and uni que
feature of Hyperlabel technology is that Hyperlabels
‘pHonerletel tabaed e earies pyrontauowd AS PGP Reelaad)i tray Thepretypically encode the
p'rd’@lﬁ& et biGie iddIBieN@E ST C) andafiGhall st SurBBK S vidll aP @ Sl ddh@sional coordinate
8r a whol e new range of product-1inked custoner
Tvices to be introduced by the pharnaceutica
|ndustry Vhen di gital pen use becones mﬁdespread
‘yroduct hICS can be added, t ‘AE ta |nd&§ et
FRES PP B P TEOREERe A Vi SRSE e e SRR Eng, T devge teterpres,
aofthdt Cﬂlermplmg and Nigttqd.alpenc [peckagivk dipgrdtcall uilet palgele peresaim sequence. For
xgﬁ tpfic)l’(%éerﬁa h1gsoméy ¥>e %ﬁﬁtéé blpg WHB- f?d hé@&!iphlcaﬂgss e@ﬁﬁl tﬁtcﬂ and expiry

I'i'shed between the information on th

ipfgmgation isdigtally w&sd pQyECiipishedpakogsusing e REBaY A FEn

connects the custoner to an Internet-based Hyperl abe

Server through a conpanion device such as a nobile

imesielel daes ee:h%mr@red digitelygrsing Rbpqgepgetigiarprintst iplaped eifper before or after the
ddlolitprdshr €hd I@b&label Gigitdl ﬁli?[&)ﬁﬁru&éirdalhﬁlh&fafl\dﬁ‘nﬁd pautlicbad as@psatibed earlier, or any
|nforna¥|on on

f a_ran fomme{c1a11y-avaﬁ1abklesias%r a%nd uﬁgﬂie‘? I%Qgea%ds\&hca% Jic dHP IInd 6;0 Xaar, Xeikon,

DOtE eractions s. It cou

f}gf@dpmevldw e pMireie Al etoy Thediyperlabel é grinter man b wep-fHd of @pet-fed according
& B 1iRas Whied iPekdden i n new drug trials, to enter

pronDtions, to participate in Wb chat sessions, or to
receive free' sanples. Wb pages can be custom sed

ﬁl@ﬁ@ﬁon%hﬂgllfﬁﬁt@rrﬁﬁfst lﬁrsﬁ'fchrbxﬁéid Wit® @h@'colalfr 9@ssh€ adstirB red@ration Ee*tween printed

n data s
%%)B]@Sf @ﬂﬁ%&%@@gg is C%J’ﬁ af leg{gfg?fgp%eg?oggd?egns of 8xamPp o b5 Renerating an
qros@icigeal firothe ¢otver Elh;& med withl th¢ priftisg efyan frepressione prg feeding that signal
tU ﬁl@ H%erl@cfeﬂgfdﬁ; Alté}pd@l{’é)g &%kﬁfﬁl’tep gmtoﬁtlchlﬂqe@é %ﬁnt&f Rndais produced

trength, and to est c oser | i nks
wsetcelﬁ@rpgess B Qmeties yie 5%@%%9 3 C““eSSO”‘?lﬁéOlB‘E@feﬁsner
can becone an integral part of the product supply
chai n, and supply chain data can be integrated w
T SHEpRRabel it o8 BhisrelYa ARRESIRSIRY  pRehRgnis ‘? iR aihe l’f&lﬁ‘frepress and fine
ShachibigieS cah Be dchiped Veméahieingihe halal regiftfatian aeliewd aiddecoldidy @ borresponding

eSSBSl AT ESRARETOB, e v

mepguremephy/ope ekeaties? Whilti§eprclaging dcwll dmthe fos of WelheftshirtiBEfe, or after being
ﬁﬁl&ﬁi‘ aﬂfhed‘ﬁ! Be 'b}o&be}[eni ﬁgﬁe forkie 6ele dcydotidmal thy r@iﬁ@ﬁdﬁoﬂtﬁ@roduct graphics

m
gth!] rfaélrre %og ﬁ)g?la]:él gnl(ag%ucmls as mernilong({ ab()ve f theglF> tr%a case geﬁlstiratlon of the product

ns
grapbicdis Addrmineddyividtue 8 the m@m\l}@l Rg@kaggm;;sg]g abpg thg liqugThls may be intrinsic in the

&35199&%@& 3f BayUnRfle 5 Bhddfderelis: €0 deRBiSaagddelthp agk aBiettBn of the Hyperlabel

i ncl udi ng gravure, ress, offset, flexographic,
t%ﬁﬁ“ﬂ?ﬁ??ﬂ%mﬁég wﬁ &gg %& i s produced using nultiple
processes in sequence For exanple package graphlcs

may be printed. on web-fed fl e o r aphi ¢

B8 iRt Py PP G b T o G OB GEH Erabe!prine) vt
Dyperabe sEghwihithninede dcqptiokaged lage bgp- dlmmlpnaﬁrmoidlrmg sprce and no explicit item
lh&khﬁe‘%} Aﬁ%ﬂlgg%g%k@ghqﬂe {o?oqlsp@s@yeaa{e ltf;,; § gécﬁ&mglvan el diffrent rang of

ita rinter her befo
coprafitsohesefan bRt Biogibed PN FERH Y Br NEpige feEfe dsabase (andor
R6lElct QRataltid) b BingCaaddeibibd Witls €he dtelvbaid @t it idetittfieadvies a Hyperlabel tag on a
descri bed earlier, or any




10

15

20

25

30

35

of a range of commercially-available | aser and inkjet
pri ntheads such as from HP I ndi go, Xaar, Xeikon,

wo\gdoaodate i x, Videodet, Mark Andy, etc. The Hyper/Aabmwb/000994

digital printer can be web-fed or sheet-fed according

to the line to which it is added. 15 The add-on

digital printer nust be synchronised with the col our

press to ensure registration-gétween printed graphics

and Hyperlabel tags. This can be achieved by

pe@mke At darraibseqanentlygeads itsrcoqdipaigptae bbvanglefﬂfé\n@tail pigm dfgntifier by querying the
%%&O&k&pﬁhﬂﬁﬁhmbn t he col our press synchroni sed
th the printing of an inpression, and feeding that

signal to the Hyperlabel printer. Alternatively, the

AHY B%[ ﬁrﬁiﬁﬁid dat berhtdﬁiftedQ@ m@ﬂ;tﬂ @dul:t}gragﬁﬁﬁﬁ& HpYehidbeiBsbs, as described earlier in
UCla S pro

Wi Vae g o ORP A B tan Peray Fipifiroueh o provision

forah exnn, ipfraesisink ddamelyper | abel printer can be nerely

approxi mately synchronised with the col our press, and

fine synchronisation can be achi eved by neasuring t he

fesGih dggknatiedo digirally prowinglfyipergibe thga Bigtparletebiagdicagbe rinted using an analog process

sﬁ&r:{ eg?d?,% dfe r sQfJ &‘tor 'ﬂgkogxgﬁﬂlc'\l?&r Q:Q%grﬁ)les&r ¥e 'éang:aéoﬁagtaﬁgss used to print
describe ereinre ed

Mﬁ @a@hlgﬁ én%)éour me‘g 12 Sdaﬁté%%?r@ﬁlélggeﬂ%%hpa%sg@% tgec §r0v1s1on of an extra,

ﬂﬂhireldﬁmk bienfa gk apond theSprSiisionlof hnexirh @lafeorhith dtarswdin@pe of the Hyperlabel
{ f dir

t%ﬁgz elgx P{JF&%@%HIQT ca% b% gro?uggd nggo%\’glg%%g glteagl%: ts?ogﬁ {:) ?‘fgut%rQO HBP(CtF) or direct

empites tardats @) of the product graphics is still

required, for exanple via fiducials as nmentioned

above. In the latter case registration of the product

ngteatpmab@uglsH@emlaéplrmqe@ idppllyarinted, gsingf antipydsitlenigh gickgpaipfrared ink, they can

a@s@‘%g ﬁﬁiﬁedﬂﬁﬁ§ b Uglbfélu&nﬂchtég Q chibid&y, biddH o gf?!?%kb&ndl dithdubM B f@rlabel tags are

I BT O P st RS R T i R seetsal dn g ares And

athougln Hypdyighet taghet ide@ Hositongadidating thay ean @soHy pbiettatsiésating, as described

JEages in both cases. Wb or sheet nedia can be

pre-printed (or printed in-line by an upstreamdigital
perlabel printer) with Hyperlabel tags which encode

EHePHQsUée ﬁl‘ﬁﬁedl ®nd%n ta%gq)lrég? %h Qg Ixmﬁ&ggaﬂ EJ&Q&@de each product item
sp ce and no explici item identifiers. After

SI
Rafﬁagjv‘u\@lﬂl % Hyaug &rﬁmmrﬁfreggwevga@ﬁ Hmeg?hegta%gé:erk g)éll eﬁﬁﬁw% roguct identifier
ﬂ%ﬁibﬁ ofdhetiehfi@itfivt addaiRgeuativo-dmesdmridbordibasgridhedigiog,alr tpemust encode

%ﬁxﬁ goc!lt fﬂﬁnbgle gh Bﬁgﬁe%ta%éﬁgwg gFaSlﬁQ agc?glt&a@tlvteﬂ out of)the package. The

% server ata ase O uct dat
flings alsswerdandas whiethe 2D (APt P4 oy degpine i th togs encode

lhﬂ)ﬁtﬁhhlf)ér @4ther iﬁ@lﬁﬂ seﬁalfﬂmﬂ&f | b &kout A@nbeinondy Né€ds 206k Ah{dile2fbd @fferent layouts
Sé)glgpauzgl t?le same d)rodu(it 1de1¥t1f %tttlo & lréllg%é qlllet lzygut! 15&{ ?He? %v%gri peaﬂgd With a product

coor 0 an
iletfir.i af slomn iy Figiely Th@laph@ummpbaag@ pgpglpa},)ewhe(l aew Blptmroduced for a
&@ rg)’aﬁl’ila pacl&g@i hdigh, @hchﬁ5 foh4 hediaCAsndiien adaptifithr b gRpHidYegion. CtP makes
F ﬂ % FIICS ag% perlabel tags, as
fEF@%eEtrl WU FIEEFIPREFUITY comEYBt 5t i on to Menj et digital
Malo@%ﬁﬁﬁﬁ@pet&)&] €dgs €hin Giut @lcode ailaybi ﬁﬁﬂﬁieﬁaﬁerlﬂﬁn s ifeil idemtifjer, as shown in
eD gzesurméla su quéntc] 1enteFatct90\r/1IV\§tlh I‘OdlflCQ fte R {(a ?ﬁ%}?eﬁ&bei @z{d&a{hg Qiyout identifier

cha ernative to printin
lqugérOI raieNe ﬂueasggespwpe relyeath &l allpw dfrs I@ernct@etomeunmr@rere%uﬂﬁgmal way. For

@ﬁeﬁ@?k 548 re}l?al? QGRS HIyp&idedD tagSas GVl @catih{(fo QIsf{eSISthen from item-indicating
0] or. n sane G »
el E@Qt‘fm{ig‘ a% th’ronhe rygedﬁlﬁ( qrgjéeégﬁlf CI\L E)a Syeras Qaycoml’é data”..

press is adapted to print Hyperl abel tags through t he
provi sion of an extra, infrared, ink channel; i.e.

t hrough the provision of an extra plate which bears
the i mage of the Hyperl abe
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tags. The Hyperl abel plate can be produced by

conventional neans, such as conputer to film(CF) or
waleeoeoi211conputer to plate (CtP). 15 Note thatPEi/AL2096000994

Hyper |l abel tags are ideally printed using an invisible

ink such as infrared ink, they can also be printed

using a visible ink such as a col oured, black or gray

i nk. And al t hough Hyper| abel -fhygs are ideally printed

over the entire product packa? they can al so be

Tigjs éanteidntdebnedeiawesidyct idantiiereia e layou Fdé@rgier Aipes it Py iiygsrlabel reader to

idN e fuk ARGt HBES el & ais @@kibly tdAeddé b Pk lafftﬁilt ﬁ&ihﬁﬁgn Higaabel tags which

1%3%@%% ?aé(lgl??.g {)qs n%gc:tjlpf éc%'étif}rf] g‘lg 6%)%15:? gi%lulvaleﬁlﬁ}é dt gosmble to encode a pure
candihageridrie &1 Hybdvetel fats ang vherthy Fadei of Ao opqrdxpw\w iflentibe b correspondingt
%019 LROMEE A p&o%ﬁ@t 1t%%ﬁ£ig%th¥\@a§nla gﬁpMa%@e 1§y%ﬁﬂ V@Juld@h&ﬁ@lﬁé same coordinate grid

wever, tags can st
rg}g@)m chp@ém 1F3f°fne‘?’°uldp‘65}1{t e Brfge fnh(é)ord gtﬁﬁﬁl%g?ﬁe '#qe eﬂul leace of a pure
cbdr@indts gl andl Weddinengidaaalledodithratiitemtoe laypit ddentifigr is discussed in the cross-
tags nmust encode a unique |ayout nunber
rﬂﬁmmﬁhpgkmkniies the particular graphic (and
|nteract|ve) Iayout of the package. The 25 Hyperl abe
La%()gl?mgicat%uég 13 (I)a%gl t? s c acgn tglgctl AR u@lﬁy W@l\qgﬁlli ﬁ?«% identifier and the

te rm s encod

I a
crrsitye sridaib ey teerle 47 erpm 1dmsrﬁﬁ@?n pppot P%?ﬁ}%ft“ﬁ eﬂ%’acatwn) via the
by idde@dshdyenda@. uni que for different layouts
associated with the sanme product identifier. It forns
a uni que layout identifier when paired with a product

Ih&lﬁfgaﬁ(fn' i1 rmdl\@cﬁlalsfh&i%l itefhs ﬂlll»lrlﬁp&fhnt i“benﬂarayl@lﬂanm ty@ly chain benefits

eg Slfj‘zlg é{\gh pgaglg? é\rﬁl ‘R vggoﬁss in raf, ive g%géi!g? ?fm]C & Enép?e some product

mcrnmmts e 1d@er11y be siragietuse sichps eg@mgraapme@thﬂ@g reéwmm&a F”k?ﬁa kes

30 frequent | ayout changes particularly convenient.

Anal og-printed Hyperl abel tags can thus encode a

Th agdirieh, it éaveliidendficationt dogrledtviitha digital isigeatird whigue fofthegiem, ailgws product item
a%ﬁll tlblp In Jheg Hﬁlgmﬁg disEAidn Qerﬁ-mﬁkmﬁg ypaHabdl rﬁg@ r PP Barry the digital

uct Irtemvia a Hyperl abel reader, e

SP%%VS@ qf@‘éﬁ?“i‘ pitheisual Wayysed to retrieve the

correspondi ng layout to allom1the interaction to be
interpreted in the usual way. convenlence
FQEAFIONINDIC ATING e TGS e | TN a&QNAQNCF%R% utWiTh é‘&&ﬁﬁﬁ““ ITEM
DENTHIERS Ngui sh t hen fron1|ten}|nd|cat|ng 35

HYIoeYre| glg‘gﬂlﬁc qtlglg rb etpaovtdﬁ‘g%mg?%‘gtéz g\é}fsc% rcondunct1c1n Vi//lth If)cauon-mdlcatlng or

ldﬁ)handlcatlﬁwl)@&ﬂﬂél@a‘gﬂ]Ebf)e:@@ﬂ'lb,AQQ@@ﬁ polapgeindicatiftagst cap e printed over the
191‘9)@/ %aéagen&/hﬁe%eﬁrﬁﬁqﬁlg%g@ Lad ‘H’mﬂacﬁﬁ Rl fi 'sﬁﬁll érEh trhi€has the beneﬁt that the

frer, since it al %th%P bF r ead to print tags
aesp?r’é@ﬁfiigw Hyprelabs} BENFE £an %Wé\‘/@f smg I BYlOpBE S ‘Bli"% o print tag
dcfbsﬂﬁé: agleyidéth P14 &veb ayshaett tucleny brfté @ smalharbdygfendhadaelage Bipital printers for

q U as o-dimensiona
i) mrﬁhba}ch a?cﬂéxp n‘ﬁggn @Wh‘ta E)y%rngﬂlE%erﬁ] @velqﬁd‘uﬁz@; t:ly tw -di 1

uct Equi val IS _possib
@rpe@qa,eareaahpw purt ocsamsitioat @adjpging qu#fi‘)}‘fé Afsrrea B’éital tf’é@%label printer is
@R e H&EHotake il ARGRr Mice inRecheamadgitigvatigewd. o i dentify the
correspondingt 5 layout. Thus all product itens
sharing the same graphi c package | ayout woul d share
KA1 RN E QA6 Tthdydk Brogifldddising AddgenticAlldadio-Edaasngieidéntification (RFID) tag 210

(l?ra l&éatlr o\%-\oﬁ\gc! %8%“%\59%}1 éﬁrgorgle Q]li:g'a nUIse 817 M d 98? ng s%chggaggrs aae present on a
waclaee itaamizet qgn\gmprd tocahgpravide mr@-ﬁndgﬁmg Hépﬁ‘lé}el qawta small area, since these
id qléh(iébie' BY al §an@ldr§ %ﬁ&%ﬁ’el I tBhdérD @ng 8PS tabdl elfyﬁd’rﬁikcﬁlﬁch requires item-level

t t di cat
@@1‘%{ I@fgoai'i Iﬂlcf)lggsei:e@i)e\}pwgﬁlrj)h tc{kn I ‘%@‘B‘éﬁ’lg%}}\g%'f) au¥her%&cﬁlé>n,lca19be uflﬁemented in the

identifier and the
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coordinate grid that they encode, and product
identification (but not product itemidentification)
wo @70k 10 product identifier they encode. PCT/AU2006/000994
I dentification of individual product itens is stil
inmportant. It confers the various supply chain
benefits 15 discussed at |ength el sewhere, and pl ays
arole in various interactive’4cenari os. For exanple,
sone product pronotions may ideally be single-use
iteurinkicaing divpekibeh gren Allompivelys thoHsed £anr RegepRigo SlighoR dhe item-indicating
%ﬁ&rl%@ﬂér@a‘ 0 Renttfy @UER\eBEr ihRIAE b fihQetise BfperlBR UiRwleke 6h th pduct where
ital signature unique to the item allows product

“t‘%l‘ﬁ‘f Wlagsc?fftﬂreé‘i"?. In the foll owi ng di scussion,
|ten}|nd|cat|ng Hyper |l abel tags typically carry the

FELE S BN —

REIDHERMNATE! MEUOW Ehd oblDEMT ke ERESidr tfiomthecREIP tag 210 at the same time as it reads
1dc9ci%ﬂtdrf1 GIQtLAdQ:Qtl %%p&)ﬁbep{agsv } @8 ¢nd Rabihy adid Qb€ in MRS/ plriAbel tag(s) 4

alpdgtgq)ggﬁ:) t!fz,gg? 100 H&)eﬁéglér:eq%gﬁlgpdgl %@gtgg:@lta”,e%%dflegtlﬁes the item ID and the
pbsﬁlﬁ)ﬁfof 0 readk, tb &y Oldtpage Retves.alh Ittmg:astea]gls the Sypdplebepragsit @el location-indicating
tags Y &le Illetpedge QQIEIQII &n RRGEAGE ’layéMf| Iﬁjmlﬁ tllle it Ibr&htglﬁédl il %he nﬁﬁbﬁtmg data. Thus a

In only a’small area. This has th
Hypanlafel hypﬁlﬁeit reguiiing itewrlevel disaviRing cen ‘gei ifglemented Xay aaPB’é‘Pmaﬁon of location-

opfay(ﬁtt ﬁﬁlc&]ﬁ@ Hb®rlite] téésMVdﬂB }ln RAM thg 21‘91 A@erdintlyj the Hgpellabalgreader 101 may
c%er g‘f'?ré'lg f)pth% u%lsor chr sens the 688%?1"( gs g afn lIk'F#,D ‘éé\ﬂélgcteber%r s&sﬁﬁ‘@ﬂe RFID tag,
a[progéstaa for penieratingthy m@atmgplpfg andi mf-@nskfgt C@ﬁmalﬂ%ft%(‘mhr%ﬁ Netpage server (e.g. by
Wit QoPREddQBnm@Sattdd) | as for printing itemlevel

i ndi ci a such as two-di nensi onal 30 barcodes, are

al ready part of conventional packaging workflows. A

Eﬁﬁ%lénﬂ? qtﬁwge' Qfeﬁd?lenahﬁég %ﬁﬁpwlﬂ)fehcﬁi ﬁ)rprdwifde gﬁ@ﬁmﬁ&cﬂvﬁy with an RFID-
I NCOr pora ed in

RS B ST P B TR g o e e
ghtSried tptegaciivtn with 4ri RIFIRH andt Hyhiedabflrteagerbabizyt o d!eﬂmel fication

(RFID) tag 210 or a linear or two-dinensional barcode

211 (Figures 67 and 68). Even if such carriers are

Ipthe Beaileved emificaBbn @atkiageisibletbarcaia 2 ble theimvieibie dem-intlioating Hyperlabel tags
Ain%¥ ngsldk(f i He! 5{111% a?eqtag #9b d)ﬁg rTlhﬁ Qﬁdwsta%% ofqa )g)e{l’abeﬁ n&bkdr 101 to click on

area, since these are rea

tlpqyt;g@pqlegg elptalp g‘laétgp 1de1A1{$§,r F_‘g;b g}op%lﬁléq Hwﬂfg?l r?aﬂei{ l%lin%be unable to read the
(BrBRhtiLY ﬁfge) JiGH1e baeoead. Altérﬁiﬁnﬂy bri additidnelly, itSmtmbicaisg tags can be printed adjacent

t%glrrﬁet Id?te {ésgn Itoeﬂstal{lé/ \hslbl%e I’a]s ﬁl? lga?r(gﬁ%, lteo 91[:1'[‘:6 lt};e%ggd for a separate Hyperlabel ink

R00e DU E1OPETirALLED @fm@mnted Mllfm l‘é‘i‘?ﬁaﬁ mn&félfl?nﬁld)mdes

Hyperl abel area. Alternatively, the user can be

pronpted to click in the itemindicating Hyperlabe

fer RIEDttay dr dhemade fogn anppde fhe sampe gt identifien peskdigi! %gtlgﬁwﬁ@} &-qjdigm-indicating

Iﬁ¥aﬁ$&kak el sewhere on the product where only
ayout-lndlcatlng tags are present. 5 If the

itemlevel identification carrier is an RFID tag 210,

ﬁaﬁ%ﬂh%cdﬂ%@ ek kiap ﬁientﬁi@xaéiﬁlfmﬂ]j(}ﬂ- a RADI tﬁg:@lﬁ)mfoa&eez}a Br Hyperlabel tag 4, a
RFID tag reader

BRI B R RS 100 R S R e gl st
The ranémcistierh, ®C @ lda® A portan thegop® srtrvel mrchi“Gageiprint” My fhe P‘?J%Gb e I

tags 4. Having read the data contained in the

Hyperl abel tag(s) 4 and the RFID tag 210, the

Thiyserpaketi &pplicatiad Bimise pabs004505d | (tSaturirygProteit@Methedifiddd 28 August 2003), the
cor%glgst J)ff \*ll'?c% % %%orkéﬁm }leQmatgﬁre%egﬁce Egit? tchsgﬁksﬁfthet J&gltlon of powder taggants

rver. In t e case g
dugingepringingefor the puspse e N e ST, éafhﬁ‘iﬁ‘@*edlﬂset” s, b“PFF@ presence of
Net page server can identify the layout fromthe item
ID contained in the indicating data. Thus a
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Hyper | abel hyperlink requiring itemlevel
identification can be inplenented via a conbination of

wo ewaviam or | ayout-indicating Hyperl abel tagBCHAHRZI®6/000994

an RFID tag 210. Accordingly, the Hyperlabel reader

101 may conpri.ses an optical sensor for sensing the

Hyperl abel tags 4, an RFID transceiver for sensing the

RFID tag, a processor for geherating the indicating

data and nmeans for comrunicating with the Netpa

such p {Aggani aad fhe eyggt randen ptters fopaed by the fpeeay caeéﬁﬁ%?S&%?tgﬁa%#)’f authentication
alelpoksibd] i@dtifitiond devi ce al ready enabled with an RFID

reader to provide gross interactivity with an RFID

tagged object or surface can be augnented with a

WP el B8 ﬂaﬁé‘&i @cfrm&d)b}a{hla ‘i&ggdnf istuQedSAs RO bdsis ITtCAuthdMmIcation, the pattern is

f nei;l p%c[@cor?% n%geg% VI gract\grﬁtr h a agxg% I%fl(% as %easured and verified, with
reftrem 1oel\p®hrherd®ntdmﬁ,| d@Jartgl S@bﬁqu%nt Mﬂ@ntlw@naﬂ\? i @ﬂ@ll patipra pigpeper the entire

p?olhlot s or! WibsS tmr&f ' 'lth@ Rechridl 68rehd glathQ@feh& hﬁkerﬁrﬁh@ﬁ derlved from the
4can be provided in the sane ar

PAYEIOWRY SQVeg él@ren‘rgfz p%{te% érsvbé% é‘r}erep e¥er1_glﬁ_u|_0nt %¥a (f) € q%ergrmt %ata) derived
fiolethd patiera digridgoautibdtiaation tyipiallytrelates Wemlyi f snestl areaV(eg dnpGogghprint) of the

% F‘%fs?tﬁ%r%@g %iﬁce{sﬁ’?%%o& Q&ncmya (Q %hegﬂ@el?:l g b&n% \reﬁﬁgl §o"\Bat the verification

arge) visib bar co Alternatlvel}/ q q
S G SPERTY WItPﬁ@ﬁmﬁfoﬁu'@a&om@ ofeAggEe (el e PP relies on detecting
ot AERR tfeatlibes,t sicht 8 @xbarline e antsishg sich deagigases fidusialsl Sinck pich features are

b LR R bR B b A om0 O

al so be augnented to allow it to read conventi onal

P& ! Ca et of fiducials
e R LT
aAgtimshwhipld batla tefferggce Wry@fl Wg@éqtlom gqja cag (be registseed. Thisgipcreases the reliability of

a%éﬂ&{%ﬂu&g aRd) elink s Ingbebd fok ﬁlﬁmaﬂ)@ﬁidhﬂéb t"fh)f tdg@anaﬁlaRH Ride@@ith either the

g 10 i ‘%::dgg %’Bé 1*5#&3? aﬁrd abr‘a’e’incl él rv?ltg ed T fé‘)reg gnrk\s/ gsef, o pgint graphical
Bs utmmattoerm IFigerqtop fthegink wwedito gnt ghediord TTHA’ whiginat ppdomly dfypersed taggant.
KIRRGAEN PRtk @bt @ EprEd ﬂy%ﬁﬁg AwlPid lhﬁaﬁ‘eci ﬂe iRP the hi8 rdMﬁi%/ and (typical)

as a erprint or 't he object U
gﬂvﬁre%mfﬁw RSB B GEISOUASORY (o SAFE  2Bp (T heset on the ent
thdatdradicef | | ed 28 August 2003), the contents of which
is incorporated herein by reference, Gel bart discusses
the addition of powder taggants during printing for
AlthBugp Wiepasiem phttembsed be fit tagginh@n bé madsirehacrodsthel pgicausgedisurface, at a
el sewher e e 0
’E*Eﬁn}lﬂdfélb%e /rgg%:geg&nﬁmg g&ﬁ&ﬂgﬁon frhlé’}le@rP&Z égérgﬁhgcgly delineated to indicate to

such gant and the éxact
auset chotthip Btvihere fer- Erﬂé’sﬂt@af%@d/?ra@ ication j§ al?éla‘&“s ed as
the basis for authentication and possibly
identification. Wien the random pattern forned by
Tha grydent pittern sarelep chayaqanesd|fershcd proghct Rapkeps @t it @2569S &ﬁougtl H’é ‘packaging line,

PR tvﬁflé"thé &cka@mgﬁ%ﬁﬂl bifile abor rsl%@toﬁldﬂ& tBHiRdiviGuappaoihid€ ts folded or filled. At

tg;a Ft?%e algffgartl\%‘ qgﬁg%ree)?@F gaﬁ%c)ﬁxg%att T 15 taﬁazysee@rﬁg arn? recorged ther C?S a set of spatial features
@ us iarbgshsafbseaeiat featuredh ot @X@aplﬁ, cach @rpetec% #ﬂ‘@@nﬁl ﬁlﬁtqﬁ@oﬁ pattern can be
JBhed Q Y@ntidel BvFdthdnkiBnal QJoQﬂjddfétw1t§iﬂrtﬂeaﬁ§i‘pe@({bela:o&‘dﬁ&€Eystem and the set of

thereof. The recorded ref rence ata (re
‘T“F‘Wéﬁ'é‘rcﬁ?‘idﬁ?t%s) cap bp By P P Smg%a‘i"f“@’igcﬁn etﬂ? (r:{%\r/’gcratl?%%en consists of

@fdritingthp efntvelem hah agl comnfpsiad it ‘tvitiﬁhee@ferenc'éhahverl fication

data (or fingerprint data) derived fromthe pattern

during authentication typically relates to only a

5 BEpeklatdl Ralef W1 ghay io@pdrithigender fonteddingfthd faglom pattern formed by the taggant. If

the taggant is read optically, then the Hyperlabel reader’s image sensor can be used to read the taggant
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10 pattern. It is therefore necessary to know which

area of the pattern is being verified, so that the
woerrOinai i on data can be conpared with the cPCT/avt2006/000994

subset of the reference data. In sonme systens this

relies on detecting other surface features, such as

text or line art, and using such features as

fiducials. Since such featuredbare typically not

uni que, this approach may require gui dance from a

phttsrra t@ﬁ@g@@ Bees a q_lgerptb‘y ey aAgh Fo @eagg)eQabelggg‘i@ger{x, H@y the Hyperlabel reader

1616 Aferhtd Béﬂvesﬂ ﬁﬁﬁﬁhg)ﬂ@bs BAQEdionad Ravglehgth ofFlﬁd)Hy;ﬁﬂaba tag pattern, and

nglf %eh%e{?etﬁﬁ ]WF geflgl’%b ghe tagcég btggwsalégarﬁt tl%getdp 1 r gerﬁmagghc €V1th a greater ‘
niaprdfietmeabant theeHyperlabell3dd pattgrn,ghen tbﬂJHmﬂqbplcraqdprmqn eifhgrjalways image at the
g@h&%&kﬁiﬁ@éﬁoﬁ h&d Hl%ﬁﬁllpfe Qfhed) %&qu@bﬂﬁamﬁ tagTiHﬁgeTs aggta@h incorporate dual

ed w
S R VAP T e b S A WG e

colored inks used to print graphlcal user

information. |In Figure_69, ein sed ri t
ISP 9 s PGS AR oy LB S Uy Ay ! operiael as 4
tiish the Iferﬂﬁénlceldatayc g. hish)tcaealfoaergreas ian iten idguifiéreThe prpduyt itemrigjaspigned a standard

1t\l\%nt1(l%ntﬁﬂ1' %t mn% @1{ r?aq faa@l.lﬁ‘e tﬁeQQHdaIdhf‘emh&eghﬂeg E@t%fetﬁﬁ tﬁ@&oduct database keyed by

coverage of the Hyperl abe

ﬂzP etgr@tﬂe an, pfighe famdard lée@’glé“r’ilflﬁ"rr §a“a%“§56q”6‘§¥¥§’é W""ﬁ‘feg §~‘é‘}%tthe Vﬁ“ﬁ"a“‘m data
(.5 Base s b k& to boalg et datiiafencither A idntfivgliontoherifiarichommposes.
pattern fornmed by the taggant can be neasured across
the entire tagged surface, at a 25 mninumit can be
Iﬁrﬂﬁ%izbﬁ&ds dMlaIyBlit-ﬁhdﬂatdlngyﬁEﬂdbe[ &@ Wiich ehtdds a pghcd Metidir, the random pattern
Qﬂ{;{ag |HI tC al (o] a%eer{al num%tren%t tnoent rr(1: En% % a user that

fgnhhere | gvef  d1'dentificati on and/ or
authentication is avallable The random pattern can be

1{: %g%%%l&?{dh% %%é%a%%'& ?e ﬁncl:c{]uF Reﬁxé %en%tﬁetp A lﬁ%%ﬁcalﬁ/ cm# Lsts Rew ﬁ‘gcﬁlct identifier and a

spét kB Ghei ism EB imlay bemarrteﬁby thetro@wt itsmee numdber giwesy For pgmple, it may be
dafgd Wi ARk PACKBREhsioal bAtsied1 0 HAnb |t@@10 Alr a IBPerlaBdl Sag pattern 4. The

St a%;tgttggl%&%g)a%a%g |6 fhg@% gl[igwu?{qaé%orc]lg § gﬂlg mltgn?' BS gvglfr:]lll zl:g ows a reader to verify
w‘nmatcerraelsdeme odieertainty dshthoifensuaithegpat i al features. For

exanpl e, each detected feature in the random pattern

can be assi a guanti sed two-di nensi ona

FRIF G AN WW‘%@UH‘JE@TW&E@I coordi nate system

W drish EtEallsetpe@fe wigpaithdss et o piratestooarity e alitstivg. They may use a

£d1cage% di v1ce 1 reacgllng vg %@%m iy gIHPJI talvi ndturcgéﬁ‘xécplgf Jnht%lﬂ or they may use a
te ? enera

Iwm?rﬁlrpgrppsp dgge Fuch e pgiie .peweéulﬁalgﬁnabeé W}th Hﬁﬁ%‘? | ypespder is matched
16 @8 eRkerdAbedPRihel bﬁﬁl&f ﬁﬁi’( tat:z&ryaher 1ﬁﬁldB and digital s@sluriFoi dx@mple, it may be an

qucafggg&ﬁ) %b[iqeeérgﬂr rvs)'/ n5101¥at1 Jllceo bar {eac}et Frmé R dljﬂ)etpé a&%ﬁlgﬁtlcal reader for

Byeperbel tagan be used to read the taggant WO 2007/012110
PCT/ AU2006/ 000994 -76 pattern. |f the taggant uses a
b T Ll D b g HRBELARC b AP a B e
Iﬁmilét\aathdnﬁgtidnEDe revekdr cdadagthe itpmt IR@ndw Jeadt @ paytidh dleffal siprature ffom the item. The

es ta%gnepéa'\)ic% uSing MID koSSR Srb@e defick tf’& the item. The product
V\ﬁve en t of he tagh gant . t he tagt[qﬁeaﬁe nee

SR T BB AP G g PRGBS Tt Rormaton sbo
ﬂi’bﬂﬂaﬁﬂelﬁbﬁbh s agdypadds@iptions, tdipsnl stehaturbdyapd/od kaypelsedrte amemte digitpl signatures,
eti :Elgc? %-% aﬁon q:ﬁeg%ac@' 8|§epi§s t%e gxrogtﬂ{ &ﬁé&ggﬂ% ftﬂeclél;n' ®and (partial) digital

when processi ng

s@gnatpl]_e twﬁethwp@@@te@u%q desc&betdl eergfr tgarrﬂ‘glct satmc? @%ﬁthc?}es the (partial)
S Shn@urd G aesiRdt kd theitent 1D, &l r@punds 16 th Glader @/ich @1 anthbntication result message
aperture. If no explicit itemlevel identifier is

avail able (e.g. froman RFID tag 210, barcode 211 or

Hyperl abel tag 4),
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then the reference data (e.g. hash) can al so serve as

an itemidentifier. The product itemis assigned a
wGer@ndand 10 itemidentifier at tinme of manufBCT/AD2006/000994

the standard itemidentifier is stored in the product

dat abase keyed by the reference data, and the standard

itemidentifier can subsequently be recovered using

the verification data (e.g. -Hdsh) as a key to | ook up

t he dat abase, either for identification or

whish p}ﬁl}cgwwhgﬁerﬁm@@g@@theqtﬁ Of Jph TE? athepficadiop fesult message may also identify the

obj8dt Qashtitl. Nich @lﬁihérr@cuﬁpyp e |réﬁb@ |ma§/ AfEHonklyCdIneAE O Gléncd which it sends to the

t 15 I d
O e s Mool R AR SRR L e pdhige 071V needs

identifier. A serialised product itemcarries a unique

NoEeQﬁQt g et &eﬁﬁce%& G¥ad: M@éoﬁ@é)slﬂﬂ ofGQRSbep bﬁseﬁfceﬂuﬂmber of different
dentifier and seri al

e&téllre} IF %r(fxsﬁngplel, I:]ilg mﬁ]}uéaa%f m?.}il'é]?ﬁ aﬁlc gro%ru&%ré/}ce gf}glcl\ll\%row&/es Eoduct descriptions,
bebmmei_xtex,st the_tprcrmyt altenti@amrfiredbnitma tird-panz aythepticator.
t wo- di nensi onal barcode 211, a RFID tag 210, or a

Hyperl| abel tag pattern 4. The 20 ro itemmy als |
TR AT ORI oS TA i FdioaSg e reati spertige iy For oxampl,
tlvmlhaithtlag nesMsnidn E@atieiice Mdiviey vifiyle omiatiie eutmerlh slierlingdiegsethe indicating

SR B B N o

LEDy erpalaat o4 bpge visetion: pr oduct |tem to verify its
authenticity. They may use a 25 dedicated device to

I\i% tﬂ?’[ drsa}élgréev%ei ! heco.nsw? ?Fa collacggn (cj)f (gelwtc%l Fo%le%%ﬁeu[hg reader itself may be

sgraraer feom. 1}1}@1 Aeyéss @S@@/P@@@%ﬁwﬂss%ﬂ%m fil%n%‘mlﬁé”hlch may itself be separate
o thdliYe R BRhored e Baik dchanithe reader is matched

to the carrier(s) used by the product itemto carry

the item|D and digital signature. For exanple, it may .
Hosvewsn a copttaradr coubdhle p binay phsh/fad ndicetor yviesethiz Freprsierfpiiroduct item with a

R ﬁ&gﬁsand% 1tBl:81g¥1§ﬁ'g Rlrvebtod frdRrh @ffeﬁﬁ%xod@ét cR& aQ@f)dsﬁﬁﬂl manufacturer. To
reader per | abel ta%&i 30, Fi

ST 75 ST RO PO o 1% BRI S P Lot e e toth user t

dllew the esefd dorpelatedihi€ infogeativi wigh thhmtuuigarodm dact

aut henti cation. The reader reads the itemID and at

| east a partial digital signature fromthe item

hegingdthe ipdiespingymethrid g papAuCes BId{blecy idhls gupite P |S'E31°f“6€d to convey the

Ihdﬂﬁiﬂ(ttihr@r)éncﬁor@fdﬂddﬂ €lbss SBhatreRcthitaf totheusér FAexample tiprioihaiidg mechanism can
A S VBl R B e iy

about 35 product itens such as product descriptions,

v dr, 3l coshketoiet bouRiSoibdd é}@t’ém |‘é? M@gmg&ﬁﬂu&@feﬁﬁﬂﬁfcﬁfeﬁh with a valid item ID and

¢%f%§éﬁg & r}giétgr%cﬁl@/ tber 08 eé{e)n?eg eargc\gl si}pgoeﬂnn ];h% rm% f?]c%rer Fnd/o? Prlsduct class of the
immdo fijskad theuspr intb Gélieeihs thesiiegrisauthedtict Ty Imytﬂ‘rﬁ hipteixpleit, the coyaterfeiter must be

p‘?e[v%géﬂcftonf sh&Fhg M nARIEHE RER BRI dn€bn thd e B QRYAGL: class.

service authenticates the (partial) digital signature

Wth respect to the itemID, and responds to the
Highackrshavstalmoadseauns inerattios bdtwan a pedut ienresdadpict\@d product service during

p\%\??dQZt a&l"'f%giﬂa 014:> %&% %él@@zpt%gl%d cert?f%atg\'gutlﬁnty (@gj fthEShanced protocol the

temi1s authentic or not.
FTIeTHEIOR EAY BRFa2e SO {therpEgucs gRvicse) they rgaéeru i Py the pepduct service. The
10 &h Vbxﬁi? nkd dushentlc@y of the hheds o eleUhinifctuehandreaide@rclasays follows. The

ag gnéxtcat%rrl] arlesuly m%sesg eer %%t?}ﬂsat qﬂ%ﬁl@fam& Benhhers?luadzl%aéexo 1dteﬂﬁies a CA for the

service aut hent1catron result message
meayfaivien endequeries Sherfnesing 15 magpiactrpraD tp gtaip thsqupgtfacturer’s certificate. The

SRV CRNERY a blﬂ)llé R§twhig teosaasaduseto ﬁth@ﬂiﬁh@fhe @iessage, and the name of the
TN e e e —

servi ce which provides product descrlptlons,
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but may entrust the product authentication function to

a third-party authenticator. The reader incorporates a
wore@hamism for indicating the result of the  PCT/AU2006/000994

aut hentication to the user. For exanple, 10 the

i ndi cati ng nmechani sm can produce audi bl e, visible or

tactile output. In the [imt case the indicating

mechani sm may sinply provide- a8 bi nary pass or fai

i ndi cation, such as via a beep or buzz, a green or _red

td By a oertificats romtdining a [pestigplap infomefachuem nag ress fifglas dndgpendently verified the

ideRRGSH the%\ﬂﬁt&@m&a%lscbﬂaﬂ&ﬁtcoﬁﬁerﬁteﬁ Sobfag b iR furedl firieCES reader uses the

p?ﬁlra llﬁ%%( tﬁ éutbeg a%gheelfrg %1%?%101'&%%58%% gll-?e au}hﬁn%czﬁloﬁ) resuqt rgessage includes the
nhrhkeof e tuwduck ¢lassiThis breventy a cdugtelifitetfeomsperding Eroduptrc@ﬁq qaﬁg The reader plays
E%%k & la%]tlhé:llﬂlm'e BER! RALAL S ahthﬁe ﬁaﬂfc“o@ﬁ& brodhict BRI 18 b §93.
counterfeiter could foil a binary pass/fai
|nd|cator by taggi ng a counterfelt product itemwth a .
Asadni dlterhdti®entd e adader dbgining lthesthapniatturerss deeifivass from tier Oy i can obtain the
Eca%rﬂ%ﬁts?rg{ ﬁﬂ%‘ go'ilrc‘e: rsaﬁﬁsas @p o&Q%hRE)}’anH%féfy%%&ﬁ%e thel@rtificate using

reven IS exp e reader nust confirmthe
thﬁﬁmﬁﬁ%@@#%$S&ﬁﬁﬁ%ﬂ”ﬁFé@Uct class of the itemto the

user to allowthe user to correlate this infornmation

th the actyal pro t i i a esn’t need to
'Iﬁ% é)ﬁogﬁt serv1ce H?ancp anu cturer &ng}e 6%9 %&1 ’the Se tﬂ&il t%@tré H&J do ’t d t

ismcan pro I'e or vi sible output
agthenticateu the dresuly m_g@qqgeeﬁomﬁger el mesds e derivanile (Bq.amg?cm cjame from the
e Sur&fs cirhi@afer oduct itemto the user. For exanpl e,

(e %ggliléﬁ‘e{}& g%mkscﬁi,h}% L egaréncélg \a/'l al staanél Ble ycalgJ f%seff beaau%%%%égai W respectto a
pmnit/ © ini thealgie@arghypmdaso @i bvk 4g/the FoivEseFhe r@d@"dmaﬁa@f gaghep él}e authenticated
SRkt Eﬁbéentfyhsh&uﬁtéi‘g S M8 iRE cascounterfei t

product itemwth a valid itemID and digital

signature adnm ni stered by the counterfeiter, and .
Sapafibed gartidi,eadimpridiia d¢nucag hava a ticord ofuvaeksip and|adistoryo¥f sqamevents, possibly
Jel%tﬁ%‘t %g@a%éf_?ﬁgl LGS & paile[fkg Qon%ﬂdeNé A 8ubtim! "I“H%EQ do§st1tute the product

revent this exploit, the counter
v petiEree FOEBHEVIEH B3 PT BTSSP DR RETHP i and san ovnt
1O faAC ke in Wik sBip aite y@icaiBggakd by fartiodarctan eveasss .
Fi gure 64 shows a nore secure interaction between a
product item reader device and product service durin q
e ouftroticationrralmpssage FORbY thhiedet e vieso e yaasreng sbieauspibgplayed back or

cﬁs%[a&édftb ﬁ@h&r abi iﬁ&ﬁdetp)édlér%}lfonhdﬂort h&leE nltbataere:@bem'mﬂle etathis of the product
1 on

th mt
1§e81re ”Vl"]in%%m tIF] g)at}t; el.gge anu%actu%gs acgae strtlk}l]l ppa!ﬂjh&[e%%i? Followed or simply

'S SI
isdicaie when and lwber@Be ftamviassold é@ﬂdlwawcf fyrﬂteh@loaﬁt henticity of
the nanes of the manufacturer and pr oduct class as

follows. The _authentjcatjon resy | ssa e nt ai
X the predyet ity hay Pf‘éag TCR; g?#[ 3s gtolgn, elﬂ%ﬂ;]gl ggaglg OF 85 patt '?n aé%reggte then the user

tﬁﬂ\al@@lﬁe dldited winsa thef sgbastr athentigatidn ofithy itees Thefﬁ@th@ﬁlcajlgn pigssagh ghen indicates
gﬁhg&ﬁﬁ ID to obtain the manufacturer's

cert| cate. The certificate contains a public key

whi ch the reader can use to authenticate the nessage,

Hfde §shBovRaexafple tillienticanvn ufessagedisplnyes on 4 mbHile pHooe.

pl ayback or display. The certificate is signed by the

CA, and the CA guarantees not WO 2007/012110

WGST /tAuPD 08100 o@g\simg bapgodespand (REFD §et @fespsopRiigie do exact duplication. Since the

HORMiRIoNA dlgtaﬂs@)@tﬁfelnﬁldés ar 1mﬁfﬁdﬂlbkfl &tk Udhﬁferﬁﬂﬁfﬁﬁ ptbﬂhoeSSOUnterfelt item carrying
zﬂxgo?m:a grg ?[Eﬁ e coun%aﬁ%uer i rec{uceg go chgl‘iz2 atinl Pe?r? ah ef"ié) seén 'Fhefltem gs pedigree can be

revents

~ wedio etest weledupkiratine, alﬂmeh $Uela@f€qﬁ10a$1@$ dgvhlse to plmnd ‘éelk ey to

aut henticate the authentication result nmessage. The
aut hentication result nmessage includes the nane of
the product class. This prevents a counterfeiter from
spoofing a product class nane. The reader plays 5
back or displays the name of the nmanufacturer and the
nanme of the product class to the user.
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As an alternative to the reader obtaining the

manuf acturer's certificate fromthe CA, it can obtain
wa b@7/ocangi ficate from some ot her source (suchP@EFAUR®G6/000994

product service), and nerely authenticate the

certificate using the corresponding CA's signature

public key. 10 The product service | D and manufacturer

ID are one and the same, then’?he reader doesn't need

to authenticate the result nessage. However, it stil
Aneedsmple ademievstet ey muhast ercauthetsic Phramasetiea) figp pd duplicate its packaging a

IR Bl UhSding 66 REdh ki bnfedi el shi@At@re LhiAdr, 18 pfollitgla@holbiAnd Sounterfeit items

o NEh erbaret o0 provLepmeet 3 o Ry AR Rolsb Rl e, wien
althesticatingttiy, iteaurnd ds@ssedableee wouldfindriauthertic. Thpacourieiterprtheythan purchasing
tlk%ﬁélﬁa"f Fljobfucpi‘?eﬁh EtdtalEniNE e 8RYEH 1D &R slchdiir€ 8ta8 Ster@ till in distribution
recent encount ered manufacturers and their CAs. As
opdbetpteib¥elear | i er, each product item can have a record

of ownership and a history of scan events, possibly

To g)ke%nlt By d 8101h gigl%r? 9 e? ate&x?tlsﬁ' QJ]plﬁ’&asQ 3h LRSS vP Feaclﬁﬁ’é itseitie%)lﬁer the Netpage

nt al ni ng hese constitute
SpYeH okt up azwnsaft@mh@%efer thy eheect " allpas & ARnseeiign & Hr%?eeg only if there have
bEYA G0 IpRviBIMMnsalond foOiRSHain (1D e these @ive bednenys prieyous Gasactiens sandndication of
t}{e§/e%ansa?:/tfeorqg (t tli'lee ﬁ)?rrri gts“'tr%nasgcgion llél&&g?ar Uan%g\@a%{ 13 I?ﬂe%se@ r”ﬁle transaction history

gger ed scan event
date sdvein thie @sgr m@hmfh@egq}hq tlmpe'agg a@@blg plage tl@yte{n Fas i?lldo a]EFd*fansacnon history data

nﬁ@ bV i8icdielhd iRGtify @RSIBkder B&0 FUkIS ﬁ@@&ﬂbhs}kraﬁﬁaﬁiﬁﬂiﬂ b aekwimrhas recorded
hfn?ﬁs E%isa ete ciqﬁgx%rocif tgxlg ﬁ@lﬁl E?—{eﬁc tﬁle userrlzgn é’(l)nc cp ?ha{ %&e%?he obj ect is se(%ond-hand or that

USEF BsCErT
tieliems 11D dhacharves2ds), in il cafdthesobieatris HFWGWE a@@ntﬁréeltt he u s er
the nmanufacturing and distribution path the item has
faollowed, or sim i.ndi cat e when an
Ihde s Ryrchases i |°g‘1m{f§f§1& g JHPYd 2t P BV 1°“?‘f eftaﬁ“éJ fic) cfkegt may have no
ekjeetafion algit o nigree widlrrelieck ther pmitcbdse mincesthgyreay havedin wnﬁetﬁlotl fhat the item is
bgflfl% ?essogia((r is %Em% biPPE SR8 Ewhot QRndt n&:oﬂsﬁfes ”I%aﬁot@dt $&@h RCuser from a

request authenti cati Iv. Si

oyt (i e ANy b@@t%ﬁhe PRYS IR GRS hBRT PR 3? 53 “e“é (W‘HQP“‘%“H’&“S Y. Sinee
onfy @R isér ool 10¢i@d the piwGhasecalBimt & pushagen ofedaptiohtel item can detect the duplication.
aut hentication message displayed on a nobile phone
Most item ID carriers, including barcodes and RFI
Troapgryent ideeialspfraarvifst ftiarke on BisageshepismpIre egetnfeffﬁtef%is‘f?eréte{yﬁ% to undermine
@D systig | H#Sﬂe%iﬂerﬁig pibdebt GrbrhAlbn e Gtail bHeH afWki@Basdd] purchase registration can be

or .a coun&srfe ter to produce a

r@%ﬁﬁ?&??%??“??“ﬂ%%%?“”lng & novel itemID, the

counterfeiter is reduced to duplicating an item

I-@a!r\feﬁﬁ ¥inSERR- ot Gcd daf b g‘s&b@?@heﬂ&f«‘i@ tHe Aithl QigndhG€ hhikid confers the power to
det ect such du lication,

ch dete .
o iprcal e Ceugh S SRR e, o
REBf ADBA 64rHO GRH 4s a baitdeAd 1 enflyescabgdiag pattarndothntamier & hedigital signature
g@gﬁi RALE DARE, @i l(ﬁ"f h&@f@kr 226 opﬁl ﬁ{aﬁﬁﬁﬁlytbb GiMted &%Hh@iaéi surface of packaging

Icate Its pack g» times, ingl % -
COHSPE BRI TR GRTAN P faG PEEF FPE = 1 5 By of amperine
Fhe bﬂausrmdzoo g ty@beﬁl@ Icztrrldst\&ﬂdagltaf signhterels: wietusedd@anttiertichte poan events in the
}%Pq uési”l%% 9 1y otlhg}%g gIhe Vi 34 e -i CatPfh? géﬁ? f»cst—p%ﬂ:hase and register the item

19 Nng purc en authenticatlng i tem

s s ISV BRIy Y FHCPR Hscaie FERVILE. lg*ﬂH gignatur fo anhenticae
thOteRt SHafusd thelfmpef-grbdTalyitdl Bigihtipeto egiasi thgpulxhdshie ori gi nal

product item could alternatively harvest the itemID

and signature of an itemstill in distribution or on
A hieadgrain ghd supplp|chain can use the digital signature associated with an item (or aggregate) to

authenticate the item before generating a scan event, or can transmit the digital signature as part of the scan

event to allow the product service to authenticate the product item, as shown in Figure 66. This prevents
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To prevent this exploit, when a user attenpts to
purchase an object by reading its identifier, the

woRdpaga10 server | ooks up a transaction hi st orRCT/ap2a0be0994

object and allows the transaction to proceed only if

there have 10 been no previous transactions for its

itemID. If there have been any previous transactions,

an indication of these transa§¥tons (in the form of
"transaction history data") can be sent to the user.

oqunterfeit A% ayents diemhheing gpogrdedyest nart KE AT itery’s (PREETEFs éf- lhﬁrfl"ents a counterfeit
pbcﬂ éecﬂ&ﬁ» bbine eitdlb[ﬁhe&il‘ﬁtﬁi aoﬁ)it&érﬁit)br Fﬂl\&ﬁ&l tdie Th t@NFigAS the product service
r?pﬁeéents éléend?strtb g?e?g[ stévg/ acgz!ans stﬁtque ec O tu%%ssslé)l%#ﬂ;ehgdrs Al ftailers, which
recprasdistie drfermetion abeys produghityme afss dp%‘t}'a?ﬂ Gertier, the W@bwma@nﬁﬁ% the reader
(§c|é}§1er9\éﬁﬁﬁe Qe dnRcAB & scahlence, the user can concl ude

that either the object is second-hand or that 15 the

items ID was harvested, in which case the object is

The ebdeb hnd peodod sentiesr dagalso, utilide ehdneptiors@d/opdigithsignéng i their communications to

p?e‘%hrt] E&ﬁx{eﬁént sch &/gﬂtg R&® U&I{k REpdH) FRN%GEHR 1k, QA re B3N8 registered with the

then the have no ectatlon t

Ppfdpqt S‘i‘\é?e%%%lta%t Hern PBYJ"fe BSIEnEE R e‘teﬁtéﬂmtfh%/prﬁ‘g\/té‘g‘a’ﬁe can authenticate
eBohRRBddatin@Rent ity thehrendértseondsondilyepuhip ep befark decenting snd recording the scan
Heing sold by someone who does not record sales. To
protect such a user froma 20 counterfeit, they can be
given the power to register their purchase of the

1t WiBBF cuess, Sk bﬂpYecﬁﬁ@fh&th}l}b&lseylt invehtit @as beshl d¢scibbd putsle by @&of example and
t%aggfx? {ica{wns ofe dtetgl mg as ee ec F scop nF t ?%ge {%%;ﬁﬁlc@%de%ned by the
@m%mewmgdé@ﬁlal-of servi ce' attacks on this nmechani sm
where counterfeiters deliberately try to underm ne

the system by registering product itens on the retai
shel f as purchased, purchase registration can be 25
restricted to product itens already recorded as sold.
Har vesti ng and deni al -of -service can al so be prevented
if the digital signature which confers the power to
regi ster the purchase of an itemis protected (or
masked) by a tanper-proof nmechanism For exanple, in
the case of a printed carrier such as a barcode 211
or Hyperlabel tag pattern 4, the carrier for the
digital signature 30 can be hidden under a scratch-off
| ayer 220 or it may sinply be printed on an inside
surface of packaging containing the object. The
scratch-of f |layer 220 or the packagi ng serves as a

vi si bl e indicator of tanmpering. The product item 200
then typically carries two digital signatures: one
used to authenticate scan events in the supply chain,
and the other used by the end user to authenticate the
i tem post-purchase, and register the item as
purchased. Alternatively or additionally, the user can
al so use the public digital signature to authenticate
35 the item and use the tanper-proof digital
signature to register the purchase. A reader in the
supply chain can use the digital signature associated
with an item (or aggregate) to authenticate the item
before generating a scan event, or can transmt the
digital signature as part of the scan event to allow
the product service to authenticate the product item
as shown in Figure 66. This prevents WO 2007/012110
PCT/ AU2006/ 000994 -80 counterfeit scan events from
bei ng recorded as part of an item s pedigree, i.e. it
prevents a counterfeit pedigree from being
established for a counterfeit or diverted item In the
Fi gure the product service represents the distributed
set of supply chain services, run by manufacturers,
distributors and retailers, which record and serve
|nfornat|on about product |tens As descrlbed earlier,
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5 (scanner), and the tine and |ocation of the scan.
The reader and product service can also utilise

wepwrymiion and/ or digital signing in their PCT/AU2006/000994

communi cations to prevent counterfeit scan events
from bei ng accepted. For exanple, each reader can be
registered with the product service and have its own
private key for signing scan -8lents, and the product
service can authenticate 10 each S|gned scan event
QidIMy t he reader's correspondi ng public key before
acceptlng and recording the scan event. It wll, of

18 g g L S%‘lé)g]é% %rgg{s%%ﬁraﬁt cgeg daI;ta cths ose oxp (grelnsae i%face ngl%&t i%u%qirst é%%ed data

ideoidfyibg cpltrpliones 1@at1qne@ra'hd suxf@y artsl@ lmla ef Weﬂﬁﬁ pry¢ inteyectiveedapent associated
Wi thREkdvention, which is defined by the 15
acconpanyi ng cl ai ms. WD 2007/012110 PCT/ AU2006/ 000994
-81- CLAIMS 1. An object conprising first coded data
2di s poRhe cbj@tofelkini Nfughes confpeisies dripbica offormatimh grirftddrog the swyleggisaid graphical
i&%r?‘tionl rgﬁﬂ% Jco tlyel apgas‘?ong llﬂtgré%ll\}e e)ém@ﬁt | ocations on the
surface an | ayout of | east one interactive
el enent aSSOC|ated 5 mnth the surface. 2. The object
30f C |k Bbjekt Sfutatnhe szhéiréiﬂ‘ﬂlé (agbuny idghitifipdbyCathyoltrmin@banehd @k layout number is
t aon, t said graphical information
aSO Q(F m“?““?ﬁé§§@& east one interactive element. 10
3 The obJect of claim1, wherein the layout is
4. dent it bigelt &ladn 4, aWQtih (0 ARD®Aed dat it @lehtii¢Oallasnofpioeiict.
is associated with a plurality of objects. 4. The
object of claim4, wherein the first coded data
% ur t Hhe objeteoficlaini 4 svherein fha slass of prefugidsidqntified pg ay onepfi
obj ect ofzgﬁamakﬂwnmmegeln the class of product is
identified yh%ﬁ% one, of a product class nunber; a
manuf act ur®gf® ¥R O Unj ver sal  Product Code
(UPC). 20 «OUnivElsel Pokipe CodedPPQl ai m 1, wherein the
surface is defined by a Iabel packaging or the
roduct itemitself j.ect of
er el O‘tJfPéOff"iaP%t whEER &le a%ttaae if ‘Eﬁﬁf‘tﬁlé’P/ a tata%rﬂafkﬁt”é%m the prodyyt item itself.
for dlStIﬂgUIShlng the first coded data from ot her

'/t y p e S“l"h(e) o’%] & %gung th%erelg ﬁte %rst colagle it %ﬁ?ﬁﬁgr 1&Et1ffeL élhe@ £ dlstmgu1shmg the first

mprisifig a unique | uni quel y
qoéleén‘tltiafrgln?@ertt}fﬁ’eqoéb?dé‘k‘tata said unique i dent i fier being
dlStIﬂgUIShab|e fromthe flrst coded data and

| ndepend The
%er e ﬁﬁe ftléll’]l ﬁgur? IinPr‘ts aum(ﬁ,l (% Lﬁelo For g;lmdgntlgrfmg the object, said
wané iaentlﬁumqlstmulsseleaﬂ’p@e%@t ceriad éatap\né edmen B acadqbleC) |
10. The object of claim8, wherein the unique
| dentjfier co IS cQ n e of
secon8w8gﬁeﬁ?g§?§ §P?ﬂ3§§ﬁm§nﬁﬁﬁ%fﬁm§ﬁ? é@@pof t he
obj ect ; a serial number; or

an Electronic Product Code (EPC).

10. The object of claim 8, wherein the unique identifier comprises or is contained in any one of:
second coded data disposed on or in a surface of the object;
a random pattern disposed on or in a surface of the object, said random pattern defining at
Jeast one fingerprint for the object; or
an RFID tag.

11. The object of claim 10, wherein the unique identifier is contained in second coded data and the first

coded data identifies a flag for distinguishing the first coded data from the second coded data.
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a random pattern di sposed on or in a surface of the
obj ect, said random pattern defining at 35 | east one

wo povgerpno nt for the object; or an RFID tag. 1RCT/AL2006/000994

object of claim 10, wherein the unique identifier is
contai ned in second coded data and the first coded
data identifies a flag for distinguishing the first
coded data fromthe second ce8fd data. WO 2007/012110
PCT/ AU2006/ 000994 -82 12. The object of claiml,
wherein the first coded data is defined by a plurality

19f t FHS objdettt t\a&ﬁ?whekegﬁﬂé firbe )b dd@ ddid i dpNel vy @ Qﬁfah@ 10f 143, datiftag
surface an t he

G 8 Dot PR e ey bR PGBl i
wite &l @rfaéeor i Nnteracting with an object, said object
conprising first coded data disposed on or in a
surface thereof, said first code j dent
1§)| ur eﬁ c}a{ayeaéer fqr gwc’fumthaﬁoly%b Afe&té;gmpé ﬁ]&g { cg eélrd% Qi]sposed on or in
adiirfacd tRASHE, s frst coded dALCidbniyingla @humlity oflostiois at thel surfaterand dlpyout of at
leaé% rt)rfleau(%t ct&gélgneqaags%ctgtgcﬁgiiﬁlrthe%mg i sin g: 10 an opt i cal

?or sensi ng | east sone of the first coded
Sdaﬁﬁ”ﬂ&ﬂvP@E@§Sor for generating | ayout data using the
senseg olmaéi@dlscﬁl 8 Sonsiedit Bast @y uf thedlfirit@aoded@mt; i f yi ng a

It ifying a
T L e  x i

pasitibn of b rEader VI MiecR T ¢ 1RO efysust eagang injegrotiye leinent; and

CONMPYLaks (S )hBiRicatng tHedayold dl@iod cottesystt@r i nteracting

Wi th an object, said object conprising coded data

di sposed on or in a surface thereof, said coded data
1adentA day reeger for upérmlm Withyn offjeck, siebiesrompriping eded s digpesed on or ina

e ﬁértad} &hid Qdd)ed @t 1@8)4@?15@ QElu?ahty ok Résibns @ﬁ‘ fhe btﬁ*ﬂ'a&raﬁ@élﬂhMQl) a layout of at

t t
e meor e up et ek 7 bl b LA

saif dapiehdeadompsivtgor f or sensing at | east sone of the
COdedan%ﬁtlicgl s \Aﬁ’(t)or@en% %3 WmeSPAL L ALl &f; T or:

determ sensed coded data identifies

(i) tatféoclesa‘}fd?}tﬁg‘d?d fo5i) the unique identity;

gener at i ngdeleadifibg widabathd sSisetcotiddelats elasifics (D tadayodiat £i) the unique
said Ia out data identifying a position of the data

reader ¥teliatlve to the surface and either
| ayout of sgehreating layerbdsia vgipeths sepsed eoded dpid <98 laé% ﬂ@é%‘tientifymgapwtm

(1) Jrhe anhictderelafll fd thd Mifaca Bl eiRAASthd 1Oyouidd fakr1¢asiavhe infgractive
the | out ?@ a to a dg% nputer system 15. The data

r eade HE?“% Poige 4GRSy 8% t he processor det er mi nes

whet hegang fecomemsatingdexgduidate i 2 cogpuirssieBs (i) t he

| ayout or (ii) the unique identity, based on the

p res e’lnh% %atao Iead%r c]:f lcl%%t 1|4nw1§epe?n t eeprrlgcgsgor%gtgnengneg altle%ier the:z3 s(e):nsed coded data

identifies (i) the layout or (ii) the unique identity, based on the presence of a flag in the sensed coded data.

16. The data reader of claim 14 or 15, which is selected from any one of the group comprising: a fixed

scanner; a handheld scanner; a mobile phone; a pen; a stylus; and a personal digital assistant.

17. A system for identifying an interaction with an object, said object comprising first coded data
disposed on or in a surface thereof, said first coded data identifying: a plurality of locations on the surface
and a layout of at least one interactive element associated with the surface,
said system comprising a computer system configured for:

receiving layout data from a data reader interacting with the surface, said layout data identifying a

position of the data reader relative to the surface and a layout of the at least one interactive element;
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16. The data reader of claim14 or 15, which is
sel ected fromany one of the group conprising: a fixed

wagcanne11o0 a handhel d scanner; a nobil e phone; BCPan2008/000994

stylus; and a personal digital assistant. 17. A system
for identifying an interaction with an object, said
obj ect conprising first coded data 35 di sposed on or
in a surface thereof, said fi-3t coded data
identifying: a pl ural i ty of |locations on the surface
and addntifyipe in thefcompuier ayiem, wing the iy 6td piBoraftian i the object.
assom ated with the surface, sal d system conprising a
er sSystem ntigured fo receivi yout data
rom ayg{e %gaérag whe I;hgc?mpu et s stfarﬁ 15 canré%e& %a sai d
| ay outtrieldrtedhe l@eﬂudeﬁtﬁeﬁ@' the ﬁrﬁmsdeﬁ fagarusiyg the kreouy éﬂti’a andeader
rel atihyenng th lﬂ@era%ﬁ{{nfb? G@erﬁ&ﬁg the bR bF 1B reddbr6yit befdr@0th a zone of the at
one interactive el er%gdt WO 20 71/ 012110
IpEHOPADSTIRF S50To% sPecde b AT SAIRG™ n the conputer
system wusing the |layout data, an interaction with the

@bj eck methc]dgof m-tl—pa%m@m b?cfct £ dadbmtl:ZmprME f'u@’ﬂ Hddd Iaﬁa disposed on or in a

nputer_ system 1S conf| qured retrievin
%Uraf% ﬁlﬁre?foséﬁtﬁFSF foded dlp “ieﬂtéfy% FE‘t“alc% qElacatons g ‘B%%g’f%“e fifp Jayout of at least
dnainGtctivdalement avddiakd wilemé blifgdeng t he i nteracti on by
aﬂtmee{hegceotml n ttheesteg 0§| tion of the reader with reference
Y6 P gtlh | east one interactive el enent as
speC|&felils@«gaﬂPﬁS‘tSPFée?féterﬁFSé?Pééfiqaﬁyout. 19. A net hod of

I Nt er @6dritAglaWut ditaRBin O R6ded codad ditanaidﬂk@but Gﬂiﬁﬂéﬂtlﬁ/higg position of the data
[ on, or in.a oy hereof,

rggll[e%tel?t?v? go?[ﬁiecsgrgaté% ang Ig-?ﬁgul etat }east one mteracnYeuerea erI%t 7 of

| ocat ¢omnsnienﬁngmela@wrd‘a@¢<ea C@mdut@t SYSéPybut of at least 10

one interactive el enment associ ated vvith the surf ace,

sai d net ho r|S|n thes s .of:

e SrepEoriden e A B aHG At T BTG ed doe

digbsag)ort drdn Meseﬂhexe@fobed ficki¢odsd detaiidgntifiygy e pludhiy af locations on the surface

Axﬁgﬁg'&uft gt aplgasﬁonpﬁﬂs&a(:ﬁxggleﬁgnt Bmla@atﬁ}h thé @tﬁ‘ﬁ&r relative to
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