ACTI VE EMAI L COLLECTOR CLAIM OF PRI ORI TY UNDER 35
U. S . C 119 [0001] The present Application for Patent
claims priority to Provisional Application No.

61/ 164, 276 entitled "ELECTRONI C DI SCOVERY SYSTEM
filed March 27, 2009, and assigned to the assignee
hereof and hereby expressly incorporated by reference
herein. FIELD e igents of the
i nvention reIaﬁég?geﬁ%tﬁggéﬁ‘§$é¥gﬁggiﬂyﬁeconputer
program products for electronic discovery and, nore
particularly, accessing a mailbox residing on an
emai | servercVARJ @FERHIORIKY (CNPRERMES @S.¢.6as9 sonme of
the data stored in the mailbox, and transmtting the

[00011COPI edridalraschi’ &]IEBHcQﬁ‘oﬂ%i' PheXt AAmB ph6tityas 'Pk(ﬁ/'ﬂm&ﬁ[ )&EIEhcatlon No.

and then'to a ng term storage devi Ce.

61/164 PROGkih SBLECTR SUBRMER ¥ SYEPRM 16 mﬁ&% 906 and
I scovery, re ers 0 any process 1In IC
. ronic | ocat ed and .

assign§ Gk, B s RyfaB RERRY b S hGTro BT BV e BB kerei

| egal proceeding, an audltsF,I securities

i nvestigation, a forensic 2 estigation or the I|ike.

E- di scovery can be carried out offline on a partlcular
[0002]c onputlasentral, embedimpats ofthe dnsotiamestts to raethedsypysiems and

envi ronnent. [0004] The nature of digital data nakes
compuit¢r peogram pedducinddn eletrionisdliscoveriy aud gndrg aertiowlarly,raccessing a mailbox

particular, digital data can be electronically
residingemranleathilwetvier ela asctwitkey@aginpaplenst daac nttht datmstied inghe

scrutinized manual ly. Furthernore, digital data is
mailbdk, fhd @atlsinitahg tli&ﬂ:@ﬁi%ﬂ lahta fiotn e FRiBbL ty/a calREfidrrver and then to a

partlcularly if the data is stored in a network
bngugﬁMﬁ&g ce. This is because the data appears on

nmul tiple hard drives, and because digital files, even

i f del eted, generally can be | undeleted. In fact, the

only reliable neans of gdesicEniRg digital data is to
physi cal |y destroy any

[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.

[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data

appears on multiple hard drives, and because digital files, even if deleted, generally can be



and all hard drives where it is stored. [0005] In the
process of electronic discovery, data of all types can
serve as evidence. This can include text, imge,

cal endar event data, databases, spreadsheets, audio
files, multinedia files, web sites and conputer
prograns. Electronic mail (i.e., e-mail) can be an

undele{;eﬁ.p %fa@{, h?éi o\ﬁﬁ; Iléﬁ%lgm%gﬂég FRedfo p(ﬁ %ﬁﬁ Qath t%'é)‘qul&él?eﬁé)lg S(}iestroy any

rimna tigation, cause pe are oft

areful in the xchanges than in hard copy
andaug"g?(f%nsvﬁfahvgeerﬁé@%tggd":as witten nenos or postal

letters. [0006 -di scovery is volving field that
[0003], 0B el ARy UL OT G SOY G Tk o8 B g s ience.
. multiple issues, many of which have yet to be
This cangaglpdedgxt, peagecsalangresventyisin datghases, spreadshectsyaidie fleso
satisfy a given discovery request, locating the
multimggdiarfdes iveb sitesend opmputerprogramsHElsctipainmaill deneimaib gan bhan
retrieving the data once it has been identified and
especidliycatubleablircp ofevigrmobinane] omcramdal loifatidne beabsegropl€laresoften
is especially evident if the data that is being
less catefiglih tHekeskchhrpeaihad! irlinald c@y dodré§dndee®schfas vFit@A memos or
evol ving or disparate enterprise, such as a
postal GREROr ation that has experienced mergers,
acqui sitions, downsizing and the |ike. Mergers and
acqui 4_ki i nf e,
1000613 SRR ETE A i FUR b SERRH Rgtnd o ARHEHGRY  Pgives
. i nterim However., .e- .di scove t.be able | ocate.and
rise o _f%ftmleev%uea’mwforfavr%l%hhhgg% il t%?é%ﬁé“f‘@@%?ﬂ%ﬁa&g%ﬂ Sty Big tata
.infrastructure in a tine fashi on, soneti thin
requireg o SABPY 4RI AR R GRS L B PR S O FbF e o been
.. _addition to identifying, Iocating and retrjeving .
1dent1f@plgqnglaptng‘§pg therdaa oppe it hay beepddanti 15%91@ l@gatg:]ﬁ}l pose problems in and
el ectronic discovery is the preservation of data, ]
of themdelveh Thiv & especiatiyientdantif thg data thaiis bingidensified clecatespand retrieved
and storing it for preservation purposes or furthering
comes fiioac@ssviohing dridispatacoentdrpisemesh as dacnpbiatign thaskasfegperichecd
enterprise systemthat enconpasses a nyriad of
mergerdl] dcgicigiohs, dbRadIFiag agytht fike. adlergets dud@squasidorsheeah it the
Therefore, a need exists to inprove the
technoldd§ MitdsirG@hre ABrosLthk @RS ma{( Qhryl AV@lst ARk RIRHE AV ERE -
processes, especially in instances in which the

djscovgr@trﬁ{s%é. abfe locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merget/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too

becomes a daunting task for the enterprise system that encompasses a myriad of different

technology infrastructures and the like. Therefore, a need exists to improve the identification,



system i ncl udes di sparate technol ogy infrastructures
and the |ike. [0008] As previously noted, c-discovery,
as opposed as conventional discovery of printed
materials, provides for the ability to filter or
search the data so as to reduce the volunme of data to
only that which is relevant to the request. Such

. searching.is typically acconpl.i.shed determning a .
tocatiof e e F G s B P iR SPRE DO Bn SR AT G R gierris
words relevant to the case andP@%EE like. Inprovenents
systeny 1fcludes digpamptedechielogy pnfiastruptures eykEn need to
further add efficiency to the overall e-discovery )
[0008]pr oc e s PrEondy natpd ¢ dspozetyass dppesedras cogvepidenal discovery of printed
preserved and, in sonme instances, searched the
materialb,qrovidesifor diatbilitmpty fiier escarhebe daja sdas to exuesthiervglume of data to
entity, such as a law firm securities conm ssion or
only tHat'@hich kereleMintlie tHeat@stl Syule sdaschingsis gl lglaboonglishaiby
for online review, the manner in which the data is

determififs & Rt Rifc fafdd RMIRABGucST profiddiEheyiworldildvant 18\the case and
process and ultimately drives the cost of the review

the e e e o R PRSI P RARY allfeffciency 0
the ovasy & FBaNS of i%creasing ef ficiency and reducing
%%éfs. T%%Eﬁf astly, once the digital data has been
reviewed, data jdentjfied as relevant may. .need to b
100091, ot e aiapos hesdt s ok PRSP P (1R iRy ST the
| egal evidentiary purposes. The, praoduced cunent.s
electropigcdalagypaybeysiemed by dba TeAypesHng Fity-uFh afe AW due spoprities
redactions and confidentiality markings. [0011] Up
commigsipn pr the like.e Whils dasgerouepsag emmllmgecg@é AliHgVieWehe manner
on a case-by-case basis, neaning all tasking and
in whivkpthk fdbiavs preteateeldot wvicheadds difetmeye to/the seviye prdcess andhpltimately
case |l evel. Such nmanagenent does not allow for finer
drives et @thd deviet processETiegen) imprbvemansa the mbuarer i whish data is
to exist between different cases for the purpose of

presentc@BF RYicRrt BB BesitiaBle QY 8 meah£bfih&dadi); SMeief@S@dlreducing costs.
anot her new or pre-existing case. Therefore, a need

Xl sts [ -4 ' I :
[001 O}rem hag eL g%, ddﬁgé et élﬁf dAB RS cch Reidt &l d&@ﬁﬁﬁtlﬁe@al[(sferlelgvvam may

In particular, how tasking and wor

need t8b& plq;%{ﬂ%%%q aqwéj%o%atoﬁr fitGr analysis or legal evidentiary purposes. The

produced documents must be properly identified and include necessary redactions and
confidentiality markings.

[0011] Up until now, ¢-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for links to
exist between different cases for the purpose of leveraging the e-discovery related to one case to

another new or pre-existing case. Therefore, a need exists to improve the manner in which cases



requirenents and the |ike. SUMVARY [0012] The
follow ng presents a sinplified summary of one or nore
enbodi ments in order to provide a basic understanding
of such enbodi nents. This sumary is not an extensive
overview of all contenpl ated enbodi nents, and is
intended to nei t her identify key or critical elenents

of n delin e the scope, of
are mafieeftad SHPRELIE by (RElreaRa Rl AP ppittiniopse
conce f one or nDre enbodinents inasinplified
‘emnmyﬁ?ﬁﬁgéﬁﬁﬂ' elude to the nore detailed description
that is presented later. [0013] Enbodi nents of the
present invention relate to systens, apparatus,
nethods and conputer gpdﬁﬁéﬁiproducts for elect
di nents of the invention relate to systens,
[00121 rret h o(ﬂfie followdng prepsumtse sippbBechiwpnasy gEere granorg éwbt)@mynts in
collecting a custodian's data that is stored in one or
order torprogideatbasic knddrstaabes off swels embadinients, Shis aumeagyds kot daextensive
exanpl e, enbodi nents of the invention wutilize a
overvigbf @bddntemilgel ehbodinessaindfs inkaddd tomeitie tdentiky isly o agcal
area via a network, copying the data stored on the at

clementsLoTHll RMRIMEINNDhr EelifEAdBe 3ER of anfort dlRRSibdindnig 1ish8le purpose
data fromthe at | east one network storage area to a

is to pr@é%h{ &fld &Hce}a?{ Hhe oPRLE: en%gf;ﬁih}g X g%lﬁﬁlgédﬁow Pfde to the

0014] Havi t hus descri be i ments of

f b d
more d%&“?ﬂﬂﬁésg%%ﬂ tﬂa‘?”seégéeaﬁgiiﬁ%gsr “[0015] FIG 115 a bl ock

diagr of an, e e electronic discove

(001315 o7 o FIRAZRES @ii‘it t?%ﬁfﬂ%ﬂ&ﬁwﬁfgmddﬁ 19 RS PP A netods, and
configured to k% g aa fro an enail server, in

compulgr pretRahREdyts menigP kﬁén‘fﬁng‘é‘e?ﬂat‘i’ iﬁ\ﬁé(ﬁ?’inbrineth"ds
4 [0016] FIG 2 is a flow diagramof a nethod for

and coppiipeRpgtan Heduwts fooramatel aeliactings gestodignis daethet ig steeas in one or

wi th enbodi nents of the present invention;
more network storage areas residing on a network. For example, embodiments of the invention

utilize a collection tool to access at least one network storage area via a network, copying the
data stored on the at least one network storage area, and transmitting the data from the at least

one network storage area to a collection server.

BRIEF DESCRIPTION OF THE DRAWINGS
[0014] Having thus described embodiments of the invention in general terms, reference
may now be made to the accompanying drawings:

[0015] FIG. 1 is a block diagram of an enterprise-wide electronic discovery system.
highlighting components of the system that are configured to collect data from an email server,

in accordance with embodiments of the present invention;



[0017] FIG 3 illustrates a network environnment in

whi ch the processes descri bed herein are inplenented,
according to one enbodi nents of the invention; [0018]
FIG 4 is a block diagram of an el ectronic discovery
manager server, in accordance wth enbodi nents of the
present invention; [0019] FIG 5 is a block diagram of

a dat .server.. 1N aescorda Wit 0. . men .
001615 7 16 B4ER AU ke BE S SEARHGF: L tog Uou NGB B sorvr i
accorddhcrgvidiembodamend bfahé et @ivweation;i N accor dance with an

enbodinent_ﬁf t he present anentipn;,&%ﬁZl FIG .7 1S :
[0017]h) ock ElCadrithistipies aaeuark ryiongientig syhichthe pgessgs described herein
arc imPBABREABRRLordink WS it GnbddinerAESOREARERIOM, th an

enbodi ment of the Invention; [0022] FIG 8 is a flow
[0018]di agr dHGaft ina etk didgrany of anj eldcironis glisgo ey mapagersarvey in
accordlaﬁl:%lv&iﬂ{ Odﬁ{lgrﬂ% bftle ﬁ%@én? Eh\;eﬁﬁéﬁ , creating and sending

preservation notices, sending rénm nder notices and
[0019]cr eat iFIG. Srisla Bleokl diagrasiisfadasabiase @ik, daiaesesdanc@iwith an

accor??tak{éce wi t.h enbodi nents of the present invention;

embodfrpeys _ IPESSeRY iprgentiog ow di agram of a nethod for
[0020]CUSt OCHTe)) 678N BREKBAErakllo B cofle@fdn BRlef, in ScOERUES With an

system in accordance wi th an enbodi nent of the
embodiynent of thejprgsenttipantioand [ 0024] FIGS. 10 and 11 are flow

di agr f. (0} . ' -dj .
0021 o A, 9 OB O S 00 LAR aillhentsvctr, i
accordamxeovitancenbdditherm of thetiodtintiemt of the present

i nvent.| - TAlI _LED DESCRI PTI CF. EMBODI MENTS, OF TH
100221) p/enrAEHyS(ioB BB R ORE L0k FSARE S BFF oF R nGHCne
creating Q¥ArBRErAE BQE6S hiPEnIRE Prdstiviation MATce:, Redify redinddr notices and

reference to the acconpanyi ng draw ngs, in which sone,

creatinggnd pending Jurveye iebddiogisns.4n afcordeace witk speimsnis of hepresent
deed, the invention may be enbodied in many

fferent forns and should not be construed as linited
[0023]t 0 t heFI&9adsia flewtdagsah of e ntethdddoedustodianabdnagsmdnt @san electronic

disoor GSYL RS a0 B N o R0 R Bl el SRR o™
[0024] FIGS. 10 and 11 are flow diagrams of methods for harvesting different data types

inventi!glﬂ

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0025] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal

requirements. Like numbers refer to like elements throughout. Custodians, as described herein,



requi renents. Like nunbers refer to |like elenents
t hroughout. Custodi ans, as described herein, 5 are
i ndi vidual s, a grouping of individuals or an entity
identified at the onset of a case or matter whose
el ectronic data is subject to capture and revi ew.
[ 0026] Enbodi nents of the present invention relate to

ore ind QL BRTE prolTFRD08 B ARG LA TR LBl 1B 00 B BHORYSE Fennlbr matter
col lecting.at,least _sone.,of .a targeted custodian's

whose Zlgpirqiic Sl ISt RSB &Yfd i n one or more mai
servers . residing on a network. For exanple,

[00261 8y o ERRILERGHES 2hae PFSROE Y eRtippdRRiedR SYF0k Fisthgds, and computer
collection tool to access a targeted custodian's.

programgirediisss fpedpciionty dscossy apdimors @F&éﬁl,aﬂbéﬁ}m'@ly qollgading at least
some of the custodian's the active email data stored

some off p tarpecdraistddosn, s @tide emaihdath that Isestareshinauie at mioveamaihseryers
data fromthe mail box to a collection server. Then

residing on aexerpk.eForaxhodienanbaliaéntt bethp pesan inventineutilizoa collection
send the copied active email data to a long-term

tool to B4REAORrERM tSlodib9 Adilbbt fesillig dnugil dn@fileSrar) cOXPAmNERT $bme of
active email collection system2 in accordance wth

the cusgti?liﬁlﬁ@tﬂg iagfﬁ%ten%ﬁ cfafh?stdr&y 1?1%&: RRilbok) ﬁlﬁ&@éﬂﬁﬁﬂtth@&éﬁhégﬁicﬁ% email

I ncludes a plura ity of servers, machines,

data frdl§t %Iﬁhlb%&% Qggﬁe%ﬁgﬁ §&5ver! Th&D m}hﬁ?{?l, Qﬂb&fu;lgftg B&he giesent
anot her over a conmmuni cati o network, as woul d exXi ;

. for le,.in a ca ny's. i nformation, technol ogy

inventigy send R oPidel Aoy BT StE L5, & I0F IBELOrBEE 4SS osent | y
descri bed enbodi nents of the.inve tiﬁn,,a case.

[0027] ranagdtent 1sirgtes ayexeqplars adive sl gqtientiqn aystam ¢ & aggordgnee
coll ection server 8, and a |long-term_ network storage

with arjembasimarg of ghedngntion. nTecipblgetiondgysten 20pdpdes a plurality of servers,
conmmuni cation network 12. The communi cati on net wor k

machint®, and mkivoble starage devices @mcomamwaicitjoni with ergiangthehever a
Internet, a local area network or intranet, a

commuMidatibe astwioel, wovisuldekizt, for8aBplef di@thahgk &iformation technology
mai | box 14 is a network storage area residing on an

operatiﬁg%\l'irq%ﬁfeﬁﬁ For ia_ﬁnpo&!d o ﬂ@ﬁar@@ntﬁﬂ@dsbﬁ&ﬁfdk%dim{&ﬁts@f theSinVéhtion, a
conmmuni cation with the comuni cati on network 12, and

case m%%@ﬁleﬂtsggei’\dl,tap 1e@stRAE HitabHsB5erbd QbR Q3 Cer RC hldPlong-term
emal | 1s stored therein. According to sone

network storage device 10, are all in communication over a communication network 12. The
communication network 12 could be a wide area network, including the Internet, a local area
network or intranet, a wireless network, etc.

[0028] As used herein, a mailbox 14 is a network storage area residing on an email server
16, such as an email server, which is in communication with the communication network 12, and
associated with a particular custodian whose active email is stored therein. According to some

embodiments, each custodian has his or her own mailbox 14 that resides on the email server 16,



enmbodi nents, each custodian has his or her own nail box
14 that resides on the ennil server 16, 6 where each
mai | box 14 is associated with a uni que mail box
identifier, such as a SMIP address. |t should be
appreci ated that each custodian may have nmultiple
emai | addresses and aliases, all of which are

where ?E’C%%géﬁ@%g g% 5 dﬁs@o ?z{te?d \Qﬂf? & uﬁﬁgg thlﬁb? e apsg?ig gsloeg address.
It shouﬁcﬂ%i aque%%é g%lt%%éél‘g 4 S on ar%g% e Ql%é(lél ﬁ? Qﬁtszleg‘sf "P@ aliases, all of

some enpbodi nment s, nall dat a lncludes . .
which g gesqeiatedwith a §ipg F % dﬁe‘p’e‘aﬁr&sg?f&aﬁgéﬁ SIRY elﬁg%{d%%dt
out of a mailbox 14 and off of the email server in
shouldtalre Heapprepiated thet geghscustadian hias ety pre Matlbox idewtiics ﬂ}@gmtaésocmted
some enbodi ments, also includes custodians' contacts,
with theouailbak s Actcading fo somek aubaidents, antive eneail dage inplades sayteinad) that is
emai | data also includes any object that a custodi an
- sent or'feddivd by% dlistodiag dndvhdthmevet foat biasmaitiexdd add pif of ti0@84dil server 16
The case managenent server 4 provides user-interface

in the BRNAGEVBAL. ARfiveetiSiBlata,i d0éRihae®sohfe ethfbdanent Alsoiifdlhds
enbodi ment, the case managenent server 4 is a web

custod?aﬁlﬁ ’V&BﬁEﬁﬁBumﬁfs‘ Na0K, ARGERIBE hirfes 2 FMRRr LIcAVS Sfhail data also

roug e case nanagenent server 4, the user
mcludés%ngl stth%t ?nﬂgdsag'?%f‘egedtw%ﬂﬁn '&r%q%st g&fePtd
al'i’zing an nanag ng t e co Iectlon
For |II ustrati

[00291assunesﬁieﬁsﬁeewaﬁﬁla?ntﬁﬁrg%‘igﬁv R B P e frr e
interface 18 is an eppl oyee or contractor of the

lnterfa%h%awW@rtlge\awgb%dn@ AeegRAeRTEN gev el 4t sgrver that
di scovery managenent role, and hereafter is referred

can betagcaggedrviba webbrwser r Thrarghde case management spsee ¢ the user interface 18
greater detail below, the eDi scovery Manager can

may beipiekéntesl tb heisergor the pumoseed inigalizng dndenanagipg she cpllgeticadrocess.
custodian's mail box 14 on the email server 16. The

For illediag comapysebEtraiie Sanmed Heeein tisme tHehsenisteracting with deasts
to manage the collection of data fromthe targeted

interfa6&! 88 Rindhployed Bl Eddractdfiof tA8 BorhPely WitVdetis b RBseihaABEEE&t and
of the coIIectlon It should be appreciated, however,

elecu&libadlsc%g l?r'lﬁ‘eﬁll'agén‘?é@ kol€, Qb HeraRerli RFUPRIM0 bR EDRBovERy Mﬁnager

perform the nanual functions herein attributed to the

As dlsng's&flg ?éa¥er Mgﬂﬁ%%ff'ow %%Dléc%g%%a&agé}tcaﬁ N AR Ghterface 18 to

oces coul

1dent1fy a targeted custodian’s mailbox 14 on the email server 16. The eDiscovery Manager can
then use the user interface 18 to manage the collection of data from the targeted custodian’s
mailbox 14, and then review the progress of the collection. It should be appreciated, however,
that any individual could use the user interface 18 to perform the manual functions herein
attributed to the eDiscovery Manager, and, indeed, that an antomated process could perform

those functions as well.



those functions as well. 7 [0030] The case managenent
server 4 is in conmunication with the database server
6 and the collection server 8. The database server 6
is configured to provide database services for the
system 2, including housing a custodian directory 20
and an ongoing collections area 22. The custodi an

{003010“ rectﬁ{exea&qnﬁﬁg&ﬁ&ﬁ B9t PisSR mﬁegl}(%gvg} eeaﬁyasgsévers

st of eac usto lan and the mal entifier

and the[ %gféct? 5h Cﬁerv%NEPTﬁg gat Sa%? se%vm&% is gon%g%f’eﬁgg R{O% ad%?aﬁase Y2&ices for

Iers asSSocClma

i.an' s, mail box. The 0 |l ecti.ons ,

the syt o 7 RS POHEC BHETH PIBED 20 eI daLons F?@fﬂlﬂ& #ja 22
nallboxes 14 sel ected for coIIectlon and net adat

The custodi@s dHPHR VI e 2sPRbiREOSARE ST ﬁﬁiwﬁ@szmblﬁe%w@f @@h custodian
collections. It should be understood that nultiple

and theimaidxgdendiiey sueh asauiMTB eddraysl eyaibaddmessesaaliages, uses g land other
dat abase server, and reference to a single database

identif®er asercidial didh eéclhlcustbdian’is waildod Elermngning molechongpase??, according
only. For exanple, the custodian directory 20 could

to sombembbdifefts] iAclatde daktiahastMativixee 4 soetiddfor golidhtand metadata
collections area 22, which may include a queue of

concerﬁﬁg lROfathS@Ratdrf g&@i’@ss BP Seldddd doBEaRLe a1t @Pddl@@é(ﬁﬁleﬂs‘ﬂo(ﬁriﬂat

he progress data, could be stored in another
multlp%acta%%esﬁﬁf%fsé%ﬁld ﬂeQ: ye@?ns@yaﬁ Spz &ﬁ?l ¢ iBfabasg §EGEAR Ll.lk(y reference to
scover na er can ufilize the uder
<o SO Bt LRAFTRDS S Pra o RS
sen |nve jon, i nformat.ion in ]
custodpyclEgoei ) 7 e debage BerSign e wepigiso et ara
such as the custodian's alias, nane, email address,
22, whighrasy inpladoaens of manbex identifiessdor e taraeied meiboxgribrdand the
user ID, etc. Upon input of the custodian's
progressilaa, Fould be stoted it anshargatabasneerverser ver 4 is configured
to utilize the custodian directory 20 in the database
[0031]ser verAsGliscossed erre Egnetahly bplkwt, thewDasconay Memager can utilize the user
identifier, such as a SMIP address, for the

interfa€e /B8 t0ddenfifpa ataibaistolithn WwHIBS ZdtivEeinai sivgid be sllettb& In some
present invention are particularly advantageous in

embodiéntPsikRe present invention, the information input by the eDiscovery Manager

includes a custodian’s identifier, such as the custodian’s alias, name, email address, human
resources identifier, social security number, user ID, etc. Upon input of the custodian’s
identifier, the case management server 4 is configured to utilize the custodian directory 20 in the
database server 6 to identify the particular mailbox identifier, such as a SMTP address, for the
custodian’s mailbox 14,

[0032] Embodiments of the present invention are particularly advantageous in networks

where one custodian has multiple user identifications, such as user IDs, aliases, and email



where one custodi an has nultiple user identifications,
such as user |IDs, aliases, and email 8 addresses
because the case managenent server 4 is configured to
reach out to a pre-existing datastore, perhaps in the
dat abase server 6, that houses a |list of custodians
correlated to the particular identifier input and
addres%eg g)?édélé%/ th%: Iggseiﬁgﬂeﬂag%?ﬂé g?g%ﬂ dis %anéé%%‘to% ach%?‘b ?gﬁe existing

custo ere

T R TR NG R T T
T A T KT R A

custodi an, and automatically |locates the custodian's |
targetedwpstpdian. Hegselore, eather rngeqritieg e 6PieATEY Manages s enter a specific
managenment server 4 is configured to copy and store
identifich er ndiipls itlensifiersafot hexargeted tidigodaan, the system@tgwp thy eDiscovery
coll ections data area 24. [0033] According to sone
Manageniacahiteigust snoilettifer forubatargeted dubtodianginkd hotomatieallyi 1b¢ates, the
such as a SMIP address, of a targeted mailbox 14 is

custodianStB&liboR iddnefie ! th 86kt enbodiREE, @ cisienMagmhengserver 4 is
collections area 22 of the database server 6, the

configh@l APERH B8 SR thE iRt EELmERRS HBRAREFRAE 0§$ﬁﬁ/ olleéidi®Yata area
be configured to affirmatively request that the
74 Collection tool 24 be executed to collect the active
" email data stored in the listed mail box 14. In sone
0033 2T LA S 1981 o B PO i, o
noni.tors _the queue_ in the database server 6 t .
a SMTigldrent, 64 P eqlHLmaWpavekd s Bt e soll <SRN drepiof the ongoing
executed. It should be appreciated, however, that the
collectiqas [agat22 o theglyfabase seaipr bihe datahase SEYCr Ay tihegase Byagagement server
the conmuni cation network 12. [0034] In sone

4 may berboufiguestte affirmatively regest dhnt thealollediongoe) @dfbie gaeaitedite collect the
use elevated network credentials to be able to access

active amyil dta atoeselr in alenlistedhaitboaf1 4f iTh somseenerdmbek,dhgeadlgetian taol 24 is
particul ar known domain or dommins, for exanple,

run ondBRIRG dreeRick BohntiQhdcdticBifirEseB@i P aiynitdrs th@fidut Yn the database
Therefore, upon execution of the collection tool 24,

server 616 d&einhif€ iR diRS ool RCHLER HelRRecuted. It should be appreciated,

however, that the collection tool 24 may be located on another server in the communication
network 12.

[0034] In some embodiments, the collection tool 24 is configured to use elevated
network credentials to be able to access any of a certain number of file servers belonging to a
particular known domain or domains, for example, domains relating to a single company or
entity. Therefore, upon execution of the collection tool 24, the coliection tool 24 locates the

email server identified by the mailbox identifier given in the collections queue and accesses that



emai | server identified by the mail box identifier
given in the collections queue and accesses that 9
particul ar server for the purposes of copying the
active emai|l data contained in the targeted nmail box
residing therein. It should be appreciated that an
exchange server is used herein for illustrative

part1cui:eﬁ’ @?!1‘\3791‘ for e p@%sésﬂf”ﬁm}h@ﬁ ﬁl@lat:t‘?vceté &a@aot{on%ﬂleﬁ%the tarﬁeted

ect emai’l ‘from otfier types o servers

mailbo rgsu% gﬁ'{er trlltq :Ié gt(t)noaullkf %é a')ip%i%tia? tg? §cl¥an (< se?ver ?s us%g %r%m for

or enal

. ased on the qiv I [ tifi the ction

ilhusraf g oy iFRe P ﬂtemhec feot SR il 14%8? o s of
case managenent server 4 that the caollection fail

email sgppers: dn thesgyent the collegtignifeal % i Haahlgjordecats oy lmtlﬁ%tﬂalibpx 14
and/or enmmil server 16. [0035] According to sone

and/or epapid g¢rremioshasedan the eivioa swilbey entif@rthg cdllsetion tael 24 relates to the
mai | box identifier in its queue for another

databaseaietvec 6 andioafht eagptmanngamdot saveridritatabt codlectiom fatlal dvedo irchbility
that the collection of that file server failed,

to locategth®idengfiddnasilbsnilhhad/ot cast sdvenefromits active
queue. The eDiscovery Manager nay al so be pronpted

[0035]Vi @ t DRcHRIBTp thR6BE ERGSdidLnk AhPHRAUHE s@HG 6 hAN@ep the mailbox
information or investigate the failed collection.

1dent1f{ep Qg’i@l &u\-’:\ﬂé ﬁ)r raﬁ&]%r%of tlgﬂ ?ttté‘tﬁ;ét' oF %La'.kg Iﬂ?ﬁlaﬂgff]’ m its reccird sz?t the

ng to sone e I ment ction
collect{%l o‘f(ﬂt Lk us:?zgvld al eg %‘glg(s)‘?l{lé p-tat ma,tl‘%o())( d}(y}eni%e{a e§oc sgagﬁge %ufeue The
t he ctlve e data residi in.t il box,
eDiscop i NFHARTTRG o It Rist 3ta thh e ueriins O R (Bt e Sqidtigns!

on the information reguest, the coll ection tool 24 may
informafign ordeysytigats ths faledcriestioBrtain criteria, for exanpl e,
files that have certain file extensions or that are
[0036]of a OWith esigardfte e aollpasion seol Zdcdsconding te Bhmse ebedjments, the
Manager can collect a certain type of active enni
collecthattanl 24 ucdonfignedin hocessdind matlisox jdmssavited witidthe iziven mailbox
cal endar entries. Alternatively, the collection too

identifidd copyatQedst sdmciNtBeOqyive emhil H&s rd3alindlg thembidox, rd teansmit the
extensions or other attributes. Either of the

copiedfdafa BP0k éfbREMANS, BHLAGR thé 1nt“diﬁ1aﬁ5ﬂ RGRUE e MABARR10bID4 may
not interested in copying all file types located in

only C(}e[ﬁgﬂ%‘%ée\ﬁﬁg %gi?th‘lé cﬁ@ﬁi £6f extaﬂlﬁlefrﬁlés BOX ndvcefthifi il dXTerSRITE or that
are of a certain form type. As such, the eDiscovery Manager can collect a certain type of active
email data, such as email, contacts, journal, and/or calendar entries. Alternatively, the collection
tool 24 can omif from copying files having certain file extensions or other attributes. Either of
the foregoing is advantageous if the eDiscovery Manager is not interested in copying all file

types located in the active email data of the mailbox 14. Also, in some embodiments, the

10



10 collection tool 24 may filter out attachnments to
emai | nmessages and ot her attached or otherw se

associ ated objects that are not of a desired type.
[0037] In accordance with certain enbodi nents of the
present invention, prior to copying and transmtting
the active email data located in the targeted mail box

collectgo&to%lgﬁ orgé)}% I?Ct | e :ﬂtagﬁrg rktgtdﬁ én?all rﬁlgﬁé%eg ldfl(? gthgloaﬁeﬁédyor%therwise

U&

rnatjonal privacy | aws would be V|olated by
assom%?fi)@ﬂ?@s hAkpre p %@Zﬁ%ﬁﬁ%yﬁ les fromthe targeted
ox 14. For exanpl.e, the «collection tool 24 is
[0037]c 0 nf i glaraé@r@a@ca@ffta PﬁﬁtEH% cphpdimeris @ theypresat iaykigRgior to copying
server 16, which services the targeted mail box 14, is
and transoitiegithic ﬁcta»mntaniehtade@eé@%mt%tapﬂetﬁdawlhowé the olicgtien tool 24 is
country. |If the copying and transferring the
configoied t@abpdynh sertbabibdsiness tHeeketandkesarewerintéBiationa pavacy laws would
country in which the collection server 8 is |ocated
be violRd /by cepah@bed iritstiigg files fbom thtargd@imailiondtée ddr efample, the
using the collection tool 24 to automatically copy

collect‘ichﬁogﬁﬁs cortRrb YeeMBnY WHRihA@ahtryiReRtH & QkveE L6 which

and transfers the data in conpliance with appllcable

servmés%@%%Eéd%ﬁ rl]ao;c Y. 1]s’1: teﬁ)ﬁ?m ﬁen héce§sg;ﬁ % ’ cy% f@:flthat country. -

c d hemal server l'ocate he Unit
If the ciogxgl_g?ag]g :%s}f%}@% € chSt%Eéfgﬁ%dla ng Ehé:lteérgﬂ%/eﬂjé f(? th c%}mtry in
e e SRS TR B - g

in the United Kingdom instead of allow ng the

the coligtipB ol 3 ta aermatieal oonyt Baden cAhe SPIBLONGTY. ry M anagermapally collects
the data to the collection server 8 located in the

and tragsfersetiie ditaireenmiflpogsyitinepmicalle dueraptional law. (Far geamende, if the
emai | server 16, the collection tool 24 is configured

mailbdxol doegiies dneansamdilvservemib lochtetl @sthe Lbnited Kengdamt dnduhegollection
mai | box 14, in accordance with any rules governing

server Bl dn@/ob YHeaSnAREN SioZRR desicp10W ldeded ia thdUnite] $tees, itleeDiscovery
tool 24 by the eDi scovery Manager via the user

Mana%e? WRulERsuABy oy tBS BAE HRARE iNHINSIDOR 18 6P sHirve@Nédtedfin the
he invention, the collection tool 24 may create and

Umte(?ﬁﬁl!gg&n a)steNd (g%gl o u%?ch@ EdllecRbn Rold ﬂ)%tdn%’@ﬁl’l)f ¢dply and transfer

I'ng as net active emal |l datad

the datg%]l') il%cctoggﬁ%{gilgénw F)ﬁ&t%cli th tﬁ@'dn%8§ stits, Thi s evidence

[0038] After accessing the targeted email server 16, the collection tool 24 is configured
to copy the active email files from the particular mailbox 14, in accordance with any rules
governing file types and sizes as provided to the collection tool 24 by the eDiscovery Manager
via the user interface 18. In accordance with some embodiments of the invention, the collection
tool 24 may create and assign an evidence object, or a unique identifier acting as metadata, to all

active email data collected from a certain mailbox 14. This evidence object adheres to the

11



11 collected files as they are transmtted throughout
the communi cation network 12 (eventually ending in
storage of the long-term network storage device 10),
so that it may always be determ ned where certain
data and/or files originated. [0039] The collection
server 8 is configured to receive the files
. » r
collettd ASER 5P ohe Denhlitcd BEREEL! B0 oh AR A RN FERhipaly
. [ t f h e regei from.the
endingdf B8Rk 3¢ g Moot Rk LPle A RTTONR b lp R e
serves as  bojh a.tenporar twork storage area and a
determizjed %Wg”ﬁﬁﬁgé%ﬁm@%ﬁgﬁﬁéﬁﬁ%ﬁ%ﬁdata, where vari ous
functions could be performed on the data. The stagin
[003%]) ocat | 09@6088% PAVEE is cordiguerddo secsivadhe ﬁl@%W@él,lﬁ%iﬂw e
as a file server. In sone enbodi nents, active enai
collectigjteelt24 fepnethespiad gevenlh. tlhene embegdiment, tgicbleskion derver 8 deposits
whi ch resides on the email server 16, to a.PST file
the fileb,sdlieythre rectifed Somdhagnail @oat it 6Nn®d6. stapinmgslpcdtion @6 fileat kerves as
creates in the staging |location 26 a snapshot of the
both a feRipob@¥ ndtdvork §t6@4OIreOMRE §thEng Blch &g ttheiRcGRINY dhtaSwhere various
determnes that the collection is conplete, the

functioR® E&RE bé PRfcHRE 8h 11 datd MIRistaginoN6catieh 86 E60dbHE Eﬁetwrc])rk storage
e

tenporary storage of the staging location 26 to t

device,_sl_s{l:llgﬁ g%fi[if%fseltvgﬁ h3bSe %ﬁggar.lmﬁfy%h%ga{ctﬁxé gllﬂélgg@ ed§ Xlie%gpill:&) from the

ection server
eSB! SR 0 B PP SE B K 4T BEA  aene
. Or. .transnmit the data t.o yet. angther inte di ar
locatiog gf., dFis. ie116gl SFGH1ES Indheaging IORacDI4p A RRE: QirtEe HaRbex; 1

per manent storage in the |ong-term network storaqe
[0040]gevi c&ntp .themml@q%@fl serygiohdeteratings thah fhe coHegipntiseomplete, the

coll ection server 8 that the collection is conplete,
collectioneeryer § wensimil theedajasfrors thatempernatyt Heragesefthestaging togation 26 to the

system nmay relay that nessage to the collection too
storagef thelong-terinmetvemk Slogage eldvit e 1 AuT lonatlectinl sprveed map ét én direct

its access to the targeted mail box 14 of the enai

commavien with thalpas erBaRiwairk forfed @bvide NRSRIAGLy difdd ¢ frhnsmit the data
Referring nowto FIG 2, a flow chart is provided that

theretol &rl HS§ fr AP tARNIRX IRk Mother RIORRAMEsedfer] Qlsesets! et diRGately
active emai| data froma nailbox 14 residing on an

store tHe'Rtd infﬁ@ﬁﬂa%@ntjsﬁ)rage in the long-term network storage device 10. Further, upon

determination by the collection server 8 that the collection is complete, the collection server 8, or

another server in the system, may relay that message to the collection tool 24, which is

configured to automatically terminate its access to the targeted mailbox 14 of the email server 16

upon receipt of such a message.

[0041] Referring now to FIG. 2, a flow chart is provided that illustrates an exemplary

procedure 30 for collecting active email data from a mailbox 14 residing on an email server 16

12



12 via a communi cati on network 12, in accordance wth
an enbodi nent of the invention. As represented by

bl ock 32, the procedure begins with the eDi scovery
Manager collecting information about the targeted
custodian in an attenpt to identify the mail box
identifier of the custodian's mailbox 14. As

viaa c&lﬁ%@ﬁﬁg&? . crtv%/rlkqés lglydc% rlagnc% 3{1&1 Oa?r € %dm@gﬂhe 'IER%P%&P Uks

SucC e cu I a n S na ne use
dd fi
e S R, R0 5 B L A R g

managenent server 4 wl| retrleve he cust dla
informatn 4ot airedted erstodsaadﬁ a gt t%lf‘;“f‘ it ntifier of the
address, fromthe custodian directory 20 [0042]
custodideietmailbox d ¢ ds disaessedprenionsipcke gRiscovesy Mpnagesmay ynput
Manager may utilize the user interface 16 to input
informttien, swdhl d3abe dudexdtanfs ramepfiser HR, alias, lcbwi ad@zse dr othertupaque
mai | box identifier, and 1in accordance with bl ock 36,
identifieR @t dhtb @@tisenintetfate Parmiahe sae mahhgenicat geved will retrieve the
custodian's mailbox 14. Prior to the collection too
custod?aﬁ SGRRAWOR SdAREAEO Sudh'28 At BukfoliAg’ sIYNETP Bates! £6mfihd @ftodian
located in the mailbox 14, and as represented by
k 38 the coIIectlon tooI 24 confirnms that the
(hﬁmu?gggeted mai | box 14 is eligible for collection. For
exanp |ousl fi .
0042157 Nt 38 iR SRR SR Sk OB B SR LT B0 e user
i th i.nternatignal. | aw wo be,vi ol at.ed b iy
inertag) B (BP0 PRSP ok HE By PagFe &7 B’&r%alﬁ% ieptifier, and
emai | server 16 to the collection server 8 q4or th e
in accqrdinge vatrhlork e the coliestian doakd pecssses thetarepipd cistodian’s mailbox 14.
custodian's mail box 12 is not eligible, the
Prior te 81l cobledtion toad @4 coying md/erdransmitées the sedpesiedfiles kspipt rythe
files and, instead, the eDi scovery Manager may
mailbaxeldyiand a5 rapmkmtadzbe' badkl 38cthé coileotiomtenli2d ¢opficros tletilhc targeted
[0043] If the files located in the mail box are
mailbayl 140k Bligibledbr cullettal IFoR exMiplé, fas pl@jouslyelestwibed, ahé gillettdon tool 24
but the eDi scovery Manager authorizes collection

runs a M@Y budiftRs fRid @etitsaP eRiuPE BESIntcEiilibhdl 4SS wolld ok BEKiolated by
40, the requested active email files are copied and

copying bR R SR A M P D An PP edton emr®

and/or tﬁ)e fon %en%eﬁe?wgllk%?orag\@‘}%{&g 10. If the custodian’s mailbox 12 is not eligible, the

collection tool 24 will not immediately begin copying files and, instead, the eDiscovery Manager
may manually authorize collection or manually collect.

[0043] If the files located in the mailbox are eligible for collection, or if they are not
eligible but the eDiscovery Manager authorizes collection anyway, the collection process
continues. In block 40, the requested active email files are copied and transmitted to the staging

location 26 of the collection server 8, and in block 42, the collection tool 24 determines whether

13



13 the collection is conplete. If the collectionis
conplete or if the eDi scovery Manager manual |y
excuses uncol |l ected data, as indicated by bl ock 44,
the active email data is finally transferred to and
stored in the long-termnetwork storage device 10. If
the collection is not conplete, the collection too
the col?e%ti&?ﬂtcbﬁ]lg%% Ik fhe bt @c‘ﬁgh id Qnfplil &Ei tﬁehﬁ)l&%‘lﬁ% hflgutggé}‘]manually
As a provi |ng an overview of a conposite,
excuseg %celi t'eC? Szrta a%j ?I%(F %fl%e%tbyooq cJ:ci(uéir{lg thségaﬁ%f‘\?ﬁr %{ﬂal%/(iaia 1 glﬁ%@hﬁ%ﬁgerred to
ses descri bed above for ceSS|n a .mai | box 14,
and stop ﬁngmtt ng- 6?59]' rﬁ,&v ok Jtoraeg sewics 19- afg't]aeactoéle OB is ppfsomplete, the
box to.a collection server, FIGS. 3 - 11 are
collecfwart@ql RAsPRiiigR itaattenas s sqliseidhe datttet ai | . 1t should be
noted that the system shown and described in relation
[0044]t 0 FI @8.aBeans of provislitgangprodw efkaeqmposita ehierpaisc-widselectronic
such, presently described enbodi nents of the invention
discoverggydtem enincld mag bairhpiemented heronpinetidr with thedysanuad yrocesses
systens or only inplenent select portions of the
describet @bdvedBr s ceishigQUBdilbox 3%, Sétlﬁmldiﬁ‘fo??’lﬁg des thidsbeging 189 4%k the
FIG 3 illustrates an exenplary electronic discovery

mailboR ¥& 5 8Metbh (v R FISIZNAG ardhidrbin RRVEIRRE I JERAbe®in &etb@l It should
|nvent|on In sonme enbodlnents t he environnent of

I Exl t
be notet%letg ﬁ‘i’lb&/?%ir{t?n El% Bt 12 rf‘%l&t@& t!osFIbg 3 L g{ Qtren'ESIl v{ra%f example
ti ation, and.inclu a. .
only aifi %“tcﬁvaﬁéessw‘ii‘%?ﬁv%?e it ﬁ‘*%enla‘fﬂwé’my@empgﬁi within
VICG .in connunlcatlon th one anot her over a
other eg’& SeRveBRSYAERRGr RnLY “E%B’&P?ﬁ?ﬁ?ﬁ%l’%’floﬁsl‘r’@ the electrppigidiscovery
dlscovery system 100 can be i nplenented across di verse
systemdierin dgspibednet wor ks, - conput er systems, applications
and the like to capture or otherw se harvest
[0045]el ect KdG 3 ilbhstralenamiexsmppey Elpctomiradibeoa ersgtstrad @0 int fngordance
data for long-termstorage and for producing the data
with art @ntsodiraeqit @f thergveaption. yin spMe £6podiewatsdihngntimnideat of the electronic
enbodi nent illustrated in FIG 3, the electronic

discovétly St 1190 isSNSin€iFnbibh iebitdolshslatordlof ah EMBipEisél fFHCRYRADPY a
managenent server 110, at |east one database server
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network.
Embodiments of the electronic discovery system 100 can be implemented across diverse
platforms, networks, computer systems, applications and the like to capture or otherwise harvest
electronic data and properly organize and label the data for long-term storage and for producing
the data to a requesting party.

[0046] According to the embodiment illustrated in FIG. 3, the electronic discovery

system 100 includes an electronic discovery management server 110, at least one database server

14



14 120, a collections server 130, enterprise persona
conputers 140, enterprise file servers 150, including
at | east one personal network storage area and at

| east one shared network storage area, enterprise
emai | servers 160, a conversion services server 170, a
short-term staging drive 180, and a |ong-term network

storage net 190 that are all .in ' '
120, « SRBHR HREETIE shilEres Pl oot S AT RO Rr e o,
) network 102 may be a wi.de area network [ ncl.udi ng the
includiig e A8 0Re ReTpoiaRCLY PRSP HARGEICR 5ttt sehared RGOt Wiigee area
network, or the like. [0047] As shown in the block .
enterpgisegmaihienfers 66, a gonverfionssepagsssaver Hils e shast-tprmsiagiyeseine 180,
server 110 provides user interface managenent for via
and a losgterimmetrdrl stordgeRetvark 4 8Rthat anaiob dik parmmynicative over a
el ectroni c di scovery managenent server 110 is a web
comme8ficatdn rictvadrk ¢6h Bl conopwssaidn wiehwvaak WBbmby bevs emide drpa nateork,
particul ar enmbodi ment, the electronic discovery
includ MBAROBRERRL, SREMFcalnkBvdrk o htiafét] ARAEIVERSWoR, Sethy Hke.
that may be accessed utilizing a web browser on a

[00471T8Chi Ngs Yokl iR the o StrithioF FIGT R RSB tIAR: BRFERAMnGgement
di scovery managenment server 110, the user interface

server 8 pRRYacR Bsd it GHbeh Qerfiert 86! vid Mor tnReBUT PORS0RE
managi ng the electronrc éﬁscovery process and a
rocesse escri.bed herein that are ..nhere t t
embodig S IR edHR i em gotelenri oy W e SR s b e be
that th rimary user interacting with the uafr
accosspBarHRBTIYET 1n abp RARAI SBoBfinEghheRleontsiseRuery
conmpany who serves an el ectronic di scovery mapagenent
managepient seged | Holsaafnteanet wehsie sery@dhatanayderagecssed wilizing aaysp
manager." As discussed in greater detail below, the
browses-ahi awachimewitlin drpeantarpryseu Thkqueh therdearopic disporery aramagengent
to manage cases, custodians, collections, and
serverdd0, the tied irdaftae 118 mab dalpekstredippr wer for 6, pumses/afrmanaging the
that any individual could use the user interface 118
electrdn dSdoEfyPrédees ARINAlBrodddsts denidedRéreinihAtatd inkettstdhdreto. For

the e-di scovery manager, and, indeed, that an
ilIustr%veﬂlfel‘anlﬂJfgg, R 2K MEdheRES THAf (B pRRRE) dePRidrattiag wath the user
interface 118 is an employee or contractor of the company who serves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any
individual could use the user interface 118 to perform the manual functions herein attributed to

the e-discovery manager, and, indeed, that an automated process could perform those functions

as well.
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[0048] Referring again to FIG 3, the electronic

di scovery nmanagenent server 110 is in conmrunication
with the database server 120 and the collections
server 130 via the comunication network 102. The
dat abase server 120, as shown in the bl ock diagram of
FIG 5, is configured to provide database services

0048]|f o Lgfe &hﬁ%%éa%]{oc]f : 3 e Eletn SRE rﬁgg{(}%ﬂfﬁ] g}é&éﬁt]smer 110is in

base ich in dat elatln

commytitaBOR ¥ ]fg%%%‘f S Tl S e STl e M L viaghec
includes data relating to particul ar cases, . and

commiyteatip gerrgry K% i dirda PSRSEET 1205 as sherann fedlerkedaggprm of FIG. 5,
relating to collections being undertaken by the

is configyradde prayire dagabgsarsena@s f@athmglmtrqnnedlmrf@'g@wggement server 110,
dat abases within the database server 120 is di scussed

including howsirgg the blalfoad Dikdctainoustatlibedaibdssy 2o wiich hedludes deta ptlating to
dat abase servers could be enployed instead of a

individuhin@kd@as, @nosee dasbaet 124 atichdhatdn datatrelatingstorpgttRular cases, and
dat abase server is for illustrative and conveni ence

ongoin CoRQ%ieRs @fdhase Y, whichNid8des dB@ réiRtidg 8 dofbotind 1§Hiﬂ/g vndlértaken
could be stored in one database server and the

by the 9&&9%&% sERkE} £ | 9@049 @fﬁiﬁ% l&a&b?&? itfade Hﬁa&@@%éf‘@é’r 120 is

ase server. | ess of the nunmber o

dlscusseﬁbr?ggg o g\;/V ﬁ%l %&q%to&f th%us ﬁﬁﬁﬁ%%@gsg%{ervers could be

Re“oresent i nvant

employedif ée@%fé%p&ﬁeﬁa?%‘a%”%a%ﬁ%n@ BT eye o etcintPatn yeris o
data jn the Unified Directory 122 and case.  data
illustrafie aRHEOBVEMAFNEE RYPOIB A0 HayF b sXariilodhe Brified Dixsranet?2 could be

W thin the database server 120, for exanple, when
stored enesidiahags sgpver g@@gmiqg{poﬂim&q‘n@ data 20 geidd e stored in another
custodi ans may be nanaged separately from cases.
databa&heerwef.ore, when a case is initialized and a custodi an
is assigned to the case, information for that

[0049]cust oReghrd(essiofthafudbdraf dhtabaag serl €€ ainbloged, fitds ak bisject of
custodi an) is accessed by the electronic discovery

embod BRSSO preS@E MR entlohQhitMatatelalily fol AStoMahLfiiQades be Stotdd in the
t he dat abase server 120 and linked to the particul ar

databaSPefver 2 Bﬂ%pehﬁé}ﬂlg%@ du¥toli AR Whta BY tHe MR ReHBERNS Y2 and case

manager | nt ase
data in the case database 124 may be linked or correlated within the database server 120, for

cxample, when custodians are assigned to particular cases, custodians may be managed
separately from cases. Therefore, when a case is initialized and a custodian is assigned to the
case, information for that custodian (such as data storage locations for that custodian) is accessed
by the electronic discovery management server 110 in the Unified Directory 122 in the database
server 120 and linked to the particular case, rather than manually input by the e-discovery

manager into the case:
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[0050] Furthernore, in addition to separating (but

al l owi ng |Iinkage of) custodi an nmanagenent and case
managenent processes, and as di scussed further bel ow,
dat a nmanagenent processes relating to the collection
of data from custodi an storage | ocations during

el ectronic discovery are also separated from case

mana t _and.cusiodian mana n rocesses.~ln, .
0050y 'S RSO AR e FRRRRTER BioPAERAER o gfhuodion
T S RN R —

information (as di scussed below, it is stored _in |long- .

procesges rekting inohacalieeiong datsivam rustastian sterage fosatjons durng ecironic
custodi an, which is in turn linked to one or nore

discoverysesalsoTseparated fenav cast agoagemepb el aystodian mppnagapeant prpcesses. In
particul ar custodian is assigned to multiple cases,

this reghad, aheditd edlcerdd fioana pdrdcudarstus@iian inwgret ecpainaly frow Hdth the
the other case(s) to which the custodian is assigned.

custodibi 8 fefR4tRn dhll @ny Aldvantscall BERERESN @R disCARPOPEOW Sit Bfstdré®in long-
el ectronic discovery system 100 nay be categori zed

term n¥iwlobll R0:3PEnQ60ARED), TR RIRKEN 0 a GidRIM] Which IRNAGRATRRE to one or
or data managenent. And even though cases, custodi ans,

more c?%g.r Rls'i& &&v%gtag&tug bP@%Fe @lhe %gﬁ%@%ﬂﬁﬁaﬁ%%ﬁﬁﬁ & asigned to

€ are necessarl I nks € varil ous

. datastores .10 al.l o managenent . of, th ver al,l .
multpfi a8, G SolePief ol e FRURRETRAY pOun R By prssishio which
Wth regard tg custodi an managenent, .accordin 0 SOone .
the custoALS IS o ERTE, SREGBIRES PROBHE 496 COPRRITEHY g4t lectionie
] Di rectory/ custodi an dat abase 122 houses information
discovewy| systpmd 0P enaydeicatseeriged ivathin ong fdrsBanizemen. ¢ustodian
enterprise and the | ocati ons where those custodi ans
managsmenteortitamandghmentn fAndrextn though eases] ciistodisns, Wi dolleefed data may
Directory 122 may include for a particular custodian,
all be thaMaged xaparatety, thdre arustadirdn liskdlstecengbs various datastomes to allow
resources identifier (a unique nunber for each

manag8RBhtAf a8 SerdiNgectBhRIdNcbS&Y pre2eRl oynment | ocati on,
domai n, emnil addresses, network user identification,

[00s1jPer sonaisfenpaer (s) nanme, paths of network storage
devi ces used by the custodian, including Shared

[0052]?5 'u‘é S %éa@ﬁ%%ﬁéts&i%n mRAdertlnd LY dink & AnfRAEnRRIIRAGSs of the
present invention, the Unified Directory/custodian database 122 houses information relating to
all potential custodians within the enterprise and the locations where those custodians store data.
The information stored in the Unified Directory 122 may include for a particular custodian, for
example, the custodian’s name, position, human resources identifier (a unique number for each
employee of the enterprise), employment location, domain, email addresses, network user

identification, personal computer(s) name, paths of network storage devices used by the

custodian, including Shared Drives and HomeSpaces, work history, related persons (such as
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managers, team nenbers or subordi nates), and any ot her

information that may be relevant to the discovery

process. Since the human resources identifier is

al ways uni que for each custodian, in sone

enbodi nents, the Unified Directory 122 may be

organi zed around the human resources identifier. Al
manag%lg rtgi}? gegb%%ﬁ%g%gglhgljsg 1 4 g%tﬂ%%{ {nﬁl’?&h&? bfal Slq% be reievant to the

utild.ze

discovira Braetysy S STl MreRestn B ke Bt lgeli’%%%‘ilq‘ifoﬁ"r sfch ptedion, in

the electro dj covery nagenent . server or the
some cbodimests. Ei ‘F@W%yl oG B Qe ed rop e ggsources
. _databases of the human resources conputer systens of
identifien Al of thepripgeation relaiing tothew the BpHied ;EWC\?OFX) % is genpuptachis a

resources databases into the Unified Directory 122.
multi-stap psosess batddizeemukiplettbels ehdmethodd of idintifongerojevant information.

managenent server 110 may al so reach out to a network
[0053]di r ecFor yxangilks theadechbnideiivwoRat matadantefrdedvey 110 Or the database

identify network resources related to particular

server C205mO¢ indRfac@th it Rerpated dhilbssed O tBE MEhdDRsdUd chiButer systems
custodi an entries including the copied human

of the Jn?e?gﬁ%qg §015fﬂi19 ft{f&rrﬂaﬁﬁn R BE Hﬁﬁlblpfés&ﬁéestdlaﬁbmé {t®fhe Unified

tory 122 may also be obtained fromthe managers

Directo?&éﬁﬁel 's'a %re%%h%n[s ﬁl@ %&c&%’w ﬁ&’%%aﬁarggmrent SQIQI%IG | ltO may also

ual's responsib or se accou

reach o3 o R R B o e 5&"“@3515%&%* oy melvior

retrleV|ng Informatjon in._the ner.s descrl ed
resourcgp, prited forpagaar guisintend gﬂearﬁngﬂﬁﬁlﬁ?rawﬂ% ity e Gastpdianentries
Directory 122 is generated through tools initialized
includipg iesPrige progrersecesiefoanatian dnfosmatiosdentbe Ynifinddeastony 122
server 110. In particular, in sone enbodi nents, as
may alschywbtdimedHr@n 18, managere bf the isfommiongeMdbgﬁnﬂwodm de. athose
mappi ng tool 114 are provided. [0054] The profile
individasla rspagidlofir séfizs upymiibactophto e duhtydifsend hedhginpihe various
di scovery nmanagenent server 110 and is configured to

file serér@¥f the BEteHPIRFLIRIrdRirh6r8, in QHINEEK toli@ievig MfofaRdbnGh theliners
enterprise personal conputers 140, and transmt to the

descnbgéﬁﬁpésﬁ some \éﬁl'BoéiﬁQnis Qb b0 thd Uﬁﬂfeﬁ@ﬂe%rﬁf@% generated
each conputer, such as conputer nane and | P dddress,

througlff‘{a)gls%lltlhﬁéed %Ld/%l‘ Jiep}o%red by the electronic discovery management server 110. In

particular, in some embodiments, as shown in FIG. 3, a profile scanning tool 112, and a mapping

tool 114 are provided.

[0054] The profile scanning tool 112 may be deployed by the electronic discovery

management server 110 and is configured to crawl the communication network 102, scan each of

the enterprise personal computers 140, and transmit to the database server 120 identifying

information about each computer, such as computer name and IP address, and a list of all
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profiles, including denographics information, (or
network user identification) associated with each
conmputer. According to different enbodinments, the
profile scanning tool 112 may be run on the

el ectroni c di scovery managenent server 110, the
col l ection server 130, or another server in the

proﬁle%?ugau qﬂ.lgg @%r{éﬁ?ﬁ% eés}q%%rmgﬁc? orhe o?? R3S 1(968 i 1car‘31to%,slle%sts{)]c§ated with
each cé%@.ggrl f a{] d%g;t[o m t ! %ﬁél m%?ﬂ%g gcg{n%/q%rg 1@8 1£ may be run

profil e was Iogged on to the machi ne. When infornmation

on the gleptzamin diseayery mpnasementisgiver bifp thespllpaiop serapr/ 49, pranofsr server
dat abase server 120, the database server 120 uses the

in the grmuhimieationmetwrek i1 0%, Inshing lsmbpaginients, the erafde sqanhingéenl 112 is
identifications, to |link the particular conputer to

furthertdoafigusd adideatHy and trivemiinto fihedhtdbaseeseter y20 42 nassecemdew and
with those user identifications. The database server

time athZflchiBpadibglar profiRwhsilbeRadeh t6 tiRtndhme. Wientinirhatidnelating to a
Unified Directory 122 the last time the conmputer was

paﬂ1c@é}“c‘3§x§§@r R¥eddhRd Dy HhOitMAse REELN90,MB: dRabaBEsPFRf1Dd ﬁses the
information transnitted by the profile scanning tool

proﬁle:kﬂ'l%nn;— pﬂlé whic E%ne{y ﬂ{lh&@se@%\#ep ﬁeﬁt‘i)i?éaha&sz to gh{)t'hggﬁlﬁhMar

genera ers COITpUt ers use

Compugerg(i’ @‘88%?@%33@ ‘iﬁ?lrga§ fzgc SgO%Sa e(# gh %S% ]g%l an's

i he(s) initialized, I SCu [
1dent1le:ét(u§}sr ng@ 6‘@})515{3 @g‘gg] 120 may, %ﬂ'r&‘gﬁ{eéﬂ W [Fusto e’s erllt?y in the Unified
enbodi nents of the invention, the map tool 114 is
Directeryri2? disrlas tims the somputeravascwessssrddat the ﬁuf‘#&g 140 Afco1ding oribe profile
exani ne the enterprise file servers 150 residing on
informiatien tarsmittiddnt the profids seenting 021  B2.| bes thegmefile deanningyool 112
the path of any personal network storage area on each
ultimatdy yemerateds liss efpdnenel dompatepeused bgleachatusiodian sindrtisig éist may be
area is a netwrk storage area associated with a

presenfdg iR H@ESioveRniaeisyitataolle@IBn@T a\Bubtbdisn d &dcal rhachide(s) is
Personal network storage areas may be in the form of

1n1t1a119&f ‘ﬁ@ﬂl&tﬁ&éﬂﬁﬁﬁ@taﬂ%ﬂb@es or folders or other resources
hin a network storage device and nay be referred to

[0055]her eaglﬁ%r:cofr@{ngg #v?tﬁ sbihe @Hﬁ) & ts o‘i*%he lhﬁ §94ﬁ§ﬁl p}%l rool 114 is

According to rent e e nappl ng

conﬁgureé to CI%WIPSIG: commumcagon network 102 and examine the enterprise file servers 150
residing on the communication network 102 to locate and identify the path of any personal
network storage area on each server. As used herein, a personal network storage area is a
network storage area associated with a single user who reads data from or writes data to it.
Personal network storage areas may be in the form of network storage devices or folders or other
resources within a network storage device and may be referred to hereafter for clarity purposes

as “HomeSpaces.” According to different embodiments, the mapping tool 114 may be run on
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the el ectronic discovery managenent server 110, the
coll ection server 130, or another server in the
comuni cation network 102. In sone enbodi nents, the
mappi ng tool 114 is a Wndows service that is
schedul ed to execute through use of Wndows Schedul ed
Task. As the mapping tool 114 crawl s the

the ele@ﬁ%@@@%{o&%@?g@?éﬁg% KerbQ2r10! the' ?1(1)&@&% Legg{rg 018 2FXAP dAfer in

transimt base server
the co%%tg?itg%?%%l%b{?ono(g 8?.3@32)%{{%%1{68%%6%]&? & 6123{})?)%%3“?%)*1'12 ist ah%indowg
oot o S B RRR b0 SRR LB i

enterprise file servers 150 by obtaining and revi ew ng
tool Tlgyrawlythecemprunicatiomnetyerk KRy if &y configured i eramispagihéle server and
pat hs of each network storage area therein, including
transmit ¢ therdstaherd sevhet20gheopath of demictwarkatdageesauvittas the plurality of
[0056] Wth regard to identifying a particul ar network
serverssi3driag ét peridelgddantifonmasSpidcmeSpaac Clrsdine gnibodis@ns, the mapping
enbodi ments, the mapping tool 114 is configured to
tool 114tié édnFigua Ry 8xldre fR entdipileTe §2€d | SUBSoBIMRin AhMFevidving the
t he communi cation network 102 to identify those paths
directoBibs oEARE K erSdnA AR RattHp8RS p#hd d¥ A AGwSHL ﬂr@%é zgﬁa tﬁ%ﬂﬁgn,

servers 150 that 1 nclude an indicator, base

indumgggﬁgggEQPQLQQQQQ%%F§§§%Qkﬁ#%ﬁyﬁghat the particul ar

rage areas as ose paths are

acces and ,use .on| ne user nd are therefore
100561 e o RS Eleab i mtar i 12 Gt SBimsB Bk LopRSece,
the inventjop, each user. of {the co ni cati qn network
accordingo panegubosingnls, e@ﬁpnl%ga@f biies Gendteureddn thnfeseny gyonal
~and those user identifications are the indicators that
naming {geluigyss ifergpaths do the communication retwerk| l924e eepifyrihese pathp of
when identifying HoneSpaces. In such enbodi nents, it
network stordpe aceas within the cathiptise hile spareitsd 50 thabiowwh@p ac exlicatort based on
communi cation network 102 include the wuser's user
the corvestitiniaf hairéitg Gohniires] thet thé paticlianthragradréis asdociatedrvth those paths
network storage areas do not include user

are accesbed bk dse@ bl 0A- ond ST Efndaee theReroHBRIeRHaces Oln abddtdARY with
explore the directories of each server within the

some eﬁ‘labgﬂﬂédsyof Ple R ONYiBH SoactE¥RY Hlaﬁ\l]ﬁ g%ﬁ%ﬁﬂnﬁgﬁ(ﬁl AeBwdi 102 isﬁﬁggned to

e a determnation as to er or not the pat

at leasi.j dhe lu‘é'&?&enﬁﬁgftﬁ)ﬁl a.'nﬁi %‘éé Ilé.e? ﬁieh{i)ﬁ]c:atig& are the indicators that the mapping

tool 114 attempts to locate within paths when identifying HomeSpaces. In such embodiments, it
is the convention that the paths of HomeSpaces on the communication network 102 include the
user’s user identification. On the other hand, paths of shared network storage areas do not
include user identifications. Therefore, the mapping tool 114 may explore the directories of each
server within the plurality of servers, evaluate each path in turn, and make a determination as to

whether or not the path includes a user identification.
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[0057] If it is determned that the path includes the
desi gnated indicator, for exanple, a user
identification, the mapping tool 114 is configured to
positively identify the particular network storage
area identified by that path as a HoneSpace and
transmt to the database server 120 the particul ar
user ider -he
10057 pen (HER SRR A BRBM Sl AR BRAL B cxample, o

recelve

.server. 120, the dat se server, 120 .uses. { he er .
wser idEiuEion. S maPR Pl g 1 e ey P ant i SR o
the custodian . jn.the Unified Directory 122 associ ated
netwoRkSIQRRTHAFR IISHIIod Dy it PR @3 £ FSeSPRC<SNH B B 6 Apigbase server
t he mapping tool 114 is also configured to recognize .
120 theyprrticylarsenidentification andl thepath af hedlomesipacep (Whep that information is
configured to house, an indication of the last time
receivediey théidatelSpa savand S0 zbe datgease bgrvern@ O piaest the uden ideptifieation to link
for exanple, the last tine any data was read from
the paisalaoHome$gaketo the clisealidoineinpdaified Miatciory i dsyocidted witlvthat user
enbodi ments, the mapping tool 114 is configured to

identiffc@G&0 MnZ6méRaBodtehisPihe nikphidg 6610 14 & dldteohtifBred &1 MBGdhize and
storage area. The collection server 130 conpares

transmﬁ)c,a%ﬁasthé QhtalbRE s SR 20 $EL o a&@ﬁgqse,eaniiﬁdieéﬁahio@a{ei 1%€ time the

entries exist. This advantageously enabl es avoi dance

om0 e iy o
Hone S . i an, . ' ' .
o i RGOSR ALl B e

. collection of a custodjan's  HonmeSpaces is
114 is popfigurgd; to sepognjze ahermuliple E’aﬁhsdéﬁh‘ioltﬁ%@“&ﬁ/&d‘[’?fb%ﬂra&eﬁm- The
addition to storing a list of personal conputers and, )
collectiqsrasSisa é&cm@swgﬁ forghe saregipser tocdetrwined hdunljeptiye entries exist.
lists were generated by the profile scanning tool 112
This adwadtagbmsiyeqppblagjavoidrokbe dfimultippotieitives 9f the same dase.dBimisethe
with sonme enbodi nents of the present invention, the
profiledimiigstecsH2vudtimadely deserates a lisiosfTHanusSpdeds asat oy ench chst@tian, and
of any shared network storage areas used by the

this list kg y 86 bBentdbtoUBes AR5 RIyimatagshahla falcdttkofH kRERN’s
area is a network storage area associated wth

HomeSPHetd iRiBtidl SR8 Sis WRudsEfh falitbdidwm and/or write data to
I't. Shared network storage areas may also be in the

[0058]]c orm Cﬂ‘l A8k F#srgérﬁ].rg a\?%sﬁ l?‘fi E%E&ﬁ? c&ﬁth&L g]?c[ ﬁo&%SﬁaIcQseﬁsed by a

resources w

particular custodian, which lists were generated by the profile scanning tool 112 and the mapping
tool 114 respectively, in accordance with some embodiments of the present invention, the
database server 120 is also configured to store a list of any shared network storage areas used by
the custodian. As used herein, a shared network storage area is a network storage area associated
with multiple users who read data from and/or write data to it. Shared network storage areas

may also be in the form of network storage devices or folders or other resources within network
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storage devices and may be referred to hereafter for
clarity purposes as "Shared Drives." The user
interface 118 is configured to receive a path of a
Shared Drive input by the e-discovery nmanager and
store the path in the Unified Directory 122 in
relation to one or nore custodians' human resources

storagé cﬁ%‘%fk%& Eﬁc{%&ﬂe e%}fe% to ﬁ&’eéf?él‘ 'fﬁg it &,ﬁ’?%g?f %@i%?’” The

a partl CU uaer 0]
-t E%??a & %?f&ﬁ%rgtgfm%h%%f&ﬁﬁéf‘r %ﬁ‘%‘ﬁ%";‘ied"e%‘ﬁ B s spdisovery
manag r%}i%fog% p?t@la}{r} g}%lgm}i\é\gbgeégéo ragq??eﬁtlo?lh% Enbea?rﬁgore custodians’

associated with those shared network resources. This
humangggspurses idgpiafisis).i Mesvpartigudarhh inesomeembodingnts. apeerp pagiécular user of
particul ar individual, by utilizing data returned
the corhmgnpicathea etk 103is chosandor thooblletion proeessttbele-discovery manager
col l ection server 130 (shown in the block diagram of
may urdeffakedd idbapifyohe gartioultuhshared metwnk sssourserthat tha dddividud] dsusing,
di scussed in detail below), and/or by wutilizing a
and evérth@lyDthe\wathe gssbeigled 3 tBXR Ghiredin@Work 1egdufceB] This may be
di scovery manager server 110 (as shown in FIG 4).

accomﬁl%é@ihreﬁfgﬁ%f)ﬁ%é?&tlbﬂs wRNRepIRRHIFRRAN AR, bl he1iBhE 8D keturned

I nvention, the file browsing tool 116 i35 configured
from tﬁeqopa(f céﬂ!e'c Iﬂ%gl %8&]3%@& 8&# &fif@:&%}?%s\g&%ﬁ ?ﬂ?@h(%‘pﬁ %B%Q bltogl? dlagram

o, SO L S BB A
e e o S i e

tool 116 nay not al l ow access to the actual files
in FIGs#bred on certain file servers, it allows the
e-di scovery manager to browse through the directories
[0059]of t he\ccpidegde some smb&iiments ofithe prdskmsnention, ize/igle bepysing tool
accessed by the custodian, and determ ne the size of
116 is tdrdighteldes be htilizad bg tiandiecovetymanpe thivhgidiherndrdntetfive 118. The
e-di scovery manager may initially have a general idea

file bro¥sir t@élfltlbggWe@lthéd _di€coveryMBinapéridivatct Aethentyarigih gR file
servers 15 that the custodian has used in the past.

commmFrQ(fau@x‘f AR 10218 64434, @clh ARIBRYNaGRITMO biRakhRisd ﬁ‘letsa%ex%'lso within
di scovery manager a particular folder nanme and/

the cor%%hﬂlgaﬂb‘ﬁrﬁ%tvp&k Woh. CWRilE tiR e Bﬁ)%vsﬁ{g%)&q 1k 'xﬁa?rsﬁot gl?ow access to the

actual files stored on certain file servers, it allows the e-discovery manager to browse through the
directories of the file servers 150, locate files that have been accessed by the custodian, and
determine the size of the files. In accordance with some embodiments, the e-discovery manager
may initially have a general idea of a particular file server within the enterprise file servers 150
that the custodian has used in the past. For example, the custodian may communicate to the e-

discovery manager a particular folder name and/or drive name on which he/she has stored files.
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Additionally, in sone enbodi nents, the e-discovery
manager may have al ready undertaken a | oca

col l ection process on the custodi an's nachi ne, wherein
the local collection tool 132 returned a list of the
network resources that the user of that nmachi ne has
used. In that event, the e-discovery nanager may be

Additi%y:m%famtg %Ig}l\?ga i ttel%é;h gg & 1%'8¥(3er?r rﬁ@%%%ﬁ% ay %lr%ﬁy gusigerrfaken a
owsi ng t ool 16 to. bt oms .out . to. rticul ar
local cRCRHRN REER ORABE sl oI e Eﬁ‘?f‘ Viaich tool 132

havi ng _a nane resenbl|n t hat name given t he user,
returnqdcpelist pf (e alﬁvv%lsrqswmsdhatfthﬁr wssr @%@&@@Fhw‘ h&ﬁ g9egr In that event, the
accessed by the user, deternmine the size of such
e-discdvehyomanagatmeybe iware of He pprichlap frieeieidresicdé by therusgh dihe¢-
Drive) including data belonging to the wuser. [0060]
discovdtyandnaper rmeaseitiepanhpley die filh erodSisiirgatdolliliove bravesy otrhierthdgarticular
added, either manually or automatically, to the
drive hiftitioh&1J sénrtB€ foldeys b2 2ny foldeh Badlng a hage reenbiig thétthame given by
Thus, the Unified Directory 122 may store in

the usér Olﬁ&ﬁiﬂf bNpMidiarofes &He&&(%’j' 2/ &r2i0Eeskdl BRARL ] Rierinthe the size of
relation to the custodian' s hunan resources

such ﬁl‘%h@g réﬂgggé thg g{h%gh {{ f(%ﬁ%(l Ves Aasso oc:| at e v%s daha beﬁongmg to the

custodlan Each of these locations is a potenti al
source of data stored by the custodi an, and once an

i nvestj gation or collectio f. a cus [

St RO LN TR W ——
Unified Directory 122 may be accessed to deternine the

automgicatly, do e Unifiet Qg@ctprarcle?@ﬂ@ f datphpsesergr 1. phusdhe baifisd
during the investigation/collection. This is

Directemhl2a meayetare irsgoniectinh Mathsong cogiagire (ankdyn partiewtait ingelation to the
i nvestigation/collection process, rather than relying

custodian’ st Huenam-rekosey eleytifiahatjstrof the prasounal doynpute) Hotte8paces, and
targeted machines and file servers at the tine of

SharedCDH V@ GkiRated Wibihht dustodhhauBdcibel thedeaetatibad is b potebialfsb@de of
Directory 122 may be regularly or continuously

data stwaa By et ARtoaRW, Add RICEHRE 119 Bstighti SPGB B Gudtbiat RQhiHated,
descii bed herein. Mre part|cularly the electronic

the 100%151?&*1&515%&?5}9%%@% [ﬁﬁﬁé’cﬁblré&&y@i npcﬁf YR Eds S tE Setenine the

autonati ca

user.

particular storage locations that need to be addressed during the investigation/collection. This is
advantageous as it allows a completely automated investigation/collection process, rather than
relying on the e-discovery manager to manually input the targeted machines and file servers at
the time of collection.

[0061] It should be noted that the Unified Directory 122 may be regularly or
continuously updated as new information is gathered using the tools described herein. More

particularly, the electronic discovery management server 110 may be configured to automatically
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retrieve data fromthe human resources databases and
Active Directory and any other relevant sources, such
as information technology directories or lists, as
wel |l as deploy the profile scanning tool 112 and the
mappi ng tool 114, at regularly schedul ed intervals.
Alternatively, rather than periodically retrieving

retrievé @2 eHmITR gﬁ}ﬁ VRESLQUR dge{)gseg» %ﬂfé@t Befevant

resources aseS e SyS Con i gure
souree§ i 4 PR P T e o otk sl ay R SR ot
scanninggosl (e e HEPrAR Qo BOE R B Becnle aietyaly, Aleradvely,

i nstance, each of the feeds of information into the
rather thpn peradicglly etHioiRe dapiipw theyamions fafa spuensstch 3 thakiumpan
that the data in the Unified Directory 122 is
resouraes datebases, RGEEEm| 100 swmydesnbiagliredsvick that the ddebadsasmer 120 is
server 120 is configured such that all historica
continubaiblg intelfadingrgith thealatasstuodsd ah itteat tedimfied Direcdr@tl2d s tpdated in
that custodi an's hunman resources identifier in the

real-tirk¥asf th@@atPiwi B 1BE Hatd ddtircebRtan dgeV\ﬁll?EltHeh thsta864) 8achfof the feeds of
information into the Unifie Directory 122 are

inform R%he URiflcADiR¥ SR 1 58K FedulrBiupifted & dndfre S8 HRUaBn the

as changed, the database ‘server 120 is configured to

Umﬁegbg_g&o 25@%&1}%? ed Directory 122 the new data and
relevan adat a, i-ncluding, for exanple, the

t d dat h . [ '
[0062]; Ieggr P iune ettt SE R e B 20 5 e PRI AR o gy
historicf:ag Satg gai%]?p%:tg ?1 C}Siﬂ(?c{;%gs lé(epéelﬁz? 1n:r$]lgt1cg'p {‘Ehtt gt éung A ﬁg}/@réégdurces
114 identifies a new personal conputer aSSOCIated
identifigt inrhe Ugified direatora hed- &f@s,o‘fthnﬁbe fredsefripformginminiertse Unified

associated with the custodian previously is no |onger
Directirglé A2 aseivpdated, he thtaverlidst relatingio thousiodiandwas changed thealatabase
store in the Unified Directory 122 the information
server 120 is e atfipu@ng wicee in the Uniflell Digecionyll 22athe aos data ahd awyhrelevant
the new conputer was first identified and when the

metad#4, GhehRRi) FiexW@pleNBe tiflRGAA datd@pthelchthe, dswdlhissmab@in a record of
t he custodi an profile wthin the Unified Database 122

the old'mya ot W@ sl Qgﬁ{ Of the Bfstd iy PHROHARNA theOORED Birect4S832. For
the 24 custodian. Such information may be rel evant

exampﬁff 1nttﬁe,e e\;en{'%e ?)Poﬂl@ é’c%ﬁﬁlhg ﬁ)to'l P14 fﬁ%nt?fpés a%%w p%psoﬂél cBBSuter associated

with a custodian and one of the personal computers associated with the custodian previously is
no longer identified, the database server 120 is configured to store in the Unified Directory 122
the information for each computer, as well as indications as to when the new computer was first
identified and when the old computer was no longer identified. In this way, the custodian profile

within the Unified Database 122 may include a history of the personal computers used by the
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custodi an. [0063] One feed of information into the
Unified Directory 122 which is particularly relevant
to el ectronic discovery is enploynent status.
According to sone enbodi nents, when the feed of
information fromthe human resources databases to the
Unified Directory 122 includes a change as to

cusod RSPl B AL U o REARR oo o e
configured to recogni ze the change and possibly

custodig8r f or m particul ar  functions in response. More
specifically, in the event it is recorded in the |

[0063]Uni f i @@@%@ﬁl@foyxnatw inforhe Upiieddsictoyybad whichdgpartgulaly
particul ar custodi an changes from active to

relevaritdo Alectadréddistdvery ie bmploymentostatins chscordingrrsaneepypodiments, when
server 110 is configured to determ ne whether the

the feedw$ irdokin@ition $ronpihs hanedrdsourasydatdaes o thadin féed DaeudoryilR2
so, to transmt to the designated nmanager or contact

includésod cHahi@e asG8 eRpRIyI¥RL st iis 6 Plreail4rQattedian MaiEle@Rnicdiscovery
noti fyrng the manager of the term nated status and

managefght seivag1 Ris ton B reddBRizERRANGH MR ‘pgssl.ili'lii Berfdieh particular

term nated custodian's data collected. I'n the even

functiotéﬂlg T f& &gér%fo?é%%aﬁgm%%&aggﬁg% iitriéTPeth)Pﬁg(i%ﬁlgiUgiﬁed Directory 122

_ nic | scover ! Ent _server _
G LSO S B B R . e

Therefore, the custodi an's data y be advant ageousl ..

eleotropis) digroy &y ARG seker 14843 SRBEpEH t%geteraﬂ%‘gf’?tg%ﬁ the f‘ff’mdm is
that coul d be caused by the term nation.

assigngy toeanyi gadevas mattes, and ey tetnstiltie fheglesighated wprager eifogtact for the
di scovery managenent server 110 may not conmmuni cate

case omintittertah @levtioisg epmumulication nodifiyiogrtiteinsaagse of thet tewmisated status and
col I ecti on upon recogni zi ng a change in enpl oynent

inquiriip at tSwhdthd e mGAgEr V006 Sike Wetttrniirged chistodian&sdata collected. In the
managenent processes, according to sone enbodi nents, a

event (e BRnAEY B@pbitistih Hel aFMehddiye e clecteinSCAY@ ¥ryTRaagenient server 110
utilizing the user interface 118. In this regard, the

is conf;f%g&isﬁoaﬁﬁ)rnifatiﬂﬁﬁaﬂﬁfatém¥ vEIGhR rcoil&%i@n biRedseLsf thOpRER G ention.

certain infformati on about a 25 particular matter

Theret%{éeS glglscgftloglﬁuﬁ’g #@%@Wﬁv%g&oﬂﬂg /cglﬁec%%[' to &y%%&{'l}ction or
unavailability that could be caused by the termination. Alternatively, in other embodiments, the
electronic discovery management server 110 may not communicate with the manager and may
automatically initiate collection upon recognizing a change in employment status.

[0064] CASE

[0065] With regard to case management processes, according to some embodiments, a
casc may be initialized by the e-discovery manager utilizing the user interface 118. In this

regard, the e-discovery manager may enter into the user interface 118 certain information about a
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matter/case, a legal identifier, the particular
requester (i.e., who asked for the case to be -opened),

managers or contacts for the matter (i.e., individuals
invol ved in the substance of the matter rather than
the process, |ike the e-discovery manager),

custodi ans, etc. The electronic discovery nanagenent

. I ' onf.i t J S ' j.n
partiesf e o035 Sy R I Find g Bk S A SERh 3P el
ase dat.aba 124 is.configured.to _house , thi
materSRRC0 e O EE G ple SR Bl far S AP 8 e tp e opencad),
articul ar tter or case is related within the case
ma“aggrét"é ngﬁtﬁ@ga’ﬁﬁ’aat@r (s é‘i’dell’ﬂQHalﬁ uyolvggin j8g pubsianes ¢ifhgmatter
118 to view a profile of the matter_ or case includin
rather gap thetpsocepsfilse Er&te'rcbwvmmpg@a costedianspeiet Ehe elpefrapic discovery
case has been initialized, the e-di scovery manager nay
managamientseastobilansortftgutdddo metd this inforrpatsm. in the @smndatabase 124 in the
enbodi nents, the electronic discovery managenent
databasedewwer 120, OThescasoditabgsty B is conftiredutohoms shis igbmhtian sudhdhat all
a single matter or case at onetinme. In this regard,
informhfiéh Rtalh§ €OY FifcURTRGRF oNBibe LFElatel vithitthe CieQafaBER 1248nd a
to enter in identifying information about the

user A4S MELR0Snter& 11985 Vielwd #}Gﬁierl:ffﬁferiﬁﬁtjte? Br ERE iR fAfdhg all the
custodi an does not have to be of the sane type. For

mﬁnm&%ﬁpple, a name nmay be entered for one custodi an, an
emal’l address for another, a network user

identification, for another, and.a hupgn resources

100663} et 1 HeBitich F RS s bof DA PR e E5EPYS Ranager may
configured to receive the identifying information in

add cugfpdipps tgihe MARTOr 53560 1 WEFSRATY S s rpyis disgpvery
identifying information being received. The

managemeitSeyal lcl%dﬁ serdizaregl toradrhgnernes aigiodiaps tpcpingle matter or case at
configured to use the input information to search the

one tinhdni Ih itk sl rePamde e @rdisco 2@y immanagre nohytuab thieaisgrantedfacelld@ t¢ enter in
determ ne whi ch custodians are associated with the

identifi/inp ikforinidtion ABdit thie cubtodiahe Tlasidemifyiag mfmmatior Sowackecustodian
Identifier being entered, only one custodian in the

does nditaké RCbelIftRCIatteMyPe? FoRBYankifte, & naBle@ay Hntdhi@l F R custodian, an
hand, in the case of a name being entered, nultiple

email &4 ?ésscpﬁiraﬂ&hé@a{n&@o& Rt ﬁgnﬁﬁ%%tli%@ﬂﬁfﬁotﬁé},emﬁl Afiblefurces

scovery management server , after searching the
identiﬁLép f({r'aggher. The user interface 118 is configured to receive the identifying information

in different input areas depending upon the type of identifying information being received. The
electronic discovery management server 110 is configured to use the input information to search
the Unified Directory 122 in the database server 120 to determine which custodians are

associated with the input information. In the case of a human resources identifier being entered,
only one custodian in the Unified Directory 122 may be a match. On the other hand, in the case

of a name being entered, multiple custodians may be a match.
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Directory 122 with the input identifying information,
is configured to present through the user interface
118 a list of all custodians matching the input
identifying information. In the event only one match
was returned for a particular set of input identifying
information, the electronic discovery nanagenent

server.. 110 i s .cqonfiqure i gl :
100671356 okt el ARERYY el QIR 6 abie REHCRf o riicd
.ot hand,. i n .t he _event. nore t.han one tch
Directqry 98 withqis ingit G RE AL REn o CoITed T Rert fiqyeh the user
] information, then the nultiple natches nmay be.
interfagh blSerlish af all exsiadines mairhingdhe lrmukwsvmgﬁ%%a@aé}ont i Baggrrent
the user interface 118 and marked so that the e- .
only onti matoly iy rafernedyfor apagiculepsdt efinphiideniifying infomaiop dthg glectronic
profiles associated with the matches to deternine the
discoveymimagensens sardérar Otiheinfighed to altematichdly selecttthecustodimnde be added
matter. In doing so, the e- discovery manager may
to the 62061 Elgfert DA thé MBEr hanflon Mgt dvent horetthen queafdtttesas lecutdd for a
as corporate title, mprk Ioca;ion, associated
particufdt SEQHIRH idefifyingTHfoPmbid BHER thORuEPR hbkYs My R presented
e-di scovery manager as to whether the |ocate
| @8ovEry! bk eder idfdfFaGs AiIsHHA YiShied B HRA fHe o
togethér:rrgyg/Ek%%e‘%&oggﬁyelgftﬁlagﬁghfggé rect %rulst ogﬁ%an for ad dei tiont c? ©
case or

. h . fi | . '
disconirgaTRRe iy PRI s S Pt S QB e R AR ot 0
nmbodi n ‘o I NgY t odi t
determgie RFaTRE! FNRALTOLSH AR R S e R R U the o

) profile in the Unified Directory 122 t? t he, case or .
discoveryraaegeringtrongiderdhe aihapiniumesan iy thppsfileacsush as FRyperte tite,
sone enbodi nents, upon adding custodians to a nmatter,
work lodation gissnsiateshivgtodians wice rSpchiniereation cas Berar the ealiscgvery manager
configured to initiate the transm ssion of

as to whetheethe ddated cnsibdiee & thoonesiutendsd The e-discoyerytroatiageranayl then
this regard, preservation notices and surveys

select the ceiadn tudtedituhRr péditidctdl tht c43a e mattermiliconfirai thasdlbastbdians
in or linked to the case profile in the case database

selecteliZfay bE AASAoSAL ke of mbh&. N REMNiINEADIsoie BALLERRNEThdding” a
surveys to custodi ans added to the case may be

custod A0 TRER Gy nRer ﬁ@l‘%’é lﬁfgdﬁg‘&fn%lzﬁrﬁ HRERI8RR profile in the Unified

Instructions wthin t case profile 27 that cause the
D Pl FHRUEH b TRERRIRBL RiYer 110 To transm
[0068] According to some embodiments, upon adding custodians to a matter, the
clectronic discovery management server 110 is configured to initiate the transmission of
preservation notices and surveys to the custodians. In this regard, preservation notices and
surveys relevant to the particular case or matter are stored in or linked to the case profile in the

case database 124, Transmission of the preservation notices and surveys to custodians added to

the case may be automated, for example, there may be preset instructions within the case profile
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notice and survey at a particular date or tinme or upon
a particular triggering event, such as a custodian
bei ng added to the case, or the e-discovery nmanager
may manual |y cause the preservation notices and
surveys to be transmtted. In sone enbodi nents, the
el ectronic discovery nmanagenent server 110 is
. ¢ . ; . . .
that coffThe SAREC Sack LT Hitkbedll PPN E LR S £821 escrvarion
. may be tied t.0 th reservation nqgtices.such that the
notice GRteufeyial FPud iy GuehSBE P inoR A apichr B e Rl afdy o
may be é'ed to nore than_ one preservation notice.
custodiph BRing Qe o die-A1se egﬁﬂs (Fefiscoyery mapgeE payiprnually cauge the
response is received by the electronic _discovery
preservigHpm Betipsh andsair ey o iatrasapitipdo fie gprgermadimenss therlegtenic
rel evant custodian in the case profile in the case
discoveiamzdnageanchp gervard § irsromfigered thisansiéche pesarvation ootiess pnd surveys
managenent server 110 rmay be configured to store al
via a stafidagd @asil fontief. THeaudeyamaebetivew thepichavaionvesices such that they
response in the Unified Directory 122 in the

are trafsHSf&CD %ﬁét&i&iﬁﬁ%dﬂ@er, drld a0 kurde £ R gbe ed © H&EBhan one preservation
enbodi nents, each transm ssion of a preservation

notice. "Wk § c@RSHiarS 4 RYs 0% RirfySthe gﬁﬁ@y r3pshs€ BGBceived b%rtthe electronic

correspondi ng response, 1S tracked i'h the releva
ﬁscov%?%n%e%énk Servdd 118 Ql?d $t6reft Il‘g%ia%g)ﬂ%g th%%{:‘le‘ra-ﬂggus%df Uik Y Gse
scovery nanagement server nmay al so be configure
to,transmt rem,nder, notices if responses to the
profile {5 SO Wappate Ay LR Bt st ABRNT sdnaggBentggrver 110
of %ine. The Ehectronjc giscovery, nagsnent server .
may bercogligared i oye gl of 8 Rptign ek therdgta receivedun Bersaryicy grsponse in the
__hotices to be sent to custodians to periodically
Unifieq Birpteny 12Rén hesugedians profdérory  of their duty to
preserve files/docunents pertaining to the matter. In
[0069]sone éwbordingdn seme anbalimentgreederanatiisiond tlipresertvationbedioe and
sent to a custodian, the el ectronic discovery
survey 10t agherien, el cortdsPondimyrespuies, isikktdinthe wdsvhntanaye profile in .
rei magi ng or refreshing of the custodian's persona

the cas€ QAMbHs€ 1 14 ) THYelectioald WMcbidri thafiledledt derwd 11¢MRiay also be configured
preservation notice to t he ent erpri se's infornmation

to trandoBERNRhRY Hoti ¥ % 1R YRrvey S hrdAsti rbdeBiRd Willeh 5 eH%'isﬁed

responses receive from custodli ans serve to I nform
prio OSSR RS IE0 ol P B B, S8 ot
schedule reminder notices to be sent to custodians to periodically refresh the custodians’ memory
of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a
preservation notice has been sent to a custodian, the electronic discovery management server 110
may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by

transmitting an alert of the preservation notice to the enterprise’s information technology

management group. In addition, the survey responses received from custodians serve to inform
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the custodi an uses when storing data. The answer that
the custodian gives to the survey may informthe
addi tion of Shared Drives to the custodian profile in
the Unified Database 122 that my be used later in
collection. [0070] According to sone enbodi nents of
the present invention, the e-discovery nmanager may

the col'ljecblolll ﬁl%cg:gge FQISGS{ psli}eté g{léc ﬁﬁ? ﬁn% {ngui?g% BHE Hémg{l{s’torage devices

tasks, case ofr

t / f
the C%%J%?%Wﬁb %gg{e}n% il TR G R B ﬁt e?‘?#@?ﬁ%{ ?35%‘5 r&?ﬁﬁ%ﬁ‘%@éﬂ@
124 usi.ng a _web browser and nay attac

inform B¢ aditiomafhared Rrives GnibeRUrie AR DRY08 1 UPGE Dbisbiter122 tha

Thus, the e-discovery nmanager may not be the only
Hwyb@hﬁﬂﬂvﬂwpﬁhﬂa%@@ess to the case and case managenent
tools of the electronic discovery managenent server
[00701110. Theoslihg ®cbmeritbedinghis df¢hepreseohmeenton, the eeBscavaty
tasks could be anything relevant to the case or
managdBink @ ttilidenhs e irterhedil 1Bl &ld dithchnicnss fotas, @aska 3 sédicli terms to a
parti cul ar custodi ans nust conplete and the
case ofhBGdrT MDAV AEMs, RN QBSITRNharf @b €6r alchbe ISy also access the case
configured to transnmt a notice to the custodians

proﬁletlﬁel’ﬁe daBliath (J:ﬁ@e i%ﬂfkeae?éb bRwRE: eﬁlﬁ QQﬁacﬁlﬁ{eB%Pﬁotes tasks, and

usi ng standard enal uncti ons. h regard t

search?%m%%ctg p; O R tﬁfg‘g’ln hgc' wRE Bﬁcg%ngﬁgg{al’g réa§ H(fte € thi only entity with

manager of case
files attached to the rof ] 0071
accessrt%&?rcaS% Cpdind banEERen dodn or R SegRliie tisGive M&Pﬂtﬁw
case contacts or nan%gers na¥§gdd gertaln t

110. 15119 stibjsctanalier pt e pitachmsnigen g andhing ?Wét to the

collected data to |ocate data responsi ve or reLevant

case ox watiére e ¢rphatgmints dlesstapls am@slesafg@.pa&ce}ar pigstadians must
search ternms within the case profile is advantageous

complets and therebeatresic discexcoy thandgetivet ssear ¢ b0 sgonhgitred ® ttamsipg a notice
undertaken with respect to the data and aids in

to the Qusgaidnz diat it e tisk@ecetitta be asmpletd issiegs Using bandard enailv.
29 [0072] According to sone enbodi nents of the present

functidd3Y SVitH & Ea:rd%‘ BtacBm@RE] the @idcSveriBd8aden r thd confact/BBagkPof the
collect fromcertain custodians in a matter, the

case, Ay UplGRAMEIYarlTHIR46 be A hed to the case profile.

[0071] With regard to the search terms, the e-discovery manager or the case contacts or
managers may add certain terms to the case profile to be applied when searching the collected
data to locate data responsive or relevant to the underlying issues in the case. Storing the search
terms within the case profile is advantageous as it creates a record of the searching that is to be
undertaken with respect to the data and aids in organization of the data, as discussed further

below.
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use the user interface 118 to rel ease the custodi ans
fromthe matter to the underlying case. This release
triggers the conmrencenent of collection of the
custodi ans' data. In sone enbodi nents, the electronic
di scovery managenent server 110 is configured to allow
all custodians assigned to the matter to be rel eased
[00';?2].t 0t h@\cﬁ@rﬁgﬁa& s&gﬁ eﬁﬂ&ﬁg&hﬁ%f th'egar&gﬁ' ih¥ddfon, 'When a decision is
i nst ances ere the e- discovery nanager has
[ eV I ) .. CcUy di.an i t-hin
mace BA 30 BIR ¥ o GEPEH SN Rl L A el d el Mioppger may
is configu tq all.ow roup of, custodi ans to. be .
use the Rtk fRgdeRatiarSpdad PaB iaais B huom case. This
[ Q073] DATA [0074] Once a custodi an has been )
release;jtpiggars thp spmpmspeeapmt elqollgption gf dhafastogians) detay Ip yomegmbodiments,
di scovery manager or by being released froma matter
the ele¢trpnic Gspowerytrmnagermernt sawerc 1Qiiseanfignied dy allaymll aptpdians assigned to
configured to automatically collect the custodian's
the matiatta be silevged fodhe osatbi the sannd mnemin agiditios) inriedances where the e-
Unified Directory 122. Therefore, the electronic

discovéty SCAYES Nad Tedig a1 bicats@ gitips dléhstodiee s&bih thdiease, the electronic
custodian profile of the custodian to be collected in

discovérg}?naHﬁéé(nﬁe%g sdPVdradd & donfigdre@ReallNeS BlolTp BESustddiR8d hiereleased

i nformation stored theréin, the different | ocations of

ﬁonla%ﬁh@rﬁ%ﬂ%@&%ﬂ&%ﬁn&hﬁnapartiC“|ar custodi an that nust
be co .

l'ecte ere are many different |ocations that
Um7ﬂthe S 100 can address, including personal
conmpu - emai | accounts, and network storage areas,

(00741 5t oM GPFEREERGR HeBHEon e e abepor el oy the o

) collection) includes at | east one personal |
discovery mARAgST 05 gw heigg rslepseirom prnaticn toq @ee dhasiectionisrflijcpyery system
el ectroni c di scovery managenent server 110 may
100 is condignted ke automatidallg collachthefchistedia n dathasing thedpdatien information
Therefore, the electronic discovery nanagenent server
stored inltBe Daified @iracewe 12 lheadfercatht: clealcdrindisecalent minagagent server 110
i nformation, 30 such as domain, nane, |P address,

access&lths custdthn/PRyfile BF the @listadialBibepllenéd @fth@Uhifead Directory 122 and
collection tool 132 running on collections server 130
determiRS, FRIPWMR ihfdritatfan sBred therein, the different locations of data storage for the
particular custodian that must be collected. There are many different locations that the system
100 can address, including personal computers, email accounts, and network storage areas,
including HomeSpaces and Shared Drives.
[0075] If a custodian profile (for a custodian released for collection) includes at least one
personal computer(s) associated with the custodian, then the electronic discovery management

server 110 may undertake to collect the files on these machines. Therefore, the electronic

discovery management server 110 may retrieve the relevant machine identifying information,
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[0076] The local collection tool 132 is configured to
be depl oyed fromthe collections server 130 or

anot her server within the network 102 to any of the
enterprise personal conmputers 140. Therefore, for a
particul ar custodian, the local collection tool 132 is
configured to utilize the machine identifying

such aﬁgqpél f o%garpémet I o,n g’qufﬁge;sé,%gcob g‘%&gﬁgﬁeﬁg %pghtf cﬁ%"lg&f collection tool
identified custodi an conputer. According to one

132 rupnipg e pelleetionsiervep b3 (as ghowndaBl6m 6t ool 132 is
configured to be automatically installed on the target

[0076]cust oditaroa! padlesdoratool Eigrip oerdigureriie be deplpyaddiane dhejcoRections
tool 132 is further configured to generate a snapshot

server ®30 bihmothet servaredihii thg notwark €02 wcaly of thereatpeprok pefsenal computers
personal conputer 140, for exanple, by using a

140. TheFaiEE ok patticil¥iedusiilag, the dcabittlaction thblel 3ad combighfed dowtilize
Copy Service, store the snapshot in a storage area on

the mabiife RRAGONR! infoPMREG e uppREhy the BB dni € @B rydharfaB@ment server 110
files inCluded in the snapshot to the coll éctions

to be dgﬁlgyﬁié to ﬁﬁ@i‘d&lﬁ}ﬁehrcg&ﬁm %&.érﬂﬁlgtrng e%&@*d?né ok Eﬁ%o@ﬁéﬂé h%tlocal

atahst?re Ion }I rlre of the persona
- j ) [
cones e ARG BAE Bb BB oD rho0l BT B R GBARAS rona
compufls| 186 laeBhFagaionsge) 13nes bhr confeur I Edierds ™ fiapshyt of the data

~_stored on the hard drive as the spnapshot of the data .

residingpnilag logaltstospssrf thearpriogal qompuies (L& deT FmPke Py gying 8 gommercially
[0077] In addition to the functions described above,

availahlt ool eushlas thel Vademe ShadoyoCop3Sermg, staip &g shepsbefriniagtorags area on
to transmt to the database server 120 a catal og of

the pertstenl tothpeten, med tigtsohit dopick of the dgrshdtdddan ke spapsheidtoitie collections
t he ongoi ng col | ecti ons database. This catal og may be

server 180.€B ¢ fafhifihgtthedats fbahé sRPshos 6f the dath Itdrédorothe hirdtdive of the
determ ne whether collection is conplete and to resune

personal SoRiduet! 186 1de @l doBieéti NS0l aB2 B PanPeMiislPAlldwa!RE EusRididNo continue
Addi tionally, in accordance with sonme enbodi nents,

to use hASndRGR ! wififhul ﬁf’ﬁgt{%gﬁhelﬁ.ﬁeﬂfer% cgri 8216498181 8:Pt06 L5 dnf even

and transmt to t ectronic di scovery nmnagenent

. . 0 L f . o .
mer e St S SRR 5P P et

fil h h )
mecoﬁ%%gn4$§%§$$ders that the user has used or accessed

[0077] In addition to the functions described above, the local collection tool 132 may
also be configured to transmit to the databése server 120 a catalog of the files included in the
snapshot to be stored in the ongoing collections database. This catalog may be referenced by the
collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection tool 132 is configured to compile and transmit to the electronic
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resources may be stored in the database server 120 in
the custodian's profile in the Unified Directory 122.
Wth regard to transm ssion of the files thensel ves,
according to one enbodi nent of the invention, the

| ocal collection tool 132 is configured to conpress,
hash, and wupload the files included in the snapshot

discovér%brﬁ%sﬁeéﬁ%nlt ‘Eé‘r{;%{%é aﬁﬁ é’ﬁ{e&&g TGSL)QIQZSSé‘lG - ?soﬁgﬁnéﬁ %ncluding, for

I'Oﬂl C di scovery mnmanha

erver 110 ) I ze a uter watc t 0ol 7 ..
eXampie n?&&’?‘é‘rarﬂphg%ﬂ% dt%le E\d i e&‘&?ﬁhééf‘?e r?r%?c&ﬁﬁeg Hhil st of
custodi an's_machin The co r wat chin oql 117
resources gray §§ stosed ig thadatabase seRr ﬁr%ffﬁ) ﬁ@t "‘fﬁé‘lanaﬂ%"%@t“é'ﬁhrﬁ%ﬁed
whi ch of the enterprise personal conputers 140 are
Directeshi|l e Withtregasd &y sansmissionef the\fdles themeglees; agcerdingde e8¢ an
whose | ocal machi ne needs to be collected, the
embodgnent of te imentdn, e lood kolleLtign tool t3hik icgmfrgldedtto cdapessyhadh, and
when that machine joins the network 102 (i.e., when it
uploadappgRs tchuded inlhthe eipphit & thaabldttiogs depel 13007) and inform
the el ectronic discovery managenent server 110 that

[0078]i t  shaukeéiné Bhbodiinkss, thhelcttRmal dx@c@b&@qﬁan@%?mﬁ@@her&é’;a 10 may
i mredi ately. [0079] I'f a custodian profile (for a

utilize ?%3&1&%&:@@at5ﬁh e dy] f&rde&%hﬁ%ﬂeﬁ% el %SﬁTcﬁBM A 1S

neSpace or Shared Drives en t he ectroni c

custodghsé%?a ﬁ{ntgh gﬁ? g‘%ﬁe@ﬁ% 1r00iL #pi 1%5/ r#Pe%ecg %x%lﬁﬁmt fRe network 102

coIIec
and e R ni@%%?peis@%é%%m%% LS ol e o

The file server collection tool 134 is vgnfl gured t
cvent therg dsacusipdian whoss acgldnache geets ta e Fﬂ@cﬁﬂ i C%Plﬁer watching tool

whet her the file server is a HoneSpace or a Shared

117 is gyrifigered do getemtine whemthplewadinegowa themstwark 402 Grev avhen dragpears to
conpress, hash, and transmt the copied data to the

the complittredtclonstoskt Vg and Bifornifthe efettranic dissoseryonddagenend server 110
tool 134 may be programmed with preset instructions

that it $Hoald Atk the local colbatiofi eyl 182 tmedimelyl Ng certain
criteria, for exanple, files that have certain file

[0079]€Xt eNngf PBKtodMntR6MBYToY 8ledstodiftEreRhQar foNTR™ctidhy trrcuﬁlbs SySpaths
may 32 prevent the file server collection tool

for Horélftzgl&;egrcssoays RS, tRhE gleg%r&@algccfvbbﬁnﬁfég&ﬁahga%eﬂr1o may

att utes. Either o oregoing-is

undenﬁ(%\{g NhIRSPRY %lésfﬂotnp%ege t?l'e 3G .i3¥ 1%&(139{%&1& fileRlver collection tool

134 running on collection server 130 (as shown in FIG. 6). The file server collection tool 134 is
configured to access the file server located at the given path, whether the file server is a
HomeSpace or a Shared Drive, copy the data residing on the file server, and compress, hash, and
transmit the copied data to the collections server 130. The file server collection tool 134 may be
programmed with preset instructions that allow it to only copy files meeting certain criteria, for

example, files that have certain file extensions. Alternatively, the programmed instructions may
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interested in copying executable files or source code,
for exanple. In sone enbodinents, the file server
collection tool 134 is also configured to generate a
size estimate of the files residing on the targeted
file server. In one enbodinent, the file server
collection tool 134 may automatically begin the

cql |l ection ocess i ng and ansmttin ta) if
prevent e 105 s eblicios oot L6 KoBoBie i 2abe fn T Slenklons or
threshold. In_ addition, in sone enhodinents, the file
other agfgibyies- Eithsr pbbieilerseqing s adyantageoppih fhefuiistpvery BuRes i At
whet her a particular folder that it is collecting_
interesfeddnreepyfing exeswirble fildsioe bardescadsr for expampla Ineres cabgdinents, the
of nearline files, and, in the event that the folder
file serdteeliccivinidd 184 dhalsreamfigmed to fowrateh sios estingitaafithe files residing
coll ect such files so as to avoid overloading the
on the &R5ted file Eseeabae cmbedimndhi) thetfile sirf érepbedtion ndad dB4remy s,
the file server collection tool 134 copies all or a

automaﬁ%ﬁ% 88k thelcBRedtioh PPock R bW yME &1 tPanbinltenS@RMEF the @@ k&finate
at the path given in the released custodian's profile

falls bé[:’lgg é%{r@é} hﬁdtﬂk}@%]&d? Q1R R fEhRR b8 s, #3Gle server
a custodian profile (for a custodi an
rel.eased.for ~coll ' -] e ] Il :
coltcty Gy 880 EE 1 A i g T b G, BRGHA P B FRbe; A 3Bicoring
0, then .the elegtronic discoyv ma enent serve
from a il SG75 UARS FNEE THoB AARHeP QU0 IR TR HP G Hethe evel that the
enterprise email server 160 by initialjzing the . .
folder doesiigpeludsmich neaslingfiles, shoess ¢ natselleqt spghiiglesso as to avoid overloading
coll ections server 130 (as shown in FIG 7). In sone
the sereetb dihierefore saccerdingde diflescnd gmbpdigsnisetbe fidrserss coligtion tpol 134
configured to access the particular M crosoft
copiesEdahampgaionat derfilos tekidmgtdne: fiatevarlosaedattlid paslegiver inltBOreleased
on which the custodian's account resides (which is
custodidadyroRSAd tafkntibahéh totherbllationnewdddo.i n the Unified
Directory 122), copy all email |ocated there,

[0080] NC! UdirAGuBAh Sroff! @radulibdlah@cleased esticalledion} Bclddes an email
predeterm ned period of time prior to the collection,

| s .
addrestg frf&a}{] ag%ﬁ%ﬁﬁg@oun? &Y g'% eg%iﬁ}sg ein@ll st@ed 0, theR HeRbdch B8Rk dBB8very

e copl s to the collections server

managllc'%g%tt S%ISVC[‘ ?ﬂg#]aﬁ%%{ aﬁ)}%llgét ﬂtlé']ﬁleg‘ E’gﬁa‘gf ‘?‘gg‘?’ﬂ%{ &ﬁetlikseerver 160

t1on I'S bei ng
oy i S KB BB BT LBl B S fbecbfiecnas0 s sown i

FIG. 7). Insome embodiments, the active email collection tool 136 is configured to access the

particular Microsoft Exchange server within the enterprise email server 160 on which the
custodian’s account resides (which is known based on the information included in the Unified
Directory 122), copy all email located there, including emails deleted by the custodian up to a
predetermined period of time prior to the collection, (for example, seven days prior to the

collection) and transmit the copied emails to the collections server 130.
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data first (while the collection is still ongoing) in
the short-term staging drive 180 until the particular
collection is conplete. [0082] Furthernore, the

col l ections server 130 transmts the barcode
information to the electronic discovery managenent
server 110 to be stored in the database server 120,

[0081][;1)r f e%'%d?es%gg @et%e?g% Ilf%stoﬁrceclzl gc%catg n{P Of Itvﬂnéc (?aé gemg collected, or
.nf.or mat bout rticular coII t.i on,
the Par'“fu%%m%bf Srsport sqlern SRt ol rbRon i Cinetiats gre the

ile server coIIectlon etc. Therefore, the barcode
data figphil hrcendioptinn 1 LPRISGRE) i the Shorh-BmAREBe sV a AL PR EE
the origin of the data. After the data has been
particuday spBeptipn ixdempladdig- t er m st orage area network 190, the
col l ections server 130 conpares the hashing of the
[0082]dat a iHurthemmaedint cllecicmgserver 30 eransmitd tha bardadeainformatidneto the
staging drive 180 and, if the hashing is identical,
electropl¢/ Qs vérh enael agedncnt avdrheo s lecitared e thy dataBa30 serﬁf&qaﬁ,] for example,
Once the data has entered the |ong-term storage area

in the ARI0ARAK pkSBle i the ThiflQt DatlRRE $58kh Fe¥atfoR 36Mhe sRﬁecf ﬁﬁirﬁ%on about
Indeed, it is likely that the data may need t

the palﬂ[:l(ﬁﬁleéﬁlg&m%etﬂﬁétﬁelj it wad g‘loﬁﬁ%ﬁﬁ%@l%h ean%ﬁv%é‘lh&ﬁ@ll%ctﬁ&lr a file server

b £ y I hvest i gat OrS an torne or exa
ool e e S8R %??ra%%me’a% #as‘%‘tsﬁn%é%% #B*g)/ﬂne the
0. .The
AT A et

server 170 where a series of decryption and

collecting seryerdid apmptres thsbeshénasofithy dath sl reppricatistergss to thpprigipal data
the data is decrypted and standardized, it is returned

in the staginghdriveo§-andrifiihe dnshingye identicalirgas the de@0from dhandaging drive
remain there to be accessed for review purposes.

180. [0084] Wth reference nowto FIG 7, a block diagram

is provided that illustrates the electronic discovery
[0083]MBNag&DRS thesdatatek éhteredfthd DA BIrRSsBithgd AAYLAW R 190, it is not
according to sonme 34 enbodinents. As illustrated in

necessitl{Preally f6GEdidhN hﬂie@& 8Sis ﬁﬁel?%ﬁi@ fHeRRE RS Rled t8BYprBEessed before it
categori zed wthin one of case managenment, as

is seardBReG5E YifH1ed¥: I%Mf%%y%ﬁ%sugé{éﬁs adh Qt@orﬂag.a%f%}nple?ﬁe files may

be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the

* conversion services server 170 where a series of decryption and standardization functions may
be applied to it. After the data is decrypted and standardized, it is returned to the long-term
storage area network 190 and may remain there to be accessed for review purposes.

[0084] With reference now to FIG. 7, a block diagram is provided that illustrates the

electronic discovery management structure of the present invention, according to some
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represented by Bl ock 220, or data nmanagenent, as
represented by Bl ock 240. As descri bed above, the

el ectroni c di scovery system 100 is arranged such that
cases, custodi ans and data nay be managed i ndependent
of one another. However, there is still an el enent of
the categorization of processes within the categories

et 8l 35 QREERL 30, 2 R DR BT 58 o
iR I LAY TR ST A b LG S

cust odi ans, cases, and data, certain processes of the

represqutaslrBlorkAh o daa mayasenteEk S FRpFeECTiehY Blnsk 40+ A described
foregoing. [0085] The first process that falls within

above, ttheelediwaicdisrayeysysters 400 diamanged sick Hhat easenh usiodipnstand data may
or case as a franmework for litigation support

be maagtd indtpeddent @f osdmuther.nHBowds, A&2 is %l andesmerit b€ the categorization
above, the e-discovery manager may enter into the user

of prodefies kfitAGEthd Begdict @iabis dondephuiitahd it sAb0d be andrastbodilibedertain
matter or case, such as a case nane and/or nunber, a

procesSRMidy beddREEtPoski@Redb rhdl (KRN EAEETE, TRerbRBA While the

Ident’ifier, the particular requester (i.e., who asked
il 4y R 1P 0GR RBA 1 o A kO,

. subst ance_of the .matt.er rather t | i ke
certainigoogeey o2 10 Ep T HTED pred R Db e BE S Bodeoibtay

custodjan information is.stored separately fromthe .
[0085Tc e THelipotean ) P HBE BT Caoh BRDaTR] A STAH Sfdgtion of

mul ti ple cases. This provides for, the el ectraqnic
matter i §356\26 p JraspRoeios fitigaion sHRRAEACVItSS 36 kAT B Blggke202. As

scal ability, whereby evidence associated with one
describpdsabovdt, Hie erdigcchyeryunangenrmaénterphte thewsssintgripog 118 qusiain

el ectroni c di scovery managenent server 110 stores this
informatibosbomt & particuiat netter oasase g bas east Adme and/bemuohaica eshert

server 120. The case database 124 houses this

descriptitnQF iR h&tfer/c8deC ldphidtierdifier,ithd gurtidilaroaquestenlile) Who@sleed for the
particular matter or case is related wthin the case

case tdd GRASH, Ranake R BbhtActsfRthe MM (A5, iAdINRIIAE &lvolied in the
contact, can use the user interface 118 to vi ew and

substaf¥ll d R mR@rhth&: Rin HBPrd B! ke BE cSRAREvery manager) etc.

[0086] It is noted that custodian information is stored separately from the case
information allowing for the same custodian in multiple cases. This provides for the electronic
discovery system of the present invention to have scalability, whereby evidence associated with
one custodian may be used in multiple cases.

[0087] The electronic discovery management server 110 stores this information in the
case database 124 in the database server 120. The case database 124 houses this information

such that all information relating to a particular matter or case is related within the case database
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[0088] The next process within case managenent is the
creation of preservation notices and surveys specific
to the matter, as shown in Block 204. In this regard,
the e-di scovery nanager may, through the user
interface 118, either generate a new preservation
notices or surveys relevant to the particul ar case or
r .
124 B0 R RS LD Sof PRSPl WSkl L0608 e
flngﬁ%pet%r survey already stored in the database
profied, BOE ¢%5%t he case profile of the specific case or
matter_at issue. Al so within case, managenent is the )
[0088] ¢ e at jThE NEX RERESFLTIIRE CASE TREIAEF AR iS e CRepUonof gieseryation notices
represented by Bl ock 206. As described above, the
and sueyy seeifie fo/thgamatige as ghowa in Shekci04odn thinvsesd, thoe-dispevery
case nay use the user interface 118 to input
managenda itdoegh thensee nteréacnd 13 reithesgentratearmewsptsritatiobaotices or
applied to the data harvested in the case. In sone
surveye et te thiespartiduéar saRrof Matter tatherRyediia thd ¢hsé prdfiledin i case
used with particular custodians and/or with

databag®ai?iog WiRinaiadly, amkerélRbatiby Reifce of Bav&LaFally §t6fcltn Weldbtabase
be saved in the case database 124 so that they may be

server 1RP@Ithy ca@@ﬁwﬁ?éjottt{?e El\fi%%%&%r%ﬁft@r AndubiS§Holithin case

connection"wth storing the resulting responsive dat a.

0 L | r Y% t t

manage el N LR RUEHIRRE i BRRL RO S M B RO BT 06
fall.s,wthin the case managenent categor

s desgi b o4 ouF S RTB0GT 2 Rt s PO ot B ey vse the

. mapager or a case contact or manager may use the user

user injegfpes f3d@ inppgin tVédlwgﬁ tERSISFANED t5HR SEhiodie apphiedsio hgydata
other relevant data, including updates and rem nders,

harvested in fhe caseodspriherabpsimers thyr sfuch derpp maydedimyjeditpbe pred with
case dat abase 124. Once these attachnents, notes and

particulap dest@Barsraed/adwit pattiheyr neryested datsftgpesn Thel seahchrtennesrwill be saved
user views the case profile through the user

in the dapd @tdbase] 2418 that hieeyaast beasidilyaipplidl tohatveasd adta bfitused in
present invention are al so processes that are

connecfidh @aIATiofRAg tRSTcAMHE) ORIAGOIBARL. Processes, as shown in
Bl ock 212.gln this regard, the 36 electronic

[0089]di SCOYGE YrJZBR ing SEI¥ Rt ABhibdd IBRS tes to a particular
e vesti ng

estimation tool to determne the cost o

case orﬁ 2 elfj %T\’%n ga\’ﬂis Sgthﬂfatthg Cas? %?a%g egggeél?cﬁéjégpﬁ fas ﬁgm&%?r%%crl %y Blocks 208

Fexanp

and 210. The e-discovery manager or a case contact or manager may use the user interface 118
to upload documents and enter notes and other relevant data, including updates and reminders, to
be stored in the case profile of the case in the case database 124. Once these attachments, notes
and updates are added, they may be referenced whenever a user views the case profile through
the user interface 118. The cost estimation modules of the present invention are also processes

that are categorized as case management processes, as shown in Block 212. In this regard, the
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of custodi ans, anobunt of harvested data, data types,
etc. Finally, case nmanagenent al so includes a nunber
of tasking and workfl ow processes that are represented
by bl ock 214. [0090] Moving now to custodi an
managenent, certain processes falling within the
category of custodi an nanagenent are shown in Bl ock

220. Wiile the process [ Vol yi ' :
ctctrofie ity phfaf CE55% 310 bt ¥ B8 s BRAERIONA0 Briiithe com
as. cust odi.an _mgnagenent t r.acesses, sho in FLG
of harvestingnd ayigvHpg 42 ?bfé%@%%nwﬂh@%mﬁ?%fm%@&#ﬁ’f Cfmple, number
custodians W thin the scope of a_case or matter. | .
of custedians, prger@f hamested ¢aty, daa eSSl F&?ﬁwﬁﬁ%lﬁ%ﬁ’&ﬁ%tﬁgﬁﬁ’tmcmdes
included in FIG 7 is the addition of custodians to a
a numbea gbtasingend workflaw psorsodss that Blegemeszpted brdlock@ddr i bed
above, the e-discovery nanager nmay use the user
[0090]i nt er dewing ABw taocdsiadianananagerodit aettgin ppoasscs &llimgowithih ghe
Unified Directory 122 to the particul ar case profile
categohybilciGtodias thabgtcalenssre $dvn inlusk 220h eWhikstho praerssps mivolving
and case profile are correlated. The next processes

generaltbd Bf the CafeAtHidRtor TROR SR coifld bb CatbgorizedrhsSqis@diadmanagement,
preservation notices and surveys to custodi ans, as

the proégs%g]smio 11?’%‘?@?7(’) gnl%ﬂrde ande bﬁ%eﬁéﬁﬁ@&bﬁg inﬁk)ﬁ'czl ér.lén_l?_ﬁfe custodians

urveys 10 CuUs ans, as shown i n Bl oc

... el ectronic discaovery r

within SRR e b T ESET e B et b i pagement

, Unified Directary 122 ta.transnit the_ preservati

includsfiniRIGe 255 B qodtiby a5 siodins facin ot BRAS EaBopR i Blek gz As
_the custodian. In some enbodi nents, a stan arj, mail ..

descritfed abey o Hicj esdipeovary T8E1a2¢1HRTY %Sﬁéhf'o?ﬁeymifﬁ‘f%s? f° wiﬁecaatealan s
fromthe Unified Directory 122 is the custodian's

profilecfiven the Urd ek Birectiyel?2 o theqasticobir arse preitR &1 the pase daiapase 124,
the survey will appear as a nessage therein, and when

Thus, $beuspdins plofitt andeasagefiletanecaalataly Tielnextognssesavithémicustodian
to her. The survey may be configured such that when

manag&fMentfik tHeSrahtmBsibn of f@scdiiionyotisesand suratysaakhgodians, as shown in
transm tted back to the database server 120 for

Block 950288 thel fredeh@ti6@SRhP 5@t bysQo aiilodifes, S4hbREi@Bldek 226. The
profile. 37 [0091 ] Also falling within custodi an

o . . fio
electrdfﬁ?cg%&:g)%tméﬁg&ﬂ&t REQGERD REs theb&A 'ﬂﬁ’loﬁﬁ’a‘iitog gﬂst.'h@%lﬁseto an’s

terto a case, as shown in Bl ock

proﬁleeﬁl (iili'lesﬁl?i 128 il r(!)la}g 28 %r%ﬁsr}ntﬂ ﬁleﬁgs%rvjaﬂ&?ﬁ&ﬁ%@) and survey(s) stored in

the case profile to the custodian. In some embodiments, a standard email function is used, so
that the only information needed from the Unified Directory 122 is the custodian’s email
address. When the custodian checks her email, the survey will appear as a message therein, and
when she opens that message, the survey will be presented to her. The survey may be configured
such that when she fills it out, the survey is automatically transmitted back to the database server

120 for storage in the case profile and the custodian’s profile.
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118 to mark the custodian's profile so that the
custodian is now activated for collection of data.
This may occur within the case database 124 since the
custodian's profile is linked thereto. Once the
custodi an is rel eased/ marked, the electronic discovery
managenent server 110 may access the custodian's
profil AN Ada el 484 ectjan i .
0091 e SFsT BRI L 4GP E RO (0 ot SR ttibaians
0 [ nt.e Bl ock 230, the elecironic
from a1 Gioe, 38 SR BT HOUE R R ol e o bt fertuce
deter,m ne t.he data types and |ocations of data to be
118 tojgirl B BRiofiS SERUTS T4 et e RIS B So e pecaligeigpeot data.
. Unified Directory 122. Alternatively, the e- discovery
This mgx Qe Pithill thegasgAletabased R4 sinpe the spetodian’ s prafiledsiliskcdtherefo. Once
accessing and viewing the custodian's profile.
the cugtpdiag] is yeleased/miatked cthe eleptpomigdisevery rouspgodéd servarid §enmyriccess
al so includes a nunber of tasking and workfl ow
the cugtodimes profile dndtinidnkzercefectoabhsed obyhdloolis 282 stof230 Wehtions
The | ast category is data managenent, represented by
identif3d & thephdTile.ONBerbldj) bs fepteserBéd B BILEE TG tW diftndnRaliRovery
managenent are the processes relating to the
managBREM8&ivENDL0Gha . Qﬁﬁ’]?
gpr ocesses i ncl )ﬂﬁié@?%tgﬁlg%l&%%gxgl?%ﬁe E?ﬁg@eg% 1c())m al o{%aé:a fo be
: _ ; _ . ¢ odi '
harvesflt by SRS ' B0 ES BATIOR o PRI PAcBlonf 2, Mlllkivery, the o
. rsonal conputer(s the cystodi an' s netwark starage
aiscov SR8 SR ke i SRl by Sy wil HedEE e
are described herein. All of the data in the various
custodigp §,p1 e'at:‘élﬁ S W&%ﬁ?@dﬂ%@@%@ﬁﬁ%ﬁé dnapazemeat also includes a
coll ections server 130, as described in detail for
numbeg af-tasking andyerkHow grocetses bat are spresented bie Blosk 28pon
reachi ng the collections server 130, data resulting
[0092]f r om d'hpdast ¢ategosy isclotalmeanaganent,sepreseptaddnyiBlyck 2400 Qe major set
the short-term staging drive 180 until the collection
of prodesseg withinalata, matagwhért larepihé ptocessed 8latisg trthelharfesting of data, as
| ong-term storage area network 190 in association with

shown én Bloek D42, cThede pidcégbdificlutiathe 0digectidinef d04 RaIRiall IhddifFeRESstorage
is represented by Bl ock 244. The data may require :

d paryiBh1bOsRizA! insluamd Ml B[R | '
areasoapgliled tositlinmbrdeg for it t% %gpggg'gﬁ%gﬁgggﬁg¢or

compu\%l}(?ﬁ Fﬁn@ %@todila{ﬁﬂ Bk Byor &0%&?% m{%ﬁg( G ERR s]ttep-?ﬂ égn giltng thgr areas, as

9
at a managenent 8 copyl ng o

are des%rﬁ‘t?ed herein. All of the data in the various storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection tool or process. ﬁpon
reaching the collections server 130, data resulting from a particular céllection is temporarily
stored in the short-term staging drive 180 until the collection is complete, at which point it is
stored in the long-term storage area network 190 in association with a specific identifying

barcode. The foregoing process is represented by Block 244. The data may require decryption
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conversion services server 170 for analysis and
conversion as necessary, as shown in Block 246. Once
the data is converted, it is returned to the long-term
storage area network 190 to be used in review [0093]
Also falling within data nmanagenent is the association
of particular dat a sets W th particular sets of

nms st ored e of e _case .
or stangidiggtaerc i guons 105 fpod b SRR BF 1 b seBphle i fgomerise
stored in the case profile are stored wth the
usable; sorthqrgxg Aragessisaat ﬁ@lsaﬂﬁmrl deja msmagegpentis he sapxme of thedatp to the
and/or certain custodian's data. Alternatively,
conversion sevisesesavas i 70 &nrrmalysiy anboonyprsionag neesssery, agiaioyn in Block 246.
collected for a specific case. In either instance, the
Once tht éath isaohecrthidsit ewetuynedria ﬂmgel@wms@m@rar@mt\m&é% &sbe used in
the case profile, determ nes the search terns to be
reviewappl i ed, and associates the search terns with the
barcode of the appropriate data sets in |long-term

{0093]St Or agfiso falliHsSwitiil Qatd @G Rerh @ MRth¥hdsbeilforamiphitRdlat @ata sets with
hat data and the results wi |l be gener ated and

partlcr.{?zﬁ'%étg %E 88 renttBmisQYdr BBl e £ 2L Ip?(ggé ¥Bihs cadelddabhsé 128S Id’\ﬂhfé}egard

managenent catego dat a nanagenent al so

i
s SRS o B BB BB o

of the present invention. As representeﬁ]Se Bloc . 302,

appliedto albdaia enlleptgd forre specific gaseelp #{her Hstapce %%Pplc iscovery
manager and stored in the case database 124. Next,

managemericdivan b1 (aaceesseitbel case profde.clstramings theiseareh foamsfodes@pplied, and
304, by linking the custodian profiles of the Unified

associddey the tearch 1233 with thedacade ofthe fipprepridtedata setsin long-term storage.
represented by Bl ock 306, the e-discovery nmanager

Thus, BREéEh tehfs wilbee 4plitd et thay daredndges readltsyvitidargeherbted amd presented
to be applied to data harvested for the case,

to rev1bﬂ@ﬂs WoH AAd1yEie S Find Y, | QRGhARe bﬁeﬁﬁ&id@bﬁi@nﬂdﬁﬁg S9! &dla n@haPement
to particular data types or custodi ans l ock 310

also 1n\(/‘(ﬁ1 Ef%l?tﬁ{ﬂﬁar Bhﬁsﬂﬁgﬁgcg{vgﬁ&fo%&%&es@E’a‘itarek}@pﬁ?e%?ed% Bl@ck 250,

ere is matter or just a case. If th

[00941., ; qﬂlo r\ar’%htr eflél;egge t%alﬁﬁ Rr S‘f @urgglaﬁ%ts'f?ﬁé mgncloctase is growded

in accc\é‘mchg Wl _Séte{n 1mentt of ti'rlg Srelsgr{ttirlwaeln 1§natAso %p%senqe& by Block 302, a

case or matter is created by the e-discovery manager and stored in the case database 124. Next,
custodians are added to the case, as shown in Block 304, by linking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery
manager and/or the case contact or manager adds search terms to be applied to data harvested for
the case, including instructions as to applying the search terms to particular data types or

custodians. Block 310 represents the determination that must be made as to whether thereis a
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On the other hand, if there is matter, rather than
just a case, then the creation of preservation

notices is required, as shown in Block 312. [0095] The
preservation notice, as shown in Block 314 is
transmtted to the custodians added to the matter,

per haps using enmail. As shown in Block 316, a rem nder

matter %ﬁ_@'sf:fce{s@ dffltl“?ere {E% M1l g?éaﬁ%/ e&ese %185‘ SM&E gre B,P 1%5\11‘%‘(18 for

rem ndéer ransmits per o

nder tices to cus odi ans.. .The not.i
exampleg i By gl @}?& Caeshag PENF AUy e g S sollcction.
reservatjon notice and/ rem nd custodians to fil
On theg)(g}er L ere erﬁte,r,er@@p@ f"@) _]ustsqlﬁ:a‘;g,ggen the creplgonRfgmgscryation
survey is required or desired, according to Bl ock 320,
noticesdls gaguired; ap shayyneiagdeck 312he survey may be saved in the
case profile in the case database 124. As shown in
[0095]BI ock T3 Presenvationsnqpios,sis bhavii m Blndbl it is hrensmittedkty thocusodians
attached to and transmtted with the preservation
added tahé¢ f@ter, pdridB @hinplexiail. As sbdvomih BlociBs 6 K radriddertndéice module
e-di scovery nmanager may rel ease custodians fromthe

may bd@hpl6yed! Asishews @asBlockBi & ihd Ridindk hare n‘x‘dﬂuleeti?&*n'sﬂﬁs Périodic
the custodian's data. As shown in Bl ock 326, the

renninder %t&@%%ytomgﬁfe If&'hcésrlﬁ S)ﬁl)ees%htr (ﬁ’gi‘ %ﬂ%% %gﬂﬁ%r %mn?d ?ustod1ans

managenent server 122 acce pro
sbou HEPREES o1 A8 LRSS AP G ARl e
I
surveys, df %b%&fvglaggﬁf’.‘(%a lﬂef%ﬁtwt dor 3?%1%8&@0?{3&1%% B kgégg%ww creatd.

each dataset based on {he particul ar custodi an and

The sugey mgyde spregiin gw cage pypiiiGHR Ehs Gase ditabgsenkide s shewr poRileck 322, it
in Block 328, the search ternms previously stored in

is posstbitosashic thersatvey & brajtabed:te andtramsmitsed wish thepaeservatiensentices.
on the input instructions regarding the search ternmns.

[0096] Thes e Negg g showverinmBloky3 24ctha pliscedery mahiger day adedse angodians
the results saved to be presented to reviewers for

from tiRAdties tosthe d4be WRIBH Initiilizbd Eddfeeti@nsfahd eusfoldian’sQatAMAs shown in
exenpl ary process for managi ng a custodian i's

Block PI60Wiededscol&ydemasstdan iR ddctbinie Iic6vHpP neff seh'%? 122 accesses
pr esent invention. Fl rst as repr esent E

the cus pg‘oﬁ: 10 SR @ds b a?d @oc'gﬁtgﬁ ﬁ)rbe%Bll&‘%ecde and Maﬂhés the
regard, the custo an s ro

applicable collection tools to go collect the data. Once the data has been collected and a unique
barcode has been assigned to each dataset based on the particular custodian and storage location
from which it originated, as shown in Block 328, the search terms previously stored in the case
profile may be assigned to the dataset based on the input instructions regarding the scarch terms.
These search terms may be applied to the dataset and the results saved to be presented to

reviewers for analysis.
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Unified Directory 122 is linked to the rel evant case
or matter profile. In order to |locate the custodian's
profile, a custodian search nodul e nay be enpl oyed, as
shown in Block 404. Therefore, the e-discovery
manager nmay enter any identifying information about
the custodian, whether it is the custodian's nane,

0097 S 2 S A5 o
o, S S e L e Bk 422 ey

interface 118 will present all_ matches and allow the_ |
Block 407 iasustodiny isdded iora mefias pogase IH@1sdeeasdithe enstqsdhiasss prafile in the
to determine the intended custodian. In this way, the
Unified Blireeioty EA2sis tivkeakro ithe relguamntichieant magr pio8lep doprdes tegpeate the
that custodian is linked to the appropriate case or
custodimatstprofile] DOBBIdishsearel medeletney Heyeniilowk, 08owh ireBlock 404.
el ectroni c di scovery managenent server 110 may
Therefof] fic@ Ao iRhgdrieayakdriafy idratiBigt iatbrani@cdbadt the castodian,
menber of the enterprise "do-not-call Ilist.” In this

whethdr§Oia kL cukfdiaf’ s ePEtRBrki U6 i@aitiRAtior) BB a8dtedsOstt aThS custodian
profile in the Unified Directory 122 that the

s L Gy 9 ORI APt

et 8 B RPAR T K1 PR P L o

. do-not-call list stored in t dat.abase ser.ver 0 .
e-disca VA PRAEET TaRte B SHOUHE PEdls R G T AR custodian. Tn
_ whether or not the custodian appears on that list. In
this way, theecormesisustadian isddentidicd apd Higmrefte ok thyhenstogdiandglinked to the
whet her or not the custodian should be directly
approfeiet st ednattend in the event the custodi an shoul d not
be directly contacted, the contact information for the
[0098]c ust odAsuepsserasthsBRnk 406 thotibaronst diswveny ) mahgahant baver 110
obtained. This information will be used |ater for

may détbidisEwhbthBohp paseliedusRdian AI&ES adiantey bf by entedplise “do-not-call
[0099] Next, in accordance with Block 408, a

list.” BEhRT SRR RO ma$ bBRE rdRhtib B 1Bk 86dt6RIH’ & protil Sif ANEUNified Directory
managenent server 110 as to whet her the custodi an has

122 th?thetﬁé] pﬁﬂglﬁgr dultoBialBh&RE nGF beac.on%@t%ﬁ re aﬁdilill%cdll%c@or& »an alternative
en"the custodian 1s verified, as sho In Bl ock 424,
contact &Pdpui({abr[ael?steg,l sugl"rlJl :Elsaanna%}/ninistrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and
searched to determine whether or not the custodian appears on that list. In either instance, a
determination is made as to whether or not the custodian should be directly contacted, and in the
event the custodian should not be directly contacted, the contact information for the custodian’s

assistant (or other stand-in) should be obtained. This information will be used later for

transmitting preservation notices and surveys.
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be added to the custodian profile in the Unified
Directory 122 as required, as shown in Block 426, and
then the various collection tools are initialized by
the el ectronic discovery managenent server 110 for
collection of the custodian's data, as shown in Bl ock
428. On the other hand, if it is a matter, then

[0099]P" €5¢€ rNéq%l'AI? gfcgg&ahtgee\ﬁitﬁh?o# 988! Rl IALS Es%?de \pﬁrzhée%lg Honic

in Bl o reservati on notice 1S sen

. to the custodia I cus ian stand-in., As sh in

discoves) shaprediit Stk aflas BiiFhetfer e RA b nick AldeliBa Ftspera
t he case tﬁec use, f.or, so eason, data_does not need

case. If § 14,338y @b@é GutPyaR {SP(éggié #dfioxm in Blogkf24s syppiemental data may
when it conmes tinme to collect fromthe custodian, the

be added totthgi¢usipdign profile in the dinifyes Idgectery 12h asweqbipedspodiown e Block
[00100] After a preservation notice is sent, a

426, andigher the nariow collection d@ldare ihealzkd by theriactrouic disowerymanagement
managenent server 110 as to whether a survey is

server I BDfor tellbctias ofsthe wistodianl X ad $dbwr ih Blsdkoap8d Gaethe ethethand, if it
that in alternate enbodi nents the decision on whet her

is a matter, SRN Gred i HENotI¥BY ard fequifBdl ET IR ¢fBfe, APsho/AGH Bhck @0, a
preservation notice. In such alternate enbodi nents, if

preser‘{aﬂgn ROHCLGY senPyialehGH 16 B 'cuéthi%ﬁruéﬁ@fbgféﬁ sém&-gﬂmﬂy 81wnah Block

e preservation notice and, t S, accesse

412, th? é%‘%)&rl%{]d{%g# fﬂel}{ gg%'nagi\?atecﬁéerg %G%Se ]!)EJ!CCEH%GS]%{‘ ¥(§>\/{\? {e%sog, data does not

ransm i'n"conj unction
reservatijon noti ., and.the answers are collecte
need e BRI (g B ERime I el Fufn MR eBinge e rGIER from the
stored in_the_database %erver 120, as shown in Bl ock

custodign.ghe pustadippeyillhsrrpachixated s shown igtlledk 422 i on not i ces

and surveys may al so be transmtted to the custodi an,
[001004s shd\iker ppreBprgation nppige isnent 2 dgiprsaingtionjis madevey the electronic
coll ect data, the custodian is released fromthe
discoverminiaapgenent frevardd @ as wswhetliep wsuivay Blroqiired 14, shawnl irt Bleck 414. It
various collection tools are initialized by the

should &k @6fed dhait th dictttvanbodimi@inae deditios o6 Whtthérlio sél a survey may be
collection of the custodian's data, as shown in Bl ock

made #é8to deAdih Bt feseRaAGEAstice! NesieH ait@dAd BmBodhRhis! i€ tHeRurvey is
the Unified rectory 122 is accessed in order to

requireﬁ%i&/ ﬁﬁg‘;l/)%lﬁé"eﬁco @hhﬁl&? 't:ﬂleﬁg?s{eb}’%ﬁén ME% &nd MfusC fﬁ%%%g& an

e store at a. as shown in B 430,

simulta%@guslmﬁlg gﬁs?&h%l Cﬁlg guljvr?y 1%%(!11&1%&,619& transmiited in conjunction with a

preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection tools are initialized by the electronic discovery

management server 110 for collection of the custodian’s data, as shown in Block 428. In this
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[00101] Referring to Figures 8 and 9, flow diagrans
are presented of a nethod 500 for harvest data from
various data sources, in accordance with enbodi nents
of the present invention. At Event 502, the

coll ection of data ensues and, at Event 504, the type
of data is identified. Data Block 506 signifies

proces% € Qqﬁ@%}qnﬁé)ro t’ i}%&fn?é%gﬁirgcgoggr ?g] rirsge%cggss @%@eréﬁétgﬁﬂine the
o B O SRR Bk o Ty BT 50

accordance with present enbodinents of the invention,
custodijap’sglata s eelficed- profile (for a custodian rel eased for
collection) includes an email address for an enai
[00101c courRefaring heFigmiee B and 8 flendiagramsrapepregensd)of ampgshod 149 for
el ectroni c di scovery managenent server (110) nay
harvestiedefrbmlsaribas dand somedes,tihacdordanse fvith embhdimeatstod tiprpresent
enai | server (160) by initializing the active emai
mventﬁﬁ' lA@ EhERB02 QB¢ cdifedfidn G GBuhnd Ca Bveatsioa) e spevedata is
(130). In sonme enbodi nents, the active enai

identiffed 'TREd BI‘BE’k 5W§1gﬂlﬁ§s6§ctﬂv§ em&ai® it &%Bﬁ&té@fr@ﬁ%ﬁ%ﬁcﬁaﬂg‘e system or

particular Mcrosoft Exchange server within the

the hkg nﬁf ED lt§§8 &gﬁh F%ﬁ“ld %{we F]angl Qdileéﬁﬂnct ollif ?m}ElUﬁEI‘ﬁg& Htoblect email

oun Known

. nt nc u n.the Unified D ecto
from g d Pl i Sawfs‘&meﬂép%wy i u%“ﬂg afé‘ﬁa‘.”%%gﬁ@ft ed
up to a designated prior
embodaa%ts phthe imvetiqm sypodipiphRe &ﬂaa é‘f@fofpﬂﬁsﬁlmﬂ
emails to the coll ections server (130). The ey
includescn) eseaili agdress i ap smail secopninmibe e@ﬁrpﬂﬁ%%ﬁbm%él@wpﬁ’ the
requests and for collecting email on a schedul ed
electrapirsdiscovenyarnagenokait bsrverTht0)anayi undetilede colbast thedidgs fram the
addi tionally capabl e of being inplenmenting enterprise
enterpibeckenangdrvee (LE0) b initdalzarptke activd emiil tokecsiontool HIB6) iineing on
to collect the active enmail. In this regard, the enni
couecﬁ@isls@%ﬂ @BO). OR sofnk3Bbod MY theta0tivesiaiBcatiectith thyl (136)Ks
3 [00102] At Event 510, a barcoding tool is
conﬁgthH henRRiafe ﬁ&ruéhlét o 1l R Rhrige @ew%ﬁluﬁﬂleséiﬁrﬁnseteﬁ{am server

staging drive (180) to attach a barcode to the set of

160 o Qﬁl'cil J{egﬁgﬂaéﬁaﬂg af: Qﬁﬁ fe@ﬁe@@ﬂﬁ Il<ﬁ<'3wn B&geh Sf bk Hfonﬁﬁl?on included

als t en copl conmmuni cate
in the bnﬂ%dt[ﬁren}o ) ?523 gc?op?zraﬁ email located there, including emails deleted up to a

designated prior period, for example, seven days prior to the collection, and transmit the copied
emails to the collections server (130). The email collection tool is also capable of implementing
bulk requests and for collecting email on a scheduled basis, such as daily. The email collection
tool is additionally cépable of being implementing enterprise wide and requires no server
identifiers or the like to collect the active email. In this regard, the email collection tool (136)

serves to reduce security risk.
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network (190) for permanent storage. Furthernore, the
coll ections server (130) transmts the barcode
information to the el ectronic discovery nmanagenent
server (110) to be stored in the database server
(120), for exanple, in the custodian's profile in the
Uni fi ed Dat abase (122) in relation to the stored

[001 Oi}nf or ;ﬁtﬂv%ﬂﬁ ﬂ%og{)mjcg sglglb%{neﬁ%hl Fg gtiaé.ﬁ%location stfch as short-

herefore arco e can

| at . et t.h t Af t
term o€ et oL RALOUBEHT* Bipfisio s Fhe ety B et Shaer
collet 47 BEFEOHE ofica Hio 0B PP P or Welob T pragares

to the original data in the staging drive (180) and,
networkf(19Q) dor nesmpiangstprage. dertheraere, the P@}gﬂfrﬁ?%éeﬁ’ﬁt €30 wansmifs the
staging drive (180). As such, barcoding is perfornmed
barcodwiitthouation e theebadtromic dise@\wtjemﬁil@eb@ntw@dden@ 10 ptol beatorethin the
exchange server and, as such no human intervention is
databageehed (120), tfecxampio dethp cat@lis s profiRda dieddmified Dhfabase (122), in
enbodi ments of the present invention, one barcode nay

relatioR @ @8 §ﬂoﬂﬂ€iﬂfoﬂﬁﬁtlcﬁl%b@ﬁh@ﬁam&ﬁﬁr déﬁé@lohy Meerdfifle, RIRS bAR%RABLan be
(i.e., case, matter, etc.) [00103] At Event 512, the

used f&%fleﬁ:ﬁf‘:@g 95%E éatgﬁt&téfﬁ%e%&?gﬁﬂ 6f b Qb WAy fhe SBEHal b&en

search termset or sets en the search terns are

eI B 5 B AR ooy
hashmEgf%ﬁg@qgé%’rv%?%t%%%g%“@ BPLits 85 et o s

indication of this to the electronic _discovery

hashing i {defdiralnpurges @Fiatﬁl@mmﬁﬁf@&m&éw HER)- iR 8ueh, bacoding is

determ nation that other documents wthin the search
performed vithgut the need fy excerge thelbakcelipgten! 9a ap exghengs sgever and, as such no
[00104] At Event 514, the collected and barcoded
humangotervertienainkeded trathe Sarcogs prdcdse B acpordaes withgnthodinsentsoof the
subsequent analysis. It should be noted that the
presentiab¢Hti@nOinedaRiolle thay de aiitnad pér cudtddibhgenasa tyipe ape pér@vet (i.e.,
conversion and/or decryption on the data set. At Event
case, nllr, efch)e active email data set is |oaded into the
anaIyS|s tool and, at Event 518, the data set is

[001033XPOT L&k vefk $1Cthe E@l‘i’é&?eﬁteﬁ{aélrd%iéﬂ FPBe dsQciARPVNISA Specific search

term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list”) are presented to the reviewer and also stored in
the database server (120). The reviewer may provide an indication of this to the electronic
discovery management server 110, which may then make a determination that other documents
within the search term hit list are more likely to be responsive.

[00104] At Event 514, the collected and barcoded active email data is copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data obviates
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[ 00105] Data Bl ock 520 signifies other non-exchange
server based email, such as enmail accessed through a
client-server, collaborative application, such as
Lotus Notes(r) or the like. At Event 522, NSF files
or any other file types associated wth non-exchange
server based email is nmanually harvested from an

the nee?g[% g%%gljnf gdng&%l%‘ﬁ aﬁ%f hec%ﬁ:ﬁf‘é? fon Jleﬁ]gse? OA E‘pé?ft @% \fﬁe active email

I es, SucC m no server OI'

' like. [001 Event 52 d

data st it e oS e 4 B T TR IR B apbed o
staging drive (180) to attach a barcode to the set of

requesEFCESHY dprjRakidi®ver email resulting fromthe
particul ar collection. The barcoded data is_then

[00105d opi edPaimBlask S0 pigeiics athevnannexchagg sewver based empaily suchyas gmail
network (190) for permanent storage. Furthernore, the

accessebihr@ghiachsntserves rcoll{bbgdive appifeation, suchas Lsduwsddeies® or the like. At
information to the el ectronic discovery managenent

Event SEX, VIS F (il 0} atyoothdrefils typeeabsodiattd eritl abaleasmngesever based email is
(120), for exanple, in the custodian's profile in the

manuali) hbiveded FPohabanRirkeSladeletaligbitl ivideolllisorativeraagabilities, such
|nfornat|on about the particular collection.

oS f&ghgﬁkgode can be used for reference at a
asaL(fater ggtgn?o deternmine the origin of the data. After

S, SRR G e o
e SRR B L0 R Pl
from tg;%%ﬁ?%ﬁat}g:?)ﬂ%‘gl%{l;_%b% entl ngalgﬁ-{ ?;épftf: gggcotn%ﬂglgart%cf toef‘he long-

col l ected non- exchange server enmail data may be .

term stozageateatnetivorlii 199) forpsaaarenisteragy: cirthermprredhe epllegtipns server
When the search terns are applied, a listing of the

(130) frarfsmits tharrivirabde infermasion i the dleatyonin diseoveay menggement server (110) to
"search termhit list") are presented to the reviewer

be stoi@d ¢h fhk Hatabisesader (120)) fordaimplasia tikecusexdiag k309 ile Tithe Unified
reviewer may provide an indication of this to 45 the

Datab&k € £12) AR irfl atiinSte ONePtdre MBITAGENBA ab& R iegartichlar coldctibn MBlerefore,
then make a determination that other docunents within

the batcBfe SRHGRed ﬁﬁ‘ E@f@ﬂeﬁcé dt 3Yat8 Butd R RecrhliRtie $iiRBF the data. After the
responsi ve. At Event 528, the NSF files or any

data has t&%ﬁ céﬂlécf“to tﬂ@ﬁ)ﬁg %&ﬁloﬁbﬁégge%ét@oﬁpﬁ96f( Ga38 ctions server (130)

compares the hashing of the data in permanent storage to the original data in the staging drive
(180) and, if the hashing is identical, purges the data from the staging drive (180).

[00107] At Event 526, the collected non-exchange server email data may be associated

with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list”) are presented to the reviewer

and also stored in the database server (120). The reviewer may provide an indication of this to
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server based email that may be encrypted is decrypted
using a decryption tool, in accordance wth

enbodi ments of the present invention. The encryption
of NSF files occurs at the user |level and, therefore
only the user has the password necessary for
decryption. The decryption tool allows for decryption

oS AR S i e
o O AT
[001083‘;_“ 0 s 330 S L S L e

mai/l data set is |loaded into the analysis tool and,

server hysoggmal thagmay bp enqrurted iselecrysted upibg # decrypiianigol, in accordance
requestor/reviewer for analysis. [00110] Data Bl ock

with elgbmilmpgﬁ pf the Prgsen nayeatord aflhe emupiiion of BISEdtlesaicers at the user level
commerce data stored on a repository for the purpose

and, thefefare guilyalid wser hasdiwppdssunard neaessay tiratengptidno dibeslecrgpitdn tool
as the Securities and Exchange Conmmi ssion (SEC) or

allowstftyelebiyiption 4 thENSHLi1686e dataiviiouttht fn@xledRCifalk fiseHBAcrypter. The
I nput system and manual |y entered in a designated

decryplibh (8] BAISID SIS heNexhi@ anflRide fneché étﬁéiﬁhse s[y@lgﬁll &]eaﬁ a database of
Event 538, the barcoding tool is 1npleménted at

oo B T Iy
00101202 ity STD E H‘%‘ﬁe’&%ﬁ%&%{vﬁﬁg‘%%ﬁ&ﬁt}%f%g i Bop ot fhe analyss
tool and B iy efs%a A ECH4S PO HE oD AL EUY VGV B LBHOa
WOIHﬁou naled data may be associated with a specific

ear cPateBlork 834 yenifiet iourmplyd flata) sush apglgstrongypmmerce data stored

source-to-processing is inplenmented to insure that any
on a repesbiory for thepurnpseoinegetidny cémplirate odegulatingdiodied.sauch attic
format. In this regard, according to one enbodi nent of
Securifidsend BxenhgoGomimnia (BECesr the ke X ArEnad 586/ critalady atteigted from
and, if relevant, stored in a proper data 46 format,

input sg‘sﬂ&ﬁ afé mam8{ chicked 106 dedl Endtédktird phrey fRleaddt ata retrieval.
associ ated wwth the non-standardi zed files is

[0011 1get ai PREVaRG3K etﬁ@baéodﬁl$ ol RemprERARALE @&aglaé ﬁ)cﬁt&dneguch as

ource to processing fiTe conversions may be reqw red

shon-t%sg:%.\émé &H\Fgﬂg(ﬁqe bt G S balBe fh OBk to?ﬂ)ufﬂaheﬁsdaﬁr}gsﬁﬂ?g from the

particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190} for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets.

[00112] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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[00113] At Event 544, the journaled data set is |oaded
into the analysis tool and, at Event 546, the
journal ed data set is exported to the
requestor/reviewer for analysis. [00114] Referring to
FIG 11, data block 548 signifies data froma | oca
Personal Conputer (PO, such as enterprise PC (140).

formatAgucFe sal tS% ?{% 01I tﬁg 1( e tq’lhg ﬁ}% ad &tais 1a¥e%%1ﬂ{ ﬂ’ig %?:_w;égt%ﬁdardized files is

o CO ron1 esl

retainel B Fekpats 8 D CSOBOIr A Iey . Sty ﬁmww tifeiggnversions may
l.ocal collection tool autodeployed t hus,
be reqwi MY R RIS MSCLym e BATSLSy ( he

e-di scovery manager or the |Ilike. In other enbodi nents
[00114f t he AtdverftSddnthe jvendlesbdata geb s leaded anfo flppnalysig 29ol and, at Event

maybe enployed to collect data from network storage.
546, theGOIABEd ddta Eat éaxpbB&] tottherdgaestadevigwerdor anadysis.

i npl enented at a staging |location, such as short-term
[00114t agi IREfeiny & K@, d61a BlockR S48 sighifics ddle frbm 4 106al Pefsondl

| ocal PC data resulting fromthe particular

Comp®&Y (PEY Isuéas chit@pirirodad). datiehts 50N@B 1seaPd dtidctidool (132) is
comuni cated to the | ong-term storage area network

1mplen(1é|r1%%l)et8tcggeog ﬁ%@ﬁ%eg%&%ﬁggg Pé&%‘ %ﬁotbtol?ﬁle device’s hard
drive. %g%)%%gﬁii ? b dﬁ'g%rgg 1§veﬁﬁ&{ ?llf'e hefi %ﬁe%‘ﬁog boof §ia3 ay be

source-to-processing Is
lLnsur

d. t.o t hat any .l oos are
autodes%ﬁﬁ Sirting thgalefv'ffoa A3Y AR SRy s oSy rpagpger o the
egard, according to one enpbodi nrent of the invention
like. YgBls crbp@neals ol Sy edigns B loce qollseiion tegld132)may be employed to

rel evant, stored in a proper data format, such as a
collectpigtp fromh aetwiork sferape.ke. The metadata associated with the

non- standardi zed files is retained and remains with
[00115]he r eAtdEveat 38 thddhmoflingdeo] iSmplarental grotgig logptibn) sech as

conversions may be required on EM. formatted fil es,

short-tMaGsthgingrativeed 80) toastach Fhrfclenatieaset ¢filbeas Paridta osultingd®om the
47 [00117] At Event 558, the local PC files that may

particll® cB8N&iHR! THe BdrBoddd @RS Bdn USHiBdaR] col@BEMEHEO0 thoBhg-term
i n accordance with enbodi nents of the present

0
storagd %¥§ﬂ%’fbv%fcl:c g&@%ﬂgat t %{n‘it g régt‘e lat ?E"ﬁ?ﬁg etglg gmgef%feméﬁa boded

local Pl(bs(?a% 1%% by RE8&iated Dv?th a specific search term set or sets.

[00116] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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decryption tool finds IDfiles that exist anywhere in

the enterprise system creates a database of the ID

files, associates the database with the user/encrypter

and subsequently decrypts the data. [00118] At Event

560, the local PC data set is |oaded into the analysis

tool and, at Event 562, the local PC data set is

xpor t Uesc ' i :
[001 17‘?3 P 5}‘% %ﬁ 5%% Ghb Eﬂ, Rk rtl?a}{ zrngtg%é eﬁ&hgtr@% %eﬁlg%x%treﬁ using a

0011 ta bl ock 564 signif dat a
sy SR By o STERESE Cprion c
slows garcagPaosT3He PE RSy s e Py Rk Sb ureb i, The

of the_ 1invention, the file server cqllection too
decryptiamipp! figds [Dellas thairaptt snerhersindhe anerpass sysfemp erepietyidatihase of
- any manual entry by the e-di scovery nmanager or the
the ID Fildgeassqeirasttdi detgbass, with (BeBer/enseypirarad slibsefuenity dgcsypts the data.
i npl enented at a staging |location, such as short-term
[001183t agi nat EventS60,1BO)octlPddtasd islofded datd ¢he amatykis tad andyfat Event
network storage data resulting fromthe particul ar
562, the WchERC daa set 1§ expoaed adted rdataorevitwentfoc apiysib. and
conmuni cated to the | ong- term storage area network

1001194 190) Ha@f b1B&¢ $ENGHH: ikl A28 né¥wolly &Brage 6lch ds&hared drive or
coll ected and barcoded network storage data may be

: ¢ el . ‘ _
Home%%%e‘i%\i%‘v%? %’etﬁf ﬁge%ﬁ%g E(Sr}%gt?(tﬁg{ogmgg 15}1@8&{1?1&6&% automatically
cotseTRAEATO ek R DEaBD 906 R o

inventig)g,%gégki sglgfglg %ﬂ%@%%%ﬁﬁ}o}r dei %Ec{;]tﬁﬁlgfyedathhs’e, ob&%\ét%ll’]gt t.hg Héed for

rel evant, stored in a proper data format, such as a
any mapgdl enjry &Y die -Hscqveriananpger afdheldet a associated with the
non- standardi zed files is retained and remains with
[001200 he r eftdiveet Y68 dthd hargoding tool isdwplemented ap? sfeging lasgfidn, push as
conversions may be required on EM. formatted fil es,
short-td/Bti g graditegd86)i tb esachlaRardode fatht edl of ntteorlasickapgdidatd rek@ting
48 [00122] At Event 574, the network storage files

from tiejRicHRY chltechns. Ve iRecoded d£ie & thet @piddsind gomeunicated to the long-
decryption tool, in accordance with enbodi nents of the

term stBF28S 813k nbRGBNE 100 or PlenaH &R sMRIdeO At Everdl578] thowsllctRE and
decryption of the network storage data w thout the
barcod%cﬁ'%ﬂvgﬂgs@or%e &ﬂz?may be associated with a specific search term set or sets.
[00121] At Event 572 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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user/encrypter. The decryption tool finds IDfiles
that exi st anywhere in the enterprise system <creates
a database of the ID files, associates the database
with the user/encrypter and subsequently decrypts the
data. [00123] At Event 576, the network storage data
set is loaded into the anal ysis tool and, at Event

{0012 e qu eé&% tgyae&}g gﬁqlge}ag; %Ies%at %}%%%d ta%i &e@ ted using
580 signifies, elect c . data f ol foren3|c
a decrypiion toplip gsgegdace E’&L @E’Pélfnemdaf heE e Ve s e?vf ﬁ%’g}twﬂ
be executed on the devices of interest to collect
tool allpats for depppbipriphigc nefworestairee datasnthowthe krowledasplithsn,
the forensic collector tool may be automatically
uset/crabeyptery e decryptiondesl fonals 8P filesttbatesist siymheretin dlipeenterprise system,
know edge of the device user. In accordance with
createseddtdbase efithodD fibis] asedcidtésethe datelrdse oqith tize worfetgrter and
wat cher tool may be inplenmented (not shown in FIG
mmmm%%hbhﬁﬁhm%ﬁh§8ﬁ§ the network to determne the addition
or subtraction of conputers to the network based on

[0012%1D s/ | RA1addpespemhe hefirt irabE aﬁfhfsaqs RO th &Qal?s@ tool and, at

Event 584, the barcoding tool is inplemented at
e O SRR B B O g R ?‘%'aﬁﬁem
o5 ek iR o Rt 0 s

| ong-term storage area net er man

collecigy ok gach SRENERL MaHGe cKtedg s R s Bt date
forensic data may be associated with a specific search

Accordipg ta ensremhodiegng of {hgmgi]mrmth@@geﬁﬁc gg]éector tool may be automatically
source-to-processing is inplenmented to insure that any

deployled 08 ¢hef daivizs of nteregmothent the kngywhadgeeaf thawdeyiostugerd alndicgwdance with
format. In this regard, according to one enbodi nent of

anothek b@bodivent ofahe invegie, 4 cdmsutareatehea ioh sy be impleinentad (ot shown
and, if relevant, stored in a proper data 49 format,

in FIGR llQT‘thaﬁwﬁc}E@Thef idt@oRito HBerrhink the alhiioR®F Athaation of computers to the
associ ated with the non-standardi zed files is

netwofkq;aé‘écf'ﬁ{jllﬁw ARITBSOSreMinddd 8 tegleRidRE ted data files.
Source to processing may be required on EM. formatted

[()OIZi{t]lhleelS : }l}%ﬁ%n{ Atk oliide®Sol i RIDIERENES 18 tdoid S8 AHod, such as

short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.

[00126] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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[00127] At Event 590, the forensic files that may be

encrypted are decrypted using a decryption tool, in

accordance with enbodi nents of the present invention.

The decryption tool allows for decryption of the

network storage data w thout the know edge of the

user/encrypter. The decryption tool finds IDfiles

t ' e, i 4 .
format, !hgﬁ a@ébﬁ fﬁ@%@’\?ﬁl&ﬁﬁ. D‘i‘p% fhgtsa’ﬁ% GiBtiated vﬁ%%&%ﬂadqa%:ggggéed files is

a_ atabase o assocl ates t
e 5] ST B B SRR U SELNELR frdo
e SRS B0 B 8y e o B>

requestor/reviewer for analysis. [00129] Data bl ock
(00127496 siAgAvERe?Octie forprsicliley Biatmay be ppermpedre demypted using a

di scovery site collector tool, such as a LiveLink(r)
decryptioh toet imaccopiahcamwigh prebadiments efithe presers inieuiicone s Thé decryption tool

interest to collect data. According to one enbodi nent
allows dér debypiit efithe agtwotkhordpsday eithiog itheckmoodlddge bOthe user/encrypter.

preserves at | east a portion of the discovery site

The de€iBbaERRO] fifstIDEriles GhSXRN afipividad iﬁbﬁé@lteri)ﬁs‘d siz_ﬁbﬂﬁgcreﬁlaé a database
files and all revisions of the files. In this regard,

of the lgf‘ﬁleg,i ﬁ%ﬁ%séfh@&&&a%ﬁﬁ ﬁfelql%eryéﬁ@}yp%" ekd ﬁﬁseq{ﬁ&ﬁi%ﬁrﬁaﬁqm

at abase to define what files neéd to be retriéved,
data. then copies those files based on the result of the
" query. Metadata pertaining to the files is retained in

100126)70, R B ROREr R EorBIG 0 P PRt Ao e GRER B ot Event

site collectqr tool collects the docunents and fhe
594, 1 aplayoakis BES Oale SELamEIPISEL Ky o BT IRIAP IO for analysts
automatically renane the files. [00130] At Event 600,
[00129 he bataspllpelgSooagnifies colighosaivigidatd- At Evens 63 iaipcovery site
| ocation, such as short-termstaging drive (180) to
collectant toals buch abal dadlénki®dcdlleetos topl why te sxouted pn dietdevided f interest to
resulting from 50 the particular collection. The

collect datac Adecdidg tconeentbodimano pf thel iroventi@o theuhycoadre ditd alitdter
| ong-term storage area network (190) for pernmanent

preservib @f 188k€ a pbittior\6EtHe deR8very Biee Epdbagihekk @B cheiddse, including
di scovery site data may be associated with a specific
all fileS SR ANeliSHM S&the BlesSGh this regard, the discovery site collector tool queries
against the database to define what files need to be retrieved, then copies those files based on the
result of the query. Metadata pertaining to the files is retained in the case management system
tables. In accordance with another embodiment of the invention, the discovery site collector tool
collects the documents and the related metadata and uses the metadata to automatically rename
the files.

[00130] At Event 600, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from
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[00131] At Event 604 source-to-processing is
i npl emented to insure that any |oose files are
properly formatted in a standardized format. In this
regard, according to one enbodi nent of the invention,
| oose files are exam ned for relevancy and, if
rel evant, stored in a proper data format, such as a
_ . g The. - .
the pufiSlal dofien, 118 poleSfiod dREis TRERLRICE AT ERRRTRERAAS e 1 orm
the refor ed data files. S et 0Ccess)
stora 1% BERIPREG POHOr Bt Rp e ey Y EF Gy o0 Rhe FaRSie Aaf Birooded
. files, IPD formatted files d the Iike1§L00132] At
discovery,siie dapg1ayhsasipe {2 spepidicgsqroh o SPOYSEiSded i nt o
t he anal ysis tool and, at Event 608, the discovery
[00131di o EvenEi04 Sussieprasessing is Heplpmatied iagprre (asawt loose files
for analysis. [00133] Thus, present enbodi nents
are praperle formaditetinassandprdized dernfabr In thiy regedesscerding to onc embodiment of
el ectroni c di scovery. Enbodi nents herein disclosed
the inviehdot, ttesé files are exainéie fhrselewinty agd df stevast stosddh e prdpeadata
provi des for data to be identified, |ocated,

format] §ichia8¥ @8T P& 6SME YiREl, The Aebddant, asscRibteMeith the Adnprapdirdeed files is
in an efficient and cost-effective manner across the

retaind@dh kém AR SR feS ot Batal Mes. 29Ghrké Rprodiésifg id§ bekdited on

managenment of e-di scovery based on case/ matter

d
EML SHRLRA'AN, ARG AfhBuaiile. RES YOI kit ahd fEade, Det ween

saneg, er efricrencies are reall ze terms

f identifyi | ocating.and ret.riewvi data_ and

100133y er agt et 886 b5 B3RV EPavR St L Rt Biq B At oot and.
current, requests. [Q0134] As may be appr.eci afed .

Event (s toq disqeipy Sim 04t éLtaﬁ FXPOftfd i g bGPk ﬁ%?%?e
enbodi ed as a net hod, system conputer program i

[00133r oducthusopresgneesnbsidiaentd hergin @W@SP%P@%{‘; g Lmprovements in
Accordingly, the present invention may take the form

electropic discomenyi Eaibpdindntsizerein disbloskdmrnyide {araelentgiprige wide e-discovery
firmvare, resident software, mcro-code, etc.) or an

systenefiiostovided fof dath tabeaiderifficdylacsed Tetaavkdhpreshresde sasqhed trsviewed
that may generally be referred to herein as a

and prod@iced 8Mn ' effitieht R FB§t QL fec@PdIAsHnIRAIrSssAhe drtite QtAPARS system. In
invention may take the formof a conputer program

additida ﬁg Wedctihgfnara @SRt BF o liRREGARY BastB Bh YiRe/tAMicR Gustodian and data and
conput er - usabl e "program code enbodi ed in the nedi um

providing for linkage between the same, further efficiencies are realized in terms of identifying,

locating and retrieving data and leveraging results of previous e-discoveries with current
requests.

[00134] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment

(including firmware, resident software, micro-code, efc.) or an embodiment combining software
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[00135] Any suitable conputer-readabl e nmedi um may be
utilized. The conputer- readable nedium my be, for
exanple but not limted to, an electronic, magnetic,
optical, electromagnetic, infrared, or sem conductor
system apparatus, device, or propagation medi um

More specific exanples of the conputer readabl e nedi um

and hafr{&%ké{‘gsﬁect%’ﬂltdt ALy %%]1%511')/'13@&@1%& & hel'e!'ﬂl? as. zg QJthQM N 9urtl?e§1m0re

conne havin
emodfety Ll 5%9%1 BTl g%%ag” k %%fffﬁf?‘%m?wgn .
compuiez g‘ﬁf‘dﬁﬁle §neﬁ E‘%’%@%W%rus égﬁg@ﬁff?{?)‘? é&lmedmm

di sc read-only nenor , or other o |cal or
[001354mgnetAty S@tt@qlgg@nméwr@@dab&m@ B SRAY S UbikZe Eh%\ccgmﬁer-

as those supporting the Internet or an intranet. Note
readablemagdinrh enaydepior exampde biatisioblimiteditou an clocttatics wegndiis, prtivel

or anot her suitable nedi umupon which the programis
electroplapmdtiefinfrased, érivemiroaduicacn sgstempeppataas] devivecad prypagation medium.

captured, via, for instance, optical scanning of the
More $pafEE einpl&tdTetie dlﬁgjuwlﬂreaﬂﬁlﬂs nfe @Rl in6Mde, bt &t ROElEed 19! the

othermnse processed in a suitable manner, if

followﬂlgcﬁﬁe?@.ftﬂeal Bhet i hating e oi' ﬁ‘lof"é V@i?é@h'ﬁﬁ@ibmge medium such as

36] Conputer program code for carryrng out

a porta?rlg:%r gﬁfgp altsggtte,ezlgﬁzg"g RS r%.n?ém tagc%s @%ﬁ%W)ég%édo&ﬂy memory

' n-an obj ect orren
ROMIEEEleo PRt R ieonty FEERER RPN G Sty » compeet

ran1cod for carryi ng out operations of
dise regr PR IFEES (OP-RUM), ﬁ@é@hgpt}%@ﬁ?%ﬁﬁ%ﬁww dgyiqseor transmission
witten in conventlonal procedural progranm ng
media pughgatges suppaiding e Injsenct or apingigreindipieghat dhrpoapaitasreadable
simlar programm ng | anguages. 52 [00137] Enbodi nents
mediumfcould ever espaper ormether smtable enedewcnpdnevhitiethe pragrarh is printed, as
reference to flowchart illustrations and/or bl ock

the prograagcarte ebdctromitdlbdsiptusel ataafor $ns{aayes bpti®) scanhitlg 06 the phpdr or
program products. It may be understood that each bl ock

other n@difnhl @hdnl ¥R tinfetprétéd, lop biheRFEsidéRbed iRl QGiabld ABKRATS
and/ or conbi nations of blocks in the flowchart

necesshrly! #3thA 4 H3BE B HrRFurd nRrkory.

[00136] Computer program code for carrying out operations of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code

for carrying out operations of embodiments of the present invention may also be written in

conventional procedural programming languages, such as the “C” programming language or

similar programming languages.
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di agranms, can be inplenented by conputer program
i nstructions. These conputer program instructions nay
be provided to a processor of a general purpose
conmput er, special purpose conputer, or other
programmabl e data processing apparatus to produce a
machi ne, such that the instructions, which execute
iat rocessof,,of the.co t . .

001374, & AEBRESHERE R brebeE LT 56 B! Wlous it reference to
mechani sns f ' menting the functions/acts

flowehg b p eI BIOCK (GRS AT TS AP BUR (R GG kA poseter
or bl ocks. [00138] These conputer programinstructions

prografefodictn Ihmay beprderstepdthatsapiyblesk ngﬁa %Bweh HefFajiopsapd/or
can direct a conputer or other progranmable data

block @agrems sindigr aprpbinatians of blockrinttheowdhartallysimtions Andfor block
manner, such that the instructions stored in the

diagrame,nat be implemdistbd by nemputyr prpgraciliogruahors tlihesesconfputer program
manuf acture including instruction nmeans which

instructioid RELHE ploRiledl UNE hiobEk@CIL a gep@el furgshe combpier, kpaiut barpbse
and/ or bl ock di agram bl ock(s). [00139] The conputer

compuly OGN By RSk ArkiG hb10 A 8ta We@hrﬁgﬁap@@rah@ 361 Bdd e Oméchine, such that the
conmput er “or other progranmabl e data processing

instrucgigfr@ Rﬁl‘iéi’liﬁx%%ﬁg t@iﬁz&c ror%e%gér%? tl{gcoﬁﬂ)‘ﬁfe‘?ﬁf Saal aprlr'ér%%?lgnabfé e

ornme uter or Ot_ er progr
e SRR R s BT TR 88 n e
th bl t id
nowe B ek bR LRE Y AED o DT sLus, provide

the flowchart and/or bl ock _diagram bl ock(s).
[00138] t er n’ﬂ?ﬁ@@%ﬂt@&ﬁ?ﬁﬁ@ﬁn%%?@rﬁlqyrﬁﬁoé??ﬁﬂré% Ingg eypugr-readable
acts may be conbined w th operator or human )
memofyrthitere dired aspmpstenor etherprpgrammgble daty pregessingappagatus to function
enbodi nent of the invention. 53 [00140] While certain
in a pagticaibgp lneanyiere sivh dhaveint insthetiendmanrd dethe cotbpdeaeadablronemony
the acconpanying drawings, it is to be understood
produdeiatartsdhe bf LA IEHHIR MSudfSinsilictloy mdahdhich ihplemedt thafighction/act
not restrictive on the broad invention, and that this
specifie@ HEME MOV cRt aPor tidBkId@sbrin bld&ﬁ(sz.p ecific _
constructions and arrangenents shown and descri bed,

[0013%i nce M dodtpoite? bRfgtark HRRE&RNs fRFRIBPEI1GRd onto a computer or other

programmable data processing apparatus to cause a series of operational steps to be performed
on the computer or other programmable apparatus to produce a computer-implemented process
such that the instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions/acts specified in the flowchart and/or block
diagram block(s). Alternatively, computer program implemented steps or acts may be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the

invention,
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om ssions, nodifications and substitutions, in

addition to those set forth in the above paragraphs,

are possible. [00141] Those skilled in the art nay

appreci ate that various adaptations and nodifications

of the just described enbodi nrents can be configured

W t hout departing fromthe scope and spirit of the

hnventy Lt .
[00140]" ce%&gﬁpﬂ%%ﬁgépcg%lﬁrgse gﬁfgﬁggfng%E%%e&ﬁ Shown in the

Wi t hin the scope o _ o
accom'gagl\érgnnrgjt df‘j%gingg?ﬁ el? ﬁo %@%&,&%ﬁé@a& I%&crh éﬂ@ﬂﬁ%@s %Fe %’IIGI'BII)? ﬁ\fulsgative of
L TR e e O

the nethod conprising: identifying an address of a o
constrycient FgRrgRE At ROWA ARd dessrbrde sigpcvaripheother dhangpst gpmbénations,
| ocat ed; accessing the |ocation on the network
omissighspmagdidicaiiang anghsybstituliensd it aldition|to twsest! fatth in it abiomgparagraphs,
whet her the data stored in the |ocation on the network
are possibb.age area is eligible for collection; if the data
is eligible for collection, copying the data;
[001411 r ansrihbbd sillddrie tHeeRt Bl sipkdtidiOthat wiridgs ABpAki6Es and modifications
determ ni ng whet her the collection is conplete; and

of the fabtQlckbell BRbI@ERNts Bafbd QRSiphRH R idbRf RYSHS Yokfihe dcopd B spirit
nmet hod of claim 1, wherein said accessing,
e . . e o L
o e SELEET, TR0 S ool RS LDl o,
. network .storage e via th twork. 3. The net hod
the invEitoiat FeteCtREe B it hab e ed iy “aac .
The nethod of claim 3, wherein the network storage
area is an email server and- the location is a mail box
residing on the email server.
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5. The method of claim4, wherein active enmail data
i ncludes the custodian's email, contacts, journals,
tasks, or calendar entries. 55 6. The nethod of claim
4, wherein the active enail data is any email that is
sent or received by the custodian and not noved off
of the email server within a predeterm ned nunber of
days after being sent orﬁ{ ed. 7. The nethod of
claim4, wherein determ Iﬁéﬁagether the data is
eligible for collection conprises: determning the
country in which the email server is |ocated,
det er it Aietgdiierecollsgiingrdpts assastatecd with a cpsgedian andsaredinggstwork
device is located; and determ ning whether
storagé areehahtehiderdn qm&twaﬁcythean@hmﬂntprb@g\'/i olated if the
data is copied and transferred fromthe email server
tidedtifging an gddressiof 8 i antgeon theinetvorB stofge aree twhedk thé data is located;
claim4, wherein identifying the address of the
| R6&kin@ MhedBcdtda onMies Mk ErkStaigOetwhdae WRelat ik heawdaf a
i s located conprises: determning a mailbox identifier

f&'&edn'i’[ﬁn h!:tﬁél%hé 85th StoR4 iR Phel1DEtBABY kheSREWEK - sto?a%;a-ﬁk’& is eligible
met hod claim4, wherein determnining whether the

159k ctlon is conplete conprises: creating a file log
for co ]'ﬁe data is collected fromthe mail box; and

i.ndi c e.on the.file.log if a file is not

Jh heGBloil ol 3 LSRR LA 8% L o the” 1 Do

to a cqllection, gerver, wherein the collectionis

cthH‘ﬁTnéPf”ég? cApjed a‘?‘tf‘bﬁ%§ta%t‘P%aTeﬁdl cated on the file

o 56 10. The nethod of claim9, wherein the files

ranniug whethenthe coleetighisspwaiets #Bd nane  and | ocat i on

of the exchanger server and dates and times associated

viteringsthe fath il ®lonpdgrm sforage device.

2. The method of claim 1, wherein said accessing, determining, copying, and
transmitting steps are all undertaken by a collection tool that accesses the network storage area

via the network.,

3. The method of claim 2, wherein the data is active email data.

4. The method of claim 3, wherein the network storage area is an email server and

the location is a mailbox residing on the email server.

5. The method of claim 4, wherein active email data includes the custodian’s email,

contacts, journals, tasks, or calendar entries.

55



collected. 11. A systemconprising: an email server
for servicing a mail box associated with a custodi an,
wherein the custodian's data is witten to the
mai | box; a collection tool configured to copy and
transfer data fromthe mail box of the email server to
a long-term storage device by: identifying an address
of the mail box; using the address to access the
mai | box; deternining mhether the data stored in the
coI ection: .if th

2(‘?: lglbgl;fzgl X el(fc% ere tb? Fl.(ﬁ]d teiﬁzéul éigiiaés any ema?l thg’t is sent or
tran n1tt|ng t he copled ata to col | ecti on server;
receivegdty ﬁ?‘ﬁf%ﬁlgt“ﬁ%?mﬁfq B9t Premadeaverasiipen <dgigrmiged number

and transferred fromthe nmailbox to the collection
of dayssaftey being s¢1d of reasised-t ti ng the data formthe collection
server to the long-termstorage device. 12. The
system of claim 11, further conprising: a case
managenment server that provides a user interface

thr oudhewlhstiedd ofdeaihi4f whagin detdrinimgd whethahhedatd Beligible for
custodi an may be entered and the coll ection tool nay

collecttd cORpeked and managed. 57 13. The system of claim
11, further conprising: a database server having at

! c%?e?ﬁmﬁ?{g)thg lcéﬁdh?r% viHi@Afe ehiif stbhridIc8Ae/r €2 desi gnat ed
for sing a ¢ustodian directory and an area
f [
S dlbiERe c&&*ﬁqﬁ@r‘%ﬁ?fﬁ -%naﬁ‘t*rg% iR iPR R o,
eI tﬂ,ln%?ntiﬁgovrs}hétger 1ntema§ iona p uarc? aws would be v1o?atead if the data is copied

and transferred from the email server to the long-term storage device.

8. The method of claim 4, wherein identifying the address of the location on the
network storage area where the data is located comprises:

determining a mailbox identifier for the mailbox residing on the email server.

9. The method of claim 4, wherein determining whether the collection is complet;:
comprises:

creating a file log as the data is collected from the mailbox; and

indicating a failure on the file log if a file is not successfully copied and transferred from
the mailbox to a collection server, wherein the collection is complete if no failures are indicated

on the file log.
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Size estimate of the data stored in the mail box of the
emai | server. 15. The system of claim 13, wherein the
collection tool is configured to transnmt to the

dat abase server a log of the data contained in the
mai | box of the email server. 16. The system of claim
13, wherein the collection tool is configured to

tHANS A i @hod (ﬁ%l%l?l:]% Q{ﬁﬁl%irﬁﬁé Yitds 1 @ﬁg? ﬁl?‘ fon about the name

i nformati on regar e transm ssion o e copl ed
data...17. .The system.o | aj : .Sl e
and oGRS gk kst o e e B T apbetibl B SR RS
and/ or stage the copied data as the copied data is
“ﬂdegceived by the collection server. 18. The system of
claim11l, wherein the collection server is configured
to tenporarily store the copied data in a staging
l ocation as the data is transmtted to the collection
sHr verA systrn compiistpd:t the data to the |ong-term
network storage device after a determnation is made
t dmadmdilrservee fir lservicinga msillsarmsteeiated Bigh 4 Oystdkha, swsteenthof
claim 18, wherein the collection server determ nes
custodidnad datdie writeh ket in@ilbbs;, conpl ete by: creating a file
log as the data is received in the staging |ocation;

| PliieatdmnBolaohfbid & QPyahe rhidfd daf fidm thefrthdiBok Sf Helemail
successfully copied and transferred from the mail box

i len..and if no failure is indicated on

SewerEﬁ%&%g%%@%g@ggg%‘g%rﬁﬁi ng that the collectionis

conpl et.e....20. The syst.em of claim 11, wherein the
coIIeég?%ﬁwP%g?wgge%éﬁpFﬁﬁ?gﬁxto deternmi ne whet her
the data sjor in the npilbox is eligible for
col | ecimgi oy ers fefte RGP S ount 1y i1 whi ch t he
emai | server is_|ocated; determ ning_ the country ip -
whi ch defrsminipgwhether the dita glereddy theandLlbog sxgiedhle fof ggliection;
determ ni ng whet her international privacy |aws woul d
be vi of thealdtaiis cligibleden collegiopopsipying the data;

transmitting the copied data to a collection sexver;

determining whether all of the data has been copied and transferred from the

mailbox to the collection server; and

transmitting the data form the collection server to the long-term storage device.

12.  The system of claim 11, further comprising:
a case management server that provides a user interface through which identifying
information about the custodian may be entered and the collection tool may be observed and

managed.
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and transferred fromthe email server to the |long-term
st orage device. 59 :

13.  The system of claim 11, further comprising:
a database server having at least two distinct areas, including an area designated for
housing a custodian directory and an area designated for housing data relating to ongoing

collections.

14.  The system of claim 11, wherein the collection tool is configured to generate a

size estimate of the data stored in the mailbox of the email server.

15.  The system of claim 13, wherein the collection tool is configured to transmit to

the database server a log of the data contained in the mailbox of the email server.

16.  The system of claim 13, wherein the collection tool is configured to transmit to

the database server updated status information regarding the transmission of the copied data.

17.  The system of claim 11, further comprising:
a staging location configured to store temporarily and/or stage the copied data as the

copied data is received by the collection server.

18.  The system of claim 11, wherein the collection server is configured to temporarily
store the copied data in a staging location as the data is transmitted to the collection server, and
transmit the data to the long-term network storage device after a determination is made that the

collection is complete.
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19.  The system of claim 18, wherein the collection server determines that the
collection is complete by:

creating a file log as the data is received in the staging location;

indicating a failure on the file lo if a file is not successfully copied and transferred from

the mailbox to staging location; and

if no failure is indicated on the file log, determining that the collection is complete.

20.  The system of claim 11, wherein the collection tool is configured to determine
whether the data stored in the mailbox is eligible for collection by:

determining the country in which the email server is located;

determining the country in which the long-term storage device is located; and

determining whether international privacy laws would be violated if the data is copied

and transferred from the email server to the long-term storage device.
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