LIVING BODY DETECTION METHOD, APPARATUS, ELECTRONIC DEVICE,
STORAGE MEDIUM AND PROGRAM PRODUCT

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This patent application claims priority to Chinese Patent Application No.
201911063398.2, filed on October 31, 2019, and entitled "LIVING BODY DETECTION
METHOD, APPARATUS, ELECTRONIC DEVICE, STORAGE MEDIUM AND
PROGRAM PRODUCT", the entire content of which is incorporated herein by reference.

TECHNICAL FIELD
[0002] The present disclosure relates to the field of image processing technology, in
particular, to living body detection methods, living body detection apparatuses, electronic
devices, storage media, and program products.
BACKGROUND
[0003] When face recognition technology is applied to identity verification, first a user's
face photo is acquired in real time through an image acquisition device, and then the real-
time acquired face photo is compared with a pre-stored face photo. If they are consistent,

the identity verification is successful.

SUMMARY

[0004] In view of this, the present disclosure at least provides a living body detection
method, a living body detection apparatus, an electronic device, a storage medium, and a
program product, which can improve the detection efficiency in the living body detection.
[0005] Ina first aspect, an optional implementation of the present disclosure also provides
a living body detection method, including: determining multiple target face images from an
acquired to-be-detected video based on similarities between multiple face images included
in the to-be-detected video, and determining a living body detection result of the to-be-
detected video based on the multiple target face images.

[0006] In a second aspect, an optional implementation of the present disclosure provides
a living body detection apparatus, including: an acquisition unit configured to determine
multiple target face images from an acquired to-be-detected video based on similarities

between multiple face images included in the to-be-detected video; and a detection unit



configured to determine a living body detection result of the to-be-detected video based on
the multiple target face images.
[0007] In a third aspect, an optional implementation of the present disclosure also
provides an electronic device, including a processor, and a memory storing machine-
readable instructions executable by the processor, wherein, when the machine-readable
instructions are executed by the processor, the processor performs the living body detection
method described in the first aspect.
[0008] In a fourth aspect, an optional implementation of the present disclosure also
provides a computer-readable storage medium having a computer program stored on thereon,
and when the computer program is run by an electronic device, the computer program causes
the electronic device to perform the living body detection method described in the first
aspect above.
[0009] Ina fifth aspect, an optional implementation of the present disclosure also provides
a computer program product, including machine-executable instructions, when the machine-
executable instructions are read and executed by an electronic device, the instructions cause
the electronic device to execute the living body detection method described in the first aspect
above.
[0010] In the present disclosure, multiple target face images can be extracted from an
acquired to-be-detected video based on similarities between multiple face images included
in the to-be-detected video, and a living body detection result for the to-be-detected video
is determined from the multiple target face images. By using multiple face images of a user
with relatively large differences to silently detect whether the user is a living body, the
detection efficiency may be improved.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] FIG. 1 is a flowchart illustrating a living body detection method according to an
embodiment of the present disclosure.
[0012] FIG. 2A s a flowchart illustrating a method for extracting a preset number of target
face images from a to-be-detected video according to an embodiment of the present
disclosure.
[0013] FIG. 2B is a flowchart illustrating a method for extracting a preset number of target
face images from a to-be-detected video according to another embodiment of the present

disclosure.



[0014] FIG. 3Ais a flowchart illustrating a process of obtaining a feature extraction result
of each target face image according to an embodiment of the present disclosure.
[0015] FIG. 3B is a flowchart illustrating a process of performing feature fusion on feature
extraction results of the multiple target face images to obtain first fusion feature data
according to an embodiment of the present disclosure.
[0016] FIG. 3C illustrates a process of obtaining a first detection result based on a feature
extraction result of each in the multiple target face images in a living body detection method
according to an embodiment of the present disclosure.
[0017] FIG. 4A is a flowchart illustrating a method for performing feature extraction on
a differential concatenated image according to an embodiment of the present disclosure.
[0018] FIG. 4B illustrates a process of obtaining a second detection result based on
differential images between every adjacent two in the multiple target face images in a living
body detection method according to an embodiment of the present disclosure.
[0019] FIG.4C is a flowchart illustrating a process of performing feature fusion on feature
extraction results of the differential concatenated image according to an embodiment of the
present disclosure.
[0020] FIG. 5 is a flowchart illustrating a living body detection method according to
another embodiment of the present disclosure.
[0021] FIG. 6Ais ablock diagram illustrating a living body detection apparatus according
to an embodiment of the present disclosure.
[0022] FIG. 6B is a block diagram illustrating an electronic device according to an
embodiment of the present disclosure.
[0023] FIG. 7 is a flowchart illustrating an application process of a living body detection
method according to an embodiment of the present disclosure.

DETAILED DESCRIPTION OF THE EMBODIMENTS
[0024] To make the objectives, technical solutions and advantages of optional
implementations of the present disclosure clearer, the technical solutions in the optional
implementations of the present disclosure will be described clearly and completely in
conjunction with the accompanying drawings in the optional implementations of the present
disclosure. Apparently, the described optional implementations are only part of the optional
implementations of the present disclosure, rather than all optional implementations. The
components of optional implementations of the present disclosure generally described and
shown in the accompanying drawings herein may be arranged and designed in various
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configurations. Therefore, the following detailed description of the optional
implementations of the present disclosure provided in the accompanying drawings is not
intended to limit the scope of the claimed present disclosure, but merely represents selected
optional implementations of the present disclosure. Based on the optional implementations
of the present disclosure, all other optional implementations obtained by those skilled in the
art without creative work shall fall within the protection scope of the present disclosure.
[0025] At present, when performing living body face detection based on an image
recognition method, in order to verify whether a to-be-detected user is a living body during
face recognition, it usually requires the to-be-detected user to make certain specified actions.
Taking identity verification on a user by a banking system as an example, the user is required
to stand in front of a camera of a terminal device and to make a certain specified facial
expression and action according to a notice in the terminal device. When the user makes a
specified action, the camera acquires a face video, and then the terminal device detects
whether the user has made the specified action based on the acquired face video, and detects
whether the user making the specified action is a valid user. If the user is a valid user, the
identity verification is successful. This method of living body detection is usually time-
consuming during the interaction between the terminal device and the user, resulting in low
detection efficiency.

[0026] Aliving body detection method and a living body detection apparatus are provided
in the present disclosure, multiple target face images can be extracted from a to-be-detected
video, then a first detection result can be obtained based on a feature extraction result of
each in the multiple target face images, and a second detection result can be obtained based
on differential images between every adjacent two in the multiple target face images; finally
a living body detection result for the to-be-detected video are determined based on the first
detection result and the second detection result. In this method, it does not require a user to
make any specified actions, but uses multiple face images of the user with relatively large
differences to silently detect whether the user is a living body, which has improved detection
efficiency.

[0027] In addition, if an invalid login user attempts to deceive with a face video obtained
by re-shooting a screen, an image obtained by re-shooting may lose a large amount of image
information of an original image. With the loss of the image information, subtle changes in

the user's appearance cannot be detected, so it can further determine that the to-be-detected



user is not a living body. Thus, the method provided in the present disclosure can effectively
resist the deceiving method of screen re-shooting.

[0028] It should be noted that similar reference numerals and letters indicate similar
elements in the following drawings. Therefore, once an element is defined in one drawing,
it will be unnecessary to further define and illustrate it in subsequent drawings.

[0029] To facilitate the understanding of this optional implementation, first, a living body
detection method disclosed in the embodiment of the present disclosure will be explained
in detail. An execution entity of the living body detection method provided in the
embodiment of the present disclosure is generally an electronic device having certain
computing capability. The electronic device includes, for example, a terminal device or a
server or other processing device, the terminal device may be a User Equipment (UE), a
mobile device, a user terminal, a terminal, a cellular phone, a cordless phone, a Personal
Digital Assistant (PDA), a handheld device, a computing device, a vehicle-mounted device,
a wearable device, etc. In some possible implementations, the living body detection method
can be implemented by a processor calling computer-readable instructions stored in a
memory.

[0030] In the following, a living body detection method according to an optional
implementation of the present disclosure will be described by taking the terminal device as
the execution entity as an example.

[0031] Referring to FIG. 1, which is a flowchart illustrating a living body detection
method according to an embodiment of the present disclosure. The method includes steps
S101-S104.

[0032] S101, multiple target face images are extracted from an acquired to-be-detected
video.

[0033] S102, a first detection result is obtained based on a feature extraction result of each
in the multiple target face images.

[0034] S103, a second detection result is obtained based on differential images between
every adjacent two in the multiple target face images.

[0035] S104, a living body detection result for the to-be-detected video is determined
based on the first detection result and the second detection result.

[0036] S102 and S103 need not to be performed in a fixed order. The above S101-S104

will be described in detail below.



[0037] I: In the above step S101, an image acquisition device is installed in the terminal
device, an original detection video can be instantly acquired through the image acquisition
device. Each image of the original detection video involves a face. The original detection
video can be used as the to-be-detected video. It is also possible to intercept images
involving a face included in the original detection video to obtain the to-be-detected video.
[0038] To improve the detection accuracy, the video duration of the detection video can
be above a preset duration threshold. The preset duration range can be specifically set
according to actual needs. For example, the preset duration threshold is 2 seconds, 3 seconds,
4 seconds, and so on.

[0039] The number of face images included in the to-be-detected video is larger than the
number of target face images that need to be extracted. The number of the target face images
for detection may be fixed or determined according to the video duration of the to-be-
detected video.

[0040] After the to-be-detected video is obtained, multiple target face images are to be
extracted from the to-be-detected video. As an example, in an optional implementation of
the present disclosure, for example, based on similarities between multiple face images
included in the to-be-detected video, the multiple target face images are determined from
the to-be-detected video. When determining the multiple target face images based on the
similarities between the multiple face images included in the to-be-detected video, the
multiple target face images satisfy at least one of the following two requirements.

[0041] Requirements 1. A similarity between every adjacent two in the multiple target
face images is lower than a first value. For example, any frame of the face images in the to-
be-detected video can be used as a reference image, a similarity of each remaining face
image with respect to the reference image is determined, and each face image having a
similarity below the first value is taken as one of the target face images, where the first value
can be a preset value. Thus, the obtained multiple target face images have relatively large
differences, and the detection results can be obtained with higher accuracy.

[0042] Requirement 2. A first target face image in the multiple target face images is
determined from the to-be-detected video; based on the first target face image, a second
target face image is determined from multiple consecutive face images of the to-be-detected
video, where a similarity between the second target face image and the first target face image
satisfies a preset similarity requirement. The similarity requirement may include: the second
target face image is a face image having a smallest similarity with respect to the first target
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face image among the multiple consecutive face images. In this way, the obtained multiple
target face images have relatively large differences, and the detection results can be obtained
with higher accuracy.

[0043] In some examples, the following method may be used to determine the first target
face image in the multiple target face images: dividing the to-be-detected video into multiple
segments, where each of the multiple segments includes a certain number of consecutive
face images; selecting the first target face image from a first segment of the multiple
segments, and based on the first target face image, determining the second target face image
from all the multiple segments.

[0044] By dividing multiple segments to determine the target face images, the target face
images can be distributed across the to-be-detected video, and then the changes in the user's
expression in the duration of the to-be-detected video can be better captured.

[0045] The specific implementation is shown in FIG. 2A below. FIG. 2A is a flowchart
illustrating a method for extracting a preset number of target face images from a to-be-
detected video according to an embodiment of the present disclosure, including the
following steps.

[0046] S201, the face images included in the to-be-detected video are divided into N
image groups according to an order of respective timestamps of multiple face images in the
to-be-detected video; where N=the preset number - 1. Here, in the N image groups, the
numbers of face images included in different image groups may be the same or different,
and may be specifically set according to actual needs.

[0047] S202, for a first image group, a first frame of face image in the image group is
determined as a first target face image, and the first target face image is used as a reference
face image, a similarity of each face image in the image group with respect to the reference
face image is acquired; and a face image having a smallest similarity with respect to the
reference face image is determined as a second target face image in the image group.
[0048] S203, for each of other image groups, the second target face image in a previous
image group is used as the reference face image, a similarity of each face image in the image
group with respect to the reference face image is acquired, and a face image having the
smallest similarity with respect to the reference face image is determined as the second
target face image in the image group.

[0049] In a specific implementation, any one of the following two methods can be used
but not limited to determining the similarity between a certain frame of face image and a
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reference face image. This certain frame of face image can be referred to as the first face
image, and the reference face image can be referred to as the second face image.

[0050] It should be noted that these two methods can also be used to calculate the
similarities between multiple face images in Requirement 1. In this case, any frame of the
multiple face images may be referred to as a first face image, and another frame of the
multiple face images may be referred to as a second face image.

[0051] Implementation 1. Based on respective pixel values of pixel points in the first face
image and respective pixel values of pixel points in the second face image, a differential
face image between the first face image and the second face image is obtained; according
to respective pixel values of pixel points in the differential face image, a variance
corresponding to the differential face image is obtained, and the variance is taken as the
similarity between the first face image and the second face image. Here, the pixel value of
any pixel M in the differential face image = the pixel value of the pixel M' in the first face
image — the pixel value of the pixel M" in the second face image, where the position of
the pixel M in the differential face image, the position of the pixel M' in the face image, and
the position of the pixel M" in the reference face image are consistent. The larger the
obtained variance is, the smaller the similarity between the face image and the reference
face image is. The similarity obtained by this method is simple in calculation.

[0052] Implementation 2. At least one stage of feature extraction is performed
respectively on the first face image and the second face image to obtain respective feature
data of the first face image and the second face image; then a distance between the feature
data of the first face image and the feature data of the second face image is calculated, and
the distance is used as the similarity between the first face image and the second face image.
The larger the distance is, the smaller the similarity between the first face image and the
second face image is. Here, a convolutional neural network may be used to perform feature
extraction on the first face image and the second face image.

[0053] For example, there are 20 face images in the to-be-detected video, al-a20,
respectively, and the preset number of target face images is 5, then the to-be-detected video
is divided into 4 groups according to the order of the timestamps. The 4 groups are
respectively: the first group: al-a5; the second group: a6-al0; the third group: all-al5; the
fourth group: al6-a20.

[0054] For the first image group, taking al as the first target face image, and using al as

the reference face image to acquire the similarity between each of a2-a5 and al. Assuming
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that the similarity between a3 and al is the smallest, a3 is taken as the second target face
image in the first image group. For the second image group, taking a3 as the reference face
image to acquire the similarity between each of a6-al0 and a3. Assuming that the similarity
between a7 and a3 is the smallest, a7 is taken as the second target face image in the second
image group. For the third image group, taking a7 as the reference face image to acquire the
similarity between each of all-al5 and a7. Assuming that the similarity between al4 and
a7 is the smallest, al4 is taken as the second target face image in the third image group. For
the fourth image group, taking al4 as the reference face image to acquire the similarity
between each of al6-a20 and al4. Assuming that the similarity between al9 and al4 is the
smallest, al9 is taken as the second target face image in the fourth image group. The finally
resulted target face images include five frames al, a3, a7, al4, and al9.

[0055] In some examples, the first target face image is selected from the to-be-detected
video; then the other remaining face images are divided into multiple segments, and based
on the first target face image, the second target face image is determined according to the
first target face image from the multiple segments.

[0056] The specific implementation is shown in FIG. 2B below. FIG. 2B is a flowchart
illustrating a method for extracting a preset number of target face images from a to-be-
detected video according to another embodiment of the present disclosure, including the
following steps.

[0057] S211, a first frame of face image in the to-be-detected video is determined as a
first target face image.

[0058] S212, according to the order of the respective timestamps of the face images in the
to-be-detected video, face images included in the to-be-detected video other than the first
target face image are divided into N image groups stage by stage; where N=the preset
number-1.

[0059] S213, for the first image group, the first target face image is used as the reference
face image, and the similarity between each of the face images in the image group and the
reference face image is acquired; and a face image having the smallest similarity with
respect to the reference face image is determined as the second target face image in the first
image group.

[0060] S214, for each of other image groups, the second target face image in a previous
image group is used as the reference face image, and the similarity of each face image in
the image group with respect to the reference face image is acquired; and a face image
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having the smallest similarity with respect to the reference face image is determined as the
second target face image in the image group.

[0061] Here, the method for determining the similarity between the face image and the
reference face image is similar to the determining method illustrated in FIG. 2A, which will
not be repeated here.

[0062] For example, there are 20 face images in the to-be-detected video, al-a20,
respectively, the preset number of target face images is 5, and al is used as the first target
face image, then according to the order of the timestamps, a2-a20 are divided into 4 groups.
The 4 groups are respectively: the first group: a2-a6; the second group: a7-all; the third
group: al2-al6; and the fourth group: al7-a20.

[0063] For the first image group, al is used as the reference face image, and the similarity
between each of a2-a6 and al is acquired. Assuming that the similarity between a4 and al
is the smallest, then a4 is taken as the second target face image in the first image group. For
the second image group, a4 is used as the reference face image, and the similarity between
each of a7-all and a4 is acquired. Assuming that the similarity between al0 and a4 is the
smallest, al0 is taken as the second target face image in the second image group. For the
third image group, al0 is used as the reference face image, and the similarity between each
of al2-al6 and al0 is acquired. Assuming that the similarity between al3 and alO is the
smallest, al3 is taken as the second target face image in the third image group. For the fourth
image group, al3 is used as the reference face image, and the similarity between each of
al7-a20 and al3 is acquired. Assuming that the similarity between al9 and al3 is the
smallest, al9 is taken as the second target face image in the fourth image group. The finally
obtained target face images include five frames al, a4, al0, al3, and al9.

[0064] In addition, in some examples of the present disclosure, in order to avoid the
interference caused by the overall displacement of the user, such as head position and
direction changes on the human body appearance, before a preset number of target face
images are extracted from the to-be-detected video, the living body detection method further
includes: acquiring key point information of each in the multiple face images included in
the to-be-detected video; obtaining multiple aligned face images by performing alignment
on the multiple face images based on the key point information of each in the multiple face
images.

[0065] For example, key point positions of at least three target key points in each of the
multiple face images in the to-be-detected face video are determined. Based on the key point
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positions of the target key points in each face image, a face image with an earliest timestamp
is taken as a reference image and key point alignment is performed on each of other face
images except the reference image, so as to obtain respective aligned face images of the
other face images.

[0066] Here, multiple face images in the to-be-detected video can be input into a
previously trained face key point detection model to obtain the key point position of each
target key point in each face image, and then based on the obtained key point position of the
target key point, taking the first frame of face image as the reference image, other face
images other than the first frame of face image are aligned to make the positions, and the
angles of the face in different face images are kept consistent, to avoid the interference of
head position and direction changes on the subtle changes of the human face.

[0067] In this case, based on the similarities between the multiple face images included
in the acquired to-be-detected video, determining multiple target face images from the to-
be-detected video includes: determining the multiple target face images from the multiple
aligned face images based on the similarities between the multiple aligned face images. The
method of determining the target face image here is similar to the above method, which will
not be repeated here.

[0068] II: In the above step S102, the respective feature extraction results of the multiple
target face images may be subjected to feature fusion to obtain first fusion feature data; and
the first detection result is obtained based on the first fusion feature data.

[0069] By performing multi-dimensional feature extraction and temporal feature fusion
on the multiple target face images, such that the feature data of each target face image
contains the features of subtle changes in the face, and enable accurate living body detection
without requiring the user to make any specified actions.

[0070] First, the specific method of acquiring the feature extraction result of each target
face image will be explained.

[0071] FIG. 3A is a flowchart illustrating a process of obtaining the feature extraction
result of each target face image according to an embodiment of the present disclosure,
including the following steps.

[0072] S301, multiple stages of feature extraction are performed on the target face image
to obtain respective first initial feature data for each in the multiple stages of feature

extraction.
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[0073] Here, the target face image can be input into a previously trained first
convolutional neural network, and the target face image can be subjected to multiple stages
of first feature extraction.

[0074] In an optional implementation, the first convolutional neural network includes
multiple convolutional layers; multiple convolutional layers are connected stage by stage,
and the output of any convolutional layer is the input of a next convolutional layer of the
convolutional layer, and the output of each convolutional layer is used as the first
intermediate feature data for the convolutional layer.

[0075] In another optional implementation, between multiple convolutional layers, a
pooling layer, a fully connected layer, and the like can also be provided. For example, a
pooling layer is connected after each convolutional layer, and a fully connected layer is
connected after the pooling layer, such that the convolutional layer, the pooling layer, and
the fully connected layer form a one stage of network structure for the first feature extraction.
[0076] The specific structure of the first convolutional neural network can be specifically
provided according to actual needs, which will not be elaborated herein.

[0077] The number of convolutional layers in the first convolutional neural network is the
same as the number of stages for the first feature extraction.

[0078] S302, for each stage of first feature extraction, fusion is performed on the first
initial feature data for this stage of first feature extraction, and the first initial feature data
for at least one stage of first feature extraction subsequent to this stage of first feature
extraction, so as to obtain the first intermediate feature data for this stage of first feature
extraction, where the feature extraction result of the target face image includes the respective
first intermediate feature data for each in the multiple stages of first feature extraction.
[0079] In this way, each stage of first feature extraction can obtain more abundant facial
features, and finally result in higher detection accuracy.

[0080] Here, the first intermediate feature data for any stage of first feature extraction can
be obtained by: performing fusion on the first initial feature data for this stage of first feature
extraction and the first intermediate feature data for a stage of first feature extraction
subsequent to this stage of first feature extraction, so as to obtain the first intermediate
feature data for this stage of first feature extraction, where the first intermediate feature data
for the subsequent stage of first feature extraction is obtained based on the first initial feature

data for the subsequent stage of first feature extraction.
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[0081] In this way, each stage of first feature extraction can obtain more abundant facial
features, and finally result in higher detection accuracy.

[0082] Specifically, for each stage of first feature extraction except the last stage, based
on the first initial feature data obtained by this stage of first feature extraction and the first
intermediate feature data obtained by a stage of first feature extraction subsequent to this
stage of first feature extraction, the first intermediate feature data for this stage of first
feature extraction is obtained. For the last stage of first feature extraction, the first initial
feature data obtained by the last stage of first feature extraction is determined as the first
intermediate feature data for the last stage of first feature extraction.

[0083] Here, the first intermediate feature data for this stage of first feature extraction can
be obtained by: up-sampling the first intermediate feature data for a stage of first feature
extraction subsequent to this stage of first feature extraction, so as to obtain up-sampled data
for this stage of first feature extraction; fusing the up-sampled data and the first initial
feature data for this stage of first feature extraction, so as to obtain the first intermediate
feature data for this stage of first feature extraction.

[0084] After adjusting the number of channels for the features of the deep feature
extraction, up-sampling is performed, and the features are added to the features for prior
stages of feature extraction, such that the feature of deep stages can flow to the feature of
prior stages, thus enriching the information extracted by the prior stages of feature extraction
to increase the detection accuracy.

[0085] Forexample, five stages of first feature extraction are performed on the target face
image. The first initial feature data obtained by the five stages of feature extraction are: V1,
V2, V3, V4, and V5.

[0086] For the fifth stage of first feature extraction, V5 is used as the first intermediate
feature data M5 corresponding to the fifth stage of first feature extraction. For the fourth
stage of first feature extraction, the first intermediate feature data M5 obtained by the fifth
stage of first feature extraction is subjected to up-sampling, so as to obtain the up-sampled
data M5' corresponding to the fourth stage of first feature extraction. The first intermediate
feature data M4 corresponding to the fourth stage of first feature extraction is generated
based on V4 and M5'.

[0087] Similarly, the first intermediate feature data M3 corresponding to the third stage
of first feature extraction can be obtained. The first intermediate feature data M2
corresponding to the second stage of first feature extraction can be obtained.
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[0088] For the first stage of first feature extraction, the first intermediate feature data M2
obtained by the second stage of first feature extraction is up-sampled, so as to obtain the up-
sampled data M2' corresponding to the first stage of first feature extraction. Based on V1
and M2', first intermediate feature data M1 corresponding to the first stage of first feature
extraction is generated.

[0089] The up-sampled data and the first initial feature data for this stage of first feature
extraction can be fused in the following manner to obtain the first intermediate feature data
for this stage of first feature extraction: adding the up-sampled data and the first initial
feature data. Here, adding refers to adding the data value of each data in the up-sampled
data to the data value of the data at corresponding position in the first initial feature data.
[0090] After up-sampling the first intermediate feature data for a subsequent stage of first
feature extraction, the obtained up-sampled data has the same dimensions as that of the first
initial feature data for this stage of first feature extraction. After the up-sampled data and
the first initial feature data are added, the dimension of the obtained first intermediate feature
data is also the same as the dimension of the first initial feature data for this stage of first
feature extraction.

[0091] In some examples, the dimension of the first initial feature data for each stage of
first feature extraction is related to the network settings of each stage of the convolutional
neural network, which is not limited in the present disclosure.

[0092] In another optional implementation, the up-sampled data and the first initial
feature data can also be spliced.

[0093] For example, the dimensions of the up-sampled data and the first initial feature
data are both m*n*f. After the up-sampled data and the first initial feature data are vertically
spliced, the dimension of the obtained first intermediate feature data is: 2m*n*f. After the
up-sampled data and the first initial feature data are horizontally spliced, the dimension of
the first intermediate feature data is: m*2n*f.

[0094] In the following, the process of performing feature fusion on the feature extraction
results of the multiple target face images to obtain the first fusion feature data will be
described in detail.

[0095] FIG. 3B is a flowchart illustrating a process of performing feature fusion on the
feature extraction results of the multiple target face images to obtain first fusion feature data

according to an embodiment of the disclosure, including the following steps.
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[0096] S311, for each stage of first feature extraction, fusion is performed on the
respective first intermediate feature data of the multiple target face images in this stage of
first feature extraction, so as to obtain intermediate fusion data for this stage of first feature
extraction.

[0097] Here, the intermediate fusion data for each stage of first feature extraction can be
obtained by: based on the respective first intermediate feature data of the multiple target
face images in this stage of first feature extraction, obtaining a feature sequence for this
stage of first feature extraction; inputting the feature sequence into a recurrent neural
network for fusion, so as to obtain the intermediate fusion data for this stage of first feature
extraction.

[0098] Through feature fusion of each target face image in spatial variation, it is possible
to better extract the features of subtle changes in the face over time, thereby increasing the
accuracy of living body detection.

[0099] Here, the recurrent neural network includes, for example, one or more of Long
Short-Term Memory (LSTM), Recurrent Neural Networks (RNN), and Gated Recurrent
Unit (GRU).

[0100] Ifthe first feature extraction has n stages, then n pieces of intermediate fusion data
can be finally obtained.

[0101] In another optional implementation, before obtaining a feature sequence for this
stage of first feature extraction based on the respective first intermediate feature data of the
multiple target face images in this stage of first feature extraction, the method further
includes: performing global average pooling process on the respective first intermediate
feature data of the multiple target face images in this stage of first feature extraction, so as
to obtain respective second intermediate feature data of the multiple target face images in
this stage of first feature extraction. Based on the respective first intermediate feature data
of the multiple target face images in this stage of first feature extraction, obtaining a feature
sequence for this stage of first feature extraction specifically be: according to a time order
of the multiple target face images, obtaining the feature sequence based on the respective
second intermediate feature data of the multiple target face images in this stage of first
feature extraction.

[0102] Here, global average pooling can convert three-dimensional feature data into two-
dimensional feature data. In this way, the first intermediate feature data is transformed in
dimensions, to simplify the subsequent processing.
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[0103] Ifthe dimension of the first intermediate feature data of a certain target face image
obtained in a certain stage of first feature extraction is 7*7*128, which can be understood
as 128 7*7 two-dimensional matrices stacked together. When performing global average
pooling on the first intermediate feature data, for each 7*7 two-dimensional matrix, the
average value of values of each element in the two-dimensional matrix is calculated. Finally,
128 average values can be obtained, and the 128 average values are used as the second
intermediate feature data.

[0104] For example, the target face images are: b1-b5. The second intermediate feature
data of each target face image in a certain stage of first feature extraction are respectively:
P1, P2, P3, P4, and PS5, then the feature sequence for this stage of first feature extraction
obtained from the second intermediate feature data of the 5 target face images is: (P1, P2,
P3, P4, PS).

[0105] For any stage of first feature extraction, after obtaining the respective second
intermediate feature data of the target face images in this stage of first feature extraction, by
arranging the respective second intermediate feature data of the multiple target face images
in this stage of first feature extraction based on the time order of all the target face images,
the feature sequence can be obtained.

[0106] After obtaining the respective feature sequences for the multiple stages of first
feature extraction, the respective feature sequences for the multiple stages of first feature
extraction are input into the corresponding recurrent neural network models, so as to obtain
respective intermediate fusion data for the multiple stages of first feature extraction.

[0107] S312, based on the respective intermediate fusion data for multiple stages of first
feature extraction, the first fusion feature data is obtained.

[0108] Multiple stages of feature extraction on the target face image can make the final
feature data of the target face image contain more abundant information, thereby improving
the accuracy of living body detection.

[0109] In an example, the respective intermediate fusion data for the multiple stages of
first feature extraction can be spliced, so as to obtain the first fusion feature data that entirely
characterizes the target face image. In another example, the respective intermediate fusion
data for the multiple stages of first feature extraction can also be spliced, and connection
can be performed on the spliced intermediate fusion data to obtain the first fusion feature

data.

16



[0110] Further, pieces of intermediate fusion data are fused, such that the first fusion
feature data is affected by the respective intermediate fusion data for the multiple stages of
first feature extraction, and the extracted first fusion feature data can be better characterize
the features of the multiple target face images.

[0111] After the first fusion feature data is obtained, the first fusion feature data can be
input to a first classifier to obtain a first detection result. The first classifier is, for example,
a softmax classifier.

[0112] As shown in FIG. 3C, an example of obtaining the first detection result based on
the feature extraction result of each in the multiple target face images is provided. In this
example, for a certain target face image, the target face image undergoes five stages of
feature extraction, and the first initial feature data obtained are: V1, V2, V3, V4, and V5.
[0113] Based on the first initial feature data V5, the first intermediate feature data M5 of
the fifth stage of first feature extraction is generated.

[0114] Up-sampling is performed on the first intermediate feature data M5 to obtain the
up-sampled data MS5' of the fourth stage of first feature extraction. The first initial feature
data V4 of the fourth stage of first feature extraction and the up-sampled data M5' are added
to obtain the first intermediate feature data M4 of the fourth stage of first feature extraction.
Up-sampling is performed on the first intermediate feature data M4 to obtain up-sampled
data M4' of the third stage of first feature extraction. The first initial feature data V3 of the
third stage of first feature extraction and the up-sampled data M4' are added to obtain the
first intermediate feature data M3 of the third stage of first feature extraction. Up-sampling
is performed on the first intermediate feature data M3 to obtain up-sampled data M3' of the
second stage of first feature extraction. The first initial feature data V2 of the second stage
of first feature extraction and the up-sampled data M3' are added to obtain the first
intermediate feature data M2 of the second stage of first feature extraction. Up-sampling is
performed on the first intermediate feature data M2 to obtain up-sampled data M2' of the
first stage of first feature extraction; the first initial feature data V1 of the first stage of first
feature extraction and the up-sampled data M2' are added to obtain the first intermediate
feature data M1 of the first stage of first feature extraction. The obtained first intermediate
feature data M1, M2, M3, M4, and M5 are used as feature extraction results obtained after
feature extraction is performed on this target face image.

[0115] Then, for each target face image, the respective first intermediate feature data of
the target face image for the five stages of first feature extraction are averaged pooled, so as

17



to obtain the respective second intermediate feature data G1, G2, G3, G4, and G5 of this
target face image under the five stages of feature extraction.

[0116] Assuming that the target face image has 5 frames, which are al-a5 in the order of
the timestamps, and the respective second intermediate feature data of the first target face
image al under the five stages of first feature extraction are: G11, G12, G13, G14, G15; the
respective second intermediate feature data of the second target face image a2 under the five
stages of first feature extraction are: G21, G22, G23, G24, G25; the respective second
intermediate feature data of the third target face image a3 under the five stages of first feature
extraction are: G31, G32, G33, G34, G35; the respective second intermediate feature data
of the fourth target face image a4 under the five stages of first feature extraction are: G41,
G42, G43, G44, G45; and the respective second intermediate feature data of the fifth target
face image a5 under the five stages of first feature extraction are: G51 , G52, G53, G54,
G55.

[0117] Then, the feature sequence corresponding to the first stage of feature extraction is:
(G11, G21, G31, G41, G51). The feature sequence corresponding to the second stage of
feature extraction is: (G12, G22, G32, G42, G52). The feature sequence corresponding to
the third stage of feature extraction is: (G13, G23, G33, G43, G53). The feature sequence
corresponding to the fourth stage of feature extraction is: (G14, G24, G34, G44, G54). The
feature sequence corresponding to the fifth stage of feature extraction is: (G15, G25, G35,
G45, G55).

[0118] Then the feature sequence (G11, G21, G31, G41, G51) is input into the LSTM
network corresponding to the first stage of first feature extraction, so as to obtain the
intermediate fusion data R1 corresponding to the first stage of first feature extraction. The
feature sequence (G12, G22, G32, G42, G52) is input to the LSTM network corresponding
to the second stage of first feature extraction, so as to obtain the intermediate fusion data R2
corresponding to the second stage of first feature extraction. The feature sequence (G13,
G23, G33, G43, G53) is input to the LSTM network corresponding to the third stage of first
feature extraction, so as to obtain the intermediate fusion data R3 corresponding to the third
stage of first feature extraction. The feature sequence (G14, G24, G34, G44, G54) is input
to the LSTM network corresponding to the fourth stage of first feature extraction, so as to
obtain the intermediate fusion data R4 corresponding to the fourth stage of first feature

extraction. The feature sequence (G15, G25, G35, G45, G55) is input to the LSTM network
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corresponding to the fifth stage of first feature extraction, so as to obtain the intermediate
fusion data RS corresponding to the fifth stage of first feature extraction.

[0119] After the intermediate fusion data R1, R2, R3, R4, and RS are spliced, the spliced
data are transmitted into the fully connected layer for fully connection to obtain the first
fusion feature data. Then the first fusion feature data is transmitted to the first classifier to
obtain the first detection result.

[0120] III: In the above step S103, the following method can be used to obtain the second
detection result based on the differential images between every adjacent two in the multiple
target face images.

[0121] Concatenating process is performed on the differential images between every
adjacent two in the multiple target face images to obtain a differential concatenated image;
the second detection result is obtained based on the differential concatenated image.

[0122] In the multiple differential concatenated images, the change features can be better
extracted, thereby improving the accuracy of the second detection result.

[0123] Specifically, the method for obtaining the differential images between every
adjacent two target face images is similar to the description of the above Implementation 1
in FIG. 2A, which will not be repeated here.

[0124] When the differential image is concatenated, the differential image is concatenated
on the color channel. For example, if the differential image is a three-channel image, after
concatenating two differential images, the obtained differential concatenated image is a six-
channel image.

[0125] In specific implementation, the numbers of color channels of different differential
images are the same, and the numbers of pixels of different differential images are also the
same.

[0126] For example, if the number of color channels of the differential image is 3 and the
number of pixels is 256*1024, the representation vector of the differential image is:
256*1024*3. The element value of any element Aijk in the representation vector is the pixel
value of the pixel Aij' in the k-th color channel.

[0127] If there are s differential images, the s differential images are concatenated to
obtain the differential concatenated image having a dimension of 256*1024* (3xs).

[0128] In an optional implementation, the following method can be used to obtain the
second detection result based on the differential concatenated image: obtaining a feature

extraction result of the differential concatenated image by performing feature extraction on
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the differential concatenated image; obtaining second fusion feature data by performing
feature fusion on the feature extraction result of the differential concatenated image; and
obtaining the second detection result based on the second fusion feature data.

[0129] In the multiple differential concatenated images, the change feature can be better
extracted, thereby improving the accuracy of the second detection result.

[0130] The specific process of the feature extraction of the differential concatenated
image will be described in detail below through the following FIG. 4A. FIG. 4 is a flowchart
illustrating a method for feature extraction of the differential concatenated image according
to an embodiment of the present disclosure, including the following steps.

[0131] S401, multiple stages of second feature extraction are performed on the differential
concatenated image, so as to obtain respective second initial feature data for each stage of
second feature extraction.

[0132] Here, the differential concatenated image can be input into a previously trained
second convolutional neural network, and the differential concatenated image can be
subjected to multiple stages of second feature extraction. The second convolutional neural
network is similar to the first convolutional neural network. It should be noted that the
network structure of the second convolutional neural network and the first convolutional
neural network can be the same or different; when the two structures are the same, the
network parameters are different. The number of stages of the first feature extraction and
the number of stages of the second feature extraction may be the same or different.

[0133] S402, a feature extraction result of the differential concatenated image is obtained
based on the respective second initial feature data for the multiple stages of second feature
extraction.

[0134] Performing multiple stages of second feature extraction on the differential
concatenated image can increase the receptive field of feature extraction and enrich the
information of the differential concatenated image.

[0135] For example, the following method may be used to obtain the feature extraction
results of the differential concatenated image based on the respective second initial feature
data for the multiple stages of second feature extraction: for each stage of second feature
extraction, performing fusion on the second initial feature data for this stage of second
feature extraction and the second initial feature data for at least one stage of second feature
extraction prior to this stage of second feature extraction, so as to obtain third intermediate
feature data for this stage of second feature extraction, where the feature extraction result of
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the differential concatenated image includes the respective third intermediate feature data
for the multiple stages of second feature extraction.

[0136] In this way, the information obtained by each stage of second feature extraction is
more abundant, and this information can better characterize the change information of the
differential image, to improve the accuracy of the second detection result.

[0137] Here, for the second initial feature data of any stage of second feature extraction,
performing fusion on the second initial feature data for this stage of second feature
extraction and the second initial feature data for at least one stage of second feature
extraction prior to this stage of second feature extraction can be performed by: down-
sampling the second initial feature data for a stage of second feature extraction prior to this
stage of second feature extraction, so as to obtain down-sampled data for this stage of second
feature extraction; and performing fusion on the down-sampled data and the second initial
feature data for this stage of second feature extraction, so as to obtain the third intermediate
feature data for this stage of second feature extraction.

[0138] The information obtained by the multiple stages of second feature extraction flows
from a prior stage of second feature extraction to a subsequent stage of second feature
extraction, making the information obtained by each stage of second feature extraction more
abundant.

[0139] Specifically: for the first stage of second feature extraction, the second initial
feature data obtained by the first stage of second feature extraction is determined as the third
intermediate feature data for this stage of second feature extraction.

[0140] For the second feature extraction of other stages, based on the second initial feature
data obtained by this stage of second feature extraction and the third intermediate feature
data obtained by a stage of second feature extraction prior to this stage of second feature
extraction, the third intermediate feature data for this stage of second feature extraction is
obtained.

[0141] The respective third intermediate feature data for each stage of second feature
extraction is used as the result of feature extraction on the differential concatenated image.
[0142] The third intermediate feature data for each stage of second feature extraction can
be obtained by: down-sampling the third intermediate feature data obtained by a prior stage
of second feature extraction, to obtain the down-sampled data for this stage of second feature
extraction, where the vector dimension of the down-sampled data for this stage of second
feature extraction is the same as the dimension of the second initial feature data obtained
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based on this stage of second feature extraction; based on the down-sampled data and the
second initial feature data for this stage of second feature extraction, obtaining the third
intermediate feature data for this stage of second feature extraction.

[0143] For example, in the example provided in FIG. 4B, five stages of second feature
extraction are performed on the differential concatenated image.

[0144] The second initial feature data obtained by the five stages of second feature
extraction are: W1, W2, W3, W4, and W5.

[0145] For the first stage of second feature extraction, W1 is used as the third intermediate
feature data E1 corresponding to the first stage of second feature extraction. For the second
stage of second feature extraction, the third intermediate feature data E1 obtained by the
first stage of second feature extraction is down-sampled, so as to obtain down-sampled data
E1' corresponding to the second stage of second feature extraction. The third intermediate
feature data E2 corresponding to the second stage of second feature extraction is generated
based on W2 and E1".

[0146] Similarly, the third intermediate feature data E3 corresponding to the third stage
of second feature extraction and the third intermediate feature data E4 corresponding to the
fourth stage of second feature extraction are respectively obtained.

[0147] For the fifth stage of second feature extraction, the third intermediate feature data
E4 obtained by the fourth stage of second feature extraction is down-sampled, so as to obtain
the down-sampled data E4' corresponding to the fifth stage of second feature extraction. The
fifth intermediate feature data E5 corresponding to the fifth stage of second feature
extraction is generated based on W5 and E4".

[0148] The process of performing feature fusion on the feature extraction results of the
differential concatenated image to obtain the second fusion feature data will be described in
detail below through FIG. 4C. FIG. 4C is a flowchart illustrating a process of performing
feature fusion on the feature extraction results of the differential concatenated image
according to an embodiment of the present disclosure, including the following steps.
[0149] S411, global average pooling process is respectively performed on the third
intermediate feature data of the differential concatenated image for each in the multiple
stages of second feature extraction, so as to obtain respective fourth intermediate feature
data of the differential concatenated image for the multiple stages of second feature

extraction.
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[0150] Here, the method of performing global average pooling on the third intermediate
feature data is similar to the above method of performing global average pooling on the first
intermediate feature data, which will not be repeated here.

[0151] S412, the second fusion feature data is obtained by performing feature fusion on
the respective fourth intermediate feature data of the differential concatenated image for the
multiple stages of second feature extraction.

[0152] The third intermediate feature data is transformed in dimensions to simplify the
subsequent processing.

[0153] The respective fourth intermediate feature data of the multiple-stage second
feature extraction can be spliced, and then the spliced fourth intermediate feature data can
be input to the fully connected network for full connection to obtain the second fusion
feature data. After the second fusion feature data is obtained, the second fusion feature data
is input to a second classifier to obtain the second detection result.

[0154] For example, in the example shown in FIG. 4B, the third intermediate feature data
E1 for the first stage of second feature extraction is globally averaged pooled, so as to obtain
the corresponding fourth intermediate feature data Ul; the third intermediate feature data
E2 for the second stage of second feature extraction is globally average pooled, so as to
obtain the corresponding fourth intermediate feature data U2; the third intermediate feature
data E3 for the third stage of second feature extraction is global average pooled, so as to
obtain the corresponding fourth intermediate feature data U3; the third intermediate feature
data E4 for the fourth stage of second feature extraction is globally averaged pooled, so as
to obtain the corresponding fourth intermediate feature data U4; the third intermediate
feature data ES for the fifth stage of second feature extraction is globally averaged pooled,
so as to obtain the corresponding fourth intermediate feature data US5. The fourth
intermediate feature data U1, U2, U3, U4, and U5 are spliced, and the spliced data is input
to the fully connected layer for full connection, so as to obtain the second fusion feature
data, and then the second fusion feature data is input to the second classifier to obtain the
second detection result.

[0155] The second classifier is, for example, a softmax classifier.

[0156] 1V:Inthe above S104, the detection result can be determined by: obtaining a target
detection result by calculating a weighted sum of the first detection result and the second

detection result.
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[0157] The weighted sum of the first detection result and the second detection result is
calculated, and thus the two detection results are combined to obtain a more accurate living
body detection result.

[0158] The respective weights of the first detection result and the second detection result
can be specifically set according to actual needs, which is not limited here. In an example,
their respective weights can be the same.

[0159] After the weighted sum of the first detection result and the second detection result
is calculated, according to the obtained value, it can be decided whether the target detection
result is a living body. For example, when the value is greater than or equal to a certain
threshold, the face involved in the to-be-detected video is a face of a living body; otherwise,
the face involved the to-be-detected video is a face of a non-living body. The threshold may
be obtained when the first convolutional neural network and the second convolutional neural
network are trained. For example, the two convolutional neural networks can be trained with
multiple labeled samples, to obtain a weighted sum value after training with the positive
samples and a weighted sum value after training with the negative samples, thereby
obtaining the threshold.

[0160] In another embodiment of the present disclosure, a living body detection method
is also provided, and the living body detection method is implemented by a living body
detection model. The living body detection model includes: a first sub-model, a second sub-
model, and a calculation module; wherein the first sub-model includes: a first feature
extraction network, a first feature fusion network, and a first classifier; the second sub-
model includes: a second feature extraction network, a second feature fusion network, and
a second classifier. The living body detection model is trained using the sample face videos
in the training sample set, and the sample face videos are labeled with label information
about whether the to-be-detected user is a living body.

[0161] The first feature extraction network is configured to obtain a first detection result
based on the feature extraction result of each in the multiple target face images. The second
feature extraction network is configured to obtain a second detection result based on
differential images between every adjacent two in the multiple target face images. The
calculation module is configured to obtain a living body detection result based on the first
detection result and the second detection result.

[0162] In the embodiments of the present disclosure, multiple target face images can be
extracted from a to-be-detected video, then a first detection result can be obtained based on
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the feature extraction result of each in the multiple target face images, and a second detection
result can be obtained based on differential images between every adjacent two in the
multiple target face images; and a living body detection result for the to-be-detected video
is determined based on the first detection result and the second detection result. In this
method, it does not require a user to make any specified actions, but uses multiple face
images of the user with relatively large differences to silently detect whether the user is a
living body, which has improved detection efficiency.

[0163] In addition, if an invalid login user attempts to deceive with a face video obtained
by re-shooting a screen, an image obtained by re-shooting may lose a large amount of image
information of an original image. And with the loss of the image information, subtle changes
in the user's appearance cannot be detected, so it can further determine that the to-be-
detected user is not a living body. Thus, the method provided in the present disclosure can
effectively resist the deceiving method of screen re-shooting.

[0164] Those skilled in the art can understand that in the above-mentioned method of the
specific implementations, the describing order of the steps does not mean a strict execution
order and it does not constitute any limitation on the implementation. The specific execution
order of the steps should be based on its function and the possible internal logic.

[0165] Referring to FIG. 5, another embodiment of the present disclosure also provides a
living body detection method, including the following steps.

[0166] S501, based on similarities between multiple face images included in an acquired
to-be-detected video, multiple target face images are extracted from the to-be-detected video.
[0167] S502, based on the multiple target face images, a living body detection result for
the to-be-detected video is determined.

[0168] For the specific implementation of step S501, reference can be made to the
implementation of step S101 above, which will not be repeated here.

[0169] In the embodiments of the present disclosure, multiple target face images are
extracted from a to-be-detected video, and a similarity between adjacent two in the multiple
target face images is lower than a first value, and then based on the target face images, a
living body detection result for the to-be-detected video is determined. It does not require a
user to make any specified actions, but uses multiple face images of the user with relatively
large differences to silently detect whether the user is a living body, which has improved

detection efficiency.
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[0170] In addition, if an invalid login user attempts to deceive with a face video obtained
by re-shooting a screen, an image obtained by re-shooting may lose a large amount of image
information of an original image. And with the loss of the image information, subtle changes
in the user's appearance cannot be detected, so it can further determine that the to-be-
detected user is not a living body. Thus, the method provided in the present disclosure can
effectively resist the deceiving method of screen re-shooting.

[0171] In a possible implementation, determining the living body detection result for the
to-be-detected video based on multiple target face images includes: obtaining a first
detection result based on a feature extraction result of each in the multiple target face images,
and/or obtaining a second detection result based on differential images between every
adjacent two in the multiple target face images; based on the first detection result and/or the
second detection result, determining the living body detection result for the to-be-detected
video.

[0172] The implementations for obtaining the first detection result and the second
detection result can be referred to the descriptions of S102 and S103 above respectively,
which are not repeated here.

[0173] 1In a possible implementation, the first detection result is obtained, and the first
detection result is used as the target detection result, or the first detection result is processed
to obtain the target detection result.

[0174] In another possible implementation, the second detection result is obtained, and
the second detection result is used as the target detection result, or the second detection
result is processed to obtain the target detection result.

[0175] In another possible implementation, the first detection result and the second
detection result are obtained, and based on the first detection result and the second detection
result, the living body detection result for the to-be-detected video is determined. For
example, a weighted sum of the first detection result and the second detection result is
calculated to obtain the living body detection result.

[0176] Based on a similar concept, the embodiments of the present disclosure also provide
living body detection apparatuses corresponding to the living body detection methods. Since
the principle of the apparatus in the embodiment of the present disclosure to solve the
problem is similar to the above-mentioned living body detection method in the embodiment
of the present disclosure, the implementation of the apparatus can refer to the
implementation of the method, which will not be repeated here.
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[0177] Referring to FIG. 6A, which is a schematic diagram of a living body detection
apparatus according to an embodiment of the present disclosure, the apparatus includes: an
acquisition unit 61 and a detection unit 62.

[0178] The acquisition unit 61 is configured to determine multiple target face images from
an acquired to-be-detected video based on similarities between multiple face images
included in the to-be-detected video.

[0179] The detection unit 62 is configured to determine a living body detection result of
the to-be-detected video based on the multiple target face images.

[0180] In some examples, a similarity between every adjacent two in the multiple target
face images is lower than a first value.

[0181] Insome examples, the acquisition unit 61 is further configured to: determine a first
target face image in the multiple target face images from the to-be-detected video; determine
a second target face image from multiple consecutive face images of the to-be-detected
video based on the first target face image, where the similarity between the second target
face image and the first target face image satisfies a preset similarity requirement.

[0182] In some examples, the acquisition unit 61 is further configured to: divide the to-
be-detected video into multiple segments, where each of the multiple segments includes a
certain number of consecutive face images; select the first target face image from a first
segment of the multiple segments; and determine the second target face image from all the
multiple segments based on the first target face image.

[0183] In some examples, the acquisition unit 61 is further configured to: compare
similarities of each face image in the first segment with respect to the first target face image
to determine a face image with a smallest similarity as the second target face image for the
first segment; for each of the other segments than the first segment in the multiple segments,
compare similarities of each face image in the segment with respect to the second target face
image for a previous segment of the segment to determine a face image with a smallest
similarity as the second target face image for the segment.

[0184] In some examples, the similarities between multiple face images is obtained by:
selecting two face images from the multiple face images as a first face image and a second
face image; based on respective pixel values of pixel points in the first face image and
respective pixel values of pixel points in the second face image, a differential face image
between the first face image and the second face image is obtained; according to respective
pixel values of pixel points in the differential face image, obtaining a variance corresponding

27



to the differential face image; and taking the variance as the similarity between the first face
image and the second face image.

[0185] In some examples, before extracting multiple target face images from the acquired
to-be-detected video, the acquisition unit 61 is further configured to: acquire key point
information of each in the multiple face images included in the to-be-detected video; obtain
multiple aligned face images by performing alignment on the multiple face images based
on the key point information of each in the multiple face images; and determine multiple
target face images from the multiple aligned face images based on the similarities between
the multiple aligned face images.

[0186] In some examples, the detection unit 62 includes: a first detection module and/or
a second detection module, and a determining module. The first detection module is
configured to obtain a first detection result based on the feature extraction result of each in
the multiple target face images. The second detection module is configured to obtain a
second detection result based on differential images between every adjacent two in the
multiple target face images. The determining module is configured to determine a living
body detection result for the to-be-detected video based on the first detection result and/or
the second detection result.

[0187] In some examples, the first detection module is further configured to: obtain a first
fusion feature data by performing feature fusion on respective feature extraction results of
the multiple target face images; and obtain the first detection result based on the first fusion
feature data.

[0188] In some examples, the respective feature extraction results of the target face
images includes: respective first intermediate feature data obtained by performing multiple
stages of first feature extraction on each of the target face images. The first detection module
is further configured to: for each stage of first feature extraction, perform fusion on the
respective first intermediate feature data of the multiple target face images in this stage of
first feature extraction, so as to obtain intermediate fusion data for this stage of first feature
extraction; and obtain the first fusion feature data based on respective intermediate fusion
data for the multiple stages of first feature extraction.

[0189] In some examples, the first detection module is further configured to: obtain a
feature sequence for this stage of first feature extraction based on the respective first

intermediate feature data of the multiple target face images in this stage of first feature
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extraction; and input the feature sequence to a recurrent neural network for fusion, to obtain
the intermediate fusion data for this stage of first feature extraction.

[0190] In some examples, the first detection module is further configured to: perform
global average pooling process on the respective first intermediate feature data of the
multiple target face images in this stage of first feature extraction, so as to obtain respective
second intermediate feature data of the multiple target face images in this stage of first
feature extraction; according to a time order of the multiple target face images, obtain the
feature sequence based on the respective second intermediate feature data of the multiple
target face images in this stage of first feature extraction.

[0191] In some examples, the first detection module is further configured to: obtain the
first fusion feature data by splicing the respective intermediate fusion data for the multiple
stages of first feature extraction and performing full connection on the spliced intermediate
fusion data.

[0192] In some examples, the first detection module is configured to obtain the feature
extraction result of each target face image by: performing multiple stages of feature
extraction on the target face image, so as to obtain respective first initial feature data for
each in the multiple stages of feature extraction; for each stage of first feature extraction,
performing fusion on the first initial feature data for this stage of first feature extraction, and
the first initial feature data for at least one stage of first feature extraction subsequent to this
stage of first feature extraction, so as to obtain the first intermediate feature data for this
stage of first feature extraction, where the feature extraction result of the target face image
includes the respective first intermediate feature data for each in the multiple stages of first
feature extraction.

[0193] In some examples, the first detection module is further configured to: perform
fusion on the first initial feature data for this stage of first feature extraction and the first
intermediate feature data for a stage of first feature extraction subsequent to this stage of
first feature extraction, so as to obtain the first intermediate feature data for this stage of first
feature extraction, wherein the first intermediate feature data for the subsequent stage of
first feature extraction is obtained based on the first initial feature data for the subsequent
stage of first feature extraction.

[0194] In some examples, the first detection module is further configured to: up-sample
the first intermediate feature data for a stage of first feature extraction subsequent to this
stage of first feature extraction, so as to obtain up-sampled data for this stage of first feature
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extraction; fuse the up-sampled data and the first initial feature data for this stage of first
feature extraction, so as to obtain first intermediate feature data for this stage of first feature
extraction.

[0195] In some examples, the second detection module is further configured to: perform
concatenating process on the differential images between every adjacent two in the multiple
target face images to obtain a differential concatenated image; and obtain the second
detection result based on the differential concatenated image.

[0196] In some examples, the second detection module is further configured to: obtain a
feature extraction result of the differential concatenated image by performing feature
extraction on the differential concatenated image; obtain second fusion feature data by
performing feature fusion on the feature extraction result of the differential concatenated
image; and obtain the second detection result based on the second fusion feature data.
[0197] In some examples, the second detection module is further configured to: perform
multiple stages of second feature extraction on the differential concatenated image, so as to
obtain respective second initial feature data for each stage of second feature extraction; and
obtain the feature extraction result of the differential concatenated image based on the
respective second initial feature data for the multiple stages of second feature extraction.
[0198] In some examples, the second detection module is further configured to: for each
stage of second feature extraction, perform fusion on the second initial feature data for this
stage of second feature extraction and the second initial feature data for at least one stage of
second feature extraction prior to this stage of second feature extraction, so as to obtain third
intermediate feature data for this stage of second feature extraction, where the feature
extraction result of the differential concatenated image includes the respective third
intermediate feature data for the multiple stages of second feature extraction.

[0199] In some examples, the second detection module is further configured to: down-
sample the second initial feature data for a stage of second feature extraction prior to this
stage of second feature extraction, to obtain down-sampled data for this stage of second
feature extraction; and perform fusion on the down-sampled data for this stage of second
feature extraction and the second initial feature data for this stage of second feature
extraction, to obtain the third intermediate feature data for this stage of second feature
extraction.

[0200] In some examples, the second detection module is further configured to: perform
global average pooling process on respective third intermediate feature data of the
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differential concatenated image for each in the multiple stages of second feature extraction,
so as to obtain respective fourth intermediate feature data of the differential concatenated
image for the multiple stages of second feature extraction; obtain the second fusion feature
data by performing feature fusion on the respective fourth intermediate feature data of the
differential concatenated image for the multiple stages of second feature extraction.

[0201] Insome examples, the second detection module is further configured to: obtain the
second fusion feature data by splicing the respective fourth intermediate feature data for the
multiple stages of second feature extraction, and performing full connection on the spliced
fourth intermediate feature data.

[0202] In some examples, the determining module is further configured to: obtain the
living body detection result by calculating a weighted sum of the first detection result and
the second detection result.

[0203] For the description of the processing flow of each module and/or unit in the
apparatus and the interaction flow between each module and/or unit, reference may be made
to the relevant description in the above method embodiment, which will not be described in
detail here.

[0204] An optional implementation of the present disclosure also provides an electronic
device 600, as shown in FIG. 6B, a schematic structural diagram of an electronic device 600
provided for an optional implementation of the present disclosure, including: a processor
610, and a storage 620. The storage 620 is configured to store processor executable
instructions, including a memory 621 and an external storage 622. The memory 621 here is
also called an internal memory, and is configured to temporarily store calculation data in the
processor 610 and data exchanged with an external memory 622 such as a hard disk. The
processor 610 exchanges data with the external memory 622 through the memory 621.
[0205] When the electronic device 600 is operating, the machine-readable instructions are
executed by the processor, such that the processor 610 performs the following operations:
extracting multiple target face images from an acquired to-be-detected video; based on a
feature extraction result of each in the multiple target face images, obtaining a first detection
result; based on differential images between every adjacent two in the multiple target face
images, obtaining a second detection result; and based on the first detection result and the
second detection result, determining a living body detection result for the to-be-detected

video.
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[0206] Or the processor 610 performs the following operations: based on similarities
between multiple face images included in an acquired to-be-detected video, extracting
multiple target face images from the to-be-detected video; and based on the multiple target
face images, determining a living body detection result for the to-be-detected video.

[0207] An optional implementation of the present disclosure further provides a computer-
readable storage medium having a computer program stored on thereon, and the computer
program is executed by a processor to cause the processor to implement steps of the living
body detection method in the method optional implementation. The computer-readable
storage medium may be a non-volatile storage medium.

[0208] In addition, referring to FIG. 7, an embodiment of the present disclosure also
discloses an example of specific application of the living body detection method provided
in the disclosed embodiment.

[0209] In this example, the execution entity of the living body detection method is a cloud
server 1; the cloud server 1 is in communication connection with a user terminal 2. The
interaction between the cloud server 1 and the user terminal 2 can refer to the following
steps.

[0210] S701, a user terminal 2 uploads a user video to a cloud server 1. The user terminal
2 uploads the acquired user video to the cloud server 1.

[0211] S702, the cloud server 1 performs face key point detection. After receiving the user
video sent by the user terminal 2, the cloud server 1 performs face key point detection on
each frame of image in the user video. When the detection fails, it turns to S703; when the
detection succeeds, it turns to S705.

[0212] S703, the cloud server 1 feeds back the reason for the detection failure to the user
terminal 2; at this time, the reason for the detection failure is: no face is detected.

[0213] After receiving the reason for the detection failure fed back by the cloud server 1,
the user terminal 2 executes S704: reacquires a user video, and turns to S701.

[0214] S705, the cloud server 1 cuts each frame of image in the user video according to
the detected face key points to obtain the to-be-detected video.

[0215] S706, the cloud server 1 performs alignment on each face image in the to-be-
detected video based on the face key points.

[0216] S707, the cloud server 1 filters multiple target face images from the to-be-detected

video.
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[0217] S708, the cloud server 1 inputs multiple target face images into the first sub-model
in the living body detection model; and inputs the differential images between every
adjacent two into the second sub-model in the living body detection model to be detected.
[0218] The first sub-model is configured to obtain a first detection result based on a
feature extraction result of each in the multiple target face images. The second sub-model is
configured to obtain a second detection result based on differential images between every
adjacent two in the multiple target face images.

[0219] S709, after obtaining the first detection result and the second detection result
output by the living body detection model, the cloud server 1 obtains the living body
detection result according to the first detection result and the second detection result.
[0220] S710, the living body detection result is fed back to the user terminal 2.

[0221] Through the above process, the living body detection for one piece of video
acquired from the user terminal 2 has been implemented.

[0222] The computer program product of the living body detection method according to
the optional implementation of the present disclosure includes a computer-readable storage
medium storing program code, and the instructions included in the program code can be
used to execute the steps of the living body detection method described in the method
optional implementation. For details, reference can be made to the optional implementation
of the above method, which will not be repeated here.

[0223] Those skilled in the art can clearly understand that, for the convenience and brevity
ofthe description, the specific working process of the above-described system and apparatus
can refer to the corresponding process in the optional implementation of the aforementioned
method, which will not be repeated here. In the several optional implementations provided
in the present disclosure, it should be understood that the disclosed system, apparatus, and
method may be implemented in other manners. The optional implementations of the
apparatus described above are merely illustrative. For example, the division of the units is
only a logical function division. In actual implementation, there may be other division
manners. For example, multiple units or components may be combined or can be integrated
into another system, or some features can be ignored or skipped. In addition, the illustrated
or discussed coupling or direct coupling or communication connection to each other may be
through some communication interfaces. Indirect coupling or communication connection

between the apparatuses or units may be electrical, mechanical or in other forms.
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[0224] The units described as separate components may or may not be physically
separated, and the components displayed as units may or may not be physical units, that is,
they may be located in one place, or they may be distributed to multiple networks units.
Some or all of the units can be selected according to actual needs to achieve the objective
of this optional implementation scheme.

[0225] In addition, each functional unit in each optional implementation of the present
disclosure may be integrated into one processing unit, or each unit may exist alone
physically, or two or more units may be integrated into one unit.

[0226] If the function is implemented in the form of a software functional unit and sold
or used as an independent product, it can be stored in a non-volatile computer readable
storage medium executable by a processor. Based on this understanding, the technical
solution of the present disclosure in essential or in the part that contributes to the prior art
or in part of the technical solution can be embodied in the form of a software product. The
computer software product is stored in a storage medium, including some machine-
executable instructions that are used to make an electronic device (which may be a personal
computer, a server, or a network device, etc.) execute all or part of the steps of the methods
described in each optional implementation of the present disclosure. The storage medium
includes: a U disk, a mobile hard disk, a Read-Only Memory (ROM), a Random Access
Memory (RAM), a magnetic disk or an optical disk and other medium that can store program
code.

[0227] Finally, it should be noted that the optional implementations described above are
only specific implementations of the present disclosure, and are used to illustrate the
technical solutions of the present disclosure, rather than limiting them. The protection scope
of the present disclosure is not limited thereto. Therefore, although the present disclosure
has been described in detail with reference to the foregoing optional implementations, those
of ordinary skilled in the art should understand that, within the technical scope disclosed in
the present disclosure, any person familiar with the technical field can still make changes or
conceivable modification to the technical solutions described in the foregoing optional
implementations, or make equivalent replacements to some technical features therein. Such
modifications, changes or replacements do not make the essence of the corresponding
technical solutions deviate from the spirit and scope of the technical solutions of the optional

implementations in the present disclosure, and all should be covered within the protection
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scope of the present disclosure. Therefore, the protection scope of the present disclosure

should be defined by the protection scope of the claims.
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CLAIMS
1. A living body detection method, comprising:
determining multiple target face images from an acquired to-be-detected video based
on similarities between multiple face images included in the to-be-detected video; and
determining a living body detection result for the to-be-detected video based on the

multiple target face images.

2. The living body detection method according to claim 1, wherein a similarity between

every adjacent two in the multiple target face images is lower than a first value.

3. The living body detection method according to claim 1 or 2, wherein extracting the
multiple target face images from the acquired to-be-detected video comprises:

determining a first target face image in the multiple target face images from the to-be-
detected video;

determining a second target face image from multiple consecutive face images of the
to-be-detected video based on the first target face image, wherein a similarity between the
second target face image and the first target face image satisfies a preset similarity

requirement.

4. The living body detection method according to claim 3, further comprising:
dividing the to-be-detected video into multiple segments, wherein each of the multiple
segments comprises a certain number of consecutive face images;
determining the first target face image in the multiple target face images from the to-
be-detected video comprises:
selecting the first target face image from a first segment of the multiple segments;
determining the second target face image from the multiple consecutive face images of
the to-be-detected video based on the first target face image comprises:
determining the second target face image from all the multiple segments based on

the first target face image.

5. The living body detection method according to claim 4, wherein determining the second

target face image from all the multiple segments comprises:
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comparing similarities of each face image in the first segment with respect to the first
target face image to determine a face image with a smallest similarity as the second target
face image for the first segment;
for each of other segments than the first segment in the multiple segments,
comparing similarities of each face image in the segment with respect to the second
target face image for a previous segment of the segment to determine a face image with a

smallest similarity as the second target face image for the segment.

6. The living body detection method according to any one of claims 1-5, wherein the
similarities between the multiple face images is obtained by:

selecting two face images from the multiple face images as a first face image and a
second face image;

based on respective pixel values of pixel points in the first face image and respective
pixel values of pixel points in the second face image, obtaining a differential face image
between the first face image and the second face image;

according to respective pixel values of pixel points in the differential face image,
obtaining a variance corresponding to the differential face image; and

taking the variance as a similarity between the first face image and the second face

image.

7. The living body detection method according to any one of claims 1-6, wherein
before extracting the multiple target face images from the acquired to-be-detected video,
the method further comprises:
acquiring key point information of each in the multiple face images included in the
to-be-detected video;
obtaining multiple aligned face images by performing alignment on the multiple
face images based on the key point information of each in the multiple face images; and
determining the multiple target face images from the acquired to-be-detected video
based on the similarities between the multiple face images included in the to-be-detected
video comprises:
determining the multiple target face images from the multiple aligned face images

based on the similarities between the multiple aligned face images.
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8. The living body detection method according to any one of claims 1-7, wherein
determining a living body detection result for the to-be-detected video based on the multiple
target face images comprises:

obtaining a first detection result based on a feature extraction result of each in the
multiple target face images, and/or a second detection result based on differential images
between every adjacent two in the multiple target face images;

determining a living body detection result for the to-be-detected video based on the first

detection result and/or the second detection result.

9. The living body detection method according to claim 8, wherein obtaining the first
detection result based on feature data of each in the multiple target face images comprises:

obtaining a first fusion feature data by performing feature fusion on respective feature
extraction results of the multiple target face images; and

obtaining the first detection result based on the first fusion feature data.

10. The living body detection method according to claim 9, wherein
the respective feature extraction results of the target face images comprises:
respective first intermediate feature data obtained by performing multiple stages of
first feature extraction on each of the target face images; and
obtaining the first fusion feature data by performing feature fusion on the respective
feature extraction results of the multiple target face images, comprises:
for each stage of first feature extraction, performing fusion on the respective first
intermediate feature data of the multiple target face images in this stage of first feature
extraction, so as to obtain intermediate fusion data for this stage of first feature extraction;
and
obtaining the first fusion feature data based on respective intermediate fusion data

for the multiple stages of first feature extraction.

11. The living body detection method according to claim 10, wherein performing fusion on
the respective first intermediate feature data of the multiple target face images in the stage
of first feature extraction, so as to obtain intermediate fusion data for this stage of first

feature extraction, comprises:
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obtaining a feature sequence for this stage of first feature extraction based on the
respective first intermediate feature data of the multiple target face images in this stage of
first feature extraction; and

inputting the feature sequence to a recurrent neural network for fusion, so as to obtain

the intermediate fusion data for this stage of first feature extraction.

12. The living body detection method according to claim 11, wherein
prior to obtaining a feature sequence for this stage of first feature extraction based on
the respective first intermediate feature data of the multiple target face images in this stage
of first feature extraction, the method further comprises:
performing global average pooling process on the respective first intermediate
feature data of the multiple target face images in this stage of first feature extraction, so as
to obtain respective second intermediate feature data of the multiple target face images in
this stage of first feature extraction; and
obtaining a feature sequence for this stage of first feature extraction based on the
respective first intermediate feature data of the multiple target face images in this stage of
first feature extraction comprises:
obtaining the feature sequence by arranging the respective second intermediate
feature data of the multiple target face images in this stage of first feature extraction

according to a time order of the multiple target face images.

13. The living body detection method according to any one of claims 10 to 12, wherein
obtaining the first fusion feature data based on the respective intermediate fusion data for
the multiple stages of first feature extraction, comprises:

obtaining the first fusion feature data by splicing the respective intermediate fusion data
for the multiple stages of first feature extraction and performing full connection on the

spliced intermediate fusion data.

14. The living body detection method according to any one of claims 8 to 13, wherein the
feature extraction result of each target face image is obtained by:

performing multiple stages of feature extraction on the target face image, so as to obtain
respective first initial feature data for each in the multiple stages of first feature extraction;

and
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for each stage of first feature extraction, performing fusion on the first initial feature
data for this stage of first feature extraction and the first initial feature data for at least one
stage of first feature extraction subsequent to this stage of first feature extraction, so as to
obtain the first intermediate feature data for this stage of first feature extraction, wherein the
feature extraction result of the target face image comprises the respective first intermediate

feature data for each in the multiple stages of first feature extraction.

15. The living body detection method according to claim 14, wherein performing fusion on
the first initial feature data for this stage of first feature extraction and the first initial feature
data for at least one stage of first feature extraction subsequent to this stage of first feature
extraction, so as to obtain the first intermediate feature data for this stage of first feature
extraction, comprises:

performing fusion on the first initial feature data for this stage of first feature extraction
and the first intermediate feature data for a stage of first feature extraction subsequent to
this stage of first feature extraction, so as to obtain the first intermediate feature data for this
stage of first feature extraction, wherein the first intermediate feature data for the subsequent
stage of first feature extraction is obtained based on the first initial feature data for the

subsequent stage of first feature extraction.

16. The living body detection method according to claim 15, wherein performing fusion on
the first initial feature data for this stage of first feature extraction and the first intermediate
feature data for a stage of first feature extraction subsequent to this stage of first feature
extraction, so as to obtain the first intermediate feature data for this stage of first feature
extraction comprises:

up-sampling the first intermediate feature data for a stage of first feature extraction
subsequent to this stage of first feature extraction, so as to obtain up-sampled data for this
stage of first feature extraction; and

fusing the up-sampled data and the first initial feature data for this stage of first feature
extraction, so as to obtain first intermediate feature data for this stage of first feature

extraction.
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17. The living body detection method according to any one of claims 8-16, wherein,
obtaining a second detection result based on differential images between every adjacent two
in the multiple target face images, comprises:

performing concatenating process on differential images between every adjacent two in
the multiple target face images to obtain a differential concatenated image; and

obtaining the second detection result based on the differential concatenated image.

18. The living body detection method according to claim 17, wherein obtaining the second
detection result based on the differential concatenated image comprises:

obtaining a feature extraction result of the differential concatenated image by
performing feature extraction on the differential concatenated image;

obtaining second fusion feature data by performing feature fusion on the feature
extraction result of the differential concatenated image; and

obtaining the second detection result based on the second fusion feature data.

19. The living body detection method according to claim 18, wherein obtaining a feature
extraction result of the differential concatenated image by performing feature extraction on
the differential concatenated image comprises:

performing multiple stages of second feature extraction on the differential concatenated
image, so as to obtain respective second initial feature data for each stage of second feature
extraction; and

obtaining the feature extraction result of the differential concatenated image based on

the respective second initial feature data for the multiple stages of second feature extraction.

20. The living body detection method according to claim 19, wherein, obtaining the feature
extraction result of the differential concatenated image based on the respective second initial
feature data for the multiple stages of second feature extraction, comprises:

for each stage of second feature extraction, performing fusion on the second initial
feature data for this stage of second feature extraction and the second initial feature data for
at least one stage of second feature extraction prior to this stage of second feature extraction,
so as to obtain third intermediate feature data for this stage of second feature extraction,

wherein the feature extraction result of the differential concatenated image includes the
respective third intermediate feature data for the multiple stages of second feature extraction.
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21. The living body detection method according to claim 20, wherein performing fusion on
the second initial feature data for this stage of second feature extraction and the second
initial feature data for at least one stage of second feature extraction prior to this stage of
second feature extraction, so as to obtain third intermediate feature data for this stage of
second feature extraction, comprises:

down-sampling the second initial feature data for a stage of second feature extraction
prior to this stage of second feature extraction, to obtain down-sampled data for this stage
of second feature extraction; and

performing fusion on the down-sampled data for this stage of second feature extraction
and the second initial feature data for this stage of second feature extraction, to obtain the

third intermediate feature data for this stage of second feature extraction.

22. The living body detection method according to claim 20 or 21, wherein
before obtaining the second fusion feature data by performing feature fusion on the
feature extraction result of the differential concatenated image, the method further
comprises:
performing global average pooling process on respective third intermediate feature
data of the differential concatenated image for each in the multiple stages of second feature
extraction, so as to obtain respective fourth intermediate feature data of the differential
concatenated image for the multiple stages of second feature extraction; and
obtaining the second fusion feature data by performing feature fusion on the feature
extraction result of the differential concatenated image comprises:
obtaining the second fusion feature data by performing feature fusion on the
respective fourth intermediate feature data of the differential concatenated image for the

multiple stages of second feature extraction.

23. The living body detection method according to claim 22, wherein obtaining the second
fusion feature data by performing feature fusion on the respective fourth intermediate
feature data of the differential concatenated image for the multiple stages of second feature

extraction comprises:
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obtaining the second fusion feature data by splicing the respective fourth intermediate
feature data for the multiple stages of second feature extraction and performing full

connection on the spliced fourth intermediate feature data.

24. The living body detection method according to any one of claims 8-23, wherein,
determining a living body detection result for the to-be-detected video based on the first
detection result and the second detection result comprises:

obtaining the living body detection result by calculating a weighted sum of the first

detection result and the second detection result.

25. A living body detection apparatus, comprising:

an acquisition unit configured to determine multiple target face images from an
acquired to-be-detected video based on similarities between multiple face images included
in the to-be-detected video; and

a detection unit configured to determine a living body detection result for the to-be-

detected video based on the multiple target face images.

26. The living body detection apparatus according to claim 25, wherein the detection unit
comprises: a first detection module and/or a second detection module, and a determining
module;

the first detection module is configured to obtain a first detection result based on a
feature extraction result of each in the multiple target face images;

the second detection module is configured to obtain a second detection result based on
differential images between every adjacent two in the multiple target face images; and

the determining module is configured to determine a living body detection result for the

to-be-detected video based on the first detection result and/or the second detection result.

27. An electronic device, comprising:
a processor, and
a memory storing machine-readable instructions executable by the processor,
wherein, when the machine-readable instructions are executed by the processor, the

processor performs the living body detection method according to any one of claims 1 to 24.
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28. A computer-readable storage medium having a computer program stored on thereon,
when the computer program is run by an electronic device, the computer program causes
the electronic device to perform the living body detection method according to any one of

claims 1 to 24.

29. A computer program product comprising machine-executable instructions, wherein,
when the machine-executable instructions are read and executed by an electronic device,
the instructions cause the electronic device to perform the living body detection method

according to any one of claims 1 to 24.
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