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CLAIMS 

 

What is claimed is: 

 

1. A computer-implemented method for retrieving data from a data source that is external to a 

blockchain network, the method comprising: 

receiving, by a relay system smart contract executing within the blockchain network and from 

a client within the blockchain network, a request for data from the data source; 

transmitting, by the relay system smart contract, the request to a relay system that is external 

to the blockchain network, the relay system comprising a multi-node cluster that comprises a plurality 

of relay system nodes; 

receiving, by the relay system smart contract, a result provided from a relay system node of 

the multi-node cluster, the result being digitally signed with a digital signature using a private key of 

the relay system node, the result including the requested data from the data source; 

verifying, by the relay system smart contract, that the relay system node is registered at the 

relay system smart contract; 

in response to verifying that the relay system node is registered at the relay system smart 

contract, verifying, by the relay system smart contract, an integrity of the result based on a public key 

of the relay system node and the digital signature;  

in response to verifying the integrity of the result, transmitting the result to the client; 

wherein a relay system controller periodically sends status queries to the plurality of relay 

system nodes in the multi-node cluster and receives status responses from the plurality of relay system 

nodes, the relay system controller recording a status of a relay system node in the multi-node cluster 

as available if receiving a status response from the relay system node within a predetermined time 

window, and the relay system controller recording the status of a relay system node of the relay 

system cluster as unavailable if not receiving a status response from the relay system node within the 

predetermined time window; and 

wherein the relay system smart contract transmits the request to the multi-node cluster 

through the relay system controller, the relay system controller selecting the relay system node in the 

multi-node cluster as having a status of available and forwards the request to the relay system node. 

 

2. The method of claim 1, wherein the relay system smart contract verifies the integrity of the result 

by comparing a first hash value to a second hash value, the first hash value being determined by 

decrypting the digital signature using the public key and the second hash value being calculated using 

the result and a hash function. 
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3. The method of claim 1, wherein the relay system node executes a trusted execution environment 

(TEE), and the private key and the public key of the relay system node are provisioned during an 

attestation process of the TEE. 

 

4. The method of claim 3, wherein the attestation process is performed by a relay system controller for 

each relay system node in the multi-node cluster, the relay system controller providing public keys of 

each relay system node to the relay system smart contract. 

 

5. The method of any preceding claim, wherein the data source comprises an Internet-based data 

source. 

 

6. The method of any preceding claim, wherein the client comprises a client smart contract. 

 

7. An apparatus for retrieving data from a data source that is external to a blockchain network, the 

apparatus comprising a plurality of modules for performing the method of any of claims 1 to 6. 

 

8. A system, comprising: 

one or more computers; and 

one or more computer-readable memories coupled to the one or more computers and having 

instructions stored thereon which are executable by the one or more computers to perform the method 

of any of claims 1 to 6. 

 


