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FILENAME
EXTENSION SOFTWARE. NANE PERMISSION TYPE
docx AA Words BASIC SOFTWARE
BB Writer PRIORITIZED
xlsx AA Sheets BASIC_SOFTWARE
BB Calo PRIORITIZED
- . CONTROL SOFTWARE
o AA - Paint PRIRITIZED

FIG 3
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PROCESS NAME

CC Word

*capture*

*print*

FIG 4
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API NAME

BitBlIt

*Clipboard*

*screenshot

FIG. 5
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IS PRIORITIZED?

BASIC SOFTWARE
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~5622
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\ SOFTWARE. PERMITTED?

Yes

~S612

DENIAL OF ACCESS
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0
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( SIRT )
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PASS PHRASE/MANIPULAT ION
RESTRICTION INFORMATION
REQUESTED
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RESTRICTION' INFORMATION RECEIVED? /

Yes
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ENCRYPTED FILE DECRYPTED DENIAL OF ACCESS
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DECRYPTED FILE OPENED
WITH VIEWER SOFTWARE
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RESTRICTION INFORMATION
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