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METHODS AND APPARATUSES FOR DISPLAYING AND 

RECOGNIZING TWO-DIMENSIONAL CODE 

TECHNICAL FIELD 

[0001] One or more implementations of the present specification relate to the field 

of computer technologies, and in particular, to methods and apparatuses for displaying 5 

and recognizing a two-dimensional code. 

BACKGROUND 

[0002] With the development of Internet technologies, two-dimensional codes are 

increasingly widely applied to people's lives. For example, people can initiate a 

payment collection, initiate a payment, take a bus, and take a subway by using 10 

two-dimensional codes displayed in end-user devices (for example, mobile phones or 

tablet computers). 

[0003] However, currently, there is a case in which a two-dimensional code of a 

user is copied and used. For example, the two-dimensional code of the user is stolen, 

and consequently a fund loss to the user is caused. Alternatively, the user actively 15 

shares the two-dimensional code of the user with another user, and consequently a 

fund loss to a service provider is caused. Therefore, a reasonable solution needs to be 

provided to avoid a fund loss to a user or a service provider that is caused by copying 

and using a two-dimensional code. 

SUMMARY 20 

[0004] One or more implementations of the present specification describe methods 

and apparatuses for displaying and recognizing a two-dimensional code, to prevent a 

two-dimensional code of a user from being copied and used by displaying and 

recognizing a dynamic two-dimensional code of the user. 

[0005] According to a first aspect, a method for displaying a two-dimensional code 25 

is provided, and includes: receiving an instruction for displaying a two-dimensional 

code from a user; obtaining multiple two-dimensional codes corresponding to the user; 

and sequentially displaying the multiple two-dimensional codes based on a 
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predetermined time interval, so that the multiple two-dimensional codes form a 

dynamic two-dimensional code on a display page, where a ratio of the predetermined 

time interval to a validity period of each of the multiple two-dimensional codes is less 

than a predetermined threshold. 

[0006] In an implementation, the obtaining multiple two-dimensional codes 5 

corresponding to the user includes: sending a first request to a server, where the first 

request is used to request the multiple two-dimensional codes; and receiving the 

multiple two-dimensional codes from the server. 

[0007] Further, the first request is further used to request the predetermined time 

interval. 10 

[0008] In an implementation, the obtaining multiple two-dimensional codes 

corresponding to the user includes: generating the multiple two-dimensional codes 

based on seed data pre-obtained from a server. 

[0009] In an implementation, the multiple two-dimensional codes include multiple 

groups of two-dimensional codes, and each of the multiple groups of two-dimensional 15 

codes includes a first quantity of two-dimensional codes, and the sequentially 

displaying the multiple two-dimensional codes based on a predetermined time interval 

includes: displaying the first quantity of two-dimensional codes in each group based 

on a first time interval, and displaying each group of two-dimensional codes based on 

a second time interval. 20 

[0010] According to a second aspect, a method for recognizing a two-dimensional 

code is provided, and includes: sequentially reading a predetermined quantity of 

two-dimensional codes from a dynamic two-dimensional code displayed on a display 

page, to obtain corresponding two-dimensional code data, where the dynamic 

two-dimensional code includes multiple two-dimensional codes sequentially 25 

displayed based on a predetermined time interval; and sending the two-dimensional 

code data to a server, so that the server verifies each of the predetermined quantity of 

two-dimensional codes. 

[0011] In an implementation, the sequentially reading a predetermined quantity of 

two-dimensional codes from a dynamic two-dimensional code displayed on a display 30 

page includes: continuously reading the dynamic two-dimensional code for at least 

predetermined duration until the predetermined quantity of two-dimensional codes are 

read. 

[0012] In an implementation, the sequentially reading a predetermined quantity of 
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two-dimensional codes from a dynamic two-dimensional code displayed on a display 

page includes: reading the dynamic two-dimensional code based on a predetermined 

third time interval until the predetermined quantity of two-dimensional codes are read. 

[0013] According to a third aspect, an apparatus for displaying a two-dimensional 

code is provided, and includes: a receiving unit, configured to receive an instruction 5 

for displaying a two-dimensional code from a user; an acquisition unit, configured to 

obtain multiple two-dimensional codes corresponding to the user; and a display unit, 

configured to sequentially display the multiple two-dimensional codes based on a 

predetermined time interval, so that the multiple two-dimensional codes form a 

dynamic two-dimensional code on a display page, where a ratio of the predetermined 10 

time interval to a validity period of each of the multiple two-dimensional codes is less 

than a predetermined threshold. 

[0014] According to a fourth aspect, an apparatus for recognizing a 

two-dimensional code is provided, and includes: a reading unit, configured to 

sequentially read a predetermined quantity of two-dimensional codes from a dynamic 15 

two-dimensional code displayed on a display page, to obtain corresponding 

two-dimensional code data, where the dynamic two-dimensional code includes 

multiple two-dimensional codes sequentially displayed based on a predetermined time 

interval; and a sending unit, configured to send the two-dimensional code data to a 

server, so that the server verifies each of the predetermined quantity of 20 

two-dimensional codes. 

[0015] According to a fifth aspect, a computer-readable storage medium is 

provided, where the computer-readable storage medium stores a computer program, 

and when the computer program is executed in a computer, the computer is enabled to 

perform the method in the first aspect or the second aspect. 25 

[0016] According to a sixth aspect, a computing device is provided, and includes a 

memory and a processor, where the memory stores executable code, and when the 

processor executes the executable code, the method in the first aspect or the second 

aspect is implemented. 

[0017] According to the methods and apparatuses for displaying and recognizing a 30 

two-dimensional code provided in the implementations of the present specification, 

when the instruction for displaying a two-dimensional code is received from the user, 

the multiple two-dimensional codes are obtained, and the multiple obtained 

two-dimensional codes are sequentially displayed based on the predetermined time 
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interval, so that the multiple two-dimensional codes form a dynamic two-dimensional 

code on the display page. In addition, the predetermined quantity of two-dimensional 

codes are sequentially read from the dynamic two-dimensional code display page, to 

obtain the corresponding two-dimensional code data, and then the two-dimensional 

code data is sent to the server, so that the server verifies each of the predetermined 5 

quantity of two-dimensional codes, and determines that verification on the 

two-dimensional code data succeeds only when verification on all of the 

predetermined quantity of two-dimensional codes succeeds. As such, the 

two-dimensional code displayed on the display page can be effectively prevented 

from being copied and used, and accuracy of recognition and verification results can 10 

be improved, to avoid a loss to the user and/or a service provider. 

BRIEF DESCRIPTION OF DRAWINGS 

[0018] To describe the technical solutions in the implementations of the present 

disclosure more clearly, the following briefly describes the accompanying drawings 

needed for describing the implementations. Clearly, the accompanying drawings in 15 

the following description show merely some implementations of the present 

disclosure, and a person of ordinary skill in the art can further derive other drawings 

from these accompanying drawings without creative efforts. 

[0019] FIG. 1 is a schematic diagram illustrating an implementation scenario of an 

implementation, according to the present specification; 20 

[0020] FIG. 2 is a flowchart illustrating a method for displaying a two-dimensional 

code, according to an implementation; 

[0021] FIG. 3 is a schematic diagram illustrating a display page of a 

two-dimensional code, according to an example; 

[0022] FIG. 4 is a flowchart illustrating a method for recognizing a 25 

two-dimensional code, according to an implementation; 

[0023] FIG. 5 is a schematic diagram illustrating an application process of a 

payment code, according to an example; 

[0024] FIG. 6 is a schematic block diagram illustrating an apparatus for displaying 

a two-dimensional code, according to an implementation; and 30 

[0025] FIG. 7 is a schematic block diagram illustrating an apparatus for 

recognizing a two-dimensional code, according to an implementation. 
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DESCRIPTION OF IMPLEMENTATIONS 

[0026] The following describes the solutions provided in the present specification 

with reference to the accompanying drawings. 

[0027] FIG. 1 is a schematic diagram illustrating an implementation scenario of an 

implementation, according to the present specification. As shown in the figure, a user 5 

can log in to a client (for example, ALIPAY) of the user by using an end-user device 

(for example, a smartphone or a tablet computer), to enter a display page of a 

two-dimensional code. Two-dimensional codes displayed on the display page can be 

obtained by the client of the user by requesting a server online, or can be generated by 

the client of the user offline. These two-dimensional codes all correspond to account 10 

information (for example, an ALIPAY account number) of the user in the client. A 

service provider system (for example, a merchant system) can scan, by using a 

two-dimensional code scanning device (for example, a POS machine or a scanner), a 

two-dimensional code displayed in the end-user device of the user, and upload 

scanned two-dimensional code data and information about a service provider to the 15 

server (for example, an ALIPAY server). The server can verify the two-dimensional 

code data received from the service provider system. When the verification succeeds, 

the server enters a subsequent procedure (for example, a payment procedure), and 

notifies the user and/or the service provider of a result related to the verification and 

subsequent procedure processing (for example, a verification success or a verification 20 

failure). 

[0028] In the scenario shown in FIG. 1, methods in the implementations of the 

present specification can be used to display and recognize a two-dimensional code. 

The methods are mainly based on observation and collected statistics: A validity 

period with specific duration is usually set for a two-dimensional code, for example, a 25 

payment code of a user. On a two-dimensional code display page, the 

two-dimensional code is updated and displayed based on the validity period (for 

example, 60s) of the two-dimensional code. This means that a longer display time of 

each two-dimensional code indicates that the two-dimensional code is more likely to 

be copied and used. For example, within a validity period of a two-dimensional code, 30 

a wrongdoer can steal the two-dimensional code displayed on a display page, for 

example, photographs the display page of the two-dimensional code, and uses the 

two-dimensional code, and consequently user identity information is illegally used or 



6 

 

an account fund loss is caused. Alternatively, a user can perform a screenshot 

operation, etc. on a display page of a two-dimensional code within a validity period of 

the two-dimensional code, to obtain a two-dimensional code picture, and actively 

shares the two-dimensional code picture with another user, so that the another user 

can use the two-dimensional code within the validity period of the two-dimensional 5 

code to enjoy a service provided by a service provider, etc, and consequently the 

service provider cannot collect correct user information or a fund loss to the service 

provider is caused. 

[0029] To prevent a two-dimensional code from being copied and used, in the 

methods in the implementations of the present specification, after an instruction for 10 

displaying a two-dimensional code is received from a user, multiple two-dimensional 

codes corresponding to the user are obtained, and then the multiple obtained 

two-dimensional codes are sequentially displayed based on a predetermined time 

interval, so that the multiple two-dimensional codes form a visually dynamic 

two-dimensional code on a display page. That is, it is perceived from the display page 15 

that the two-dimensional code continuously changes to display, and a pattern of each 

two-dimensional code cannot be clearly determined. Correspondingly, during 

recognition of a two-dimensional code, a predetermined quantity of two-dimensional 

codes instead of one two-dimensional code are sequentially read from the dynamic 

display page of the two-dimensional codes, to obtain corresponding two-dimensional 20 

code data. Then, the obtained two-dimensional code data is sent to a server for 

verification. Only when verification on all of the two-dimensional code data 

corresponding to the predetermined quantity of two-dimensional codes succeeds, it 

can be determined that verification on the two-dimensional code data succeeds. 

Otherwise, it is determined that verification on the two-dimensional code data fails. 25 

As such, when the user uses the two-dimensional code by using the display page of 

the two-dimensional code, the two-dimensional code displayed on the display page 

can be effectively prevented from being copied and used, to avoid a loss to the user 

and/or a service provider. The following describes a specific execution process of the 

method. 30 

[0030] FIG. 2 is a flowchart illustrating a method for displaying a two-dimensional 

code, according to an implementation. The method can be performed by a client for 

displaying a two-dimensional code of a user, a plug-in in a client, an end-user device 

in which a client is installed, etc. As shown in FIG. 2, the method includes the 
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following steps: Step 21: Receive an instruction for displaying a two-dimensional 

code from a user. Step 22: Obtain multiple two-dimensional codes corresponding to 

the user. Step 23: Sequentially display the multiple two-dimensional codes based on a 

predetermined time interval, so that the multiple two-dimensional codes form a 

dynamic two-dimensional code on a display page. The following describes an 5 

execution process of the steps with reference to a specific example. 

[0031] First, in step 21, the instruction for displaying a two-dimensional code is 

received from the user. 

[0032] In an implementation, the received instruction can be an instruction that is 

for entering the two-dimensional code display page and is entered by the user. 10 

[0033] In an implementation, the two-dimensional codes that need to be displayed 

can correspond to different types of information based on an actual application 

situation. In an example, the client can have a payment function, and the 

corresponding displayed two-dimensional code can be a payment code that includes 

user account information, for example, a payment code in ALIPAY. In another 15 

example, the client can have an identity information display function, and the 

corresponding displayed two-dimensional code can be an identity code that includes 

user identity information. 

[0034] Next, in step 22, the multiple two-dimensional codes corresponding to the 

user are obtained. 20 

[0035] Specifically, the multiple obtained two-dimensional codes all correspond to 

the requesting user. That is, each of the multiple two-dimensional codes corresponds 

to user information, for example, corresponds to an identifier (for example, an 

ALIPAY account number of the user) of the user in the client or a bound bank card 

account number. 25 

[0036] The process of obtaining the multiple two-dimensional codes can be as 

follows: The two-dimensional codes are obtained online from a server, or the client 

locally generates the two-dimensional codes. 

[0037] Correspondingly, in an implementation, the obtaining multiple 

two-dimensional codes corresponding to the user can include: sending a first request 30 

used to request the multiple two-dimensional codes to the server, and receiving the 

multiple two-dimensional codes from the server. In another implementation, the 

obtaining multiple two-dimensional codes can include: generating the multiple 

two-dimensional codes based on seed data pre-obtained from a server. More 
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specifically, in an example, the generating the multiple two-dimensional codes can 

include: generating the multiple two-dimensional codes by using a secure algorithm 

(for example, a hash algorithm) based on identification information of the user in the 

client, a current time, and the seed data. The pre-obtained seed data can include a 

token received from the server when the client is online. 5 

[0038] After the multiple two-dimensional codes are obtained, then, in step 23, the 

multiple two-dimensional codes are sequentially displayed based on the 

predetermined time interval, so that the multiple two-dimensional codes form a 

visually dynamic two-dimensional code on the display page. 

[0039] Specifically, the time interval can be predetermined based on an actual need, 10 

so that a dynamic two-dimensional code can be formed when the multiple 

two-dimensional codes are sequentially displayed on the display page based on the 

time interval. That is, it is perceived that the viewed two-dimensional code on the 

display page continuously changes. A ratio of the time interval to a validity period of 

each two-dimensional code is usually less than a predetermined threshold. For 15 

example, the predetermined threshold can be 0.0005 or 0.001. 

[0040] In an implementation, the time interval is set to an order of milliseconds, 

and is far shorter than the validity period (which is usually 60s) of the 

two-dimensional code. More specifically, in an example, with reference to a feature of 

a human visual system, for example, currently, it is generally considered that when 20 

pictures are continuously played at a frequency greater than 30 Hz (a corresponding 

time interval is 33 ms), a viewed image is perceived as continuously moving (that is, 

dynamically changing). In this case, the predetermined time interval can be set to 30 

ms (<33 ms). Further, the predetermined time interval can be set to a shorter period 

such as 20 ms, so that each two-dimensional code displayed on the display page 25 

cannot be clearly determined by naked eyes. Alternatively, in another example, to 

reduce resources consumed by the server and/or the client for generating the 

two-dimensional codes, the time interval is set to, for example, 100 ms. 

[0041] In an example, with reference to FIG. 3, the multiple two-dimensional codes 

are dynamically displayed. As shown in FIG. 3, assume that the predetermined time 30 

interval is 20 ms, and five two-dimensional codes are obtained in step 22. In this case, 

the five two-dimensional codes are sequentially displayed based on the time interval 

of 20 ms. Because 20 ms is a short time interval, in a continuous display process, the 

two-dimensional code on the display page is perceived as moving, each 
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two-dimensional code cannot be clearly determined, and the quantity of 

two-dimensional codes displayed on the display page cannot be determined. 

[0042] As such, the multiple obtained two-dimensional codes can be dynamically 

displayed. 

[0043] It is worthwhile to note that in an implementation, the predetermined time 5 

interval used in step 23 can be received from the server. For example, in step 22, the 

predetermined time interval is requested when the multiple two-dimensional codes are 

requested from the server. Correspondingly, the data returned by the server to the 

client can include the predetermined time interval. Alternatively, the predetermined 

time interval can be preconfigured and stored in a program of the client. 10 

Correspondingly, the time interval can be directly read when the two-dimensional 

code needs to be displayed. 

[0044] In addition, the predetermined time interval for displaying the 

two-dimensional codes and the validity period of the two-dimensional code are two 

different parameters, and the time interval (in an order of milliseconds, for example, 15 

30 ms) for displaying the two-dimensional codes is far shorter than the validity period 

(on the order of seconds or minutes, for example, 60s) of each of the multiple 

two-dimensional codes. This is different from a display method in a conventional 

technology. In the conventional technology, only when a display time of a 

two-dimensional code reaches a validity period of the two-dimensional code, a new 20 

two-dimensional code is generated and displayed. Therefore, a time interval for 

displaying the two-dimensional code is consistent with the validity period of the 

two-dimensional code. In the previous implementation, the multiple two-dimensional 

codes are displayed at a very short time interval (which is far shorter than the validity 

period), to form a visually dynamic two-dimensional code, thereby preventing the 25 

two-dimensional codes from being easily copied. 

[0045] In an implementation, the multiple two-dimensional codes are sequentially 

generated (generated by the server or offline by the client) at a relatively high 

frequency (or a relatively short time interval), and are displayed based on the 

predetermined time interval. It can be understood that the time interval for generating 30 

the multiple two-dimensional codes needs to be shorter than or equal to the 

predetermined time interval for displaying the two-dimensional codes. In addition, 

both of the two time intervals are far shorter than the validity period of the 

two-dimensional code. 
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[0046] In another implementation, the multiple two-dimensional codes are obtained 

on a basis of group. That is, the multiple two-dimensional codes include multiple 

groups of two-dimensional codes, and each group includes a predetermined quantity 

N of two-dimensional codes. For example, in response to the request of the client, the 

server generates a group of N (for example, 10) two-dimensional codes at a time, and 5 

returns the group of N two-dimensional codes to the client, or the client generates a 

group of N two-dimensional codes at a time based on the pre-obtained seed data. Then, 

the group of two-dimensional codes are displayed based on the predetermined time 

interval. A next group of N two-dimensional codes are obtained before display the 

group of two-dimensional codes ends, and the next group of N two-dimensional codes 10 

are displayed after the group of two-dimensional codes are displayed. 

[0047] In an implementation, the N two-dimensional codes in each group and two 

consecutive groups are displayed based on the same predetermined time interval. As 

such, the multiple consecutive groups of two-dimensional codes are continuously 

displayed at a constant rate, and a user cannot distinguish between an end of a group 15 

and a start of another group. In another implementation, the N two-dimensional codes 

in each group are displayed at a first time interval, and two consecutive groups are 

displayed at a second time interval. The first time interval is close to the second time 

interval. For example, the first time interval can be 20 ms, and the second time 

interval can be 25 ms. When both the first time interval and the second time interval 20 

are relatively small, and there is a small difference (for example, which is less than a 

predetermined ratio) between the first time interval and the second time interval, it is 

still difficult for a user to distinguish between groups by using a naked eye. However, 

when there is a relatively long second time interval, more time headroom can be 

reserved for reading and preparing a next group of two-dimensional codes. 25 

[0048] In the previous implementations, when the instruction for displaying a 

two-dimensional code is received from the user, the multiple two-dimensional codes 

are obtained, and the multiple obtained two-dimensional codes are sequentially 

displayed based on the predetermined time interval, so that the multiple 

two-dimensional codes form a dynamic two-dimensional code on the display page. As 30 

such, the two-dimensional code displayed on the display page can be effectively 

prevented from being copied and used, to avoid a loss to the user and/or a service 

provider. 

[0049] The method for displaying a two-dimensional code in the implementations 
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of the present specification is described above with reference to FIG. 2 and FIG. 3. A 

method for recognizing a two-dimensional code displayed according to the previous 

method is described below. 

[0050] FIG. 4 is a flowchart illustrating a method for recognizing a 

two-dimensional code, according to an implementation. The method can be performed 5 

by a service provider system, etc. for performing scanning recognition on a 

two-dimensional code, including a scanner, a gate, etc. As shown in FIG. 4, the 

method includes the following steps: Step 41: Sequentially read a predetermined 

quantity of two-dimensional codes from a dynamic two-dimensional code displayed 

on a display page, to obtain corresponding two-dimensional code data, where the 10 

dynamic two-dimensional code includes multiple two-dimensional codes sequentially 

displayed based on a predetermined time interval. Step 42: Send the two-dimensional 

code data to a server, so that the server verifies each of the predetermined quantity of 

two-dimensional codes. 

[0051] First, in step 41, the predetermined quantity of two-dimensional codes are 15 

sequentially read from the dynamic two-dimensional code displayed on the display 

page, to obtain the corresponding two-dimensional code data, where the dynamic 

two-dimensional code includes the multiple two-dimensional codes sequentially 

displayed based on the predetermined time interval. 

[0052] In an implementation, in step 41, the dynamic two-dimensional code is 20 

continuously read for at least predetermined duration until the predetermined quantity 

of two-dimensional codes are read. The predetermined duration can be set based on 

the time interval for displaying the two-dimensional codes. For example, the time 

interval for displaying the two-dimensional codes is 30 ms, and the predetermined 

quantity of two-dimensional codes is 5. In this case, the predetermined duration can 25 

be set to at least 150 ms. 

[0053] In another implementation, in step 41, the dynamic two-dimensional code is 

read based on a specific time interval (which is referred to as a third time interval here) 

until the predetermined quantity of two-dimensional codes are read. The third time 

interval can be determined based on a time interval for displaying the dynamic 30 

two-dimensional code. For example, the third time interval can be equal to the time 

interval for displaying the two-dimensional codes, namely, the predetermined time 

interval. In another example, the third time interval can be different from the time 

interval for displaying the two-dimensional codes. For example, the time interval for 
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display is 20 ms, and the time interval for reading is 40 ms. That is, one 

two-dimensional code is read each time two two-dimensional codes are displayed. 

When the dynamic two-dimensional code is generated on a basis of group, and 

multiple groups of two-dimensional codes are not displayed at a constant rate (for 

example, the predetermined time interval in the previous implementation includes the 5 

first time interval and the second time interval), the third time interval can be more 

flexibly set based on the time interval for display. 

[0054] In an implementation, the predetermined duration for reading the 

two-dimensional code and/or the third time interval can be pre-obtained from the 

server. In another implementation, the predetermined duration and/or the third time 10 

interval can be preconfigured in the service provider system. 

[0055] In an implementation, the predetermined quantity of read two-dimensional 

codes can be pre-obtained from the server. Alternatively, the predetermined quantity 

can be written in a related interface program of the service provider system in advance, 

and the predetermined quantity can be directly invoked when the two-dimensional 15 

code is read. In addition, the predetermined quantity can be set based on a code 

scanning time that can be accepted by a user and the predetermined time interval for 

displaying the two-dimensional codes. For example, it is expected that display 

duration of the two-dimensional codes can be controlled to be within 1s. Assume that 

the predetermined time interval is 20 ms. Therefore, the predetermined quantity can 20 

be set to 10, and in this case, 200 ms<1s. As such, the code scanning time can be 

controlled to be within a range that can be accepted by the user, and the quantity of 

multiple two-dimensional codes displayed on the dynamic display page can be 

controlled to be not less than the predetermined quantity, so that the predetermined 

quantity of two-dimensional codes can be read. Further, the predetermined quantity 25 

can be subsequently adjusted based on related feedback data, for example, the 

quantity of complaint events that occur because a two-dimensional code of the user is 

stolen or an operation amount at which the server verifies the predetermined quantity 

of two-dimensional codes. 

[0056] In an implementation, the obtained corresponding two-dimensional code 30 

data includes data corresponding to each of the predetermined quantity of read 

two-dimensional codes. In an implementation, the two-dimensional code data can 

include each digital sequence corresponding to each two-dimensional code, and each 

digital sequence can include corresponding user information, token information, a 
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timestamp of the two-dimensional code, etc. 

[0057] Next, in step 42, the two-dimensional code data is sent to the server, so that 

the server verifies each of the predetermined quantity of two-dimensional codes. 

[0058] It is worthwhile to note that the server can verify each of the predetermined 

quantity of two-dimensional codes based on the received two-dimensional code data. 5 

Only when verification on each two-dimensional code succeeds, in other words, 

verification on all of the predetermined quantity of two-dimensional codes succeeds, 

the server determines that verification on the two-dimensional code data succeeds. 

Otherwise, the server determines that verification on the two-dimensional code data 

fails. In an implementation, verification on each two-dimensional code includes 10 

verification on a validity period of the two-dimensional code. 

[0059] It can be seen from the previous description that in the method for 

recognizing a two-dimensional code provided in the present implementation of the 

present specification, the predetermined quantity of two-dimensional codes are first 

sequentially read from the dynamic two-dimensional code display page, to obtain the 15 

corresponding two-dimensional code data, and then the two-dimensional code data is 

sent to the server, so that the server verifies each of the predetermined quantity of 

two-dimensional codes, and determines that verification on the two-dimensional code 

data succeeds only when verification on all of the predetermined quantity of 

two-dimensional codes succeeds. As such, accuracy of recognition and verification 20 

results can be improved, to avoid a loss to a user and/or a service provider. 

[0060] The method for generating a two-dimensional code, the method for 

displaying a two-dimensional code, the method for recognizing a two-dimensional 

code, and the method for verifying a two-dimensional code are described above. The 

methods provided in the implementations of the present specification are further 25 

described below with reference to an application scenario in FIG. 5. The application 

scenario is a specific example in which a payment is made to a brick and mortar 

merchant by using a two-dimensional code. Certainly, the methods provided in the 

implementations of the present specification can be applied to a scenario of ''enjoy 

now, pay later'', an identity authentication scenario, etc. The example shown in FIG. 5 30 

constitutes no limitation on application scenarios of the implementations of the 

present specification. 

[0061] It is worthwhile to note that a server for generating a two-dimensional code 

and a server for verifying two-dimensional code data in a server can be an integrated 
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server, or can be different servers. The latter case is used as an example in FIG. 5. The 

server is an ALIPAY system, a first server is configured to generate a 

two-dimensional code, and a second server is configured to interact with a merchant 

to perform data verification and make an order payment. In addition, an ALIPAY 

client of a user in FIG. 5 is in an online state. As shown in FIG. 5, the method can 5 

include the following steps. 

[0062] Step S510: A merchant operator places an order to a merchant cashier 

system. 

[0063] Step S511: The merchant cashier system generates an order, where the order 

includes a collection amount. 10 

[0064] Step S512: The ALIPAY client receives an instruction for displaying a 

payment code from a user. 

[0065] Step S513: The ALIPAY client sends a first request to the first server, 

where the first request is used to request multiple payment codes. 

[0066] Step S514: The ALIPAY client receives the multiple payment codes from 15 

the first server. 

[0067] Step S515: The ALIPAY client displays a dynamic payment code display 

page, and sequentially displays the multiple payment codes on the dynamic display 

page based on a predetermined time interval. 

[0068] Step S516: The merchant cashier system sequentially reads a predetermined 20 

quantity of payment codes from the dynamic payment code display page, to obtain 

corresponding payment code data. 

[0069] Step S517: The merchant cashier system sends a payment request to the 

second server, where the payment request includes the collection amount and the 

obtained payment code data. 25 

[0070] Step S518: The second server sends the payment code data to the first server 

to request verification. 

[0071] Step S519: The first server can verify each of the predetermined quantity of 

payment codes based on the received payment code data. 

[0072] Specifically, the first server can compare the received payment code data 30 

with two-dimensional code data generated by the first server for the user, to verify 

accuracy of the two-dimensional codes. The first server can verify a validity period of 

the two-dimensional code. The first server determines that the verification succeeds 

only when verification on each payment code succeeds, in other words, verification 



15 

 

on all of the predetermined quantity of payment codes succeeds. 

[0073] Step S520: The first server returns a verification success notification to the 

second server. 

[0074] Step S521: The second server deducts a corresponding amount from an 

account of the user based on the collection amount in the payment request, to transfer 5 

the corresponding amount to an account of the merchant. 

[0075] Step S522: The second server sends a collection success notification to the 

merchant cashier system. 

[0076] Step S523: The second server sends a payment success notification to the 

ALIPAY client. 10 

[0077] As such, the process of making a payment to the merchant by the user by 

using the payment code is completed. 

[0078] It can be understood from the previous description that when receiving the 

instruction for displaying a payment code from the user, the ALIPAY client obtains 

the multiple payment codes from the ALIPAY server, and sequentially displays the 15 

multiple obtained payment codes based on the predetermined time interval, so that the 

multiple payment codes form a dynamic payment code on the display page. In 

addition, the merchant cashier system sequentially reads the predetermined quantity of 

payment codes from the dynamic payment code display page, to obtain the 

corresponding payment data, and then sends the payment code data to the ALIPAY 20 

server, so that the server verifies each of the predetermined quantity of payment codes, 

and determines that verification on the payment code data succeeds only when 

verification on all of the predetermined quantity of payment codes succeeds. As such, 

the payment code displayed on the display page can be effectively prevented from 

being copied and used, and accuracy of recognition and verification results can be 25 

improved, to avoid a loss to the user. 

[0079] In an implementation of another aspect, an apparatus for displaying a 

two-dimensional code is further provided. FIG. 6 is a schematic block diagram 

illustrating an apparatus for displaying a two-dimensional code, according to an 

implementation. As shown in FIG. 6, the display apparatus 600 includes: a receiving 30 

unit 610, configured to receive an instruction for displaying a two-dimensional code 

from a user; an acquisition unit 620, configured to obtain multiple two-dimensional 

codes corresponding to the user; and a display unit 630, configured to sequentially 

display the multiple two-dimensional codes based on a predetermined time interval, 
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so that the multiple two-dimensional codes form a dynamic two-dimensional code on 

a display page, where a ratio of the predetermined time interval to a validity period of 

each of the multiple two-dimensional codes is less than a predetermined threshold. 

[0080] In an implementation, the acquisition unit 620 is specifically configured to 

send a first request to a server, where the first request is used to request the multiple 5 

two-dimensional codes; and receive the multiple two-dimensional codes from the 

server. 

[0081] Further, the first request sent by the acquisition unit 620 is further used to 

request the predetermined time interval. 

[0082] In an implementation, the acquisition unit 620 is specifically configured to 10 

generate the multiple two-dimensional codes based on seed data pre-obtained from a 

server. 

[0083] In an implementation, the multiple two-dimensional codes obtained by the 

acquisition unit 620 include multiple groups of two-dimensional codes, and each of 

the multiple groups of two-dimensional codes includes a first quantity of 15 

two-dimensional codes; and the display unit 630 is specifically configured to display 

the first quantity of two-dimensional codes in each group based on a first time interval, 

and display each group of two-dimensional codes based on a second time interval. 

[0084] According to the display apparatus 600, the receiving unit 610 receives the 

instruction for displaying a two-dimensional code from the user, the acquisition unit 20 

620 obtains the multiple two-dimensional codes, and the display unit 630 sequentially 

displays the multiple obtained two-dimensional codes based on the predetermined 

time interval, so that the multiple two-dimensional codes form a dynamic 

two-dimensional code on the display page. As such, the two-dimensional code 

displayed on the display page can be effectively prevented from being copied and 25 

used, to avoid a loss to the user and/or a service provider. 

[0085] In an implementation of another aspect, an apparatus for recognizing a 

two-dimensional code is further provided. FIG. 7 is a schematic block diagram 

illustrating an apparatus for recognizing a two-dimensional code, according to an 

implementation. As shown in FIG. 7, the recognition apparatus 700 includes: a 30 

reading unit 710, configured to sequentially read a predetermined quantity of 

two-dimensional codes from a dynamic two-dimensional code displayed on a display 

page, to obtain corresponding two-dimensional code data, where the dynamic 

two-dimensional code includes multiple two-dimensional codes sequentially 
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displayed based on a predetermined time interval; and a sending unit 720, configured 

to send the two-dimensional code data to a server, so that the server verifies each of 

the predetermined quantity of two-dimensional codes. 

[0086] In an implementation, the reading unit 710 is specifically configured to 

continuously read the dynamic two-dimensional code for at least predetermined 5 

duration until the predetermined quantity of two-dimensional codes are read. 

[0087] In another implementation, the reading unit 710 is specifically configured to 

read the dynamic two-dimensional code based on a predetermined third time interval 

until the predetermined quantity of two-dimensional codes are read. 

[0088] According to the recognition apparatus 700, the reading unit 710 10 

sequentially reads the predetermined quantity of two-dimensional codes from the 

dynamic two-dimensional code display page, to obtain the corresponding 

two-dimensional code data, and then the sending unit 720 sends the two-dimensional 

code data to the server, so that the server verifies each of the predetermined quantity 

of two-dimensional codes, and determines that verification on the two-dimensional 15 

code data succeeds only when verification on all of the predetermined quantity of 

two-dimensional codes succeeds. As such, accuracy of recognition and verification 

results can be improved, to avoid a loss to a user and/or a service provider. 

[0089] In an implementation of still another aspect, a computer-readable storage 

medium is provided. The computer-readable storage medium stores a computer 20 

program, and when the computer program is executed in a computer, the computer is 

enabled to perform the method described with reference to FIG. 2 or FIG. 4. 

[0090] In an implementation of still another aspect, a computing device is further 

provided, and includes a memory and a processor. The memory stores executable 

code, and when the processor executes the executable code, the method described 25 

with reference to FIG. 2 or FIG. 4 is implemented. 

[0091] A person skilled in the art should be aware that in the previous one or more 

examples, functions described in the present disclosure can be implemented by 

hardware, software, firmware, or any combination thereof. When the functions are 

implemented by software, the functions can be stored in a computer-readable medium 30 

or transmitted as one or more instructions or code in a computer readable medium. 

[0092] The objectives, technical solutions, and beneficial effects of the present 

disclosure are further described in detail in the previously described specific 

implementations. It should be understood that the previous descriptions are merely 
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specific implementations of the present disclosure, and are not intended to limit the 

protection scope of the present disclosure. Any modification, equivalent replacement, 

or improvement made based on the technical solutions of the present disclosure shall 

fall within the protection scope of the present disclosure. 

  5 
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CLAIMS 

What is claimed is: 

1. A method for displaying a two-dimensional code, comprising: 

receiving an instruction for displaying a two-dimensional code from a user; 

obtaining multiple two-dimensional codes corresponding to the user; and 5 

sequentially displaying the multiple two-dimensional codes based on a 

predetermined time interval, so that the multiple two-dimensional codes form a 

dynamic two-dimensional code on a display page, wherein a ratio of the 

predetermined time interval to a validity period of each of the multiple 

two-dimensional codes is less than a predetermined threshold. 10 

2. The method according to claim 1, wherein the obtaining multiple 

two-dimensional codes corresponding to the user comprises: 

sending a first request to a server, wherein the first request is used to request 

the multiple two-dimensional codes; and 

receiving the multiple two-dimensional codes from the server. 15 

3. The method according to claim 2, wherein the first request is further used to 

request the predetermined time interval. 

4. The method according to claim 1, wherein the obtaining multiple 

two-dimensional codes corresponding to the user comprises: 

generating the multiple two-dimensional codes based on seed data 20 

pre-obtained from a server. 

5. The method according to any one of claims 1 to 4, wherein the multiple 

two-dimensional codes comprise multiple groups of two-dimensional codes, and each 

of the multiple groups of two-dimensional codes comprises a first quantity of 

two-dimensional codes; and 25 

the sequentially displaying the multiple two-dimensional codes based on a 

predetermined time interval comprises: displaying the first quantity of 

two-dimensional codes in each group based on a first time interval, and displaying 

each group of two-dimensional codes based on a second time interval. 

6. A method for recognizing a two-dimensional code, comprising: 30 

sequentially reading a predetermined quantity of two-dimensional codes from a 

dynamic two-dimensional code displayed on a display page, to obtain corresponding 

two-dimensional code data, wherein the dynamic two-dimensional code comprises 
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multiple two-dimensional codes sequentially displayed based on a predetermined time 

interval; and 

sending the two-dimensional code data to a server, so that the server verifies 

each of the predetermined quantity of two-dimensional codes. 

7. The method according to claim 6, wherein the sequentially reading a 5 

predetermined quantity of two-dimensional codes from a dynamic two-dimensional 

code displayed on a display page comprises: 

continuously reading the dynamic two-dimensional code for at least 

predetermined duration until the predetermined quantity of two-dimensional codes are 

read. 10 

8. The method according to claim 6, wherein the sequentially reading a 

predetermined quantity of two-dimensional codes from a dynamic two-dimensional 

code displayed on a display page comprises: 

reading the dynamic two-dimensional code based on a predetermined third 

time interval until the predetermined quantity of two-dimensional codes are read. 15 

9. An apparatus for displaying a two-dimensional code, comprising: 

a receiving unit, configured to receive an instruction for displaying a 

two-dimensional code from a user; 

an acquisition unit, configured to obtain multiple two-dimensional codes 

corresponding to the user; and 20 

a display unit, configured to sequentially display the multiple two-dimensional 

codes based on a predetermined time interval, so that the multiple two-dimensional 

codes form a dynamic two-dimensional code on a display page, wherein a ratio of the 

predetermined time interval to a validity period of each of the multiple 

two-dimensional codes is less than a predetermined threshold. 25 

10. The apparatus according to claim 9, wherein the acquisition unit is 

specifically configured to: 

send a first request to a server, wherein the first request is used to request the 

multiple two-dimensional codes; and 

receive the multiple two-dimensional codes from the server. 30 

11. The apparatus according to claim 10, wherein the first request sent by the 

acquisition unit is further used to request the predetermined time interval. 

12. The apparatus according to claim 9, wherein the acquisition unit is 

specifically configured to: 
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generate the multiple two-dimensional codes based on seed data pre-obtained 

from a server. 

13. The apparatus according to any one of claims 9 to 12, wherein the multiple 

two-dimensional codes obtained by the acquisition unit comprise multiple groups of 

two-dimensional codes, and each of the multiple groups of two-dimensional codes 5 

comprises a first quantity of two-dimensional codes; and 

the display unit is specifically configured to display the first quantity of 

two-dimensional codes in each group based on a first time interval, and display each 

group of two-dimensional codes based on a second time interval. 

14. An apparatus for recognizing a two-dimensional code, comprising: 10 

a reading unit, configured to sequentially read a predetermined quantity of 

two-dimensional codes from a dynamic two-dimensional code displayed on a display 

page, to obtain corresponding two-dimensional code data, wherein the dynamic 

two-dimensional code comprises multiple two-dimensional codes sequentially 

displayed based on a predetermined time interval; and 15 

a sending unit, configured to send the two-dimensional code data to a server, so 

that the server verifies each of the predetermined quantity of two-dimensional codes. 

15. The apparatus according to claim 14, wherein the reading unit is specifically 

configured to: 

continuously read the dynamic two-dimensional code for at least predetermined 20 

duration until the predetermined quantity of two-dimensional codes are read. 

16. The apparatus according to claim 14, wherein the reading unit is specifically 

configured to: 

read the dynamic two-dimensional code based on a predetermined third time 

interval until the predetermined quantity of two-dimensional codes are read. 25 

17. A computer-readable storage medium, wherein the computer-readable 

storage medium stores a computer program, and when the computer program is 

executed in a computer, the computer is enabled to perform the method according to 

any one of claims 1 to 8. 

18. A computing device, comprising a memory and a processor, wherein the 30 

memory stores executable code, and when the processor executes the executable code, 

the method according to any one of claims 1 to 8 is implemented. 

  


