
 
 
 
 
 
 
 
  

receiving document image data and background image 
data of a single image of the official document 

applying a second trained residual neural network to 
extract local features of the official document from only 
the document image data and to calculate at least one 
third score indicating abnormality of the official 
document 

applying a first trained residual neural network to 
extract global features of the official document from 
both the document image data and the background 
image data and to calculate a first score indicating 
normality of the official document and at least one 
second score indicating abnormality of the official 
document 
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determining whether the official document is authentic 
based on a comparison of the first score with the at 
least one second score and at least one third score 

Figure 1 
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Receiving ID card image 
taken from single angle 

Normal ID: score1 
Screenshot ID: score2 
Photocopy ID: score3 

Score = max(score1, max(score2, score3, score4, score5)) 
If Score = score1: normal ID card 
Else: abnormal ID card 

ID card background 
removal and 
alignment 

 

ID card corner 
detection 

 

Global Neural 
Network Classifier 

Local Neural 
Network Classifier 

Tampered ID: score4 
Occluded ID: score5 
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Figure 3
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