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receiving data generated or captured from one or more
data sources

|

analyzing the received data to extract and process
metadata of the received data

'

identifying a search space comprising at least one
sensitive attribute from the processed metadata based on
a pre-defined knowledge base

'

generating an adversary model by partitioning the search ~ 208
space into buckets corresponding to each sensitive
attribute

'

204

206

A

computing bucket count for each of the sets of buckets /— 210
and creating bucket combinations of the buckets from
the sets of buckets
i 212

replacing privacy data associated with each of the at /‘
least one sensitive attribute with a masking bucket from
the buckets

'

computing an entity count for each of the bucket 214
combinations based on the masking bucket assigned to /—
the privacy data

¢ 216
computing an anonymity index based on the computed /_
entity count and a pre-defined privacy threshold

v
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l 218
sanitizing the privacy data based on the computed

anonymity index to generate output data

y

computing a utility index based on mid-point of the
bucket combination and the privacy data

'

computing attribute variations based on the number of
variations between the buckets and the balanced buckets

220

222

y

224

continually learning and updating the adversary model
based on the received data

226

providing recommendations to data sellers based on the
received data

'

evaluating the output data to match requirements of the
one or more data buyers

y

determining a release plan based on the
recommendations by the decision helper module

'

generating evaluation reports and alerts based on the
output data

'

generating events associated with the output data

228

230

232

232
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