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METHOD AND APPARATUS FOR CONTROLLING DATA

ACCESS RIGHT

ABSTRACT

A method and an apparatus for controlling a data access right are disclosed. The

method includes: receiving, by a first proxy node, a first request message from a request5

node, where the first request message includes an identity of the request node and an

identifier of to-be-accessed data; determining a first encrypted ciphertext on a

blockchain network based on the identifier of the to-be-accessed data, and determining,

based on the identity of the request node, whether the request node has a right to read

the first encrypted ciphertext; and if yes, initiating a right verification request for the10

request node to at least one second proxy node, and determining, based on a feedback

result of the at least one second proxy node, provisioning of the first encrypted

ciphertext. In this method, a proxy node is added to the blockchain network, so that a

data source can freely grant or revoke the right of the request node without modifying

a ciphertext, thereby ensuring information security in the network.15
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