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"Method for exchanging controls through a USB disc and relative devices which allow the

implementation thereof™”

Description

Field of the invention

The present invention generally refers to the use of the digitised signature for the
instantaneous identification of a person as regards the commercial bank transactions, more in
particular it regards the method of interaction between the hardware peripheral designated for
the detection of the client's signature and the computer, when the inter-work between the
latter occurs from a remote station, on a local network or intranet or even through the

Internet.

State of the art

In the field of information technology, there are peripheral devices for computers which
utilise an interface of the HID (Human Interface Device) type. Mouses are an example of
these devices: they are used for transmitting the position of the mouse to computer with high
periodicity, with the aim of allowing the user to quickly move the pointer on the screen for
quick interaction with the operating system and the programmes.

The HID interface is usually provided as a communication protocol through a USB
(Universal Serial Bus) port. One of the advantages of the HID interface lies in the fact that,
given the high number of devices that utilise it, it is natively supported by all operating
systems and thus it is not necessary to install any drivers to utilise a device based thereon.
Not only the mouses utilise the HID interface: often, other devices obtained based thereon
are graphic tablets used for drawing by hand and for the handwritten signature. Such devices
transmit, in rapid repetition, the position of the pen on the drawing or signature surface,
alongside accessory data, such as for example the pressure exerted by the hand on the pen

and the instant of detection of each point, required for the detection of the speed and
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instantaneous pressure (graphometric data). The acquired signature, if complete with the
graphometric data, is used as valid substitute of the handwritten signature, thus obtaining
greater legal validity with respect to the signature on paper.

In some cases, transmission through USB/HID is also used for transmitting amounts of data
greater than that regarding the position, speed and pressure and not only for transmission
from a peripheral to a computer but also from a computer to a peripheral. For example, the
graphometric signature tablet model DDD-F-11A created by PRB S.r.l. (Italian patent
application in progress: RM2011A000370 and RM2011A000652) uses the same protocol for
transmitting the images and text to be displayed on the screen before the signature from the
PC to the table; the data usually displayed includes: the graphic logo of the organisation
which uses the tablet (for example, the bank using it at the counter); the name and surname
of the signing party; the date and time; the contents of the clause about to be signed (for
example, the type and the bank transfer amount). The data, especially graphic data, have
dimensions larger than those that can be accommodated in a normal HID packet: in this case,
they can be divided into many small packets which, through a suitable protocol of higher
level than HID, are re-incorporated from the reception side thereof.

A first problem of the method described above — widely used — lies in the fact that even if it
comfortably overcomes the problem of establishing a USB communication simply and
without developing, distributing, installing and using a special device driver for each
operating system, it still reveals a problem in case of virtual environments described
hereinafter.

The current computer technique provides innovative instruments, such as the remote
computer emulation. This technique allows replacing a "physical" personal computer with a
"virtual" one which lies in a remote server computer and connected in TCP/IP protocol
through a network (Internet, Intranet, local network). The "physical” computer with which
the operator interacts is replaced by a "stupid" terminal, without processing resources or

provided with few basic resources (video, keyboard and mouse), which repeats the screen of
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the "virtual" remote computer and sends the types of the keyboard and the position of the
mouse thereto.

When required to manage a local physical device, such as a signature tablet, the
virtualization technique uses a local USB port which is however also "stupid": the data
transmitted and received on the USB port are simply sent to the "virtual" machine in which
the driver and the software which manage the communication lie.

For the quickest transmission possible, the display system must house a short HID packet for
every larger TCP packet, thus the transmission is continuous but slow; an efficient
transmission requires housing several HID packets for every TCP packet, hence the
transmission is discontinuous.

The problem (solved with the method described hereinafter) arises when the "stupid" and the
"virtual" terminal are connected to each other through a slow network, which can be the
Internet or also a local network with high traffic. In this case, even the virtualised USB
transmission reveals problems related to slowing down or even loss of data.

The slowing down, in case of a mouse, are felt because the cursor on the screen does not
move smoothly but moves "jerking": though disturbing, this effect has no negative effects
that can instead be observed when the USB-HID device is a signature tablet.

In order for the signature to be used validly as a graphological evidence, it is indispensable
that it be complete, that each digitised point be complete with speed and pressure and,
fundamental factor, that the "acquisition rate" be absolutely constant, so as to allow an exact
calculation of speed and acceleration. This "rate" shall not be lesser than 200 points/second
and in the best models it is even greater: in the previously mentioned model on behalf of
PRB, it is equivalent to 400 points/second. If the slowing down, even temporary, of the USB-
HID connection produces "jerks" or "gaps" in the acquisition, the effects are the deformation
of the acquired signature, the lack of some sections and, ultimately, the unacceptability of the
signature as graphological evidence.

Another problem arises when the HID communication is used for transmitting images from

the computer to the signature tablet: given the need of dividing the data into numerous small
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packets, the transmission is rather slow even though the computer is not virtualised. The
downloading of an image with dimensions equivalent to those of the entire screen of the
tablet (for example, 480 x 272 pixels) may require a few seconds; this time becomes several
seconds in a virtualised system: this waiting period is clearly excessive and unacceptable.
Thus, an object of the present invention is to provide a control exchange method between the
processor and graphic tablet which overcomes the outlined problems regarding the
interaction between the hardware peripheral provided for the detection of the client's
signature and the computer, when the inter-work between the latter occurs from a remote
station on a local network or intranet or even through the Internet.

Another object of the present invention is to provide a method for exchanging controls
through a USB disc and relative devices which actuate the implementation thereof, which
allow overcoming the problem regarding the correct operation in a virtualised environment,
at a remote station or slow; and they also allow overcoming the problem regarding the data
exchange speed, without introducing the need to obtain a dedicated USB protocol with the
ensuing need of developing and installing a special device driver.

As a matter of fact, the intention is to create a method for exchanging controls through a
USB disc and relative devices which allow the implementation thereof, based on common
HW components. Thus, it is provided for using standard electronic components, at the level
of directing the RAM, ROM, or Flash memory, with the aim of making new acquisition
devices that are inexpensive, with high reliability and easy to use.

These objects are attained through an apparatus for the acquisition of the natural signature
based on a digitiser tablet of the "Touch Screen" type whose interfacing with the computer
dedicated to the processing of the acquired signature is characterised according to claim 1
outlined hereinafter. The dependent claims will allow outlining a series of alternatives for the
implementation of the fundamental principle.

The method subject of the present invention completely overcomes the outlined problems,

without requiring using special protocols and without requiring to install a device driver.
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The method consists in making a signature tablet similar to a "USB drive" removable disc, in
other words like a " USB flash drive pen", a device that is very common and that can be used
on all operating systems without requiring device drivers.

A device of this type is managed very differently with respect to a HID device:

1- The transmission in the two directions occurs at much larger blocks (for example 512
bytes against the 64 bytes of the HID)

2- The disc has a storage area that is practically large at will.

Examining these two points in detail, in the case where the USB portal is virtualised the data
is forwarded through a packet network:

1- The size of a block of 512 bytes can be compared to that transmitted on a TCP/IP
network and hence the transmission thereof occurs efficiently, contrary to the brief
packet made of a few bytes (e.g. 64) used in the case of HID.

2- Tt is possible to create a disc with an area much larger than a packet and use it as a
temporary memory ("buffer") for data awaiting transmission. Thus, this allows
eliminating the possibility of loss of data even in case of slowing down in the
transmission.

The solution subject of the patent comprises several technical solutions to be described
hereinafter, which are mainly adopted for adapting a disco, a device created for memorising
and storing static data, to serve as a transmission buffer.

It should be observed that the solution was conceived for replacing the communication
section of the signature tablet with another functionally equivalent section. In particular,
before the replacement, the tablet used to send - to the computer - the points of the signature
progressively as they were acquired, and the programme receiving the signature in the
computer displayed it in the screen in real time; this characteristic is useful for immediately
revealing the problems that would require the repetition of the operation: for example, in the
case of the person trying to sign inverting the name and surname with respect to the
deposited signature or an abbreviated signature. Thus, there was excluded the solution that

provided for the acquisition and the memorisation of the entire signature in the tablet, and the
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total delivery thereof to the computer only upon completion. Such solution, clearly more
suitable with a mass storage device such as a USB disc, would imply the loss of a desired
characteristic, such as the display of the signature during the acquisition and not only at the
end. In the method described herein, the transmission occurs during the signature and, in case
of slow transmission from the virtual or remote stationed machine, the operator on the

computer observes, in the worst case, only a given delay in the display thereof.

Brief description of the drawings

With the sole aim of better describing the invention and without limiting the scope of
protection and the fields of use thereof, the present invention shall now be described with
reference to a series of particular but non-limiting embodiments, shown in the attached

drawings, wherein:

Figure 1 is a diagram representing a solution different from the one according to the present

invention.

Figure 2 is a diagram representing a solution according to the present invention.

Figure 3 is a schematic representation of a configuration of the external storage device and

the methods of inter-work between the peripheral unit and the processor according to the

present invention.

Figure 4 is a block diagram of the various sections forming the external storage device

according to the prior art.

Figure 5 is a block diagram of the various sections forming the external storage device

according to the present invention.
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Figure 6 is a further schematic representation of a configuration of the external storage

device and the methods of inter-work between the peripheral unit and the processor.

Figure 7 is a schematic representation of a further configuration of the external storage
device and the methods of inter-work between the peripheral unit and the processor, for the

image display functionality on the peripheral.

Figure 1 shows the operation of the solution (which was not adopted) which totally acquires
the signature: during the signing step (I) the digitising tablet 21 memorises the signature data
(position, speed, pressure, time), as they are progressively purchased, in the disc 22 in form
of a file 23. The signature step ends when the signing party enters the confirmation, using the
special key. At this point, there starts the downloading step (II) in which the computer 24
reads the file 23 from the disc 22; at the end of the reception of the file which contains the
signature data, the computer 24 is capable of displaying the signature on the screen 40, at one
go.
With the method described herein — regarding the Figure 2 —, instead, the digitizing tablet 21
sends the signature to a queue 25 of the FIFO (first in, first out) type in the disc 22; the
computer 24 reads the data from the FIFO 25 progressively as they are available, and
displays them on the screen with just the delay from the disc-computer communication, thus
not with a delay equivalent to the entire duration of the signature.
The FIFO queue 25 of the circular type, is obtained in the disc exploiting the normal
functions already present in the "file system" of all computers, so as not to absolutely require
the obtainment of particular device drivers; in particular there are used:

- the common function which allows reading and writing any of the sectors into which

the disc is divided,
- the possibility of sharing a file, i.e. open it, reading it and simultaneously write it in
two different devices, in our case: the digitiser tablet 21 and the computer 24 with

which it is connected.
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For the two-directional tablet-computer communication, only one file - which is generated
and made available according to the method described hereinafter - is used.
With reference to figure 3, the file, herein represented as a linear succession of data, is
divided between the tablet 21 and the computer 24, which can both read and write it, at
virtually coinciding times, according to the normal file sharing computer technique, through
the implementation of dedicate traffic lights.
The first sector A of this file, outlined with a more marked contour in figure 3, is used for
organising the FIFO queue created in the file.
The positions numbered in the first sector A of the disc have the following meaning:

1) = computer-to-tablet control

4) = response to the tablet-to-computer control

2) = pointer on the sector being read by the computer

3) = pointer on the point being read by the computer

5) = pointer on the sector being written by the tablet

6) = pointer on the point being written by the tablet.
The sectors - from the second to the last one, B, C...N - are instead used to contain the data
of the acquired signature points: for example, in the case of a sector of 512 bytes and
signature data composed by 8 bytes for every point, every sector may contain 512/8=64
signature points.
In order to start the signature operation, the computer 24 writes the relative control as a byte
in the position of the first sector indicated with 1. The tablet 21, while idle, continuously
reads this sector, thus as soon as it sees signature control in position 1, it starts to acquire the
signature and communicates the acceptation of the control by writing the response, in form
of a byte, in position 4; simultaneously in positions 2 and 5 it writes the number of the first
sector of the disc data (the sector 2) and, in positions 3 and 6, number 1. The computer 24
sees the response to the control in position 4 and it is predisposed to display the signature to

be executed by the signing party and acquired.
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The tablet 21 acquires, at the speed given by the "acquisition rate" (400 times per second in
this particular case), the signature points and progressively writes each of them in the sector
directed by the pointer of the sector 5 and the pointer of the point 6. At each point it
increases the pointer of point 6 and, when it exceeds the number of points that can be
contained in a sector (e.g. 64), it zeroes the pointer of point 6 and increases the pointer of
sector 5 by one unit. If the pointer of the sector exceeds the last sector of the disc, the tablet
returns it to value 2, thus reutilising the first free sector which in the meanwhile shall already
have been read by the computer (circular queue).

While the tablet writes the points with the described sequence, the computer 24 almost
simultaneously sees that the pointer 6 or pointer 5 are different from pointers 3 and 2, hence
it understands that there are points ready to be read; it reads each point from the disc in the
operating memory thereof and increases the pointer 3. If the pointer 3 exceeds the number of
points per sector (e.g. 64), it zeroes the pointer 3 and increases the pointer 2. The computer
stops as soon as all points generated by the tablet have been read; this condition occurs when
the increased pointer 3 reaches the same value of pointer 6 and pointer 2 reaches the same
value of pointer 5.

It should be observed that the exact time sequence of the events does not affect the
correctness of the performance of the data transfer operation in any manner whatsoever.
Actually the tablet 21 solely writes pointers 5 and 6 while the computer 24 solely writes
pointers 2 and 3. Thus, even though the access of the two devices occurs at asynchronous
times and with any degree of superimposition, the data does not reveal any incoherence but
delays at most.

If the acquisition by the computer 24 slows or stops for a given period of time, the tablet 21
continues writing the data in the file and updating the pointers; when the computer is
available again, it recovers the delay and acquires the points suspended in FIFO 25, as long

as the average reading speed is at least equivalent to the average writing speed.
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As mentioned, added at the end of the file, the tablet resumes writing from the second sector
thus reutilising the previously used area, as long as it has been freed in the computer in the
meanwhile.
There are two particular conditions:

- empty FIFO: when pointer 2 = pointer 5 and pointer 3 = pointer 6

- full FIFO: when pointer 5 = pointer 2 minus 1.
Clearly, when the FIFO is empty the computer shall not read the points, and when the FIFO
is full, the tablet cannot write it.
This last condition, in the normal operation, never occurs, given that the total dimension of
the disc is selected to contain all points that may be accumulated in case of maximum
computer reading delay. In the case of the example, a disc 32768 byte large, after subtracting
the 512 bytes large sector used for the controls, contains 32256 bytes of useful data, i.e. 4032
signature points 8 bytes large each, equivalent to more than 10 seconds of active signature. A
delay of more than ten seconds (too much for the current technique) in the acquisition by the

computer is thus the maximum supported by such dimension of the disc.

Embodiment of the disc

In the particular exemplifying embodiment, the disc is obtained in the signature tablet and it
exploits the same microcontroller that performs the other functions of the tablet: acquiring
the signature, visualisation in the display, visualisation of acquisition keys for the actuation
thereof.

The disc is obtained according to the computer technique common to all mass storage units
of the USB type, commonly referred to as "Pen Drive" or "USB Disk". This technique is not
described in detail given that it is commonly available and suitable for all normal operating
systems such as Windows and other similar ones of the Unix (Linux, Mac OS, Android)
type.

These devices obtain the USB Mass Storage Device class or MSD class based on the MSD

protocol, an embodiment through the USB communication of the SCSI protocol. All these
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universally known protocols are regulated by official standards and suitable for operating
systems without requiring particular configurations or installations. Same case applies for
"remote"” or "virtual" operating systems, that instantly support the mass storage units on the
USB port.

The internal structure of the disc, which logically meets the FAT standard which has been in
force over the last years and regulated by the ISO/IEC 9293 standard, was created originally.
However, it was physically created originally, with the aim of solving some problems thereof
and improving the performance thereof.

In particular, in the operating systems there is the possibility of modifying the dimensions of
a file on a disc, cancel it or completely format the disc. The use of one of these functions,
even accidental, would have disastrous consequences on the operation of the aforedescribed
communication system, given that the deletion of the file would eliminate any possibility of
communication between the computer and the tablet, while even only one variation of the
dimension thereof during the operation would jeopardise the synchronisation between the
transmission and reception function.

Figure 4 represents the structure of a common USB mass storage device available in the
market, while figure 5 represents the structure obtained using the method described herein.
With reference to figure 4, in a normal USB mass storage device the USB connector 31
communicates with the interface block USB 32, which may in turn communicate with the
block 33 which manages the MSD protocol towards the computer and also obtains the file
system which is normally of the FAT (File Allocation Table) type available in the FATI12,
FAT16 and FAT 32 types. The blocks 32, 33 and 34 are totally made of hardware or they can
also be, fully or partly, obtained through a microcontroller programmed with a specific
firmware. The memory physically containing the data is currently obtained through a
memory of the Flash type (which can be deleted and re-written as blocks) indicated in the
figure with number 35; in the past this memory was instead obtained using a magnetic

medium such as for example a floppy disk.
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The file system of the FAT type was conceived to allow all the normal operations of a disc
storage device, thus it also provides for the creation and deletion of files, the variation of the
dimensions of the file, the complete formatting of the disc. In particular, the allocation table
referred to as FAT, which is also the name of the entire file system it is obtained from, is
obtained so as to allow exploiting all the areas of the disc even in case of deletion of the files,
increasing the dimensions of a previously present file, generating new files whose
dimensions are incompatible with the existing empty spaces: actually, a file can be
"scattered” in various areas of the disc, according to the technique for the deletion and
reutilisation of the various sectors into which the disc is divided. If the files are scattered in
the disc, we are talking of "fragmentation" of the file system.

The mass storage device described in figure 4 arranges all the FAT file system structures -
referred to as MBR, Boot Sector, FAT, Root Directory and lastly the storage device
containing the actual data, referred to as DATA - in the flash storage device. For example, if
the computer connected to the USB port requires the variation of the dimensions of a file, the
manager 33 of the FAT function provides for - through the storage manager 34 - modifying
the FAT sector to reflect the new allocation of the data of the file in the DATA section. If it
is required to delete a file, the manager 33 provides for, still through 34, re-writing the sector
containing the Root Directory using the name of the invalidated file and it provides for re-
writing the FAT sector so as to indicate the space that was initially occupied by the deleted
file as free.

As mentioned, if we plan to use the disc for obtaining an exchange of controls, the functions
of deleting, formatting and any variation of the allocation of the file in the DATA area must
be absolutely avoided; thus, the method subject of the invention provides for a different
structure which is indicated in figure 5.

While blocks 31, 32, 33, 34 have the same function as those of figure 4, the physical storage
is obtained in two different blocks: block 38 which is obtained with a ROM (Read Only
memory) and block 39 which is obtained with a RAM (Random Access Memory). The

MBR, BOOT SECTOR, FAT and ROOT DIRECTORY sectors are written once and for all
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in a Read Only Memory ROM, thus every operation requiring the variation thereof (also
accidental) has no effect and the disc always maintains the same structure, the same file list
and the same allocation. The DATA area, indicated with 39, is instead obtained using a
Random Access Memory RAM. A Random Access memory RAM is normally faster than a
Flash memory, both as regards reading and - even much more - as regards re-writing; as a
matter of fact the Flash memory requires the deletion of the sector before it can be re-written
while on the Random Access Memory RAM there can also be re-written a byte at a time.
Thus, the use of Random Access Memory RAM considerably fastens the response of the
disc, which is an indispensable requirement if one plans to use it for transmitting controls.

In addition, all Flash memories have, in their life span, a maximum number of deletion
cycles, after which they become non-utilisable forever. The number of deletions, in the order
of one hundred thousand to a million, is sufficient for a mass storage, but it is extremely low
for a control interface in which there are possible hundreds or thousands of re-writings per
second. Thus, the use of the Random Access Memory RAM is the only possibility to allow
this particular use of mass storage; the fact that the Random Access Memory RAM is
volatile, i.e. it loses its contents once voltage is removed, does not create any problems due
to the fact that the data lasts for a short period of time. As a matter of fact, the fact that the
disc becomes "clean" once again upon starting is positive due to the fact that it definitely
eliminates all residues of the previous operations which may not have been successful.

It should be observed that instead of having a Read Only Memory ROM, the block 38 may
also be obtained with a Flash memory; in this case, in order to absolutely avoid the
possibility of re-writing, the function of deleting sectors in which it is arranged is disabled
permanently (hardware or firmware), thus obtaining the same behaviour as the Read Only
Memory ROM and maintaining the advantage of being able to write the memory, only once
in production, using a normal external programmer or using a special first programming

firmware.

Embodiment of the FAT
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In the case of the control interface described herein, it was decided to use - for exchanging
controls and data - only one file with the maximum dimension available in the Random
Access Memory RAM used (in the case of the example, 32k or 32768 bytes). The FAT table
was thus prepared, only once during the designing stage, so as to linearly arrange the file on
the entire Random Access Memory RAM. Thus, the sectors of the disc are found in the
Random Access Memory RAM one after the other in the exact growing succession; if the
arrangement of the file were not fixed in the Read Only Memory ROM, the sectors could
instead be found in a more or less scattered order according to the history of deletions and re-
writings carried out previously.

The absolutely linear arrangement of the file has another major advantage described herein.
In order to access the disc data, which - as mentioned - is shared between the computer and
the signature tablet, both the computer and the tablet should be provided with FAT system
file manager. The manager is rather complex and it requires a discrete amount of processing
resources, which are definitely available in the computer, but they are quite expensive to
obtain with the small microcontroller the graphic tablet is provided with; besides the initial
effort required to obtain them, the execution of the FAT functions by the tablet would lead to
high execution slowness. However, the linear arrangement of the sectors of the disc in the
Random Access Memory RAM allows, on the side of the tablet 21, to completely avoid the
use of a file system manager: in order to access any sector, the microcontroller only performs
direct access to the Random Access memory RAM, after having calculated - through a
simple multiplication - the address of the sector in the Random access Memory RAM. For
example, in case of 512 byte sectors each numbered from zero onwards, the address of the
sector in Random access Memory RAM is simply given by: Address = Number of sectors x
512.

Lastly, the particular adopted arrangement considerably allows saving as regards the overall
solution and a better response speed. A test carried out in the particular exemplifying
embodiment revealed that, using a Flash memory and a file system even on the side of the

tablet, an elementary operation (writing and reading a sector on both sides) requires 120
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milliseconds while, with the Random Access Memory RAM and without the tablet side file
system, the same operation requires 3 milliseconds.

Now, following is the analysis of the embodiment of some of the typical functions of the
tablet, besides acquiring and transmitting the signature indicated previously.

Exchange of keys

Considering the same exchange of controls and transmission of data in case of acquisition of
the signature, even all operating controls and the relative responses are exchanged through
the same type of organisation based on a shared disc, possibly without using a FIFO data
queue, but only using the controls exchanged in the first sector.

As an example of control, reference shall be made to the one regarding the exchange of
cryptography keys.

An essential function of each valid tablet for the acquisition of signatures is that of the
cryptography of the signed data, so as to prevent the interception of the USB communication.
It is observable that a communication through FIFO queue on a disc, of the described type, is
not easy to interpret as the continuous transmission of the position and pressure data used by
a normal HID device. In addition, the described device provides for ciphering data well
before the transmission thereof: ciphering is obtained with a symmetric algorithm, point by
point, when each point of the just acquired signature is written in the Random Access
Memory RAM which forms the sectors of the data exchange disc. Thus, any analysis of the
data that passes in the USB connection does not allow the extraction of the signature.

The ciphering key is renewed at each signature operation through the known cryptography
protocol of the Diffie-Hellman type. As observable in figure 6, the computer writes - in
position 1 of the first sector of the disc - the byte which indicates the key exchange control,
and the casual key Ka thereof in the subsequent bytes. The tablet responds by introducing -
in the byte at position 4 - the affirmative response to the received command, and then
introducing the casual key Kb thereof. Immediately after both devices perform the operations
provided for by the Diffie-Hellman algorithm thus generating the common symmetric

cryptography key which is used in the subsequent signature operation. The exchange of keys
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requires only the reading and writing of a sector of the disc, which lasts just three

miniseconds in the case of the example.

Display of the images

In the use of the signature tablet 21, the function which requires the transmission of the
largest amount of data is that in which the computer 24 transmits an image which should be
displayed in the screen of the tablet to the tablet 21. For example, in the case of an image of
the dimension of 480 x 272 pixels with 65536 colours, each pixel implies the transmission of
two bytes, hence the image occupies 480 x 272 x 2 = 262120 bytes.

The method described herein provides for dividing the image data into blocks of the size
equivalent to a sector of the disc, in the case of the example 512 bytes each. As observable in
figure 7, the computer inserts the image display control byte in position 1 and - in the
subsequent positions - the coordinates on the screen (X;,Y;) and (X5,Y,) of the two right
upper and left lower angles of the image to be displayed. In addition, it zeroes the counter
Bw of the written blocks and the counter Br of the read blocks. The tablet writes the response
to the control in position 2.

Thus, the computer 24 starts writing - in the data sectors - the blocks into which the image was
divided; the Bw increases for every written block. The tablet sees that Br is different from Bw
and starts reading the data blocks and transfer. The Br increases at each block, and continues
until Br becomes equal to Bw.

As mentioned, the blocks correspond to the sectors of the disc and they are consecutive; in
order to obtain a circular FIFO queue there is utilised a simple formula which gives the
sector number starting from the current block number:

Sector = 2 + Block mod N

Ns is the number of sectors of the disc available for the data; for example, in the case of the
32768 bytes disc with 512 byte sectors, and taking into account the fact that the first sector is

used for the controls we obtain Ns = 32768/512 — 1 = 63.
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The module operation automatically obtains the return to the first sector when the block
arrives after the end of the disc.
Even in this case it is required to manage the following conditions:

- empty buffer Br=Bw

- full buffer Bw-Br=Ns
With buffer empty, the tablet stops reading; with the buffer full, the computer stops writing
until the tablet frees some space. It should also be observed that, even in this case, regardless
of the data reading and speed and the reading and writing order of the first sector which
contains the counters, there is no possibility of corrupting the data due to the transmission
slowing or dropping.
Upon receiving all data required to complete the image or - in other words when it manages
to write the position pixel (X,,Y>) the tablet 21 understands that it is the end of transmission
of the image and removes the response thereof from the position 2 of the first sector. Thus,

the computer detects that the transmission has been successful.

Advantages and industrial application of the invention

As outlined in the previous description, the method according to the present invention allows
overcoming the main problem regarding the correct operation in a virtualised, remote or slow
environment; it also allows overcoming the second problem, that is the data exchange speed,
without requiring creating a personalised USB protocol with the ensuing need of developing
and installing a special device driver. In addition the method overcomes other problems that
occur when utilising a communication through mass storage, in particular that of preventing
the cancellation of data or modification of the dimension of the used for communication.

The method, described herein for use as an interface for a signature tablet, may be
advantageously utilised in many other computer applications in which a computer is required
to dialogue with a peripheral, thus the field of protection of the present patent should not be

deemed to limit the applications in the field of the signature tablet, but extended to all
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applications in which there is communication between a computer and a peripheral or

external device.
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Claims

Real time system for the two-directional memorisation and transmission of the controls
and data for a processor (24) in the I/O process, with external serial peripherals (21) such
as graphic tablets and/or digitisers for the handwritten signature, characterised in that it
uses an external medium (22) for the memorisation of static data so as to constitute a
transmission buffer capable of operating with the serial peripheral unit (21) seen as a
"USB drive" removable virtual disc, on such external medium (22) there being
configured only one file constituted as a linear sequential succession of data in the
constant dimension sectors, which can be shared between the serial peripheral unit (21)
and the processor (24), which can both read it and write it, in parallel, thus defining an
asynchronous I/O transmission with data block contents of the order a Kbyte and a
memorisation area actually as large as desired, however definitely larger than a data
packet, used as a temporary buffer for data awaiting to be transmitted, such file
comprising:
a- a first sector (A) with the following functional operating codes with a FIFO
organisation of the I/O accesses:

1. control (1) from a computer (24) to a serial peripheral unit (21),

ii. response to the control (4) from a serial peripheral unit (21) to a computer (24),

iii. pointer to the sector (2) being read by the computer (24),

iv. pointer to the point (3) being read by the computer (24),

v. pointer to the sector (5) being written by the serial peripheral unit (21),

vi. pointer to the point (6) being written by the serial peripheral unit (21), and
b- a series of sectors (B, C, D...N) subsequent to the first configured having constant
dimensions for the immediate access to the data contained therein.
Real time system for the two-directional memorisation and transmission of controls and
data according to claim 1 characterised in that the virtualisation of the peripheral (21)
which is interfaced through the USB drive functionalities is obtained within the same
serial peripheral unit (21) for signature using, for managing the external memorisation
support (22), the same microcontroller that manages the other functions of the serial

peripheral unit, such as the acquisition of the track and the visualisation on the display.



10

15

20

25

30

WO 2015/101869 PCT/IB2014/066965

20

Real time system for the two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that the memory support
(22) 1s constituted by a physical memory made of two distinct sections:

a- a block (38) obtained with a read-only ROM memory, with the MBR sectors, BOOT
SECTOR, FAT and ROOT DIRECTORY written once and for all in said ROM memory,
maintaining the external medium always as the same structure, the same list of files and
the same allocation;

b- a series of DATA blocks (39), obtained with a write/read RAM memory, of the
volatile type.

Real time system for the two-directional memorisation and transmission of controls and
data according to the preceding claim characterised in that the read only memory (38), is
obtained with a Flash memory, thus avoiding the possibility of rewriting, by permanently
disabling the function of deleting the sectors in which it is arranged, thus operating with
the functional mode equal to that of an ROM, writing on the memory, only once during
production.

Real time system for the two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that the FAT table of the
memory support (22) is predisposed, only once during designing, so as to allocate said
file in a linear manner on the entire RAM, the memory sectors being allocated in the
RAM in a strictly increasing succession sequence.

Real time system for the two-directional memorisation and transmission of controls and
data according to the preceding claim characterised by the linear allocation of the sectors
into which the RAM memory is divided on the memory support (22) without using any
file system manager, the microcontroller allowing direct access to any sector of the
RAM, through the immediate addressing to the memory location obtained with the
multiplication of the number of bytes occupied by each sector, with the sector number
within the RAM and summing the offset regarding the entry point.

Real time method for the two-directional memorisation and transmission of controls and
data based on a Hardware system according to the preceding claims characterised in that
it comprises the following operating steps regarding the acquisition process:

a) the digitiser serial peripheral unit (21) predisposes the sending of the data to be

acquired in input to a FIFO queue (25) in the external medium (22) through:
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a-1) the configuration of only one file constituted as a linear sequential succession of
data, in sectors of constant dimensions, which can be shared, between the serial
peripheral unit (21) and the processor (24), both of which can be parallel, read and
write, on said file,
a-2) the insertion in the first sector of such file, for the organisation of the FIFO queue
within the file, of the following operating codes:
1. control (1) from the computer (24) to the serial peripheral unit (21),
ii. response to the control (4) from the serial peripheral unit (21) to the computer
(24),
iii. pointer to the sector (2) being read by the computer (24),
iv. pointer to the point (3) being read by the computer (24),
v. pointer to the sector (5) being written by the serial peripheral unit (21),
vi. pointer to the point (6) being written by the serial peripheral unit (21),
b) the processor (24) reads the data from the FIFO (25) as the latter is acquired from the
output of the peripheral unit (21), and visualises it on the display with the sole delay
given by the computer memory support communication, without delays attributable to an
acquisition process based on the entire duration of the input on the peripheral (21), the
access to the sectors of the file (B, C, ...N) from the second to the last configured to
contain the data of the points detected by the peripheral unit (21) occurring instantly.
Real time method for two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that in order to activate the
digital data detection operations:
I- the processor (24) writes the relative control as a byte in the position of the first sector
(D
II- the serial peripheral unit (21), given that it is inoperative, continuously reads such
first sector (1) as soon as it sees the control introduced into said first position start
acquiring the data in input and communicates the acceptation of the control by writing
the response, in form of a byte, in the position (4);
II- parallel in positions (2) and (5) it writes the number of the first data sector of the
memory external medium and activates positions (3) and (6);
IV- the processor (24) sees the response to the control in position (4) and predisposes to

visualise the track that shall be fixed — by the user — and acquired;
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V- the serial peripheral unit (21) acquires the points of the track and progressively inserts
each one of them in the sector addressed by the sector pointer (5) and by the point
pointer (6);

VI- for each point provided in input, the peripheral unit increases the point pointer (6)
and, when it exceeds the number of points that can be contained in a sector, it zeroes the
point pointer (6) and increases the sector pointer (5) by one unit;

VII- if the sector pointer exceeds the last sector of the external memorisation support, the
serial peripheral unit (21) returns it to the initial value, thus reutilising the first free
sector which in the meanwhile shall already have been read by the computer,

and in that while the serial peripheral unit (21) acquires the points in input with the I-VII
sequence, actually parallel from the processor (24) the following operating steps are
performed:

a- the processor (24) sees that the pointer (6) or the pointer (5) are different from pointers
(3) and (2), and thus detects that there are points ready to be read;

b- the processor (24) reads each point from the external memory support, in the
operating memory thereof and increases the pointer (3);

c- should the pointer (3) exceed the number of points per sector, the processor (24)
zeroes the pointer (3) and increases the pointer (2);

d- the processor stops as soon as all points generated by the serial peripheral unit have
been read, this condition occurring when the increased pointer (3) reaches the same value
of the pointer (6) and the pointer (2) reaches the same value of the pointer (5);

the correctness of the performance of the data transfer operation not depending on the
exact time sequence of the events, in that the serial peripheral unit (21) only writes on
pointers (5) and (6) while the processor (24) only writes on pointers (2) and (3).

Real time method for two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that should the acquisition
by the processor (24) slow or cease for a given period of time, the serial peripheral unit
(21) continues writing the data in the file and updating the pointers, recovering the delay
and acquiring the points suspended in the FIFO, when the processor becomes available

again.
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Real time method for two-directional memorisation and transmission of controls and
data according to the preceding claims characterised in that according to the limit
functional conditions:
1. FIFO queue empty: when the pointer (2) = pointer (5) and pointer (3) = pointer (6)
ii. FIFO queue full: when the pointer (5) = pointer (2) less than 1,
upon reaching the end of the file, the serial peripheral unit (21) resumes writing from the
second sector thus re-utilising the previously used area, as long as it has been freed from
the processor in the meanwhile.
Real time method for two-directional memorisation and transmission of controls and
data according to the preceding claims characterised in that it provides the ciphering of
the data before the transmission thereof, obtaining it with a symmetric algorithm, point
per point of the track in input, at the same point when every point of the track, just
previously acquired, is written in the RAM which forms the sectors of the data exchange
disc, the ciphering key being renewed at each signature operation through the dedicated
cryptography protocol, by performing the following operating steps:
a- according to a dedicated configuration of the operating codes the processor (24) writes
- in the position (1) of the first sector of the disc - the byte the key exchange control, and
its random key (Ka) in the subsequent bytes,
b- the serial peripheral unit (21) responds by inserting, in the byte at position (4), the
affirmative response to the received control, and inserting its random key (Kb)
subsequently;
c- subsequently the two devices immediately perform the operations provided by the
cryptography algorithm generating the symmetric cryptography common key which is
used in the subsequent signature operation.
Real time method for two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that the functionality of
visualising the images on the I/O peripheral (21) provides for a dedicated configuration
of the operating codes with the following operating steps:
a- the division of the image data into blocks of dimension equivalent to a sector of the
disc, the processor inserting - in the first position - the image visualisation control byte

and - in the subsequent positions - the coordinates on the screen (X;,Y) and (X5,Y,) the
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two upper right lower left angles of the image to be displayed, thus the counter (Bw) of
the written blocks and the counter (Br) of the read blocks is zeroed;
b- the writing - by the serial peripheral unit (21) - of the response to the control in the
relative position (2), the processor starting to write - in the data sectors - the blocks into
which it divided the image, for each written block increasing the counter of the written
blocks (Bw), wherein the serial peripheral unit seeing that the counter of the read blocks
(Br) is different from the counter of the written blocks (Bw) and starting to read the data
blocks and transfer them to the display, increasing the counter of the read blocks (Br) at
each counter, and continuing until the counter of the read blocks (Br) becomes equal to
the counter of the written blocks (Bw).
c- the serial peripheral unit, upon receiving all the data required to complete the image,
writing the position pixels (X»,Y2), understands that the end of transmission of the image
has been reached and removes its response from the position (2) of the first sector, the
processor in turn detecting that the transmission has been successful.
Real time method for two-directional memorisation and transmission of controls and
data according to any of the preceding claims characterised in that the allocation of said
consecutive blocks corresponding to the sectors of the disc operates according to a
circular FIFO queue, the current number of the sector being obtained starting from the
current number of the block as

Sector = 2 + Block mod N5
Ns being the number of sectors of the disc available for the data; and the module
operation automatically obtaining the return to the first sector when the pointer to the
block exceeds the termination of the external memory support, considering the limit
conditions of:

1. buffer empty, counter of the read blocks (Br)= counter of the written blocks (Bw)

ii. buffer full, counter of the written blocks (Bw) - counter of the read blocks

(Br)=Ns,

hence respectively:

a- with the buffer empty, the serial peripheral unit ceases reading;

b- with the buffer full, the processor ceases writing until the serial peripheral unit

clears the space.



