NETWORK SYSTEM FOR DI STRI BUTI NG PROTECTED CONTENT
CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0001] This
application is related to United States Paten

Appl i cation No. 11/039,288 filed on January im|||mmmll||“|||

The di scl osure of the above application is

i ncorporated herein by reference in its entirety. "9
FI ELD OF THE | NVENTI ON [ 0002] The present invention
rel ates to networks, and nore particularly to network
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of ten purchase video content on digital versatile
di scs (DvDs). A DVD player nay be used to output the
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aprlivgtion ig ineomemated| heyein yerefirence reits dnebnnect ed from
the second TV, noved to the roomwth the first TV and
reconnected to the first TV. Alternately, if the
consuner has a second DVD player, the consunmer noves
the DVD to the ot h@GERDYETHELINVENTION
[0002] The present invention relates to networks, and more particularly

to network systems that allow secure distribution of protected content.

BACKGROUND OF THE INVENTION

[0003] Consumers often purchase video content on digital versatile
discs (DVDs). A DVD player may be used to output the video content to a
televisibn (TV) or other video monitor. Some DVD players may include a
carousel for allowing selection and play of one of a plurality of DVDs. In some
situations, a consumer may want to view the DVD content on a first TV in one
room of the consumer's home when the DVD player is located and connected to
a second TV in another room. As a result, the DVD player needs to be
disconnected from the second TV, moved to the room with the first TV and
reconnected to the first TV. Alternately, if the consumer has a seco-nd DVD -

player, the consumer moves the DVD to the other player.
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[ 0004] One possible solution to this probleminvol ves
copying the DVD content onto another DVD. DVD pl ayers
typically include only one DVD player, which nmakes
copying DVDs difficult. To copy the DVD, the user nust
copy the DVD contents to a hard drive system
Typically, copy protection schenes such as digital

ri ghts managenent (DRM prevent such copying despite
the fact that sone copying nay be all owed under the
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[0006] In other features, the provider network device
themefonel és an udipepteated furm setdn ieisdostpuf fOVBhessavieds. THR solution
requester network device includes a hard disk drive
alsHDByuBys bemddiioaapDYD sleyemet wor k device includes a

| ocal network determ ning nodule that determ nes the

| ocal /renote status of the requester 2

SUMMARY OF THE INVENTION

[0005] A system for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory. A requester network device requests a copy of the content. the.
provider network device determines a localremote status of the requester
network device and selectively sends a copy of the content to the requester
network device when the requester network device requests content and has a
local status. |

[0006] In other features, the provider network device includes a digital
versatile disc (DVD) system. The requester network device includes a hard disk
drive (HDD) system. The provider network device includes a local network

determining module that determines the local/remote status of the requester



networ k devi ce. The provider network device determ nes
the local/renote status based on a response tine of
the requester network device. [0007] In other
features, a server comuni cates with the provider
networ k device and stores identification data of |oca
networ k devi ces. The provider network device

determ nes the |l ocal/renote status based on the
identification data. The identification data conprises
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nonvol atil e nennr sel ectively requests and receives
”%W%rﬁe\ﬁ%ﬁﬂf’h%iorﬁso\'/i%'f'c@f@ﬂ/\@ﬁl@ @bJpeal nefwosk slevices. The
the requested content in the hidden section of the
preyides] aetwask Higviee ndeterminesodie |lacaliremots exfatusebased on the
after sending the request to the provider network
iddetificationt HetaHDD heoitentificatiotiudetar eomipriess anédiyny eqoesst control
and transmts a key to the provider network device in
(MAS) @ddeedses o thekiegal stwe il devitss, request ed cont ent

recei ved by the HDD system fromthe provider network
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content in the hidden section of the nonvolatile HDD memory.

[0009] In other features, after sending the request to the provider
network device, the HDD control module receives a key request and transmits a
key to the provider network device in response te the key request. The
requeéted content received by the HDD system from the provider network device
is ehcrypted using the key. The HDD control module decrypts the requested
content. The requested content includes usage data that is also written to the
hidden portion of the nonvolatie HDD memory and wherein the HDD control
module makes the requested content unavailable when the usage data indicates

allowable use is over. The HDD system deletes the requested content from the

nonvolatile HDD memory. The usage data specifies a predetermined number of



3 al l owabl e uses. The usage data specifies a duration
of allowabl e usage. The HDD system comruni cates
wirelessly with the network. The HDD system

conmuni cates with the network over a wired nedi um
[0010] In other features, the DVD system conprises
nonvol atile nenory that stores content. A DVD contr ol
nodul e conmuni cates with.the nonvolatile nenory and
sel ectively receives requests for content fromthe
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uses. The usage data specifies a duration of '
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content in a network conprises nenory neans for
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predetermined periqd. The predetérmined period is apbroximately equal to a
single or two-hop period. The DVD system encrypts the requested content
before sending the requested content to the HDD system. The DVD control
module includes usage data in the requested content that is transmitted to the-
HDD system. The usage data specifies a number of allowable uses.' The usage
data speciﬁes.a duration of allowable usage.

[0011] A system for distributing content in a network comprises
memory means for storing content. Provider network mean§ for providing
communicates with the memory means. Requester network means requests a

copy of the content. The provider network means determines a local/remote

status of the requester network means and selectively sends a copy of the



4 content to the requester network nmeans when the
requester network neans requests content and has a
| ocal - status. [0012] In other features, the provider
network means includes a digital versatile disc
(DVID) system The requester network neans includes a
hard disk drive (HDD) system The provider network
nmeans i ncludes | ocal network determ ning neans for
determ ning the local/renmote status of the requester
cdMENO{K tHe dB§uestBe nebyrkdfieaRs twindk tﬂ@qggugﬁgﬁ I means -

the local/renote status based on a response tine
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nonvol atile HDD nenory means for storing data in a

defgFviping imeantariae detgraniningt thentdcatlessnete ustatus of the requester
accessi bl e section and a hi dden section. Hard disk
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nonvol atil e menory nmeans, selectively requests and
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[0013] In other features, the HDD system comprises nonvolatile HDD
memory means for storing data in a nonvolatile manner and that includes.-a user
accessible section and a hidden section. Hard disk drive. control (HDD) means
communicates with the HDD nonvolatile memory means, selectively requests
and receives content from the provider network means and stores the requeéted
content in the hidden section of the nonvolaﬁle HDD m.emory means. After-
sending the request to the provider network means, the HDD control. means
receives a key request and transmits a key to the provider network means in’
response to the key request. The requested content received by the HDD
system from the provider network means is encrypted using the key. The HDD

control means decrypts the requested content. The requested content includes



control neans decrypts the requested content. The
requested content includes 5 usage data that is al so
witten to the hidden portion of -the nonvolatile H DD
menory neans and wherein the HDD control neans makes
the requested content unavail abl e when the usage data
i ndi cates all owabl e use is over. [0014] In other
features, the HDD system del etes the requested
content fromthe nonvol atile HDD nmenory nmeans. The
usggrg dattatmtsipealsbi wstten tpribdehidden nexdtion rdiethe ofionvolatile HDD
al | owabl e uses. The usage data specifies a duration of
mahicoyabkansisage whireinHBPl2 HBDesostesnmeandt @akes the requested
wirelessly with the network. The HDD system
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[0015] In other features, the DVID system conpri ses
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?et rm nes a%ﬂ: of time that is r,equi red to. )
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key request to the HDD system The DVID control neans

The fH2D shistem semayinicptes Wit ibe netwark aveDe veiest mediumm.t he

key is received within a predeterm ned period. The

pr edEX08i5ki nénl pther ofeateresppthex iDWD ebystequalomprises nonvolatile

single or two-hop period. The DVD control means

reemeory pheans orr starires cedtent. o M\ cohgblomease RBimmgunistes with the
requested content to the HDID system The DVD control

nomedlatile MbmEBsMeans andaleiedtively 1B cE06 ASTRBERALBRtent from the
that is transmtted to the HDD system The usage data _
réRRBtr FEwd IO WHdas. OfTHe! DRRLArES Aant M@ quests a key from the
requester network means before sending the requested cohtent and determines
an amount of time that is required to receive the key from the HDD system after
sending the key request to the HDD system. The DVD control means sends the
requested content to the HDD system if the key is received within a
predetermined period. The predetermined period is approximately equal to a
single or two-hop period. The DVD control means encrypts the requested
content before sending the requested content to the HDD system. The DVD
control means includes usage data in the requested content that is transmitted to

the HDD system. The usage data specifies a number of allowable uses. The

usage data specifies a duration of allowable usage. The DVD system



usage data specifies a duration of allowable. usage.
The DVD system 6 communi cates wirelessly with the
networ k. The DVD system communi cates with the network
over a wired medium [0016] A nethod for distributing
content in a network conprises storing content in
menory; providing a provider network device that
communi cates with the nenory; providing a requester
networ k device that requests a copy of the content;
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net wor k devi ce; sel ectively sending a copy o
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CQ&‘E‘FTH %i rgémoasf:iwev' 1S @Pf%vg%refﬂﬁtwﬁﬁ‘élé%‘t:ﬁ 42t cRIMEYBicates with
determning the |local/renote status of the requester
thaeh@B1aty:derevising Bhreanesies datwerkudevcel dbalr ieigueat§ @ isepy of the
| ocal /renote status based on a response tinme of the
candeguie sletarmiringar locdérenoate - sthtesnaftthe deqiiestbudetvesk aleivivg; and-
identification data of |ocal network devices, wherein

sdlaetivehpeedding anedtpyook thtevdrtentit tienicgeestehe@etwork device when
| ocal /renpte status based on the identification data.
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(MAC) addresses of the local network devices. The
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in user accessible and en sections of the H
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met hod j ncl udes receiving a key. request
the reques%er_neglvori device. ‘The? method inclu%léssaetermining the local/remote

status based on a response time of the requester network device. The method
inclpdes storing identification data of local network devices, wherein the provider
network device determines the local/remote status based on the identification
data. The method includes storing medium access control (MAC) addresses of
thle loéal network devices. The method includes storing'data ih a nonvolatile
manner in user accessible and a hidden sections of thé HDD system; seléctively
requesting and receiving cohtent from the provider network device; and storing
the requested content in the hidden séction of the nonvolatile HDD memory.
[0018] In other features, the method includes receiving a key request
and trahsmiﬁing a key to the provider network device in response to the key

request after sending the request to the provider network device. The method



and transmtting a key to the provider network device

in response to the key request after sending the

request to the provider network device. The nethod 7

i ncl udes encrypting the requested content received by

the H DD systemfromthe provider network device

usi ng the key. The nethod i ncludes decrypting the
requested content. The nethod includes witing the
requested content includes usage data to the hidden
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request ed content unavail abl e when the us age data
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content fromthe requester network device. The nethod .
Ovelc|l udes requesting a key fromthe requester network

devi ce before sending the requested content; and

det e[d019] ng lanyehoather ofeatures, tthet meihoéqunolmﬂast adeleting the
receive the key fromthe H DD system after sending

rédueskey coatpme Storh ahe heordiddile WDBPMMeh@20] The methrid mcludes
features, the nmethod includes sending the requested

specityeiy atppedéterdﬂaba) neyisierBf iglloWBBlek@ies (iRl YRide data. The
within a predeterm ned period. The predeterm ne
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content from the requester network device. The method includes requesting a
‘key from the requester network device before sending the requested content;
and determining an . amount of time that is required to receive the key from the
HDD system after sending the key request to the HDD system.

[0020] In other features, the method includes sending the requested
content to the HDD system if the key is received within a predetetmined period.
'~ The predetermined period is epprbximately equal to a single ot two-hop period.
The method includes encrypting 'the requested content before sending the
requested eontent to the HDD system. The method includes transmitting usage
data in the requested content to the HDD system. The usage data specifies a

number of allowable uses. The usage data specifies a duration of allowable

usage.



data in the requested content to the H DD system The
usage data specifies a nunber of allowable uses. The
usage data specifies a duration of allowable usage. 8
[0021] A hard disk drive (HDD) systemthat

communi cates with a provider network device over a
networ k conpri ses nonvolatile HDD nenory that stores
data in a nonvol atile manner in user accessible and

hi dden sections. A hard disk drive control (HDD)

modufod2aprmnitead egishi drivet lie DHPDs yrdemo tadti &&nntmmtéfs with a
sel ectively requests and receives content fromthe

pRVRIEr GRAWORL Aike olEVA %%h@&@nc%grﬁ’ér%%stdtﬁtvbgﬂ%eeﬂw megory that

content in the hidden sectio t he nonvol at i1
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request tot evice
d I t d,t _
g e UL i
ke The re ed content received by
RSy SEERIT S TeOHES e 80 dEFSNeR FEPIENIdA dhei Brovider network
encrypted usi ng the key. The HDD control nodul e

dgéiee @hdsstergs thegigauesigd cantgrdrin thahiddesgsrationdfdba tremyolatile
includes usage data that is also witten to the
Hﬂl?dmmmrtu on of the nonvolatile HOD nenory and -
wherein the HDD control nodul e makes the requested
cont EHi22)navai other dfeatuees,t biterusagdindathe lreqitmtteﬁthe provider
al | onabl e use is over. The HDD system del etes the

neteprisfeites tind EIDD Coatvlteduleaeeeias i i u@@f@ﬁd’ transmits a
The usage data specifies a predeterm ned nunber

k@*:tg% gardﬁgér n%oﬂ@@@@m@atrﬁ réfssist &8 tﬁedHéyatrleaﬁ‘eﬁf The
usage. The HDD system conmuni cates

rédUeEP ebMtelt tdeel/ed %WIBD s\aerhifdns ¥id ffvider network device
is encrypted using the key. The HDD control module decrypts the requested
. content. The requested content includes usage data that is also written to the
hidden pqrtion of the nonvolatile HDD memory and .wherein'the HDD control
module makes the requested content unavailable when the usage data indicates
allowable use is over. The HDD system deletes the requested content from the
nonvolatile HDD memory. The usage data specifies a predetern'\ined number of
allowable uses. The usage data specifies a duration of allowable usage. The
HDD system communicates wirelessly with the network. The HDD system
communicates with the network over a medium.

[0023] In other features, the provider network device includes a digital
versatile disc (DVD) system. A networked DVD/HDD system comprises the HDD

system and further comprises the DVD system and the network.




conmuni cates with the network over a nedium [0023] In
ot her features, the provider network device includes a
digital versatile disc (DVD) system A networked

DVD HDD system conpri ses the HDD system and further
conprises the DVD system and the network. 9 10024] A
hard disk drive (HDI D) systemthat communicates with a
provi der network device over a network conprises
nonvol atile nmenory nmeans for storing data in a

nonvtgbga l eé)”ﬁ?ﬂ]erdlélp d%gr%-ﬁ?ﬁﬁ%?is{%ﬁ t&gfﬁgkvﬁvqgﬂcates with a

sect’ ons rol” nmeans c

nean el ectivel r ests and
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stores the requested content in the hidden section of
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request to the provider network device, the contro
Caplapismeapsi GrEsmynicatesy wihdbe rmm/otatém@mm@ryam@@mt selectively
t he -provi der network device in response to the key-
requgsissand Teceivesgoerderdfremnthemrovidee inebxbriydevice asg stenes the
fromthe provider network device is encrypted using

reigoesieeycontéwe io ting hidden seeticn dftteyinsolatie hemoey hedns.
content. The requested content includes usage data

t hat[0io25! S Afar ideh@ihgt thet RRIUBEHES I Prévigsr ﬁétv&d?r% device, the
nonvol ati |l e menory nmeans and wherein the control
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t he usage data |nd| cates aI | owabl e use 1S over
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cont ent rom the no e nenor
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ueﬁlgmgﬁ%qgwﬁﬁ_ qﬂgq%f%tsecrp content. an%aet Fesquvems{e?il con%eXt lncluges usage
data that is also written to the hidden portion of the nonvolatile memory means .
and wherein the control means makes the requested content unavailable when -
the usage data indicates allowable use is over.

[0026] In other features, the system deletes the requested content from
the nonvolatile membry means. The usage data specifies a predetermined
number of allowable Qses. The usage data specifies a duration of ailowable
usage. The HDD éystem communicates wirelessly with the network. The HDD
system communicates with the network over a medium.

[0027] In other features, the provnder network device includes a dlgltal
versatile disc (DVD) system. A networked DVD/HDD system compnses the

- HDD system and further comprises the DVD system and the network.
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system communi cates with the network over a medi um
10027] In other features, the provider network device
includes a digital versatile disc (DVD) system A
net wor ked DVD/ HDD system conprises the HDI D system
and further conprises the DVD system and the network.
10 [0028) A nethod for operating a hard disk drive
(H DID) systemthat comunicates with a provider

net wor k devi ce over a network conprises storing data

in ol at | er in.user accessible a | dden

sect Ogggj’ se trlcet%ﬂ%ﬁgr OpRIAILG: rﬂgar ncﬁsi§ é}@ng&_ﬂ%Sj system that

content fromthe provider netwyrk device; and storing
CQRAUPLARS AR % BV 1GWOHE ORYBAOYSE BRSWATK FORYSES Atoring

ot her features, the method includes receiving a key
datadnes ponypiatile maaRiftin usgr acressikle angehigdenisgstions; selectively

network device in response to the key request after
regadiing andgecelyingstontent frenpthevprdeidenatehwolk deviceeand storing

The nmethod includes encrypting the requested content

thegequestddimpntdnt én tHeDhiBdsly seetiorf.r om t he  provi der
net wor k devi ce using the key. The nethod incl udes

decrfopRong tmethdrefkmesdtheomeeitid inEiweaaféBéﬁdidgnélwé?er%quest
writing requested content including usage data to fhe

ahd deeRnRwinG @rkéyathtHéﬁb}d%érr}?etﬁv%ﬁygébﬁg iﬁ%tsﬁg&%%lt% the key

unavai l abl € whén the usage data I ndicates al

retRfest SeV Eéndiﬁg Eihgerggﬁ’cgsti tBCthIHﬂ:gévingln‘éM&Q CIIEE\}gcer,retT he method

requested contént fromthe n-section.

B oo aREEh e Al BB LT TR gyotom rom e
R e TR RN S ——_—
oStk SHBIREe Do anAd: GIoB oHANG: Ga0RSRRD cePia including
uggggagtg t%atthe hidden portion; and making the requested content unavailable
when the usagé data indicates allowable use is over. Thel method includes
dele_ting the req.uested content from the hidden section. The method includes
specifying a predetermined number of allowable uses using the usage data, The
method includes specifying a duration of allowable usage using the usage data.
[0030] A digital versatile disc (DVD) system that communicates with. a
requester network device over a network comprises nonvolatile memory that
stores content. A control module communicates with the nonvolatile memory,
selectively receives requests for content from the requester network device,
determines a local/remote status, sends the requested content if the requester

network device has a local status and that does not send the requested content if

the requester network device has a remote status.
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stores content. A control nodul e communicates with the
nonvol atile nenory, selectively receives requests for
content fromthe requester network device, detern nes
a local/renote status, sends the requested content if
the requester network device has a |ocal status and

t hat does not send the requested content if the
requester network device has a renpote status. 11
[0031] In other features, the control nodul e requests

Sengpggrfhmeinh&he? ‘?Qée‘tg?éserthgeédﬁ‘f?rr E n?@ddl&‘?eﬁ@éé?&% key from the

request cont ent e contro

n t ire

refiGe el o Ry Herde S flng A8t apAubfdl {etiatf  ane control
after, sendin the ke ue The pon rol

mElE L TREMPER b SFasi it oh iR Peb s RauF S b eceventhevdspidrom the
device if the key is recel ved within a predetermn ned

regees$tst ”e’f‘M‘éfkp?%‘ﬂ%? &fter feadmgr theakey reappstoxihateangrol module
equal to a si cgle or two-hop period. The control

Saﬁﬁéuﬂ‘@ EpQYeated cantentr g thes trequesiat cvetwoek dewicseiidinegkey is
the requested content to the requester network

redelved e withire sompredatermidat e pieniobude T hes gyedetetmined tﬂi&nod is
requested content that is transmtted to the

appeaxiestely eupaiy & siteylé oe twdihepusadel. dRe coPEICbEE® éhcrypts
nunber of allowabl e uses. The usage data specifies a

theureguiestedotontahi BwRb G‘séﬁr@lﬁﬁ_ﬁtheﬂﬂ@q@\éﬁe@b‘éﬁw%ﬁt to_the requester
communi cates wirelessly w t he network The DVID

NSWBHE S RBTUNTHA B b Hbdlhﬁ iRALYOL lirs% 8" q&taMRign reguested

[0032] In other features e requeste net work dev

U S I 06 ér%b%e@; Pl LT oo
L8, 1 Sy A D S Lt o

th a
alngable usage. The DVD system communicates wirelessly with the network. -

' The DVD system communicates with the network over a medium.

[0032] In other features, the requester network device includes-a hard
disk drive (HDD) system. A networked DVD/HDD system 'comprises the DVD
system and further comprises the HDD system and the network.

[0033] A digital versatile disc (DVD) system that communicates with a
hard requester network device over a network comprises nonvolatile memory -
means that stores content. Control means communicates with the nonvolatile
memory means, selectively receives requests for content from the requester
network device, determines a local/remote status, sends the requested content if
the requester network device has a local status and does not sends the

requested content if the requester network device has a remote status.
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hard requester network device over P network conprises
nonvol atile nmenory neans that stores content. Contro
nmeans comuni cates with the nonvolatile nmenory neans,
sel ectively receives requests for content fromthe
requester network device, determnes a |local/renote
status, sends the requested content if the requester
networ k device has a local status and does not sends
the requested content if the requester network device

has o?ﬁﬂgt fn DM URa L}rgs[%%gé%ntm rﬂ%gﬁg g@éé‘f %Skeytl Bm the

cont ans reques rom t ues
C bef sendn the request.ed content.
reF B etk el e RPhdlo L8 rglHERYFE Cof O conol
is required to recei he key, fromt e
MBS 80 riaint CEHEaT Iic eRuyed oy el Ecf‘}&%ekey from the
control nodule sends the requested content to
redpgetestnatwalt devike qftarceending e ey regueﬁ*ec'eﬁhee@pntrol module
within a predeterm ned period. The predeterm ned
sguts dtk irequagipd osontantelty tbqumiquestea netwoHoieyisei ddthe- key is

The predeternmined period is approxinmately equal to a

resieivglde-withpn per i pddefEainedntperiodoodulhe epredgiersiddie period s
request ed content before sending the requested content

approkitgateRd uRpiartonet Wabkhodddrid. TiTaeC @rédedérmBéd Speriod is
I ncl udes usage data in the requested content that is

abmamtbtyeeqw fohg é‘ﬁ@é%tpeﬁemi WOrHe E6itréemoding mﬁﬁs the

data specCifies a nunber of allowable uses. The usa

redtie: reﬁog&ﬁtéhf%eféredé’érﬂﬁﬁggfheorfe ﬁleéﬁ%mn?edﬁ?% he-ﬁlﬂl%ster network

conmuni cat es VVI rel essl y W

SRR S AR AL Ml et
R e BB RL s HENRA lE B (Bt B rumber
o% gl?ov?a\lltﬁe uses. The usage data specifies a duration of allowable usage. The
control module communicates wirelessly with the network. The DVD system
communicates with the network over a medium.

[0035] In other features, the requester network device includes a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further comprises the HDD system and the network.

[0038] A method for operating a dfgital versatile disc (DVD) system that
communicates with a hard requester network device over a network comprises
storing content in nonvolatile memory; selectively receiving requests for content

from the requester network device; determining a local/remote status; sending

the requested content if the requester network device has a local status; and not
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system and further conprises the H DID system and the

network. [0036] A nethod for operating a digital

versatile disc (DVD) systemthat comunicates with a

hard requester network device over a network conprises

storing content in nonvolatile nenory; selectively

recei ving requests for content fromthe requester

network device; determning a | ocal/renote status;

sendi ng the requested content if the requester

' ; t [

St SR Rl St o 8ls, Lo Aidler PEMIR, ackhee B30 {omote
stdigs @ renote status. [0037] In other features, the

net hod i ncludes requesting a key fromthe requester

net devji ce, bef ore sending, the requested gontent.
Them@od lni‘ﬁ@?h{?@i“raét _Prﬂ‘%ﬁhﬁg Inudes [rruesting arkey from the
that is required to receive the key from the
fe%&ﬁﬁ%’éf‘@?@%td@/ﬂ% Belpre seading thasperurgtacheorigpt. The method
. request. The nmethod includes sending the requested '
incuredetermining ancamesnteef tivevbakisdeqiired it retaivédye kg from
received within a predeterm ned period. The nethod
the rreludster seatwionly device pifted sterdingidble plesyi oéquest. The method
approximately equal to a two-hop period. The nethod -
indlundesiserdisgthe repuestedicardentanitha esquestéasbtwork device if the key
approximately equal to a single-hop period. The '

is rretéioddiw&ﬂiipld@spréﬂét'ék’rﬁﬁeﬁg?éﬁ@d.r CHE ThEM ol ORERBESs setting the
bef ore sending the requested content to the requester

pré@aterhined eyt &y aBB?oigﬁthé 2] W%ﬂw&-{?}?éﬁ@%ﬂﬁkﬁééﬁ%ﬁ method

data in the requeste ent that iIs

nétes UG i, RSB Yl PR, W asirgerop
. i £i At f all. I ., 003 A
S R R

the requested content to the requester network device. The method includes

including usage data in the requested content that is transmitted to the req.uester
network device. The usage _data specifies a number of allowable uses. The
usage data specifies a duration of allowable usage. |

[0038] A system for distributing content in a network comprises
memory that stores content and a provider network device that cor_nmuhicates
with the memory. A media server communicates with the provide? network
device. A requester network dévice requesté a copy of the content. The media
server determines a local/remote status of the requester network device and
selectively enables the provider network device to send a copy of the conteﬁt to

the requester network device when the requester network device requests

content and has a local status.
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menory that stores content and a provider network
devi ce that communicates wth the nenory. A nedia
server comunicates with the 'provider network
device. A requester network device requests a copy of
the content. The nedia server determ nes a

| ocal /renote status of the requester network device
and selectively enables the provider network device
to send a copy of the content to the requester

' P B, SRS TR i e
B8 IS R R B BbE R
drygsm@ sl e,%id: T, Sisile SefiEacuds 41004 iy determining

det er m ni ng dul e that determ nes the |ocal/renpte
madyle JBabf‘eﬁeH@'Weécfbéé@@/r%ﬂﬁoﬂ@t@e‘ﬁ the. requestenpatwork device.
server determ nes the |ocal/renote status based on a
Theepsstia senjamsletarmingrethecigoaléresota status badedionea réspmsBk time
In other features, .a server conmmunicates with the
ofrtbelirequeesterametwariddstics.es i dentificati on data of | ocal
networ k devices. The nedia server determ nes the

| ocqlobdeot én sthat feathrsed swivéreormmhenicatdsCaith de Bdia server
Alternately, the nmedia server stores identification

aftitsiorel (depdticatRihwakia @?Wbéﬁsnew‘tﬁkedémééée ﬁﬁé"rﬁedla server
server determ nes the |ocallrenote status, based on

ddtBAnind8nhk ld&ArdmBt&hiis badddR ?ﬁj% é{e'n tf&ﬂ &b afAl%ehrnater,

conpri ses nedi um access contro resses o

thhg‘géhlan drRf gtoggsvld%ﬂﬁf ca{tgﬂd'dlz{ta 02 lcﬁfﬁbﬁat orﬁtd‘%vfcﬁgt w&%rem the

sys em conpri ses nGHvol
§E%;e$rv89 Eigtermlnesr{R Yoca?/%ér{wgte g&%rbaasg onhtﬁe lcligr(l:tlfllcj:gtlon data.
The identiﬂcatiqn data comprises medium access control (MAC) addresses of the
local network devices.
[0041] In oth.er features, the HDD system comprises nonvolatile HDD
memory that stores data in a nonvolatile manner and that includes a user
accessible section and a hidden section. A hard .disk drive contfol (HDD) module
communicates with the HDD nonvolétile memory, selectively requests content
from the media server and receives content from at least one of the p'rovider.
network device and/or the media server and stores the requested content in the
hidden section of the nonvolatile HDD memory.' After sending the request to the
media server, the HDD control module receives a key request and transmits a
key to at least one of the media server and/or the provider network device in

response to the key request. The requested content received by the HDD
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accessi bl e section and a hidden section. A hard disk
drive control (HDD) nodule comunicates with the HDD
nonvol atil e menory, selectively requests content from
the nmedi a server and receives content from at | east
one of the provider network device and/or the nedia
server and stores the requested content in the hidden
section of the nonvolatile HDD nmenory. After sending
the request to the nedia server, the HDD contro

dul g receives a k request and transmts a key to
Sgi%% em %ﬁ%a%fon%fe %soﬁrav'géf pepvork deyicetans/or heirpedia server
.network device in response to the key request. The
is eperyBtasiusipattBatkavec dineeldDBY consolHPDdLE deeryein theorequested
at | east one of the provider network device and/or the
capignh Jéevrequestedecnntgnlt indludes nupagheddathafTisealsh Birfiten to the
control nodul e decrypts the requested content. The
hideipnesdréoh obtiteemdnviotatilelHBD wsergenydaltse HDW costrélmedule makes
witten to the hidden portion of the nonvolatile HDD

tivee rajuestetheordBRt GRadiablewHEh Qh@%‘éﬁ%e dabt indRHES bfSvable use

content unavail abl e when the usage data indicates

ifllemalig B sisteRY Bblet éﬁwé"@@%}’ﬁ gﬂh%ﬁbﬁ%‘ﬁ‘? rréltr\r%?\)(l)pvolatile

requested content fromthe nonv

09 128059318 RGBS SRR LRI04 Wi o v
e I e TS R R Tl VA e oD syt

. i th _ i T ed di
S5 o e Ak Tl b Repcates i
that stores cqontent. A DVID control nodul e

e RRDYATE Qve5a Wikl MediUAbnvol ati I e nenory, and

sel ectively receives requests for content from at

| easOA] of Thehd YR geisierer compesem mondelatitee matdonyr thatestores -

nmedi a server. The nedia server requests a key from

content. A DVD control module communicates with the nonvolatile memory, and

selectively receives requests for content from at least one of the requester

network device and/or the media server. The media server requests a key from

the requester network device before sending the requested content and -

- determines an amount of time that is required to receive the key from the HDD

"system after sending the key request to the HDD system. The media server
enables the DVD system to send the requested content to at least one of the

HDD system and/or the media server if the key is received within a

predetermined period. The predetermined period is approximately equal to a

two-hop period. The predetermined period is approximately equal to a single-

hop period.
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t he requester network device before sending the
requested content and determ nes an anount of. tine
that is required to receive the key fromthe HDD
system after sending the key request to the HDD
system The nedi a server enables the DVD systemto
send the requested content to at |east one of the

H DI D system and/ or the nedia server if the key is
received within a predeternined period The

re n [ IS approximately equal to a
p d[ﬁbggglerﬁb(?ﬁ‘ ﬁgafﬂf%ﬂegghﬂsﬁé’&ep@y t@gDVQ system and/or the
ﬁ FOXI mately equal to a single- Perl od. 16 [0043]
me ﬁﬁefrerf%%&rmtéstheatreqﬂ&%@d cﬁ@é\feﬂt gﬁ@rea\nemdmgstteen requested
and/or the nedia server encrypts the requested
caenteiot thedtBPesystandi iy least oot iteeldVDccontenitmodule lemd/or the
H DI D system At |east one of the DVD control nodul e

madi# servehiacludediusagerdeta in tied rstRestesngentdat tat is traﬁsmttted to
requested content that is transmtted to the HD D

theyldDENsystoe. UShe eisdabaidtp apietifies é\nﬁhﬂtﬂ@%f%ﬂlo@bb@ﬂ@@ése The
.uses. The wusage data specifies a duration of

usdded ith es;b% al NGurhih Dof Yalib@ble’ q.l?%@' Carfs pVD system

wirelessly wwth the network. The DVID system

c&rﬁﬁ‘i‘@r‘n{&a‘f@é Wﬁet@s&? wit e LW E’I&( PHEDVD £t%ﬂq Qgrﬂé}%cﬁies with

[ 0044] A system for distributing conte
qFR” qegﬁ for storing content. Provi der
bEgnean %% %Eggﬁbing comuni cates with the
. ia erVIn ans for . serving
mw{?ﬁ"‘gg Z\vavﬁ RonePRieNk e dndibtwork comprises
uest er nefwork neans requests a copy of the
m@ Néntneaih fOReiPENG fantent. nedeyidget ratwpriegneans for providing

| ocal /renote' status of the requester network neans
CARUSGates jWith yhenasmesy ttneans. Media serving means for serving

communicates with the provider network means. Requester network means
requests a copy of the content. The media serving means determinee a
local/remote status of the requester network means and_selectively enables the
provider network means to send a copy of the content to the requester network

means when the requester network means requests content and has a local

- status.

[0045] In other features, the provider network means includes a digital
versatile disc (DVD) system. The requester network means includes a hard disk
drive (HDD) system. The media serving means includes local network
determining means for determining the local/remote status of the requester
network means. The media serving means determines the local/remote status

based on a response time of the requester network means. Server means for
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provi der network nmeans to send a copy of the content
to the requester network neans when the requester

net wor k means requests content and has a | ocal

status. [0045] In other features, the provider network
means includes a digital versatile disc (DVID)

system The requester network neans includes a hard
disk drive (H DD system The nedia serving means

i ncludes | ocal network determ ning neans for

s%@ﬁ@é&iﬂhﬂgtcﬁﬁwﬂﬁ b LETRASG SHAHS nitha g}:}%g: %]gﬁegsiﬁghtéﬁcation

neans di"fa” servi ng neans
ca / bas on_a res onse tine t he
d%féq BLAPER° RELTR Mhenie “the JnfuihoRREMG Mad Heteignes the
ni,cat.e rOV|der n e
0GR TS AR besed %tlaer&ffCEﬁe%léaﬁat o Bzl the media
The nmedi a serving neans deternmnes the |I|ocal/renote
S%wlgusm%%sedst@rﬁ& Heeptificationi data f degad. npwasknmesing, The
_the nmedia serving neans stores identification data of
ideptificationt datak comarises Thediuindacasski centiad (MR raddresses of the
conpri ses nedium access control (MAC) addresses of the

Idcacrétwoelt mmdnsnmeans. [0046] I n other features, the HDD
system conpri ses nonvolatile HDD nenory neans for

st or joogeglat an igthér feanyes athe! HD[DﬂﬁﬁaﬁémaMl'n bhieds ha@w&ﬁé HDD
a user accessible section and a dden secti on.

nfinsdry heaes fREteitlg GaRDh - dTRéMlatfie® MBHHF nasthud i‘h@lu‘d@@ a user

HDD nonvol atile menory means, selectively requests

aé&%s‘itﬁé%e\ﬁﬁén %‘Pr@t§%dcfern°§‘éét'6ﬁ el Qﬂsﬁﬁﬂﬁ dé‘egoﬂﬁé’i g]means

stores the requested content in th n sect
e SRR B ) e
ali%8Reives content from the media serving means and stores the requested.
content in the hidden section of the nonvolatile HDD memory means. After
- sending the request to the media serving means, the HDD control means
receives a key request and tranémits a key to at least one of the provider nef\)vork
means and the media serving means in response to the key request. The
requested content received by the HDD system from at least one of the provider
network means and/or the media serving means is encrypted using the key. The
HDD control means decrypts the fequested content. The requésted content
includes usage data that is also written to the hidden portion of the nonvolatile
HDD memory means and the HDD control means makes the requested content
unavailable when the usage data indicates allowable use is over. The HDD
system deletes the requested content from the nonvolatile HDD memory means.

The usage data specifies a predetermined number of allowable uses. The usage
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receives a key request and transmts a key to at | east
one of the provider network neans and the nedi a
serving neans in response to the key request. The
requested content received by the HOD system from at
| east one of the provider network neans and/or the
nmedi a serving nmeans is encrypted using the key. The
HDD control means decrypts the requested content. The
_ requested content includes usage data that is al so
datd shb&ifles @ Bﬂl%tiBh?cﬁ:‘Qﬁ%%rb'ié 993@%. Hife W%ggtte%gomklm%%icates

menory neans and contr nmeans na

T T NN e —

tes all owabl € use

. he. requested content fromthe nonvol atile HDD
ngghﬁ'&%gﬁym' The usage data specifies a
preigé m ned nunber of allowable uses. The usage 18
dat géci fineothery fealrem Hie JPYBwabsterns sgmpriges mDDolatile
é%gtem.commni cates wrelessly with the network. The
MeDPYY BRSNS PE Stafingi eentert MiVPhcente! meeans khat moetmanicates with
wired nmedium [0047] In other features, the DVID
- the penveraiiermemoas means oloastleetivety meceiving 2e6udsds fertcdhteH from
content DVID control nmeans that communicates wth the

thenomactia ateirVieg maemny.  MbrNSedlz0seryMeiicans! bqlieasi k89 from the
requests for content fforn the nmedia serving neans.

redlnssteredetvosie veédi s BBRRARS SERAIHEIHS réqikedied X ,
requester network nmeans bef oge séﬁ%i nge{’ r?gmre'é‘géé‘%tdée grmines

ancabent ofetite ARAISE Fef@ifed ?B”r&@?}rég(friﬁe?{]eg f%ﬁhgﬁqﬂgfﬁystem after

required. to receive the key

SopALBeTIY Ay  30 50 AR ST o
e o P BB My Gk L S04 R oa0pr e dveiamt e éhe HOD
_sy&%H Mhe We? i§ rreege%eec; %tﬂi%da predetermined periéd. The predetermined
period is approximately equal to a two-hop period. The predetermined period is
approximately equal to a single-hop period. At least one of the DVD control
means and the media serving means encrypts the requestéd content be.fore
sending the requested content to the HDD system. At least one of the DVD
control means and/or the media serving means includes usage data in the
requested content that is trénsmitted. to the HDD system. The usage. data
speciﬂes a number of allowable uses. The usage data specifies a duration of
allowable usag’e. The DVD system communicates wirelesély with the network.
The DVD system communicates with the network over a wired medium.

[0048] A method for distributing content in a network compri;es storing

content in memory; providing a provider network device that communicates with
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period is approximately equal to a two-hop period. The
predeterm ned period is approximately equal to a
singl e-hop period. At |east one of the IDVID contro
means and the nedia serving neans encrypts the
requested content before sending the requested
content to the H DD system At |east one of the DVID
control nmeans and/or the nedia serving nmeans includes
usage data in the requested content that is

HIDI. D

thébi‘e?.rﬁ%“w‘e‘e%w‘eﬁ?ﬁhﬂ?ed'sfsea«m%aéiﬁ Bard %#ﬁﬁ%ﬁgesﬁg ifge provider
oSt e A e TR RSt S or e
Dl VI D system conmuni cates with the network over

CoptqrEudpeamiing adeadiremoe et %ﬁhedregtleﬁb@uﬂﬁ%ormwmusmg
in a network conprises storing content in nmenory;
thprroediai seyviagpdeiicel eancheelaclivelyisendiagt daopy @ftbicontent to the
with 19 the nenory; proving a nmedia serving device
regbestec oetwmonkcdevdse witieln thieerguuesied aretworkt devike deyuests content
provi ding a requester network device that requests a
arPhys afloddigtatgont ent; determining a | ocal/renote
status of the requester network device using the

medi@odgy Vi ﬂgoﬂ‘%‘l"f@@turéhn‘i'hé9?&%@’%&/0%@69{/169 u?cl@d’éya digital
of the content to the requester network device

S HETIPE) SRS, SOl s i
d{%bbzl gfé’tlaﬁ‘\e_r ﬁ]é:l'r*é%@d ?\cmd%'sto%lterﬁ’ rgllhg%é lc?ca‘ij/reﬁ'ﬁote status of

e reques net
ard di

t th
o BRHERF RGP EMETK SERTFP et d e AVELO0T IS edplegriaing the
Vi ce. e net hod i ncl udes &@ ermning the
e

d .
'W%’é@l“?&%r%?fé‘ssliaéiegsorbésr@ép%rr‘ﬁeat'i@s%o regpgtesnefwrrk device.
requester network device.
“The method includes storing identification data of local network devices. The

media serving - device determines the local/remote status based on. the
. identification data. The method includes storing medium access control (MAC)
addresses of the local network devices.

[0050] In other features, the method includes stori.ng data in a
nonvolatile manner in user accessible and hidden section.s' of the HDD system;
selectively request.ing and receiving content from the provider network device via -
the.media serving device; and storing the requested content in the hidaen section
of the nonvolatile HDD memory.

[0051]  In other features, the method includes receiving a key request
and transmitting a key to the media serving device in response to the key request

after sending the request to the media serving device. The method includes
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. The nethod includes storing identification data of

| ocal network devices. The nedia serving device
determ nes the local/renote status based on the
identification data. The nethod includes storing
medi um access control (MAC) addresses of the |oca
networ k devices. [0050] In other features, the nethod
i ncludes storing data in a nonvolatile manner in user
accessi bl e and hi dden sections of the HDD system

S| . of f
eﬁgg@gﬁogew% ye%ghé%g(téwsnmee&sta gigw#ggﬁgagé ; B PRk (@%st one

r net ce via VI Nng devi

ofi1%, Phtidefihothnt BRYER Ay & el N AOHEYEE g the vy
TP e R Ao Ry o RS R B Bl nctuces

device in response, to . the key request after sending
wilfag 3% fegtestsd t%@t%ﬁdmgug%s VisAge diaja de therhiddast pedion of the
i ncl udes 20 encrypting the requested content received
nepvalatde iiBPPpmemangnand sraking thasequasted epnient upavailaite when
networ k devi ce and/ or the nedia serving device using
thehgsdgeydataindicates lafidwablel usdds atecr ypti ng t he request ed
content. The nethod includes witing the requested

cont f0@52] ncllndsthet Sageredatite thtethbe ihtldden detihgOtheofequested
the nonvolatile HDD nenory; and nmaki ng the requested

centehe flomy iy abhadtbfleHBD mtéhﬁbr}).s ayke dRétAcH NAkIGAL S t%ﬁgcifying a

al l onabl e use is over. [0052] [n other featuresi

pFeRit&EninBE | MpRserdst slidvisbib NRsdseasirg trd Lasfa%%t ﬁé}g f $A8 method
I ' NCl uaes

the nonvolatile H DID nmenory. The fretho

VAR i e POSHRL TS At i ORBAE S

a duf@dfiiﬁn Glthealnjuéq}ﬁ\@tg)liﬁclﬂagsq%’ayr_ﬁ'id1 %ort'lpe%t i3 3HE p‘)jrggl%ér network
device; and selectively receiving requests for content from the requester network
device via the medié serving device. The method includes requesting a key from
the requester network device before sen_ding the requested content; and
determining an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD éystem.’ The method includes
sending the requested content to the HDD system if the key is received within a
predetermined period. The predetermined period is approximately equal to a
two-hop period. The bredetermined period is approximafély equal to a single-
hop period. The method includes encrypting the requested content before

sending the requested content to the HDD system. The method includes

transmitting usage data in the requested content to the HDD system. The usage
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[0053] The netho d includes storing content in the
provi der network device; and selectively receiving
requests for content fromthe requester network
device via the nmedia serving device. The nethod
i ncludes requesting a key from the requester network
devi ce before sending the requested content; and
determining an anount of tine that is required to
receive the key fromthe HHDID systemafter sending
{ t o .

IR OHLe C YT BBl " B uE3e BB Bleqifog  duration

i.f the key is received within a predeterm ned
Ogéﬁ$@%&e+ﬁ@gsredeternlned period is approxi mately
equal a -hop period. The predeterm ned period
is aé%d%l mal£ reaﬂ% 5 1 ﬁpfé'icﬁ‘@ﬂé)l fophpepresent jmeention will
met hod includes encrypting the requested content
bsepmecaPrrasert; frem the detaied stesariptinn piovided hereinafteD It should be
system The nethod includes transmtting usage data
ungetsieod graldbe aletaitast description endHb R dific gsarapiesThdile |nd|cat|ng
usage 21 data specifies a nunber of allowabl e uses. .
tHehepreferged darhbodipesit f ofesha idventiorgnarefintindedatire urposes of
usage, [0054] Further areas of applicability of t
ilstration onyamd S@natiihfendBe t& MR tROBB6 S bf ﬂw@qmérh%n
detail ed escrlptlon provi ded hereinafter.- It shoul d
be understood that the detail ed description and
specific exanples, while indicating the preferred.

errbodi ment  of gkite- UE‘S?EF&I'FQF” NAHR ﬂ_ﬂé E{ﬁgﬁ&elgg?opur poses

illustration only and |re not [imt

o O, A S P T U i o
R RRRRRD A She O Whers 2

~ [0056] FIG. 1 is a functional block diagram ofa provider network-device
that provides protected digital content to one or more requester network devices
in a local network;

[0057] FIG. 2 is a functional block diagram of a first exemplary
neMorked DVD anld HDD system according'to the present invention that
communicates with a modem; | |

[0058] FIG. 3 is a functional block diagram of a second exenﬂplary
networked DVD and HDD system according to the present invention that

communicates with a modem;

[0059] FIG. 4 is a functional block diagram of a third exemplary
networked DVD and HDD system according to the present invention that

communicates with a modem:
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[0056] FIG 1 is a functional block diagramof a

provi der network device that provides protected
digital content to one or nore requester network
devices in a local network; 10057] FIG 2 is a
functional block diagramof a first exenplary

net wor ked DVD and HDD system according to the present
i nvention that conmunicates with a nodem [0058] FIG
3 is a functional block diagramof a second exenpl ary

net wjoBeg] DVBi@ng {HDR %ﬁi@ﬁélaﬁ%‘ékdaiﬁgaégﬁn 5Tgo%fﬁgﬁ%mplary

i nvention that communicates with a

e P B o B s et M Bidhg el W BrReE igfgon that
%[}chlggésg\p%ﬁcrﬁgmm cates with a nodem 22 [0060]

ional block diagramof a fourth

exe n ked .DVD, an ystem according to :
thewgbﬁééwt Ff{%ﬁés# grfup éqna‘f&%@%%&a& ohaniexe requester
rgi@ﬁé% FIG 6 is a functional block diagramof an

device npidirgp Hdsyetern devi ce i ncl uding a HDD
system J0062] FIG 7A is a.functional block di agram
of - ar[OBﬁélTpl E]Cy- P\ d adignctioned Wwtndk diegiace of aalexdimiga® provider
DVD systemw th read-only operation; [0063] FIG 7Bis
retvaricdedeminchlding ad)\dD systenf with read-oplyasperationyi der
network device including a DVD systemwi th read-wite

oper {{0D63] [ BOBATB s & fur€lidrial dlddknibg@iabf BhAS&mplary provider
-di agram of a provider or requester

network device including a DVD system with read-write operation;
| [0064] FIQ. 7C is a functional block diagram of a provider or requester
network device that 'includes a combined DVD/HDD system;
| [0065] FIiG. 8 illustrates user accessible and hidden sections of
nonvolatile memory of the HDD of FIG. 6;
[0066] FIGs. 9A-9D are flowcharts illustrating security steps performed
by the provider and/or requester network devices;
[0067] FIG. 10 is a flowchart illustrating steps of a method for allowing
playback of a copy protected file from the requester network device N times; |
[0068] - FIG. 11 is a flowchart illustrating steps of a method for limiting
the amount of time that a copy protected file stored on the requester network
device can be played;
[0069] FIG. 12A is a functional block diagram of a network including a

media server that serves protected content from a provider to a requester;
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networ k device that includes a conbi ned DVD/ HDD
system [0065] FIG 8 illustrates user accessible and
hi dden sections of nonvolatile nmenory of the HDD of
FIG 6; [0066] FIGs. 9A-9D are flowcharts illustrating
security steps perforned by the provider and/or
requester network devices; [0067] FIG 10 is a
flowmhart illustrating steps of a nmethod for allow ng
pl ayback of a copy protected file fromthe requester

net evi N,.Li.nes; .00 FI 11 is a flowchart
il | 3@{@? i n(ﬁ@t ABE 5@ fé‘”ﬁ{é?q?gjjll?%? gﬁgFﬁfﬂmg? pefOsifingding a
of . tine that a copy protected file stored on the

SENGT at viankes Juotested: gantsnt gremed; DVB0GYSter & a HDD
12A is a functional block diagram of a network
systemidi ng a nedia server that serves protected
content froma provider to a requester; 23 [0070] FIG

12B [0074]f uidGi dlalilubtrateks ttieageda oérvar netamekemplary network

including a nedia server that serves protected
configuzatiorf;rapih a DVD systemto a HDD systenm [0071]

FIG 13 illustrates the nedia server in an exenplary

net W 2) COTHIGOYRas 0wk 10972 ja”e ' i
- f omart] illustrating steps per%o'}dr:rétgpg trﬁgim%gdblyathe media

S8&kY 8EcHE I+Rg | : nt invention. DETAILED
SDESCRI %’TI %@HQIH%&E%& ‘EMBCDI MENTS [0073] The

foll ow ng description of the preferred enbodi nent(s)

Is merely exenplary in nature and is in no way

't eBEIAIL L BESERIPRON BF HiR bREFERRED EMBODIMENTS

[0073] The following -description of the preferred embodiment(s) is
merely exemplary in nature and is in no way intended to limit the invention, its
application, or uses. As used herein, the term module or device refers io an
" application specific integrated circuit (ASIC), an electronic bircuit, a processor
(éhared, dedicated, or group) and memory that.execute one or more é,oftwaré or
fiimware programs, a combinational logic circuit, and/or other suitable
components that provide the described functionality. For purposes of clarity, the
same reference numbers will be used in the drawings to identify similar elements.

[0074] Referring now to FIG. 1, a local network 2 includes a router 3, a
modem 4, and a provider network device 5, which selectively'provides protected
content 6 to one or more local requester network devices as will be described
belhow. The provider network device 5 is a network compétible device that
includes a local network determining module 7. One or more requester network

devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively
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application, or uses. As used herein, the term nodul e
or device refers to an application specific
integrated circuit (ASIC), an electronic circuit, a
processor (shared, dedicated, or group) and nmenory

t hat execute one or nore software or firmare
prograns, a conbinational logic circuit, and/or other
suitabl e conponents that provide the described
functionality. For purposes of clarity, the sane

- _reference n ers will, K be us in the drawi ngs, to )

refifesh faHSs RS, Praftctash ConteE Gy 4 hrebe RBPTRGRITS whie the
FIG_ 1, a local network 2 includes a router 3, a

ropisehAnd VR liae sopneetiansnatensiiown athek netwarkicenfigurations will
sel ectively provides protected content 6 to one or

beypprarestis skikesliagisans msluding baknetdisitedstanvirelebe Access Points
descri bed below The provider network device 5 is a

(Al wad-koc onpiwarkl eodeedtiom tdmmfiguiatiohsidemddod ogisdless network
network determ ning nodule 7. One or nore requester

camdigueations d eV hite theBprbviddr Aetwork devitess ¥ §ikolh &8 IncRleymemory
referred to as requesters 8) selectively 24 request

sUePPALBoMolhiNe rREMbREIRINE %t@@t‘édﬁzorfént%rthﬁi’brr]%tected content 6

appreci ated, while the router 3 and wire

PR BRI b Pl BBl e prGRct ik BRfce 5
t dhheki ed i Lel i nt AP d: h . '

ot BTSSR PhShEE R, S5 Bitapfiy pEdcSrovier o
wBEh Bl Ve Bl el ol Eebaad Softhecton to
N latile menpry for the ected content 6, the
IR camERieRions SYatgMo@CEbride Aner A yrawaroservices.

externally fromthe provider network device 5. [0075] '
TheSeRdcR RTVIdeY @ dhie pravide breadhend anoeds dising wired or wireless

provider 9, which provides video content, digital
coections, coaiieb adblandigialsubstiier line (BSLY;j satelliteuaredior any other

communi cati ons system (DCS) 10, and/or other network
carerectioe system or method.

[0076] The DCS 10 is connected by one or more servers 11-1, 11-2,
..., and 11-M to network devices 12-11, 12-12, 12-1P, 12-21, 12-22, ..., 12-
2P, ..., and 12-M1, 12-M2, .., 12-MP (collectively referred to as network devices
12). The local network determining module 7 selectively determines whether the
requester netwofk device has a local or remotelstatus when the requester
network device requests a copy of the protected content 6. This approach
, increases security by preventing access to the protected content by remote
network devices.

[0077] There are many different ways for the local network determining

module 7 to determine the local/remote status of a requester network device.
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The service provider 9 nmay provi de broadband access
using wired or wireless connections, coaxial cable,
di gital subscriber line (DSL), satellite and/or any
ot her connection systemor nethod. [0076] The DCS 10
is connected by one or nore servers 11-1, 11-2, and
11-Mto network devices 12-11, 12-12, ..., 12-1P,
12-21, 12-22, ..., 12- 2P, ., and 12-mM, 12-M,
12-MP (collectively referred to as network devices

; Lo k ini dul . .
Fé?%eaﬁr'ﬂ%aw%ae 'Ef?ﬁﬂr“ﬁrsg a‘ﬂrﬁbﬁrtﬁr”ﬂrﬁﬁdg?a%wiogg devisegeiermines
ice has a | oc m%te st at us Wheq!ﬂt e requester
'Oﬁ% %arqse&i@we@vr BEEpInG, Gihepyowit qiHEng tds reqiired to receive

content 6. This approach increases security b
2 seeRaIRe fRmdbe deaLiesien heivprlogevicad IBetIeaPOBSe Hredsdess than
net wor k devices. [0077] There are many different ways
afooedetheminedaieriodt thenkthd eequerter mefwontodeviee Ts tietermined to have
determ ne the |l ocal/renpte status of a requester
arnetalstdtudedf net, S récquestrarativerk devicer®as a remote status and the
i npl enent ations, the provider network device 5

céipy ef mwpmteétééaidw[@{fﬁé Qefled! UPh®MniRing ORtifd that ¢ required to
anount of tine that is required to receive a response

sER®@ Bk WSCéI@Q‘b%‘fé Qla hat 3Nike SJ‘?WldérGQ btst e an@%é‘?{ﬂir@ 11 to the

tinme is less than a predeterm ned period,

:%rﬁSféeﬁEfWorRea&?#e‘s q?vlsc Elg'nﬁ’ cgﬁfg tdgb&%ﬂ th&n ﬁﬁéeamggnh gg timer

ocal status net wor k

h of the protected conten
riR0bE IRl e i SrmBPhePios B RpRHE, r'gdotﬁsr Watds, the
and recejve, data via the service provjder
pies e Bl ot s B4 aviater, B: e tashiohks disys veqlisea by local
ni fi cant reater than the anmount of tiner '
r%?ﬁ?. GIRE f% gw@er anddass than e lRsPRNSR Jims reqyired by remote

respond. In other words, the
requester network devices.

[0078] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to. determine
medium access control (MAC) addres.ses of local hetwork devices. |If th'e
requester netvs)ork device matches a local MAC address in the table, then the |
requester network device has a local status and the copy of the protected content
can be sent. If not, the requester network device has a remote status end the
copy of the proteeted content is not sent. |

[0079]  In still other implementations, the provider network device 5 may
send a message to the router 3 to temporarily block external ports of the router 3
or modem 4 to the service provider 9 (and DCS 10). After blocking the external

ports, the provider network device 5 determines whether the requester network
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predeterm ned period is 'set greater than the response
time required by | ocal requester network devices and
| ess than the response tinme required by renote
requester network devices. [0078] In other

I mpl ement ations, the provider network device checks a
dynam ¢ host configuration protocol (DHCP) table in a
DHCP server to determ ne nedium access ¢ ontrol (MAC
addresses of |ocal network devices. If the requester

oty & Sif @pld ﬁ%%ﬁﬁf@@srmﬁewmfbad\ﬁ ¢ Iz requpstes network

status and the of protected content can be
devige hapra loga! S"PHL§ T éfqmgﬁr@yldﬁépmqgk@@\yic‘@ecq{hgorgmumcate with
renote status and the copy of the protected content
thes rergtesdinat nefnpoiv gleviae, sthel prayidesr netweriermavics: sends the copy
the provider network device 5 may send ‘a nessage to

ptdiected uzanterd. tAstmbeaapprgcnbtedcky ekilledrartispos,t sneor more of
the router 3 or nodem4 to the service provider 9

tHesedap¥rbadiigs it be dohsisikedantilee athéen Wﬁpﬂoaeh@@ trsay bbeused to
provi der network device 5 detern nes et her the

dERANRTS Bie 106AINBHIOIE ﬁaﬁﬁ/bﬁﬁelréq@és&té# néloPk Hevice.
conmuni cate (which will be true if the requester

net rttsoade"Wﬁﬁe h&?méné O&falth§tf€ﬂ&ﬁ@?g st Q—}}H\ﬂ% a DVD

net evice can communi cate wt he reques

sgawskd F\él&%dblcon pvmﬁ'ogg%asﬁb% hled&\swa%{ggag&ktda%‘ce and

ecte e appreci a

h
G hegﬁpﬂetm IRUPe 13FBh LBBPsRenc b VRRGORE SilE Bae/or 4 Hoo
SHERTbPR T (HELieSlET AR RARIoE: Sl 1 GHSa6 Wi aPpEsdaiaithat other
descri ptl on enploy a DVD system and/or a conbi ned
PrideRNdis repvesier RetvrE\darigesnmayobk used; cSkilad artisans will

also appreciate that all of the implementations that are described below in
conjunction with DVD and HDD systems can be implemented with any other
suitable network devices.

[0081] Referring now to FIG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medium 16 with a service pre_vider
18. The service provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet, LAN, WAN, or other
distribut_ed. network andfor provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a
router 28, which connects multiple network devices 30-1; 30-2, ..., and 30-N

(collectively network devices 30) to the modem 14. One of the network devices
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anot her network device including a conbined DVD/ HDD
system and/or a HDID system as the requester network

device, skilled artisans will appreciate that other
provi der and/or requester network devices may be used.
Skilled artisans will also appreciate that all of the

i npl ementati ons that are described below in
conjunction with DVD and H DD systens can be
i npl enented with any other suitable network devices.

081] Referrjng now to FIG,.2 nct i onal, bl ock
3é'|qadﬁ‘ aqﬂn&ecgedf itgs? h%%%hﬁ?%%é&fs@m [g’zgnwﬁprmay be
systemis shown. A |local network 13 jncludes a npdem
canggied @ Gnidipvitian &F rovrifor A8 e felevisian ar meniipca8 may also
provider 18. The service provider 18 provides a
be saeectash te dhen raedivm b6t either cirastiniarathrensh eysatelop box (not
(DCS) 22 such as the Internet, LAN, WAN, or other :
sbbwn) amdirexkiveecontehkt faorm/tbe sprvics plesider H8r net wor k
services such as video content, telephone services

and {0082]i keTheTheahnete/ord 43Gaay reludmascicedss pomt (AP) 40 that
router 28, which connects multiple network devices

c8Rmdunic@8s Avith the ralter 20alNd driedbt R Afle SIeEWBOKs 42-1, 42-2,
devices 30) to the nbo dem 14. One of the network’

d . ; a i L . -
RAEPTeAT (O SHROESS Shfdhsn I AL AR 40 1 shoun
LSi [ o i Si it 38, .

cHEhEE 88 oA A0 i HRE BRSPSl i
Tl Bbicteor pLP3D.# et A s BRd gt Gompected to
R et AR SR PR sS850 B ons v
nore W rel ess stations 42-1, 42-2, and 42-N

becznnasert ipakjlediatisanss stations 42). Wile the AP 40

i's shown . :
[0083] The network device 30-2 communicates with the router 28 and

with a DVD player or a combined DVD/HDD player 44 (both referred to
hereinafter as “DVD player 44") such as the one shown énd described in U.S.
Patent Application Serial No. 11/039,288, filed January 19, 2005, which is hereby
incorporated by reference in its entirety. The DVD player 44, in turn, may
communicate with a television or monitor 46, which may be connected to the
medium 16 or to a set top box 50. The service provider 18 prdvides broadband
access to the DCS 22, video content and/or other servi;:es. One or more 6ther
servers 54-1 and 54-2, (collectively servers 54) provide an interface for network
devices 60, computers 62, personal digital assistants (PDAs), etc. to the DCS .22.

[0084] In some implementations, the user of the television or monitor

38 may desire access to DVD content associated with the DVD player 44.
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connected to the router 28, the AP and router
functions may be conbined in a single device.
Alternately, a conbined AP/router may be directly
connected to the nodem 14. Still other types of
networ k configurations and connections wll be
apparent to skilled artisans. [0083] The network

devi ce 30-2 communicates with the router 28 and wth
a DVID player or a conbi ned DVD/ HDD pl ayer 44 (both

PO, ) BRI o PTG BEpi Yo 8 pryer
i,cation Seri al .. .11/ 039, 288, filed January 19,
@E&Yﬁmr@ﬁ 3 fr?@@é!’ék_\fab'? OBERG ggéd‘”B? Hesendse &essage to the
its entirety, The IDVID player 44, in turn, may
Didiplaes A4 Via the aetwark veauestingra goRy of icongsnt\islediedrdipm the
be connected to the nedium 16 or to a set top box 50.
ligh el e DM aygeoviletermib@sprimtheleth el DBddyateh rascekeal status. If

the DCS 22, video content and/or. other services. One

the HOD eysteneor otferweysestdr Aotk Bevize Hawldcarstat sy, Yhe content
servers 54) provide' an interface for network devices

fitlis SEPUF efes HBRD spsteRPBAbtHr Gt @dstas RbRIAR VIR '
etc. to the DCS 22? [0084] In s%rre I mpl enmrent atvi or?ﬁ‘%)a remote

stdt@s UeRY r&?uéé’d%tcﬂrﬁé@ﬁiﬁﬁb %caﬁ‘l?ée}bbfﬁ tsha%l?%g}%{%@?%éﬁ& can be

access to IDVID content assocl at

B 80 85 RSO e, ARG AR BV Bt
pﬁeﬁ;}gg%@ﬂe@éﬂgkd%égje:sﬁgb |P8 ?Ptlsé]%é,t%glfq{g g%ifé%?ed%e%wods.
The. EIFISy pdirie PaprireCelans: Her DY e (3308 burpRuesting a
B i6n kBB e Q0B 44 eaind 5 v tbaheelarminesithe gnount of
sent. If the HDI D system or other requester network

timsy iteat iFagequirashdyethe HDD 34 to respond. The HDD 34 sends the’
requested key to the DVD 44. The DVD 44 determines whether the HDD 34
responded within a predetermined amounf of time.

[0086] If the HDD 34 responds within the predetermined amount of
time, the DVD 44 scrambles the selected content with the key and sends the
scrambled content over the network to the HDD 34. The HDD 34 descrambles
the content with the key and allows replay of the content at the television or

monitor 38. As can be appreciated, the key exchange can also occur earlier

when the HDD initially requests the list of available content.

[0087] The HDD 34 may also receive usage data from the DVD player
that constrains use. For example, the usage data may allow N replays and/or

replay for a predetermined period. After the allowed usage period is over as
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status, the request is denied. The |local/renote status
determ nati on can be nade based upon response tineg,
MAC addresses in the DHCP table, external port

di sconnection and correspondi ng di al ogue, and/or ot her
suitable methods. [0085] In s one inplenentations, the
DVI D 44 responds by requesting a key fromthe H DI D
34. The DVID .44 begins a timer that determnes t he
anmount of time that is required by the HDD 34 to

RN R MR BRI R e

F{r?ﬁ%%g’]r‘]agft Wﬂigggﬁgégglr%geg&%%ng&gf?ﬁgﬁﬂp Leopr Eeljg? er mi ned
ime, the DVID 44, I h | d

conitOheBl ¢ In {FmeoJmRIRERARIS: n® AP BoHednEbEBna User

over_the network to the HDID 34. The H DI D 34 )
aGressibimpeetion ank aduddemsedtian The videp candertifrasnghe DVD 44 is
replay of the content at the television or nonitor
stagad insthedniddan sepiicacifdne®VD Hé. K ksydhahigeprovidedibydhe HDD
occur earlier when the HDD initially requests the

34 irsay ok paraiof abpebliofprivetd ke GBBRA|ptiGhesyisRin Ihdiaryotaks euitable
recei ve usage data fromthe DVD player that

dS@NShEAIPABN US AAltdTRAteRX @fdre fortite ofiSiagebakid seR¥BIlNCWan be
N replays and/or replay for a predeterm ned peri od.

péfféﬁ,ﬁed_he al | oned usage period is over as 29 specified
In the usage data, the HDD 34 nmakes the video content

TR S e EMR, s SRR 4016 BV o g o
o3t a0 B DO DTLTARE LTee T Sl Bheos
claqrbé{;gg é@é mﬂ%?/%ﬁ]dso; Iitsg1 Sf Wb%odfééntgb%ilgﬁg f}ortlr?b\}Dc's in the
carousel. If the DVD player is a combined DVD/HDD player, the DVD/HDD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD c_:ontent stored on the associated HDD.
[0090] Referring now to FIGs. 3-5, various exemplary configurations of
the present invention are shown. In these implementations,lthe provider network
-device includes a DVD system and/or a combined DVD/HDD system and the
requester network device includes.a HDD system and/or a combined DVD/HDD
system. In FIG. 3, the HDD 34 is connected to the network by the station 42-1,
which wirelessly communicates with the AP 40. The DVD 44 and television 46
are éonnected by the network device 30-2 and medium 16 to the router 28. In
FIG. 4, the HDD 34 is connected by the network device 30-1 and medium 16 to

the router 28. The DVD 44 is connected to the network by the station 42-2,

30



34 may be part of a public/private key encryption
system and/ or other suitable data encryption.
Alternately othe r fornms of key-based scranbling can
be performed. (0089] If the DVID player is a single
DVD pl ayer, the DVID sends a list of content

avail able on the DVD in the DVID player. If the DVID
pl ayer includes a carousel, the DVD player sends a
list of DVD content available fromDVDs in the

arousel . 1f the DVl I roi c j V|
G Wilassly el Wit e ah . o TIE G ehg o5 34 ana bvo
content avail,able on the DVID or DVIDs in the player
4% 8%, CAPDRCEREY B8Rt ¥nOSE GHElO™H 42He 288K A4Rete Hrspetwork.
\g}OQO] Referring now to FIGs. 3-5, various exenplary
iouispiher nedwerkogonfigheatipne st bej appergntde skiled ensans. | n
these i npl enentations, the provider network device

i ncl Jaedlla DRefesyrg powvdodiGr 6 aam exdrinpizdy RBANeRD reypwbaMdevice
and the requester network device includes a HDD

isylatiesnaaHBDosystemo b neith HWPDBOPCBsY$4.eM blufieFh €8 slores read,
the HHDD 34 is connected to the network by the station

videand/oioitilwcoeIreISEty tISRMEUBL6a48E tHe EBnirdlearARe HDD system
The DVID 44 and television 46 are connected by the

1;1:66\/‘@25 tRE a8 830 A 119 TB 'Vmagﬁbb%ﬂcgﬁniatq'ﬁ{?m?%teﬁ . For

the HDID 34 ?s conhecte devic
ZoTTREy SPRAM R Rl P25, oL A s i b, used.
RS nle BRI TRE S gy s 2 bgrirovided 6 store
el 413 s6p ps BRI oP "o apparent to

skill g afti ans. [0091] Referring nowto FIG 6, an
exe P9l r eQREeERYSoR ddTRangsd @k the HDD PCB 114 performs data

and/or control processing that is related to the operation of the HDD system 110.
A hard disk control module (HDC) 126 communicates with an input/outbut
interface 124 and with a spindle/voice coil motor (VCM) driver or module 130
and/or a read/write channel module 134. The HDC 126 coordinates control of
the spindle/VCM driver 130, the read/write channel module 134 and the
proceséor 122 and data input/output with a host 135 via the interface 124. |
[0093] During write operations, the read/write channel module 134
encodes the data to be written onto a read/write device 159. The read/write
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the
like. During read operations, the read/write channel module 134 converts an

analog read signal output of the read/write device 159 to a digital read signal.
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i ncludes a HDD system 110 with a HDD PCB 114. A buffer
118 stores read, Wite and/or volatile control data
that is associated the control of the HDD system 110.
The buffer 118 usually enploys volatile nmenory having

| ow | atency. For exanple, SDRAM or other types of | ow
| atency nmenory nmay be used. Nonvolatile nmenory 119
such as flash nenory nay al so be provided to store
critical data such as nonvolatile control code. [0092]

THe ROACESSP sighd? iSIthéndRde QB ARy [HRBoHED b1 Andieh ft@EHﬁlques to

data and/or control processing that is related to th

reeeﬁéﬂhb%té)tha&g%swmtewéﬁ% Lbp. A hard disk control

nodul e (HDC) 1 conmuni cates wWith an |nput/out put

' ntcm)ﬁgﬁfvé?\“%@%ddl%tdpwél%gem%y X%Bbgsr@?d /\Xﬂ%gg one or more

nel The, HDC 12 cooy.di n s, contral of
h@fﬂéﬂy AR inch i maghate eaayies %@%Mﬁmgﬂetw fields.
nDduIe 134 and the processor 122 and
The, platiess g8t argi fofatad Hys 8 SPygileuraotpﬁéhatnﬁ esfohaertat@auy shown at
0093] During wite operations, the read/ wite channel
dubenarally teem soinsie metod 464 tatatee theihardrdrivet plaier 152 at a
read/vvrl te device 159. The read/wite channel nodul e
cargrolied mpesd eliiringetherread/vgiteg oplerdtionsr éDnalor Imdreg read/writy arms
apply, for exanple, error correction coding (ECC),

158 mdvengtidtiviel toi thedblattelisnthA t_tdad andiot heite iakee to/fRuri the hard
read operations, the read/wite channel nodule 134

dfed pRittess 462, Ay SEINERAICH @iddr 180 BeKtrdé tﬁé“@f)lndle motor 154,
read/ wite device 159 to a digital read signa “The

whRRVBLAtES ttid Bakr 152.0 *rrﬁte ﬁgrfg;gé?g : hgp%ﬁ%ﬁgg P@semewontrol

tEChnI ques to recover

sqgﬁg\sﬂg)eeg ;L&Q%ﬂ th% I?é’é&'/wﬁ*te?‘ karﬂl{ 1%8, %FS%}SI& UQR’S) a vmce cail

one
actuator, a stepper motor or any other suitable actuator.

[0085] The read/write device 159 is located near a distal end of the
read/write arm 158. The read/write device 159 includes a write element such as
an .indu'ctor that generates a magnetic field. The read/write device 159 also
includes a read element (such as a magneto-resistive (MR) element) that senses
the magnetic field on the platter 152.. The HDDA 150~inc|udes a preamp cifcuit
160 that amplifies the analog read/write signals. When reading data, .the preamp
circuit 160 amplifies low level signals from the read element and outputs the
amplified signal to the read/write channel module 134. While writing data, a write
current is generated that flows through the write element of the read/write device

159. The write current is switched to produce a magnetic field having a p'oéitive
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hard drive platters 152 that include nmagnetic coatings
that store nmagnetic fields. The platters 152 are
rotated by a spindle notor that is schematically shown
at 154. Cenerally the spindle notor 154 rotates the
hard drive platter 152 at a controlled speed during
the read/wite operations. One or nore read/ wite arns
158 nove relative to the platters 152 to read and/ or
wite data to/fromthe hard drive platters 152. The

Wafa! i V ; ral S pdl t 4 .

R RRIRYRRY {Fhe B PER TRGENA BRG] e arive
I ignals that position the

p?%%&/q\b‘/:\'?%t qu‘rf%gqg@,rec%qgéé@xdg )l e using a voice coil
actu a Stepper notor a ot her, _sui tabl e -
act um@{q} [d%@gﬁpnﬂwé'o?”eg%/@hst gy'%ie%n d B1530 | &Xeqmplapye grovider
near a, distal end ob the read/wite arm 158. The
neRiRTkdevice lelides 218y 0 pgtemes!Ca Y REBRM inslugs gsbuffer
an i nductor that 8enerat.es a magnetic field. The
2A Badfialr stoeesiaond edatgg iliteo daten dAndéders valatieadcostrohrmotle that is
(such as a nagneto-resistive (MR) elenent) that senses
asbeciategntiiei corftrad| of e DNV® pistetreR1052Thd HriffdDA 81ARy employ
includes a preanp circuit 160 that anplifies the

valatileognemady vauche asi §DRAM Whestheeaghard olalow lateAcy memory.
preanp circuit 160 anplifies low |l evel signals from

Nd&oatited mingd i 2t 9o hoad ks mehory @g\ﬁldiéd BE u3k4 '?é‘f'dcriti‘a&al data

the read/wite channel nodule 134 ile witing da

sAchdistdhta GelEliRG to DVIIRRES Brffitd Bad/of bans @g&egﬁ% c}/\cf{hﬁrto(le code.

wite el enent of the read/wite device

A BISRBSot 929 rtdliRd o o0 BUHS Bty PAANELEGld Bk BRYP dontro

a positive I “negati ve pol ar € posli

ARSSEIEP o B F 5 B R Bt B B R Bhah6! e
p?c?(\:’c\éstsgr F E’%Oandpe%fmgn é(ceo lrllgaryofprggpiyderprotection - and/or
compression/decompression as needed. A DVD control . module 226
communicates with an input/ouiput interface 224 and with a spindle/feed motor
(FM) driver 230 and/or a read/write channel module 234. The DVD control
module 226 coordinates control of the spindle/FM driver, the read/write channel
-module 234 and the processor 222 and data input/output via the interface 224.
[0097] During write operations, the read/write channel module 234
encodes the data to be written by an optical read/write (ORW) or optical read
only (OR) device 258 to the DVD platter. The read/write channel module 234
processes the signals for reliability and may apply, for example, ECC, RLL, and

the like. During read operations, the read/write channel module 234 converts an

analog output of the ORW or OR device 259 to a digital signal. The converted
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networ k devi ce includes a DVD system 210. A DVD PCB
214 includes a buffer 218 that stores read data,
wite data and/or volatile control code that is
associ ated the control of the DVD system 210. The
buffer 218 may enploy volatile nenory such as SDRAM
or other types of low |atency nenory. Nonvolatile
menory 219 such as flash nenory can al so be used for
critical data such as data relating to DVD mmite

t n ot her tile control code.
sgﬁéggss@'o% gé%q’%dr% ﬁ %é( er@%cw%%ep Eﬁq@ger the data
ta and/ or EJ processmgthat is related to the
@f@tw% eern rl‘m% system 210. The processor 222
-al so @é]orm decodi ng of COBXf protection and/ or
conpk on/AyEXdMzseaRibbh(REDAR @§8dNcindewm BYEX plattter 252 that
nodul e 226 comruni cates with an i nput/out put

stone® rdade coptizgalandThe tilatters gbadk erotated byptadspindfdVimotor that is
driver 230 and/or a read/wite channel npdule 234. The

sthvdnaticellyaihowmnoat 4. 27 fie apirdié ntes280 itals Bk VB é)latter 252
spindle/FM driver, the read/wite channel nodul e

atadtohlrelled aae/ss oariaBld spaed Riring ItAe w4 OutRY e
Cnterface 224, [0%97] S%“ ks I\/V?l e operalt | g;:r)%/r‘aﬂoﬁg The ORW

of eRlgurice @50asRE rélﬁlﬂ}é' t6 Jﬁ%ﬁV@B%S@QS 6%?(? gg{j),%r Qftite data

witten by an optical rea

td/f8fh tHNbwd ﬁ?ﬁteﬁj S§C eTﬁé %%I%W P Fp\é@vf?:l %éee n‘%’%%ﬂ&l ipcludes a

read/ wite c modu 4 “processes

|gfs%§—ah§|éna§)dtl?la g?ﬁ%ﬁi may apply, for exanple, ECC, RLL,

ng read operations, the read/wite '
Chanﬂfdgéf 3;E\ﬂr ééé;gaoa?d\éﬁétteépgg t%‘?ggr!eéaagrlxj gqulsl/téte%stt%% laéer |s'
R 2 Starks gcBerdvb Ibet/anteindards end pacurag raad bperations.
T g é;?t%aP\s{eDnsor senses reflections caused by the lands/pits. In some bVD
read/write (RW) ap_plications, a laser may also be used to heat a die layer on the
DVD platter dUring write operations, If the die is Héated to one témperature, the
die is transparent and represents one binary digital value. If the die is heated to -
- anpther temperature, the die is opaque and represents the other binary digital-
value.  Other techniques -for writing DVDs may be employed.
[0100]  The spindle/FM driver 230 controls the spindle motor 254, which
controllably rotates the DVD platter 252. The spindle/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or ény other suitable actuator. The feed

motor 258 typically moves the ORW or OR device 259 radially relative to the

DVD platter 252. A laser driver 261 generates a laser drive signal based on an
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[00981 A IDVID assenbly (1DVIDA) 250 includes a DVID
platter 252 that stores data optically. The platter
252 is rotated by a spindle notor that is
schematically shown at 254. The spindle notor 254
rotates the IDVID platter 252 at a controlled and/or
vari abl e speed during the read/wite operations. The
ORW or OR device 259 noves relative to the 1DVID
platter 252 to read and/or wite data to/fromthe

D atter 2. . The ORW, or Vi i.cal l
onthut abied EaeMEEE chaRReTOU e Ca  LiOUPA PabYH (s & preamp
DVD read/wite and IDVID read only ste Be | aser
cirayit 260 deateamplifiasy arAleg 5pad KIINEISy] W‘%/%fe%?ﬁ Al [thg gpgeamp
and g@és during read operations. The opti cal sensor
cisaits 260 mamlifes ilowde vl rgnainjroméne SR/ @i PR device end outputs
DVID read/wite (RW applications, a |laser may al so
tHeearapkfied sighaldb the dead Weteechaomet h@dul?e\tle:vicpﬂ 284er d
uring wite operations, If the die is heated to one

t GWDET Qgr e THehBVDdsyestérm 210pfusther fitludesca cogee ardute 240 that
one binary digital value. If the die is heated to

eABSIdEeaNA/BIRBESHRY Aded @acﬁla@ dn%' AL UEPBBoHARISS SRS and/or
the other binary digital value. Qher techniques .

V5, WL FRCRITR 0SSP RenELaN, 308 pss, pspoctio
WA PRI, B0y i bsebRardpeabaty cr 202, The
i A e e S T S e
i BRI K NS 52y PGP ANISgER 1S Gt g Ships.  For
| DVI D pI atter 252. A | aser driver 261 generates a _
¥ aEWIe.(ithe, cPCGRMT B220@nen tam BYDowOplipl gnogle 226 may be
read/wite channel nodul e 234. The DVDA 250 incl udes a
impteamgnted by a single chip. The spindle/FM driver 230 and/or the read/write
channel module 234 may also be implemented by the same chip as the
processor 222, the D\/D control module 226 and/or by additional chips. Most of
the DVD system 210 other than the DVDA 250 may also be implemented as a
SOC. |
[0103] Referring now to FIG. 7C, a simplified fuﬁctiona! block
diagraf'n of an exemplary combined DVD/HDD system 280 according to some
implementations of the present invention.is shown. The combined DVD/HDD
system can be used as a provider or requester network device. Th.e combined :
DVD/HDD system 280 includes a combined system control module 284 that

communicates with nonvolatile memory 290 and volatile memory 292, which

stored data for both DVD and HDD operation. The system control module 284
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circuit 260 that anplifies analog read signals. \Wen
readi ng data, the preanp <circuit 260 anplifies | ow

| evel signals fromthe ORWor OR device and outputs

the anplified signal to the read/wite channel nodul e
device 234. [0101] The DVD system 210 further includes

a codec nodul e 240 that encodes and/or decodes vi deo

such as any of the MPEG formats. Audi o and/or video
digital signal processors and/or nodul es 242 and 244,

res ecIiveKy, per form audi 0 and/ or_ video signa
COFYRURIERISS Vir 88pBRleriace|dP4 Wit anintasfage 296tafa hph298. In some
system 110, portions -of the I1DVID system 210 may be
impiareeriatiers, bipeointertrceqo?@ iandegPitard edriat ATA ifteBpces, Fiber
chi ps. For exanple, the processor 222 and the DVID
Fannels (o) sedabattaoney soeall corppeter systtnbintafaiesgiSAS), or other
chip. The spindle/FMdriver 230 and/or the read/wite
stfitabledhtenfadebe 234 may a.lso be inplenented by the

same chip as the processor 222, the IDVID control

modulje1@2p and/Mie Bymadid DVEYHDE $sterkdsdnt
| DVI D sgﬁsem 210 other than the DVEﬁFBZSO m;y z!ﬁ sﬂgﬂEeDVD and

Pl d | i
DTS VDR SR RALS' 108 Sl B provies

SRR SRR BB o RO SEE) St S use of o
P AE ST P Dot BB P LR s oo,

DVD HDD syst e& 280 includes a con?oi)aed ystem contr ol )
| %‘-ﬁﬁﬂ’é’%é“{’ﬂ tang.3 edhBbel Piersmab carnections ase yequired,
290 ?nl%‘ﬁ\[/ol tile menory 292, which stored data for
WHER YERATERdUEES 9D operation. The. system control
nodul e 284 35
[0105] In addition, the unified DVD/HDD system allows copy

- protected content to be copied bit-by-bit to directly to the HDD. in other words, |
the copy protected qontent can be copied without decrypting the copy protebti.on
scheme or digital rights management (DRM) and without requiring significant
opé’rating system involvement. Conventional separate DVD and HDD systems
require the DVD to decode/decrypt the DRM or ofher copy protéction prior to
output. The DRM or other copy protection may or may not allow subsequent
copying to the HDD. By combining the systems, additional functionality is
provided due to the built-in security of the copy protectidn or DRM scheme since
the DRM or copy protection remains intact. For example, single DVD drive copy
operations are supported without -removal of | the copy protection or DRM.

Additionally, the HDD can operate as a virtual DVD changer. Still other
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communi cates via an interface 294 with an interface
296 of a host 298. In sone inplenentations, the
interfaces 294 and 296 are serial ATA interfaces,

Fi ber Channels (FC), serial attached small conputer
systeminterfaces (SAS), or other suitable

interfaces. [0104] The conbi ned DVD/ HDD system
controls both DVD and HDD systens. The DVD/ HDD system
reduces overall system cost and provides inproved

vérlﬂti@h%Qﬂ&hbtdbnﬂﬂﬁ‘e@@\?@ﬁl-m%?ste(ﬁ?%tre isﬁo%dmée%&fq%ﬂgiﬂ u.s.

the use of a single DRAM and flash nenory for

Phfaet RYBI @R Al 1512(%% nfﬁ)?d §hghE r%"éeboégpp' y

and a reduced nunber ext er connections

R T S

r ot ec 0, be copi e to directly
B el W H RS Rae Bosessble ) Pldsieaceisas accordmg to
cont.en canage cgg sgd wi t hout decrypting the cop
SOIPEt IER¢HRNAULRR PYai gil DRI NGNVgHAthe MaTRGOMRR O(fmhprDD is
and without requiring significant operating system
aliospded e atfirsieerien304rihRt isdiser aceemithe and aHBBCandspartien 308
require the DVD to decode/ decrypt the DRM or ot her
thad j8/nelr ures @ccessilplei (or hiddenpuT pe secdihidRivh o ridrh®08 is used in
copy protection nay or may not all ow subsequent

ooy mgre of tthe fﬁmlnﬁwaw‘acmrdmg tee st Fﬂﬁﬁementatlons of the
addi tional functionality is provided due to the

invehtion.i Mhedvdder goRbntdoB BAREdRbQItEE! thetote AR §%\?Bﬁhat is
since the DRM or copy protection renmains intact. For

teeBaEBbRd. Sh'&i‘dﬂloﬁvﬂléjﬁﬁﬁén ‘b%ﬁ)’on 0% bA{HOMBDA Gised fo provide a

supported w t hout renoval of the copy protection

v@\ﬁ/%l a@ ggiduegla' l'nyothfeﬂﬁlo'ﬁgj n‘%&ﬂpl@ﬂ?\?ﬁ&%é’f b& c\Sbfed“t%' the HDD

and played back at a later date.

[0107] Referring now to FIG. 9A, steps performed by the network
devices are shown. Control begins in step 350. In step 352, control determines
whether the provider network device receives a request for a copy of protected
content. If not, control returns to step 352. If step 352 is true, control determines -
whether the requester network device is located on the local network in step 354.
If step 354 is false, control denies the request and returns to step 352. If step
354 is true, the provider network device sends a copy of the protected content to
the requester network device.

[0108] The provider network device deterrﬁines whether the
requester network device is on the local network in any suitable fashion. For

example, a response time of the requester network device can be compared to a
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vari ations of the conbined DVD/ HDD system are shown
and described in U S. Patent Application Serial No.
11/ 039, 288, filed on January 19, 2005. [0106]
Referring nowto FIG 8, partitioning of the

nonvol atile nenory 300 of the HHDID into user
accessi bl e and hi dden areas according to sone

i npl enentations is shown. The nonvol atile menory 300
of the HOD is allocated into a first portion 304 that

it Hlin8d SRRk A4, FifERSnERRhS gtggjaqgvigépgéwo?‘k device
aﬁité%ﬁgr@g ygrelgée§€t‘ﬁ§5{pee ?)ﬁ%rn@ﬁgwgtr%{r)]e g\%;roh FOFR gnod%m Be blocked

i nvention. The hidden portion 308 is used to store

- s@ dhakHies PERIVIGETRAtHOHh deVicg can,Co rabmeel?canma.&taf@ﬁ "of the
the hi dden portion 308 of the HDD is used to provide a
requasten nevweLk dayiee heforel thedilesentaoathemimpiepiantatigns, a local
may be copied to the HHDID and played back at a | ater
senvee. cdro 17 jquRdédrioi dgtamming dheé-|iGealonetveiris pdevieas or $Mifld other
by the network devices are shown. Control begins in
nsstRpd S .deternsitiag |G remotd $tatusdﬁa¢bmuses whet her the
provi der network device receive's a request for a copy

of preieoyted ReMEAY noW toOIG, 9Bty fof‘%btérrﬁﬁlﬁ@lc%a%bmote
352. If step 352 is true, control determ nes

stdts bl‘yqt@ﬁ%d?ém?q;lm ing Qﬁvéﬁ&n'aﬁ bRGRE & oWn. tbSnir@ICl?églns with

net In step 354 step 3 4 is false, cont

BB@ tIHestéﬁ%léQSEom e%h‘ﬁl R@egﬁ&pthée'growggr ﬁE%rk device

I's true, t he’ pr OVI evi ce sen

éelsggaQng%%tfg%88%$ gfbtt d&tgd fild ! i sEe%ggﬁ\:/’il 5 eaggt '?HOA égturns to
Sﬁ%%fk %%Hrgﬁgﬁ%ﬁ%g@” él!cﬁ:}r lﬂggg\fég\g s&%%ﬁé/vmec{e%e provider

response tinme of the requester network device can be
NESWpRG @RYigereguests the external ports of the router or modem to be blocked.

In step 368, the provider network device determines whether the requester
network device has a local status. For example, the provider netwqu device
may send a message to the requester network device and wait for a response. If
step 368 is false, the provider network device denies t.he request and control
returns to step 362. If step 368 is true, the provider network device sends a copy
of the file to the requester network device in step 370. The provider.network
device unblocks the external connection or port of the router or modem in step
374.

[0110] Referring now to FIG. OC, steps for consulting a local server
(such as a DHCP server) to determine the local/remote status are shown.

Control begins with step 380. In step 382, control determines whether the

38




37 predeterm ned threshold. In other inplenentations,
the provider network device can tenporarily request
that the external ports of the router or nodem be

bl ocked so that the provider network device can
confirmthe |local/renpte status of the requester
network device before the file sent. In other

i npl enentations, a |local server can be queried to
determ ne the | ocal network devices. Still other

o BP0 AL L LD AR G GBI siep 2
R A R UL ———

Wlég sterp 60. In steg«SGZ control determnes -

steip SN RN RIOYHEF naRIKIde virey fueries Hgesqnuer for identification
request for a copy protected file. If step 362 is

offlegal detwerktdeyicesetinenigentificatia saneaciutde MAGrda6Essies although
true, control continues with step 364 where the

otpenidedtiicationttypek cae becseadeglnestep 386e thee peoviddr nEdwbEK device
of the router or nodemto be blocked. |In step 368,

dettéenipes whatherrthe wog kestevnstevorle tevitk s abhstatddIelf step 386
requester network device has a |ocal status. For

is FARBPHIR prdWedd 9ethBRK dBFIWOIdniEe RS Poq iRy a%%ngorﬂrc%l orretugns to

nmessage to the requester network device and wait

sthQBQNﬁstebeBG%%e?’% ﬁr%vfo%'r%%twérnge%d%\é%&%rs ap?%ﬁﬁg{iﬁgwe file

evi ce denies the request and contr urns

t03ﬁ§fe&ljes‘férer%t@§& (lti%'éé% tﬁieséeﬁlg%tapr ovi der network device

sends a copy he requester network

SVBIIT, SRBRHS: 0 SoPERE: B8, SDYSHost LS, g apveor
ooV RIE b et o T O b RNt b a0, e
Prey %_Sr%t\\lfv%rr ctigvigtae t gétgirrgﬁetshe\:/vrle?ﬁgrl /ar erré?qhgstsetr a;gt?mo?li edevic:e
requests a copy of the content. If not, control returns to step 404. Otherwise
control continues with step 408 and the provider network device requests a key
from the requester network device. In step 412, the provider network device
starts a timer.

[0112]  In step 416, the provider network device determines whether the
key is received. If the key is not received and (in some implementations) the
predetermined period has not been exceeded, control continues with steb 4186.
Otherwise, control continues with step 420 and the provider network device stops
theﬂ timer. In step 422, control determines whefher the timer is less than a

predetermined period.
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Control begins with step 380. In step 382, contro
determ nes whether the 38 provider network device
receives a request for a copy protected file. If step
382 is false, control returns to step 382. If step
382 is true, control continues wth step 384 where
the provider network device queries the server for
identification of |ocal network devices. The
identification can include MAC addresses although

Che 7995 dol" RERGIMPABRRNSRRE pididemiiied refoi ess than
bR to el TR CHR! (5Fe haics PRGKSIONIORUES HotPusl Sfeor o

request and control returns to step 382. If step 386
hogs.t Bydmitingther ipspaese Hmewed ditioralispsudyria prevideshy The amount
the file to the requester network device in step 388.
of ibne thatRedwd berrgqnived far ¢@np@Br o5 bthes dpeick mutsde bfthe home
the network system are shown generally at 400. In

netwepk 46 Zrespond will exegedsthel predétepmiHe4, peted. nhovthdewords, a
net wor k devi ce detern nes whether a requester network

paekst B ntdigify &S kéy fofPRYo &Lﬁé\esmnéﬁﬁémphfer@tmr other network
control returns to step 404. O herwi se control

| dé\ﬂBé is0E8 as\WdtWofk! &&:é&éo st i ESnr@éc%di QﬁfsdbettDméﬁome network

devi ce requests a key fromthe requester networ

| WHES &8 d élﬂa SR ?%?91 Z]LIl?iﬁ rl}?é?% ‘téjg%esﬂﬁ%"t\g&thre%et\‘) afss through the

starts a timer. provi

n{b%tewghd%ﬁ%&gﬁg 8{}%”93 whet her the key is

recei ved FS not received and (in some
|an ion redete ned period has - .
been Aoalfseh 4#? b5 PS5 comUEL ety oy Spp 408, | step 422 is

r Wi se coni\"@&1 continues W th st eg‘@420 and the,
trH?o SO Visler REMOTEARVIGe @RGWRtS ariserambles the goateapwithahe key

control determ nes whether the timer is less than a-
and sends the encrypted or scrambled content over the network to the requesting
deviCe in step 426 and control continues with step 404.

[0115] ~ Referring now to FIG. 10, steps of a method for allowing
playback of a copy protected file from the requester network device N times are
shown. Control begins with step 600. In step 602, control determines whether
copy protected files have been stored on the requesfer netwdrk device. If not,
control returns to step 602. It step 602 is true, control sets N=1 for the file in step
604. In step 608, control determines whether the copy protected file stored on
requester network device has been played. |f step 606 is false, control returns to -
step 606. |If step 606 is true, control increments N in step 610. In step 614,

control determines whether N = Nmax.  If step 614 is false, control returns to step

606. If step 614 is true, control deletes or otherwise makes the copy protected
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predeterm ned period. 39 [0113] In sone

i npl ement ati ons, the predeterm ned period is |ess than
or equal to the anmount of tinme that a packet would
require to travel one or two hops. By limting the
response tine, additional security is provided. The
anopunt of tinme that would be required for a conputer
or other device outside of the home network to
respond will exceed the predeternined period. In other

Sl P 0 Rt R B ot

net device 60 that is connected outside of the

to\3i%R work will exceed one or two hops. This is due

to the tinme required to pass through the nodem and

the E¥WBlce prboferdng npwitedl!G .11 tséepstpbaireethgdsfer limiting the
control returns to step 40.4. |If step 422 is true,

ameainp pbtimgcthahatoppy lprofeciackfile storgdian the requaster estvdrk device
content with the key and sends the encrypted or

cao rnblagdd aratshownov €ontrbk bagineowith stept B40r daustsp 644, control
device in step 426 and control continues with step

détetmindsl Whktiteef ®erdopy P@téét@d Fll&>hatObesit %&%e@forﬁthe re uester
met hod for allowi ng playback of a copy protected f %

nfeﬁ/@éﬂ(tcﬂ@sﬂéeeqqﬁ%ie%r GMt|¥\@£l|§ed%Mht‘F& Rt heeS QE@ GEJ‘OV@merwnse
Control begins with step 600. nstep 602, ntro

cHRtSr ﬂlﬁﬁeﬁ%@ép Gﬁﬁ%d e% ngdéir Ihls‘fé;? E@é{ e?&ﬁlebl determines

stored on t reguest er mork

RSP g ARG i Tt gy voon
9 s 6 't@ﬂ%tefé%%ﬁ%s%ﬁﬁ&i%&oﬁa@?@é CT -
e %%%aﬁq??cc{rﬁ@iac'oi%ﬁpé%Fw‘uh‘i'&#%cﬁiﬁ%?swtvﬁ%ﬁe2% digner is
d%%gnbelzdn asntyeL?sa%%aAfmeasurement and/or comparison may be performed. For |
example, a date and/or time stamp may be used and compared to current data
and/or time. Still other_usage data types will be apparent to skilled artisans.
[0117] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requester 704. While a router
is shown cbnnecting the media server 700, the provider 702 and the'requester.
704, other network configurations and .connections may be used such as but not
limited to ad-hoc network modes, peer to peer modes, and other approaches. [n
some implementations, the media server includes a local/remote status
determining module 701, as previously described above. The media server 700

provides a list of available content to the requester 704. The requester 704

requests content. The media server 700 confirms that the requester is on the
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control determ nes whether N = Nma,. If step 614 is
fal se, control returns to step 606. If step 614 is
true, control deletes or otherw se makes the copy
protected 40 file unavail able fromthe requester
network device in step 618 and control returns to
step 602. [0116] Referring nowto FIG 11, steps of a
nmethod for limting the anmount of tinme that a copy
protected file stored on the requester network device

IEANnBRvdTk &Y By af eheSWaYE deCBiddPaAbBRgi HShevrdduestsy ¥R on the
In step 644, control determ nes whet her the copy

Idl:ra%gﬁl{'(@rg fhe! Rel@Ssd198N7 68 ‘Péﬁfbs@é‘tﬁé‘@oﬁt@ﬁﬂﬁéﬁ\%e provider 702.

net wor evice. If step 644 is 'se, control returns
T@% Bty G oA 60 BACEA DD o o

kA %?ﬁ@%?ﬁgtV@E%éz&?ndﬁ?h%ggff;steng%fsf%geﬁ’%ég Wa Som !
et wi?8ldev | CBeAIa dpvb52 FAGR: J8R(AT 120 m%“ﬁw}ﬁé fEpfer 700

step 644. Wile a timer is described, any usa

sepesup@iesied seatet feumpn DR sYRigyn BdOger a dﬂtp@dsysmﬁ\ 712. The
exanple, a date and/or tine stanp may be used and
D.\dams'@mh 760 andrtbatHQRt system d/i@rcari be impieimented laerdescribed in
usage data types will be apparent to skilled artisans.

thé® ehibodieieats sep forthwabové:l Gn ERA, 13, thediredieseerer 700D can be
can be used to serve protected content froma

ippBmatted 193 Nedwerkl ROstesier Ottt netWblkecanfigQkiths sugh as those
show n connecting the nedia server 700, the provider

de2¢riBed hbhan B8 WEPA bther Hidwok digDRitRE kare contemplated. The
conflguratlons and connections may be used such as but

rﬂQEha sle'rv'E tL Ledthdetsd Q%Wéwmqﬁ% wiPESbr WiteRRE! manner.

nmodes, er approaches.

i mpl § p‘?’i‘%ﬁt' On??etfélj?ﬁgmﬁg{l\ﬁtéeﬁter hnceJ YRGENArt illustrating steps

| ocal te st

performed by the media server according to the present invention are shown.
Control begins in step 720. In ste_p 722, control determinés whether the server
receives a request for a copy of a protected file from the requester. - If false,
control returns to step 722. If true, the media server determines whether the
requester has a local status. The local status of the requester may be
determined in any of the ways described above. If tfue, the server requests the
file from the provider and sends the file to the requester. Alternately, the provider
may send the file directly to the requester.

[0120] Those skilled in the art can now appreciate from the
foregoing description that the broad teachings of the present invention can be

implemented in a variety of forms. Therefore, while this invention has been
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determ ning nodul e 701, as previously described above.
The nmedi a server 700 provides a list of available
content to the requester 704, The requester 704
requests content. The nedia server 700 confirns that
the requester is on the 41 | ocal network in any of the
ways descri bed above. |If the requester 704 is on the

| ocal network, the media server 700 requests the
content fromthe provider 702. The provider 702 sends

déJB?lb"éGniheéHnn@bﬁ&?W% bé’rtnT:Gl% 'e&4 ?fése{l?e?gélf He Erﬁet&%ﬁe of the

nmedi a server sen € cohtent fo.t

my%ﬁffﬁ%ﬁéméf@fgé%éﬁﬁha%s&ﬂééewgesr%geéﬁaﬁé;ag@hmkés%ﬁedapparem
LR BRI B AT B 0 o

(ﬁs des&ribed in the enbodi nents set forth above.
PUING%aIMHe medi a server 700. can be inpl enent ed |n
network as shown. Ot her network configurations such
as those described herein as well as other network
configurations are contenplated. The nedia server can
be connected to the network in a wired or wirel ess
manner. [0119] Referring nowto FIG 14, a flowchart
illustrating steps perfornmed by the nedia server
according to the present invention are shown. Contro
begins in step 720. In step 722, control determn nes
whet her the server receives a request for a copy of a
protected file fromthe requester. If false, contro
returns to step 722. If true, the nmedia server
determ nes whet her the requester has a | ocal status.
The | ocal status of the requester nmay be determ ned
in "any of the ways descri bed above. If true, the
server requests the file fromthe provider and sends
the file to the requester. Alternately, the provider

43



may send the file directly to the requester. [0120]
Those skilled in the art can now appreciate fromthe
foregoi ng description that the broad teachings of the
present invention can be inplenented in a variety of
forms. Therefore, while this invention has been 42
described in connection with particul ar exanpl es
thereof, the true scope of the invention should not
be so limted since other nodifications will becone
-apparent to the skilled gggﬁ%'tioner upon a study of
the draw ngs, the specifi and the follow ng
claims. 43 CLAIMS 1. A systemfor distributing content
in a network, conprising: nenory that stores content;

a provi de s’geitemrfbr diztiitinighednt6 NN hERN R, ¥brhpPrisiagd
- nmenory; a requester network device that requests a

copy of sadmEANhANtoredBBRRINR Sal d provi der network
device determnes a |ocal/renpbte status of sai d

requester | ecti ve send
of said agtﬁ@te}@%k‘po s%ﬁkgjes}éq%u@%f SP”Wé‘H E%’ GWOWi
sai d. requester net wor k  d V|oe requests content and
has a | ocdiegtgstgEne neBvorev fhetreauestsamopyvieaid nontent,
sai d provider network devi ce i ncludes a digital
versati | eWcH\leé%m(Wg) Pwyieinmemrorkr@\sgstcmtemmnéhaa nodal/remote
wherei n said requester network device includes a hard '
statusk ofirsiaick ré¢ibEytes ywteaork device and selectively sends a copy of said
content to said requester network device when said requester network device

requests content and has a local status.

2. The system of Claim 1 wherein said provider network device

includes a digital versatile disc (DVD) system.

3. The system of Claim 1 wherein said' requester network device

includes a hard disk drive (HDD) system.

4. The system of Claim 1 wherein said provider network device
includes a local network determining module that determines said local/remote

status of said requester network device.
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4. The systemof Claim1l wherein said provider network

device includes a |ocal network determ ning nodul e

that determ nes said local/renpte status of said

requester network device. 44 5. The systemof Caiml

wherei n said provider network device determ nes said

| ocal /renote status based on a response tine of said

requester network device. 6. The systemof Claiml

further conprising a server that conmunicates with

sai d-providersyidemook Glaincd ahereinasaist girevider network device

identification data of |ocal network devices, wherein
detarines e4id éocalmetote btadey basedeinea mesypensestiin@ of said requester

| ocal /renote status based on said identification data.
nefwoll8evigel em of Claim 6 wherein said identification

data conprises nedium access control (MAC) addresses

of said |local network devices. 8. The systemof Caim

3 wherein said HDD system conprises: nonvol atile HDD

menofy that stores datan a nponvolatile manper and

thaté'i nclhﬁla%s systely, Ogcglé@gf bl er}ggb?f oFCRRGISHIGh; adsgrver that

section; and a hard disk drive control (HDD) nodule
comaunicaetiitasal aravidersapvabrevies @ngt that steras identification

that selectively requests and receives content from

dagaid lpcalvieteorineevivek, dberain sad provities hetvesrksddvice determines
requested content in said hidden section of said

saip beal/pdrbie stRISBARSY on BaidTidenaicHIRMN PtaC @i m 8
wherein after sending said request to said provider

networ k device, said HDD control nodul e receives a key
request and transmts a key to said provider network

devige I nri eI LR S WRbrdiR%Sa identification data comprises

medium access control (MAC) addresses of said local network devices.

8. . The system of Claim 3 wherein said HDD system comprises:'
nonvolatile HDD memory that stores data in a nonvolatile mannér
and that includes a user accessible section and a hidden section; and
a hard disk drive control (HDD) module that communicates With
said HDD nonvolatile memory, that selectively requests and receives content
from said provider netwo.rk device and that stores said requested content in said

hidden section of said nonvolatile HDD memory.

9. The system of Claim 8 wherein after sending said request to said
provider network device, said HDD control module receives a key request and

transmits a key to said provider network device in response to said key request.
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45 10. The system of Caim9 wherein said requested
content received by said HDD systemfrom said
provi der network device is encrypted using said key.
11. The systemof C aim 10 wherein said HDD contr ol
nodul e decrypts said requested content, 12. The
systemof Claim8 wherein said requested content
i ncludes wusage data that is also witten to said
hi dden portion of said nonvolatile HDD nenory and
wher 80.n° s&he sysiere oh Glaim Roduereimakiesresiabdtadecprashirbeeaived by
content unavail abl e when sai d usage data i ndicates
saitl IDBslystans érans saideprovibidr nEheorkytdvies 1eferfdrppddlidsing said key.
wherein said HDD system del etes said requested
content fromsaid nonvolatile HDD nenory. 14. The
system of Claim 12 wherein said usage data specifies

I ] - f.al b
ses g TPaSYSeTePCRAEt FO M e HIAFDO e B e decryprs

' m Qf ajm. 8 wherein said HDD system comruni cat es
Sai%ﬁé(ﬁ"é%sg?dgﬂg{eﬂ' wirelessly with the network and over

a wired nmedium 46 16. The system of C aim 2 wherein
sai d DVD system conprises: nonvolatile nmenory that
stores content; and a DVD control nodul e that

commii cafles systam safi Glaimngohbidie saltmegMesta@deémaht includes
sel ecti.vely receives requests for content from said

usagigudataethat e tales kit & saltl hidted pydioAMbOEald AbMdtSile HOD
wherein said DVD control nodul e requests |
memory and wherein said-HDD control module makes said requested content

unavailable when said usage data indicates allowable use is over.

13. The system of Claim 12 wherein said HDD system deletes said

requested content from said nonvolatile HDD memory.
14, | The system of Claim 12 wherein said usage data specifies at least
one of a predetermined number of allowable uses and a duration of allowable

~ usage.

15. The system of Claim 8 wherein said HDD system communicates at

least one of wirelessly with the network and over a wired medium.
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a key fromsaid requester network device before

sendi ng said requested content and determ nes an
amount of tinme that is required to receive said key
fromsaid HDD system after sending said key request
to the HDD system 18. The system of C aim 17 wherein
said DVD system sends said requested content to said
HDD systemif said key is received within a

predet er niped r|o The stemof daimi18
wheri'i% ?gﬁ %d"fqiﬁi? s2ifl PVP sygtern egmprises:
cont ent before sendlng sai d requested content to the
HDD syst eftPne@atieipempsy éatetoresaiontars; ahdr ei n sai d
DVD control nodul e includes wusage data in said

request edacbNemontrohtmodulbr thag nédrhatliricate§ewitZaid nonvolatile
system 21. The system of C aim 20 wherein said usage

mdﬁtcﬂysaﬂﬁltﬁaﬁge@btlbeﬁ?%cei@@@ r@ﬁuést@uﬁﬁ’ecrongér&taﬂrer%"‘@gberequester

uses and a duration of allowabl'e usage

nétWoteBbPte @i m 16 wherein said DvD syst em
communi cates at |east one of wirelessly with the
network and over a w red nmedium 48

17.  The system of Claim 16 wherein said DVD control module requests
- a key from said requester network device before sending said requested content
and determines an amount of time that is required to receive said key from said

HDD system after sending said key request to the HDD systerh.

18.  The system of Claim 17 wherein said DVD system sends said
requested content to said HDD system if said key is received within a

predetermined period.

18.  The system of Claim 18 wherein said DVD system encrypts eaid

requested content before sending said requested content to the HDD system.

20.  The system of Claim 16 wherein said DVD control module includes.

usage data in said requested content that is transmitted to the HDD system.

21.  The system of Claim 20 wherein said usage data specifies at least

one of a number of allowable uses and a duration of allowable usage.
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22.  The system of Claim 16 wherein said DVD system communicates

at least one of wirelessly with the network and over a wired medium.
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