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REMOTE LOCATIONS

(57) Absiract

Apparatus and method are provided for the distri-
bution of very high quality audio or visual programming
material from one or more central hubs (102) to one or
more presentation locations (56, 104) such as theaters us-
ing high data rate links such as satellites (106). At the
central hub (102), a source generation system (108) gen-
erates an electronic program signal from an analog sig-
nal, a compression/encryption system (110) codes and
digitally encrypts the clectronic signal, and a modula-
tion/transmission system (114) processes the signal for
transmission via the satellite (106). A network manage-
ment system (112) at the central hub (102) controls the
operation of the hub. At the theater (56) or other loca-
tion, a receiver/demodulator (120) receives the program-
ming signal transmitted using the satellite (106). A the-
ater management system (122) then controls the storage,
routing, decoding, and display of the received program-
ming material. Storage arrays (124A~124N) in the the.
ater system (104A-104N) provide for centralized storage
of the programming material. The programming material
is routed through a local area network to designated au-
ditorinms, several of which may operate within a theater
system (104A-104N). At each auditorium, the program-
ming material is decompressed and decrypted for display
using electronic projection equipment (132A) and stan-
dard auditorium sourn systems (134A).

(54) Title: APPARATUS AND METHOD FOR DISTRIBUTION OF HIGH QUALITY IMAGE AND AUDIO PROGRAMS TO




30 neans to various theaters, as exenplified by a theater 56. At theater
56, the novie is displayed by projecting imges fromthe filmonto a
di spl ay surface using a filmprojector 58. In this tradi 'mggsj Stem
amltiple traWRusS VO 99/ 59335 PCTRIG st &
PCT/ US99/ 09418 programis generally created 1% an _audi o_edi ting
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t heater projection system Al t hough the distribution process
shown in FIG. 1 works wel |, there are I nherent |imtations. Due to the
use of celluloid material fRACKGROUND QRTHEINVENTEONiwi dth |initations
of the fil_.mnedia, there are restrictions on the ability to provi de

hi gh fi dePi ty multi-channel audio progranm ng. Then, there is the high
expense of rqulmgkpofmgqgvmer of filmduplicates, which can cost several
10 hundreds of dollars for each feature |ength film re is also the
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bei ng shown in e ot o) e¢tion auditoriuns in the rrug:gle‘o

conpl ex. playback osh@udeﬁmnon lekectramg@udmbesuaépr@gngm some?d@ntnal
becones |ncre ly 2 diifficult.to prevent .ille dyplication and theft
of the materl gngIPER\P%? Tiﬁﬁlaé((fm]edor{)ﬂralfre?e&;ah n%?ﬁt %I due to piracy and
theft account for billions of dollars |ost each year by the notion
picture industry. Further, duplicated nmaterial tends to degr ade over
time due ¥o ddstDesstiptioniofhe et t ear, thermal vari ances, and

ot her known facto BSERRA 1 Gh
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i nvolved 25 in the éeven ‘truction mhlch may
cont ai n r eguldaiplitation, distribution, and projection of celluloid film for delivering creative

programming material to geographicaily diverse theaters around the country
and the world. To a large extent, the ‘methods and mechanisms for this
20 distribution of film material have hardly changed in several decades.
The current film duplication and distribution process is illustrated in
FIG.1. Film duplication typically starts with an exceptional quality camera
negative. At a film studio 50, a film editor 52 produces a master film copy after
the process for producing the original film. From this master film copy, a film
25 duplication element 54 produces what is referred as a distribution negative, from
which distribution prints (known as “positives”) are produced in quantities.
Depending on the size of the release or number of copies desired for distributing
the film, there may be more intermediate steps or multiple copies produced at
each stage. The film positives are distributed by courier and other physical
30 means to various theaters, as exemplified by a theater 56. At theater 56, the
movie is displayed by projecting images from the film onto a display surface
using a film projector 58. In this traditional system, a multiple track audio



hazardous materi al . New and energing technol ogies are nmaking it
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Because of the large number of duplicates made, it becomes increasingly -
20  difficult to prevent illegal duplication and theft of the material. It is estimated -
that revenues lost due to piracy and theft account for billions of dollars lost each
year by the motion picture industry. Further, duplicated material tends to
degrade over time due to dust collection, wear-and-tear, thermal variances, and
other known factors. Finally, management cost and other expenses are involved
25 in the eventual destruction of the film material, which may contain regulated -
hazardous material.

New and emerging technologies are making it possible to provide
alternative approaches to the ongoing film distribution problems. For example,
advances in digital technology have led to a revolutionary distribution concept

30 whereby the programming to be transferred is in an electronically stored

digitized format, rather than on an optical film media. The digitized images can



digital dynam c i mage conpression techni que capable of offering significant
conpression while preserving.the quality of inmage signals utilizes
adaptively 25 sized bl ocks and sub-bl ocks of encoded di screte cosine -
transform (DCHO9/89335coefficient data. This technique will HECEVSIIOME pe
referred to as the adaptive bl ock size discrete cosine transform
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degradati on. However, along with the "ease of duplicCation" associated with
: capacity equivalent of an entire satellite to transmit even a single program,

which is prohibitively expensive. In addition to the ability to transmit the
necessary information via satellite, the received information must be displayed -
20  using a high quality projector, which has not previously been availabile.

In order to reduce the data rate requirement for the delivery of ultra-high
quality electronic images,  compression algorithms are being developed. One
digital dynamic image compression technique capable of offering significant
compression while preserving the quality of image signals utilizes adaptively

25 sized blocks and sub-blocks of encoded discrete cosine transform (DCT)
coefficient data. This technique will hereinafter be referred to as the adaptive
block size discrete cosine transform (ABSDCT) method. The adaptive block sizes
are chosen to exploit redundancy that exists for information within a frame of
image data. The technique is disclosed in U.S. Pat. No. 5,021,891, entitled

30 “Adaptive Block Size Image Compression Method And System,” assigned to the
assignee of the present invention and incorporated herein by reference . DCT
techniques are aiso disclosed in U.S. Pat. No. 5,107,345, entitled “Adaptive Block



digital technol ogy, there exists encryption techniques to ensure that the
20 information is encoded in a way that prevents useful information from-
bei ng ~ distributed to unauthorized parties. New t echnol ogi es
such as the MEBBBGB3§onpression techni que, advanced pr GCEUSPH418 -
equi pnent, and el ectronic encryption nethods offer the possibility of
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increases the potential for rapid, low-cost duplication  without quality

1 (@]

| degradation. However, along with the “ease of duplication” associated with
digital ‘technology, there exists encryption techniques to ensure that the
20 information is encoded in a way that prevents useful information from being ..
" distributed to unauthorized parties. _
| . Nevlv technologies such as the ABSDCT compression technique, advanced
projécﬁon'equipment, and electronic encryption methods offer the possibility of
a "’digital"c;:inema"_system. Generally defined, digital cinema refers to the
25 electronic distribution and display of ultra-high quality film programming which
has been conirerted_ to a digital electronic representation for storage,
transmission, and display purposes. A digital cinema system would overcome
many of the limitations of the current film distribution process. Using
transmission methods such as a satellite system, the expenses.involved in
30 duplication and distribution of film would be greatly reduced. A digital system
would not be subject to the quality degradation over time experienced by
celluloid film. Further, a digital system would virtually eliminate the theft and



15 techniques and apparatus are needed to take full advantage of proposed

digital cinema processing, to reduce copying,. :-provide faster rel eases
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measures. 30 These goals are achieved by the present invention_ in the
manner descr ischeflules, anded laxger number of locationgshpyyinpgmgiven film. This could
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sumary &° TﬁE‘l'l"l(f{/éﬂf’ﬁ"bl\‘?d‘ﬁ‘g‘[‘allJ agétp‘%&ﬁgleﬁr o, b, forweaded fo theaters fof om
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and/ or audio programring fromone or nore 5 central facilities to one or
nore present &OP8n or theat er systenms. The apparatus ~and nethod provide
for the coding anggRehkBhi QiknAbls AR Inahn@HRl dre still GEHRTBY! GR: older
generally in the formof programmng material. at a central hub, the
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pi cture i mgesnenhd PRocessing, to reduce copying, provide faster releases to market, and

updating products in release, while providing increased scheduling and
distribution flexibility at reasonable cost. At the same time, some film producers,
studios, and theater managers would like to have increased centralized control

20 over releases and distribution, and to be able to expand into newer markets. For .
example it is desirable to be able to supply films and other audio visual
presentations with alternative sound tracks to address increasing markets for
multi-lingual or alternative language audiences, in a more cost effective manner.
What is needed is the integration of certain technology into a system and

25 method for the delivery and management of high quality image and audio
programming for large screen viewing. A system and method is needed for the
reliable transmission of a very high quality image and audio signals to
designated theaters, the flexible scheduling of feature films and advertisements,
the integration of a high quality audio signals, and built-in security measures.
30 These goals are achieved by the present invention in the manner described

below.



synchroni zed audi o progranm ng, and/or other related information, such as
visual cue tracks for sight-inpaired audiences, subtitling for foreign

| anguage and/ or hearing inpaired audiences, or nultinmedia tine cue
tracks. The WOB¥yram material may bé | engt hy i n durati oPFYUEPMEE 3
feature length notion 15 picture), of a shorter duration (such as a notion
picture trailer or comrerci SUMMARYORETHEINMENTION a still inmge (such as
for an advertisenent or announcenent). The audi o and ot her rel ated
prograns need not be tine synchronized with the i mage i nformation,
such as the caseThb { Bred@fk Hvdrfion 2140120 st @HH Ribthod for the eleéﬁoﬁlccentral
hub, the programinformation is processed for distribution. A 2 source
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technology is used and the”conp ressed si gnal readily transmtted over
wired, fibevisypl Fee tmcksef@gghtdmpgmeélaqdmme% ranthhtlm fagrforgign danguagee audi o

WO 99/ 59335B\nd/or hearxn% dlml}:an'ed aud %Lultu'fl cue trAD %TU%RQ/ 09418
si gnal may conpress sing a oy o conpr essi on

al gorithm program materiﬁlllmatynber lep.gtlganmt dwdation tdmdhmsod muﬁeﬂenghanoﬁon

ti me-varyi ng. el ectronic val ues and/ or dj qgi ontrol word
sequenced mﬂfceﬁefsofoﬁqﬁvmrowaea"& G £ RatB Dl draifes i SOmTEIIY 1§ on,

~a digital shabatiséfiem) or %ﬁnﬁﬂﬁ{;& (sutR¥s B an adverdstnbrit Or laR@ol@aeenty)d/ or
audi o signal. The waternmark heater and/or tine
- , audio. and other related programs need not be time synchronized with the
image information, such as the case with background audio programming.

At a central hub, the program information is processed for distribution. A

20 source generation system, located either at the central hub or an alternative site, -
may be utilized to generate electronic audio and image signals from an analog or
digital input. The source generation system will generally comprise a. telecine

- for generating the eleétrordc image signal, and an audio reader for generating
the electronic audio signal. Alternatively, the electronic signal may be provided

25 directly from an electronic camera or other electronic source such as a computer-
based image generation system.

The electronic image and audio. signals then undergo processing by a
compression/encryption system. Again, the compression/encryption system
may be located either at the central hub or at the same facility as the source

30 generation system, for example, a production studio. A known dynamic
compression technology is used and the compressed signal readily transmitted

over wired, fiber optic, wireless, or satellite communication systems. The audio



specific visual identifier, is not perceptible to the normal view ng

audi ence, but may be used to identify a source of an unauthorized copy -
of a program when anal'yzed under non-real-tire-or still f :
playback. Decr¥Y8??®%33 nformati on 10 necre%ssary to decrypt thé"'f’ﬁgg’é"%%/ or
audio information is generated at the i ndi vi dual decrypter units using
secret audit signaimmppche | compxessegnising \# estandardj digitalnandie sempressiome
theater. Cenerally. the inmage and audio signals are . separately

encrypted. B & ing the i mage and audi o portions as separate

prograns, differeThe yption eghhaifuerinyolves darhseneictime varying gdectrongy keys f or
15 various reasons,_ such as_ varylng |anguages. . The cqmpressed
and encr ypt e¥aliteg randy oy élﬁb'?ab\ﬁi%‘é'd’l t'gord sequengeq Which ois/ PRy, $tP nto
system ag a I or : : e L AS FlaSSheP N

t echni quegtyg}l%g’?#z%aargggp?r%r VIVIaII’ etrl?%'rac %aégﬁng;\m%la ‘}ivnforrrg?i glr?%éd)
modul at es t hadded s therimagetandgbr eadiofsignalr The wateinwark, a Heaft and/andimessi on

will typically be over. a satellite, alt errestrial cable, optjc, or
ot her | r o e SRechoe FiStel Fleyilifts 5 i ATERRIpA LD HRAGTER SRt bR | ho
broadcast pr ggy BBy alsBufddCor dh WANuthBAked B6py Bf a?mgwﬁ wikeh be
sent at rates slower, faster,” or equal to the conpression data rate.

Tr ansni ssi onanalyzedundey sor-vealttime oy stithframe iplaybagl o Qestypliesnirdermaation

transm sghons occur at .the 25 sane r as. i.he - | e

The cent igl Hﬁéesgarrgotoc%wts Taest ﬁ%irjle? rrraélrﬁfg%é“n%%géﬁ ti ée%gmﬁr%ged at the

net wor k manageiieidual Wit BipteRnits Asitpe sé@et aaditprianesseific keysrandgsechite
t ot al operation of the system 1 ncluding control of the broadcasting,

pl ayback/ di spMaymation senfotq, the theatary Generally, thenimgey aphEusio £ Bor k -

managenent f Y. ' f RS ki

centrally or dist rlgf)ut e ul'l >}/3§at3%%m ?}E&ﬁﬂégﬂ g%ﬁtar ol, p?g%&?kaggo z%ria%:e

control or wprégmmsudifferertt@udinprogmams may be combined with §84g0p8Fgrams for

8 . PCT/ US991 09418 Under control of

the net wdPk Nﬁﬂﬁﬁ%@ﬂ?nss?émvamﬁgi%’raﬁﬁ% ng mat eri al and additi onal

control i nformatiPhe ar@n{i{r@@ggasand o] ehb@ﬁtéwats@@awstaeérs providedAl tdrough

capabl e of recejving all 'transmtted prograns, the %heater iystem;
modulation/transmission system at a central hub or hubs.

modulation/transmission technique typically adds forward error correction

information and modulates the transport data stream for transmission. The
20 transmission will typically be over a satellite, although terrestrial cable, optic, or

other wireless methods may also be employed. The transmission rate of the

broadcast programming may vary in such a way that the information may be

sent at rates slower, faster, or equal to the compression data rate. Transmission

of live event programming is supported when data transmissions occur at the
25 same rate as the compression rate.

The central hub also comprises a network management system. The
network management system may include control processors to manage the total
operation of the system, including control of the broadcasting, playback/display,
security, and overall monitor/control and network management functions. The

30 system is capable of operating under centrally or distributed fully automatic

control, semi-automatic control or with manual intervention.



selectively store only received progranm ng i ntended for that theater
system 5 The systemincludes control nethods for notifying the theater

systems of the identity of each broadcast program In addition, a
control net hoHOPYSPBIovi ded to cont8ol each theater sysPEHUS9AMIRctive
storage of the received programi ng. At a theater system a

(rjeCﬁl ver / denmodulhder é(ﬁam]vasﬂtehﬂeﬂofofﬂladnaﬁat gement s@&f_?ﬁf aﬂiig\ﬁ@griﬁﬁmgﬂ ly, a
ish antenna is tqQ. receive satellite si e

recei ver/ de%@ﬁi}ax%‘g additiongbeRitrg ?gffggmﬂlfg\ ?@%P%%GSEWHSI@%WYB*@WN ns
error Rﬁ&\&ﬁ@ﬁ cQ?alﬁ@ Jf'l%céi@(riigdhﬁ Qfﬁlgnﬁﬂt&{‘?all-é%rlgeae tﬁ@@&lﬂé?‘&}i% gnal

usual ly in t or m of nsport packe m along w
results of seleaivelyostorsconlyrreagived progrpmngenterded foheMtethemenamemnt

system t heat er ors wodul at ed
si gnal s §Or%sysé?mdp§hﬁxdﬁﬁgoqga]uggﬁg%§g$ §ﬁpgg%%?€?a rh%Vsi'?Iﬂ F%rt i ons
cont ai ni N Rehffycof eIHQbroadcaét'?ﬁ@é:ﬁfn TRARAARTEN) b coNEbEMetHold i pesvided R Ur N

| i nk communi cati"on path (fromth t heat ér systemto the central

hub(s)) to ¢<m§l9é§%d'r’fb?$t§nm|S§ﬁlecq‘f¢est¢@ggpﬁth§er?¢ﬁl\’9d prqmmegt he

t el ephone net wor I cha

rate conmuni cat |‘¥)fn nme eg L)%& Qm@i‘ﬁ#ﬁ%%%oﬁ{e "esoftﬁg #@gf

- managenent progidninirgg. oTpgeal ,lﬁa:liﬁamteﬁinemusedtblne&h&rsaﬁalﬂtees@xaw Ohhgle for

. local c tr%lsééqud;tora mgf%éﬂ r.o rarigéfﬁrgc@gqed ﬁerl pergrrggq%tﬁ_gage
arrays /] “gES sever al

programs at cd'i'retch O?RP & defltidubited E%hﬁﬁe ThéHeaBdulated r&%ﬁl GbuMily i the

_Iocal area net wor ectronic or tlca I n such a t hat any program
can be 25 * formyafa tmﬁpoahpaq#eem&lmgm&aumﬂtszﬁmmrmmn ere system

- (i.e. tor Al sg rogram may- be sinultaneously played
back on t\lvopll%"de(‘zi %tebmggg,ﬁniﬂﬁggga?} tens. Progranmming material is
routed from the Theahager mamgéméﬁvwmtﬁmltgéai@bﬁﬂﬁheﬂwigﬁﬂﬁ ic)r via a

| ocal area network (LAN) which var| ous LAN architectyres. For
pur pose® oferf‘l’fr"‘sa‘We%eﬂPFﬁ’E F%FF“SWS?’B‘?%E §ieRal portions certajning gEersyf LAN

Wﬂ' ch incorgpgsef ﬁén%&ﬁéﬂtrs?&eﬂ-ﬁﬁﬂﬂeﬁ aSehirfi link comxﬁﬁﬁi’&bﬁ&? phthefroP RV er

~other types of LAN architeCtures are possible with th system
WO 99/ 59335heater system to the central hub)) to request retransm1ssmn The return path

PCl - 1Us99/ 01'914} 8se the telephone network, a satellite channel, the Internet or other low data

- rate communication method.:

20 * Under the control of the theater management system, storage arrays in the .
' theater systems provide for local centralized storage of the programming
material. The storage arrays may be solid state, magnetic, or optical, and may
store several programs at a time. The central storage system is connected via a
local area network (electronic or optical) in such a way that any program can be

25 played back and presented on any authorized presentation system (ie., -
projector). Also, the same program may be simultaneously played back on two
or more presentation systems. Programming material is routed from the storage
‘arrays to the designated auditorium(s) via a local area network (LAN) which
may use various LAN architectures. For purposes of this description, this
30 summary assumes the use of a LAN which incorporates a central network switch
architecture. However, other types of LAN architectures are possible with this

system.



Programm ng material is processed at the auditoriumin real-tinme during
pl ayback. This processing |ncI udes data rate deconpression and security

decryption (or descranbling).” The deconpression aridtdecrypti
depend on the WOMP®B3%i on and encryptlongt echni ques enpl oyedq’g{rﬂsggwéintral

5 hub. The deconpressed/ decrypted i mage signal is_displayed via a
projector in Ptdgammingcmtmml igfprocessedeat thepydidpyHm in reablimediring vi a

an electronic,s The t Bgﬁ_ga tem
general |y coftdX gﬁagkal thsg\é%ctegs%g includes, data, ?eor(lﬂgpe |ons%\ ncl u
storage of tlaRciypti Vﬁ@ﬁ dé&étﬁfrfwﬁﬂg)lg Thé Hecompoersions and rdearyj)tdmcalgptxtlmm of

t he programnng Si gna and disp of the pro ra 01§%;g{%terlal

Al t hough t he dsperd amthe gompression andjengryplien f%’é&’cqéﬁes ecﬁ‘?F‘f'rabnce
P2 TS BT ASTR  BR N st

mul tiple |rres manag may cC the " period of
time and/ or the aaditbAtunyfwhilathdaakin sigml & presbhiedediaf an edectionjy sguman 15

Alternatively, control of the presentation process may be | ocated locally

at the SY#E®™y oni c projector, a renpte control unit, or take place
under central confpQl gR¥ter ma ?@m@ﬂp s?steﬁ{ r Wnitdodsl £l ekpaéts b
addition, the theater nmanagenen ste e configured To integrate

proj ecti on opperojattiamsoperations, héncludiogt estorage obpﬁmmrlegﬂye s pepgramuning,

concessi gns, |cket| n tions NVI

gt ng 105 deeSbpiasiin B diarsnion of bR RrRathg SR Bha dhootep 0 B
mul tiple audlptr abkﬁh ipSina ierial N A ghOMESto gt haiiey mﬁb&maraﬂthéuheattepns
for flexible and nore_cost efficient presentation options.

The use of disysteny onlyongpithe pregramming stongdinthe ﬁt%&%#rexs mayderlayed ¢ he

di gi tal t d 25

elngI tg eﬁhngﬁﬁép eﬁpg?gat&'a S’?rg%g @Qﬂ P?‘Eﬁggéﬁ\&“esﬁe | marﬂé;pé nd/ or %a/bfje

i nformati on time astddonithe mtmtlmryq:ﬁ phyabadkbeth&)ar&:ellmdrﬁm mhmam( SGS) -
disd . I ght th

Bl ayback 151 n Aty ool 3F the' Prisente O SOt b, be HRRLE 1ty Pk "0

security measidcBdnie’ Pjne@ﬁ)raﬁgéﬂtbl@%htrol unit,r@hkeplace uhtiet bt egitaolbByng
material. 30 ysi cal securi ty measures are especially i nportant

for protectidbe dwb or otherecentmslized elempnts v additiogn she thealgr manggement,
prior. to disp n%%%ll'n %I?J% chonﬁgu%cpioeﬁﬁégraljerbrofegﬁoﬁ Bpetdtions Witk Bther théhte?

preferred

operations, such as concessions, ticketing, promotions, signage, envxronmental
20  controls, lighting, sound system operation, etc. Each theater system may include
multiple auditorium systems sharing common storage and control functions for
flexible and more cost efficient presentation options.
The use of digital encryption provides a built-in secunty measure for the
digital cinema system. Cryptographic techniques are employed to provided
25 end-to-end encrypted data transfer. That is, the image and/or audio information
signal is encrypted at the Source Generation System (SGS) and is decrypted
right at the auditorium in the theater system during playback. In addition to the
electronic security measures, physical security measures provide additional
protection of the programming material.
30 Physical security measures are especially important for protecnng the
decompressed/decrypted signals from a “wiretap” prior to display by the

projector in the theater system. In a preferred embodiment, the
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PCT1US99109418 decryption/ deconpression function is housed in a
secure, self- cont ai ned chassis which is physically attached to, or
enbedded i nsiV¥RIYIPE projector in a markfer in whi ch PCtT"fsg9’??6’cs
renmovabl e wi t hout aut hori zati on access and which physically prevents
probi ng of da@ypeommcempsesgm function isduiused in a isedturesielfrrontrined ¢hassis 5
secured envi o h ouId e.a process to _be conmenced t hat
del et es or g'thé@b l@'%i?fhf"‘% ePfﬂ‘%?%ﬂS TGP AdNRIEL iR o
changes anywghidh {tais xdﬂtxen@wabkabitno@\t attheriRdteire abceb£ 8Ad ROhih PHysRARY €Nt
copyi ng. Accor di ngI y, a conplete digital cinema systemls

provi ded foprqwe@ts prob%mértbs sdesAypted signals. orin additign) entwsaws @@sﬂuﬁ

?T’E):’)(ri‘agg %CP%.CI quf‘l ES O %gﬂ%?m%%id dgré)%gﬁa%%h‘?orl uns 1 n tdhea or

conpl exes odeletebedsr IewmklmpmgeapMelueyawomtldmmaﬂxerMagemm or
functi ons m)nl t or and ontr o iuch a sy stef\
BRI EF DES Nﬁ%’ g af the project teed PoIREtGRISVERtSOPY IS} ect s, and

advant ages of. th&c;&mﬁgptfortﬁrﬁé@nd bl BRERMyster FOBBVRRRAESthd T OM the

detail ed description s bel ow en taken~in conjunction with
't he dr awi ngeompressionhendription freliahle dranisenissinng rstorage nanid playback of high

i nor anfi SR BT ARt PR, prd or dpers, ppntal Taciited S aheS5 |
“hi gh-1 evel . bhgHe dinaditcriams ﬁnﬂﬁump&caﬁpleﬁéﬂawlmaf leéaﬁdms as welli gd t al

ci nema system of the present invention; FIG 3 is a block

di agr am of BEGEFIaRY E@@é@@%r@%%é? mqnbtﬁrépés%trol suchasystem.F| G - 4 js a

bl ock di agram of a conpression/encryption system 25 FIG 5is a

bl ock di agram of a nodul ati on/transm ssi on system FIG 6 is a
bl ock di agram of a net WBREEF'BDESGCRIETIONYQF FHE DRAWINGS FIG .7 is a bl ock
~di agr agﬁof a collocated theater system FIG 8 is a block

di agram | lustrating a hub internal network-and central hub

redundancy; 30 The featurds| &bjedis, Iaﬁd&dbhﬂag@bmé feseht iveieeH &ll become
recei ver/ denodul at or; i,s a bl ock diagramof a theater

~ man agerrent TOL] appargpt| from the detailed description set forth below when taken in

-conjunction - with the drawings in which: like reference characters identify
- correspondingly throughout and wherein: -
- 20 - FIG. 1is a block diagram of a traditional film distribution system; . .
- FIG. 2 is a high-level block diagram of an exemplary embodiment of the
digital cinema system of the present invention;
FIG. 3 is a block diagram of a filin-based source generation system;
FIG. 4 is a block diagram of a compression/encryption system;
25 ~  FIG.5is ablock diagram of a modulation/transmission system;
FIG. 6 is a block diagram of a network management system;
FIG. 7 is a block diagram of a collocated theater system;
FIG. 8 is a block diagram illustrating a hub internal network and central
hub redundancy;
30 FIG. 9 is a block diagram of a theater receiver/demodulator;
FIG. 10 is a block diagram of a theater management system; and

FIG. 11 is a block diagram of a theater decoder system.



FIG 11 is a block diagramof a theater decoder system WO
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DETAI LED DESCRI PT OF THE PREFERRED E | MENTS " P Rfgesent
I nvention 'corrp\ypgééaggs system and net hod, soneti nes 5. refer rgcf to herein
as "digital cinema", for the electronic distribution of high quality

audi o/ vi sual progranmm ng, ~such as notion pictures, fromone or nore

Con a5 L PUDRRARCRD SRICRIRHEN CIOTRE AR D tin g NS,

systens, theaters, theater conpl exes, or presentation systenms). The
digital cinema systemincorporates 10 ipnovation in i ad audi o
conpr essi on, proj € BRESEREHABISIAR CORWFIPpS i3 Fystem and H’g"otbf’ g PomeRmesany

other areas. AGAp k&tr@rax%%ﬁﬁalp&ﬂ&rﬁedfdﬁ’“ﬂ{éhd@&fbmc éS&lBﬁhUHeofqﬁgﬁr atus

for the coding, encryption, transm ssion, stora ressi o
decryption, aquhlity apdioclvisafal pmgraﬁmmgasuqhuaasemoabn pactdresofrmrobne or mare

Ve e Functons Aty BP, (rfecepd to as ot e bBTRs, &% HRReE g h”

pl ay back or rﬁh!ﬁlﬂétﬂe@élvir@cﬁhh@ﬂs ‘{t&&ré& tbh&’ﬂﬂ@éa&xoéystems, ﬂ%@r@ theater
auditoriuns. It elimnates the need for d l[ication of film and

transport at | cgemplexes, @rtmeﬂm edigital cineraa system insorporates f or

exceptio r

20 tranrs]fyt ttailﬂﬂg%%e au!ﬁrl aéix?r%i%e&%ﬁeé{ﬁgﬁn%lp;ﬁgoitg@n\%?@ 1‘1%’! Egai%ggﬁsorre
ot her hi gh mettmﬁemgyehﬂd:htmlahMIewn Adsogipilete spsteanis providedrwhicheas the
possibility for real- time broadc&lsts of "live event" programmng such

as sporting d0elde Apparatus dor.dhe s cpding; nEREFYRHAN { (ranstisgiona StREpge,
programs nay ok Qs%mrttde on, and E%BQE 8f mo?teﬁa%eféret UrPGoritRdl | Ces

such as magnetic sks f or splay at later t1nes
of vanous functions of the system.

15 Digital cinema is designed to replace the current method of physical -
distribution of film to each play back or projection location such as theaters or
remote auditoriums. It eliminates the need for duplication of film and
transportation of film to theaters by courier. It offers the potential for
exceptional audio/visual quality as well as built-in security measures. By

20 transmitting the audio and image bearing signals via satellite or some other high
speed electronic medium, digital cinema further offers the possibility for real-
time broadcasts of “live event” programming such as sporting events and
concerts in cinema-quality. Alternatively, programs may be transmitted to
theaters and stored on storage devices such as magnetic disks for display at later

25 times.

An exemplary digital cinema system of the present invention is illustrated
in FIG. 2. Digital cinema system 100, as shown in FIG. 2, comprises two main
systems: at least one central facility or hub 102 and at least one presentation or
theater system 104 (104A-104N). In a preferred embodiment, a signal

30 transferring image information or data and audio data is broadcast or
transmitted from central facility or hub 102 to presentation or theater system 104
using at least one satellite 106. Central hub 102 supports all theater systems 104



An exenplary digital cinema systemof the present invention is illustrated
in FIG 2. Digital cinema system 100, as shown in FIG 2, conprises two
mai n systens: at |east one central facility or hub 102 and at | east
one present atWeAY9p3s t heater systenl204 (104A-104N). | nPEPEPME ed
enbodi ment, a signal 30 transferring imge information or data and audi o
data is broquesi104N) that afe’ Vithin tthedtrisnisanissiomt foalprirtCof ishtellite 106p ok02 to
presentation or_ theater system 104 using_ at |east one satelljte 106.

Central hub codpled ip3shoserypirelese yigeling oF ather high speed communicationdinlg/ 59335
12 _ . 0 4;? . 44104 [ .are
within the tﬁeé\ﬁgall ésal' gﬁrl?%oﬁﬁe%l?%%rséﬁ e tia?%n 1188?4‘%%’ Sl D) (?oup %d to a

chosen wi r elagyhitheatesd, isadegolsyrspetiaby rbstetrantse add confouthi, detrh annétwudtk of
General | y, series, of theaters or presentatiaqn.l ocations, such as outdoor
arrphitheét e?%c,a 3’8?13’6?%?1'%%%6?%“@"?‘ Qﬁr"‘é’#‘ ,mgﬂﬁﬂ‘a%“fmﬁ, R net wor k
of 5 .Iocgygt@@,_s that are to receive inmage or audio information .using the
pr esent system Al t hough a single central facility or hub
102 is shown for Athougl i siggle centiahffacilityt 00 lubalQ2aisk showi fof prodessingnay be

desired for ,increased networ Mo oo disiributi reliability.
Fur t her nor e,mfégrﬂgﬁ?rbn%{%a sﬁfngaﬁlgfy H@yeﬁﬁ)léé%%@\?ﬂ ik seflh%e\‘ygﬂ% 9%r ot her
satel | ites H¥kribatioridtability PBairtAérnhdrefaddifienal Hubhs 162 tAEBé emplofed with
.other presentation |ocations within the same ?eogr aphi cal regi'on (or
e

“satel |18 the sampepether satellitgssl06eor afbenfypahef inks, to serxice theafersdpdonsed by

different fijlsr L& 0t 1 ¥] ' : | L.ihin a
gi ven r egi oS pseRRRafibn il TR LAiHE RbBRENEF SRR Meelld
pr ogr amm ng fodtptinger Thisi &g 8bau@hwhereldifferatitl iubscate uygrk byodiffegeritpfibmt , and
so forth. The present jnvention contenpl ates ... usi ngl multiple satellites
and hubs, aSURRETY &F T SRV PYOYIREL? ComPSHRE oWithim a f’e‘?/é”FglGHsbql’é&el s of
service.  serviced, for GRGHAtING diffnt RS8O pRégiif  Brl Rising sBphidP4
(104A-104N) is utilized ~for each theater or presentation’|oCation in a
net wor k 18f  giffesentitypeoef ¢quipmenihgnd so fertht The present insieption eaniemplatgsdi o
I nformati on ' ) ' 1 i ' .
cortain equlSRBrrbiplY SERIARTERS Habhoad A8red itk the Fellse e Bhovide

" 'various levels of service.” = o - -

Generally, one theater or presentation ‘sys'tém 104 (104A-104N) is " utilized

for each theater or preseﬁtation location in a network of presentation locations

20 thatis to receive image or audio information, and includes some centralized
' equipment as well as certain equipment employed for each presentation
auditorium. Satellite 106 may, for example, be a Ku-band geosynchronous
satellite, although other frequencies and satellite orbits can be employed. A
variety of satellite systems and satellite transponders are known which can serve

25 this transfer function, based on desired location, costs, average capacity required, -

and so forth.

At central hub 102, a source generation system 108 provides digitized
electronic audio and image programs to the system. Typically, source
generation system 108 receives film material and generates a magnetic tape

30 containing digitized information or data. The film is digitally scanned at a very
high resolution to create the digitized version of the motion picture or other

program.  Typically, a known “telecine” process generates the image



auditorium Satellite 106 may, for exanple, be a Ku-band geosynchronous
satellite, although other frequencies and satellite orbits can be enpl oyed.
A vari ety_of |lite systems and safellite transpondergagsBodgags\n
whi ch can serv‘é{%fgg-’%%%i s transfer functionl, based on desired Iocat?on,
costs, average capacity_required, . ?nd so forth. ) At central
hub 102, a soiifemnafioncwhile avelkhnavanfigita! audio;ceaversio) prosessing genegtestheon; ¢
audi o and i mages.nr¢ e Tyl SRl SBHcESed needIRBEMHRL | ON
system 108 reglgclh\ge g‘?@fﬁr&?&ﬁfﬁ %%dmé[gﬁe%fgét%g g&nrré etclﬁc talﬁeee 38‘8

cont ai ni ng di pidvidet! friond arfitat, ibak can beafrgle Hrotudel dmstilk frdivgi typklimagesaonad at

a very high resolution . to creatje.the digitized version of the nption
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generat es &hejdndR{e These images can SseR&ePas a series or set to create what are
Lo Laoor O 1 IeERAC These jmages can BE pltledtbns o series ¢ gital audio conversion

processi ng gerafemed o asimage programs. olnsiditionm aghen matepiabgarmbe prividechsushs

bei ng processed need nqt be . .. :provided £roma {j. ut. can :be_singl e
P ctare or st P YERLERE Harms forsightcBiepted Wi Spbltie B ort i 13fiiagk

pi ctures, inChydl/dithdadRBeinshiardd Asdiefides0or Riuliimedi ine\@ieratdks. Similedgt h.
These i mages can be presented as a series or set to create what are

referred to asinglemysetsrafgeunds on secerdings asn usest taformedesired rudigpiggramsyi ded
such S Vi sua 4 racks rq5¢ -i:ﬂgig;r dj , i §:L40g for
foreign | éﬁguage Alt&lﬁgﬁgélgf lﬁhléifgﬁl ﬂgﬁ‘?ﬁ%‘éu r laﬁg?%r%cgg&tge? krr%%r‘riel |t§ tinme
cue tracks. Simageargeperation devil eromethod oiays qrostizleortheedigitizedsinmge used

to formdesired audi o prograns 0. Al.t.ernatiyel a hi,gh,definition
digital caner Wﬁ%rhﬁ?&%oﬁ? éf&‘?ll camera, mgtbgﬁﬁ : B%/‘?%Jr?eﬁl %’6“8198 '
method may prgyhdeinkbienatich, lis e8skcidIRO8seful for iliVeOsvERt icApturd T6r Ueisst&tially

digital canera, ich directly ‘produces the d;&l tized i mmge
i nfor mati on, immediateprrontempotarieons distrilpetion, chempuiar werkstations s similara) | v

g SARSIREL NIRRT B I S b L
are to be disehilaited.but ed. The digital image information or
program s pr esent_ﬁ_{je tgig?tal image information or program is presented to a
compression/encryption system 110, which compresses the digital signal using a
preselected known format or process, reducing the amount of digital
20 information necessary to reproduce the original image with very high quality. In
a preferred embodiment, a ABSDCT technique is used to compress the image
source. The ABSDCT compression technique is disclosed in U.S. Pat.
Nos. 5,021,891, 5,107,345, and 5,452,104 mentioned above. The audio -
information is also digitally compressed using standard techniques and may be
25 time synchronized with the compressed image information. The compressed
image and audio information is then encrypted and/or scrambled using one or
more secure electronic methods. _
A network management system 112 monitors the status of
compression/encryption system 110, and directs compression/encryption
30 system 110 to multiplex theater, security, and transmission control information
with the compressed /encrypted data, as desired. The multiplexed signal is then

presented to a modulation/transmission system 114, which, under the direction



conpressi on/ encryption system 110, which conpresses the digital signal
using a presel ected known format or process,.reducing the anount of
digital 20 information necessary to reproduce the original imge with very
high qual ity We#/535 5 preferred enbod#nent, a ABSDCT t ecHfiT§if@oNM18,sed to -
conpress the inmage source. The ABSDCT conpression technique is

di scl osed i of hetSrorRamnmanagemeniticysteln 022, 188dulates14td Irismatsch SorhbResidill

menti oned apgve. , The audi o0 i nformation is al.so digital conpressed
Usi ng. St andBNRFRIREaRFeRg Sig i haster Ays emsn ity pi MEBIET sleten 1044, A
conpressed {@ae. 16Y. OBt 0 the Uonhedel Sakffhation magﬁwbmcaétdmr a
information.is then encrypted and/or scranbl ed using one or nor e

secur e el ecwirelesscommunitstion path or link toAheatersor presentagiondocations.t em 112 :
nmoni tors. the stgtus of ._conpression/ engryption sysi.em 110, .and directs
conpres _on/enc%@%ﬁ%@d%'?emﬁ??‘?rﬁsﬁal%FaﬁF@?dt%EiA?é?,ér@éE?ﬂ Pf§, and
transm ssi OghchQRdriaRirrddir0s MRdhi@Atiguous ¥# bdpakdle MAMIrERABSERIAE ¥PeaG dat a,

as desired. The nmultiplexed signal is then presented to a )

nodul at i on/ethansFhetisn megneis pravidedifen comprrssinghand)ittansferdng audio
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PCT/ Usoo ooBFPgFams associgted with image Hformation o programs but cegregated in,
transmts aimenThessietho requirehadtovhen using ik presentSingention to piveedsaindsyst ens,
such as_ t heater. system 104A, ,via ~satel lite 106.. That Is, {he

conpr es]soepl trapséernthe; g Eniﬁeéaqfc@stsag\%ﬂméj A Preqﬁgpé‘ise‘ggmﬁflﬁﬁﬂni' cation
path or i Qﬁeﬁﬁﬁ&%ﬁtﬁé&aﬂmp l0f SERéAS 119 Bsdd F§t labetate _cérre?onding bildfRPTe
embodi nents, the conpressed I mage and audio information are each

t r ansf er r ecandnimageqrograms With ¢aclvothen@amppropriate: e Thisadlopslinking off oreach

.other. That_is, a neans.,i rovided for npr.essin nd tr ferring audio
pr ogr ans as%xogoéfeﬂteﬁfr}fﬁeﬁfréﬁgoigﬁogfﬂfi ot E%tg?’zﬁ%ss Efgg%ar'%aeﬁegd I n
time. Ther q:fbgrdiﬂ, dscdiatiired) BN tECOf PRis@Patitit; dif Aaeny ai présuditativh évenpr ocess

- and 10 _transfter the audiQ angd i mges t he sa tjme. A predefined

i denti f1%r Hat is, whilgeppt ARiERRY i oaizegy Wathéhe SOTRISEEY: B8 oci at e
cor r espondifghratatibA, the corr?é}gss!eHBdilﬁicPisom'ﬂéﬂsaﬂ@l §§h&?&hzé&'9€ reséittation.
appropriate. This allows Iinking of one or nore preselected audio

programs W Asdiscussed belown thexompresserd dhageran audio information can be stored,
o together or separately, in the central facility for transfer at.a later predetermined
. time.- . . . | .
20 - - Although FIG.2 shows that the broadcast signal is transmitted using
~ satellite 106, it should be understood that the broadcast signal may be
transmitted using any of a number of terrestrial wireless transmission methods
as well, such as well known terrestrial cellular, microwave, or other types of
radio frequency relay devices. Alternatively, wired transmission methods, such
25 as well known multi-drop, Internet access nodes, dedicated telephone lines, or
~ point-to-point fiber optic networks can be used to implement the invention.
Central hub 102 may also comprise at least one collocated theater system
116 for monitoring the quality of signals received from satellite 106 as
transmitted by modulation/transmission system 114 and providing a reception
30 quality measurement to network management system 112. Collocated theater
“ system 116 need not employ all of the features or processing capabilities found in

similar devices located at respective theaters, but could use a simpler satellite



program as desired, at a tinme of presentation, or during a presentation
event. 15 That is, while not initially time synchronized with the

conpressed i mage i nformation, the conpressed audio is |i nk(e‘%g@gg 8
synchroni zed WO8¥&8&htation. - As di deussed bel ow, the cSfP i mage
and audi o information can be stored, together or separately, in the

central faci lsignalfreceiverawitheappropriateateceptinre dlemadulation, decompregsionpgnd

Al.t hough FI G 2, shows that the broadcast signal i Itd e '

satellite 10 ?th?rt c%’ﬁ‘é’ﬁf‘ﬁ“ﬁﬁﬁrﬁf@?@%ﬁ&da ts@%lilt%gh‘ﬁr%{é ca tSEséi g:r?glséxgrrg‘f %o
transm tted URliBeatdd thedtertsyBlefDEI6 dbviddly Aédd hét preéent hedmpléa high gadlity

nmet hods as well, such“as well known terrestrial cel]ular, ncrowave,

or ot her typdmage for projectisingnforden tnaliow snficiend wnalysis of the signal quality inj r ed
transm ssion t.hods ch 2 - n g4 o : SS
nodes, dedr’? C arfqgff ?ag?sé;f%iéj'ﬁ%g f:)lgnceegt:%'m\c,)erM:'W}'Sl &\gg?%ig‘? g%f%%e ?%@! a%%t ?‘(g:iﬁ

net wor ks can fpgnséaeetd.t o i npl enent the invention. Central hub 102

may al so conprise_at |east one cqllocated theater system .116 for

moni toring the qudVhes the transmigted %\eiwgﬂemﬁﬁéaf’a Prer qulitygnetwork
transmtted hy podil i@{é“ﬁ LSSl &n Podsfinyen APtion
30 quality Measyt enent X o n%?n@%&%éaﬁﬁé%temggl . Col'l chr[yggﬁ

t heat er ?mwnemméxﬁim@odldhﬁ&ﬁzﬂmbdiomtyﬁém 14 @ ordes toimpraxecthei ng
capabilitjes found in . sim | ar devices I_ocgt ed%it res ec%i Vtﬁ theaters,
but coul dlsetransspisgion qualifye Hor example changes in defpsted gygg sates for the digital . -
15 dat 1 £ Both HIRRE0R békeived signilsIBal beCSdd/qb ¥
appropriate re%g'pffoﬁ,sseae?mgﬁation, decor?rl)vreesgligtl)‘n,s and ¢ ot he’ratnlge

conponent s f orompnession iratesa changeatransmissibn { dharanterisfics suclr@s gigaalppewer,

collocated thegter .system 116 obvj.ousl ed_not. pr.es 0, nigh |
quality a ‘Rﬁ'@&c r lﬁﬁ’%*f‘ ctHOBRh %fr 3@? Flgngq'l 8§v gﬁ%@feﬁ%ﬁ%’%ﬁ@éi s of -
the signal qualnhplételylin Gew BFcbresiasatellite ¢tavisfegy peoblemst ai n known . :

characterjstics for_ the digital data being nsferred,

tr L
Wien the ¥ ansni t tWhile thepresens invantion in equally arRpUsebIS 8 Prefsafation offerager k
management - SYad fudiblirtetndiC e 8 VAHERP B preQnb ATy RRAGHY S04 4D blRibor
or nodulation/transm ssi

system 110 an on“system 114 in order to inprove
t he ' - amphitheaters, drive-in complexes, civic auditoriums, schools, specialty

restaurants, and so forth, an exemplary theater or theater complex is used for
purposes of clarity in the discussion below. Those skilled in the art will readily
20 understand how the present invention is applied to other types of locations.

The transferred or broadcast signal is received at theater system 104
(104A-104N) by a receiver/demodulator 120. In an embodiment wherein a
satellite transponder is used for transmission of the signal,
receiver/demodulator 120 uses at least one receiver antenna 138 for receiving

25 the signal. Receiver/demodulator 120 demodulates the received signal and
monitors the demodulated signal for errors. To aid in this process, additional
checksum information can be added to the compressed information prior to
transmission to allow detection of errors in transmitted blocks of information.

If the error rate exceeds a predetermined level, a theater management

30 system 122 may request retransmission of the signal portions containing errors. .
This request for retransmission may be sent from theater management system

122 to central hub 102 using a return link 113 which may utilize a telephone



10 transm ssion quality. For exanple changes in detected error rates for
the digital data, or losses of data frames in received signals can be.
used to change conpression rates, change transm ssion characteristics
such as si gnavo¥%8s35 autonmati cal Il re-send porti ons oPCTAIS9®Y4g®al , or
I nterrupt transm ssion conpletely in view of certain satellite

transfer prAghek wiltba dial-up or gﬂsmba&ea Midkpa estellite chateiel,iz0padket ppealaty/
applicable to presentation of imag and audio information to a vari ety

of present alifl mww&ﬁswgde# 1§§< 9&9@@510“' data ratgnemmuaicatien mgthage- i n
conpl exes, ci Vi G ayelel ubdihentit ROBLSamBRAALY Yortions JrIFA &t 1810 SO
forth, an exenplary er or {heater corrp purposes of
clarity in bdneradsfsmedsﬂoom predentationhlosaticsk ot Iteehtémcdnhalsarie adcomplisheti | y 20
understand hqw th fesent [.nvention Jied, to aother types_of

ocat i ond. using reture linie113. Pt ds artrmuligk 1 Bgnfigired; adwaer way dinkifod at

. theater sys gsg{gﬂd n an
enbodi man%/ f\xﬁx’i@rféer?i?]’\gadata ﬁgéﬁé‘ﬂ%[\bor%?g\ s‘ﬁgﬁger a ggﬁﬁf oogtz&he

t ransmi ssi cimformationt feem s thggater to the centmlémbeor demmhlidaxgenetﬂ(bpesmgat | east

one receives ,antenna 138 for cei VI n t, Si eiver/ duI at or
150 denpy RIGDAERR. pb eonyetsa g St udio RipshiafiR from dhe oHth b

signal for grtheHseatetd msirw&whpuﬁxk%ﬁa&%e 1i%ed ifér Radiferrin, crﬁhﬁgiﬁiﬂkiﬂ

i nformati on can be added to the corrpressed i nformation prlor to

“transmi ¥5i oken datayas discysseddurtbar bgloWr rors in transnitted bl ocks of

information. S‘!#P mr].g>t 835% a e [ vel, a
t heat er nanagerren‘teatgﬁ SYSteITl gﬁ”ﬂ m%y re%ues ferda‘r?’g% gﬁ?%ﬁ{nopgd%"ge5| gnal

portions CO%ératdllyIEu&iﬁl@fa&dltonums'ﬂIZBA-IZBMJEFcbr é:cumple; fnoging eSmaierdaly be

sent from ater managerrent S 122 {o central hub 102 using a

ioed 3
return | i nknanketsfheatsrsarg congtriced as theptep oypplexes having many audjforignss 9335
16

Jedi cated |2 r]aksm%le site, 9 refderell H%%é@or multl IQESHB@&SV‘”IY&Q rréceii}é’d -up or

I'te channel, a’packet nk, the

| nt er nel5  csigwal emebgbtqadkastor h@nsferreﬁcswnudtlalemeeowmdlmmnwmmhod

- I'n sone enbo nsmtted signal portions or frames of data to
be transfer rgeiﬂgi?o%%*%rrcé%n I%ét ion location or theater can also be’

acconpl i shed- 5 Thysddifiodwhtednsighalk isl déht frbmt réceiver Ademoddlatds 1203t 2

configured as a two-way |ink for
central storage system 123 using storage arrays 124A-124N via a Theater

'Interface Network (TIN) 126 for storage. The size of storage arrays 124A-124N is

20 scaleable to support theater complexes with varying numbers of projection
" auditoriums. The demodulated signal may instead be presented to one of
" auditoriums 128A-128M via Theater Interface Network 126 when a presentation
is desired while the information is being received from central hub 102 (i.e., for

“live event” presentations).

25 ‘When a program is to be viewed, the program information is retrieved
from storage arrays 124A-124N and transmitted to one or more of designated
auditoriums 128A-128M using TIN 126. If the designated auditorium is
auditorium 128A, a decoder 130A decrypts the broadcast signal using secret key
information provided only to authorized theaters, and decompresses the signal

30 using the decompression algorithm which is inverse to the compression
algorithm used at Source Generation System 108 (SGS).” Decoder 130A converts

the decompressed image information to a standard video format used by the



transferring data that includes for exanple re-transm ssion requests or

ot her information froma theater to the central hub, or conmands,
general operating i nf oreti on, or conpressed®i mage and audi o 91094
information fr¥%@%EBW3Eentral hub to Yhe theater. This tvo=MaY P& can

al so be used for transferring cryptographic 10 key data, as discussed
further bel owprojection system Tinetitle mayybé eithdddn (aialok ﬂ)ﬁ@ﬁgitalsfocmatétand:tkm
with at | east one and enerally nultjpl e, audi [ 128A: 128M Goati For
exanpl e, in s&RBgLEMEniayed through A8 elestreniciprgiestos 1 é%' ﬁg‘ﬁ on

theater conpl exgqs, Ravd ggégﬁé&’ ?ﬁd% &Hﬂé 1 the audlgchnﬁnﬁsi o8 ds'ilbfeﬁ\ 1%4

referred to as cineplex ex t eat ers. e receive signal can
be broadcast piaybadosﬁﬂtrthd mmgeuptagpim oﬁlfsecthetp&nmb@iftthnémmwhdhhthe

a single tpeater co e denodul at e ent from
recei ver/ dgrmaﬁﬂ‘é’f"ﬁ H?Feﬂ?tﬁ’“ °fa°e(’,@|'ﬂ P%Bgr??‘dPﬁﬁ’é‘ g‘if %i R8T or age

arrays 124A- 124d-hidor? id leae8! from deélgﬁﬁétfl %@(%M&nﬁ&b NOf %ﬁgﬁoérrays

storage. The size of storage arrays 124A-124Ni's 20 scal eabl e to support
t heat er conpl 3244-124Nh toap;e'vngt rum!hthcs'lmﬂ psejafc the rmatenal audllithongh nnot The

128A 1260 vi asReiseDy PeEeiea ciProre 1A Sl comprisd ffecoddt T

desired Whl I ep%]é‘ctbf‘faﬁafﬁduﬂﬁ ?&eﬁﬁl ng recel ved fromcentral hub 102 (i.
for "live event" presentalions When a programis to be

vi ened, t A8 progr aWhenfroultiiple viewing amrweel desired, tentnalsterage eystem 493 is
124A- 124N and tr tte one or pate udi toriu
128A- 128M usi ﬁ%"‘% n(‘i g??sq?%gmﬂglé%s &mnt r| 2uth gle nnag% gro&r?rgr{léﬁm
128A, a dec Odaﬁffefké’l%tdﬁfdrmins wzﬂepfgsaa&éaqirogtagmhbusoffsgm@caah K@y time

i nformati on provided only tqQ authorized theaters, and d? esses t he
signal 30 us Fﬁ@“Y%éOQ%grrﬁMm dhesel perseleted prngzAmmable, offsets are ppade

conpression g @Y &4 at ?ﬂr&é@n{ S _
Decoder 130A converts é‘ﬁmt&z‘i& eco esgt{s%ggﬁﬁrra éu% for rrgt fonto aq§t andar d
vi deo fordat psesented tohselected multlple autliso8@ms %@Stanhally simultaneously. At '
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may be ei t her OHIfT 4iFaeS dhﬁsfe%%ﬁ Fgﬁﬁta?r}yvglag tﬁh'grnoé &' SRS 1S T ©

- hours, depending on the storage configuration and capacity, in order to provide

- very flexible presentation scheduling. This allows a theater complex to better
address market demands for presentation events such as first run films.

20 Presentation of real-time live-event programming is similar to that of
motion pictures, but bypasses the store-and-playback operation of storage arrays
124A-124N, or uses such storage as a shorter term buffer to account for potential
transient signal transfer interruptions or synchronization issues.

Optionally, one or more digital tape recorders 136 are provided in theater

25 system 104. Tape recorder 136 may be used when a satellite link or some other -
broadcast technology is unavailable, or when such technology is not a preferred
method of transfer, such as for cost or availability reasons. In this case, a-
magnetic tape or other portable media is used to distribute the program from a
central distribution point to theater 104. Tape recorder 136 &ansfer's the

30 program to storage arrays 124A-124N using TIN 126. The program information

is then available for display at a later time. Image and audio programs may also



I mage i s displayed through an el ectronic projector 132A. The audio

I nformati on I's al so deconpressed and provided to the auditoriums
sound system 134A for pl ayback with the i mage program Once the

peri od of tiwo9medhich the 5 authorilBed presentation of PEIEEP04IS
programis conplete, the digitized program information is erased from
desi gnat ed beeddided frorNiBk Stahige heragg d244-124N to tape tevbidér2186 foo lgngevent

unaut hori zed use of the material. Alfhough not specifijcally

i | | ust r at edtermyarchiyal storage fardatep plp sauzgseﬁlpﬁﬁtg@gg aa@g'aﬁéhg‘h\'

proj ector, and : -gw}ﬁ . =y tions
are desired, ceﬁ?é‘gr%%‘ﬁggﬁs%%?ednﬁn?%lp fo C n:‘tﬁigﬁir é%:l&t EI'ntglral glgé?er
conpr essed igddoreplacing digital tapegeerient®6. pFoyezample, other kiidwe stomage
auditoriunms with presel ected programuable qg r delays in ti

rel ati ved t oSYBIRERS BHiRG optistlaiel w&g@pwé@eé@éﬁ%&%&e devigar é’ﬂgghad_e
substanti al b&sggeﬂksl&?"ﬁvm) Qr VR YertalR sblidfie thebhdiy! Rrdydasy bE Q8EM i s to

be 15 present to selected multiple auditoriums substantially
si mul t aneouwiithin the inventiont her tines, these offsets can be set "anywhere from

a few mnutes tq, several .. hours, ,dependi.n n.th [ A4 flguration
and capacity, i § ary; ghedimeg of the &8???8&3?%55%%;&%5%% :ig% ate
schedul i ng. ;1il,Birited! h M523 0NERE 8éscHBED herein.0 SBEdefenerati tes 1088 ket
dermands for presentation events such as first run filnms. 2

Present 81 i oshawn ire EIGt3. nin an exeroplagy epyhodimenti sojuice geneiatign systephi8 of

' i ctus byt k : h _ - ' _
rrays | digdiges 3 3m MRRE SR S 5 RN VAR RER Sl Miods o] © £9°

‘account for dpsiRAtvedbion on a hiagheti€RipesiSpudde gdriefation syskine 108 pbinprisesOr - -
synchroni zation issues. v s ., Optionally, one or re digital tape
recorders 1bighadefinition(FHY [t¢lecinest appayaus Qrsprasesso40 g‘péeqe%%& 136 may

be used whepn _a s ILLi;te Iink. . S : r t e Lagy 1S
. unavai | abl e§0115?e mﬁ“éu@ﬁ éeggﬂag%'ﬁog% |zg&no_ag§s glrnoe‘?efra?‘ggai ﬁf&prre_tl od of

transfels spitessing B3rweld&nowm within & iotipn rpdctwon induskry; aind anysene of '
magnetic tape or, other pqgrtable .nmedia is used to distribute th rogram
froma several cgmupersiafly Ayatlable servces, %5 Wé%ﬁséf‘aﬁ%f.usfgpt@ " ?8'?‘8@9 136

transfers tiigs RBPodek 9 HGWEvRrS D hagiRfeafddpmbabdibent? Algh sésolution\telétine The
program i nformation ~_1s_then avallable.f(fr di.spl qy at aldatter time.
| mage and aprsicessingoigrused swel ag|is gurrently available with equipment produced by

'CINTEL or Philips BTS, as is known in the art. The resolution and specific

20 choices of equipment used are determined according to cost and other well
' known factors when a service is being designed. Alternative resolutions can also
be used depending on the target audience, projection equipment available, and
location, inclﬁciing a desire to reduce data rates for certain satellite transfers. -
If the original film is a standard format 35 mm source, the process is
25 = performed on the image using a telecine process at 24 frames per second. The
digitized output of the telecine process may be stored using a high data rate
magnetic tape recorder or immediately compressed and/or encrypted and
stored using a lower data rate tape recorder, or other known image storage
system and media.
30 Since the telecine only processes the image, the audio portion of the input -
source is processed independently of the image. If the audio source is in analog

format, it is typically provided on a magnetic tape 144 to an audio reader 146 for
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PCT/ US99/ 09418 bé recorded fromdi sk storage arrays 124A-124N to
tape recorder 136 for long ' " termarchival storage for | di ng
into the stor Y2%%PHs 124A 124N 19 Ct her neans fo?’tcﬁ{t”é‘ 92‘#991%
density, high_ thr nghE‘l‘Jt data storage may be used, replacing digital

t ape recor derdigidizing-odn @ngrgmiodinent rumk 1 wvebteoehagaelsofsqigitiaed adiagpre

Versati 1 e i SR, DR B alghiedinRE o SRARulek AR Ay P beieg 1
used Wi tsigrinl d16toketl Rifh ﬂi@-ima%(a program oﬁwﬁ%h&ieﬁmﬁﬁmdigiﬁﬁ Videdf tapb e

processing bl ocks of central hub 102 are ilMustrated in FIGS. 3-9 and
descri bed herteferdesso(YER) gt3eren i gmilayshigh 10apacity 1 dligisaloatorage Fisgstes. | n

an exenpl a&ry P t A ati vS . L Ot film
i mage sou?ce ‘gfg%&g{éga ! aoﬁs%%r%%g??%&%( C eﬁ?‘ﬁ’i é‘g’g}%ﬁ%’% g}aggﬁ ‘?#érezfgng
digitized verprocsseh sepagfed i ¢ronkpehe Simege GrOgraniming, Sbakt erwitR8 time
conpri ses igh definition (HD) "tel ecrne” apparatus qQr process 140 for
recei vi ng fi |Sfchronizagign infermationy m@}ﬂd@@n@r Alowy far geropery adignedm
film142. Th ¥=YeY L ' ' I i thi . '

picture i ndu???!?,lﬁ%?\ z‘fg]@l %%ﬁ&ﬁ@%%&eﬁgﬁt}% glnfi&%‘\t}g} a Ibggk
services or dysteoes nmay be used to inpl enent this process. However, in

a preferred enbodi,nent, . high resol-utjion teleci ) cessing i s_ used
sugh_ as i currenlAIrI&mé‘&Qis;th’F‘eas\/ﬁ’aFE%ﬁﬁffﬂi@#’ ﬂ’ﬁpﬁlﬁ@@ﬂ@@e unders ‘N?ﬁft'or
Philips BTS, s3firdeSeehbfaon sfeﬂ?l(ﬁfﬁ\ﬁym%éa%& Wh'f%%%hffeg%rﬁphub

choi ces of equi pnent used are determ ned according t er well
known fact or d0@hddther fmilitiesenay bbdustqsdnstablecfivr gehertingtthe eligitized sigmahs can

al so be .used dependi ng on_the target di ence,. projection equi pment
avai | abl e, arfgom a magx&{lﬁ? o OP%‘a?ﬁﬁli’ . zfu%'g?il’t%eﬁl"dsq%éﬁdug g nﬁl?i?%nf or
certain sat eli08tay tankidtesfSa digital camera whth & hRagietididradptical Blorsgeadéviaddar d

format 35 _nmm source, the process is 25 perforned on the inage using a
t el eci ne 18r obaidls it o ptherdigital speans cofnimagen generationj (gett 28 dfos copputer t he

t el eci ne prof 0 LNGee.d. 1 OR: da t] pe.
recorder or ﬁéﬁl a% gP {Pl@%sn%fgggcz%} gfrfl%rf%r‘gglﬁ:gr ?/%?&é@t gnr:]%duces @g{g%réeoglr%ezi ng a
| ower data r ahatetialp SoneedGet@ration Systdir 10& nagralsommeissdfd digitization syyehem and
nmedi a. 30 o Sl hce the tel eci,gﬁ o%r}leégprocesses t he image tl{% audi o
portion of t fier §twpwg§ges,.su 3% R opheal se O 4 {IMA8H EORMEHEEr ¢d fq TFHhge.

I'f the audi 0 pheWEEEPhie slile?BPpAfts. TheréfBfd Rbgulht of Spdcidliz6d/shydiBs SYiHigd on a

magnetic tapé 144 to an audi o reader 146 for
0 - for special effects, or other facilities participating in the preparation and

presentation of an image program can generate the desired digitized material
which is then transferred to central facility or hub 102 for further processing or
transmission.
A block diagram of compression/encryption system 110 is illustrated in
25 FIG.4. Similar to source generation system 108, compression/encryption system -~
110 may be part of central hub 102 or located in a separate facility. For example,
compression/encryption system compression/encryption system 110 may be
located with source generation system 108 in a film or television production
studio. In addition, the compression process for either image or audio
30 information or data can be implemented as a variable rate process.
Compression/encryption system 110 receives a digital signal, which may
be provided by digital VIR 150 of source generation system 108. The digital
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20 representation of the same signal. By converting to a frequency representation,
the DCT techniques have been shown to allow for very high levels of
.compression, as quantizers can be designed to take advantage of the frequency
distribution characteristics of an image. In a preferred embodiment, one 16x16.
.- DCT is applied to a first ordering, four 8x8 DCTs are applied to a second
25 ordering, 16 4x4 DCTs are applied to a third ordering, and 64 2x2 DCTs are
~ applied to a fourth ordering. -

The DCT operation reduces the spatial redundancy inherent in the image
source. After the DCT is performed, most of the image signal energy tends to be
concentrated in a few DC coefficients.

30 For the 16x16 block and each sub-block, the transformed coefﬁcxents are
analyzed to determine the number of bits required to encode the block or sub-
block. Then, the block or the combination of sub-blocks which requires the least
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ordering, ;16 4x4 DCTs are applied a third ordering, and 64 2x2 DCTs are
applied t & a HBEREPressedle Pk .q-ldlglta]t'?"mat' The DCT operation reduces the

spatial redundancyp el giploP 168%rd B0 encryptor 168 encrypt the compressed

image and audio signals, respectively, using any of a number of known

encryption techniques. The image and audio signals may be encrypted using the
same or different techniques. In a preferred embodiment, an encryption
20 technique, which comprises real-time digital sequence scrambling of both image .
and audio programming, is used. _
At image and audio encryptors 166, 168, the programming material is
processed by a scrambler/encryptor circuit using a time-varying electronic
keying information (typically changed several times per second). The scrambled
25 program information can then be transmitted, such as over the air in a wireless
link, without being decipherable to anyone who does not possess the associated
electronic keying information used to scramble the program material or digital
data.
Encryption generally involves digital sequence scrambling or direct
30 encryption of the compressed signal. The words “encryption” and “scrambling”
are used interchangeably and are understood to mean any means of processing

digital data streams of various sources using any of a number of cryptographic
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or optical media disk, a Smart card, or other devices having erasable memory

-elements. - The encrypted program key may be provided in such a way as to
control the period of time for which a specific theatef complex or auditorium is
authorized to show the program.

.20 Each auditorium that receives an encrypted program key decrypts this
value using its auditorium specific key, and stores this decrypted program key in
a memory device or other secured memory. |

- When the program is to be played back, the theater or locahon specific
and program specific keying information is used, preferably with a symmetric

25  algorithm, that was used in encryption system 110 in preparing the encrypted
signal to now descramble/decrypt program information in real-time,

In addition to scrambling, image encryptor 166 may add a “watermark,”
which is usually digital in nature, to the image programming. This involves the
insertion of a location specific and/or time specific visual identifier into the

30 program sequence. That is, the watermark is constructed to indicate the
authorized location and time for presentation, for more efficiently tracking the

source of illicit copying when necessary. The watermark may be programmed to
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packetizing the data, or forming “data blocks,” the program stream received at

theater system 104 (FIG. 2) may be monitored for errors in received blocks, and
retransmission requests made only for those data blocks exhibiting errors instead

20 of an entire program. This provides for increased reliability and efficiency in
transmission.

In an alternate embodiment of the present invention, the image and audio
portions of a program are treated as separate and distinct programs. Thus,
instead of using multiplexer 170 to multiplex the image and audio signals, the

25 image signals are separately packetized for transport. In this embodiment, the.
image signal may be transported exclusive of the audio signal, and vice versa.
The image and audio programs are assembled into combined programs only at
playback time. This allows for different audio programs to be combined with
image programs for various reasons, such as varying languages, providing post-
30 release updates or program changes, to fit within local community standards,
and so forth. This ability to flexibly assign audio different multi-track programs

to image programs is very useful for minimizing costs in altering programs
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o system 112 (FIG. 2) over a hub internal network, which will be described later.

CES controller 178 communicates with compressors 162, 164, encryptors 166, 168,
20 multiplexer 176, and pacKetizer 172 using a known digital interface and controls
the operation of these elements. CES controller 178 also controls and monitors
array 174, digital linear tape recorder 176, the data transfer between these
devices, and modulation transmission system 114 (FIG. 2).
Storage array 174 is preferably constructed as a bank of hard disk drives,
25 which in general will be of similar design as the disk storage array 124 using in -
theater systems 104 (FIG. 2). However, those skilled in the art will recognize that
other media such as re-writable optical disks could be used in some applications.
The capacity of central hub disk storage array 174 may be lower than that of all
theater systems 104 (total of all auditoriums or locations) combined because
30 typically only one program needs to be stored in storage array 174 at one time.
Generally, a new program is stored after each program has been transferred and

removed from memory. However, multiple programs can be stored at one time,
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is, for generating tapes of digital information for distribution. Tape recorder 176

receives compressed and encrypted image, audio, and control data from
program packetizer 172 during the compression phase. A program may be de- . -
20  archived when tape recorder 176 transfers the tape-recorded data to disk storage
array 174. The operation of digital linear tape recorder 176 is managed by CES
controller 178.
Modulation/transmission system 114 is illustrated in FIG.5.
Modulation/transmission system 114 performs the modulation and transmission
25 of the transport data stream from compression/encryption system 110.
Modulation/transmission system 114 comprises at least one modulator 200 and
an IF upconverter 202, which are typically located in the same physical facility as
compression/encryption system 110, network management system 112, and
collocated theater system 116. (FIG.2.) Modulation/transmission system 114
30 further comprises an RF converter 204, a high power amplifier 206, and a
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conbi ned0becaus ellB@pcoyyertaal 262 eohvertn ¢he rovgpaimirese dnodulater 20@rtedann

storage array 174 . at one tine - . Cenerally,, a, pew ram is. st ored
after each pHPedirle, Teguency: (T of foF Syample, 140 Nﬂ%ﬂ)ve fer%nn%lr%gn%lF“.

Hovever, nuldbilied b AR AFRorkwiite? 208! Olfsleenifion! 6fTthis subsystem may b¥O
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and even tr anwimplisbed athronght thee usgeof aexisting qquimmenyie j&ith; ARIYL MiNgs

equi prent . . bei used to & ' : j ] st orage
array 174 r é%%‘*%s%agﬂms §°rcC8 r%?ggg\{‘g%&gr{%%t% gtﬁ{eﬁy%%%’regg Rhgﬁ'g?g? k%ﬁhbont rol
dat a fraqp ei t her RBhpgonaverter 209 avillggehemily bé2 standhirdi subsystemethat ¢camyertsecor der

176 during the conpression phase.. 5. ring the fransm.sion phgse, ,disk
st orage’ ar r 8je Faignal o3 W§§Eﬁ"@bs'ﬂ5?§* %Pﬁgateﬁl%e ?ﬁoﬂhi‘? ?%ﬁ%sﬁﬁrggi on
system 114. oIQi6REk2hh BNsiBhaldit 340 MIY RGGndérted told Kuilsand signdlRTRgEM-by CES

controller 178. _ _
' ' " band output is tunable from about 14.0 GHz to 14.5 GHz. Two upconverters and

. an automatic switch over unit (not shown) may be implemented to provide
20 - equipment redundancy for improved system reliability. This output is provided - -
" to high power amplifier 206 for amplification. Frequency bands other than the
Ku-band may alternatively be used for transmission of the signals by satellite, or
as desired.
‘High power amplifier 206 amplifies the Ku-band (or other desirable
25  frequency) transmit signal for transmission up to a satellite transponder. Two
| high power amplifiers and an automatic switch over unit (not shown) may be
used to provide equipment redundancy for improved system reliability.
MTS (modulation/transmission system) controller 208 may be used to
interface with, configure, and monitor the equipment in earth station 210.
30 Controller 208 may be implemented using well known programmable hardware,

such as a personal computer or workstation.



A control multiplexer 180 receives the program streamfrom di sk storage
array 174 and control information from CES controll-er 178. Control

mul ti plexer 10 180 nultiplexes these two data strieans, and presen%ﬁ 8he
mut ti pl exed daW@99/59335 streamto a transp@’t packetizer 182. iy

packetizer 182 packetizes the data streamto formthe transport data
stream and sends Bahh sﬂﬁﬁdﬁﬁﬁl&&ﬁsﬁﬂty efall RF intdroonnedtibns arad at rambermias sSAon
system 114. Digital tape r ec is used fo
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tapes of di giwhére wsefulMeGensrally progstmining and cofitrpkinfexmatiter age7broadcast
- receives conpressed and encrl%‘g)t ed_ 1 mage, audio, and control data from

progr am paxk tomeearily station tfﬁethSo?h?Pfé’éseréF?%éE’é‘g Ne, AT o ORE RFIBEN de-
20 archived rd o]

di sk storage %ﬁ@cates‘?%gmﬁﬁ%% %e%ﬁ%‘?éaa#%%? CSPST{‘S:Q tliﬁfe:géﬁ'?g%gaégfggrder
176 is rranagatbtifyu@the theaten rstysinhisenf 1th8. identity of each broadcast program.
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25 of the trfpsRPELdle &Bféé%lﬁ!l i'éc@ﬁ?ed GSHORFRRQ inedided bt S particalr 110.
Modul ati on/transm ssion system 114 coggrl seS at | east one nodulator 200 and

an | F upclhvdheater systemomddor gther pqrpﬁr ipnsasseciated witle sydem queyatianal

Systom 112, AymentioRgd i HuGRRANCH, bAT oS fdnerpiEh g TRARPS TG

Modul at i on/ t rspeed) e Snlowy data it lihk34s démaher conpri ses an RF converter
204, a hi gh power arrpl i fier 206, and a WO 99/ 59335
26 Referring nqwpto @é@sﬁ deiwgrk manage mﬁmyat% A% iz Hiusatado

S5t o oo kG iy S Aok S e et RS
forward els or1000/Thécinchitles controMnnr mmmringrmd ﬂm)chmmmts dfecentmah hpbrid2 dat a
T amam sei on 4 M NESWRES REGRAer SYsnE 0k, The control may be centralized, so that
network management system 112 manages the total operation of the system,
* including control of the broadcasting or transfer, playback/display, security, and
overall network management functions. Alternatively, a distributed
20 management system, in which processors in the presentation or theater systems
control some of the theater functions, may be implemented.
Network management system 112 comprises at least one network
management processor 220, which is the central controller or “brain” for digital
cinema system 100. Network management system 112 is, in general, based on a
25 standard platform workstation, or similar programmable data processing
hardware. ' Network management processor 220 manages the scheduling and
security aspects of digital cinema system 100.
Under control of network management system 112, programs may be
broadcast from central facility or hub 102 in advance of the time for display of
30 the programming at theater 104. This procedure will generally be utilized unless

a real-time live-event broadcast is desired. Thus, a separate process controls the



Convol utional and concat enat ed Reed- Sol onon encodi ng techni ques known in
the art are used, in a preferred enbodi nent, for the forward error
correction function. A standard PSK (phase shift keying) nodul ator may
be used for tW@9/59335 npdul ati on functi A8 10 | F upconRASiY0p/0RR
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al ternative alﬁ%é’ﬁc‘fro teﬁi'gg i OFF BOSTRRIS Y |a§e itpred and, p e&m
as desired. backatalatermﬁ&qneﬁwﬁxsaaﬁuhaﬁteaﬁ%%@a@a&ﬂ tb@sﬁmbafld (or
ot her desirable 25 frequency) transmt signal "for transm ssion up to a

“satel |i 8@ t el ponther “reglime™ raten forn thab irog A .N@ostharf&tarrampbmu c
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(nodul ati onptcrgamm offdrivg eqryingrﬁualmyﬂlmlsl aficofijftession. b&rarsadssion of live
interface with, configure, and . B tﬁ t he equi, rrent tB{fearth st atj on 210.
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Earth sition 21 rednnflantsnewark| mpmagement qreseseer onay dedpeavidad earta. An
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in the system over a hub internal network, which is typically implemented using

- a standard multi-drop network architecture, such as Ethernet. However, other

known network designs -and types including optical based links can ‘be used.

20 Here, an Ethernet hub 224 of network management system 112 supports the hub
internal network, as discussed later with reference to FIG. 8.

Network management system 112 may also comprise a modem bank 226,
which provides the interface to the network of theaters over the PSTN and
generally consists of a set of dialup telephone modems, cable or satellite

25 rriodems, ISDN or cellular link controllers, or other known means. Modem bank
226 interfaces to network management processor 220 via a modem server
function. Modem bank 226 serves as the receiver of a return link communication
path from the theaters to central hub 102. The return path may be utilized by the

- theaters to request retransmission of program data blocks with errors from

30 central hub 102. Furthermore, extra presentations of programs, or changes or

updates in program material can be requested using this link. The requests for

~ retransmission and the retransmission themselves may occur during or after the



206, MIS controller 208, and power and air conditioning equipnment (not
shown) where useful. Cenerally, programmng and control information
are broadcast 5 fromeartfr station 210 to the théater systems usw?g one
or - mor e conmonwWo 9959385 oadcast channel s. e broadcast signal RISy
control information for notifying the theater systens of the identity
of each broadessmigsicybfithe prografrmaberialo in aleomttivel emhodinents, cthe irgturn
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As nentioned,. this |n ormation can typically be transferred over either a
hi gh s pedaviceafer interfavingjanedmplersentedkas appraprinteeinstead of modem bank
Ref erri ngérr} o FIG 6, network managenent system 112 is illustrated.
Net wor k \g@ﬁent system 112 controls and nanages digital cinema system 15
100. This incl Ude&oﬁee&éalth@%&é;%h{ﬁa nalsafatédlﬁmgrmqneﬂ&&sqﬁeqemtwf hub
102 and the network of theater systens 104. The ‘cont r ol may be
central i zed, the tramsmitted sigrtahoand rpnoxidesenat quelitye meaasprementgée networlkt a
operation of the syst I ncludi ng control of the broadcasting or
AREEREE Ry sigm 102

transfer, turity, and overal | network managenent:
functi ons. A' t e HbLAtRA YViheRter X ry@%ehh b¥16 €EbrRPrisc¥R.A0 SEITE UneS Hea il systenthi ch
processors in the presentation or theater systems control sone of the
t heat er flmctneoamer Myw&mch typﬁcaﬂymﬁdlave the same designagd eceiuerRfeniheatesy st em

112 conpri ses_at t one ne n ment _processor, 220, ch is
the central c,sé’ﬁtler Refeivey, 1““?'6%*%1.“&}”?1 ?FaSt One. receiveT Anterm %

Net wor k managerayin Sl&ﬁat QiBnhi Ardrismitted 96! Alodulssi(l thihsthistion %yaeﬂarm

pl atformworkstat|§ or 5| m | ar programubl e data g ocessi ng

har dwar e. Netbhcnughnat@ugmmg , azableoyoptical uﬁeﬂmmﬂwb@n
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facility 17 hodllobRiédithe@ey %Fwén(lﬂﬁ hlae cbmﬁlséﬁdt 1dast pne ynarfagéfhent processor
programm ng at theater 104." This {)rocedure w |l generall X be utilized

unl ess 23pewhichirgeeives the sigaal framdhartss pystem Jecaiyer$32 ppddmeagucesfhe at e

process contr / 5 2 8
PCT/ US99/ 09 41@15’& Bgrameters of the transhittdds g%’é‘fl; Management processor 236 alsé

provides a quality report to network management system 112. In a preferred
embodiment, management processor 236 interfaces with network management
20 system 112 over an Ethernet or high speed data bus.

Referring now to FIG. 8, a block diagram of hub internal network 250 is
illustrated. Hub internal network 250 is the communication backbone for central
hub 102. Hub internal network 250 may be extended internally as an Ethernet
Local Area Network (LAN) running an IP protocol suite. Thus, hub internal

25 network 250 physically interconnects compression/encryption system 110
(110A-110B), modulation/transmission system 114 (114A-114B), network
management processor 220, and collocated theater system 116 (116A-116B) in the

~central hub. As appropriate to the specific functional partitioning of local and
remote functions, an external interface may also be provided to connect central

30 hub 102 to an external computer network or communication system, if desired.

 In a preferred embodiment, central hub 102 provides for redundant or

backup components to meet the availability requirements in the event of a



pl ayback of the pre-stored programm ng material at a tine |ater than that
of the broadcast transm ssion fromcentral. hub 102.

Net wor k managenent processor 220 al so controls the broadcast,

transni ssi onWQ9/9338nsfer rate of the plograns. The transniPEITUSA994t8: nay
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transm ssion data rate may be gredter than, less than, or 10 equal to the
"real -ti nme"internal fietwork 250 jsraognegied i eampressionéararyption systenie110A and
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managenment $eries os sets ofipgdurelapt Bthietnet transceivers, 254Ac254F, Thesewnaksaeireag enent

processor 220 inter es to the other. conponent kN the system over a
hub inter na‘fOWF%%‘f@hW% OF e Etli‘%’nn?tr{; rgﬁ’;’ﬁrﬁ’od‘ffw&fas Xargs- andard
mul ti-drop. e Bk Eleicii 25208 Wik 252B) CI will belrbBadifSinddrioBY By, thesd¥iilled .
known network designs and types including optical based |inks can be used.

20 Her¥)' ain thehattrhaw Hatpreyideothenrednbdpntsysierasand - eoprectionsi and habrt s t he.
hub N A ' i 8.
Networ ki ifiBial HEAREK of et S BE ot 15 enblelel ERALOL R nGy &8

whi.ch. pr ovi desireti hewitht eppropeiateo ihteeconmievtivris ahdt fretetfaces edemmentshe H®IN and

generally consigts of a set of. djalup tel eghone nodens, cable or satellite
25 modem;,rea %Pl&?@ﬁsmga?anabﬂweé &%? PS?YIQF‘S o @Fs‘gmsllabﬁmmrwaw Modem -

bank : Zlﬁghlkfﬁxﬁé fsa58vd shdQENRAEInFIELAMR YN MAAGES 3G¢h 82 for\irst AmT0dem
server uncti on. Modem bank 226 serves as the receiver of a return

| i nk cokhurinetion grictures. Seme of Bie redundaak cemponents «anrkg opemtehin arhe
return paths e Utd |l Dy : ‘K'EE]{ 1 SSi on
of program dsg%}gbgl ggk’g} W %aér' rnzl)‘;rh‘s:E ?Sr%eﬁ]u%%%%%ﬁé gﬁe%‘ﬁ‘%f ur'?ﬂgﬂrﬂnnor e,

extra presewher hemdedof prograns, or changes or. updates in.program
mat eri al can be requeste sin hi,s [ink. The requests far .. .
retransm ssion &?dg’fq‘h‘-?"}s& H&ﬁ@%@sh&ﬂ%&ﬁ%’é@e?%m%@ SistriRyted: after

t he - from central hub 102 to presentation or theater systems such as theater system

20 = 104. Exemplary embodiments of the processing blocks of theater system 104 are .
. illustrated in FIGS. 9-11 and described herein. _ _

FIG.9 illustrates receiver/demodulator 120 of theater system 104.
Receiver/demodulator. 120 comprises outdoor unit 270, which includes a low
. noise block and a parabolic dish antenna pointed at or tracking satellite 106.
25  Outdoor unit 270 receives the signal transmitted from central hub 102, amplifies
it, and converts it to an intermediate frequency (IF) in preparation for further
processing. The dish antenna is generally an offset feed dish antenna. The size
of the antenna generally ranges from 1.0 to 1.6 meters in diameter depending on
the geographic location of the receiver and frequencies of interest. The dish
30 antenna may be mounted on a pole, penetrating or non-penétrating roof mount.
Typically, the size of the dish will be designed to be small enough to avoid

restrictions under various governmental or other regulatory ordinances. The
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over an Et her Béh & a Rh&mIBRLELHBAHHIO WD ersonal compub¥fca wotkstaivr. OITFé G.
8, a block diagram of hub internal netvvorﬁ S illustrated. Hub
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enbodi nent, cHHER i Supgsh caelinlene B confrofisd
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20 Thus, demodulator 272 recovers the data and clock of the selected

programming from the IF signal received from outdoor unit 270. Demodulator
270 may implement any of a number of demodulation techniques, such as a
QPSK demodulation technique when the program signal had been modulated
using a QPSK scheme. Demodulator 270 may be a standard integrated circuit

25 such as typically used in set-top receiver equipment for direct broadcast video
reception. Such demodulator devices generally include forward error correction
(FEC) signal processing functions. Error correction may, for example, be
performed using convolutional encoriing with Viterbi decoding along with
concatenated Reed-Solomon encoding and decoding. In a preferred

30 embodiment, the convolutional code is a k=7, r=7/8 code while the Reed-
Solomon is a (204,188) code. The error corrected output is provided to ARQ
Processor 274.
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switch over when "needed previously di scussed, the

audi of vilfualwigh seg data, ragbloskcﬁrmrr ﬁundsated Eaeh guch slata block s uniguely
presentati O@d&tﬁ?g%?r suoazﬁa. 11? v§ ; @%oéééﬁé 27 ir%ﬁorkg‘%he pitep! ary

enbodi ments 0 oce55|n er sys

i |1 ustrat ed identifietSSale- fbt aft cbldﬂswhmedchlnﬁfsea Ehfference in the coﬁi;ﬁted) and
illustrates recei_ver(/i_olen})du ator 120  of th

ighigl SignHTe ¥ g 0% bt blos T%St e%"‘é&‘ﬂ?ﬂﬁ’&‘l Sptam, | ow

noi se bl ock ﬂﬁﬁﬁb (ixﬂb S [lite
106. 25 Quf ogﬁ}@umt 2172% recei vgg‘pthﬁgag‘ ngﬁtransrﬁ?iwgg%ﬂcozﬁt%‘rgal hub

- 102, anpbi f deta blocks i withamds-campared sdigital @lantfms-er frediral &luby ddeterock (| F)
in preparatihon for fusther ocessing.. the dis ante eraIIy
an of f set fﬁ%‘%ﬁ%‘ﬁ“ﬁﬂs&%&.ﬂ Wg%ﬂ%&ém&%ﬁ‘qsﬁgioef% St 5@1‘?@5%%?{}1 ranges
from1:0 toS}stbmEaDEr ThiedtefMVRIREGheriteete 122 MAy replace blocks in which the

| transmitted and locaily computed digital signatures are not identical with the re-

. transmitted blocks with the same block identification values. Such methods
- 20 greatly reduce the resulting error rate of the received signals. The output data
from ARQ processor 274 will preferably have an error rate between 1x10™ and
1x10™, or less. Data is then provided to a Transport Demultiplexer 276.

Transport demultiplexer 276 depacketizes the demodulated data stream,
sends command packets to theater management system 122, and sends

25 compressed/encrypted image and audio packets to storage array 124.. -
An exemplary theater management system 122 is illustrated in FIG. 10.
Theater management system 122 provides operational control and monitoring of
the entire presentation or theater system 104, or auditoriums within a theater
complex. The theater management system can also use a program control means
30 or mechanism for creating program sets from one or more received individual
image and audio programs, which are scheduled for presentation on an

auditorium system during an authorized interval.
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to  communicate back to central hub 102. In alternative embodiments,

communications between the theater management processor 280 and central hub
102 may be sent using other low data rate communications methods such as
20 Internet, private or public data networking, wireless, or satellite communication
systems. For these alternatives, modem 282 is configured to provide the
appropriate interface structure. |
Information communicated via return link 284 include requests for
retransmission of information received by theater system 104 from satellite 106
25  which are indicated as exhibiting uncorrectable bit errors, monitor and control
information, operations reports and alarms, and possibly cryptographic keying
information.  Messages communicated using return link 284 may be
cryptographically protected to provide eavesdropping type security and/or
verification and authentication.
30 Theater management processor 280 may be configured to provide fully
automatic operation of the presentation system, including control of the

playback/display, security, and network management functions. Theater
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- may also dlsplay the programming material as it is received from the broadcast

channel, thereby bypassing the storage capability of the system.
- Furthermore, under control of theater management system 122 or a
20 - network management system, authorization of a program for playback multiple
times can often be done even though theater system 104 only needs to receive the
~ programming once. Security management controls the period of time .and'/ or
~ the number of playbacks that are allowed for each program. _
One can see that, through automated control of theater management
25 system 122 by central facility network management system 112, a means is
provided for automatically distributing, storing, and presenting programs under
programmable control from the central facility. In addition, there is the ability to
control certain preselected network operations from a location remote from the
central facility using a control element. For example, a television or film studio
30 can now automate and control the distribution of films or other presentations

from a central location, such as a studio office, and make almost immediate
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comuni cal® Wsiritcloel) br hlibJorientedhetwbrksMbdem 282 is general ly a standard :

phone |ine nodemthat resides i rois conn t he .processor,, and

connects to a starﬂgi JEi%mntheEKgﬂepmrﬁs‘*ﬁfﬁ@’S (i&l‘g'q'zh& provilie Yot “Iocal
storage of the programming material that it is authorized to playback and

display. In a preferred embodiment, the storage system is centralized at each
theater system. Storage arrays 124A-124N allow the theater system to create
20 presentation events in one or more auditoriums and can be shared across several -
auditoriums at one time. '
Storage arrays 124A-124N, also sometimes referred to as disk storage
arrays 124A-124N, may comprise solid state, magnetic, or optical mass storage
devices, well known in the art. In preferred embodiments, magnetic disk drives,
25 known as hard drives, as used in the computer industry are used to create the
storage arrays. Such devices have desirable cost and performance (transfer rate)
chara&erisﬁcs that make them well suited for the present invention. They
represent well known technology and are being manufactured with ever
increasing capacities. However, other devices, such as re-writable optical
30 storage devices and even solid state memory devices may be useful for some

applications.
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systems in the theater conplex for control or a ust ment of t hese

functions.. StillEach of disk storagei aredyp, 124 Ar124N m@fbaﬁmf hdrdatisk dripes dat ons,
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managendft - §5pleably torefficigntbsuipport fhe Alorage IRAVFeRERE S erch %ﬁpﬁﬁbr Further,
St mil t aneoug,ch of disk storage arrays 124A-124N includes built-in redundancy to prevent

- . loss of stored programming: information in the event of a storage unit failure.
- Each of storage arrays 124A-124N may, for example, be a rack-mounted system
- which is expandable to accommodate the varying storage requirements of each
20 - theater system. -The use of disk storage arrays 124A-124N. allows theater .
-~ management to dynamically route program showings to the various screens in a
.. theater complex, and to schedule pre-feature programming. This is
-accomplished in a highly flexible manner useful to respond quickly to changing
needs or market demands. . L
- 25~ In a preferred embodiment, each of storage arrays 124A-124N is designed
with a capacity for storage equal to that needed to store programs for all
- auditoriums in the theater location. In addition, adequate storage is provided so
that future programs may be stored prior to their showing authorization date
- while still storing the currently “authorized for showing” programs. This
30 amount of available storage capacity allows for programs to be authorized for
future showing to be transmitted hours; days or weeks prior to the authorization

to playback and display such programs without affecting the ability to playback
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and digital tape recordef 136. Theater interface network 126 consi sts
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Prograns stored at . .
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operation). Using this scheme, larger theaters require additional disk storage
20 arrays to provide for an adequate number of simultaneous playbacks. It has.
been estimated that on the order of one additional array per every five
auditoriums is appropriate. _ '
However, the storage arrays should also be configured or configurable to
operate in a “striping” mode where received information is striped across the
25 array. That is, received data that is to be stored is directed in part to different
ones of the drives during storage. Part of the input data is transferred to one
drive while a subsequent portion is transferred to the next drive and so forth.
After sufficient latency time to allow a drive to write data, a given drive can
again be scheduled to receive input data. Therefore, received data is segregated
30 into smaller components or segments, each of which is stored at the maximum
(or a high) rate allowed by each drive on separate drives, taking advantage of

input buffering or memory storage available in the drive input channel. This
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- storage arrays 124A-124N provide status and warning indicators to assist in

trouble shooting or fault isolation. Remote status, control, and diagnostics is
another option available with this type of design. o -

20 - Still referring to FIG. 2, theater system 104 typically comprises a digital
tape recorder (DTR) 136. DTR 136 is used to load a compressed/encrypted
program in disk storage arrays 124A-124N when a satellite link is unavailable

- and a tape is used to distribute the progrém to .the theater. DTR 136
. communicates to storage arrays 124A-124N over TIN 126. _

25 . Normally, DTR 136 will not operate with sufficient transfer rates to

support direct distribution from DTR 136 to the projection equipment. Also, the

- read and write operations tend to occur in bursts . Therefore, large buffers are
used to stream data smoothly from DTR 136 directly to the projection
equipment. For these reasons, DTR 136 is used for archiving and for transfer

30° when no satellite channel is available. Programs loaded ﬁom DTR 136 are stored
in the storage arrays 124A-124N for playback at the full speed appropriate for
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showi ng" prog?%dwm%f%ﬂ‘thsm“(ﬁf bl e st orage capacity allows for

progranms 10 be autWReh%PRrdddhm is to billviéiied \idpféin ! iffditmatioA B rkisinitiedu s,
u op

days or weeks prior to the orization | ayback and_display such
prograns 6 t hfrom apiricular@neve nadreldf storage piraysskidid-124N to a particulazErenf59335

2Zt hori zed pr¥ylitapum, meﬁygfﬁ%?%t %?t?%ﬁysﬁe%n%gl‘%g!t @réﬁ%qu?ﬂél%l%?;: Y
data storage gaRafkiigs. A bidR dR4g8m 6f arl ékerfpBAPhpRntnt@ict 8f8uditorium
system 128A-128M is illustrated in FIG.11. Within such auditorium system
128a-128M, decoder 130a processes a compressed/encrypted program to be
20 visually projected onto a screen or surface and audibly presented using sound .
systems 134. Auditorium system 128A-128M comprises a theater interface
network 290, at Jest one depacketizer 292, an auditorium controller 294, an image
decryption/decompression system 296, an audio decryption/decompression
system 298, a projector 132A, and a sound system 134A. All of the components,
25 with the exception of projector 132A and sound system 134A may be
implemented on one or more circuit card assemblies. The circuit card assemblies
may be installed in a self-contained enclosure that mounts on or adjacent to
projector 132A. Additionally, a cryptographic smart card 300 may be used
which interfaces with auditorium controller 294 and/or image
30 decryption/decompression system 296 for transfer and storage of unit-specific
cryptographic keying information.



capacity per auditoriumis used in this type of arrangenent. This capacity
S assum ng the use of current conpression and image technol ogy,
which may 5 change to allow reduced requirenents in the near future.

Di sk st orage W& 5s dynam cal ly all ot ed for each progr aPSTHHHIS nt o
di sk storage arrays 124A-124N. This concept works for |arger theaters with
mul ti pl e screensTheatausmtetface gletworkariotekface) 2900gHows eachr agditoritimt ¢o a

nom nal | ength, typjc y .of around t ui deline for
single scre ﬂiogfs{‘h%m?ﬁﬁr%@’s A%g%q%&sﬁﬁ%a‘ﬁ aragemedt to
store the | U123 8YE2 T Reater interface network £3607 al%a&grﬁ%&fé'c%“ t&;%i‘#é' are

generally caonfigured to provide sinmul taneous read/ wite capability.
For exanpl eintenfdcei xﬂOeumlmiasomsbluifesmmmty such thad gnformatiey ners{sr @sebé ed

bper at | ofis) ERRIFEES, 4 JHER deizsates oty %F&s%%&g%w%érfﬁﬁﬁr%éé?d(we
‘oper at i on) . ifldsiNG bR 125 GHANHoBMNed Lh Slofer Srafes Y Sl eld e 1n the
Pe AL

‘throughput oF each array o storage arrays ore, each
array can smq:d:ntnriumwsmmmAHIMr of sinmultaneous, or nearly sinul taneous,

r ead operatlons reﬁ nd one Si | t aneous Bwnl oad_ session (one wite
‘operation). ré" Rapitoring, R PF Wr'@‘egﬁfﬂl egf sk
storage 20 sﬁiéxﬁﬁzé OarRi Oélxhdlf‘orftﬁﬁ abhtsiRgUBSEL WHEIBCEen f:?%‘s@élf

pl aybacks. I been estinmated that on the orde of one~addi ti onal

array pdo. epmgyams\aee passedamdxmage ands audlmépcryphoralcigcompressmn systetoswever ,

operat o 11 256 o thgpigh i Sty AL (st R MR Em A8 5 acr oss

the 25 arrfveivdd ahdi PasséE &S u&g&kda}.@ zshatcm&retrgelﬁemﬁr&{a%nl &r&'téc??d ed in
part to different ones of the drives duri n torage. Part of the input

data is t rawbﬁepar&jofttbe@tnesystemlmis\;mdby igen29% portion is

~transferred to t t S o) Aft er ufflc ent Iatenéy
time to all ow al%rpaglg‘f | tl%ea}‘&gie ?mg sre ara *%d lgd&véﬁu con Galfrﬁa 85e

schedul 8 tand a&&id/patkwtthﬂaamvememeﬂwaeer maﬁceedetd&irn inferfae@ravgat ed 30
into smal | er, conponents or segnents, each of which is stored at the maxi num

“(or a hi gh) Contrel packstrearesipnt i puditprjumcgontraller 204 while, irmage and agdigivant age
- of ck@ﬂéfaigﬁérﬂ % %aé@am XucﬁB Qﬁagﬁnaﬂﬁé&m;ﬁ-eéﬂoﬁ %t&ﬁé Y% dridP Ut

channel . T
298 respectively.

Auditorium controller 294 configures, manages the security of, operates, :

20 and monitors auditorium system 128A. This includes the external interfaces,
image and audio decryption/decompression systems 296 and 298, along with
projector 132A and sound system 134A. Control information comes from theater

' management system 122, a remote control port, or a local control input, such as a
control panel on the outside of the auditorium system 128A housing or chassis.

25 Auditorium controller 294 manages the electronic keys assigned to auditorium
* system 128A. Preselected electronic cryptographic keys assigned to auditorium
system 128 are used in conjunction with the electronic cryptographic key
information that is embedded in the image and audio data to decrypt the image

and audio information before the decompression process. In a preferred

30 embodiment, auditorium controller 294 uses a standard micro-processor running
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PCT/ t S99/ 0918 al | ows sI ower transfer rate devices to essentially
pull in data in parallel and,: t herefore, accomplish a s9?)o§1&
transfer rateWOo¥s8336ype of stor age al sol provi des error protectlon
redundancy. The storage of data on drives, or other storage
devi ces, shoembeddeéd aa@itofium pystérhyl28Af suftvariepns whbasic fimational be conwok am t o
be reconstituted upon retrieval. That is, a nmeans .is provided for

| i'nki ng the plemfném portions together again at time of retriceval or
presentation. 1 addition Aiforimdbittofbiciod geperal 3R Wbtk or

scal eabl e in tw Ways. e ano of sto age space per screen is

adj ust abl e b)toﬁﬂdhﬁ@t@rcedﬁhetmfwnﬂhsh ﬂmh thhfaltelemanaghnwntaasyhtem 182 sto
storage arrays 124A-124N. The size .of the disk driyves erm.nes the
i ncrenent 8 Maipinyahidery Af preseRgHORS PYUITIPE 43 egeh 9B§‘t8’f”émadﬁgﬂtmah°

Al ternativel ot ehf 6840 entrA1Fa¢R
system 104 ¥ega?81?.§ o?&tiﬁ)ﬁ%@%ﬁg%@%&ggﬁgﬁﬁm&% In a re erred
enbodi ment, @z lusig dt@i@tahohag,eoanhmpghmmpmble mediya ot py

Redundant Array of Inexpen5| ve Devices (RAID) array design with

recovery cap&‘ﬁ‘?qsity of an entire data file if a disk drive in the array
fails. Disk ﬁﬁgé@@&yﬁs iﬁfbitﬁk@stﬂié@a e datalbedm

i ndicators to assi st ﬁ(ﬁ'%//?igﬁ %ﬁggts fﬁtg or fault isol gtlon Renot e
status, dont Mdapmtldhagrm; performs decryptiom ahd reagseinblesdhe prigiabimagen t hi s

bt cal Iy coff Pegetation gt screen.“rfp bulidhsd s Jmsionl ERFHRRBIORRS .

to load a cogph@sre R@?.B%Qu Is t@rongﬁarrtmanﬁl fai‘o;édt@f ageAar rypically,
124A- 124N when a satelli i nk I s unavai l abl e and_a tape is_used to

distribute t Mccwp@gnandtdycomrqsn@ataéﬁ peripmnadin real-time, pliRingfop teal-§ms or age
arrays 124A- 1 4N v Ef TI N Normal |y, DTR 136 will not

oper at e withP 1b1af e’f]i'teff‘?é'%% %r tena support direct distribution
from DTR1536 to tlifagy &ﬁu@{}lc&qompmaibn spbtem 296decrypts andatbcomgresses e
operations tend to occur In bursts . Therefore, Iar uf.fers are

to stream dathe inags daty stream torrRversg the ‘PI?E?‘F?F‘ per ?Wge(f) BXJI%&F Sppressor
equi prent. F OF E&hCAUdtd A RYsteRl 128
transfer 30 %\%\hggﬁ%%c? 8Sat %t?gé?héﬁ&ﬂhsﬁl g‘ﬁg\%)lle a];:)al’-yg Pr ogr armsrésils oaded from
DTR 136 are shay pibcess and displag astifferagepmgramdrag other2anditopiunpsysjerae k28t t he

full speed BR'hE ;Iaz?\geth];gter system 104 or one or more auditorium systems 128 may

H

20 process and display the same program simultaneously. Optionally, the same
program may be displayed on multiple projectors delayed in time relative to
each other.

The decryption process uses previously provided unit-specific and
program-specific electronic cryptographic key information in conjunction with

25 the electronic keys embedded in the data stream to decrypt the image
information. (The decryption process has previously been described with
reference to FIG. 4.) Each auditorium system 128 is provided with the necessary
cryptographic key information for all programs authorized to be shown on that
auditorium system 128.

30 A multi-level cryptographic key management system is used to authorize
specific presentation systems for display of specific programs. This multi-level

key management system will typically utilize electronic key values which are
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real -time playback rates. Control of DITR 136 is perforned by theater
managenent system 122.  The addition of DIR 136 to theater system
104 al | ows t H¥QP¥IWonpl exes, witHut satellite |inks RFT/ESIYPES S

avai l abl e, to inplenent and take advantage of 5 all the other benefits
associ at ed ¥pdclfic feefthTidthbrifdd enditGrish systehi 124)i the Gpeeific image @ndi’bi zed
encrypted filns require bei ng physically delivered to the theaters on

magnet i ¢ t apediogpragram, ansl/ o5 @4me varyipg (rptogmphickey seqienge adthin the

addition, ed,.f A0 .2 Ghi . [ OQI

previ ously %a&egﬁé J)g%éa%rggrs#gr e ’g{ﬁdié or a&?gp?aﬁgh%%kigﬁ cﬁyt hi s

case, the pS®bitsonlongerhis progiaimaned thto badrawtitoragesysterays 124A- 124N to DIR
136 and it he resylting recorded tape na e kept for_later reloading

back to torage_uéP? QETRRYRING 481 %en “ﬁ'\élﬁ“'l‘%?f? o rs_e"eral techuigresathet i c,
optical, ortrgifédarid ?E&eﬁttt%%g AR D%En%g% Lschpey EinSle'Hhe ffurn link

utilized to _performthe functidn of f\hen a programis

to be vi ewediscyssesabowe cancheseddhrough: a satelfite chasngbor éthentypeef linkctd ar one
.or nore of e arrays 124A: 124N Lo a Qarti,cular one of udi torium
system 128A€‘ ﬁ'ﬁe ‘E‘KB%&SE?P%B@ Wiéqf"vi‘ag’%fﬂaet \z[ei* ﬁ"mfgr"f‘ﬁ%é‘“‘m’%"gﬁet wor k
126: A bl ocpreqirogranimned flash feaitny aads afid evenkadwA postabRUtdrage devices
system 128A-128Mis illustrated in FIG 11. Wthin such auditoriumsystem
128a- 128V @edhsased130a processes a conpressed/ encrypted programto be 20

visually pro ocliletihfiets SRR Sinag e WRGERANCh GUIEL VaRicoSRRIGHE! N0

sound syst ens toriumsystem M conprises a theater’
“interface into thetcanl, kcapf6t batrehé sfromnthedspadketrd zmem@eP., Bluysicadliandr i um

controller 29 an i mage decryptign/ deconpressi on _syst. 296, an audio
Gecrypti on/ SR seSRER measurty G Hebdcle” PRATRE dERERRRE I HE egoung
syst em 134Anfodhlatioh 4iitP t6 RN ARtbptelh tartbéring be OKXABHIIAN Thelkeyi RCtOr
132A and sound system 134A nay be i npl enent ed on one or nore circuit

.

" card aseniitored insyeh & wayithat:is can besqraspd; isthe eventgf detectedstampesing n a

- sel f-cont al REehAECHAS Wharl Rty u%ucﬂ% ﬁﬂh&ﬁﬁﬁﬁce&é&r gore iﬁ&iﬁ%ﬁ%tﬁor 132A.

Addi tional ly, cryptographi ¢ smart’ card 300 may" be use
i nt er f aces spftware indpleorentationooftaroénazyptigvaigarithon, typiaglly 3oata Encryption
decryption/dec r Lo, system 296 for transfer and, storage of
unit - speci fslq?:né)a1r (E’??’k/pt rsé’b;ﬁpga efla}thﬁ‘pluﬁfvgﬁétﬁ%ﬁl;de% ® ﬁ' encrypt (or
' decrypt) these values using the on-card DES algorithm and the pre-stored

20 auditorium specific key, and output the result. Alternatively, the smart card
| may be used simply to transfer encrypted electronic keying information to
circuitry in the auditorium system 128 which would perform the processing of

this key information for use by the image and audio decryption processes.
Image program data streams undergo dynamic image decompression
25 using an inverse ABSDCT algorithm or other image decompression process
symmetric to the image compression used in the central hub
compression/encryption system 110. If image compression is based on the
ABSDCT algorithm the decompression process includes variable length
decoding, inverse frequency weighting, inverse differential quad-tree
30 transformation, IDCT, and DCT block combiner deinterleaving. The proceﬁsing
elements used for decompression may be implemented in dedicated specialized

hardware configured for this function such as an ASIC or one or more circuit
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Theater interface network interface 290 all ows each auditoriumto

comuni cate wi ' storagerarrays 124A-124N or theater nam hooa13
system 122 ove%’ﬁ}esg%gr i nterface networ #3126, Theater interface networKk
interface 290 includes a buffer menmory such that infornation bursts can be
5 transf er r echrdassamgrliesatAlteraatively r the deicempeessiongerogessingselementsmay bei a

t heat er interfa net wo r : S .at her
el enents of tW&PlememcegLﬁﬁ %@4%%1%@%%@%9?5%&% ﬁard%a%%dﬁ&%?n% % *¥nd
noni toring dasfodigital BRASE Brécelsees or tprogiadimableagdedtinic devices ysicomputerd and
auditorium controller 294 while encrypted/ conpressed 1 prograns are

passed to i meidat OReraigdupder the peardrol gt Speriak fupeHons poftyiage Or hirygareogg
through this | G Aaid:0 ' ' ugi ' '

recei ged raynd %%ggge%ﬂ?xgg'depacﬁ t iégﬁgzg%}ﬂkéﬁ\gﬁe@ gxg%f;t,eai ﬁ%‘ ?{r)réeﬁélgnotﬁgglﬁ?dé%t ed
to ot herinfartiationf intgaealled to sypporthigh4mage dgtaaats. by depacketi zer 292.
Depacketi zer 292 identifies and_ separ,ates the indiyidual control, inage, 15
o b e crer s TheHechmreed iBaGs fate: e oHE Al 0 AP0 SRAYEFIRE 200,
Cont rol  packefrgy ﬁ{eeaﬁaegegig}]aqu}é BlipHP R ofetdre132294 Atirh&ivdR0g digthiaudi o

packets are sent to I nma audi o *decr ypti on/ deconpressi on syste 296
and 298, interfave ahay deyused to convey thaudticompiressed sligitall inmge2data to. the

configure manages ecurity of at.es 0 nd _nmoni tors auditorium
syst em 128A. W%tqrﬂtc" lﬂfﬁg%‘ﬁf‘&%g&%ﬁf’}ﬁlﬁaﬁ% Nalog ProGefge and audio -

decrypti on/ deconpriogsib e ﬁ?ﬁe&%@p&gﬁoﬁgﬁamﬁ'ﬂﬁﬂak@s&ﬂe audio dHtPE@E4R"
132A and sound system 134A" Control information cones fromtheater

managenent syfsomndepagketizer 892)tperfooms derryption, and reassemlbles thenoriginal aipdio,
such as a control. panel .on . the outside of.the auditori sysie 28A
housi ng or Crfgggfgsen% ﬂfﬂ?tt@?qtffrﬁ ?R)er?ﬁ(ﬁ’f)gl ¥ udi@foﬁﬁ‘ﬁgﬁ%tgmr ﬁ?’%%giﬁ"? ICc
keys assi gnedfisopaidropidiides standayd 1i0g81eheBAudiBIsaials1ois6nd spabmnorsaa.

crypt ographic keys assigned to auditorium system 128 are used in '
conj uncti®nh with tSiwilar ede r dmage c degtypiiongHeeompsession  sysiesr m2Pé.onaudiat i s

nbedded i ' Lo _dat a ' [
eTbedied, | 1 e AR e e B8 8, per G O

audio compressor 164 and audio encryptor 168 of central hub 102. Using

ot

D!

electronic keys from cryptographic smart card 304 in conjunction with the
electronic keys embedded in the data stream, decryption system 350 decrypts the
20 audio information. The decrypted audio data is then decompressed.

Audio decompression is performed with an algorithm symmetric to that
used at central hub 102 for audio compression. Multiple audio channels, if
present, are decompressed. The number of audio channels is dependent on the
multiphonic sound system design of the particular auditorium, or presentation

25 system. Additional audio channels may be transmitted from the central hub 102
for enhanced audio programming for purposes such as multi-language audio
tracks and audio cues for sight impaired audiences. The system may also
provide additional data tracks synchronized to the image programs for purposes
suich as multimedia special effects tracks, subtitling, and special visual cue tracks

30 for hearing impaired audiences. | _

As discussed earlier, audio and data tracks may be time synchronized to
the image programs or may be presented asynchronously without direct time



30 enbodi nent, auditoriumcontroller 294 uses a standard m cro-processor
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PCTI US99109418 enbedded auditorium system 128A software, as a basic
functional orVe8¥I%PY el enent. 4 I'n additi onPCTAURIPHMIE um
controller 294 is preferably configured to work or communi cate certain

i nf or mat i on synchironizatonr Imageqregrams myy cansist P singleframes (ieastill emiges),ory of
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102 usi ng tllkﬁqg’&hﬁﬁanj ink, or through a transportable nedium at presel ected
tines. : | mage decryption/deconpression system 296 takes the inmage
data stream 10 ¥mnspessapyadhetandiochonnels aierprovideddecay padigdelahelement senbl es

t he ori gknal, - t.atd . T, ._,of this
operati oﬁ gévnﬂéérfgﬁgf/n% a o%elfl%ég?ﬁmast? ghgé}}rgﬁlazyalﬁ 8’%%@%§ﬁhgﬁglag%%t§i t al

-ci nema proj émage frad@A Eatly ghamid] Yhen goes thiotighpit digitahtulanidog eprweasionito ar e
perfornmed in real-tinme, allowi ng for real-time pl ayback of_the

" progr amm ngPEide phat anesknown as ling levele Quipits 4o seard apsteadiddn. JShat isn 296
~decrypts an edﬁ;?; . | ’ gﬁga veksa i
operation ngf maﬁang&eh‘é%hg%gg{ég%&%hﬁl%{ean Iﬂr:%nég)(e:(?]l r?lp‘%gar 166 of
central hubtd@give Ebe hpprafiriate sounds yesteamn @ line levebgudipomdputsaygicdlilgpl ay a

differe programdfr her ' i um syste 128 i.n the sa

heat er 10y ShEbeEend X0k S AHVES fervei Bt most 90 S cess
-and di spl aysyst&ngiane program sinmul taneously. Optionally, the same

program may be displayed on nultiple projectors delayed in tine relative to

~each other. - ~ Projector 182A presentstheelegronie seprgseniation of guptiogram oni aled
unit-specif| d - I Ogy. | fi r oa hi

"ot or mat 1 on*FeE o gk RRLBLRGER fs oo ot AlVancpd MRUBUIART R B
dat a streanliqtid dgstayighthealveaGELV) methotisrfontprovessingheptiealr gmptimage pr ocess
has pre?(' ously been desgri.bed w th . reference to FI Gl A%l;) Each
auditor'%m- OPog | ETQIeQR dbB i TeFeFRR ARCJEEgFy Signal from  image '

: - decryption/decompression system 296, typically in standard Red-Green-Blue

- (RGB) video signal format. Information transfer for control and monitoring of
_ the projector 132A is typically provided over a digital serial interface from
.. auditorium controller 294. _ o

20 . Referring still to FIG. 11, decoder module chassis 302 includes a fiber
channel interface 290, depacketizer 292, auditorium controller 294, image
‘decryption/decompression system 296, audio decryption/decompression

. system 298, and cryptographic smart card 300. Decoder module chassis 302 is a
secure, self-contained chassis that also houses the encryption smartcard interface,

25 internal power supply and/or regulation, cooling fans (as necessary), local
control panel, and external interfaces. The local control panel may use any of
various known input devices such as a membrane switch flat panel with
embedded LED indicators. The local control panel typically uses or forms part

of a hinged access door to allow entry into the chassis interior for service or

30 maintenance. This door has a secure lock to prevent unauthorized entry, theft,
or tampering of the system. During installation, cryptographic smart card 300

containing the encryption keying information (the auditorium specific key) is



cryptographic key information for all progranms authorized to be shown on

t hat audi torium system 128. 30 : A multi-level cryptographic key
managenent systemis used taé.:authorize speci fi:c: presentatjon SﬁéSt ens
for display of Mp¥&¥Fc prograns. This mfi-level key nﬁ% s

systemw || typically utilize electronic key values which are
WD 99/ S9335 installed inside decoder maghule chassis 302, secured behind thedgyked fspnin418

specific to each,authorized auditoriyumsystem 128, .t LD G

and or Rkt v Rerapi shiart M abeR setsoitiC Srif Bibigd e e
sequence W t hffant pgnel. The ROBgignalgGipiut Fith thdiRggadecrPptiondicbipresdion
specific" electronic key, typically . 56 bits or longer, is pr(())gr ammed
into each audBYsemufi6s o ipspjactor 5132A is connpgied sacugplinwithin depodes module

I mpl enent ed ugji ng. eral techniq . transfer and 4 hg key
I nf or mat i o% fgl?asg'g??ﬁr—lgrsuékawa Hﬁ%é‘?&%ﬁ RE k?arﬁwt %gi ag@%%é{?*g%ﬁg can

be used througbcoilef dhedhilet €hagkiaBog! isOmoghied' td ¥YRE prbjebfofkhduing. Sebuinfysf er
the cryptographic information. Alternatively, smart_card technol ogy,

pr e- pr ogr anmeinterlecks meybesed ta prevand operationofothe drsedenmedadewhga itiisi ces

10 can be us . r smart card may be desi gned so
that this val ﬁgifcogxhegglyln(\)sé eeéft%thgé?ﬁg%&f%@'car.d, cannot be read fromthe

smart card WEWDYY-SdﬂiMSis%s’QbmaI@A prese@tL e alidlio oo oy ATpasSgHaft oal theused
to prevent tanpering with this ke i nformation and to detect attenpted
t anperi ngl®r theatsrsepgekershin aégrefégreﬂaemhqd;matisa@d@ﬁ%nvw:% Feceivies upan be
erased in .thefoe 2 hafield ¥t © Glbrliat A THGRA Sudio sliﬁ:?aflé eéiﬁ%é-mﬂi‘%;r?mf tangﬂ)rgd
CIrCUItry I Nncluadaes a m Croprocessor core I ncl |nga S war e

i mpl ement at i oforafat,drom aodjmdeanptidrytiecoinpressiphisystielry298at a Encrypti on

Standard (DES). The smart_ card,can i nput values provided to it, encrypt (or

decrypt) these val‘%‘?é?g;g’é‘ﬁ}i’g %a@@ﬂ BEsteny i’P?ﬁlli‘Pgn’& I?’P?é“dpﬁdef‘gt ed 20

audi t ori um spgiekid : t I Altar i rt
Sietibditic ‘%ﬁéfnbaflén O tvieky hi% ?ﬁe 3 dudiélan@ I/ BRNAL X:ri%eﬁ?%ﬁ?

card may be used si y to trans rypted el ectroni

i nformati &h tmaterial toitheatersr gr iother Hecatioais tfor iviewingst &he systewhand met
performthe PLAGESHN0aeqple dRbdulkly of HAIR'ARR LR Mfverlieids, HRO°

and audi o decryptl On processes.
integration of high quality audio and image signals, and easy implementation of

security measures, among other features and advantages.
The previous description of the preferred embodiments is provided to .
20 enable any person skilled in the art to make or use the present invention. The
various modifications to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied to
other embodiments without the use of the inventive faculty. Thus, the present
invention is not intended to be limited to the embodiments shown herein but is
25 tobe accorded the widest scope consistent with the principles and novel features

disclosed herein.
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or progr lectro ev lTers that operate under the
control ‘gf ’s’%‘é‘&‘i‘ nﬁfﬁ%’ﬁu&% oi?fce\;vglfée{é%r #m/vare 5 programmng. Miultiple
ASI Cs nmay be '”nhaﬁﬁﬁbﬁdaﬁﬁaﬁﬁ@p@&ﬂnhgeonqngaednmaganﬂhmnuﬂnmdhtpneparaIIeI
to support high inmage data rates. [ e data
goes t hr@ugmose @?‘P‘aﬁel}f locatied  RygseniAtinn, SystRS, Where‘arﬁ?c I%e gﬂ%é’& FPOMAl s are
output to pggh ﬁﬁ% &I 132A. Alternatively, a digital interface may be
used to convey e deconpressed digital image data to the 10 projector
132A obv8 ating trheansedok fre:remhg and)i steting otransdérerg imagesinformation for  Aydi o
‘decryption/deco ress# stem 29@ 3‘%11!? the audio data stream . from
depacket i zePT® HE%PW? Stﬁ ANd reassenbl es the ori gi nal audio
for -preggntati Orln@ﬁwafdrftﬂ@&ibhhﬁ sherel edompressed dirage dnfutneayioheio orkher out put
of this operation prOV|des standard line | evel audio signals to sound
-system 134Am0I€>d8C°mPfeSSl(8F$HSF%¥S't o image decryption/deconpression system
296, audjo (;,gg.gg S em,gg@'@ inforiation lile eager ati on
performgid by rqs%Jdl 0 corrpr ssor]ﬁéGEngsr%ﬁfg%di 0 encryptor 168 of central
hub 102. Usde@mpressmisgcstem;m!d keys from cryptographic smart card 304 in

322 ]r ;Bf ﬁ ﬁn g \;,MS: gqﬁlgaisﬁ opg (BIQIS C&r{ gygtecm K GriRecidl & fiicdivee rhécgﬁlp‘il@séd $inhg&m .

(€ ()

. information and present visual images represented hereby as a presentation

16 event.

2. The apparatus of Claim 1, wherein said compressed image

2 information is stored in a non contiguous manner.

3. The apparatus of Claim 1 or 2, wherein said compression of
2 information is performed remotely from the central facility.

4. The apparatus of any preceding Claim, further comprising a digital
2  image generation system for generating images in digital format.

5. The apparatus of Claim 4, wherein images from said generator are
2 captured, compressed and transferred substantially in real time to preselected
authorized presentation systems by said central (facility substantially

4 contemporaneous with digitizing of images.
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20 audio information. The decrypted audio data is then deconpressed.
Audi o deconpression is perforned with an algorithm-synmetric to that
used at central hub 102 for -audi o conpression. Miltiple audi

present, are d¥@MEPE8sed. The nunber of %4udi o channels is dg%%@/ﬁgﬁs
mul ti phoni ¢ sound system design of the particular auditorium or
presentation 25 system Additional audio channels nmay be transmtted from
the central hub 1Q2 for en RO $hex uch
as nul ti-Ianguage audl ﬁgg&%?%%g@g&g@%ﬂrﬂ%l E IE)ﬂlilgrrp ire

audi ences.2 Thigr Sﬁbiir@r@oﬁﬁp’re@e&(ima e infprantioke irashid temrailfadhtyafm'rtmkﬁar ata

he

synchroni zed to the_ 1 mage prograns for purposes such as nultinmedia
speci al ef f edaterpredatermingdtime.i ng, and special visual cue tracks 30 for
hearing i npaired audi ences. As discussed earlier, audio and data
tracks may be time synchronized to the i mage prograns or may be

present ed asynchr dous Thevippagatts of aagtpreceding Claim, wherein sajd a3 Je#50 388

44 TUS99/ 09418 chronl atio ge
prograns rhay ¢eotal acility & ﬁ@‘l%ﬁ‘??‘i T fepeiging §’E“E‘I9‘"ﬁ"r’f§ pigs diginzed: a‘é‘im
sequence of ?(%Jn% AlRodihg lto! "BiR8ected fBBhb@'&nHrWH&e&EGk@ﬂ psseffatiphor t
or Ioﬁ%‘ urgtolhon é oa F necessary, the audio ghannel s are
provi ded t4 asystemicomgeisesy el enent, 5 which inserts a delay as needed to

synchroni ze the audi OgﬁM{y?s*PEeﬂﬂgpg"dQ“ at eressed atu@tg%monggp\%g@nnel

t hen goes t hr ough B¢, areron Fovi at are

known as dlnﬁci-@a@ﬂom@gm&@stmound system 134A. That 1is, t he
appropriate analog |l evel or format signals are generate fromthe dlagi'mt al

dat a to driveneans 4ppr eesompressing niransferred, an
out puts t ypi C&Moﬁﬁgﬁléifﬁgm%ard XLR or AES/ EQU connect ors found i n nost

t heat er sound Proj ector 132A presents the
el ectronic repr eseaht]aastome)ﬁsomlqbraygteamconnected to receize decPmprissgl audipi ty

7l ot val k° (P, S0 pienf et repibiel o parkgf S Bk %(%Irhrgratlon

Proj ect or 132é\,en|§ece| ves an imge signal from inage

8. The apparatus of Claim 7, wherein said compressing of said

2  digitized audio information occurs at a variable rate.

9. The apparatus of Claim 7 or 8, further comprising means for

2 compressing and transferring audio programs associated with image
information segregated in time from an associated image using an identifier to

4 allow linking of one or more preselected audio programs with at least one

preselected image program as desired at presentation.

10. The apparatus of Claim 8 or 9, wherein each of said audio
2 programs comprise multiple audio tracks to be presented with the same image

program during different presentation events.

11.  The apparatus of any preceding Claim, wherein said compressing

2  of said digitized image information occurs at a variable rate.
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decryption/ deconpressi on system 296, typically in standard Red- G een-Bl ue
(RGB) video signal format. Information transfer for control and nonitoring

of the projector 132A is typically provided over a digital serial
interface froWO%/5933%uditoriumcontrol 48r 294. 20 RECBUSWY48t i | |
to FIG 11, decoder nodul e chassis 302 includes a fiber channel

interface 290, depacketizer 292, auditoriumcontroller 294, inage

decryption/ decoqgres jon system 296, audi.o decrypti gn/ deconpressi on

system 298, and éryptO§raRPATatuS RhARY Prrcading(lapc Buther fomprising means 302 i s
a cu eni?b; ' i ak.ial LON
smartca?% ifrr?t?erf gf&g@:a%agfg?%g@%g%ﬁe%ﬂs%aﬁgl gggﬁffg?ﬁrﬂgﬁf‘g{&%ﬁ%ﬁm i ng
fans (as nemeansdfoyiecriyptioh of encryptedtimformptiorel , and external interfaces. The
| ocal control panel nmay use any of various known input devices such as
a menbrane switch flat panel wth enbedded LED indicators. The | ocal
control panel typi calThy appafat® of Claike 17 #Mrther comptisifg HeRAforPr6@dIngd0o0r t0
allowentry into the chassis interior for service or 30 maintenance. This
door ha? a GEpiegEaphde Kkeyo infoapation nesersayr fore dleeryptipn ofydnformation ter -

aper’ 10 ohhl s A Mk LB, LGRS BRI, 2

cont ai ni ng e encr ron riu peciTic key)
is - 4 itself. WD 99/59335 45 .
. PCTI/US99/ 09418 installed inside decoder nodul e chassis 302, secured
" behind the | ocked front panel . " The cryptographic smart card slot is

accessi bl e only1ynsi 4ge ta??a&%waﬁélaam 12, h@Rtr aﬁﬁghsm WRedfisHo? k%aqlgr out put

fromthe inmage decryptioh/deconpression _system 286 to projec 132A
i s connéct eanhds transpsirting;i arjiptogtapiie dey rinfamatiop nedesgasy fogslecryptioncte a way

Chassi & 302 o MBaeERaAton SR 88 dfof abefiald From, tranftGF OF ShorfRled 7o

- may be usednformationent . operation of the decoder nodule when it is not
correctly installed to the projector 302. Sound system 134A
presents thé audio portion of a programon the 10 theater's speakers. In a
. preferred GWOdlﬁﬁnFmﬁgEQmﬁ%’SbF@l&ﬁﬂ{fs 02 CRY, tR&theP comprising héasd fginel s of
standard fornmat audio sighals, either in digital or angl og

indicating a time interval over which said cryptographic key information is valid

and for assuring that said key is only used during that interval.

16. The apparatus of Claim 15, further comprising means . for
-2 overwriting said cryptographic key information in:a storage location after said

time interval expires.

17.  The apparatus of ahy preceding Claim, further comprising means
2 for adding at least oné watermark which is perceptually unnoticeable during
~ presentation of decompressed image information at a predefined normal rate of
4  transfer, but is detectable when said image or audio information is presented at a

rate substantially different from said normal rate.

18.  The apparatus of Claim 17, wherein said watermark identifies both

2 presentation time and location for image or audio information.

O



format, from audi o decryption/ deconpression system 298.
Accordingly, a digital cinema system and nethod is -provided for the
el ectronic distribution of very high quality audi o and/or vi %

programming 18VORUPHMS al to theaters or Bther |ocations for vrewng MHhe
system and et hod allows for the flexible scheduling of feature filns

and advertisenentl§, t ke apparatusegf aniyopreseding laign fusiher, EPHPEARS Ange

signal s, ,and _egsy.i npl nt ati an e er
Featur s AndmagpiateRgue Eanstiusdtn Ystem for SHEHIMHNG TNRUIES cof HRAaB0R
preferred enhadigreptphich donpresied infordtitionnisbiransfenred dretwrers lsaid eehtral t he

art to nmake or _use the present invention. The various nodifications to
t hese enbbdi fasitity angd preseatationgyst9mapparent to t hose skilled in the
art, and the generic principles defined herein nay be applied to ot her

enbodi nents w thout the use of the inventive faculty. Thus, the present
i nvention is not ont erfied appatatud iofii Clafint 49t nehepeibo daide tansteh ocemprisesi n but
is 25 to be accorded the w dest s&o consi ftent wth the

ripncipl es and
novel f eat ur Bxpadcastingiof ehigomATEISEHl Ahtormation ko any ons 5 gigTegEapliraiy of
46 - auditori 4 tions of information in different
CLAI V5 aud1tonumi'to a&gﬁ?ﬁﬁ fgo ?egfrgtar?but lon of digitized inage
i nformat i4$n swditoriiresetpelsamettinams, t he apparat us conpri si ng: at
| east one central facility for receiving and conpressing digitized i nage 4
I nformati on according to a preselected fornmat; means for
transferring resutli narHeGifpaefasef CIRGES otf 20 Whiekein af teansmiesion bi rateofe
renotely | ocated presentation systens, wherein each presentation system
conpri ses2 gcompressed infermatiasy isrptadyrhtp adit w@igaf r’f@lgfli‘ 5ﬁ@f ’é\f?@f’q‘%a’ﬁe
I nformation &41% essed, Pr €sentation at at |east one preselected time; 10
means for di STITDUT] ng stored conpressed i nage infornmation to one or

22. The apparatus of Claim 19, 20, or 21, wherein a transmission bit
2 rate of compressed information is equal to a bit rate at which said information is

compressed.

23. The apparatus of any of Claims 19 to 22, wherein additional
2 checksum information is appended to said compressed information so as to
allow detection of blocks of transmitted information in which transmission

4 errors occur.

24.  The apparatus of any of Claims 19 to 23, wherein said means for

2  transfer comprises at least one satellite, the apparatus further comprising at least
one collocated satellite receiver terminal at said central facility for monitoring

4  quality of a satellite channel used for transferring compressed information so as
to allow adjustments in transfer characteristics of said satellite chanmel to

6 maintain a desired level of quality.
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nore deconpressi on systens; 12 means for deconpressing transferred
I mge information in each deconpression system and 14 at

| east one projection system connected to receive decorrpressed I ma

i nformation a‘*ﬂ 998ent vi sual i mages rB@resented hereby asPEPPY %Fﬂ ati on
16 event. 2. The apparatus of Caim 1, wherein said
corrpressed i mge28. | Theappisatus tbfsam/t preeddxhg Glainyfueihiet cQmErisinged fves-

apparatus of C aim , rein,said conpression of 2
it or mat Bon WeY BeRer drdkrpR éaem%rbﬁwf el iy P rerenyation systems

4. The apRRak dHich @dta kR ding Ctaim further conprising a digital 2
i mge generation systemfor geherating images in digital format.
5. The apparatus of C aim4, wherein images fromsaid generator are 2

captured, . conpre d transferread s st ntiall r eal to
presel ect ed §§ut h T 9RRAT BS"@sofgrq‘ﬁ %9 &‘Qré%fﬁfa wsedi ity
subst ant Ral Ifgr ¢ gu?dgeg h d| gitizing of | mages.

| 1111111 11111 1711 11111”1 WD 99f 59335
47 ' : PCT/ US99/ 09418 3

27.  The apparatus of Claim 25 or 26, wherein said data comprises data
2  used to request re-transmission of compressed: information received at said

presentation system with errors.

28.  The apparatus of Claim 27, further comprising means for re-
2 - transmitting compressed information having been received at said presentation

system with errors over said two-way link.

29. The apparatus of any of Claims 25 to 28, wherein said data
- 2 comprises various monitor and control inputs and commands transferred

between said central facility and presentation systems.

30. The appafatus of any  preceding Claim, further comprising a
2  network management system for managing a network of presentation éystems to

present images for viewing at authorized times and locations.

31. The apparatus of Claim 30, wherein said network management

2  system provides operatidnal control of each presentation system. -

32.  The apparatus of any preceding Claim, wherein each presentation

2 system comprises a theater with at least one auditorium.

33. The apparatus of Claim 32, wherein compressed information is
2 broadcast to pre-selected auditoriums within a multiplicity of auditoriums in a

theater complex at a given time.
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6. The apparatus of ~any preceding Claim further conprising nmeans 2
for storing conpressed image information in said central facility for
transfer at a | at er predetermnedtlne 7 :
appar at us of aW@%F®W3®ding Caim wherei Alsaid at |east one qusg%%?ﬁal
facility is configured for receiving and conpressing digitized audio
information according to a preselected format, and wherein each

i ses; ans for.dis t| ng

e O ssaddh s The GPmbiases o Claim 3er 37, furfiee Tl autl 31 IR bhe

Systems, 2  decoder/ decﬁgﬁéﬁn{e atelf HABTaER HinBfe piojetbLivitheh séiduditorium
|nforrrat|on I n each deconpr essi on system and at | east

one sound sysb@uevenhmirstapping ane cepyingdéiwagesessed audio 10 infornmation
and to present the audio represented as part of said presentation
event . 8. The apparatus of Caim7, wherein said

conpressing of saps, i‘hedp arabiest @dith A4idifayraitdlaimots to 34 as deparalenabl e
rate. he appar at us_ of aim?7 or 8, further

conpri si ng rréhﬁ@onorful‘thg comppisings meansofer deteghing physicgl BEUsN B3 A ans

associ at ed
associ ated i %rBECtl g(?ealﬁ1 fclxrdae n%ﬁl%@%ﬁ&e@%{f@g&ﬁgi %{?‘%’9@ ggfpﬂ.x@ﬂe%r e
presel ect ad atlﬂjrmmbﬁgvmﬁvwsdﬁhahiheasibndsdetected. presel ected i mage

program as desired at presentation. 10. The appar at us of
Claim8 or 9, wherein each of said audio 2 progranms conprise nultiple

audi o tracks to b@spre?ﬁ@hﬁ?afe{t&s*bft@ﬁuﬁmwmaam 3PEOY5 asdeperident
different presentation eve ) The apparatus of _any

pr ecedi ng 20 dheneonherwhereiaial leastpone sthegter compisesap doemplex; 9&mtk

| nformation Gdttotiudls Ind? " &ntdll estorage system is configured to transfer

4 compressed information of a single image program to different ones of said
auditoriums with preselected programmable offsets in time relative to each
6 other.

37. The apparatus of Claim 36, wherein said preselected
2 programmable offsets are substantially zero so that said single image program is

- presented to different ones of said auditoriums substantially simultaneously.

38.  The apparatus of Claim 32 or any of Claims 33 to 37 as dependent
2 thereon, further comprising a central theater storage system for storing
compressed information which is to be used for creating presentation events at

4 one or more auditoriums.

39. The apparatus of Claim 38, wherein said central theater storage

2  system comprises a data storage bank shared by multiple auditoriums.

40. The apparatus of Claim 39, wherein said data storage bank
2 comprises:

an array of magnetic media storage devices, and

A



111111 11 11 1111111111H WD 99/ 59333

48 PCr/ US99/ 09418 . 12. The
apparatus of any preceding Claim further conprising nmeans 2 for
encryption of WOMEIBK or mat i on and sai d5present ation systerri’wmsﬁs
means for decryption of encrypted information. 13. The
appar at ust of C ainieahd fof UsihParitw MFoiThatitth FERAS diffsredr Preséledtdd Dortions
cryptographic key infornmation necessary for decrycﬁwl on of information to

aut hor i zed pfegBiRressed infoymation tedifferentaqnes of said; dayiges shiringstymseand

i nf or mat igon 6ash{§§}fv;escf=ntanona retnev 4. The apparatus of Claim 12, further
conpr|5|ng nmeans . ‘transporting cryptographic key

i nformation necessary for decryptlon to aut hor| zed presentation systens
at a time separa transfer of encr forrra
15.  The appar agﬁs ¢aRPATatYS 8? Claim 4G, v ﬁ ﬁjtﬁ@&WSStPEﬂgez

i ndi cati ng %y&tbﬁ?cdrﬂéﬁééé%e%for?&'rﬂlk] 3’§ﬂrﬂnﬁ%’5’ BP 9&@%@ infdi@¥ation| RrHRLI on IS
val i d uring that Id key iI's used during that interval.
said array of storage devices to provide a desired data transfer rate and error

4 protection redundancy.

42.  The apparatus of Claim 40 or 41, further comprising means for
2 storing a viewin’g-his’tory of authorized programs presented in said auditorium

and for reporting said history to said central facility. -

 43.  The apparatus of Claim 30 or any of Claims 31 to 42 as dependent
2 thereon, further comprising theater management system for operational control

and monitoring of auditc_jriums' within a theater complex.

44. The apparatus of Claim 43, wherein said theater management

2 system further'comprises program control means for creating data representing
program sets from data representing one or more received individual image

4 - programs, which are scheduled for presentation on an auditorium system during

an authorized interval. -

45.  The apparatus of Claim 43 or 44, further comprising means for
2 automatically = distributing, storing, and presenting programs under

programmable control from said central facility.

46.  The apparatus of Claim 43, 44, or 45, further comprising means for
2 automatically distributing, storing, and presenting programs under

programmable control from a control element remote from said central facility

—_—
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16. The apparatus of Caim '15, further cbrrprisi ng neans for 2
overwriting said cryptographic key information in a storage |ocation after

sai d time interval expires. 7. The appar at us_of gﬂs
precedi ng C ai WO%®&IBher conprising meand32 for adding at | SHSYUBH,
wat er mark which is perceptually unnoticeabl e during present ati on of

deconpr essed i magd?i nf Gheapparatus ofany efdclhimedd toterdirthar eoroprising meansf er

but is detectable when sai d;image, o udi o i nfornatiop Is_pr t a
Pate SubstantPRIPyRIEC R Fra iR opk R iors Hoh® o AEARN, Sndie |
appar atus of gbisfidlcentifilcAity. sai d watermark identifies both 2
presentation tinme and | ocation for image or audio information.

wO 99/ 59335 49

PCr/ US99/ 09418 19, T ' (1 ai

further conprisi nd‘&a Zmer?ggﬁfag't‘sl gﬁaﬁﬂgﬁﬁg%%ﬁu%g%hﬁg?ﬁgil&al
establ i shing thedtef BLBFST foradistributing storeld informationcto arenpr mese df a
information is transferred between said central 4 faci&,it and

present at i on Ejiplicity of auditorium locatipns forpreserfiafignyto An JYUENCE- 1y 19, wherei n
said transfer conprises 2 broadcasting of said conpressed information to
any one or nore of a plurality of auditoriunms to allow nmultiple

present ations of i48f or Mhii appanatwh fof camyt precedidgt Glaioys wihtereine thearimagene.

21. Th ar.at us, of, d ai, 9 0 ' t ' i t t f 2
corrpressg@aﬁm°§ﬂsP§g‘ha]?&§h%%f%°§hﬁ§éBﬁ?@arﬁ}%’% Sﬁkgg?ﬁ{eifﬂ%ro ?i on

s either a single still frame or series of frames shown as motion pictures of varying

4 length.

50. The apparatus of any preceding Claim, wherein said means for
2  transfer comprises:
means for storing compressed digi-tal information in said central facility;
4 means for retrieving said stored information onto a transportable storage
medium for physical distribution to said presentation systems; and
6 means for retrieving said stored information on said medium and

transferring it to said presentation system storage

51.  The apparatus of Claim 50, further comprising means for archiving

2 said medium at said central facility.

52.  The apparatus of Claim 50 or 51, further comprising means for

2  archiving said medium at said presentation system.

53. A method for distribution of digitized image, of either still or
2  motion type, information to viewing locations comprising:
-receiving and compressing said digitized image information according to

4 apreselected format at at least one central facility;

_—
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conpr essed. 22. The apparatus of Claim 19, 20, or 21, wherein
a transnission bit 2 rate of conpressed information is equal to a bit rate
at which said information is conpr essed. 23. The i
apparatus of WRWY8P3T ains 19 to 22, wh2dein additional 2 PEHESMMIB
information is appended to said corrpressed I nformation so as to al | ow
detection of bl obkasfefririg mmng edmpnéssedreifriage infornkdtith. to WMRNOS Shere 4
errors ocgcur The -apparatus of any of Claims 19 to 23,

wherein 8ai Je‘ﬂﬂmlqcﬁﬁed?resemaé‘r?gfsﬁe nprises at |east one satellite, the
apparat us furt hegeceRARY Akl SiBrif g&aﬁeﬁhedm ewaﬂhhe&@r&g?lty #d drecei ver

termnal at -said central facilfFty for nonitoring 4 a satelllte
channel 8sedeasbene preselécied tmg!mohpreassbtionﬁy’stenmtlon so as to all ow

adj ustments in tg chara e channel to 6
maintain a desir® {}?D%g %ﬁfﬁ

e

,yrebbe% ?&asallﬁﬁat °1‘1t“11‘1‘191ff1ﬂ¥$1111
WO 99/ 59635 decompression systems; Per [ LS99/ 09418

decompressing' transferred image information in each decompression

12 system; and
receiving decompressed image information at at least one connected
14 projection system and presenting visual images to one or more viewers based on

" said received information.

54. The method of Claim 53, further comprising storing said
2 compressed image and audio information in a non contiguous manner

independent of each other.

55. The method of Claim 53 or 54, wherein said step of compressing

2 information is performed remotely from the central facility.

56. The method of any of Claims 53 to. 55, further comprising

2 generating images in digital format using a digital image generation system.

57. The method of Claim 56, further. comprising capturing,
2 compressing and broadcasting images from said digital image generation system
to preselected authorized presentation systems through said central facility

4 substantially contemporaneous with digitizing of images.

58.  The method of any of Claims 53 to 57, further comprising storing
2  compressed image and audio information in said central facility for transfer at a

later predetermined time.
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25. The apparatus of any preced| ng d ai m further conprising a tw- 2 way
transfer |ink disposed between said central facility and presentation

syst ens over which data is exchanged, The a asr-at us
of - aim25 wWOREMH38aid data conprises Bata used 2 for cryp‘f%ré'r’%?fﬁsf)
security purposes. 27. The apparatus of Caim25 or 26,

wherein said dat aseonpﬂlhseneﬂiadaofmny ofs€thins 52ctgush twiherein said rat Jedsh enef

g(r)m;:gsse% | nforr‘rPtféCo rec ed at Sa{f‘gi fﬂr Eﬂ%rg’%egg% i on lyefglﬁg],%ﬂg}%eng
means for re-agiib hﬁaﬁﬁhﬁéﬁa&owﬂgft@a @belé&iéarfaﬁimganb&uﬂna f@e{ﬁmg:ei ved at
in

said presentation systemw th erfors over said two-wa :

29.  The 4appar at shistobuting stpred compregedoapdio iplrERHOBatQ| QRf Pr2more
conpri ses var QUs rmmc; or. SF scontrol i nputs and commands transferred

bet ween sai d CERCIFAFTECT ‘and presentation systens. 30.
The appar & us of aeyompedeitightrabifeiretl audiohtfornation shneach decomptessiok
managenent system for hanaging a network of presentation systens to
present i magesystesn; andwj ng at authorized tinmes and |ocations.

31. = The @pparat yg g %mg' é{esswﬁea Gid &abﬂnmmkatnmag%@%&eé%atem
provi des operat i ona tro each presentation system

The appar at usomthdayytem ané giresgnEhgiitnto ovreoeinore listenersdmeed anisaid &Csvsdem

ri r.wth | n i ri
conp sesloat gr%eahont at | east one auditorium

60. The method of Claim 59, wherein said step of compressing said

2  digitized audio information occurs at a variable rate.

61.  The method of Claim 59 or 60, further comprising compressing and

2 transferring audio programs associated with image information segregated in
time from an associated image using an identifier to allow linking of one or more

4 preselected audio programs with at least one preselected image program as

desired at presentation.

62. The method of Claim 59, 60, or 61, wherein each of said audio
2 programs comprise multiple audio tracks o be presented with the same image .

program during different presentation events.

63. The method of any of Claims 53 to 62, wherein said step of

2  compressing said digitized image information occurs at a variable rate.

64. The method of any of Claims 53 to 63, further comprising
2  encrypting said information at said central facility and decrypting resulting

encrypted information at said presentation system.
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33. The apparatus of Claim 32, wherein conpressed information is 2
broadcast to pre-selected auditoriunms within a mutiplicity of auditoriuns

in a theater conplex at a given tine. )

I T 1111 WOo9s933$1111111111 56 WO 99/ 59335 PCT/US99/09418

51 PCTr US910941S 34. The appar at us

of Caim32 or 38. furhdemettdprdfsiQlginat 64,6 dgithen ecomnprilia® dstorielg C andt er
integrated into each i mage projector 1;‘/\4 thin said auditqrium _to prevent

Wi r et appPng EAREPAIEHS; giaphifokey information negessary T AASE¥RLIONs t8f Claim
14 or any of, .6l 88 e £9% x&?f@% si ng
nmeans for dgngtl ng “p @ég?%%% %ﬁs{%ﬁ%?g%%‘% %ePa E%?oﬁréﬁf%};ﬁfresys' mafor an
audi t ori @m dryfetmeatiamnd f or erasure of cryptographic key 4 information
whenever such an intrusion is detected. - 36. The appar at us of

Claim32 or any of Clains 33 to 35 as dependent 2 thereon, wherein at

| east one theat egs, CONKd aFSardtusFCRIM ¥4, FutthérDédinprising UeiicRfihd! ABtped sai d
central storage system.is ‘configured to transfer 4  conpressed information
of a singl eintervgh oyen yhich saidarypgraphio key information is valid dindoassurisgwi t h

presel ect edﬂpartg%rdei(rg};a]gbglyogsga%migqhétiiﬂgn;aq_l ative to each 6 ot her .

67.  The apparatus of Claim 66, further comprising overwriting said
2 cryptographic key information in a storage location after said time interval

68.  The method of any of Claims 53 to 67, further comprising adding at

2 ' least one watermark which is perceptually unnoticeable during presentation of
decompressed image or audio information at a predefined normal rate of

4 transfer, but is detectable .when said image or audio information is presented at a

- rate substantially different from said normal rate.

69.  The method of Claim 68, comprising configuring said watermark
2 to identify both a presentation time and a location for image or audio

information.

70. The method of any of Claims 53 to 69, further comprising
2 modulating and transmitting compressed information over a wireless

communication link between said central facility and presentation systems.

71.  The method of Claim 70, comprising broadcasting said compressed
2 information to any one or more of a plurality of theater auditoriums to allow

multiple presentations of information in different auditoriums at the same time.

A



37. The apparatus of Caim 36, wherein said "pr'esel ected 2
programuabl e of fsets are substantially zero-so that said single inmge
programis presented to different ones of said auditoriu :
substanti al | y ¥Oa9se¥heousl y. 5738.  The appar at u?ﬁ"ﬁ@?‘ﬁ? 32
or any of Clains 33 to 37 as dependent 2 thereon, further conprising a
central theater stZr agdheynethod of Glaist 3 pongl, comprising Bsibg@ trapssnissaen 81
which is to be used for cregati resentation evepts . af. 0 A .
FBAGH G T B IR 16 i ot B e B

audi t ori und. rate for compresseg
central theat g it gmpﬁggé&m conprises a data storage bank shared by
mul tipl e audi to?%ms. ¢ 40. The apparatus of C aim 39, wherein
said data storage bank 2 conpri ses: an array of nagnetic nedia
st orage devi ces, d 3 it i tr issioR2
PCT/ US0100418 4 75  Themethed.of d?ﬁ%%’aﬁzf‘?“& PR O To TNk

different prepgl £ §8r ReMipresRed infolhaticrmis axmall tbn4 dbitratate ratt whithf saident
ones of said devices during storage and 6 to a single presentation at

retrieval. information isgempressed apparat us of O ai m 40, wherein said
central theater storage 2 system conprises nmeans for parallel "striping"
of received information across said array of storage devices to _provide

a desired data tramsf erTheatreetlaott of ranyr oft Claimst 2@ ttb 073, raompriing yappending
2 checksum information is appended to said compressed information so as to

allow detection of blocks of transmitted information in which transmission

4 errorsoccur.

75.  The method of any of Claims 70 to 74, comprising:
2 using at least one satellite for transferring signals to said presentation
systems; and
4 collocating at least one satellite receiver terminal at said central facility
and monitoring quality of a satellite channel used for transferring compressed
6 information therewith, so as to allow adjusting transfer characteristics of said

satellite channel to maintain a desired level of quality.

76. The method of any of Claims 53 to 75, further comprising
2 exchanging data over a two-way transfer link disposed between said central
facility and presentation systems.

77.  The method of Claim 76, comprising using said exchanged data for
2 cryptographic security purposes.

78. The method of Claim 76 or 77, requesting re-transmission of

2  compressed information received at said presentation system with errors.
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42. The apparatus of Claim40 or 41, further conprising neans for 2
storing a viewi ng history of authorized prograns presented in said

audi torium and for reporting said history to said central facility.
43. The appWP2EB3Hf Claim 30 or any B8 Cainms 31 to 42 aBCHUSRMGKBE 2
t hereon, further conprising theater managenent system for operational

control and meni t Thé N@etodasdi CRIMUTS, finkthém comipBaige reapifihiing
44, The apparatus of C aim43, wherein said theater nmanagement 2 “system

further comsPmyaesspd dnformationhavinghegn Jeqedvedoatestid REseRiptoR SypledEWithng -
program set %fgdf'ﬁg’g"%%“ﬁ&f@g?ﬂ" ng one or nore received individual inmge 4
IC eduled to

prograns, wh are sc r presentation on an auditorium system
during an aut horized interval. 45. The apparatus of Caim
43 or 44, furtheg,co | Si ns f 2 tomatical Ly di,sjributing,
storing, and preé%nti WM@M@M%@HM@Q 3 Ep sai d
central bacivatibis monitor and‘contfél: inpuld Snd RBARINE RhndRRedbewééh sl 45,
further conprising means for 2 automatically distributing, storing, and
presenting cgnisejrfacility andjpresentatiqn sygtemmsrabl e control froma control el ement -
renote fromsaid central facility WD 99/ 59335

53 PCT/ US99109418 47. The appar at us

of any of O ai ms8H3 t The!@nethod tdfeinyt @fNClaihs G3men 89, further comprising a
2 mnetwork management system which provides operational control of each
presentation system for managing a network of presentation systems to present.

4  images for viewing at authorized times and locations.

82.  The method of any of Claims 53 to 81, comprising configuring each

2 presentation system as a theater with at least one auditorium.

83. The method of Claim 82, comprising broadcasting compressed
2  information to pre-selected auditoriums within a plurality of auditoriums ina .

~ theater complex at a given time.

84. The method of Claim 65 or any of Claims 66 to 88 as dependent
2  thereon, further comprising detecting physical intrusion into a projection system
for an auditorium system and erasing of decryption key information whenever

4 such an intrusion is detected. -

85. The method of Claim 82, 83, or 84, further comprising transferring

2 compressed information of a single image program from said central storage
system to different ones of said auditoriums in a complex of multiple

4  auditoriums in a theater with preselected programmable offsets in time relative

to each other.

e
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2 for controlling certain preselected network operation froma |ocation
r enot e fromsaid central facility. .. .. . 48. The appar at us
of any of Clains 43 to 47, further conprising a |ocal 2 t heat er Jl?twork
system for di SMO9E93Rg stored informati 8 to one or nore of BFTUSINMIS
multiplicity of auditorium/locations for presentation to an audi ence.

49, The appar at 86. of Taeympthededf Gipifdl 85 rompusignradueingsajd preselected

informatign is provided inp:the formof .i e _programs,which. are | form
of @t %ng%mﬁblgé’féﬁﬁtf’ bepfagralie oo far i Bel et p0eialf o,
pictures of Vigk]i‘és@ ed t6 difféRRObkks of said auditoriums subBtantially Sin@jlpdesislg. of any
precedi ng d al erein said neans for 2 transfer conprises:

means for storing conpressed digital information in said central facility;

4 f | evi 1d 31 I\of ' t abl-
Storage | meatim f ohephyRR G B oF 8 o Rl Sl offaRen’ ole

systens; 3nd infdtmation whicHESESbé Qked firidréatinggpreséritatiéroeeehts af onerat mwreon

said medium and _transferring it to said presentation system storage
51. The appruditoniimsg ing cenfrabtheater stofage Y8 si ng neans for archiving = 2
said nediumat said central facility. 52. The appar atus of

Claim50 or 51, further conprising neans for 2 archiving said nedium at
sai d presentation88yst dhe method of Claim 8758omprisingeusing anoarray of magnetion of

digitized jmge, of either, still. or notiop type, information to view ng
| ocat i ons ZorfdedidisiRyage gewcesassa1d0$egggfg}eﬁ£frgppd‘aég§$peég-si ng said digitized
I mage i nformation according to 4 a preselected format at at | east one

central facility; ] ' o )
89. The method of Claim 88, comprising using parity information to

2 link different preselected portions of compressed information to different ones of

said devices during storage and to a single presentation at retrieval.

90. The method of Claim 88 or 89, comprising parallel “striping” of
2 received information across said array of storage devices to provide a desired

data transfer rate and error protection redundancy.

91. The method of Claim 88, 89, or 90, further comprising storing a
2  viewing history of authorized programs presented in said auditorium and

reporting said history to said central facility.

92.  The method of any of Claims 53 to 91, further comprising creating
2  program sets within said theater management system from one or more received
individual image and audio programs, which are scheduled for presentation on

4  an auditorium system during an authorized interval.

'93. The method of Claim 92, further comprising automatically
2  distributing, storing, and presenting programs under programmable control
from said central facility.

— o ——
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*1rrra 111111 1M1 1111 11 WD 99/ 59335

54 PCl / US99/ 09418 i transferring resulting
conpressed inmage information to one or nore 6 renptely |ocated :
present ati on WOIVEAIZS recei vothg and storing tranBCRUSSM4ISage

information for presentation at at 8 |east one preselected tine each
presentation sys®em The method ofdChiri %btr@,sﬁxﬂheﬂ CORFAYS eOniroRiag

i nf or mat L on to one or m) e 10 geconpres ?ystems

deconpr edsi AW “?% OPRISORS P oratigR Fernets frpmesnid gentral)
system and g, 111 rece| Vi ng decorrpressed i mage information at at | east
one connected 14 projection systemand presenting visual images to one or
nore viewers based on sai d received informat i on

The method of Cdaim er ri sto d 2 con

i mge and audio ?dnforﬂ%ﬁ |’B'T£‘JF["PH of ﬁ%&o‘%‘(% er coq‘mgﬁnf?ént of
each ot her . distributing stored fiformatidittdBhd6f anre gffii ﬁ‘hﬂl@pli&ity%f aMifirRid sai d
step of conpressin information is performed renotely fromthe central

facility. locations for pr@sntatwnéo AR andignes oven i logal treaternetworlosysEmf ur t her
conpri si ng

96. The method of any of Claims 53 to 95, further comprising
2  providing image infomi_ation' in the form of image programs which. are in the
form of either a single still frame or series of frames shown as motion pictures of

4 varying length.

97.  The method of any of Claims 53 to 96, wherein said transferring
‘2 step comprises:
storing compressed digital information in said central facmty,
4- - retrieving said stored-information onto a transportable storage medium
- for physical distribution to said presentation systems; and
6 retrieving said stored information on said medium and transferring it to

said presentation system storage

98. The method of Claim 97, further comprising archiving said
2  medium at said central facility

99. The method of Claim 97, further comprising archiving said

2 medium at said presentation system.

100. An apparatus for transmitting data representing images to selected
2 locations, the apparatus comprising:
an input for receiving image data;

4 a data compressor for compressing the image data;

A



2 generating inmages in digital format using a digital inmage generation
system 57. The method of Caim 56, further conprising
capturing, 2 conpressing and broadcasting i mages fromsaid digital inage
gener ati on sysWsh9/59335t o presel ected auti6dri zed present ati on BG&EYINEINS

t hrough said central facility 4 substantially contenporaneous with
digitizing of ina@edata encryptor for erfebyptingltite itigeodatafsuahtha tHel erichgpted t o
57, further conprising stor_-_;@.;--glg__z_ corir'pre(ﬁed Jmage;and audio ipformation in
sai d cent Bal dateicPnians dataidemtifying sglecied locatighe and requires fataalefining an

WD 99/ 59335 : . PCT/ US99/ 09418
59. The net heétgry&hognvyot € %Iie%eggéttgbgéifac%egr,gﬁ\% said at | east one 2
central f&ility iastransmitter foortfargmittihg the epogpteadn daten dven apiransnisgjon

digitized dio .information according, to a presel ected fo t, .and
Tudt her © Somprmedite, el 2 apllrlon st Sragol 37 Gt dhe KBl Getning

i nformatign tife fioRReP for transHEGRAREERRIShEY of thdlcitByptéd data.
deconpressing tranSterred audi o information 1 n each deconpression

system and 8 recei ving deconpressed audi o informati on at at | east

one connect ed ound St d esent i Iqfant e e,ldsteners
based on said recdl edg‘ﬂ)%y R%?@f%ﬁ%eﬁ i1 Clin' 100, %hg f."'%el'gg{an%?f‘%ﬁg of
C ai m 59, whahei gheBptibrekep i8f @pupfes Hrdtgmicdich At alidfférent dinie/dhen the

informati on occurs at a variabl e rate.
encrypted data. :

102. An apparatus as claimed in Claim 100 or 101, wherein playback of
2  the image at a selected location is to be authorised for a predetermined period,
and the encryption key is output for transmission shortly before the beginning of

4  the predetermined period.

103. - An apparatus as claimed in Claim 102, wherein the encryption key
2 isarranged to limit playback only to the predetermined period.

104. An apparatus as claimed in any preceding Claim, wherein the

2  encrypted data is broadcast over a broadcast medium.

105. An apparatus as claimed in any preceding Claim, wherein the
2  encryption key is transferred over a medium different than the transmission

medium.

106. An apparatus as claimed in any preceding Claim, wherein the data
2  encryptor is arranged to add a watermark to the encrypted data.

107. An apparatus as claimed in Claim 106, wherein the watermark
2 comprises data in the encrypted data representing a location specific and/or

time specific identifier at pseudo random positions in the images.

AR AR RO



61. The met hod of G aim59 or 60, further conprising conpressing and 2
transferring audi o prograns associated with imge:information segregated in
time froman associated inmage using an identifier to allow |inking of. one
or nore 4 prwodb/esssd audi o prograns W2 h at | east one pr epel/essdpoiIs nage

program as desired at presentation. 62. The nethod of
G aimb59, 60, or 61, wherein each of said audio 2 programs conprise
multiple audio tracks to be presented with the sanme inmage pr ogr am

during di ff er ent 148 eséniappreiueaedaimed in Claim 107, wl@sem the avatermenk léf any -
of daing 53} onbfed ﬂ‘ﬁ{d‘%‘éa‘?e aﬁth%r :sBd%ca%oﬁoa[Har ﬁ&%‘f@g p§@§eﬁ1ha(éfoﬂ'(§ | mage
|nforrrat|on occurs at a varrabler of any
of C ains Shhges&apre‘semehbyth@amrypﬂedgla& encrypting said information at
said central facility and decrypting resulting - encrypted information
at said presentation system . . WO 99/ 59335

o6 109. An appabftlé 59948 R any preceding @aim, Whef&h *'tﬂ@ of
Claim 64, further corrprl I ng storing and 2 transpo%tl ng cryptographi c key
i nf or matZontnammUs famange;trt?ptnaosnutothe engrypiest idatal qurersenbroadoastsyst ens
at a tinme separate from.t ansfer of encrypted 4 information

66. The apﬁg‘P‘?ﬂﬁ"B‘fm ‘ar'm 64, further conprising indicating a tinme 2
interval over which said cryptographic key.information is valid and

assuring that said key.is only used during that interval
110. An apparatus as claimed in any ‘preceding Claim, wherein the

2 transmitter is arranged to transmit the encrypted data at a transmission rate
" depending on charactenstlcs of the image represented thereby and on

4  characteristics of the transmlssmn medium.

111. An apparatus for displaying image_e represented by data
2 transmitted over a transmission medium, the apparatus comprising:
a receiver for recelvmg encrypted data transnutted over a transmission
4 medium and representmg images for display and for rece1vmg data representing
an encryption key; _ :
6 a decoder for decodlng the encrypted data usmg the encryption key,
a plurality of image display devices; and _
8 '- a distribution network for distributing the decoded data to selected image
display devices during a presentation event. '

112.  An apparatus as claimed in Claim 111, wherein the data defining
2 the encryption key is received at a different time than the encrypted data.

113. An apparatus as claimed in claim 111 or 112, wherein the
2  encryption key is ari-ahged to limit playback only to a predetermined period,
and the decoder is arranged to be responsive to the encryption key to decode the

4  data only during said predetermined period.

|



67. The apparatus of Cl aim66, further conprising overwiting said 2
cryptographic key information.in a storage |location-after said tine

i nt erval expi 68. The nethod of any of Clains 53 to
67, further coﬁ&*&?ﬁa adding at 2 Ieasf’gone wat er mar k whi chP§HUS9/09418
perceptual |y unnoticeable during presentation of ~  deconpressed inmage or
audi o i nformationl¥ aAsrapparatneas cleimed in ang of Claims Hén@fn&?'; whereinghe

det ect abl L d i 1 Q. ' | Sz ed at a rate
subst anti 2 1 WREPEReS dhBIPFelfuial Yelbabld iy bRAcReBRERERL °C % 2 TRC
of Claim68, conprising configuring said watermark 2 to identify both a
presentation time_and a | ocation for ' '

' ' tiaon.
70.  The net hod 615-an¢"oﬁPF@F%FPﬁ§SSbillf‘gggfgﬁg;ﬁﬁéig‘sc%ﬂlﬁga’ rein the
R

nodul ating a Frj;ﬁ,rﬁ%s | : I | i

conmmuni catgi o%ﬂ I"nk Eegév%g%r}g%u cﬁ??ﬁ@g{ty an gl\r{gséﬁ%gtrl on s;s;?/%%errs.
71. The net mediom.Cl ai m 70, conpri sing broadcasting said conpressed 2
information to any one or nore of a plurality of theater auditoriuns to

al | ow multiple presentations of information in different auditoriuns at
the same tinme. 116, An apparatl® £7CR#AEP in any of Claims 111 to_115, fa‘ther
PCT1US99/ 09418 72. The nmethod of Claim70 or 71, conprising
usi ng a tPansAMPzisig Bimanagement processor for measuring quality parameters of the

received signal and outputting a request for retransmission of a portion of the
4 encrypted data in the event that the quality parameters fall below predetermined

values.

117. An apparatus as claimed in any of Claims 111 to 116, wherein the
2 management processor is arranged to compare digital signatures in portions of
the encrypted data and to request retransmission of portions if the digital
4 signatures are incorrect.

118. An apparatus as claimed in Claim 117, wherein the management
2  processor is arranged to replace the portions of encrypted data with incorrect
digital signatures with portions with correct digital signatures once the same

4 have been retransmitted.

119. An apparatus as claimed in any of Claims 111 to 117, further
2 comprising a storage array for storing the decoded data for subsequent
distribution to selected display devices.

120. An apparatus as claimed in any of Claims 111 to 119, wherein the
2 data is distributed to a plurality display devices for simultaneous display of the

images thereon.

AR



2 rate for conpressed information that is not equal to a bit rate at
whi ch said information is corrpressed 73. The et hod
of Claim?70, 71, or 72, conprising using a transm ssi on 2 bit rate for
conpressed i NWOMP¥8A3BHN is equal to a bié4 rate at whi ch sai dPCT/US99/09418

information i s conpressed. 74. The met hod of any of C ains
70 to 73, conpri$2ng Aﬁﬁ?pdtdﬁ@ as aamkmpk\saﬂy oNChiimB 11 Do 139, apiRaeiaaliet 0 sai d
conpressed infornation so as w det ection of bl ocks_of

transnit ?ed d???flé disiribeiedit amtrehtx ﬁ"éﬂ'ébhdé*g}céﬁfor rglative time delgyed display

75. The cjnqgfF Fa’f” Clains 70 to 74, conprising: 2 usi ng
at | east one Sat ?{Hé or transferring si gnal s to said presentation '
systens; and 4 collocating at |east one satel I ite receiver
terminal at said centra faC|I|t torin | it

satellite channe]r{?u e‘%“F‘BP arg %meﬂdn%nggégﬂdep ﬁ?ﬂr‘ﬁﬂf‘? Bﬁ'
therew th, HhefsiniRe SlorOWN AdirsRH! tBStdre eaéxfyeteopaafaa&éf&rel thb igréddérnbined

satellite channel to nmaintain a desired | ével of quali

t
76.  The npetiod and thaydecddetiinarrangsl toglepgde thereniceypted &tﬁ fomcthe store.
exchangi pg dat ver n ait d, central
facili tyEango ﬁ?@@ﬁ?g dﬂ\agev}@%ég%gnéd%ereby ﬁughgwgﬁwefﬁgg% E)di of Caim
76, conprising using said exchanged data for cryptographlc security
pur poses. met hod of C a 6 or 77, req estl ng
‘re-transm ssion ¥8- An apeméanﬁémrwv%*a%wéa dp 122
present api OomYftiRFaWeldtd8f fof récording a history of presentation events.
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84. The nethod of Claim65 or any of Clains 66 to 88 as dependent 2
thereon, further conprising detecting physical intrusion into a projection
system for an auditorium system and erasing of decryption ke/x -

i nf ormati on Wdeakssr 4 such an intrusion is detected. PCT/US99/094183 5

The method of Claim82, 83, or 84, furbper conprising transferring 2
conpressed information of a single image programfrom said central storage
systemto different ones of said auditoriunms in a conplex of multiple 4
auditoriums in a theater with presel ected programmable offsets in tine

relative to each other. WO 99199335

59 . PCTI LS991 09418 o~ 86. The nethod of

Cl aim 85, conprising reducing said presel ecte® ﬁ programmabl e of fsets to be
substantially zero so that said single inmage pregram is presented to
different ones of sgid auditoriuns substantially=sinultaneously.

87. The gethod o Caim 82 or 83, further stpring conpressed 2

i nformati ofeghyct is to be used for creating priesentation events at one or
nor e audftpriunms in a central theater storage system 88.
The nethod ¢f fC ai m.&, conprising using an arrpy of magnetic 2 nedia
storage deyftgs--a% said central theater storagéRsystem 89.
The nmethod\of/ G ai m 88, conprising using parityfjinformation to
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2 link different preselected portions of conpressed information to

di fferent ones of sai d devices during storage and to a single
presentation at retrieval. 90. The met hod of %@Hgﬁ ye
conprising paMQMEP3Sstri pi ng" of 2 received information ac sali array

of storage devices to provide a desired 3/9 data transfer rate and error
protection redundancy. 91. The net hod of Claim88, 89, or 90,
further conprising : j et mji.zed prograns
pr'esent ed in said apditorium ang r-epoT t=TTg] SEN TSTloyy t aid central
facility. S| 92.  Thelnet off~amy pf| O ai ns |53 thﬁ further
conprising creat |ﬁg),. 2 program sg¢ts Q:} sai i t heat er naggnent system

fromone or nore regeived i ndi v% el apd audi of prodrang, which
are schedul ed for pjesentation gn 4;3 an ?E brj um system dyrinpg an

=

Q@

aut hori zed interval hopl of Cl aymm92, further
conprising automatigally 2 di 4@ i ind® $¥pli hg, and pfeddnti hg programs
under programmabl e ¢ontrol <frorr§ i d]cen 'Tﬂ facilitlyl ™

99159335 o0 {60 - PC‘TéJSQQI 09418
94. The nethod of |l ai m 92 &N 93, further COT’pi I sing cphtrgl I hg 2
certain presel ected}lnetwork oper|ati on rom a ljogati on rehotg frpm said
central facilitly.
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95. The method of G aim 92, 93, or 94, further conprising for 2
distributing stored infornmation to one or nore of. a nultiplicity of

audi torium | ocations for presentation to an audi ence over_ a | ocal-
t heat er net \INOR9/S33% em 96. The nethod of aRGI/B*?8944% ng 53
to 95, further conprising 2 providing gpmge information in the form of
| mage prograns which are in the formof either a single still frame or

series of frames shown as notion pictures of 4 varying |ength.
97. The met hod of any of Clainms 53 to 96, wherein said transferring 2

step conpri ses: storing conpressed digital information in said
central facility; 4 retrievingssaid stored information onto a
transportabl e storage nmedi um for %BICGJ distribution to said

presentation systens; and 6 r ing said stored informati on on

said nmediumand transferring it to 5§| presentation system storage

98. The nmethod of Claim 97, furtfedS rising archiving said 2 nedi um

at said central facility “aThe nethod of Claim 97, further
conprising archiving said 2 nmedi um at ¢d presentation system
100. An apparatus for transmtting da

f—r-

ar epresentl ng images to selected 2

| ocations, the apparatus conprising: i nput for receiving inmge
data; 4 a data corrpressor for cpnpressi ng t he i mage dat a;
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a data encryptor for encrypting the inmage data such that the encrypted 6
data contains data identifying selected |ocations and requires_data :
defining an =~ WOS¥S@¥yption Key to enable the data to be decSGEHSURHS g
atransmitter for transmtting the encryd/8d data over a transm ssion

medi um wherein the encryption systemis arranged to output the data
defining 10 the encryption key for transfer independently of the encrypted

dat a. 101. An apparatus as clainmed in Caim100, wherein the
data defining 2 the encryption key is output for transm ssion at a
different tinme than the encrypted data. 102. An appar at us
as claimed in Claim 100 or 101, wherein playback of 2 the imge at a
selected location is to be authorised for a predeterm ned period, and
the encryption key is output for transm ssion shortly before the begi nning
of 4 the predeterm ned period. 103. An apparatus as clained in
Claim 102, wherein the encryption key 2 is arranged to limt playback only
to the predeterm ned period. 104. An apparatus as clained in
any preceding Caim wherein the 2 encrvpted data is broadcast over a
br oadcast nedi um 105. An apparatys . as gl ai red i n any :
preceding C aim whergi Icryption keyz%transferred over a medi um
different than the tr medi um O = 106. An appar at us
as clained in any pre ‘ ;pa n theggé
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2 encryptor is arranged to add a watermark to the encrypted data.
107. An apparatus as clainmed in Caim 106, wherein the watermark 2
conprises data in the encrypted data representing a |ocation specific.

and/ or tiweouads fic identifier at pseudo random posit i BCEUSINod4EE

i mages. W 99/59335 6/9 62

PCT/ US99/ 09418 112 108. An apparatus as clainmed in Caim107,

wher ei n the waternprk Rs 2 ~construct ed ta indicate an aut horised | ocation
and ti for presentation of the i mages epresent ed by the encrypted
dat a. 220 109. An appagatus as cli ai ned iFO&ARO d@a 'ﬂﬂﬁlﬁ]
wher ei n jt he 2\transmtter is arranged to . SMRANSMISSION)SYSTWa over

110. An apparatus as
{FOFROM EOMBRESSIONEd t o

ENCRYPHON SYSTEM"

ey eby and on 4 characteristics

TIT™NA FOFROMCOLLOCATEDY i ng

by data 2 transmtted over mms dium the
: a receiver fjor recerving encrypted data

-Lat aHpBnsM Sk
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appar at Us

transm tjt e¢l over rans 'SS|on 4 nedium and representing i mages for
di spl ay fan foﬁqggéf[vi ng data m&a an encryption key;
BANK MANAGEMENT
- SYSTEM
DIAL-UP LINES/LINK
FROM THEATERS
FIG. 6
116
LS
234
COLLOCATED X
SYST:EIR RECEIVER
- DISH
' 232 |
TO/FROM 23{ = ‘L
THEATER
NETWORK | |MANAGEMENT SYSTEM
MANAGEMENT | PROCESSOR RECEIVER
SYSTEM

FIG.7



6 a decoder for decoding the encrypted data using the encryption
key; a plurality of image display. devices; and 8 a

di stribution network for distributing the decoded data to selected I mage

di spl ay devi cO¥0O8Ui%B¥g a presentation event. 112 PCRNSRMB4Bat us
as clainmed in Caim11ll, wherein the dat&/9lefining 2 the encryption key is
received at a different time than the encrypted data 113. An
apparatus as clained in claim111l or 112, ryption key is
arranged to linit playback only to a predete A and the

=1y
IS

decoder is arranged to be responsive to tﬁgan(g nxkgy @ decode the 4
data only during said predeter|m ned period< & = < K 99559335
63 PqTI u599/0941€Q§U ol & :31&4 A apparatus as
claimed in any of Clainms 111 tjo 113, where%w% 2 Semcgy data is
sel ectively received froma brjoadcast mnd'am— 2 Baf[115. An
apparatus as claimed in any off daifms %{ o W{Br i njihe 2 encryption
key is received froma nedlun1dLjferenf* aR—t-Hel t r BRrsH-sSI on. medi um
116. An appar@a n any of“Blalns 111 to 115, further 2
conprising a | sor fpr ﬁeasurlng qual ity parameters of the
recei ved signall angi outpuft|nd a repuest fEZ:EEETan_\ qh a portion of
the 4 encrypted a i nfse—event that thebgqﬁ t dgran_kqgs fall bel ow
pr edet er mi ned: g%s.: 2o > 8@2 —
! m e i 73] ()
| |ESTE  BEESEE| s
't = e ! fa DU)>‘44/....
g | = =F 12 F
22 : o
E ; o § | | - m'
: : il |2
5 = B L e\l 185 WS o
g : ) 3 %m% Y=l ;
s 22 ; S 28 EEE s 9
AL . [REZ EBgpE =
Z | - i— EE 2z
2| E o= “E|l [BE |
] 1y
2 | i
E i E [ [ m
&3 ' -4
2 5 (e
= < H Em = -
|2 ‘ i |8&4 2<E
H %<: : %f-ﬂrn i =) 7] g
o < ! X Q = »|h'S
g0 o ; g;g Azl
! ﬁ/m ) Ee/ [—'.| o LU
19 e
: Ly r————— !
H o~ | — 1 !
: ot N . - i m
E z »E fr‘-l 2l
e 1ZE2| [KE§|S
o E‘G‘E 228 = 8|l <
- ! ] '
P B2 5 IR E &< QS
i BZw » 2 CETAE
: E </§m(-o g“" ;
! X ) -
H N H




117. An apparatus as clainmed in any of Clains 111 to 116, wherein the 2
managenent processor is arranged to conpare digital signatures in portions
of the encrypted data and to request retransni ssion of portions if the
digital 4 signatures are incorrect. 118. An apparatus as
claimed in CWI%9i5338F, wherein the nmanaggment 2 processor PETAISPAMED t o
repl ace the portions of encrypted data with incorrect digital
signatures with p'or2t7£2ns with correct ‘digital sj @ures once the sane 4
have been retranspi-tied 119. An aﬁg us as clainmed in any of
Cains 111 to 117§ OUTDOORANEDNprising a storage array for storing the
decoded data for Stbseawest stribution to selected display devices.
120. An apparptus 292cl aipred in any of @Mns 111 to 119,}wherein the 2
data is distrfbuted Xo a3 si frul t aneous di spl ay

of the in,ages thereon
64 12fl. An apparatus as

clained in aa: of alms ajls distributed to

a plurality spl py devi ces for e tine del ayed di spl ay of the
| mages there 122. An appaﬁ,% us gs clarnmed fn daim1119 as

dependent on CI aim 113,
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2 wherein the store is arranged to store encrypted data before the
I s arranged to decode the

pr edet er m ned

peri od

, and t he decoder

encrypted data fromthe store 4
t her eby duri nWoi96933% edet er mi ned peri od.
claimed in any one of Clains 111 to 122, ofaurther 2

for recording a history of presentation events.

128AE

—

for display of the imges

123. A

FRRPGE

as

conprising a recorder
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