woO 2025/034484 A9 I I 00 R0 0 00 OO0 O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

CORRECTED VERSION

(19) World Intellectual Property Ny
Organization

International Bureau /

(43) International Publication Date —/

13 February 2025 (13.02.2025)

0 0 000 A 0
(10) International Publication Number

WO 2025/034484 A9

WIPOIPCT

(51) International Patent Classification:
GO6F 21/35 (2013.01) HO4W 12/108 (2021.01)
GO6F 21/43 (2013.01) H04W 12/47 (2021.01)
GO6F 21/60 (2013.01) HO4W 12/72 (2021.01)

(74)

1680 Capital One Drive, McLean, Virginia 22102 (US).
HART, Colin; c/o Capital One Services, LLC, 1680 Capital
One Drive, McLean, Virginia 22102 (US).

Agent: HAMMER, Amy et al.; 2601 Weston Parkway,

GOGF 21/62 (2013.01) G060 20/32 (2012.01) : :
HO4L 9/40 (2022.01) G060 20/34 (2012.01) Suite 103, Cary, North Carolina 27513 (US).
HO04W 12/106 (2021.01) G060 20/40 (2012.01) (81) Designated States (unless otherwise indicated, for every

(21) International Application Number:
PCT/US2024/040326

(22) International Filing Date:
31 July 2024 (31.07.2024)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

18/232,534 10 August 2023 (10.08.2023) UsS

(71) Applicant: CAPITAL ONE SERVICES, LLC [US/US];
1680 Capital One Drive, McLean, Virginia 22102 (US).

(72) Inventors: PICK, Daniel; c/o Capital One Services, LLC,
1680 Capital One Drive, McLean, Virginia 22102 (US).
PRATHIPATI, Jayanth; c/o Capital One Services, LLC,

84

kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH, CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, IM, JO, JP, KE,KG,
KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,
MA, MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,
NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
RS, RU,RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTIPO (BW, CV,
GH, GM,KE, LR, LS, MW, MZ, NA, RW, SC, SD, SL, ST,
SZ, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,

(54) Title: SYSTEMS AND METHODS FOR ENHANCED SECURITY TO LOG IN TO A MOBILE APPLICATION

| covaresscarnioz |

| CLIENT DEVICE 104 |

| NETWORK 106 |

| SERVER 108 |

FIG. 1

/’\OO

(57) Abstract: Systems and methods for enhanced security to log in to a mobile
application are provided. A short-range communication antenna of a mobile de-
vice can receive a cryptogram from a contactless card, and a processor of the mo-
bile device can verify the cryptogram to identify a customer account associated
with the contactless card and verify that a phone number of the mobile device is
associated with the customer account. Then, a user interface device of the mobile
device can receive enhanced security input data, and the processor of the mobile
device can verify that the enhanced security input data matches enhanced securi-
ty record data associated with the customer account. When the cryptogram, the
phone number of the mobile device, and the enhanced security input data have
been verified, systems and methods disclosed here can log in to a mobile appli-
cation running on the mobile device to access the customer account.
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