1 ADAPTI VE AND PROGRESSI VE VI DEO STREAM SCRAMBLI NG The
present invention relates to the area of the
processing of digital video streanms. The present

i nvention proposes supplying a systemthat allows
digital video content to be visually scranbled and 1
reconposed. The present invention relates nore
particularly to a device capable of transmtting a

set of high visual quality filnms in a secure nmanner to
a TV screen and/or to be recorded on the hard di sk of
a set-top decoder box connecting the conmunication

net WoARARTINE/AND PROGRESSIMEMDED STREAM SCGRAMBLING
personal conputer nonitor while preserving the
audi ovi sual quality yet avoiding any fraudul ent use
such as the possibility of making pirated copes of
films or of audiovisual prograns recorded on the hard
di sk t he set.-top. decoder bgx. The_.j.nvention . .
concerthe BresrdRuattion Tefaies tn Qerarea of e Ripcessia of digital
mhgagfﬁgﬂkgnpes in accordance with a nom nal stream
format constituted by a succession of frames, each of
whi ch THRIBrdseRS ifenti®aspropdeslisippBing il Spsterne tia® Ualldves
a certain nunber of coefficients corresponding to
sdigjthle vid edespnét e e bt svi siradlyckcdamgbledl dnd recompdsety to a
manner_specified in  the stream concerned and used b
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transm ssion step 2 - a main streamin conformty
Wohfieétiify therdohdinuhitati®h network to a viewing screen such as a TV

screen or a personal computer monitor while preserving the audiovisual

quality yet avoiding any fraudulent use such as the possibility of making
pirated copes of films or of audiovisual programs recorded on the hard
disk of the set-top decoder box.

The invention concerns a process for the distribution of digital
video sequences in accordance with a nominal stream format constituted
by a succession of frames, each of which comprises at least one digital
block regrouping a certain number of coefficients corresponding to
simple video elements coded digitally according to a manner specified in
the stream concerned and used by all the decoders capable of displaying
it in order to be able to decode it correctly. This process comprises:

- A preparatory step consisting in modifying at least one of these
coefficients,

~ A transmission step



constituted by planes containing the bl ocks nodified
during the preparatory step, and - By a path,

separate fromsaid main stream of conplenentary 2
digital information allowi ng the original streamto be
reconstituted fromcal cul ati on on the addressed

equi pnent as a function of this main stream and of

this conplenentary information. The reconstitution of

the original streamis nmade on the addressed

equi pnrent fromthe nodified main stream al r eady

present on (Ohe mattstreand i gonformity amithf thenmomenal format,
conpl ementary information sent in_ real tine )
constbitited n§ydalanesdcontatningnthex ddocksl madifiede duringf the
digital routines (set of instructions). Docunent WO
prePasatgy steR,sl r ef erence in the prior art that
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nost significant bits are Uunchanged. This solution

eq@ipne&RNtfordn theClified QA istreane! Alrkadyptedehheon the
expert in the art wwth the aid of cryptographic keys.
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cont ent t he audi ovi sual streamnor as a function of
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frames, the user profile or the different |ayers of
rtmim%kﬁsei of/instalcéions).i zing it. Mreover, all the 3

information initially contained in the streamrenains

i nsi Becumenty W@cPEdd5089 A is a reference in the prior art that
presents a method and a system for scrambling compressed or non-
compressed digital samples representing audio and video data in such a
manner that the content of these samples is degraded but recognizable or,
if not, supplied with a required given quality. A given number of LSB’s
(least significant bits) of the data is scrambled for each sample frame by
frame in an adaptive manner as a function of the dynamics of possible
values and the most significant bits are unchanged. This solution
represents an encrypting solution well known to the expert in the art with
the aid of cryptographic keys. This method is not adaptive as a function
of the content of the audiovisual stream nor as a function of other
characteristics such as the throughput, type of frames, the user profile or

the different layers of scalability characterizing it. Moreover, all the



stream This solution does not satisfy the criteria of
strong security treated by the present invention.

French patent application WO 01/97520, "Video 3
Interface Device, D stribution Systemand Met hod of
Transferring Prograns and Encoded Video Sequences
Through The Conmuni cati on Network" also known in the
prior art teaches a device for the secure broadcasting
of protected video streans. The protection of the
.video streamis brought about by replacing certain
inforgiatign iméaldy dontained anstbe straage gemapns inside the protected
i nterchanging, certain i mages .| anmpng t hensel ves. The
stEeay; naThliSnﬁfgl@éloln degs raeit satistyo the Halterigeol strangmsagwrity
stored separately fromthe protected streamand are

trea }SﬂilgBr‘Pﬁ@m IRYEWIe desires to view the video.
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i nterpol ati on between the images I with subscript n-1

repigcingt| certdins orégiahbaimages §t tgamfudse” simagey I[oor by
the original one. Therefore, the solution proposed in

iterchadgomgreattaiioaaages [ aaiorsd yhdrhselvest &flieoriginal Hingdges |
security and adaptability of the protection of video
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protected stream relative to the original stream. Moreover, an ill-
disposed user can readily detect a false image I with subscript n because
this image with subscript n is very different from the image I with
subscript n-1 and from image I with subscript n+1; he can then easily
replace it by image 1 with subscript n-1 or subscript n+1 or by an image
calculated by interpolation between the images I with subscript n-1 and
n+1, thus re-creating a stream very similar to the original one. Therefore,
the solution proposed in this document does not satisfy the criterion of
high security and adaptability of the protection of video streams, subject
matter of the present invention.

Another document known in the prior art is the document EP 1 033
880 A2 (SHARP KK) that relates to a process and a device for protecting



transformations. The nodifications applied to the
spatio-frequential coefficients are of the type:
Scranmbling of the bit of the sign of the 4
coefficients, scranbling of the enhancenent bits of

the coefficients, scranbling of selected bl ocks and

of novenent vectors in the P and B inages, selection

of appropriate coefficients belonging to a slice or to

a frequential subband and interchangi ng them
bringing about the rotation of a block regroupin
digita]uvidel steeasts jatidedieed Thagesobased om | CrTermdgdvavelet
in classic manner knogwn to the expert in the art
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The protection Ts not adaptive as a tion of
irfesicladiy imaahed égowattootherexgsere inf thectarorwith hee aid of

structure and the content of the video streans.
dednyetoer keys. hdhap poicathamt alosst nonsatisfe thersecusity objectives
encryption techniques and all the data initially
figed dnrthepresenti inventionrdayse alk the priginad dath deserabang the
Anot her representative docunent in the prior art is
streamds doeasnd Intideibe prowsprestmamhose solution is a

classic encryption solution based on keys and even_ if,
t he &@mffﬂ IrBIETERCE Pt xXhei PRIOToart KepseREnggts (adaptive

pfarbeie ARIAIBtLO0, NECESSALY4 L Sirnthe (1898 48" fkTEL
Corporation) that relates to a method and a device for storing encoded
data. The data is encrypted by different encryption techniques and the
encryption is adaptive as a function of the overloading of the.
microprocessor of the encoder and/or of the decoder. The protection is
not adaptive as a function of the desired visual degradation or as a
function of the structure and the content of the video streams. Moreover,
the applied protections are various encryption techniques and all the data
initially presented remain integrally in the protected stream.

Another representative document in the prior art is the document
US 2001/0053222 Al whose solution is a classic encryption solution

based on keys and even if the encryption is complex with four keys being



the protected video stream Docunent WO 00/ 31964

(ERI CSSON) referenced by the prior art relates to a

nmet hod and equi pnent for the partial encryption of 5
i mages and their progressive transm ssion. A first

part of the image is conpressed to a low quality

W t hout encryption and a second part (conposed by two
sections) of the inmage is encrypted. Each section is
encrypted with its own nethod and its own key. This
docunent presents a classic_encryption step and .
use@r ol dhe mdermaben saaaessaryt far thd reganstifwigon are present in
obj ectives .of the present invention of high security
threpEQfeeted) yideastreaRt-or nat i on describing the content is

presept insi o e dogynent .
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eRrypied Witls 8Rtowi taethodname 68 usPn ikeydr TARS@Gcument presents
enCryption techniques that are wel I'-known to the
aelawit dgnerypidorrstep maid thurefarbadess nbbeatisfiatharideria and
the stream or add encryption keys but while retainin
objectivebeofidhe pessent binvgntiba efr kigh isesudéy ibecavwse hall the
.the goal of separating a digital product into
infprihetientdgseribing he contenties prasept tiside the prathetedrstzgam.

art contains the docunent WO 01 69354 A3 (M CROSOFT
corPlhetdpqumenta XPDOG7/RS (rhnmas i NKELM gnd Uwe

ct (software or aydi o.or videg content) b )
Hgﬁggﬁilﬁgélscp know ifrerm ti)[e prior art and concerns zhe %rotectlon of
video streams from video encoders based on DCT. In order to reduce the

resources for the encryption this document proposes a method for a
partial encryption of data based on the property of partitioning data while
leaving the two parts physically in the same stream and based on
scalabilities of time and space. This document does not resolve the
problems treated by the present invention because it proposes encryption
techniques that are well-known to the expert in the art that interchange
the data inside the stream or add encryption keys but while retaining all
the data describing the stream inside it.

With the goal of separating a digital product into different portions
in order to protect it, the prior art contains the document WO 01 69354
A3 (MICROSOFT CORP.) that relates to the protection of a digital



| east two portions. The first portion is transmtted

to the client equipnment by physical neans. The second
portion is transformed in such a manner that it can 6
only be used by the client station concerned, then it

is transmtted integrally by the sane process or by a
communi cation network to this client station. The

client station receiving the two portions can nodify
the first portion as a function of a key transmtted

by the server from which key two other keys are
pg@di&ta(seﬁwaafe encdaudiprei videoscontent: by brealgngi ¥ down into at

nE)atl ble with the second portion recei Vﬁd These t
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product Into t'wo pOI‘tIOI’]S IS nma [ ements

tRf sérver fra iwRichPk®d vwb dth&ﬁkeys Aré @enEMe@@ﬁtdraels that this
transmtted to the ‘user. Wo encrypted portions

fisstepertion is eompatitid fetienhe petond podtion reseivesdepThebeittwo
are sent integrally. This invention does not satisfy

pohony ate recombinek together aimd oadem tatriestoré i a dxnary tpreduct
present invention on the one hand on_ account of the
msosbﬁed inrsubstanogpequiyabent Hodthendriginal tprodukt bub shfferéns in
adaptation_limted to the equi pnent of each user. The
teprss Oht ConNguiation aad adeqws bf@rmtkw dignti ﬁammgemhe This
R 85S Bl Eﬁu%&d I R
(f) Igg icis And"nd (nglta v1deo format is cited. Moreover, the
conformity with the original stream of either of the two parts initially
separated is neither described nor suggested. Also, a separation of the
digital product into two portions is made but all the elements of the
digital product remain in the two portions transmitted to the user. The
two encrypted portions are sent via two different paths and in two steps
but are sent integrally. This invention does not satisfy the criteria of
security and adaptation fixed in the present invention on the one hand on
account of the use of the encryption method and on the other hand the
adaptation limited to the equipment of each user.
The present invention has the problem of eliminating the

disadvantages of the prior art by proposing to apply an adaptive and



bi tstream and/ or of its contents. In the present

i nvention the term "scranbling" denotes the

nodi fication of a digital video stream by appropriate 7
methods in such a manner that this streamremains in
conformty with the normwith which it was digitally
encoded while rendering it displayable by a reader (or

vi ewer or display or player) but altered as regards
human vi sual perception. In the present invention the
term "de-scranpl.i ng" dengtes, the  process of )
pregressive saraspbling asi ai Hinctione0h Bhe apipueipre a0k the video
met hods. The _video streamrestored after the
b&étI@%Fla@ﬂﬁ/fF])ﬁ&fil@ GUEERSeal to the initial video
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function of" the st ure of the video stream
péﬁkpﬁbhgan) and/or of its contents by changi ng the
al gorithnms and/or the paraneters of the scranbling as
a f uhctthenpodsenbeinvieationt the teims “dé-schamblidgl denetes the
and of the user application in order to realize a
prasess wiferestarationi ainther ontiahstreaimebp @ppropriatenmethods. The
deterioration of the original stream and of the o
videoi stremmerestorasi afer the ade-acrambhng isodentigal éo the initial
gpsuring the quality of service 8 required by the
VIEOWFEaN. the client. Different scrambling adaptations
ar

€ Many scrambling systems have an immediate effect in that either
the initial stream is totally scrambled or the initial stream is not
scrambled at all and thus generally different video sequences can be
scrambled with the same algorithm and the same regulating parameters.
Numerous protections used do not change the scrambling of a video
stream as a function of its contents.

In the present invention an adaptive and progressive scrambling is
applied as a function of the structure of the video stream (bitstream)
and/or of its contents by changing the algorithms and/or the parameters of
the scrambling as a function of the characteristics of the video stream and
of the user application in order to realize a reliable protection from the
viewpoint of the deterioration of the original stream and of the resistance

to pirating at a minimum cost while ensuring the quality of service



appl i ed such as, e.g., those cited below A digital

video streamis generally constituted by sequences of

i mages grouped in groups of images "groups of 8

pictures” (GOP's). An immge can be of type I (intra),

P (predicted), B (bidirectional). Aplane S is a

pl ane containing a static object that is a fixed i mge

descri bing the background of the inmage or a plane

coded using a prediction based on the global novenent

conpensatlon (GVC) starting frogma preV|ous reference

f?ﬂlaff@ yrtbe vievap oz the §hr:@? ePafieeentpegembling adaptations are
refore of an el evated size
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nat es bet en a part o i mge and a
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as a function of the scenes contained in the vid

referezag EIEime vifes Isimeges arontederendef images andqasn eeslrely
in whic the proportion between the fixed, static and
caljedhnard pamdhetefgre eghrds eldwatedbnsizet antl tdoe satersmtain
of the strean) varies greatl_ly The protection that
infarmpdonf dkeuti the mevemeanhi cl'be dhdmagest aieniphanes predicted
of novenents can prove_ to be ineffective for static
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one tu%rg:ttl%noéali hdefvI o S&rheaﬁspiarﬁeg da\fg nc%?ledablcdgrec 10na§ and

are connected to planes I and/or P preceding them or following them by
vectors of movement in the two directions in time (forward and back or
backward). The movement vectors represent two-dimensional vectors
used for the compensation of movements that bring about the difference
of coordinates between a part of the current image and a part of the
reference image.

An adaptation is applied as a function of the scenes contained in
the video stream: The video streams contain different sequences in which
the proportion between the fixed, static and dynamic planes (as regards
the content of the scenes of the stream) varies greatly. The protection
that can be effective for dynamic scenes containing a lot of movements

can prove to be ineffective for static scenes with little movement. Given



al gorithnms and/or of scranbling paraneters can be
defined as a function of the various |andscape

scenes, actions, videoconference type, ani mated 9
cartoon type, etc. By adapting the paraneters in this
manner the totality of the scene or just a given part
can be protected but this will render the sequence
non-vi ewabl e and the size of this "conpl enmentary
information®™ w1l be considerably reduced. For

exanp in a streamof the "videoconference "type it
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ot.the totality alsq conprising the fixed_background. .
a thges a qrrf@fy gl ing: AT ARACH® Canhq E@Iﬁ{%@g agq1 function

ction of, the scenes contained.in i
ofjith

: _‘Féfﬁélﬁglsr}pg g‘sag)fsscepeg g%qn% \flqeggplgfe?%qiq"‘%?% agimated
HPERER. Hre S AR Biblnalel I ndfne i iaralic
of She SFri ot 8 & Ly T Bt Goul BRG] g sh G whl hfr he

8 d@e%r@-@?%\ﬂg{%%’?ﬁdde gl‘lfeIr giggtﬂf”lﬁ‘ié S8 mphdh 'ﬁ{)a;&?gﬁgcfnr%faet’ion”

erroratin Zzone or zones.
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essentially a he parts in novenent and very little
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function of the structure of the video stream
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stramidang tdfea rstrdaen cah be darrieddo®t iaseadanctién tdfetlee issenes
a paranetric conbination that deteriorates only the |
comtayeed tmtt by twadifferengerooesses: | ong, the scranbling
cannot_pe effective, 10 An adaptation of the

par argeidher iwith| 8o algeritbm dbak brungs i ahoust thergletection in

advance of the forms and/or of the movements and the analysis of the
scene for delimiting the zone to be scrambled;

- Or without detection of the forms and analysis of the scene but
applying the parametric combinations appropriate for deteriorating the
desired zone or zones.

For example, the deterioration of the movement vectors disturbs
essentially all the parts in movement and very little of the scenery.

An adaptation is also applied as a function of the structure of the
video stream, especially as a function of the length of the groups of video
planes (GOP’s) determining the proportion between the number of I, P
and B images. If there is a parametric combination that deteriorates only
the I images and if the GOP period is long, the scrambling cannot be

effective.



pl ane type (I, P, B, S). An adaptation of the

paraneters is also applied as a function of the size

of the frames (in nunber of pixels). The sane 10
paranetric conbination can cause nuch nore

significant degradations for the streanms wth
smal | -si zed frames and vice versa. A paranetric
adaptation is also applied as a function of the

spatial scalability characterizing certain video
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set of nary streans in such a manner as to produce

certaineeiddest sttatrs ackhmivel toather clem@eamcsize GhpinkR: i Theimtion
defined as the quantity of information that can be

of raoslabilint by detiped foma thgsEaglisk haoed t‘Bealabilityy’, ambiich
scal ability, which systemis then also granular. An

charaptertzesnan sngiosler agaplablel odsencadingtowa décader capable of
t hrgughput in _nunber of bits per second (bits/s) of

deepdipp@snoriared set @hbinary streanss 1 sweh annannenay iapreduce
For exanple, a_scranmbling that is sufficient for a 11
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For f&”ﬁcé‘da‘i:ftﬁﬁéﬁ of t&l%rlgal}%pﬁ)e%% of scrambling 1s also applied as a
function of the granular scalability characterizing certain video streams.
The notion of “granular scalability” is defined from the English
expression “granular scalability” used in the MPEG-4 norm that
characterizes an encoder capable of encoding or a decoder capable of
decoding an ordered set of binary streams in such a manner as to produce
or reconstitute a multilayer sequence. Granularity is defined as the
quantity of information that can be transmitted by layer of a system
characterized by any scalability, which system is then also granular.

An adaptation is also applied as a function of the throughput in
number of bits per second (bits/s) of the video stream, whether it is

constant or variable. For example, a scrambling that is sufficient for a



For certain nore conplex streans (like those of the
MPEG 4 type) an adaptive scranbling is applied as a
function of the types of objects of the profile of 11
the | evel, designating the conplexity and the options
used during the construction of the video stream An
adaptation is applied as a function of the nunber of
frames per second of the video stream For certain
streans characterized by a time- dependent scalability
ptive scranbling is applied as _a function of
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in such a manner as"to increase the disagreenent

settnd of tleowidert siryardc rBobLedali steedink chatdcerieed bina time-
adaptive scranbling is generally realized as a
déperdentrscalatiifiey ancadapiive stiaenlsliveg dastapplisti assa fulnetion of
structure and the conposition of the digital flux
theevamahletnumbett o framesmpetrsecondscranbl ing is al so
realized with a random generation _of paranetric
conbAnpragsassive sseamphingda alse applied dnaichi mmasmeribat the
video 12 strean1ﬂﬁ robust protection that is djfficulg
usE BegUIsk taidewaiie dtongscramblgdeyidap sheam. . ol Bejas agslight

ersbcin i assurﬁd l.n this manner. The .
scrambling begins that is reinforced more and more until the stream

becomes entirely scrambled. The goal striven for is to awaken the
interest of the user for the video stream but while removing the viewing
rights from him if he did not purchase them. A realization of this
application 1s to scramble the video stream with one or more given
algorithms while progressively modifying the scrambling parameters
during a determined time period in such a manner as to increase the
disagreement until a completely scrambled stream is attained.

An adaptive scrambling is generally realized as a function of the
contents, the characteristics, the structure and the composition of the
digital flux defined by a given standard.

A scrambling is also realized with a random generation of

parametric combinations to be applied for the scrambling of the video



di sadvantage that could occur is that after this
random paranmetric generation certain sequences can
not be sufficiently scranbled due to the fact that 12
t he random generator does not take the stream contents
into account. An adaptation of the scranbling
paraneters and algorithns is also applied as a
function of the profile of the addressee, as a
function of the behavior of the addressee during the
connection_to the server (e,g.,_the ularité and
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aéﬁﬁi -political events, disturbances during
roadcasting. In its nobst general sense the invention
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vi deo sequences according to nom nal strea or mat

asplied b ¥ Athdiorros the€ pr6finofthé hddRsssee28d adundtiodhof the
conprises at |east one block regrouping a plurality

beliavaoefdfi theenddressee dapmpdilieg coonection talthy ssrded(e.g., the
sinpl e visual elenments, which process conprises a step.

rdgulamipdangi thg atcdptate ofipdymentshf at hefimdtyimalf his habits
stream characterized in that this nodification step

(eagt $ime, hournedponnecianhess afunelion ofi hysreharacteristins 4¢.8-,
a function of at least_a part of the characteristics

ag® Hc¥s Bl Ziony somunynity heolsay aduneon ilaia eosmmynigated by
the paraneters of the original video .stream. of the

a ShiEd Ao e EnACKERIACS oA AS50G1ONS Pk inrlNdeq ipdatabses of
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An adaptation of the scrambling parameters and algorithms is also
applied as a function of external events, €.g., broadcasting hour, audience
rate, socio-political events, disturbances during broadcasting.

In its most general sense the invention relates to a process for the
distribution of digital video sequences according to a nominal stream
format constituted by a succession of frames, each of which comprises at
least one block regrouping a plurality of coefficients corresponding to
digitally coded, simple visual elements, which process comprises a step
for modifying at least one block of the original stream, characterized in
that this modification step acts in an adaptive manner on said original

stream as a function of at least a part of the characteristics representative



The nodification step preferably consists in replacing

a part of said coefficients in order to produce on

the one hand a main video streamin noninal format 13
and on the other hand conplinmentary nodification
information that allows the reconstruction of the
original streamby a decoder of the addressed

equi pnent. The scope of the nodifications is variable
and determ ned by said representative characteristics.

According to a variant the nodified mainsgreamis )
of gy sECoRcs Fhe contnis S i) naTRRIEtersi @f} the anginal video
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d@_@@@é@&?'ﬁh@faﬂdré@%fécgﬁ?h%tj TRé @@bP@beCﬁfé RRdifications is
distributed by different nedia. According to another

vifiabBNind de&gnfitibd dyt saidfrephgenniivessRirheteyistics.
nodi fication informati on can be distributed by the

sane Avedrding #cg oatiang the neodificd maliestrearalis ze¢ordedtdrethe

conplenentary information is transmtted on a physical
addotseed equipminigptior atov dlné dransrhissonife thentcamyplementary
cinformation is transmtted online. 14 According to a
infermatignado thezaddrassedequpe®ndi gi t al i mages use

t echnol ogi.es based on wavel et s. . .
Acco?dmg to aHOﬂQICI' variant the modified mainstream and the

complementary information are transmitted together in real time.

This complimentary modification information advantageously
comprises at least one digital routine suitable for executing a function.

According to a particular realization this complimentary
modification information is subdivided into at least two subparts.

According to a variant these subparts of the complementary
modification information can be distributed by different media.

According to another variant these subparts of the complementary
modification information can be distributed by the same media.

According to a particular realization the complementary
information is transmitted on a physical vector.

According to a variant the complementary information is

transmitted online.



The video streans are preferably organized in franes
constituted by blocks corresponding to at | east one

pl ane I, one plane P, at |least one other image | or P14
and al so capabl e of containing at | east one plane B
corresponding to the differences between two P i nmages

and .S planes. These images |, P, B and S are

advant ageously nodified in a differentiated nanner as
a function of their type, namely, I, P B or S
According to a variant |nages I, P, B and S are

modi Aes@Tding tai gf paeneular cteatigation thess digi€ali smages use
qq_glojhara rlstlcso the video streamin termnms of
t¢ peicsaased om WAk groups of images and of the
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Stremséhiﬁ'i@’%sel' PedeéinH hg él‘e”%dvgﬁﬂé%@gﬁﬂ?r modified in a

scalability cording to another particu

defferaitizesd mam@eas a fulctiBnasfttheir aipe, Hﬁﬂicfly,eld B, B ar S.

differenti ated nanner as a function of the

char Acicerdiig 6 a vhribhe iatapess],cBnBianeddSi ard meodifieghim a

interns of fixed, static or dynam c planes and/or of
difffierentiated rhammer a®ra dinetion aofdtle characténsites of e video
the granular scalability. 15 Images |, P, B and S are
staeamnnalpEmssof thepstrtctone of the @@1? @reups of émages aad ok the

a function of the characteristics of the streans in

prapartioss Retwesnzthcofuanttips afek I iandhBrbwages psesantsin, the

ether it
video streams, WSl’llCh latter are characterized by a number of planes per

second that is constant or variable or characterized by a time-dependent
scalability.

According to another variant images I, P, B and S are modified in a
differentiated manner as a function of the constant or variable number of
planes (frames) per second for the streams characterized by the time-
dependent scalability.

According to another particular embodiment images I, P, B and S
are modified in a differentiated manner as a function of the characteristics
of the scenes contained in the stream in terms of fixed, static or dynamic
planes and/or of the visual forms contained, and/or as a function of the

granular scalability.



constant or variable for the streans characterized by
the spatial scalability. Images |, P, B and S are
preferably nodified in a differentiated manner as a 15
function of the characteristics of the streans in

ternms of throughput in bits per second of the video
stream Images |, P, B and S are advant ageously

nodified in a differentiated manner as a function of
the characteristics of the video streans in terns of
the conposition in objects, profiles and |evels. ]

| magbuages Pl, BPanB Sudl eSprarterastvantagedinslyedmaodified in a
progressi ve nanner he degradati on effect

increasing t .
Uferentiates mampeeas asiungtion; @@3& charpetoristies oftthe stieams in
According tp a variant imges I, P, B and are ..
terg of eticp§ize O.faﬂwo@ﬁ@&%?m inspner Qérawmfs)ngwhether it 1s
araneters and configurations. Accordin 0o, angj her ..
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anal og di gltal conversion step I1n a structure or mat

tlﬂﬁﬁghﬁut BPBi P@r s&cl aPfPPiddodRfeaphgnal . 16 The

vi déo streamteconstituted fromthe nodified main

streRfiy Lf ripmBhengon®| efeniadiintagtonsBt i @odified in a
preferably strictly identical to the ™ original stream

difftrentiatednmammeends anfimhction elfathes charastaysticsmof dhet vileo
di stribution of video sequences conprising a video
stsgamug in vérms of thescdmpobitwadiraebjacts, profiles and levels.

Images I, P, B and S are preferably modified in a progressive
manner increasing the degradation effect until the complete scrambling of
the video stream.

According to a variant images I, P, B and S are modified by a
random generation of scrambling parameters and configurations.

According to another variant the scrambling is adaptive as a
function of the content, characteristics, structure and the composition of
the video stream of which the nominal stream format is defined by the
MPEG-1 or MPEG-2 or MPEG-4 or other norm.

According to a particular embodiment the process comprises a

preceding analog/digital conversion step in a structured format and is

applied to an analog video signal.



nodi fied streamin conformty with any one of the

previ ous processes, and a plurality of pieces of

equi pnent provided with a scranbling circuit, 16
characterized in that the server al so conprises neans

for recording the digital profile of each addressee

and nmeans for the control command of nodification

nmeans as a function of input variables correspondi ng

to at least a part of the characteristics
representative of the structure, the contents and the
par afBeevideofstrdam se¢anstdntod from the mwodified main stream and
profjle of A the addressee and of external, events.. The
fiom dhe complemenaryoetioBmatieaes arefarably strickley wicatieal to the
the follow ng description, made purely by way of an
ogighnal SF@Y exanpl e, of an enbodi ment of the
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stream and conpl enentary I nformation at the output.
digitadi preffile tofeswhladdieshes dhdesehis ifor dh@cbatrol @ommand of

or in analog form1l. In the latter instance anal og
nridifieatidd meawayar flatttipn afdagat vatiablessbomegpdmdiag to at

digital format 10. In the remainder of the text we
least 1a pamk@fnthe chavéctetistids giepatsontatésee iofpthe sstrueture, Athe
first stream124 in MPEG 2 format with a format
contgnts ard the parameters of the original video stream, of the profile of
the addressee and of external events.

The invention will be better understood with the aid of the
following description, made purely by way of an explanatory example, of
an embodiment of the invention with reference made to the attached
figure.

Figure 1 shows a particular embodiment of the client-server system
of the invention.

An embodiment will now be considered. In the attached drawing
figure 1 represents a particular realization of the client-server system in
conformity with the invention.

The video stream of the MPEG-2 type to be secured 1 is passed to
a system for analysis 121 and scrambling 122 that will generate a

modified main stream and complementary information at the output.



digital input stream1 and outside of which certain
coefficients, values and/or vectors have been

nodi fied is placed in output buffer nmenory 125. The 17
conpl enmentary information 123 in any format contains

the references of the video sanple parts that were

nodi fied and is placed in buffer 126. Analysis 121

and scranbling 122 system deci des which adaptive
scranbling to apply and which paraneters of the stream
to nodify as a function of the characteristics of

i npuOriginahsireasnd eds beadirgctly uncdigital dormné0cor éntanalog
rights, and in what natter to apply the

fomai kli. c &n ithe datter mstanneran@legi siecash Iots canverted hymccader
125 is then transm jted via hi t hroughput . network 4 .
(it v &9 Sviigital dgpmat 19at b e gemanidergicthe textpge will
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83 and its “content; heavily degraded visually, iIs

reéferdticey ast e ﬁd@basmnpﬁsh?arﬁs ghatswegeddifitd anddis placed in
g

addressee 8 has the ri to view the video sequence.

bitfer er26.12Anabysisn 121 amadr sprambkng ol evystémr gecides which
information 126 via connection 6 corresponding to the

adapteve fscsamblingi toy apply i &t owhichs pardmeters oof dfie tdteeam to
rights of the addressee. In this case the synthesis

rrwgfseas adkastianwofethiencharaeigmistics wof ispnt/sirearn 1 and also as a
confaining . the infornmation necessarg 126 for the

function of "the client rights, and in what matter to apply the

modifications, e.g., progressive or not.

Stream MPEG-2 125 is then transmitted via high throughput
network 4 of the microwave, cable, satellite type, etc. to the client 8 and
more precisely into his memory 81 of the RAM, ROM hard disk type.
When the addressee 8 requests to view a video sequence present in his
memory 81, two outcomes are possible:

- Either addressee 8 does not have the right necessary to view the
video sequence. In this case stream 125 generated by scrambling system
122 present in his memory 81 is passed to synthesis system 82 that does
not modify it and transmits it identically to classic video reader 83 and its
content, heavily degraded visually, is displayed by a player 83 on a

screen 9.



recovery of the original video sequence 1. Server 12
then sends the conplenentary information 126 by
connection 6 via tel econmuni cati on networks of the 18
anal og or digital telephone line type, DSL (digital
subscriber Iine), BLR (local radio |oop), DAB (digital
audi o broadcasting) or by digital nobile

t el econmuni cations (GBM GPRS, UMIS), which

information allows the reconstitution of the video
sequence in such a manner_ that client 8 can view

and/ or Ostasidsessee & haeshe sighidncaevwsthe vislsossaguenee &erver
&hen proceeds tq descranpble the video by i i

1 2deamynity apprgpiiate eompl eraentary dadomnationdi2 wig connection
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a “plurality of coefficients corresponding to sinple,
néivebia! bY grdemaldsus digltemslephonk ﬁhepﬁgfe‘;SESL (digital
conprises a step for nodifying at |east on bl ock of
stibseritegi oline), StBERM (lovat achdio z4dop)) tDABt Kidsgital audio
nodi fication step acts in an adaptive nmanner on said
broddgiasahgk tareby digital fmobileotelefommurdastions (BM,0GPRS,
the characteristics representative of the structure,
UMES)ponwaiels inrdarmatienpallaves ethe aecomstitutioni wdl the deideo
stream_ of the profile of the addressee, and of .
sequencean swdnagnanper thajtclians Sreanfyiew andlostsépre the video
i st [ | aci t of id fficients i
seRiBCe; Synberissysiem k2 Biea Praggeds to descramble the video by

reconstructing the original stream by combining modified main stream
125 and complementary information 126. The video stream obtained in
this manner at the output of synthesis system 82 is then transmitted to

classic video reader 83 and the original video film is displayed on screen

9.



a nodified main video streamin nom nal format and on
the other hand conplinentary nodification information
that allows the reconstruction of the original stream]9
by a decoder of the addressed equi pnent, that the

scope of the nodifications is variable and determ ned

by said representative characteristics, and that the
nodi fied nain stream and the conplenentary

information are transmtted by separate paths. 2. The
process for the distribution of digital video

sequences according to Caim1l, characterized in that
said conpl ementary 20 nodification information

conprises at least one digital routine suitable for
carrying out a function. 3. The process for the
distribution of digital video sequences according to
Clains 1 and 2, characte&iﬁfﬁﬁ'n that said

conpl ementary nodifi cat ormation i s subdivided
into at |east two subparts. 4. The process for the
distribution of digital video sequences according to

d ai m;m 3, teri j- 0.3 t p .
compl emhii0sein g il didrititlort BEfgRAEDRide Sbabeifoes in
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stribution of di gta €0 sequences according

friaghdd, @ath of ﬁh@élﬂ%bﬁngjﬂs?é@ dtMebSebné ieskals llﬂ@éktré%féfuping a

the “conpl enentary dification information can
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di stribution of digital video sequences according to
eketmdreast wdneh oproCess woniptisessSa stopr font aradifiringnat bedst one

the conplenentary information is transmtted on a
blsioksot the vegional steaMyecharactesigeddn that thiissmoidbficateon step

of digital video sequences | . .
acts in an adaptive manner on said original stream as a function of at least
a part of the characteristics representative of the structure, the contents
and the parameters of the original video stream, of the profile of the
addressee, and of external events, and that the modification step consists
in replacing a part of said coefficients in order to produce on the one hand
a modified main video stream in nominal format and on the other hand
complimentary modification information that allows the reconstruction of
the original stream by a decoder of the addressed equipment, that the
scope of the modifications is variable and determined by said
representative characteristics, and that the modified main stream and the
complementary information are transmitted by separate paths.

2. The process for the distribution of digital video sequences

according to Claim 1, characterized in that said complementary



according to at least one of Clains 1 to 5,

characterized in that the conplenentary information

is transmtted online. 8 The process for the 20
di stribution of digital video sequences according to
one of the previous clains, characterized in that

these digital imges use technol ogi es based on

wavel ets. 9. The process for the distribution of

di gital video sequences according to Claiml,
characterized in that the video streans are organized
modification dosmationeconprises @t sleastr one pigitahgoubnatsuitable

| east one 21 plane |, one plane P corresponding to the
fon 6&@@1&:@@tﬁf@m¢t€@ﬂl mage called P, at | east one

ot her or P tha nt.ai n ne pl ane
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ferenti te manner as a function
m‘daﬁﬁ_acterlstlcs of the video streamin terns of the
structure of the GOP groups of images and of the

prop$rt i'dees pretessefot hheadiastibaties of digitalPvided sequences
i mages present in the video streans, which latter are

acdordatg etd zZEHinby3 a chanattenizedr iv athiatbtleeseu stibpardt of the
pl anes per second. 12. The process for the
compdempntaryrmotificatiom i nfortmsi cre qam heedistabeieddby ghe same
at_ |l east one of Clains 9 to 11, characterized in that
mfﬂé@es

6. The process for the distribution of digital video sequences
according to at least one of Claims | to 5, characterized in that the
complementary information is transmitted on a physical vector.

7. The process for the distribution of digital video sequences
according to at least one of Claims 1 to 5, characterized in that the
complementary information is transmitted online.

8. The process for the distribution of digital video sequences
according to one of the previous claims, characterized in that these digital
images use technologies based on wavelets.

9. The process for the distribution of digital video sequences
according to Claim 1, characterized in that the video streams are

organized in frames constituted by blocks corresponding to at least one



I, Pand B are nodified in a differentiated manner as

a function of the constant or vari abl e nunber of

pl anes (franes) per second for the streans 21
characterized by the tine-dependent scalability. 13.

The process for the distribution of digital video
sequences according to at least one of Clains 9 to

12, characterized in that images |, P, Band S are
nodified in a differentiated manner as a function of

the characteristics of the scenes contained in the .
p dmong planes Poforrespanding: o ithe odifferenees fpomnas image
and/qor of the visual forns contained. 22 14. The
cgﬁ@@ s &t {east one ainst imageilar Rthaji Gan eontgimableast one plane
sequences,. accordin o at |east one of _ Qains 9t
By sOriennpading: 1o he (i francas, ehVeRIy4WO1P WAgF, 08  planes
are nn%ifiqg iqﬁf differentiated manner as a function
COF e RANG QR FBHCIEWYES b 1ity. 15. The process for the

di sty hbutdon Lokt aly Vi S enges - '
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nfdiERTa ] difERrBled Bantlef as flrictioH PARGIE PG HARELY. 1
PsB @85 characterized by the spatial scalability. 16.

The process for the distribution of digital video
sequéhceTheapesueds Nfort theadidteibatioansf afigithbivided® sequences

15, characterized in that images 1, P, B and S are
acaniidingdoi at keast fdre et Chaias Batond, ahazadtenizedom ofiat the
_the characteristics of the streams in terns of ]
imageuhHHuB and Hiare npedifisecional dofferentiated temner msanfunction

17. The process for the distribution of digital video
o Hpichamsteragitasr of tae videq streamy inotesmst ofthe strugture of the

6, characterized in that inmages 1, ..
GbP groups of 1mages ang oth t%e prop%rtlons between the quantities of I,
P, B S images present in the video streams, which latter are characterized
by a constant or variable number of planes per second.

12. The process for the distribution of digital video sequences
according to at least one of Claims 9 to 11, characterized in that images
I, P and B are modified in a differentiated manner as a function of the
constant or variable number of planes (frames) per second for the streams
characterized by the time-dependent scalability.

13. The process for the distribution of digital video sequences
according to at least one of Claims 9 to 12, characterized in that images
I, P, B and S are modified in a differentiated manner as a function of the
characteristics of the scenes contained in the stream in terms of fixed,

static or dynamic planes and/or of the visual forms contained.



P, Band S are nodified in a differentiated manner as

a function of the <characteristics of the video

streams in ternms of the conposition in objects, 22
profiles and levels. 18. The process for the

di stribution of digital video sequences according to

at least one of Clains 9 to 17, characterized in that
images 1, P, Band S are nodified in a progressive
manner increasing the degradation effect until the

conpl ete scranbling of the video stream .23 19. The
procéds fldie precesssion the idestributiongof digitaliegdeo sequences

sequences according to at. least one of Claijs 9.t0
ageOrciRg 1R A Fa% 0BG afhGlaimmGeto 13, eharacigized i dhat the
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Istribution of digital video sefjuerices “according t
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the video streamreconstituted fromthe nod mai n

chiraeasrisitd ¢f e $theams dmpdrene 0f #hy sl of it ipl@iesd @n number
strictly identical to the original stream 22. A

of pitelp), fwhethiee idisstondtant onvafialiedfr thewirranes characterized
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17. The process for the distribution of digital video sequences
according to at least one of Claims 9 to 16, characterized in that images I,
P, B and S are modified in a differentiated manner as a function of the
characteristics of the video streams in terms of the composition in
objects, profiles and levels.

18. The process for the distribution of digital video sequences
according to at least one of Claims 9 to 17, characterized in that images L,
P, B and S are modified in a progressive manner increasing the

degradation effect until the complete scrambling of the video stream.
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profile of the addressee and of external events.

19. The process for the distribution of digital video sequences
according to at least one of Claims 9 to 18, characterized in that images I,
P, B and S are modified by a random generation of scrambling
parameters and configurations.

20. The process for the distribution of digital video sequences
according to any one of the previous claims, characterized in that it
comprises a preceding analog/digital conversion step in a structured
format and is applied to an analog video signal.

21. The process for the distribution of digital video sequences
according to any one of the previous claims, characterized in that the
video stream reconstituted from the modified main stream and from the
comﬁlementary information is strictly identical to the original stream.

22. A system for the distribution of video sequences comprising a
video server with means for broadcasting a modified stream in
conformity with any one of the previous processes, and a plurality of
pieces of equipment provided with a scrambling circuit, characterized in
that the server also comprises means for recording the digital profile of
each addressee and means for the control command of modification
means as a function of input variables corresponding to at least a part of
the characteristics representative of the structure, the contents and the
parameters of the original video stream, of the profile of the addressee

and of external events.



