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Met hod of and system for generating an Authorized
Domai n The invention relates to a nethod of generating

waro0Aw9isad i zed Dormai n. The i nvention further rRCEHIBE903/050910

a system for generating an Authorized Domai n. Further,
the invention relates to a conphter readabl e nedi um
B0 s Gierh ASoBRG RS MifHoHORED &Rk CBUST NG One or
nore processing units to execute e met hod accordi ng
to the invention. Additionally, the invention rel ates
to an Authorized Domain and an Authorized Domai n that
has been generated by the nmethod and/ or the system
according to the present invention. In recent years,

t he anpbunt of content protection systens is growing in
a rapid pace. Sone of these systens only protect the
cont ent agﬁhcnm/en'tﬂoh eegaxles to amyeithog of gdsﬁekaemgwm anthodred [adnsain. The

rietion b 15 byl P Brb b bk SRy Byt e

GRvenyicii flResitav @oinpaeh feadabla hﬂe}huhﬁl&ﬁhrigh&)rmhéreémmstmcfmﬂs for
consuner el ectronics gCE devi ces, a@ﬁgg
COHTRHONCY HIOBTPIOETTSING VIR GIFCUE Sregaet

| ARlisrRINY, ekt BchtidR @fatBb al BedhoRreddddn@fi el Authorized Domain that
interaction with the content provider. Sonme exanpl es

s besneecrsicd By thaapeiims and/gr By Sysim eegdjog te flie present invention.
protection system of DVD ROM di scs and DTCP (a
protection systemfor | EEE 1394 connections). The
second category is known under several nanes. In the

br oadcast Eprr bt yS¥S Hﬁrﬁﬁmgﬁt dJr BbrRerft BERAALY sﬁfe?ns is growmg in a rapid
general |y known as conditional access (CA)" systens

Wit o of Fesd sysiem enlywentecéithe venteniiegaigss lisgal dopyiRgiotbile others are
netO%F&LBI?g 8{)2@% ? %@r%@&% Bie HRRM Tg eﬁlts%’ﬁ‘f’e i0edfed Copy

ed as a set of vices that are
i roectbor08Y systtmssCR gy ssorsihakd tredlitohalipebeso the @t frvos oy yonsumer

e(:fec%o?llcz‘g {&)ﬁ?%lﬁesugsﬁtg %%f ﬁ(@{t Elt%%tcﬁcm 1‘3% éht tg b%{%%g‘pl}

drrfpiemeetetl adédocs @st tapd bedtrmtwrmhmez,ractlhm suth ﬁlmnteetmnugcﬂnr Some
eigliampfes areq:hev(llon%ent ggrtam%L r%@%[na(tbgszj C;ggte&l%ln% gflggg ROM

3aViCes"hee Ver and
tdi&sﬁnmr)ﬂ“CBmspmteeamniysuem foEERt 1504 ccdmwtmas) in t he

net wor k. h in erabj | i
net wor Ki nglllﬁﬁ ?fﬁ?’?éﬁfﬁ?e% E%{W&né@d?ffs a’ﬂgﬁ %hﬁ %ﬁ)ﬁdcaSt world,
gysteine vith® categoryiafd genktdlif knouBmEporﬂ\tﬁnaﬂd&eesc (DR epttems, while in

Aﬁ? i ST A e kg a5 g R R s (R Systems.

want pr ot eNHoﬁfé efwdrk ednbe Cefpediag B k& )of dtvdcds it 6@ it&Bénnected
consuner t hat nt unrestricted use

f_the content).
THEZSGRE mﬂrqf REFretechaology (e Ethermshi Fk | 3t RutElont Hob:11s,
eguei 1 g) %ﬁ%lﬂh@ugm‘ie@vbbrﬁ QR RMgy GBEw B e dFREent Bévadcs ¥Edonmunicate,
freely as long as it _does not cross the border of the

dhishoiqt seangh dhelloy deyigss ©artespperaigt hobg abdafodieii.1isvigisaiced to be
%EH # fd?sgo@& Qﬂrwgm}ég@th'a %n&{a\f,wseﬁ rﬁ%f% ot} §Ride§ [BhE fGwbiR. Such

hone net wor ks. cour se,
mteroperablhty is provided by home networkmg mlddleware Examples of home networking

middleware are Jini, HAVi, UPnP, AVC.

fﬂ)rgmg to the mvent10n

The concept of Authorized Domains (ADs) aims at finding a solution to both
serve the interests of the content owners (that want protection of their copyrights) and the

content consumers (that want unrestricted use of the content). The basic principle is to have a



scenarios are al so possible. A user could for exanple
take a portable device for audio and/or video wth a

wo povspess4anount of content with himon a trip, PENiB206#50910
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it in his hotel roomto access Qr downl oad additiona

content stored on his personal di o and/or video
Sé’(ﬁl‘ﬁ_%gédaﬁet\b&ﬁ%nviﬁ)\ﬁﬁﬁn{ iAQHEHA oRRNIRAR bRl rdRWeRLrrdedy as long as it
outside the hone network, it is a part of the user's

atnenopt aresy thideades of tha authprizeddgmaianT yhiraHprauthetizaoemiains are

( Rlerd Barfumitil £ Jﬁ_@froﬁ#n‘%’,%o?&%ﬁ&?@te%@ h&ﬁ@h@c@/t)ﬂ@}bf course, other
devices 1 n the domain, but not by any others. For a

neperar@k rerpdiopesiibie.rAodsee coudthior gxanhpde takea pdriagie device for audio and/or

U050 S B g ML, HEAHE| o

Contsotr ddvmegeaiitional codtenthstorédsachiDpaminalsaudiBrantiop sideo system at

search. ,Th th ands, . | BC. 2 conf er ence. ,
T e A0 A EhlSRRs i i RS BN ER s apapt ofthe wsers
28QRorizvdhdomais. Iptidpesylan Aentiosized Daain (RDER@BYstéh éhat allows access to

conce f .authori.zed domains to sone extent. One type
o Ry ST Bt hGRan IR IR hLoREE based Aut hor i vod
(D_?_Eai ns ( @UIP?) a nﬁmd_ Eﬁn@is%glftroaubgibrll\le W%ER E/I%Eol\t;gﬁ Qﬁﬁﬂiﬁikéﬁ?@h;ﬁ&n, etc.,
onsan tl I a X , ts shi.t .
f $FE K -Ae%aﬁﬂ?rﬁwe%“éé%% Hadds mqfé%.l’g‘.- Lﬂalil%ﬁe%e Content
| Magideaiehtan AutRAtQIMorRaR, PEifibs REse)eh, a3k 0RERBAdnds, IBC 2002
att orney docket PHNLQ20455) ant. In

( ock bé t he sane a&&b&c
t pHEence gublicelon aaged 40Pa74 hrld atbink fentambep by a
specific setarighs %@ﬁds&l@ Sxidkht GRPILABHt thddhYept BEaudRBZEd ddmains to

set of devices of the domain is all owed to access,

u¥Ee et the content of that dommin. There is not
made any d '(ﬁlte'tj{{ﬁ?:tdf Bfévﬁ)tls LMRiona cRMS dM3E pasddf Adth& ized Domains
speci fic set of devices. A drawback of device based AD
stysPanigxanplesipdsuch vesjernsqup Smpithigho(Thomsqardvititiedieh &CP, and
tXRIRA Iglfdlaﬁ?ﬁisﬂiti)! ABfuJM%ﬁExaﬁl WS WAL Basll AI'D?% 9.?;. %i'véhci‘ﬁ
users are restri‘cted to a 5brt|cular and 't mted set
ofntegiengiona patehtrapphdatiomdKO 0H0W92 1 (dttornspidockiet BMNE02Q#55) by the same
eﬁgﬁﬁ&ﬁe the rights that the user has obtained anytine
a anywhere he chooses. For exanple, if a user is
vi siting ali typeaddesich basd As, ths dombin adbfoemé¢ddbyacspesific kit of devices
| egal | r sed .content on tF friend s, deyices as
et bal BoB0RE 58 R B bt b o], o bR e, et e
padntdnc of thst dendinl. There &chos mbhdeadnyditstinctem off dreriarigustisers of the specific
donab% conprising the user's content. Another type of
pit91 GUE%%o0l uti ons is person based Authorized Domains,
wher e t he dodrmwbackf basethasyd AR kptenss ib that tawtypically do not provide
devi ces S uas Lhe case for device based . .
the typical flexibility that a user wants or need, since users are restricted to a particular and
limited set of devices. In this way, a user is not allowed to exercise the rights that the user has
obtained anytime and anywhere he chooses. For example, if a user is visiting a friend’s house
he is not able to access his legally purchased content on the friend’s devices as these devices
would not typically be part of the particular and limited set of devices forming the domain
comprising the user’s content.
Another type of previous solutions is person based Authorized Domains,
where the domain is based on persons instead of devices as was the case for device based

ADs. An example of such a system is e.g. described in international patent application serial



ADs. An exanple of such a systemis e.g. described in
i nternational patent application serial nunber

wo BRS0B5@04538 (attorney docket PHNLO21063) byPCTEB29eE0910
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applicant, in which content is coupled to persons

whi ch then are grouped into a domain. In a typi ca

PRnSO& 1BaSEIAR: PGESHSy H&k&qiﬁbﬂmz 1663 'B9| t}{e‘%altnl? aﬁpn%&ht' il which
allowed by only a specific and limted set of user

baententds cayplef & parspne Bishithenarorsgyred intpe dewpinbas ed

Aut hor i zed 1DQRR;E pbXaH &AL AD %&fe?srto %@ﬁtlﬂﬁrbo%‘i’cf%'tﬁht AD is allowed by
managenment conpared to devi ce based .
penk@rsppraieanddynitedrsst af eigwrs, but & usiog amd@mpltanwmco rPerson based
W'Auﬂﬁg?& ]g&hvaiuf's?% tyg'?r@ltl}g@fga\é E?sll 'aBmQ h rrpa gé%{enféjon?éreldsfg b&Vice based
yaddrs. content. As he does not have a person id device

for that d ossi bl e for
cont ent . %er\]/fml E)%Ijsg'n ba%% $’St8185 re]qulaeepler%og 58%%1?1?% Ijivzw;él 1s not
belvays) ccmgemcmttoh preﬂzmnd |b|54 UEADL IFdIﬂmn,aab\hﬁtoam:ﬁms harhe ﬁhemﬁt to access
cont ent or Ther e t here a need
Yﬂvbcwtan éf‘ E%ﬂ egﬁa ‘E’f‘é%?é’%rs%‘a@ 8“% i %‘E’&a‘%ﬁﬁ?"ﬁ POSSIble for him

hevacaeps hhtﬁentnld wsuldwz| prefetvanf &g ess Dfth€hche BalSH@B to Blé&dmain could

a hybrid £ and deé gﬁ based aut hori zed donmain is

‘b% aéaes A ‘%H‘i‘adlb‘é%e% Y BfitVIs4Bpl i cation serial nunber
0310228 1 TTherddre EHeeyis d asdderor PP FRR3H hnd¥evidd Dased ABthorized
aﬁ‘%’alp I n. that appl i catign an Aut horjzed Donain

aYjhe 6 decividiual fvagiBatsioh echsywserai Yk pdibrid person and device

aBQsVe@ aﬁth&ﬁzeﬂ Goﬂ@iﬁh@ﬁroﬁ(%ed\fﬁ EuliRatt PRAR GppIRGtiRAetal number
son approach is a Donain

er
" BSHBER1-b romey derdet BENL B85 % M bieysPoficsup eha appleaton an
t Qﬂﬁfoh%d Y Raift (&ilgﬁﬁ'ppo;fégéﬂ' vifich &)ﬁ{bﬁﬂeg W@&l@fel(ePFQproaME kPdefine an
F%er sons preferably are separately grouped via a

OdhiThe B@eﬁfstln@@ﬂtt ibeiwean he deXE) and ek rekron eppropthdh e Domain Identifier.
d
Hé%?g‘?é%% ol Eab S Eae L LBEG b S Sl ces S BRRTIIOG, whie
bthepersans prefallyrace separaiety supuped bia agloplad wred cenifigate WYE) and
il ooyl bEfdy TGS porkcll, ) RaRAR b enarion ofsuch
damaitholized RudimAR)qan bakdey inlbigerednaral widhtiecsplained . greater detail
f very DRM and/or CA system it is not

[nﬂg%ﬁllg\%h* Bear to which person the content has to be

attri but ed Hdwevert thésr Alddagthe dmﬁdvbﬁtegdlhﬁezvﬁen@bnthmﬁ@ﬂrtpprted into the

N P RESRRABER o8 M drveer bt RS ep D hallgr A system,

f mls oot ﬂlrdiqnlly&lelafmlvdtfﬂ’npeﬁﬁoh@l{b ooheetitchat Rebd amfrtbtlfé&tIh Other ¢v|6rds, at the

whom bel on ontent [ n.the .do (S e
RSt P 5P e e g et of e b s the content
t foaThérefofs thgrk & Amdd esrfaesﬁhpw ﬁn;ﬂ@ﬂﬁi’taﬂloh GHHRERARY inf§rmation ‘to whom

o¥sTings Fpen dPaicsih LiidoyRleL sl By oRLinety SBamble

An additional problem is that no simple and effective domain boundary is

available. In prior art systems/methods, domain boundaries are typically defined by a
maximum number of devices, a limited number of sessions, etc., which are either technically
difficult to implement or easy to implement but then do not provide the desired
characteristics of a domain boundary. An example of the first is e.g. letting all persons to a

household be in the domain wherever they are using any device they possess. Setting a limit



maxi mum nunber of devices, a |limted nunber of
sessions, etc., which are either technically difficult

W 00s/pdserent or easy to i nplenent but then doP@D1B2005/050910

10

15

20

25

30

provi de the desired characteristjcs of a domain
boundary. An exanple of the first is e.g. letting al
P e SRNSurkfer Bf BAKRS BPIeSiRE i the 'ﬂbﬁaﬂ% 'Ehe%&ﬁ ﬁarge Fh?@t:ﬁls approach

are using any devi ce they possess.

t Heesiighirale with tenpmbey oéﬂsesseemgdh%Auﬂvomm Qnmm GAI@+ Vlesgefore there
t Ak,
W“’S?dh“"%eﬁ B B P O el BBy
(AD). Therefore there is a need for a sinple and nore
scal abl e i npl ementati on of the domain boundary. It is
an object of the invention to provide a nethod and
cor r espondilhi amyobjeetmffthErinypmton o mgvlg@mmethbd gyl (E)rresponding system

A tr tur base and .
g%?’g&e\,sl,&ﬁ%/ g?%%{ng af? u I‘lZ énaﬁ%% {Lfc %gasg(ﬁ 51? {’%@ Pﬁrﬁca'ng and devices
othapsdl s tiar atbove\nfeumc{nhé Bhomtbplﬂmgs ofSpriod apr A Virder dHjécs isitdl pRvide this
ef ficient way. These objects,

a%ggﬁmgehg?xhegp%%ggﬁwnvgﬂ by a method (and

cor r espondi T@sﬁ@dﬁécﬁﬁhmﬁﬁg @korg aRtdchigvalbyAlihBBsd @Bdlcorresponding
. In this way, a nunber of

| d )
v @Fn?efrgé)g g&%\*}%‘&%@ﬂ é‘i@“’&z%@?‘n 8t clgimer i efaibbr sons t hat

i s aut hor i Z@ehit ¥aRGaREDefofGRAL@Ndevick €M nupbeflof verified persons that
Auth&ﬁlzed Dormai n are obtajned. Additionally, it is

pb<ahrized tg agtrant eoniant tem et RidAuheyived Momgin rerplpinedy Additionally,

cand paatiblkab Bﬁhﬂld‘?ﬁl@frﬁzﬁq a@intheBE i BorRel &HﬁhMngme%d on a device
Aut horized Domain (AD) since it nowis given to

peslergingtoghs, Anthgrized dramag AdRD\sinse itmerdh giyen t, wirigly nerﬁ@n a given

aa&hmeed@ﬂéeeémggtoent way of inplenenting domain
boundaries is enabl ed, since the domain boundaries nay

be coupl ed Rusthers @ sigplsreing e(ﬁfsenhww ploinplegentingdonsgirdboundaries is
c %H%ﬂt sn?tfeeihé:@dmelul? go&ngar}@ ‘fl{ a!ng) {'t'o %s%@&%lg geg %oxg %5% ddvices and

boundary becones less rig

Attt @W&Iou@led 9 ustip ﬂrethamayetﬂlf: deinein thowalarydiecgmesUgss migid and scales
dgyjpes and persons to an AD is obtained. Further, a

hy rid device and person based Aut horized Domain is

pr ovi ded. IAﬂ(iltmnsllyAlawmmwﬁﬁm@lt enagbf gdupiog devienteidersons to an

a_ USer. er.at
\fl)lr% gﬁt&ﬁt@% glr !1 Efoq#d;&fg‘ﬁlce cﬁ;{ers{oHe asg\c/lwz{&el.&o&zed B%Bﬂ? gr&rowded
[ Inehlsemid adaess ussmablleé td 4 qoktedt ItdﬁEoﬁailrmthdﬁEmi donin #3)a user operating a

A t hat..t.he, o er of the ce a
o b ARt E R R b Vsl E 4R Mot HRed the same
Téenabyr, byevehdyiag chaf the wivhdrlof tly: deoice Qmeth@t’)wﬁ@ lo€thd S&tént item is
1en .accessing cantent in aut hor.j d domain is

ok L e BorGE ey gt RRilfEon RGE pre hers when
nadcedsiak Restent Thias awtBorizdd H6184in bbEndd vhifkisBIMiBs of IRCIGERnt is still
and. rellaﬁl vy I.n one enbodi nent,

maintained. This is Turther done in a simple, secure and reliable way.

In one embodiment,
- each device may be bound to only a single user, or
- each device may be bound to several users, where one user is indicated as a primary user for

that particular device.

In one embodiment, the method further comprises the step of:



- each device may be bound to only a single user, or -
each device may be bound to several users, where one

W@ e®s/09344 ndi cated as a primary user for that PCT/IB2005/050910

10

15

20

25

30

particul ar device. In one enbodipent, the nethod
further conprises the step of: ?nporting, on a given
devip6rtington ae%%n RYRe P hERhe b&n@éﬂt klth @ntB bfe ARREd BEHain given by
Dorraln grven he dormain identifier by -
aah%mfil@&lewﬁ%lbddl ng, by default, the at |east one
| QiR dc hg, bl QBRLIL i 163kt b chitat itbl9o the singl
gr.\%entnglefug/%ffds} griogngirfldto or to Q)% er f{gﬁ _ﬁz, e .e,smgeuser
PNhat therglvenadenige dsbopnd teenr yo ths oser {BY, Pche §Ny)endieitad asgrimary user for
ol - e at |east one inported content itemto
ar%?%lgérzrp%éser uIJ; ng additional information, when
noerimdixgthe tit Ibash dnaignpoged @nizet itemeth. anbthenlmser wingeddimemd information,
thﬁ%rret h%efu‘% er .ctoEBri ses - providing an Authorized

(R LA P&t S "Aifere the limtation rel ates
to a maxi nuin mmrénﬁbdlﬁfenwﬂemsethoﬂwnmh%ompndei; mt can be

Pnliltﬂr %ngl%g gn ggﬁ'lgflz r? E}Fé) {‘]‘Eg‘i‘et%’l&g‘%ﬁ?{g ﬁﬁé %ﬁ% Wpa?ers %c? X maximum

dependesttuses. t he nunber of users. In one enbodi nent,
t he net hod I= urt her conprises - using a user

i dent i fi cat f fBeVinbcande QU ES RAKTATR PERRCE Rl eisAsies user,

MARRES! maldfeithe fotal nkbibBG fAAES SR Rl doaR deferdMiof @hedfmer of users.
personal Aut horized Domai n nmana and/ or - using a

nobi | e phonk 1§ egbpdimepty the nmhq@l%laﬁﬂféaomm n manager,

anesRh austtSidifitatRRAetiResssRAbn sl itk Mze BB Sk %Blge@sclné/or
personal Aut horized Donai n ‘manager. |n one enbodi nent,

t héisigg @perspnal malilp gevige as e agisonsh umgézedt%om%m@aﬂgaﬁ and/or
| deghbhinkdbile PHHE & ﬁspersonaq’ Qhﬁbﬂkéa‘b&ﬁalﬁ fafdRE

Domai n Users List conprising t domai n | entl |er and
a ~wAing a@ DAl ersongl digite s@am}k@tvra meh\@n@lb@utbmfzredmmgammwager

the user i SInbcﬂlg%gltbé&mteFtegﬁAE%P SF BlﬁgﬂF %@?s't Bhe s} 188 do am

enbodi ment east one device
atiddng et coprpeisess er conprises - obt ai ni ng or generating

a %&kn%g%%ﬁéraﬁﬂq%ié D8 R 'Us 'ﬂgst ?onllj]g} %bé &jo%tlﬂ {dex‘iet[ﬁef da unique

entl
bedlann(jem@r ¢ user Herabg elaﬁmirgmeﬁiye okef isrbiomgyd tk)h}aft Authmrlzad Domain.
| east one dIeV| ce _ist.ar e

that the st élpong femkl?odlg).en tSteP 8% & }hn% gylg% ?I&e deylse Lot at least one user
| eamprigsae user conpri ses
- obtaining or generating a Device Owner List comprising a unique identifier for a user and a
unique identifier for each device belonging to the user thereby defining that the at least one
device is/are bound to the user,
- or in that the step of binding at least one device to at least one user comprises
- obtaining or generating a Device Owner List for each device to be bound, the Device
Owner List comprising a unique identifier for a user and a unique identifier for a device
belonging to the user thereby defining that the device is bound to the user.
In one embodiment, the step of binding at least one content item to the
Authorized Domain comprises:
- binding a content item to a User Right, where said User Right is bound to a user bound to

the Authorized Domain.



- obtaining or generating a Device Ower List for each
devi ce to be bound, the Device Oaner List conprising a

wanioguessident i fier for a user and a uni que i deP€T/iB2005/050910
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for a device belonging to the usgr t her eby defi ning

that the device is bound to the Udser. In one

embodi Ment , 1{dAe ob&Bm@ht, e Wb GiaRloolBAS righte dAM AL nting which
itemto the Aut ﬁor?&zhgd Domai n cg coln? n—% bi ndi r%’? e WL

c oightsexisistie ralation so s et lemit ghe corrWhért@n b@und tabe UsRy I@Eht is

bound to a AL, 17-18

enbodi nent, Msﬂilg eﬁgwﬁﬁlﬁ Ww‘g%@gn seeg%%ﬁgs dgtteéaef%ﬁonmg

I epress bmaigng:n\dhwcdwbmm@new@kbysa gvénseretosat givam dootentiengthe step
I%ar%tnsgne content itembound to the User Right. In one
enbodi Hetit, the nethod further conprises the step of

co nh&oh!ﬂglwlgtlaﬁm ess, thdgiven ginanitdaie isilinkede] ang aopear,tit gien device is

by. iven user, to a,give ntent item. the ste .

o B floy TioneS T e it E RGP el A5 P he eiven user
c and/endthértlusers ivi the gikatddvive tathd canterg éem,if fo¢ gi ven

device is |linked to, belongs to the sane Authorized

DAREPh, and al | owi ng access for the given user and/ or

ot Bﬁéckufgaf the \Siven téiffer@ ity@Ns BiEiet €Ca fiRr bddehgf@th Etsamt AMthorized
if_so, and/or - checking if theﬁgl ven, content itemis

| Dorsp asghe giygnpsepapg ﬁléﬁ‘wgg pEFeISHRY the geFhYR Fhfe?dven device and/or

DRt} Bevaces ke @b it8AF so.and al | owi ng access for the
gi ven user via theﬁglven devi ce and/ or ot her devices
1

to the contrmneemgpgimentsihe methoddertherprsprisesthe stepef controlling
nmpthed vf 'Afg‘i\l%ﬁ Heﬁ@é%ﬁgscﬁy%rattgbeoysat fﬁpenq{sexcfbrht% hl doR@nt item being bound
access, 8|ven device bei'ng operafed by a given
udethe A@calzgql ewmaiggnd baning ¢ Briisedoptgnbidentidier, gompasing:
Au t:ﬁé?: P@qgthm.aﬂl @g@gj Lﬁﬂ‘f tﬂ% hUHiéaqf‘on%%Eo%(ﬂ;lﬁlscs both a ﬁrst user
i dent | rising |ng if th mal n
Liidemtifiér, cchleprxsg«ﬂ hmli)z\e@b @@nea‘llnst conpridingEan IMIﬁelaqffther gt/en device,
u e
%ﬁ(ﬁ a s&%mi h!e% ?dregtlf?e? nf?{keé ?odtPla glﬁ/gl %gégﬁﬁeyge’v%legéebﬂgﬁg‘l% if the user
s éocmkio ml%glwncﬁmtca fs teund ta th emhletmuthcbr'ee@ Doemninee titearsér bound to the
r checking if the user bound to the given
gﬁ%ét 1{3%1 glg(yund to the sanme Authorized Domain as the
u s elowing ackesOottivegicamntoatent itdneby thagiven daiideapemyd by empaser
0 é(he gi ven content item by the given device operated
S/ user and/or - checking if the Domain User List
of chdvkinduf the Dorath MDerhisnof thé Aﬁlthbh&dd}nmteém tthat theohtsnt item is bound
bound tq, conprise ser, identjfier of .the given .
05 PomhBies By PR DR gt dik GPVbHE BPitg W R i gser is bound o

the same Authorized Domain as the content item, and

- allowing access to the given content item by any device including the given device operated
by the given user.

In one embodiment, the step of controlling access of a given content item
further comprises:
- checking that the User Right for the given content item specifies that the given user has the
right to access the given content item and only allowing access to the given content item in

the affirmative.



10

15

20

25

30

the sane Authorized Domain as the content item and -
al l owi ng access to the given content item by any

waleasoessincl udi ng the given device operated byPCTEB2005/050910

gi ven user. In one enbodi nent, the step of controlling
access of a given content i tem fUrther conprises: -

checking t P{:}toné nt nggﬁl conf¥ht ﬁé?@s%h Bled ﬁ{ﬂttﬁﬁta content right is

itemspeC| les t at t € gl ven user erl
abamdgo tivh cgitgririteapamdda e Userdhighin ehdghatyheadohtyni m@t aﬁeelssn content

) o e
ofeh g8 LA RR pRel Fptliineivtd Mttt Pt a
cont ent r| dghon¢ enbmlimeht; 0 each content itemand to a

Us réjRi Qﬁ% t.-he cont L é
Coﬁt[e no n} g n%rcglrsf% C)is 1m grg?ril % as or%’rt< ude 8’1& g&l&#l&éjtserﬁ Certificate,
tbmﬁi/@i ven content |tem In one enbodl ment - the

Hg [%8}98%{3(" L}Si\(@ﬁs ]drfl@lglpgpte(gefac)rdncquda ? i %‘(}? wner Certificate,

QMmdSr List (DOC) is inplenented as or included |n a

e SRR E i T BFTEHES SR dnied A bR RIgR et | °

Certificat %dvﬁﬁ*t‘d?dﬁ;@&ﬁ@&ﬁm@ﬂb@ﬂﬂh%f&%&n Qiveritiof alRy REBEY in the claims
i nventi on are de ed in the clains and described in

datddescrigd i detaibin thefollgwingh Ehespaindiments of thersystrd ceyretpand to the

Cohb&RRORS of Be 0B HAVRIY SinffadiiiRade®lonad a6l rdasis.
t he same advant ages for the sane reasons. Further, the

i nventi on dius@ers tieaneationals relsias ie & pormmui aesdeblermgdiym having

h@¥ted hetd R iBGrbRGIsG0 Ll 888 EMECSrI RS leo%ssfﬁ Usitsne e%&ﬁte‘%ﬁe method
m)reﬁg1 ocessing units to execute the net accor di ng

t &ccp ajpélmwsehnmmlp@n The invention aI so rel ates

to an Aut hGIF E@Fﬁ%&e(aﬁ@to £$Rhth91§%d%%1rgﬁ't§rtﬁz{t%gs been

by the net ho e system accor

peesed byrthemtethon or lTsh‘éJs eystanal agohng tasltﬂamssntoﬁvemtien.
invention will be apparent fromand elucidated with
reference to the illustrative enbodi nents shown in the
drawi ngs, in which: Figure 1 schematically illustrate

hybrid d ' .
? AD{ ;IC cor Iege atn%rl)ghep g{p%&g PP %E?n%eélflongQ 'Il %@%%%gﬁ a>1/1d elucidated

I With séferahe ta tﬂ'eytﬂustﬂtldemmlmcrds :memcumthb dmdng&umhdﬁétz ed
Domain ( AD)F 1gaucrg (1) rsglerr%tlca?ly 1Pust1€tree'ﬁ1ygrld «I:lerll\llceere]l}tcll Bet,]réon based Authorized
Domain (AD) according to prior art;
Figure 2a schematically illustrate a hybrid device and person based Authorized
Domain (AD) according to the present invention;
Figure 2b illustrate how each content item is linked to persons via a user right
according to one embodiment of the present invention;
Figure 3a schematically illustrate the coupling between users and devices
according to a first aspect of the present invention;
Figure 3b schematically illustrate the coupling between users and devices
according to a second aspect of the present invention;
Figure 4 schematically illustrate the elements of a Domain Users Certificate
DUC);



Figure 2b illustrate how each content itemis |inked
to persons via a user right according to one

weroddasent of the present invention; Figure 3BCT/IB2005/050910
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schematically illustrate the cougal i ng between users

and devices according to a first®aspect of the present

i nvention BYE L3R 4 £ "

coupl i ng bgf%\een use?%gélln‘gég%w C%)Xrtfa cgtr% ﬁﬁ%ﬁe% content container,
secorieht aightd€R) ofid @ heer pighteriificatn (ERE) ansordiigyatle embodiment of the

' 8.l he el t f Do
BRRER BRI e A HBRF %8 gure 5 111 ustrates an |

exenpl ary (Hxaur¢ b athenaétalystustretean exanfiplary spsitne ndmprising devices and

cont aj cont ent ht ) and a user right
cBYtT¥i %rg{néga(riﬂ%or%%g?rg?lﬂgﬁg t he enbodi ment of the
present i nViddughoutsShofigures) sdﬁheg’dfeﬁenZanurﬁér@l@ firelidate similar or

schenati cal ustrate an exe ar
COMPPIOTg e SO 1 PRy TGP Hyht Araen e tieply
donmémerdtAh soffRire ugiacl sudhheprédegtWo@SiareSaatiBes] Qick be&Eare modules
nunerals indicate simlar or corresponding features.

iestS- t he features indicated in the draw ngs are
typlcally i npl enented in software, and as such
represent software entities, such as software nodul es
or objects. Figure 1 schematically illustrate a hybrid
devi ce and mpgis P Qc&ﬂﬁﬁ%ﬂ?ﬁﬁﬁﬁﬂe%@@bm B&Vi&k da@Bbrson based Authorized
according to prior art brid device and
pPegein (HdH eeconding b price @rtd%whuarhybrsd davigel 294 persombased authorized
EHS ARG ?s”dl&g& {In B éaﬁ Eﬂe&%oﬁ ah@ise%ﬂ Hfdfbed %Eé’zﬁlf (Attorney

(attorney et P 0926 e sanme appli cant
Sherskat RENLE3Y20HYChe mcb appheni S(lcmmrewn anthotized daiain (H0) where a
d
| ggﬂége?%f V’lce?%I BéhD?fbe f Nl; @é'\ﬂgﬁe}'ﬁé[ﬁ% ceciuM ﬂo%r %gé@@fh ?%g number of

. content it@hk CWEY, €3N..i, sfll\éxiwfhbreﬂ‘b ipequbbto@e targen dran 1) argrachugnber of
NPersons/ugers E[Pgog$,/ ;’Igfl(l éf,wl}eﬁe N1 1i qt?’al tqD &}%r er, tﬁ)ant ﬂgs Rgn(? to the AD.
PPEas:momhﬁ M 6t aIM/oﬂ\Nl may ohittally Nzatrmyleltlmetlataﬂ hey0 iosomat states. The

)

p ?Véceﬁ Spersgﬂs a%%%‘fngfﬁ]tg 1tet{x%§§ ent l?t eé to % Iaa1{1 éﬁ)%ﬁga a domain
d kiemtifier (OAin VDY (80 ldﬁl’l’ad d@nﬂediﬁf&nsf(ce,rCX, O3mali, CN>Dyre connected to the

101) T t N
COTHRCL b Pt nEtip 655 s gt URCD gt el v referebly
I bighdontehtdRa is assocm\:é‘aGNﬂ") orlel@ér ri%hﬁ&ﬂﬂﬁﬁcaﬂd‘@é@fyﬂfgﬁﬂﬁﬁﬂiﬁh}fs a given

one content itemis associated with o user
c BFTEqTy (O affemnatinely |a@‘feﬁ§r%ﬂi’|°? ﬁerﬁ@aﬁpéf%a PRIRARS B@wgéwhe gpmain

al fioey) matd M@émlcﬂa tgltNeeﬁ)eéilfi@ Bcﬁhtéift itBaN SN rmatietiQkevldl or all content
persons. bound to the domain (100)) have in relation. to

t H@m%ﬁ‘é]&‘f fampaie G0Nk anewss qrakodimens phiagrppean patentapplication serial
Ohurdhdr 06 PIRLENY (attorney docket PHNL030926), the content items (C1, C2, C3, ..., CNy)

are connected to the Domain Identifier (101) via one or more Domain Rights (DRC) (not

shown), e.g. implemented as a certificate.

For more information on an authorized domain architecture and
implementation options, the reader is referred to international patent application WO
03/047204 (attorney docket PHNL010880) by the same applicant or international patent
application WO 03/098931 (attorney docket PHNL020455) also by the same applicant. The

latter application more specifically describes an implementation in which content and devices



itens in the domain (100)). In another enbodi nent of
Eur opean patent application serial nunber 03102281.7

W@ a6060933¢y docket PHNLO30926), the content it ePGI/{B2005/050910
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C2, C3, ..., CN2) are connected to the Domain
Identifier (101) via one or nor e?Domai n Ri ghts (DRC)

(

B coR A ASRASIRR 0 RS S o e
alRp OOﬁmOéif&{lamm@ndmhtu R}H‘é.LOZlﬁ@)rwahﬁesamegpplmaetrdeemhbbmn

( Hlﬁ;%elo@%]gét V&t%hﬁﬁkl‘_ 8?18 §%L8§i‘édbt8 %elh g sgsgl{r%% a%g) ?re grouPed into a domain.

i nternati on&mhthqnazted nieviegsplre raferably MONO 8/ GO &9)3(1![10) by a certificate.

( or.ne dock t PHNL020455) .al.so by.the sane . .
g%('ew&sg thOﬁLﬁe eLsep Pseéspaﬁ? p%egelr?bj}(l alﬁ%P%ung 6%@1'6 Cglop&/wa certificates.

desttehtiesnsaine, iimyblispaeiduddr Iembodhﬁleﬁm b&mdeenp&sdn BNEleans of a user right

deVI es a [‘gl%(gf Lfﬁ%ﬁlgﬂ:rlgggﬁq%? cg{q qﬂz}é’ggeb}s g?en#@%'érpsponding content right
I @@tﬁéﬂ@éfé&sly(o@htaafs neyypiaekdic RyNbO0RLA6IE} tHaeohisr, SA0M be

plicant describes an inplenentation in which content
i ?Pé@aiﬂ iB@reater getel ameoniption Wildiewr e- grstipieht sertlisatg (URC) is
%Bﬁiaﬂy lifkHdNeEH SR&HRMT €S baf uRf Afovealiyd Ran iR doi@nt items.

00) by a certificate. Likew se authorized
p8p %ﬁ@plagfe%twé data sireqtere bR GOrEeN Soainerd cergaingyeconfynt item), a URC,

(AR0) CRiafe GR%Wniahk CRbI8Red ﬁ?r%%a%‘tdeﬂah & onfAl&ion 'writhtfhglﬁe 5.

particul ar enbodi nent, bound to a person by neans of a

user ri ght Remain rerdfcaies aRmpferathy issusd®y adotiain authority. Alternatively,
I [

X éﬁlﬁ?‘?@%ﬁcegm d%ﬁqfaglrlg%ﬂ ggmgft c a%%%?éaﬂ%‘éél gér%ap :E%I%%Eates.

at pre contains a cryp
key for acdedsd spgeifihexananie grown laglgmd 1, et ogmghfeitene@,m, s CN
g ' k -
0L RLFEANEL PR LRI . Wbl B AR 2 - o
cdlmrémtedmm@ng pbmdm(s)cRBI P,iNxaI Yo} be li nked with nultiple

content ite Ven corﬁerﬁ ar reRb }IlgAl}/ el‘;i:c%w dsto %’Igct)uye%ﬁ%; single URC

a content CORUAlRer (Contalis & con ite
a@mﬂimc@Rvmraeco&hoﬂmglﬂ)ﬁd&kqméw ansemgle: pergime Hiseverad ebes heetdsia copy of

g@ggg&é iﬁﬁ())rgent étgﬁl égwgéjd dn tglbsrefg}%ng ﬁg [ érIF{;In oantc(ee %oraegu% user and treated
Ahstcﬁffﬁx&ht aodteyit iteasyplhichhake ei\gh&eﬁanﬂgdnkbndﬁﬂi@leﬂ Alternatlvely and just as

?i%gb g,%g%}ge%lpcgg l;z’l%ﬁf::g?e czo@cﬂg %86 ; hEl@Fel %?srgtg.:% |fq|s g 8& can be linked
C@mﬁﬁlﬁblelm a, &, ..., CNis coupl ed (via URC(S))

to person PI c |l e son P2, and where
ONH2 - Sé’%ﬂ:tl’@r buﬁ’g‘g ﬁi@ﬁﬁla &é{‘f&aﬁ%% 083 pipM age “then

b8 cr:@ta)ti@ﬁﬁmguwnuth%r@édaio@da@btmopnI y allowed to be
coupled to a single URC (indirectly via a content

right) and kthedvindige. se-<ironping 39 copling) of dgwgesy Bgrsqps apdscontent is

n&%@%yach@%%f QL rtitiBResS B%er taﬁﬂsmélﬁ OWVicts VQHiGtd & ﬁoﬂia‘fh Devices
nbodi nent be pr esent once or each user and treated

als.lsfdif?%} amomainteagss Certifipgie onRpmain R List JAYS), and a User Right
n@é}ﬁ%@ﬂ@ Bf U§érrﬁ?%lﬁ rLlst?éRES Q%tuké’c? hYth@ ngl\x}ﬁ? ref"é?en]ce 1& onlg made to

applicable, a gfven content Itemco
mﬂ't@ﬁcgﬂt@, é;i‘é]pgging is tade an@Rsteithigesuth sikietires may e.g. be implemented as

lists or the like instead.

The DDC lists the device(s), which are part of the domain (100), e.g. by

comprising for each device a unique identifier. The DUC lists the user(s), which are part of

the domain, e.g. by comprising a unique identifier or a (e.g. public) cryptographic key or a



to multiple URCs. Persons PI, P2, ..., PN and Domain
devices DI, D2, ..., DMare then grouped into formng

W b@saosihor i zed donai n (100). The bindi ng, i .ePCT/IB2005/050910
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groupi ng and coupling, of devices, persons and content
is done by the use of certlflcatQS Preferably, a

%@gh%ré&&%géh t"I*hta [@E ?re ab%)g@ét%lj%oa}{ﬁ gcﬁﬁeﬂlg keth (ﬁ(_) in Flgure 1

mal n ers I cate or

(ﬂbt)@)lre N R& s) ek indilicajbr witiel tighits &)atu@erd‘rhawg URRI ig lhnke@ tg): has (and/or
b5 LI, T8 O BLA 80558 .

t fiadn suntdnt gem dioked EShmHRCeAQemﬁe’eimﬂl EiR€ndoapled s 4 gistrsuser e.g.

V\{Hstst e%g]a lrclgn grgl t?‘:fc’n tﬁ% 1?] (éougg ggD&‘ giv%taicﬁsérga%a W%BVI@S) r%? gxg?rh\bser has in

flferatlaﬁ&heﬁhvmqﬂecbcdntmqiﬂ@n |A}Il&mﬁat1fve1§; only'l anQH(U RQ Btused dpecifying the

are 0
R T Y 35y e B egH SO Ehb b oS o dymmer and what
B%géﬁdtﬁ@;uwlhhlg(e}ﬁe&r aées?lbaﬁdve) Eer eof for each user. The
rerera exl s Qr eacC co |tem SO In .
Fi gu Pe 1t @Fi)%? énci\EUGFéE‘% )‘SS%‘H%F‘? FE Y B2 f gpmain
t RentHRR (DOhAAL m)hqeo MI%&faﬁledi 1ﬁ%qdcetr@ﬁca&@s (and/or does

not have) wi thin the domain (100), and optionally a

cross donailh tl(%mmoam lﬁﬁﬁgeflﬁ%d@}'w% fras- &PV%D%b‘ﬁ%ﬁp apgegi certain

| higde@e cbRrehth®. g%enﬁbtl Fit Hﬂtb“ﬁ@%b@ve@@r RSk A0 (8Shd e Eertificates)
gi ven user e. |ists each content itemthat is

cibefpheeertan pln@,e qficpatant is epupladdo apRacific rgrﬂog (¢-treergpy Bh) that isa
ﬁ@rﬁb&a&\fﬂﬁ afn%ld%Haﬁln(lbéa & %ﬁhp@&ﬂ@h&%&@ ﬁﬁ e'gt amione by checking

ternati e Y, S Nng 1S use speC|
t that am(ghltqse)fléqmt@wewh@ speeificideice (&g déviesoPd)ampart efhq BPC, that an

SHE SR 1 PAUEAE T O AR o

aEEG(andtIéIdC wmmlmdh soink &onfajn Idetifsr ¢f.g. D dBmimilll = 4 or Domain_ID =
D 1

c er)?é ya cl:lg t(e é %%atteﬁranhorglils 1)0’[ g’kpr%nﬁ ! ﬁ%at ﬂlquﬁé fi x the sgemﬁc person

A specific
((e ggURd.H\) lspnelfBS)hatvantspedlﬁn mmﬂms 'ehecght 1a|ancq3$ the eemiﬁn piece of

C(ﬁ)]e] eE {f é éfi iflis \Ylﬁ'lsl’lll vgﬁcli gy s Fl{)cli] Plslé 5?% e ? s éltve P%t%een used more than
Clﬁfet: atrn:spete§: eﬁ\l&f‘nam@éiy,ethé DiomamdDphgydintteadofdeegiafraglom number be a
rson that is a nmenber of the sane
P (b dite BEeSine egbupPeciBfce. Thi s my . g by
d one ]?y c 2 @ eRer, tHahDafas (Héﬁils@,dl@)ltdgd €Hat Wﬁér?cfonwflt fs ABported into the
S ecific device ev e, | art .o \
Ainp (AN AGHPT Y8 udineon kP ¢ efsr%fg SRR b@& GG CA system,

(1@15910’[ BrERRIRt o Wlﬁclﬁ’ﬁér&orﬁfle tdienPhks tobb attriR@dd) I GiBer Weds, at the
and DUC conprl ses the sane Domain_ ldentifier

DB%‘?IW qf gmpork the sysisraiesdy qﬁdmogalbg,@gngl;gm w(h@mét mgst link the content
aggnerated random y); not shown), and that the URC for

the specific person (e.g. URC) specifies that the

speci fic p&LEdH> mgmkeanﬁheéfﬁ@tw domadeyndapeis auitaglenDomain

PR RS are typically defined by a maximum number of devices, a limited number of

sessions, etc., which are either technically difficult to implement or easy to implement but
then do not provide the desired characteristics of a domain boundary. An example of the last
is e.g. letting all persons to a household be in the domain wherever they are using any device

they possess. Such a domain boundary is not useful. Additionally, setting a limit for the
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content (e.g. if it is within the validity period of
his |icense or have not been used nore than three

WO Roves93set c.). Alternatively, the Domain | D nmepCT/m0e#$0910

of being a random nunber be a reference to a data

object e.g. a domain certificatél However, this AD has

the dis t. n [ S t '

B AR AP IS R ol MR S U s o
anogscale with medmtnbmewf;usﬁﬁemiag]weodthZSQ/ Pomain (1A1D)j s not

di I I
alt tr ?ICEJU%/ eg FrA ure 24 %ghmwalgg{lﬁgt?att ﬁ{;ﬁ@% 8?3‘ Perrr%on bfised Authorized

t[btﬁnealy EEAEI)'Bm&ﬂﬁg tadhb pm@nainvémfoﬁr Stmtundm a0 Authbrdred iDomain (AD)
GPrEReT e R DoOArJErS | ekeaBiie BaHaAR o the following
liaseudas i 1&&1@ra@t}fom¢dc®wcys &tﬁﬁd: 0&8aih Yirdctiay ltﬂmmnamrm;ﬁnﬁer

of devi ces er of sessions, etc.
dPemain i) Utoé)z ﬁwncFagtrrsf lo‘;e?’ch%EfFPOWd‘“?‘FF}ﬂOéW@H’FS 8% m%raépwﬂcaﬂx

te@cH deiedB MhkdAub a#pel@ﬁn fRuraat % "eﬁM{y 86 pbishsAE Sk, rrﬁ‘(ﬁe than one person
characteristics o domai n boundary. An exanpl e
thagovasshipover apingledevigeythat lllaswnéﬁh@ quer the a@ﬂ@éﬁ&w%én the

| o i %nﬂi)@meﬂt \émrcﬁ\/i%é idIRYd 881§ 148 blHQle %Qﬁéoﬂj %’e&:ﬁy 1B @Wnership of
possess. Such domai n boundary is not usef

Abridaviiemiaeasyly rgfbpwﬁnfglt@fnatwmys egch ﬁeYlh@mahh@hnl@ﬂ tiagiedlan one
qﬁ ssgssions in the donmain gives the disadvantage

thatthis approach does not scale with the nunber of

user s usi n$howe ismntAusharized Domain (ALPAD)0) whicrpuaramibgr of persons/users

tic | r i .
LI it oD furclg P (A AR08 Setped n
mommwtuon withStiguwe 1 Birther, Antiber of edntBatriging (CAID)Z C3 --» CNp) is linked
r n t he h I N Flgure wi th
g%hé*p #Igshs aglagenfd Ima‘for?g 10% vﬁlm:lgurﬁ ow ng. Instead of
l'i nki ng authhﬂmsp@mmmmpkshmﬁmimhgdeam dontdhtrieat Ci, G29..., CNis

t he d entifier (DomainJOD) (10 .as in Fiqure.
‘oo TP ST e SRR kel ety if ypaPion Wt Figure 2
sppasbn Pa) Ty, iseaaledi®\petsen iPS, dniditkgd- CQ: dte pitriboted amony person(s)
h; g@&;rally be persons??, i.e. nore than one person

as ership over a single device) that has ownership

over the pafctér@iaas tHdgydseit.indentibn)@ n&hﬁbﬂbf&ﬁtﬂ@ﬂieﬂ&l@hces (D1 D2,
each device.is Ilnke onl erson

tihv - onkh &P hgre i isqqua d%m %&ger g Aé}S?byunl tPIt'éec‘tsérdm@ﬁ‘e Authorized

AbdrediRADY €l (K)?1 VARFthE BMURE rStsARat lai of leér%am&rsﬂl the bound
one person. own i s an Authorized mai n ‘%\P
wisdice Brefrinbbe @uta?mﬁé e YRS At Reuad (pthe upers (an therquuﬂ)e &100) ) by

bdqymcé OwRedOFRidhtd )'flét%f‘ oﬁlaomme.k@ca(rmi&bne @fﬁbodlment a
5 ained in connection w gure 1. Further,

existf forensh deicq @g ﬁ@scy(l@d in ggnnegggon with Figmg 3)1) qleg'mmg which user
r_(b%@fjs) Qs Ser &Sthe Qi%en??f&h&' anbtﬁ'eﬁpgm LG4 £Y etaéh person (as

ure’l. Int specific exanp own in Figure 2a,
cbmr@m:l i p@mﬁ@lon with Figure 3b) @ﬂn;ng which devices W1th1n the domam that user

has ownership over. In yet another alternative embodiment, device may indicate to whom it
belongs, e.g. by providing a DOC, list or other suitable structure.
In the specific example shown in Figure 2a, device D1 and D2 are coupled to
user P1, D3 is coupled to user P2, and D4 — DM are distributed among users(s) P3 —PN;.
As mentioned, the user right (URC1, ..., URCN) is a single connection,

binding, coupling etc. between one user and a content right (which is required to decrypt a



coupl ed (preferably via URC(s) as explained in greater
detail in connection with Figure 2b) to person Pl,

W@hHOs/0934coupl ed to person P2, and CN+2 - CN2 BCEIB2005/050910
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di stri buted anong person(s) P3 - PN . According to the
present invention, a nunber of ddt hori zed devi ces (o,
L ' tl‘iéé‘
s B oty TR WS b ERR e L08R, Rl vk
(@U@ys vvhere the bi nding reflects that a given user
shh prof t b
aut éde%"e(\;?ceéegﬁ) Qég{gunggt %Qrt% r?fl%rg{é eﬁ‘?‘%tgd t]Ftere eb many

tdrpelo@d;)ﬂir mﬁh)tp)e with auridend ley pOneratenCatld)iahd c:atlte a@f[)@&)rq: in the system;
o] Pl Ml RIS PSS B 57 R i
WURC) I%uwcetéiﬁhgde(fdmt zrs@xptbine& inus@anedion witheRigiye has

. t ati
OB e B A Pl e S ¥ S B sEhiS bRinbiep gy other
Fﬂu@hﬂlepﬁﬁ)&kndﬁﬁﬂeﬁhm addtsChcalRit @8Gypikd/plofectedpcal@Bitdi. The system

ser _has ownershi t anot her
a'F etlﬁlﬁtnt the SeRtsd ‘i‘tr‘?@’i‘FF‘% el |°&%Lﬁﬁ‘ty?§? PRI conienfH{dsPy qven unique
SigEnenfedpy)RY coMteit] Chnicht Aghishould Bd ordy trish@red to compliant
suitable structure. .In the specific exanple shown in

Fieyise%e Aogoredregiie gulpyis tg satopss t éowrﬂgétf 3y Re<wly tpansferred to

Q%Iﬂpﬁameﬂk@éithtapary ase"raté’@by ﬁ’tﬁﬁor%d usdeMi & Refithd hleRUh8Hzed to have
anmong user s( E%U?@ menti oned, the user right
(a9F&sh to the spec Yeni gg}g bg mwgn%ofctbﬁhéﬁ rlglﬁs) Epent ﬁlghts might also
C%ré@ﬂg&fleﬁ* wi IeesR-QMR leS&ram%ﬁdanaopﬁgﬂ RNt H&i/egfglt content rights
(which IS required to decrypt apiece of content
Thest b¢ sipred iecurely shige they comdaipdhiecoatent ddcwtlplm keyur syst em
t ol | ,
@ty é@kéﬁlff@z{tg ént CIE ' er‘rlgfwéalﬁ % nF(J)? o a%)I R tg??e Zb% certificate, list,
(daltﬁem@ctareeor rhajikoissicd by thef @ntegienopider thmttahtharlm iagpesork eyuse a
t ar

C%{'tal(f‘i %Qﬁt?lpt \%ﬂt t(&ﬁ? b‘réll%gz%l ?l&) zg %eaépyaéq@ 0?‘ n%rg drlftﬂgjrs] réisgil%r&n n
I prmlc@té bermiywdactel iy tl’(e()systemsh‘cferab@hta usaTright ci:etmﬁctate(allﬁ@))mprlse rules
V\S:el%hr%lg-t%% 0 gleweg;hlt rfeaerﬁ tor ol%tnh?x?o alnnr?lgrtket c];'1 {é%%escrlgmg the
eallgwedFacg:asrseo 5) certeiarbatemdtear. y pt ogr aphi c key( s) or other

tabl otecti ccess, a.certain

PO BT LB et DM obice Ry Gy o, Q) eBrfrsogs present display,

flh@ﬁfybéte d doritérR itsNAaditibadlly co@bepliart) ¢hice cﬁtﬁﬁlsmef&ﬁd@/ identify a

un| ontent tifle gr even unique spec
RmERS of Aper et tem oot fer i O wObEs DRI a mobile

t;fh@ﬂ& fa®idn@dri & QerzoBlcl) and c&%\ﬂ &eiSficatds (@ Q‘ro‘irﬁﬂt@ &@arfdak® or from other
%é{to enf orce that content ghts ma
t

ire9 &t prevedhat ipgiseainpl %ﬂte 48e ¢ thogteabré%hat@as qgytent right

el obRthetSRE tHel snfirt-ddfeWBert RatasdtoRedaitingAd LRl thére), or be
have access to the s?fe;mfl c _content rjght by means o

tabined yseayrels ansiorred chipm anethen coripdiant dgiice an 3 aetyyark.
Sttﬁél%ij:rstoﬁ @lﬁ‘lt fp‘:‘j PW t hPNBeAQQE}I@ menf?ﬁedf@rsoﬁ%%m&ma& preferably by a

optical disk wever, ‘content 5]
personalized 1dent1ﬁcat10n device (e.g. a smartcard, mobile phone, a mobile phone containing

a smartcard or other types of devices that uniquely identifies a user) that he/she is wearing,
carrying or has access to. A mobile phone comprising a smart card or another device having
storage means is preferred since it allows users to carry rights with them (for accessing

content on off-line devices). The identification device may itself be protected by a biometric
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nmust be stored securely since they contain the content
decryption key. - user right certificate (URC,

WQROEI0935mOt shown; see e.g. Figure 2b): a certP(fT/ﬁﬁb%/050910

list, data structure or the like issued by the content

provi der that authorizes a persdd to use a certain

o - :

et Rt b UL AL Gl BFIRELERS inot e the

titkentigiygtomndeviee A esm Ioday alsa b@scmntlﬁecghimg:wbﬂlc k¢yctatlewhvlgs Or Zero-
to viewers 18 years or

ggngg/!edg%ﬁro%cgl% ogg {ngf? tjhgxleg c.) describing the

al | oned ac @msa Hote mame |ptaat1ce mrmem antyetva aceesd@MUsechy means of a

(D, D2,. D3, .... -.a.device that i.s ,

d)ﬁ%x’rogp@’tmg & é‘8¥‘8°‘,- ’begg&%lﬁq“’/m%‘fegg}vgﬁs’su% akraf gewcgf Bsed %Ya system are

Qlﬂﬁipﬁﬁl{t a?tl ep%tjhé\d d%\ncte@n?hi eard that @mahbawm adlieMlt@ €erfafiNoperation

al so, prefera i dent i a user

RS 10 Gt el bt B 07 ELPrpECtgY oGl rigafacg) an tha

SoWRieksh i th deRicB ot ﬁn;wmﬁe(puahd;l DBt dofpHats iana@infen), i.c.

and collect certificates E%{fromthe smartcard, or
feoBpigntideyicy dlenidicsgion, ﬁ%&eWp% of Haticasyrmdgeepatiaq of devices, will be

alshupido be 1&1%5065@531 8¢ kv t@&ﬁ‘ﬁcfﬁ%g) AL nol Bé SonSiABYe® Rirther here.

right could be obtained fromthe smart-card where it
was st or edByibeving thggonteptofesis qompled jo pesions - Kiadilked the ownership

(cTeEMERNY ezeIsfl§l ReBikd. %Q&dnﬁcfn‘élm/ a}{‘i@fer%r t& QJ]%ln sBPh sﬂﬁ‘(ﬁ% AD, since

on a network: - user/person (P, Ni)

Ayusslitting ghe peesons thiearpropriaie pentesit @p@*@ IS aéSOcsphtp sle¢eethab¢ryent items are

q}ﬁk@d{&j{ EP%;@I ized identification device (e.g. a

smart cdard, nobile phone, a nobile phone containing a

smartcard blerebyhame or yppespasondevnic oegotechdey icem(vipeepeyson), and at least
se J r 0

hoglg Qérg{::ﬂet gts%mtagké aA[ge)rrTsIg%P?\Jg 1&&%@2&%& B! CfOH‘lg.gl pg%xfaiéiy%th the use of

aertgicather al@e\altmzﬁy Iwabhith@ustotﬁ tistger ulherr‘smtalﬂe pruefuegsrcenhprising the

Zslglrgléggs:c}:ﬂa C %IP%I’H%J g’se Isg)%f%el%%rﬁétxsd %&é: F\)IgSﬁl.ElgthI‘%Hé (ﬁomaln to comprlse
|zrém"1:tersfon£ amd/Mededavtnes aralyfori zt:medoﬁatebeltepmmwmg edndyoiats. E.g. when

ﬁg i %ﬁl {)rlg%i?%ﬁl rﬁ%{ @n&%%g Fgr(rcgngﬂrlzs{grlttitglglé O]":a ?%g Heevices bound to the

|dd>&mtn,éuccat| on device. A user may al so be identified

usi ng public key technal o or zer ed t ocol .

or B0 chbi ot R gt Py ke GBS brigetea Bie B cimain as
apERnt Bam bgm@wc&%e?wﬁaae@é ltlilifsged?ﬁ(c sonensusifg ayuwiseice.

(0] atl g a evl ce n thnhe 0 t ext assu

fﬁfﬁlﬂq&% Y- e fBadds peing pdewd WI@“(YSH%?‘% %ﬁ)@loaalag to the same
"dodtd 45'th S€0H&HE em DBIng a&@@sréa nu_&yaakc@s dx@\ép&:ﬁicvuoh{enﬂsih@rtﬁat specific
to certain operation rules fg‘a not illegally

slsviserttuebat d Se’i?r’inaé(rﬁcﬁﬁ?bl?b@tsé%"é C%’feglr ftegn op ﬁtaémess@éfievwe

and that OWRRLHRE EniRhcd MEWIES fhrsonR@t niom&ts@men accessing content
(public). Device conpliance managenent, i.e. conpliant

cvé o0 48 Waidmzecnrity of tmwontre@tnéwlhmmta@lyngaf d ev i ces, and
t .
revoca o n\I;‘Mglfﬂtleg %l”ﬁg %%M of negpcoﬂﬁﬁyﬁ%?s Efé ng\gﬁ)s : sgbel? lé%ﬁ‘?omatlcally

(using kno and w
fagsigride nbwhyeimpBytechennitengytotthe pereot tervthoim therdevieeuysk @ thr iroport belongs

Rg,rsﬁl%g ﬁle(&%VQ:ES M‘li tfle Mﬁ%%)izetdhﬁor%@ﬁ %Aﬁph&v are coupled to persons. So now, it

is not necessary to obtain and handle additional information relating to who imported content

must be linked to. In a preferred embodiment, it is possible to override or sidestep this

automatic assignment and still use additional information to assign the content to another



of content is easily reflected. Additionally, it is
easier to admnister a split of the AD, since by

waEpiosHeismy t he persons the appropriate cont ent PCT/EBRBOFE0910
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also split, since the content itens are linked to
persons. Hereby, one or nore perléons, one or nore

Vih@ ABth L y
d@ey%ﬁgﬁglé} t'ggA) gfi%étfﬂz)we@rt Dgeltnﬁgé?éfl?] ! erﬁ %‘él%ll rglve'h%@/lce may be
plirdkkeé teapbiplaipeison h @ ‘pmanyf pereort dni 0@9108310@!‘ secondary persons may be
a t ] e
SERRE WL e WL AR tBlarle 0 iRpah BhietichARu P ..
f ON,)tihédoredw the isec PESE2, |, Ay thHatisplesigndtddeprinaary péreon of the given
donai 0 i.Se Zero. er sons and/ or zero devices
a‘%’d}"s ?Dggl?% "¢0 nl\(li r]iltse‘ﬁuél 889 ng some points. E g.
when i ni ti alddiyiorlly, disingpl¢ el efticiantwdytoflimylementigi ddain boundaries

éig%é)ﬁbiﬁ%n t%l{et{étthq ci?nilrﬂp U\%@Egsagg}z ngsuﬁ l%a ggetr%géh&s now both devices
vaidicbhtest aascAapled 68 ustds)! I offeer, sxathde el Dorddin {AB) size limitation is
cont gﬁ{? iitem bei. n .accessed nay, access th? specific

CBRYIBFHL WheT by Y AADVIE SIS fnpBK PO Tber AT Wby ntdor  graximun
USiinfi@r 8f AQNESLE atphatinhh@SmBRRR o @5dibse Furdier, RAInANGINME phifon the
the sane domain as the content item bei ng accessed may.
deREBEMEbe dpy cgs pn@nthersty pgkingdhe toipbeymbeg of devices in the
Aot depbhtiechBth@hbmd&&IrisdfRy access the specific
content itemon that specific device. This gives
enhanced f [téxalisi tio hauridesstopd ghap insiead ef h?éfmg@nﬁ\h&tmr certificate
Sin ik drRerFiFicHE
CERFRAPRSLSOPLTRE CRRI IR YA SRRELE tlp i B s 0O
ofboregnddio thedpliowing pther arrangements pus $ish Ibe useg. As an alternative, both
0 he

SRR L Lo B U AT b TRRLA SRR L
slistedesrtifivetesienmrietng devidee amml‘rs@varzleldts&artd‘lcnte( AD)prisong users and/or

n it is not necessary to
a{)?"é}?n%ﬂgllﬁggﬁé\o%gpag d]gé‘flfugﬁaa ‘%ﬁnf ormation relating to
who i nport Exguredbtlélnuran&m beehcomtk@dtetois lihkedao persémaivicemiuser right

CRRGH Db ol BB R b RO So sy e oner

i nf or mat i ofhd @neess utgms {Ok 00Bent Cho) @8 Obrl’tECtEfoosmenusers (P1, P2,

'th| eAutho ma| .. L.n the enbo
er-e PO g2 de0! DR CIaElig SR Y R Bl one contrt
pieshs 3 Iaisocﬁted Pith ﬂﬁkmserﬂ%‘hgﬁﬁﬁtlﬁd’iﬁa @Bﬁf}gﬂig whicke rlg}F]ts a given person (or
econ ersons .nma e nat e ere the .
AR RREPEP B AUV 267 OB Pa0r bOHHLG Htcdiomain) Bhye in
(elatiod¥d, the specifiéDbuitentStedOdE al&@ndtﬁ@lyuéiﬁéra( &1 all BAtent: items-in the
(I:(gl{?% t hat is designated primary person of the given

, D2, . . ., DM used during inport.

Ad di ti onal {rthe o @athph oRédical ENCING¥% cBiinected to user right URC,
npl enenti ng domai n_boundaries is enabl ed, since the

do erBﬁ Noemedivelys whish sleare eenpreeted todlserspelr someqt - Nykisgeppected to
%E&%iﬁ?ﬂl‘l{@%ﬂ%ﬂn@&@& fsePBE w%‘ﬂls‘ leﬁ%ttc IIQ+2‘3 €r & N2 ib Bonnected to
an Aut hori zed Donmi R size limtation Is
user rlghts URC N+2, ..., URC N2, which are dlstrxbuted among users P4, ..., PN1.
The user right (URC1, ... URCN,) is preferably a certificate, list, data
structure or the like issued by the content provider that authorizes a person to use a certain
content right (CR) (belonging to a certain piece of content). User rights (when implemented

as a certificate) can in principle be anywhere in the system. Preferably, a user right certificate



provi ded, where the limtation relates to a maxi mum
nunber of users instead of a maxi nrum nunber of devices
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be put on the maxi mum nunber of devices per user,
t hereby making the total nunber 18f devices in the

d'ﬁg@&ﬂx&qﬁg g%?@% rQ&hE‘t@d W‘gp@ rsQ8 yER§ bSolddit Eﬁl%p@&ln%rﬁ& only, etc.)

sto I nst e having one I1st
céaseritfingaliowed aeppisi t@ramgrtars spsteftiitesn. t he DUC) an d one

l'ist or Cef%u{e'h%%Fﬁ;?rﬁﬁwﬁy filu tgﬁl\é'cg g befvee?Weks aqd devices

above and oW g ot er arr S nay
bescording .to A§rsaaspedt od tireapresee lnb@ttiwndﬁwmmease arrudDus@r@wner Certificates

' fi
F@}t%(gl %Cﬁ: gé@glnﬁ%&i g ?agcea??cﬂgi t%el ll’rg’\yvéeg tlsgm% Beraon/usg gamely

aursef PY. Fsﬁh@rB\DCl isdlfiiided @s duthorczat elswom]hp,rwlslertgpﬂs @&rlinked to

and/ or t| on f m use ust as wel .
e S R R RIS S o AT T i 3 oy an reiale
t WaypataRasPtiag oaneiSkip of dgvitesaricaiddd Gotwhendevice D1 or D2 is used to

(elg%%l(jtlégﬁg%gr%g tl}er}keut&%egg? | nvm@&j b};_lr gseef I’(])%J grg)tﬂgelr t{l%r then it is
Rassibid to autematick dss¥dndhél fifortell @bitent ¢k P1. If the- coﬁima}uld be

(not shown), where preferably aone content itemis
Rseigpsddp é’&Otbﬁrt‘lFFr&rfé pr@f%r@blmpgrﬁrble &y Querridedheaudpragticragsiggnent.

whi ch ri ghiSth eBib%aInd?e SI00C (R1stsabt QLR abvide EXCI@D@C‘(@ this particular
group of persons and/or all persons bound t

aespRadanenh eqreptises & wnigre lantifier (RevisPer DF‘@_@amféh‘t giveredavice and
(@fiqR! 1<t:1§ﬁlﬁétdf\ﬂ?e| Wer GRWET @b) @bt @b Elvel‘r)ﬁé\g&tbe'lén%% ' nc}“he

domai n) . he shown exanpl e, content
are connecifeﬁjprle@rredémbpdlgwnt traeyice ldentlﬁerLﬁR@ given device, .g.

rﬁéﬂe@ Vel '\ﬁp cﬁ‘éﬁbg%l@la{ le&kt 8}! %&lia? Gr Lﬂn%ﬁ{érkﬂ;.’The person/user

cont ent’ connect ed
cidemidict @culllct 2128 lbsen [P2r sefiel memb@rfpemglv@l Pérson, a name, a h@shi\galue of a

V@Jbﬁg E%p&tﬂgadusgloorlﬁ? en rﬁlgatﬂ% %nﬁ&c cf\lf'ﬂ%jler of a perSOn %ﬁﬁerﬂ%ﬁ%%g.

stri
udentified g SOIQEURGIIm;trLc ar ptﬂ@hﬂl)' byst g@rseﬁeétzadb idy:niaﬁcatlon device (e.g. a
C C re. or the like }ssued
bs?ﬁa%‘tlhgerldcrg{)] ile r?tho%r % \}1? lfe p?réll; otmthr a ngls'c’l (éard o gt er t?l%es of devices
uhet tmlquelyn@nnﬁmntser)tthatrhgrshe (s@R)m(rg) ehmylgg nghds @cass to. A mobile

f
oSkt R g BN Fnbtsvios o e Selabe Fifens ggws users o cany
afightdweitiethiem (foln @ccﬁg@ﬁ@tﬁméﬁt eh effai(illeylcwaesblﬂﬁ 5} ném@gked environment, it is

e stricte

certifijc es
et hbR e e Gt BE e SR iy e uieSimseve may isef be
okesreetb@%m b@fnb@mdtt@fi?@s@? Jtneehaaus@g kb ﬁiaﬂar@@ﬁ? 8kr thirBii® legitimate
ure osa ScC ally ustrate t |n
i HnGisaF Beatiati Hev DbVt b i H&Yta§ = eptfiecugingapublic key
ObctnBRg 53Bﬁ&ﬁflkndmy&gétgr@tﬂco@&oa\/\ébrﬁflﬁatﬁ)ﬁ%e%\f' ce Owner
Certificates each linked (as indicated by

the arrowsfhg Oﬁh%lrs%rﬁemﬁ@ﬁw mgagged By psmygrtcard (e.g. acting as a

person/user identification device). In this way, the smartcard acts as an AD management
enabled device. In this case, the person private key is used to sign such certificates.
Alternatively, an AD compliant device with AD management capabilities could manage such
certificates, which however, would require further security measure.

Figure 3b schematically illustrate the coupling between users and devices

according to a second aspect of the present invention. Shown are a single Device Owner



user Pl. Further, DOCl is linked to authorized device
D, while DOC2 is |inked to authorized device D2 (as

w0 pabsogdsed by the arrows). This reflects in a R€r/1B2005/050910
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sinple and reliable way that user Pl has ownership of

devices DI and D2. So when devi¢® DI or D2 is used to

i R g

bg&ﬁfé%a}e% ng@ﬁ 111111{3:5 agrlgglé:‘étggi B§? El'h:za% J‘p%e(srés%glﬂséreﬂ Further, DOC1
ais liokedtto beth Iaytha@@rl gavich®li ampm atéhiortzoqrh tleme P2 (asgmdicamid by the

I . '

Sefrrrs)tr\ng gﬁgg{:ffé& ps dtz ggéjlygsuggle%\f}é 'rre?ilgglg \{a& 1 91%% %ré thlé§ S\Qnérghlf) of devices
a3k aghd® it thlsl embddirsenendhDOCheirts foaeddDUsexEahdD @O in thisglarticular

N TR T -

tilentifiiet efithelesei PersanID Rthanihe lgeven devitd($)itetongs tot he user

Pers.| _ID) . that th ven S to.

brof or rad BB RENDOENE H6etHed BPanEopionygih iEure 3a and 3b
gha'}eﬁb@ed/in%mbﬁlagon Devl ID, is an (un- changeabl e at

| east by users), seri al g&}iD nu er etc.

per son/ usef1gptsdnchematically ifugirge fhe qlgoents qu Qﬂmas“é Mg Certificate

NWUS! TR orRaif V4EH CRALHAR (DUC)BRprigesRaihny 8t Lh‘ﬁqtféfldéi‘ltlﬁers
public key of the user or in general any uniq

| @eist DY Byrs dP24a - p & 988, ormos@@%emfp&y%s aelongaaqtputhq giyeryipmain, i.c.

aQ{}BHEédrdSGrs% the ﬁSEﬁfﬁa hy gi%fn BoRSih AP Bei1ZRH users are authorized
identificati on device : smartcard, nobile phone,

av b is| speqpfirsiry thovivd o fhg rr@rmlﬂ daPamain l&m&erm teDUC) is
Oﬁn}c@ﬁ%‘ tﬁ@ﬁoﬁlgﬁ,tIDLﬁﬂﬂ %@Ll%;' dHRR t'hE:~I h&BRorizel %Sﬁlllmttneﬁtcom rises both
he/she I's wearing, carrying or has access : Db |
plevives andrvpers.singg devieeseare linked do byers n@ddsembed@bo‘@ee haw Fongection
s%ggpgaegg Al lows users to carry rights with them
ccessi ng content on off-line devices). In a
net wor ked énvuﬁmimmrdmgto itige present iggenitior ORaDUh etc.) could e.g. be
3@1@56&115%%% lb? el gﬁpwg {h%l‘l at}o camg'~l cat;:rhlgddltgo 1}'/ foln ugelf&noption is to
quit b @otnamaﬂb 0a el ﬁaldsuﬁ suslu)a t:dsmﬁcaacnmmianmlhg thetID@@ and/or the
t | egiti mate owner cannot use the identification
evice. A user may also be identified using public key
technol o gnygureﬁatlms-tﬂam:svdne@lgraplampm@ﬂ) ﬂat@ ktra@cture of a content container,
her eof

et ey (R U A el eogesit (7RG o d g Lierthediment of the

| pesaht ihveRfidd shdwalel Fip@ire 24.1ShbWwh & aé@tent drRitameR (501@ Wilich contains

acts an AD a t enabl ed devi ase,

tl}ﬁ%teﬁ%Cf %&C%tfinv ng%?%’ﬂ pAll) @81&8 drogy @%ﬁrw‘é ﬁmv‘ ¢ content

(‘déhfaln%f fieth@omplit@aRahteneid¥ntifRn (@&t qmmhlqaafor @lféVpa&ebular content
th AD nmanagenent capahilities coul d manage suc

i rbeddedea, e apEen’ ey In this ey, th% Bt ldfeavflﬁépont D) is used

St@ Godhet 1\75% @%h’té@c itefrl SRHRE d'o?klﬂalﬁ CJ‘@ Biskaalihy e\}e:k‘)L é’(ﬁﬁéﬂ@&ﬁl’tamer
t he coupl1 ng bet ween users and devi ces accordi ng

s@&@ﬁ@gacs@eévecgfc @ﬁ@lrpf%%mtcmmg@ml&a Shown are a
singl e Devigg SW& %o'ﬁ%etﬁ ﬁ@ft g@ )1{ 1@#@% cbfiffnt identifier

i ndi cated by t arr ows tot ser
RGenthHp), and@chntpry ehérpiiden kay (b’—‘@tnrﬁrm KhoThezcedtedteldcrdtﬁeDls used to

aégfzbltns?l aﬁHﬁJiS’ fﬂe%ﬁ&y&@d ich?terQ%tegna(?n 5 ch{t&q%'é&gaim/r) hﬁ?the content

encryption key is for, i.e. the content that the key is needed to de-crypt and thereby enable

access to. In this particular embodiment, the encryption key is a symmetrical key, i.e. the



arrows). This reflects in a very sinple and reliable
way that user Pl has ownership of devices DI and D2.
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DOC in this parti cuI ar enbodi ment conprises a uni que
i dentifier (DevI ID, Dev2_ID) fbf each device and a

uﬁ.l‘ﬂ%%g isqgé?lt % §> be%%t:}aggt&é.a%% e Eﬁteh}alupgly, ﬁs&%ge schemes may

gl ven Yevice ternati
obrarsed bed both in connection with Figure 3a and 3b may

o6 used | o FREPLASHO o EeoSRIB Cegbble 2 o, e

(IURD)comim:{es Doora¢m iddatfia (Cent ID) wad éor(liDkiny acspegific smgenaitem (and

f .uni que .i i Pers | DI Pers | D2 ]
coRlen B PG ERGe RIS ElRESnarshaPHa T Henifer
QﬂPESnIDZ}QIﬁmlrmcales @hich@egn ﬂwtsbe)diiri]a‘l ecldltens ﬁ{j tuhdtd. ITBe person/user
e |Ven Onal t he Ste users
ORGP Sl o o o 10 ST BAL hiinber 1% kel iscton pamg fpgash value of a

Dokt Reyl dD.thefisEI0dTah Berlde by Gﬁath fdemefiee of Pbskor. s | | nked
to the Domain ID and thereby defines _the author]

domai n t hatUrtghphs RS CB’a’cpﬁ‘S‘?fé{ﬁh@é%‘taa(ﬁ@hﬁé%\t)sthatﬁeﬁ%eeWhat the given

de¥i @& RleAiRd bl Meattrd SMSwed dllﬁﬁ Gl AP 8p&Riffh content item
in connection with Figures 3a and 3b. Certifi ca{)

deewrigediy thegoptsat qopiEheoMpRERg the sapgioent H)CThese @gl)ts data may e.g.

Cs‘i%la‘&ﬂr aygmghlPse(e NREEERA 1S dieR¥rsWBlykark %P%e@%k)%érﬁﬁ&rk&rbnly, etc.),
certlflcate gdltlona ly, one useful opfionis to put

sorRcvagrationpopy righth gl vakidity pajod, ait usedomorg theasy thiep tiogs etc. Further, the
i ml.e
: IE 1ts L%‘({Rgﬂtg ]j'a @ o%%’n R’Vh‘éﬂh’ﬁl l%é'lg rERMBWER todo in relail:gon with the

ust S an exenpl ary partla ata structure o
cwatiBatontenhitem (werich may ba thersame jog AiffefeBRban the rightsgdithe person

ri Lfipate (URC) according to the enbodi nent of
tlﬁgﬂﬁirﬁgggb%rg‘rlmenti on shown in Figure 2a. Shown is a

cont ent cofi¢ dlusteate (lﬁ@ie) ofincattent oort@nersa pcprmme cightd CR) and a user

%?%1 P ca?e%lﬂcg e r h{: ggesenqk%tvaen n cons%er tlale ?qlrowmg example

Iher Turther conprises
mﬁnﬁtmﬁhg aad&s to 4 gieen ‘(cfﬁmnt itb)bylargivinearsérorn 4 gleerpdnvidec uI ar

content | t t contai.n
S ey iR cRar iR (LOR PRARE ef8F bHAE fem b g user wans
| t@@&teé’s zﬁld@he\/pﬁﬂsoﬁ adehefidr (Pesm)fof tﬁé%lfhmrmélfare 6btgmed))The person

ry.content. contai.ner on
SASHR By E P Rgi SR g B Ghrona Bed Wedif Gttt fevice (e o
alalB& Jg:4 .?EH;T dat(ﬂ hiobi(if%)oné %&bl@@ﬁﬁbhb soiiginiag @Qﬁiaﬁ&}'(rd, a biometric sensor,
| entl | er an a content encr t 1 on e .
(Eonrt mmﬁleshewaﬁﬁ@ coprRteidpntifiss may ﬁgepe P%glagfgan ihs%asw of a file

afkiRDAhk Sflectioh bflzkﬁleofrbﬂfi@ 1286 0P HREoRRA @tairlch,&F0. ( i n a
content contalner) t hat the content encryptlon

IS
for, i.e. Khechedsstdrie eprientitsa gadyhg uenbelengdorhy (same) Authorized
®Glﬁ£i1‘:{.@he€lﬂﬂ’g WHERE Y s& W s to a domain is done by checking if the person

identifier (Pers_ID) is comprised in a Domain Users Certificate (DUC) (shown in Figures 2a

and 4). If so, then it has been verified that the user is part of the domain and is allowed to
access content also being a part of the same domain.

Then it is checked whether the given content item also belongs to the same
domain, by checking if the content identifier of the content item is bound to a person bound
to the same domain, i.e. by checking whether there exist a URC bound to the domain that

comprises the same content identifier. If so, then the content item belongs to the same
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access to. In this particular enbodi nent, the
encryption key is a symmetrical key, i.e. thesane key

WO 2000023344 0 bot h encrypt and decrypt data. PCT/IB2005/050910

Al ternatively, other secure schenes may be used.
Furt her shown is a user right ( )/User Ri ght

%g {nfa%ng ﬂ{e%(s%ggmqu) A use réﬁd/UFfﬁe‘&Qﬁ@é {13 80 6% verifieq)

Ier for Tinking a specif
dlom¢fersthas the mglitdn dcasssrit- &ntthet, gietrjghis dakn Robisddity qféhetlli&c may also
The 0 i .
(SE)GCI[’Jgj Rcr:a%rll(istﬁdaa{égé@ ff € 5o ? enzen[&ﬁ{ec %g Ir?igﬁts hgﬁ B! SE%Ff%'irléles, rights,
comtitiors forsthdpansoa 1diemt1ﬁa'chmthd?e$oﬂfb asdor nubbeights, esndgmnk th general.
rsan

mber _f
TR 6 eny SisshS BTt bk 8o p Ok Raley B Bt the ser
geRrer dh Paﬁyﬂ]ﬂ‘i iadditori lehe Rtdlfibiee fint geneprios oopy fghtd. ﬂleeffect it is

ied Aot e B A R Pyreiato Bkt Bofifiged

&bdn@h\ﬁﬁ@xmﬁl&sd& divenngéradrdail omihfadchs fop@e pfves uepRiaahd given device
| tem contajined in the .content contai ner Cor‘r'prl Si ng

taﬁé/oé%m?d@&]ﬁ?“ﬁ%e contrpidien H$Rt s data may e.g. specify

play ri ghtgsyaBy,dhe dseSkl obicgid aE&séﬂo&H@éoﬁteﬁ&té‘rﬁ%&ﬁg @kpecific device.
ol der, European_ market only, etc one- generati on

dbfbg Ui GHt0b parkokiBg QALY OTyag el SHFD SR DREAASa (@ pocause it s
tfﬂétﬁieact:ésﬁﬁé th%tCGHterE}J Eﬂeﬁ@trhasttb Be bhBREPwhALS thPatific Batide that the

may al so define what al users are allowed to do in
rugérds WHTE ipiactess the cabi iterrn ds pyheEthe sanedaniaii pethe pefferty dem in order

Ittg gllo%@#ﬁg o gér 6€5Jc£s% rtl%@o;xfeﬁ‘tai@eﬁl deing R ot @(gr it b8 rB?Bé&'Ehbhshed that

Pers ustrate he use o
diorie) @ntt of b samadimaimasbne@mientriieghi.c (thﬂ,ievmdlsed t@g e@‘cess has to be an

aluglgh%e%q{ewcg Wi h sgﬁg)dgl%]%?lggsdthg Sorftht Et%;ﬁg Scl@éyssed Thls is done by

I ONn consi W n exa ustra
abtdsse the Pers giD\,(ﬁ“mhecIdRC dhrat the @mtdny item giay bwnqlste;rl eothe aontent owner

yien devi The ntent J dent i fi
g)lf Vhée r?orcl:tgmtl&m be.n%g eg%ed is {1 téagﬁ%éc'l}. Hv?ggn %n(sc’l(%? gﬁeéilg@éwmg coggﬁt owner is
tri@npsrcontant it withie the(dderzsn hiid) nap thet dnﬁtyghaxehas ths eightato @ssigns

bt ai T '
3#11?3#@1%& ggeugl?o&g ?rélss%g?bge%ﬁ {m sjtuglos m%é/ In F&ect 1{3 is CE%c%e(P%gether a user,
(tﬁe gvelﬁcoﬂﬁﬁt_ itet BMiakdd topind, a ﬁﬁabltlhat;glpehﬂdBGme % Ik ke belongs to the
on I N mar | O rc se tc. .
OIS 5, PRl 08B Pt b 05 i

Qbégv&ﬁttvﬁetdtihec&ﬂeﬁ&elﬁﬁf@ofl I e nams the sel ecti on of
afile, (eader of .th gt cont aj ner

e eheck e e epiinDer s LihCh i S1HB UG bHEF Bitg to access

ttRe ddneent BABRIneAUHR @bﬂaih@di d@oﬁammﬁm@w nD) vsheédwerdeermme the user
user bel ongs donmain i s done by che

Kk th
e dhsrflevige g?lP‘ngéﬁ’ Thpsd# doneryy ﬁi%te%%% Fakch HOC 45 éshewpr&? Figure 2a, 3a
L&%@ BB) %fp?lbés'tl‘f@&e@m@ Qé@lﬁe(rsﬁﬂ%trl'eﬂng HRUEES dgRifRAGe) ID) enclosed

so, then it been verified that the user Is part
cﬂ‘lerﬁlne‘ ed@\*ﬁa‘ieﬁﬁﬂah’ésm deyi¢eoqwaer: o access content al so

bei ng a paffienGf hak oS RBOWREEr the content owner and the device owner are
part of the same domain. This is done by checking whether the DUC comprising the domain
identifier (Domain_ID) contains the user identifier (Pers_ID) of both the content owner and
the device owner. If this is the case, then the user (and all other users) may use the specific

device to access the specific content (and all other content of that domain).



Then it is checked whether the given content item al so
bel ongs to the sanme domain, by checking if the content

w0 desvdIsier of the content itemis bound to a PET/ER05/050910
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bound to the sane domain, i.e % checki ng whet her

there exist a URC bound to the dbmai n that conprises

the sane ¢

it em bel onggés? mrff‘éhsge%g ‘glfr\g gﬁtm% gcc%% t? %l%%&g{g?ﬁ &P rﬁrleelﬂgr and the

t devicenug aliseativalydeaiont inendtber oelet than theone Q@drlbraimldb@ also in
veri as the right to access it.

F%ar%l ei gqgatsﬁwto Srtah]g gXt%]jat a (Rghts Dat) of the URC nmay

also speC|ﬁ&kﬂﬂhﬂ&tﬂ1ﬂﬁéﬁﬂﬂmness to the content item

e B Bt AL i i 2 o

r’dhl Décs thatBB dévicetRtongNtogAd eHeathser fHat the xaitgit ®clohgs 1©asipdit of the same
eC|f¥m%hat t hat every user in the domai n has play
¢ f@%he user linked via Pers_ID in addition

hat"ﬁerﬁﬁﬁ@ bbtgin¥€cdntenbidetERE sk QR BOAY tHelcBhte . righf (@&t (ﬂ‘@ﬁe specific
it is checked if the given content itemis_|inke a

u@@?enbléqnbheg%@%@%eq i @rcteaf?e)%mﬁber ryigemRina ke PaD)s épsbe used to

t NRryPt B Bnd#PREd corRlt idnh. VRS, AECRERn DhtaldRe c&h%mg%ﬁe Encrypted
via the given device and/or other devices to t

cesvteshitent isepoilgcated using thgicpytent identificsr wi || obtain

access to Fhgne %tk%? bn fht BSRCUR Rt ROIOPE GielditS dQ&y tGf cohfent item
the user is not par the donmain or n o valid user

| Whiglis now agbssiblacs. (er. rgndebegawemgtonuag optidad diskgediting, etc.
SRGFREL08, L0, R0} By JBOSR, LoD gl SARSKR ot sncin
ait tetbs detvlrﬁe felom"@ntWhe@mOnlyehp apnterdfitemmsedsambe d@mmedaﬁowever

tﬁ gr;btec:llaltrgéysﬁrgs igro‘lfj to ﬁro@éclt ?1‘@’ E)It&gntql%glr dLIrgl %g&‘élsso that it is

item sin f can n
emitabdmbﬁtedle&lhahe Ltmerqt@)edpamtenof t he sarre domai n as the
content it

h
content |4 S ohs s M RIRFRRE LSRRI G oo

canioeitructuen) bei ng accessed Thi s |s done by obtai ning
the Pers_ I f t he., URC that the content .t

s_boun
to, i.e. Ewellﬁ? SRRRHISUSSE Héas (?8?’{][ e[rlllﬁe? ?seﬁ@%u}ggto%e same
ad‘(ﬁl@ﬁtﬁ&hd: Sonttat Renibeifglacctisé@ tiendhdraist Jib&nér@iohédlyinﬁ @eed for checking

ent. owner i S nea content o e n tnpe .

GO v iohe SHAMBAET PR e mERGTP g hercge, he validated user
alagy gHa8ss ketipbific SonfeRt iBdn Bl QN SevitB4SLikeWRB AT & spekiflcievice has been
studlg , tc In effect, i.it i s checked mhether a ¥ser
t Yrsitig eSelf? Qiginedn the spragdonain jas theFoptgnt itgmybeing, acepsseq. then'all users

gmx}eabc@geme%godlﬁc donfekebnt Bin dgqia@ 5@ 8ific Aebib@ariPiBre is no need to verify

Aut hori zed mai n (AD), al  owi ng access for the
gih¢8seruser and/ or ot her users via the given device to

the contentrydt@m LifhasQ@d ﬂ&lﬁ'?htgl?@r St ﬁl%ré weRtidn@Ecessing content
(Dev_I D) of the given device being used to access the

ciarinei? ls|o§tam§d ahAeepcurittief tist %qnﬁﬁ@alsm@u meéntaigiaat i fi er
(Dev_I D) ig %dscflé?nagﬁﬁlg ghgﬁa’te Qﬁe%ﬂﬁ)ﬁar& ?Aﬁs'iené] b@%?s\{ﬂgc&wces and

bel ongs to. determning

(Ixhwm fqrmmglag antborzgd damaia mALIEb$h<U0mp mms&@sk €308) thetsingleles

( i nllclﬁﬁgr)n @é@?eeglgh{ub%\él Red ﬂ:%s gﬁeﬁl ai h%ﬁaeilbfd' Bhvices in the example is a
television set (504), a digital video system (510), a music set (509) and a portable device
(507) that is in wireless communication with the network (508) via a wireless access point

(506). Further schematically shown is a user/person (505).



therein, i.e. this determ nes the device owner. Then
it has to be checked whet her the content owner and the

waelewsogsawner are part of the sanme domai n. Thi BCT/BB22d@s0910
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b y checki ng whet her the DUC corajri sing the domain
identifier (Domain_ID) contains2the user identifier

(Pers_I D) fonQ Q)Ecjgnp:l%g sé‘eﬂﬁhg rbtn ARG ze@%mtaih (a9®vﬂa$ ®he user (505)

owner. |If then the user (an

diched tousieraéqmmatp thpsteleﬂwnsqge@loﬂ) thedligifat mdt:@(ﬁdeh dlgsmudieset (509)
speci f i n I

Oafl)-l% 4. nu5n%elr 0P 0 (gn%%}h 1tér§£] g}og%)hsovgrb Q%lfa‘)cl%gngialg%%dxg to Xl gﬁre 2a v
qepdoadifisets). e m t he user and the devi ce may

alternativ n _anot her

Goser i ped it egta fueReARRID B gclfs stgweaggwef?ategl G the portable
Cdxivicai 3078 Me iy . beAbdated the sdﬂ&ﬁplﬁﬁ&lﬁ theateviceedt hlaither pldoe (e.g. ina
current u%gr and the user tﬁt the content jte

ahatel goay pYAGLe pljaig Aeess tO( & CONtEN gL AcCqriing tq ng 1nvegt10n it has

a6 bt cleeclal tRat @it ﬁe@soﬂ l(lﬁ)5§ B@lohgﬁb thd)@inetddehaGON Vs the content owner
belongs to is anme domain as the content

of
_SIRGs e RoFfable B%Her(é%v) @S?ﬁré(ﬁt Tliua BRY bF dene Byuniqusyy 1@8ntlfymg the user
| og %’élﬁg b BRar ORY RAller! & GNE tR&DrtaBle debiRe §Sﬂﬁ 'v&Hx&x a8 &M ransfer the

i tem bei ng accessed in order to obtain

cPsepildtnrthppatorkd Y08 nkhe camtent delgand Yegorsnigisst ipgssumed to be on the
YR HEGc C(%‘Q Rotheri €M mEYbE BEfsmiliEmERN TR LG 9 hak E}?eEked as

conprising theé ‘encrypted content itemis also |ocated
udsiserthed ecopnstiemith Hisnnel 5.-iAdker veligasipn of the meerkibign the cerfent item may

%ﬁéggedrl ght (CR) is used to decrypt the content item
| I'S now accessible, e.g. for rendering, copying

on an opti Tnanotersssemphdist sasyariebe Aufiotisediaemsia (J00) hasthe television

s%p{]SﬁE)btél g%ﬂblr@é/egft% ﬁﬁ P fmgfc Jo @b@%ﬁ%}#é&@ﬂaﬁ@ LORL ?5'@)5) bound to

sen access,
Mmadblynomtd eynulrﬂber aﬁmnem 1t¢mzemohﬂewg) (adl Hoend acanslmgtb§@gure 2a via

eci al . measure Lot .

RSP Ehsershd b8 e S o RS SPori R e ol AlGfieciomain 100
nsthe p(gsmajobcea iled)ghbbeakfrlemd] eisitingr lntthis et nitcewstr alihiwants to access
pracess is rat 5 by the arrows
F Airomndm s P GdriBue o ructures. T this
way, if a Bgpeqiséite oblﬁmracbésato tha soltettritexetctdrding tashe invention, it
bel o t he sanme i tem bein .

o Sk el e PR o b iahle dsea (U Sl o B Saime Somain

Cdl@@)lﬁls 1@ owhnert JTelie doh%nﬁdir\ﬂd?tﬁe BersbB(50S) digs abtso bel ongs
to the sane donmmin ated u

r,. the vali [ y
access thel¥p@gaYy Pr éw&aﬁélﬁ?k% éfﬁlil%rﬁargleé]ﬂ‘cﬂ éﬁ?ﬂb gg’o“nd to the

LdakR\Wb8in ab fhe @oﬁ@tﬂ(iﬂefn' 4 ddeyivee ih@mnégrn MﬁrﬂlédrS@ Afer validation of
bel ongi %to the sane domain a s _the content it

bF ARy %Gciheshe gontem dAMANaY Rrsascesserhly We e @nﬂh?epogﬁﬁéleldﬁwee (507).
ﬁgmnggfj It gﬁ\'}g&r"flhlﬂﬁ Y3l feBRRE kish £p1dQMibeBveRR PareBBERs Sl not be
constructed as limiting the claim. The word "comprising” does not exclude the presence of
elements or steps other than those listed in a claim. The word "a" or "an" preceding an
element does not exclude the presence of a plurality of such elements.
The invention can be implemented by means of hardware comprising several
distinct elements, and by means of a suitably programmed computer. In the device claim

enumerating several means, several of these means can be embodied by one and the same

item of hardware. The mere fact that certain measures are recited in mutually different



the user. Therefore, enhanced flexibility for one or
nore users when accessing content in an AD is obtained
wokioseosecurity of the content is still maintaP@i/IBR005/050910
Figure 6 schenatically |IIustrate an exenplary system
conpr|3|ng devi ces and persons £&rning an authori zed
cfén& é‘l\a}H)s do%rh%m&céter{ﬁa{t%gﬁb @9@% of tHQste n%aaﬂgs <,§annot be used to
co ni cati on between a nunber o evi ces e.
haslyesttge d. Devices in the exanple is a teIeV|S|on set
(504), a digital video system (510), a nusic set (509)
and a portable device (507) that is in wreless
comuni cation with the network (508) via a wirel ess
access point (506). Further schematically shown is a
user/ person (505).In one exenplary scenario, an
Aut hori zed Domain (100) has the user (505) bound to it
in addition to the television set (504), the digital
vi deo (510), the nusic set (509) and a nunber of
content itenms (not shown) (all bound according to
Figure 2a via persons/users). In this scenario, the
user wants to access a given content itemon the
portabl e device (507). He may be | ocated the sane
pl ace as the devices or at another place (e.g. in a
hotel room). For a user to obtain access to the
content item according to the invention, it has to be
checked that the person (505) belongs to the sane
domai n (100) as the content owner since the portable
devi ce (507) does not. This nmay be done by uni quely
identifying the user e.g. using a smart card reader,
e.g. in the portable device (507), which then may
transfer the User IDto the network (508). The content
right and the content itemis assuned to be on the
portabl e device (507) (otherwise it may be transmtted
there). The user is then checked as described in
connection with Figure 5 . After validation of the
user, then the content item may be accessed. In
anot her exenpl ary scenari o, an Authorized Donmai n (100)
has the tel evision set (504), the digital video (510),
the nusic set (509) and the portable device (507)
bound to it in addition to a nunber of content itens
(not shown) (all bound according to Figure 2a via
persons/users). The user (505) is in this scenario not
bound to the Authorized Domain (100) as he e.g. may be
a neighbor or friend visiting. In this scenario, the
user also wants to access a given content itemon the
portabl e device (507). For a user to obtain access to
the content itemaccording to the invention, it has to
be checked that the owner of the portable device (507)
bel ongs to the sanme donain
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(100) as the owner of the content since the person
(505) does not. This nmay be done by checking if the

w@orosatdse+ devi ce (507) is bound to the same doP&l/IB2ae5/050910

the content item as described in connection with
Figure 5. After validation of t¥e device, then the
(@ﬂgﬁ%% item may be accessed by the user on the
port e device (507). In the clains, any reference
si gns pl aced between parentheses shall not be
constructed as limting the claim The word
"conprising" does not exclude the presence of elenents
or steps other than those listed in a claim The word
"a" or "an" preceding an el ement does not exclude the
Aresence of nRiRUWF ddnetMtingfanERorRe& IR Maf: (A (h-ﬁ)ethe method comprising
i nvention can be inplenented by neans of hardware
é@ﬁ%ﬂﬁ§ﬁng several distinct elenments, and by neans of

a ssidtinhl dﬁmgﬁqgénﬁmﬁ)cﬁﬁm Ybe§ ﬁmqﬁtﬂy ﬁ&ﬁtl%‘é‘ tREAGB#i7Bd Domain
enuneratlng several neans,” several of these neans can
K&0®Bbodi ed by one and the same item of hardware. The

nme

e D e R T oy P lh@fer (omaln ID),and
t- tértdireg am batiionaddvine (Bi PRese Dipiowt bestoaansst (e P&,sedPNc)

SR 850 et s T 0989, SDEDTH Bhusr 1,2

sftNapJﬁlaer auth@eké ttdcngs a cdotesd ifem (@nmf i eichDoﬁnaldnAiutﬁ))rlzed Domain
EF%ﬁuely identifying the Authorized Domain (100), -
inding at | east one user (Pl , P2, ..., PNl) to the
domai n identifier (Donain ID), and - binding at | east
e user

d
o oy CCa bidngpasCoraing gty LiBpAraifd AR e of

d%mt}ﬁ&slcé @bl 02%2,..,.DM) mBMbe doghdaopuhesingd ukgers (P,

i teé‘fh cze&ce (lﬁz)lﬂt hatD N au%}e%r e 9) /5%1‘? %gegggv%ghlser is indicated as

(alary dser farﬂat;buaﬁicu@eaeme (O1,toe, ¢).admm.l, characterized
in that - each device (D, D2, ..., Em@ may be bound

to only a single user, or - each device (D, D2, ...

BV) may beaheupd aé&rcﬁﬁged Ahink!3 @h8ractéhdan HAEthY $RkhddSurther
indicated as a primry user for that particul ar device

(emprigss the step of: DV) . 3. A method according to claim 2,
Qhﬁﬁ&fﬁhg loh2§5beh ae\h&aibit |T!f2 rretmsi ai 1hdcRBE c&r@éﬂ@ Etéﬁ?@l tde ..., CNy)

step of: grven devi ce

into ththcggeq?Bg@mnd%@) @Yﬂné:mthc; lpgip ddenti (Domaln BN by

' giié%ﬁap ?%{ri%gi @efme”at ie%R)ong'lMS&té%ycohiaﬁt HARINC, .. ONY)
to the single user (P1, P2 PN1) that the given device (D1, D2, ..., DM) is bound to or to
the user (P1, P2, ..., PN)) indicated as primary user for the given device (D1, D2, ..., DM),
or

- binding the at least one imported content item (C1, C2, ..., CNy) to another user (P1, P2, ...,

PN)) using additional information, when non-default binding is to be used.

4. A method according to any of claims 1 — 3, characterized in that the method

further comprises
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- automatically binding, by default, the at |east one

inported content item(d, C2, ..., CN) to the single
wais@s/o¢Bi4 P2, .. ., PNi ) that the given deviPET/{B4005/050910
D2, ..., DM is bound to or to the user (P, P2, ...,

PNi) i ndi cated as primary user #dr the given device

owt e%l an Authols Do?r{alrt 8?1,)5] %%ﬁ?gnﬁtgt,ﬁm h%r%%?éhn‘? 'Ela‘?llgn rrelates toa

or content item to anot
zemm(uﬁluumlb@,of.use.rs PNi ) using additional information,
when non-default binding is to be used. 4. A nethod
according to any of clains 1- 3, characterized in that
the net hodAfmsthddeccading to swsef qaims il ¢ 4 ghaactekized or thatebe method

E@@%g&?@egs' ze limtation, where the linmitation

maxi mum nunber of users. 5. A nethod
asngradisergdéntifieatipn dévicd @8 aperdonaliAuthbezedddanidiz @AD) maddgad, and/or
t he nmet hod . fu thgr congrlses u

BB o MGl Bpem o A A mawes e or
(AlRy amBehilg honeal d/pSIrS(()jﬂdﬂi Dlomghomze@[)a@laﬁﬂ mmaga/:rl gnddevi ce as

a uthori ze mal N nana an or u3|n
rﬂ%ﬁl&ag’?% 6%?&3055 digitglassigtant) apg pﬁfé?l?ﬁf Aythegasd Rompaip g&@?ger and/or.
and/or using a PDA (personal digital assistant) as a

personal Authorized Domai n manager and/or. 6, A nethod
decor di ng fanedipd ageordipgitprany of %ﬂlméﬁarﬁaebaéﬁtezrged iththet{hg step of

i R Peaf orBuQdig pait | tREdMRSR ideRlisi D)
PN |n)§étoeat hoé1 éllom(aIf]% |den§P|éNSI |5 er D%JDomalrg Her%ﬁ%]?llnses) comprises:

otbtading erggeneraiingrrePemiinywrsdotd %mﬁrlﬂng the dpwejn identifier
%leainsi%‘)girr]la Ia%ngﬁm'eﬁ]clﬂé}%ﬂﬂs fI'qu Pérp‘ifﬁ' nJ Plzrsaﬂﬁl %tl;(l)r auser (P1, P2,

uni que | fier Per sJ Pers D2,

f.oFP l)almby(daﬁnmg@at the userFisbyundie nwutu@aeﬁ mgaamaw)
the user is bound to the Authorized Domain (100). 7. A
nmet hod according to any of clains 1- 6, characterized
i‘hn that t hé nstleyd agfording dio nlgy eftcldimad t- Goukararerized in( tht,

Qge step of blrl%\{%gt é{t?eaatone g?«rcige e r éﬁ&o at %east ’user% WL tP2 ., PNy)

I ses ai ni ng
(oDﬁ)ﬁ)xsersorrpH Si ng a uni que | dent [ f| er (Per sJDI

Ig"%&)lm%%r ggneraﬁ VéCDN?W]ngr élst((Bg‘)C?SlﬁF)r’rnp& V% bﬁmque 1del’1t1ﬁer

[Pestd DM, Paos IBE,Ch Ekey /OB § fr 2 Uk, (P1,.P2, ..DVN; paidomnm@ itlentifier
@F&ﬁ@?{)%%vh 0 ’t eev Hglglsq”?rﬁa gévrllc% (?)t ggint, P%(e}}e qnﬁmg%o the user

tthatbyt e@inBi et BF ablesst b da¢1cé 18RI boaRE tlBY s @ 1DiP2, .D2PNy),
ast one us

S bbbt SRR ich f L4 Bevi R t st neguser (B1, P2,

(DO Hfcempareh device (DI, D2, . .., DM to be

obtaining or generating a Device Owner List (DOC) for each device (D1, D2, ..., DM) to be

bound, the Device Owner List (DOC) comprising a unique identifier (Pers_ID1, Pers_ID2,
.., Pers_IDN;j) for a user (P1, P2, ..., PN;) and a unique identifier (Dev_ID1, Dev_ID2, ...,

Dev_IDM) for a device (D1, D2, ..., DM) belonging to the user thereby defining that the

device is bound to the user (P1, P2, ..., PNy).

8. A method according to any of claims 1 — 7, characterized in that the step of
binding at least one content item (C1, C2, ..., CNy) to the Authorized Domain (AD)

comprises:



bound, the Device Omer List (DOC) conprising a unique

identifier (PersJD, PersJD2, ..., PersJDNi) for a
wais@s/o¢Bi4 P2, . . ., PN ) and a unique identiPCEIB2005050910
(DevJdDl, DevJD2, . .., DeviDM for a device (D, D2,
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, Dl\/p bel onging to the user ‘lhereby defi ni ng that

t no,t O Ni )
J}‘?‘}&\fg%ie (fifent Berb R 0, ERG)HER s Right TERC1; URCEN.JURCN), where
chiiraet Bighz@RG1n Wt {HRGNR 5 tobnbioisey (Pt PLeasPNoibeund to the

c ent ( ..., CN2) to the Authorized
l%orlze((ikh mélo(irr%%) |ses bi nding a content item (d, C2,

., A sf2) to a User nght (URC, URC2,
), wh res

s ’b oun l’lileéh Oé m% a 8 (clﬂaracferlzeg% ’tljat B})e [%sa@ht (URC1H,
thTRCZ-\Ut I‘UKCEI\ZZQ dorhjerisgs ﬁg}(ts'lﬂé)t)a (R@hts Batyeépresdntrpowiiich rightt exists in

W B U g Bt o e s,

r@]pcgse_mR@Ngz)V\hl ch ri ghts exists in relation to the at
| east one content item (d, C2, . . ., CN2) bound to
the User Right (URC, URC2, ... URCN2) . 10. A nethod

a@eor di ng 4 Gnaikid a@&@dlﬁé tof By Se@fitiRUsteib@ dims, characterized in that
characterized in that the nmethod further conprises the

sthepebpd Esther wprisgs thectes of canjrollingiagesss ¥ gieden ey ifgbeing operated
%ﬁig%&%%oaa @béﬁ%nﬂé&q{em te1,&Wi VQszz Qht 888 cdhided |

he step conpri si % ecki ng whet her a
L@qukmg \M@tl@r‘a@ppr,db@ gisent cqntgmlt@@ (Cl®2, . CNz)@Nhylkngo and a user, the

béefgﬁﬁggfc? 65 l[t:i‘lﬁgd 13, l&é‘fcﬁ{g\s toltAE s %ﬂt}%ﬁ%éd:ﬁoﬂagﬁ l(AD& edd taf?owmg access

e same Authorized Domal
ot teigivgn agse erEorfogrer tdges jiaesgiveredevimdy the cgnth@trlteugé Gl
41 he given device to the content itemif so, and/or
checking if the given content item(d , C2,
CNRJkingsif the @n@d corgerd itap €1 b@lz,cmg CN;) is dunkeh[ﬁogaxw belongmg to the same
o ltéte%r%ze% Ig)mtah gﬁhg)? \e}s(é Q € éls\’/gl’rl u&era éﬁ%wu\l}gea%cécfé ?orqhea%w?ﬁ\’\%srelgwa the
ofiverdediey biels otter umesmmmemermn ffsso. 11. A nethod
according to any one of clainms 6-9, characterized in
that the nmethod further conprises the step of
cantrol i ng rﬁﬂlﬂtﬁl&aﬁcor&yg & ghyeire delines bl dgrapeized @dhat the

b n user, to a ven nt en Item

BB cHFPBisa G 08 0 HEMA RO RS Tb BRI IGaf g fgeraed by
heegiiénthser, gﬁ@ dfﬂnahﬁfm]gn (lc%f; @2, f.1.,8aINf Geing bb@)d to the Auth?rlzed

(040 Il cneckKl n | t he mal (0]
t%n%mf ??‘E‘é&“@%ﬁﬁ iqug a%ﬁ)fm?g%ﬁﬁ%@ 551{5)1 %‘i‘%‘%g
Lb?n%klﬁgdi@ﬂfellfdnﬁﬁn U&@ !L%L(D[@C) of B UtiEREed DoRalqY( O@Qomprlses both a
Owner Li st (DOC) nprising. an_identifier (Devl

c@@tzlsrwe%*ﬁelt Q?@Sghmeqeﬁmaw i 2 BetceOwaerdrie @9@ comprising an
| idaminef irrk1 (1Beb&w2 @) of the given device, and a second user identifier (Pers_ID),

linked to the given content item (C1, C2, ..., CNy), thereby checking if the user bound to the
given device is bound to the same Authorized Domain (100) as the user bound to the content
item, and

allowing access to the given content item (C1, C2, ..., CN>) by the given device (D1, D2, ...,
DM) operated by any user

and/or

checking if the Domain User List (DUC) of the Authorized Domain (100), that the content



linked to the given content item(d, C2, . . ., C\N2),
t hereby checking if the user bound to the given device

WO 00500584 t 0 t he same Authorized Domain (100) BGT/IB2E05/050910
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user bound to the content item and all owi ng access to
the given content item (d, C2, . ., CN2) by the

gf.ﬁeéf {3 bg§ d 16 eco‘rgns?s%ﬁer identifier @B@rs %E&zt%lg gt\s?%)uﬁg ¥P 1;;I ﬁg,r. .., PN1)

or ¢ ec1<|n e Domai n User
Atheraloyr ¢teekdngdDd ihei givehi1o@) is botnsk to tthessame it udinirized Poingin(dQM ds the
t apri.ses a user identifier (Pers_ID) of the given
ués)delfe%%gﬁ?’aﬁ’(g ..., PNi) thereby checking if the given
uallpwviigackmsitodhe giverhensaniseAUChoC2, 2 edCBYrtyiany (OB} ituding the

t he cont ent and al | owi ng access to the given
C%IH?“ f”cef)%eratf(ggth&ﬁwen USCONT) by any device
i ncl udi ng the given deV|ce operated by the given user.

1ﬁ2ar QC {neetr nglaeaﬁ%f) o 5 %ighg alil)? éfbc?eaps &@n[ﬁ O%}rafq%erggq: inthat the step of

Ofonttolhy SdteB @f b @1ven boentfitem ﬂuaheer@mpﬁséses c h e c k | ng

t hat 't he th
g&“\‘/‘%‘ﬂn%:@ qurt&é%t élé%e‘.lf Pngecﬁa‘thFHe) fgr thsrgwl&‘g @Pnternltem specifies
Pat the givenfilNer (Pl 192s. ., e, ) hb OME riRt t8GE6REStht @aes ¥Rt item (C1, C2,
content item (1 c2, CN2) and only al Qﬁiﬁ

ace &) 3¢ onlyeallgMingriceesmicive giveBotent lte@z(Cl C2 p ip the
tgfgmagtlfvé rmative. 13. A nethod according to any of

clainms 1- 12, characterized in that every content item
is encrypted and that a content right (CR) is bound to

epch contegt ﬂ@dgé‘&g Qo @ 1 thl ote that
) R Bt S0 0 B B g o

conteahien tsemrmnciwndgba socaeant ;Aglttl(GR) kséapuﬂcbto e paent figyn and to a

t n It

o RPUIER gD, L ORCl anf TR HIAELBRARIANGR) S AV content
Ukear sonfyirises & ddGptiorskdyniok dereyriting tlesgiven ¢omtshtiden. i n a

Donain Users Certificate, and/or the Device Owmer List

(DOC) is inplenented as or included in a Device Owmer
Cettifi cat A mahdl seortiing tblamy oﬂ:&lg'hnls 6(—Lf§(;bhar&mﬁd in that. |

%E%ﬁaf&%{%%% QBQE { 1ﬁgaéeme raa I%g gnc%ude%jl HlyaLB allln(_}gsgrs Certificate,
cdmdiom characterized by binding at |east one cont ent
ipt%g E)]e‘gi% Ow%’r{ﬁiﬁt (DOO) isqr\nlzl)lentl&teadt as|o$ fansc{udeé] n a ev1ceg 8wher Certificate,
andlor |
the User Right (URC1, URC2, ..., URCN,) is implemented as or included in a User Right

Certificate.

15. A method according to any previous claim, characterized by binding at least

one content item (C1, C2, ..., CN») to at least one user (P1, P2, ..., PNy).

16. A system for generating an Authorized Domain (AD), the system comprising:
means for obtaining a domain identifier (Domain_ID) uniquely identifying the Authorized
Domain (100),

means for binding at least one user (P1, P2, ..., PN;) to the domain identifier (Domain_ID),

and



16. A system for generating an Authorized Domain (AD),
the system conprising: neans for obtaining a donmain

wo d@sdIsier (Domai n_I D) uniquely identifying tPE€T/1B2005/050910
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Aut hori zed Domai n (100), maans for binding at |east
one user (Pl, P2, . . ., PN ) £® the domai n

' H@Aﬁ& tJr 'bﬁ{du‘%%? féﬁétgmé Rvice %ﬁﬁ%n S P {6 af Qe'a?t%n@hselr Qais 532 ., PN1),

one devi ce east one
(tRérebyRehtaining a numb«m of { de‘{me (E}ij@bt aiDM)’@dat mumbbeqaf pefsons (P1, P2,

dev i’ﬁe)‘ctha{t l?sl HﬁlﬁB%Z?(}{fg tat:?es 91’[ e Cfﬁiggld A‘ﬂtho?%&? BBma Pn(%O)

P27 orlze t0 access a con
i tem of said Authorized Dorral n (100) 17. A system

ordlngto claim r.acter Lntht each
Ahiice (b1 N Borfin GEFERCLKhERTE LBy o
Seaﬁlgﬂﬁndd:f’@ﬂ Dmr eDM’) mw\be &@ufdio, onlB2a single user,DM rmy be
O e B R e By RS Mt
- a pridhry udeB forAh8 psltlemmmeé qbngD?,0. chapm 17,
characterized in that the system further corrpri ses
nmeans for: inporting, on a given device (D, D2,

-18.DM, at Al sﬁﬁ&h aBRRAiBOR e 17, @AArb&brize®n that the systefNuther
into the Authorized Donain (AD) gi ven by the domain

| Ewrisgsineqang fsmai n 1 D) by aut omatical ly binding, by
dﬁtpeaing,ort Cl\gwatdéve@@bl ane i "pent aﬁ(q%a%f)&fe%ﬁﬁtehttl%m (cqﬂ €2, ..., CNy)

S|ngle user

tlh@tthft héthglilxﬁé gl @)(@ien ppthe domain, idqogjfies @OlmﬁtmélD)
OJIJIJ‘HQ&UEQ@’ nd g, ? Id aﬁg ithe-at- le st olFel\fllr)(p d’t&ijé&l?én?gerﬁl%Cl [(;I\%F ., CNp) to

primary user e glven eVICG

othe Bingldivseg (Bl €2,at PXNagdhat t}weglwrpdﬁw<@dDd oRZent DM)etf@qu@ﬂ to or to the
sin
oS5 Plib2ar oy PARARY BB AR uets or B iep cpiod A0, DHEL DD, o

bendisgtie afll@ast dnesiyrpoded @oeot ﬁemg{Cﬂ L3ny, 6No)ctb amnatiger béer(P1, P2, ...,
1 chara f the f.ur C ri ses
BB T B BB SR By S
limtation, where the I|mtat|on reI ates to a rraxi mum

e 96 K558 Dt BNAUERARSEI: 78 af bl var e st
fﬁmhé’rebmpﬁfépmesﬁssfofreans for: using a user

idenlflc a _.per.sonal th rize

G A R e R e L
anmmsmn@knb&wﬂmgérs,zed Domai n manager, and/or using a

nobi | e phone as a personal Authorized Domai n manager,
and/ or using a PDA (personal digital assistant) a s a

PRy sonal  AUtRQEh 266hrdREBIaAyERRERS 16 — 19, characterized in that the system
further comprises means for:
using a user identification device as a personal Authorized Domain (AD) manager, and/or
using a personal mobile device as a personal Authorized Domain manager, and/or
using a mobile phone as a personal Authorized Domain manager, and/or

using a PDA (personal digital assistant) as a personal Authorized Domain manager.

21. A system according to any of claims 16 — 20, characterized in that the means
for binding at least one user (P1, P2, ..., PN;) to the domain identifier (Domain_ID) is
adapted to:
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21. A system according to any of clainms 16 - 20,
characterized in that the neans for binding at |east

wor@sosses (P, P2, .... PNi) to the domain i dePCT/iB2605/050910

(Domain_ID) is adapted to:obtain or generate a Domain
Users List (DUC) conprising the?domain identifier

o%?a'ﬂ?b% @rat? B%oﬁlayﬂl}! %?selélkta@ﬂ)@f %ﬁ%{prégxgrtﬁe] @maull: ﬁfe?taﬁépz

t(D@mblyIDj)eIhd Alumigud ildalttlfteh@emséf)l; }éer:b_@ﬁd 4 Bers HBN;) for a user (P1, P2,

Aut Q t&e?&fggpﬁggthg&ﬁg hser fszbodo‘d ﬁoq‘& {]gb&glnt(%(? or

of ’¢C aracteri ze at the neans
bi ndi ng at | east one device (D, D2 . . ., DM to at
| east one

b
‘gener at B rfﬁé%CSréhr@\ﬁ &y ef gl@ln% d(ézl) Cgarfg&%rlzﬁd Wk "

uhé aeghsifelebdirdyl o8 feadtioae geviidd (DR@2S. .|, [DAVI) to.at 1ea§%&ms leBN(PD P2, ...,
far . a l(ster Pl, P2, . .., PNi) and a unique identifier
( 9 ID2, ..., Dev_IDM for each device (D,

Rbtain or generm Deeice OB HLEQIYOE) tgirisinger elyedadntifien@ers D1,
that the at | east one device is/are aﬁgund to

h
(tors 19 Pers SONRGEyE =  (Fhy Phat - LHG HOAREIEHCBIFRT gD

abey oSt %@' A fof edcRldevib& (D1,-D2, . DMDM) Bedhgih@@sthe 08 thereby
user (PI, ., PNi) is adapted to obtain or

lehiging et ale @talwsé QUECHRNISE IY(arg tbovrmg)thq wer @dehZdeviie:
(CQ'm gh@gthe means f5¥¥indif ReeabRURtevicBeDPaYl CE %@6 atbat one user (P1,

rising a unique identifier (Pers
F@sd,@fl)lsadaptqdéqﬂsJDN i) for a user (PI, P2, ..., PNO

a&‘?an?o gla’t% a (lﬁ%@f(l}: gwn%f Li@qué@B E)e @Eéﬁ‘]cp;glce (b1, Dpe VJIQM’) to be

for a l'onging to thé user
t trang e E@Jﬁ%r@wrg:r Llrsa(DQ)tﬁ)ecoc!em&mg 4 wnigsuidentifisr (Hees_[I3le Pers_ID2,
(PI 3.
cr aFga- Dy o e B2 MDYRRTARE At (R AP, Bb 2, ..
bIDﬂd J (D) &ir aldedst (DdnB2conDdfM) bélormmg 1Glthe B3Ry thereby defiding that the
t he Aut n( s adapted to: bind a
¢ eﬁlcghﬁbou{“g%t%edser@% PﬁQQNZ) to a User Right
(URA ... URCN2), V\,here said User Ri ght (URC,

gﬁc)z bo un dA[Sga%’\llﬂ ggcﬂ[ﬁ? b9 %gg éa | 07 %% 6}%[31‘&?%1’126& in that the means

S8 bﬁmng acledstone@ohtentdleai (M1282, C b ana¥toethe Aathotived IDatain (AD) is
t he Ui Right (URC, URC2, . .. URCN2) conprises
r?dﬁpﬂ? dat a (Rght s Dat) representing which rights

ebih& & Soritdht [t€&h qtl Qn, 1.Q dNJetoad Uhé%&ﬁgthURCQ pURem . URGNE)Cwhere

B (S DRI AL AR ) Al AR S Rouna o

1‘Qum0@ﬁd%hﬁfn€:’(¢@(§rl zed in that the system

24, A system according to claim 23, characterized in that the User Right (URCI,
URC2, ... URCN,) comprises rights data (Rghts Dat) representing which rights exists in
relation to the at least one content item (C1, C2, ..., CN») bound to the User Right (URCI,
URC2, ... URCNy).

25. A system according to any of claims 16 — 24, characterized in that the system
further comprises the means for controlling access, by a given device being operated by a

given user, to a given content item (C1, C2, ..., CNy), where the means is adapted to:



further conprises the neans for controlling access, by
a given device being operated by a given user, to a

w@rwsiozsentent item (A, C2, ..., CN2), where PCEIBRBGVIE0910
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i s adapted to:check whet her a user, the given content
item(O, C2, ..., ON) is linked to, and a user, the

%@:h\éﬁlgwg@tﬂé %sérsthle %R/lé%gorﬁéht dgﬁi (?ﬁgéZt o Eg@ R %erd t{) and a user, the

rized W ng ac
géivemdayise s latkdd tw b@om ito ieeameviugharined omein (A8)) ad atlo;wmg access
t : i ' ' . [ iven .
R RO P oy s A BOREK A LR 0
balddmgi ng to the same Aut hori zed Donain (AD) as the

e L e SR RN ATEN

i Aathotided DomaGADA asymtge\rmatse]o aed Apwigg aﬁyssmethé)§1ven user via the
aracte i zed in, th%. the system
f%y?ﬂ%WWSBWKnggﬁ RESHI L0 s CoRisHt ¥91 1iShy access, by a
gi ven devi ce bei ng operated by a glven user, to a
g' en content item( bei ng bound t
Aut hor %ngﬁte@ap@r ng @Cﬁ)}y 5@t Fllét?ilsr?gl a2 ﬁh%raeeﬂzed in that the

coileNMirthed @akhprideSmedrds@hit colnldbilingasdess, bh a RRvicS b ted b
aggkted to: %eck i f themDona:%QUBe? ?l§$ﬁ? VB mngoPmae va

t %tée%&% By Sie qoBieES ey €00)C2% ompiriYzg Bing feundgo th%ltthorlzed Domain
ug eo) dn%ﬁ.(iﬁ‘:\tlhé b Biqé@hfent 1@ént1ﬁé? 'Z‘@Mtslgj (\lvﬁ‘eré‘ tHaN 08 15%}§§d to:

Li st 5 r|S|n% an identifier
ofheelid thej iy egar dést (IRHE) af ﬂ’éé’dﬁ@r@@i‘;‘poﬁnﬂ@r{ﬂ P@)icemprises both a first
(Ref ﬁeﬂt@er (Iiefsnhﬁdcc;u?pﬁ in%4 ¥ c&ﬁ%@ﬂglsﬂ (Egﬁ&n) Cfgngrlgﬁ% an identifier

) her €b |ng | e user

gGDt?éh_IEe ﬁ‘CQeIIP)sofblmmﬂent®VIq¢earslmcmdtus@rldqréxfleD@¢m_ID), linked to
(1319 gl)vel?éon'téﬂ itdhy f‘él @u nd Cti\? ttﬂ&eﬁ%&ﬁﬁh@ﬁ%%@ﬁ%ﬁ Itcl %%Vglven

accéss to t gl vén coﬁte I'fe
t devicg |1a/lmqn¢ltwh@ sn(eDhythdized .DamaiD\00 pesehated biwyndanyhe content item,
qﬁgr and/or check if the Domain User List (DUC) o f

e Aut horized Domain (100), that the content itemis
badlemwchcteass toabapivesanteat itre (Cil,dent i fC) by Ber sivérjevink (DheD2, ...,

, ..., PNi) thereby checking if the
ng@n“%égéb§m“%%ﬂhd to the sanme Authorized Domain

(&ﬁ@& as the content item and allow access to the

S RS ERl LIS BB Al e U Dbt e

Ziﬁ boﬁd&@g&bﬁaméas @ Qkedi Ildtgnﬁﬁ @8x Df)fo(f ke gﬂienaﬁlell- (PZ 6R2, ..., PN)) thereby
characterized in t e . neans r controllin ess .
ofecking 1t 2R e TS ergpt Auon P ermaip 61 160y @R content item,
tdnat the User Right (URC, URC2, . .. URCN2) for the

gi ven content |ten1speC|f|e o ) )
allow access to the given content item (CI, C2, ..., CN,) by any device including the given

device operated by the given user.

217. A system according to any of claims 25 — 26, characterized in that the means

for controlling access of a given content item is further adapted to:

check that the User Right (URC1, URC?2, ... URCN?) for the given content item specifies

that the given user (P1, P2, ..., PNy) has the right to access the given content item (C1, C2,
.., CN>) and only allow access to the given content item (C1, C2, ..., CN,) in the

affirmative.



thatthe given user (P, P2, ..., PNi) has the right to
access the given content item(d, C2, ..., CN2) and

woiog/0gdskow access to the given content item (EBLT/IB2805/050910
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.., CN) in the affirmative.28. A system according to
any o f clainms 16 - 27, charact &Pized in that every
content itemis encrypted and that a content right
(CR) is bound to each content itemand to a User Ri ght
(BRA, URCA system agrroiing to aaki e fickeams 1 he 2Z orhaxaaterieddgin that every
. Y C .
Eepeer Sl AR s (b ARIRERT Rolnd REgHR bRl tem and 0.2
s¥sar Kight CERE HIURLZ, 0. HRECN), fan dlthet the: @ftent @ght (CR) of a given content

c [ .. in Users List.(DUC) is
R bR B b Ry A IR e R e b
Certificate, and/or the Device Omer List (DOC) is
i opl enmenteqd as,_or included i .Deyi c er, . ..

rtificat ,Syétﬁ’a‘/aéi‘fori?‘ﬂ%%@é‘% Pr%r&?agﬂf X‘t U%éoﬁmﬁﬁéﬁ?ed. in that
URERRnainsUsersl istrBOICY ik iaplemientaucds wel @dhided & A56faii (@i Certificate,
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32. An Authorized Domain (AD) structure comprising

a domain identifier (Domain_ID) uniquely identifying the Authorized Domain (100),

a representation of at least one user (P1, P2, ..., PN;) bound to the domain identifier
(Domain_ID), and

a representation of at least one device (D1, D2, ..., DM) bound to at least one user (P1, P2,
..., PNY),

thereby defining a number of devices (D1, D2, ..., DM) and a number of users (P1,P2, ...,
PN)) that is authorized to access a content item (C1, C2, ..., CN,) of said Authorized Domain
(100).



