FI LE SCANNI NG TOOL. CLAIM OF PRIORITY UNDER 35 U.S.C. 119 [0001] The
present Application for Patent clains priority to Provisional Application
No. 61/164,276 entitled "Electronic D scovery System filed March 27,

2009, and assigned to the assignee hereof and hereby expressly

i ncorporated by reference hEFYEE'SCANNINGODOADI) n general , enbodi ments of
the invention relate to methods, systens and conputer program products for
a file identification tool and, nore particularly, nmanaging the collection

of data fron1peop|e wCLﬁﬂNi@ﬁI%M€@¥5Yﬂ§8DfBﬂ@MG§GDND¥9[0003] El ectronic
di fscovg(f@() CO”?H%I %en?Ag)pfma%oHcfma Fatgntdélc%(r:nos\ém(%’tye T f’r% Sé()en rg\ﬁé}dc 0{1&?55 in

whi ch ronlc ecur Yhe

i nt ent 60f164,036 B@itldd @}Becﬁ%hiim@&)wefy S-ydt@ﬂahielarMQ}@BQUﬂE)OQ@&l(ﬁ&Hﬁlgﬁled & the
securities investigation , a forensics investigation or the |ike.

E- di scavnye saisobaiddyr shvepeisely drarpaiated By &CHBENET BUFlr conputer or it  can
be acconplished in a network environnment. [0004] The nature of digital data
makes it extrenely well-suited for investigation. In particular, digital
data can be el ectronically searchedFitLh ease wher eas paper documents

must b ut|n| ed manual | Furt her nor e |taI is difficult or
mpossf%%é c GhiFstady rindipegy of 1&&%‘{6@&1?% jleiq “’Pﬁ’@gﬁéﬁf%{f’mé aeff ored in a

net wor Kmﬁpwmgﬁm prodfd$ fdlsd m@%&%ﬁeatm%&h%a ﬁ@&-%@arr@cmlma%@hg ﬂ%gr d

drives, and because digital files, even if deleted generally
undel eteltctivmof dase frotrhigeoptd \yltlnlelan&bteeprrmans of destroying digital data is
to physically destroy any and all hard drives where it is stored. [0005]

In the process of electronic d| R&gﬁ (Dgggf of all types can serve as
evidence. This can include text; (ég endar event data, databases,

spreadgiueet s, aU@l&tlBhﬂcQﬁscovaW cidnﬁiﬁéﬁhig\ réfeh €8 to ﬂ@@dﬁbd@ﬁyﬁéﬁm&@ ARt er
pr ogr ans. Electronlc mail (i.e., e- nBI|3 can be an é(Eemall val uabl e

sour ce PEresn gdndeelpiiramiadata srsovghtniopaed. seeurehendssardhed aitbdho et ef ar e
often r dence
Ry e e e R S LT e
field ﬁlhmti;gmfes of thie 1tkey®ndiqmexay daadratragyut bifligd wies particslar tempatbrt drpt e

i ssues, gq have yet to be resolved. For exanple, identifying
dat a F@h‘iﬂﬁﬁ‘féamp ’segtli’§1“§t"‘é9rb|e\}‘éfpl’éi‘"‘%’éovery request, |ocating the

appr Opiu ?t set ghedaba d gtal?ﬁzﬁ&s 1t|ex't1g|§|@fg‘| vlt'élﬁ%ateﬁqgl l%%trg,gf{(%{ﬂglnt he

data o has been | dent | ocat e pose pro
pat‘t;cular digital data can be eiectromcally searched with ease, whereas paper documents

must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment. This is
because the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to
physically destroy any and all hard drives where 1t is stored.

[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an
especially valuable source of evidence in civil or criminal litigation, because people are often
less careful in these exchanges than in hard copy correspondence such as written memos or
postal letters.

[0006] E-discovery is an evolving field that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved. For example, identifying data

required to satisfy a given discovery request, locating the appropriate set of data that has been
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and of thenselves. This is especially evident if the data that is being
identified, |ocated and retrieved cones froman evol ving or disparate
enterprise, such as a corporation that has experienced nergers,

acqui sitions, downsizing and the |like. Mergers and acquisitions nean that
t he t echknbliegynd ndtriestg thetdataorge itdss bbheidemﬂf@dpnidgecaﬂmyall/msy,mailuhe'mst in

ot el el RYSY s et FyF st St Gl Brtis brimed i Opd g © 424 °

somet i pERScWMItRIRs dauSaPEvoMIBR of Ji'i@pmﬁ’f@%gf%h{i%%qalﬁ'cﬁ lad b@&p@%1'éﬁ$hat RQOO7] In
addition to identifying, locating and retrieving digital data, the nost

criti caxperiga@qd lb¢rfpaiﬁyacmlé€it<m®,rﬂ%Vi‘di/@tﬁﬂlériile like. tMerrg@rfe@Elray:auusmn@fncdlat a,

whi ch p it for

o esor IR M tESuPBsd BBl 0R R et W Rnlt PSSP YR sEbEIEH aunt i ng
t ask f erowcher eld'ﬁsﬁbm&y&ﬁmsyéﬁlﬂmd ladtc ane aiMPassR%a Romythdsadiphradd f f er ent

t echnol %gy infrastructures and the |ike. Therefore, a need exists to

i mpr ovEEChRRoLY WRETYSteas Iiohtimelydashio somepmpewihingsas pf whet (st i on

proces instances in which the enterprise systemincl udes
di spar Eﬁg t@%ﬁﬁ%} ogyyciulﬁ rastructures and the like. [0008] As previously

not ed, [@0di scoveiyaddisornppidaaidying, loonisgnint oaakvidp sicgamedaﬁa ahe moki ated]
naterlals 1cgrow des f&r t he abl lity to filter h the data so as to

r educe PHHET SYGTERHONF digeavart iy tisrirgser vsion wh i, ¥hich GOV AR Fequest .
Such seghiahi é&grcc%ofgy RAG @tbhﬂ;fx, itd 218 tuos, e&:%mlé}‘ &Qcéqlﬁ ¢ {51t Go da}]e

range for the reques rov key mnr evant to the case and
li ke. bopnmpseroosng task fm tiafr@melpzfismyatreo'huhagcraompwem hyried ofiégttrend  furt her

add efficiency.to the overall di, very roces 9 ce data has
been rLetb "29%”’ lﬁﬁtégcg?l%ﬁ“cg 11%f“‘n 1319 %F ‘éc?‘ilc%égs E’éﬁ?’é‘l’\‘]é’cf '*he electronic
dat a majenbgcdtRvl RWRhDYethifg) Elﬁﬂbﬁ%ﬁl%ﬁ%l}%éé&%s e8P inBinbt@Néch il Which
securities conm ssion or the |ike. Wil Iarge requests are generally

sui t edﬁfedfrmqijmlﬁerﬁe(stﬂ@\/ln@l\uﬂeﬁ(h@afiﬁﬁmﬁbiﬂolvgw wilagthuatires erat theilikepr esent ed for
revi ew (ﬁﬁ)%i eff| 9\3% SYodsp oq%ir e(}lll?(%v\\/l()}%/, e c?fpsmg& 1% ctoéw?l}%mﬂ}ﬁe({ %{,‘gﬁﬁl the

cost o revi ew'process. ere ovenen in which

dat a i pripfee eidreds, bervide vbetve abiditlosl il @8 kéaadH Bedstadoeangdafe thacr easi ng
efficiency and reducing costs. [0010] Lastly, once the digital data has

been r ¥9luBied dagdp anlydemtyiirats igsvadteheiequsl Susbegarelbinges wpsdired in a
tangi bldgpoi g% 113Rdd §yPierd b gg% sgé‘ahéfﬁéiéiugg,ﬁ'f&%k d&% e%e?ltolvf%l J%Peﬁf Pozgs: The

pr oduce unment's nust oper tirfie ecessary
r edact radessinadhe casafandént liikial Ilimormmehﬂgﬂ the @€d oflschrcbimgung pleathOm need to

c-di scqv enment has be onducted on a case-by-case basis, neaning
al |l gll&’ﬁﬁé ‘gﬁ?ﬁ‘ RY | Cbt\]/%‘aP&?‘éﬁ@dﬁicﬁv?‘ﬁé’r‘é@asﬁ-scovery is based at the case

| eveI [0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entity, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the
manner in which the data is presented for review adds efficiency to the review process and
uitimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs,
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes.
The produced documents must be properly identified and include necessary redactions and
confidentiality markings.
[0011] Up until now, e-discovery management has been conducted on a case-by-case

basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
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2 Such managenent does not allow for finer granularity in the nmanagenent of
a case or for links to exist between different cases for the purpose of

| everagi ng the e-discovery related to one case to another new or
pre-existing case. Therefore, a need exists to inprove the manner in which
cases &veh maregudntdngs npralioar for Subagrantianiytia did mepagnadeworilefdasworaioe nanaged

depend;. on_case requitenents and the |ike. SUMVA [ Q;Zé,Enb iments of
o 1 noBe P Bfap e PRs Pt Minete T Sehi e e CRP St IR suc: <
for el esd eRBtCabHSSE Q¥RIOY paekistint 8.t TabileRire, 4 MHRA RXRIBD hiSipicle BlOGRNRPI C

di scovery that allow for electronic discovery to be efficiently and

cost - eff 8eich gasey aeiprsgedanda o py§cdagihowrtaskingandrperkfew gromesicedener al |y,

one engag;gﬁgﬁ?gL?%gagbﬁégm;&%ﬂhgﬁkg file scanner/craw er tool which is

used to 1l In of conprom sed information related to a
security breach, +the extent of the security breach, and potenti al
enpl oyees with access to the conpSuoMdedRY i nformation. The file scanner

scans onten f structured data fjles and searches at abases,
server @ﬁ%f/st errs?mi)ﬁﬁm?% Qfﬁéﬁwewﬁwﬁl%@ SYFmS; RFPasS §REEIURY T ed dat a.
The fibRords BRRAAEL P AR NRALKDALES! anli 063 HRAS LS rSt bl etk otk files
originatéd fromalong wth additional information contained in the

pot ent fliaboverc et dhsy fosislechomayistavaey & boclicantly codrpesvritseadchaempleltd as,
enpl oyees wh hadlqccess to the databases. The tool can be used for
variou%mBﬁV%§¥g§?ubgﬁgé?alIy as a tool for investigators trying to

det er njgug3how dat@nerBeE 3Ne cSDOVHRT SLGhe it RALHHERROMSIsBARcPARIM @S00ll T the
data included inportant customer information, and the custoners affected,

so t hewstpanseddaidanbiy thy odgist Wempromisedibifprnadion uelpteditmp spqveity bisathas
changed, . eg(pe(?lﬁg% tggggc#?igj&géan% E%?Tﬁgstgl E‘z:ﬁ rf]:i:ng)‘lf(ﬁrg%s:; A laZeels H)Etiut:] ggnl}glfé)gglgetdte rmning

the origin oninastru ata file.

The netdiethaionpihs 6 scapgeisvdndghe ¢ontdnt 8CaARINE] HaolfilesfadrBirch®f or mati on or
content information fromthe _copprom sed inforpation in the structured
dat a ffitebasgspeiyen PrsaEsdidigdyediateorppieradoramylarly siyatagd datag The dibs y

devi Cesénger%élg(g{?g ThRE R 'io%Qti&%Vth& gu-ucﬁﬁlgd ‘&Qtﬁfﬂl&'"lfrﬁg‘?nﬁttéh ﬁﬁ%%‘l‘&fghw%h
conputer-rea e program code of the scanning tool. e nethod further
conpr i sébtiusi hdortdiengpoeesdiimthegewintiel hoaticmsanmnichgagahabalsebeerser ver s,
systenms, or computer for ?rigin E%{UCtUIe%ggﬁt%inl Wi th tge ggge or
si mi | afSBPRHEE A P PERIOFCTEhe Bt A5HEP b Taithases (e odldHp P Eed
i nf or Magriv@RokdbUrRGes tesptdifvad adadiarof inhBstighidss @h?@@d&kﬁﬂng AGR1daB€S using
the processing device for outputting a potential origin location for the
conpr ohtcsay donfpodmiaed,dine responsible parties, if the data included important customer
information, and the customers affected, so the company can notify customers if their account
information has changed.
[0014] One embodiment of the invention is a method of determining the origin
location of compromised information in a structured data file. The method comprises
receiving, in a scanning tool, format information or content information from the
compromised information in the structured data file, using a processing device operatively
coupled to a memory device and a communication device, and configured to execute
computer-readable program code of the scanning tool. The method further comprises using
the processing device for scanning databases, servers, systems, or computers for origin
structured data files with the same or similar format information or content information as the
compromised information in the structured data file. The method also comprises using the
processing device for outputting a potential origin location for the compromised information

in the structured data file based on the location of the origin structured data files scanned.
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in the structured data file based on the location of the origin structured
data files scanned. 3 [0015] In further accord with an enbodi nent of the

i nvention, using the processing device for scanning dat abases, servers,
systens, or conputers for origin structured data files further conprises
i denti fojjRg a he@dﬁﬁmwa@omm@ﬁ c@lt)b&httnﬁt)ttu@tlwtﬁﬁmd%t,ﬁsgthé &mtsg%fil In
anot her enbodi ment of the invention, using the processing device

scanni dgvxdratoab@asleslg @@:mm%5$el“s<ysw$fs1ns,mr couppleteios ofipn stpuictyrad dta tzukcs ur ed
data fi determ nj ng the conten in the scanned
o oi neir P i BFE  Belsb A SRSt st R aB8 M Rent "ot ' ho

i nvent {@ng] usi Ng it e tiredBEiniht deiHeGRvdnabn, SERNNE PhcERLARRSRS foSEr vers,
systens, or conputers for origin structured data files conprises

i denti ﬁ%ﬁﬁﬁgltuéld AESIS eSOy SYStema 08 capeigTsdpr glilﬁéiﬂsb?tlklﬁétﬁtdld@dl 8% eomppiisss [ 0018]
|0 oty SIROAL EERL@E el 04TA] B i AR BEPERTTIOT devi ce Tor
scannlng or origin structured

dat a fnMﬁg]conprhsgsdndﬁkeaﬂﬁmmm@nmﬁelé@waaknpﬁmh@augﬁﬂmkﬁngaEMEeﬂﬁ t he
scanned orjgin structured data file. [0019] I n yet anather _enbodi nent of
the i nvemtingiiatahasesgoer vies: sy deBs oF ﬁ@na%f\?rscf@r progin sEugHifdiigtadieaspmeses

Se”’erﬁienﬁéﬁﬁ El%am At v&l%%’#& Q{]a%n&%n his@l: uﬁ:tcird‘elfétfl‘gl!%ed data files conprises

determnin e content o e sanpfe value in the scanned origin
st ruct (0EE] data ﬁmhmnhuRﬂﬁ@ﬁﬁn&mofﬂmhh&mnana&n@uﬁnphmann@nhwdmdnﬂt of the

i nvention, the roce55|n? devi ce for scanni ggg%{ S servers,
systenﬁ“‘”BPlé H%ﬁ%@r§3?%%56$95 (Pr SPRPLEL IRHORE AP aEbﬁ%?F@BE”%%Slgnlng
a head@étcﬂ@ﬁ{nwlth@?ddha@éﬁt‘% Is@h Vﬁl‘é Wi tﬂteescéa{éﬁl(ﬁbﬁﬁttu@tméa ihe nscanned

origin structured data fil en the sanpl e val ue does not have the header.

[ 0021] [¢H Y%not heln Efrtbmdihnemb@tnntah@hth@/emmtam,, usigg iy whesspnpdesse fig devi ce

f or scann servers (040) (0]

sor uct SeRR BB AR R s ASTHES t oD b o isth SRRl Ce Sk ses

conpr odksAdini e BRitb@nfitk gah@l@tatwtnuhegca@latcﬁoﬁ%th efuctGRARfataSAS. conparing a
header or a sanple value fromthe conmprom sed information in the

struct (PE8] dat a 9 fusthgr egeord wWehde embpdiznenppbibe nentien fusio thhprosessiizn
struct ‘d{ﬁ\%g F&%?zh%t eéambaL&O&@leré ’lrvlé/t%%ﬁazﬂ%ﬁlg;tne?m?%ldgﬁmru@ 1 dhc?eét Riuent ion,

t he met npri sés essin erim ni ng
addit|omabnMﬂh@ﬁgnhgamcwnfatﬁdhm&yhﬁeapmﬂemﬂtmbsmﬂpkgmnwhm&&mbmnmﬂhat could
have been, conprom sed, [0023 } anot her, enbodi nent of the invention, the
met hod OF Pt FEFUEGHA ‘él@swh%lsf 1?@&1%1%31&? ée%%ftﬂt Rgvad§ihederor conparing

| denti fpin: {0 Of FRLA QS ABILAG: 6OIRIAIFE ushilf BE FRILAN] i digest r uct ur ed

dat a flle th identi information In the orig tru ured data file
t o det ecamnimg duntabtigst semsfrsg spEEMe T compatecust ongn smaseadatataoﬁﬂm s/ithaid d have
been . . oy e

same or similar information as the compromised information in the structured data files

comprises comparing a header or a sample value from the compromised imformation in the

structured data file with a header or a sample value from the origin structured data files.

[0022] In yet another embodiment of the invention, the method further comprises

using the processing device for determining additional information located at the potential

origin location that could have been compromised.

[0023] In another embodiment of the invention, the method further comprises, using

the processing device for comparing identifier information from the compromised

information in the structured data file with identifier information in the origin structured data

file to determine contact information for a customer whose accounts could have been

compromised.

[0024] In yet another embodiment of the invention, the method further comprises,

using the processing device for determining who had access to the origin structured data files
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conprom sed. [0024] In yet another enbodi nent of the invention, the nethod
further conprises, using the processing device for determ ning who had
access to the origin structured data files. 4 [0025] Another enbodi nent of
the invention is a file scanning tool systemfor determning the origin
| ocation of conprom sed information in a structured data file. The file
scanni fgPA5Sdol sygnethee ompodisest af the oeytidesiacde seanoontusl systeinoior devi ce, and

a processing. device. The pracessing devi.ce i.s operatively caupled to the
reior y BB R E TR IOEBARGA FORPToTHSHaYT R ST CURIA St Ll COF entctive
conput @mhBAdad §sRROGANELIMchRry H8GE, ¥ oI atibA TV BRLLED pPEccsRRY ent
information fromthe conprom sed information in the structured data file.

The pr dedssi e prevessimgidsvigk soopsorifvieuroadlet do xaveneryalosisataed theeadabl e
pr ogr am 1 an.d ases, servers, systens, or conputers for origin
B r et oS8 i Qo ARl TR B QG et E5Pe RSP S OEL b on o

cont entedeffedbn@dtiigorasidnng coarpf BrdrgRton BhohERbNPANiBed R rEfhtibe iihed dat a
file. The processing device is further configured to execute

conput éiustargd sntadilpr b BincesHe degicsut pee cenfjparesipicatcust synpritiosadabim f or
the co ' 2t N Lo the struct ur file _ :

| ocat i gﬁ&g@y[% ﬁgc %)rsira‘fél?n S Arsgggf’ ‘E‘?gﬁhﬁéﬁyﬁ (Igl| éggﬁ%éégg?]ﬁé)éﬁ’lﬂ %g’%é‘?gq éril)‘ﬂ? tg?(%%her
accor d wiiht the aameobocti laefotmef infdimaiiow enddnoamt iffhenpionce sisd dagnjdenmisee
configured tpo execute co t er-readabl e program code to scan dat abases,

ser ver &fogyafogg the %WC%%#&‘K%?@ fldye pé??eggng EY RIS PRlET §aR BEYTEY KSCXCUTE yr t her
conf i GUpGuleRrda@RNE bfdkrAn REAIS okl 3 poRGABNG i dcPhidh &Y a file.
[ 0027] I)pggno% F?er e?b&o%ilrlrent ofout e ipr?ven'?Ll 0 ,n t‘*ﬁgh‘g}ﬁg’sﬁ‘}“ﬁéﬁ g\%i%?:e

conf i girfetnaton e decutuetucahgnid te-rasatiaibihe 1pratign afittcadieit gsretand dat dikases,
servers, Sy tenms, or conputers for origin structured data files is further
confi git¥¥°%o deternine the content of the header in the scanned origin

struct yoeddat a fijh kethel QIR with aff @inb3 BRI e b1 BRDANIBAhObrobBRidseenti on,
the processing device configured to execute conputer-readabl e program code

t 0 scafodzubhBexccwe pompyicr-gpdadaprogmm cotplutseasdatilpseso péryém, Btemnst ur ed
data files is further configured to identif sampl.e val ue in a scanned
origi n s (?nl} lfstﬁlrsleirgil (aéktl%s?ﬁué’%fj@%fgfs IIS%urg}%tcé]éﬁgué%dgﬁoetﬁ? agﬁea@%énfinventi on,

the precassd bggideuucard«iantd @ered to execute conputer-readabl e program code
to scan dat abases, servers, systens, or conputers for origin _structured
data filP@dlis fudt merthegnihoduney of Bedey@tiannbe prrecssiraravissfcopfigusdiml e

val ue ieg'e&l&ecow&gga&ﬂe%rﬂgr%}r{%%%% ?&n%{aﬁageis,l rvers, systems, or computers
for origin structured data files is further configured to determine the content of the header in
the scanned origin structured data file.
[0028] In yet another embodiment of the invention, the processing device configured
to execute computer-readable program code to scan databases, servers, systems, or computers
for origin structured data files is further configured to identify a sample value in a scanned
origin structured data file.
[0029] In another embodiment of the invention, the processing device configured to
execute computer-readable program code to scan databases, servers, systems, or computers
for origin structured data files is further configured to determine the format of the sample
value in the scanned origin structured data file.
[0030] In yet another embodiment of the invention, the processing device configured
to execute computer-readable program code to scan databases, servers, systems, or computers
for origin structured data files is further configured to determine the content of the sample

value in the scanned origin structured data file,



[0030] In yet another enbodi ment of the invention, the processing device
configured to execute conputer-readabl e programcode to scan dat abases,
servers, systens, or conputers for origin structured data files is further
configured to determ ne the content of the sanple value in the scanned

origin [Ghanpctur eg Hatar {dcb&t with hO9Rbdaikiini gfrtgl. ﬁ{vcﬁg&g ek ]WOI:&SI@!Q defhedi ment
of the I nvention, the processing device configured to execute
conput esnfimadibbleacprtogrmpntcectedibie pograndatdeiases, dasduvar vy Sysoms, Or

conputers for origin.structured data files is.further configured to assign
a head8F CHBEerS [IE]870 gé%l&ﬁ%ﬁ@*aqﬁﬁfﬁ Ry sarpr e 4 e AERE Eihned

or i gi NREI UedouTa@d Width thefshinBleVBR ih R scaAiiRl BigdbHR eS8 Me RaVeHhe
header, [0032] In yet another enbodi ment of the invention, the processing

devi cesaapitivalue ddes nay hexebgtheadsonmput er - r eadabl e program code to scan

dat aba servers, .S ens,.. of. ¢o fers for.origin.structured data files
el abedR g AT LRI SHENS iin S AT SRS S R RS v

conpr ond &eduteRHAHURE-r@KablB ptd)@ars ebéetowed ddabaed, sé®el §RtethsheneRip@és a
sanple value fromthe origin structured data files. [0033] In another
embodi fRIMEiLHE stiustirehdadmbilesds further prmdieate th gormegicachsaderfoy atsp@ple it i gur ed
to exe .- I 0 : i iti I N
o o nat PoRE SRRl SRR ROPLORE BAGER A AELERTMSIU BB vl been
conpr ofifogetic ofidD3IMuctunedyddta fileet her enbodi nent of the invention, processing

device | urther configured to ecut e conput er-readabl e program code to
conpar diabntifi i,l} aii%ﬁﬁﬁ%@ﬁ%t{t f{f %lf\f?@ﬁ% f Bificew S dev e f*ﬁ_f@ﬁr in the
struct yhath dat @ Kbdife E\Sﬂlﬂuthidé%albﬁ# gl:o%iad{lﬁ esq@b 'd@f&nhﬂletaﬁﬁ'i@io%i'iﬂfo‘?m%ti&y(:t ur ed

data file To determne contact I n ion for a custoner whose accounts
coul d hmawdhéthe potmpalorri Se theafi @0B5] cduld binethven cenpodiiseint of the i nvention

t he pr ing devige is further caonfigured to execute co t er-readabl e
orogr allbdlie to detSrnPRe SRRC RN R des BV Ny BrocE g 4oV P Y iR d dat
files. cy0036dd @ﬁc@@%ﬁ?@&h‘e@&a?ﬂ@ﬁrokg&%@éd&ﬂ chBipRreGOEMRHE nfBOgioam product

for a file scanning tool for deternlning the origin location of
conpr offiogedie cpmprartidonfdrmation tir the suvaddred datadil Wi, idamidice ovfpumationpn ogr am

d ' - r eadabl di havi
P omous B PIREARRRurBE A TNE oA R AL RATRROR (el i in iR acoounts

conput esult dadcaided coppaghiaed.code portions conprise an executabl e portion
configured for receiving format information or content information from
the coffiBshi sed Phimthacimbadiment pethstinration.dhe grcassing Jexiceus furgern

proces .«S,énﬂgirugcﬁiv &R QRE E(ﬁ%f)l)’tgil-%ag&lilﬂal%%x'atlﬁ) o6 MRV BRI AN c&s (o the

conmmuni Cca
origin structured data files.

[0036] One embodiment of the invention is a computer program product for a file
scanning tool for determining the origin focation of compromised information in a structured
data file. The computer program product comprises at least one computer-rcadable medium
having computer-readable program code portions embodied therein. The computer-readable
program code portions comprise an executable portion configured for receiving format
mformation or content information from the compromised information in the structured data
file, using a processing device operatively coupled to a memory device and a communication
device. The computer-readable program code portions further comprise an executable
portion configured for scanning databases, servers, systems, or computers for origin
structured data files with the same or similar format information or content information as the
compromised information in the structured data file, using the processing device. The

computer-readable program code portions also comprise outputting a potential origin location

6



devi ce. The conputer-readabl e program code portions further conprise an
executable portion configured for scanning databases, servers, systens, or
conputers for origin structured data files with the same or simlar formt
| nfor naL.igan, )%prggﬂi'e@ A fo b PE TR O RRurdd @ata ERIMLEND S BR 1haHkiah BRiHeQRgih t he
structure at'a file, using the processing device. The conputer-readable
pr ogr asmabaed Pate tfilonsamies pustigthe peeesingpdivideng a potential origin |ocation

ocati BR33F “the B e eprtiettfoarBab e ol bRl My G REO e assi ng

devi ceco A3 fol Reahbink iafabases el cvd, bikians, @rbaslhuentionérigiheriawedidaan, the
execut abl e portion configured for scanning databases, servers, systens, or
conput Btes Withrthosage ar $milac foumadingamation pr et i orpEI g ATehGeoprAIsge f or mat

i nformatd on or .content. infornati. ] o ripati.on in the
ot r ot OF e ap 4F Y b SR O Ry L SRIRGP R E g DAOUEACE 10 1D
;canneglcagﬁé(g@;]@giﬁtsfru@tmgleldtacfab,a file. ][0038] dI P anot her enbogi meBt of the
i nvention, the executable portion_configure or scanni ng databases,
ahle Uit

ser ver §0038y st ens In eitotlcseplodiacn oF the i ginHoRthe BYGHER! ROt 9! " t he
samne Orqca%hgl]g! uﬁabgspers AL DL IR 1P 'aoﬂgut%%%?gxg%ih@frﬂﬂlitﬂpch'd%& fA8s W the

conpronm'sed=information 1'n" the structured a file is further configured
for dekgnhavniimgiai feemecintfemiatiof ot tustdre adermativntas¢he euannedted infgimatgrrinct ur ed

data file. [0039] Ip yet anoth diment. of fhe i i an, ,th
excecut 819 EORE e Bl fteee TR Ep ke LB RS e, o

conput eL,EPbriShIsGlbuiddlddei sieed data files with the same or simlar format
information or content information as the conprom sed information in the

struct @@@] dat a fii e ansthuembetimeondfitheinedntor thedemeitiiit pertignsanpwed al ue
in a scanned.origin structured data file. [.0040] i.n another . | pent  of
the i n\cf‘grﬁc?r&iﬂ?g f‘%@baéﬁseém’ 951 WS EBPL o™ ﬁ?lf‘kﬁfroél&ll} %FHC?USI%?A%%? ri;lgquglﬂ {alases,
SerVer $am8 ¥siifiBr fPmaCRRNHaE0S of &nt@ft iifomSidnUstie ednsldindselliihfosmidint he
sane or simlar format information or content informatjon as the

conpr omlissdciungdbdavafiicon firther eprdigredilor ideatiDaag asanple vakiciyp ¢rapcE BRgiPgur ed
for det‘ﬁ_r(gi ni ny ttfl',e format of the sanple value in the scanned origin
struct GF'e uiggt %1 'Fe. [ 00411 In anot her enbodi nent of the invention, the
execut @@bfﬁ)f] por t i @R af@néH @ibcdinémiof tiRdansaitiog, tatatasbs; patoy esdgusydsfoens, or

conmput g(s f oyr origin structured data fil e? wi.th the _;saﬁ g{%m. m l ar format
i nf or matAnBRERAtIRIPROCIREVITRISYFIREE BIFORPUIeHR 08 SHBIHUSWERS o Ratioie n  the
e

the structured data file is further configured for determining the format of the sample value in

the scanned origin structured data file.

[0041] In another embodiment of the invention, the executable portion configured for

scanning databases, servers, systems, or computers for origin structured data files with the

same or similar format information or content information as the compromised information in

the structured data file is further configured for determining the content of the sample value

in the scanned origin structured data file.

[0042] In yet another embodiment of the invention, the executable portion configured

for scanning databases, servers, systems, or computers for origin structured data files with the

same or similar format information or content information as the compromised information in

the structured data file is further configured for assigning a header most likely associated with

the sample value in the scanned origin structured data file when the sample value does not

have the header.



[0042] In yet another enbodi ment of the invention, the executable portion
configured for scanning databases, servers, systens, or conputers for
origin structured data files with the sane or simlar format information
or content information as the conprom sed information in the structured
data file is further configured for assigning a header nost |ikely

associ gddiwi t h It fuethsampbel wih we embodinensclahaedeotiomgitine sdecutablapedicdat a
file mheq_the anpl e, v Iu% does not have the header. 7 [0043] In further
accor d“W'ay -%%BH’inﬁéﬁfa BICSt N FIERTTOAT CORBUERJELRED s g glata

conf i gul&dyifiohe $5A00} ﬁﬂlil‘é@%&:‘i’i@ﬁi‘%@omﬁ%ﬂ BF Sont& HiBABati oA as SRR 505 dear

origin structured data files with the sane or simlar format 1 nformation

or contrdptmatiohon thatsiroptuss! datefilconpirdwi sediguiadffor nempoimg ahdatier @tar uct ur ed

data file.,s further configured f.or conparin h r«or .a sanple val ue
from t HETREVEHE ot e F P oo FinefiRB To e SR P i errifee RO & header
or a §@ﬁ@anMQM%ﬂ?&@@m@hﬂﬁnﬂﬁﬁgi@ﬁ§ﬁkgptUred data files. [0044] In another
enbodi nent of the invention, the conputer program product further

conpri §&44hn exebunthas cpbodingmt ebireiigandan.flhe colepwenitaiiag pradiqt ifetzr

i nfor Lon. | I Lgin. | ocati 1t ha d_have been
corpr o8B R EEReBe vl B3IrRRN Bop SERMT SRR, hOBhe fORl o4

conput efe gote@ginbonigin debagon tHaucddié havedieeh cs@groafis@Xxecut abl e portion
configured for conparing identjfier information from the conprom sed

i nf or ntd4sh i n t HeyEene@eisabrdaent dlitheinkeition Beremphis Prograr witdush in the
origin b, : J, .00 o k st oner
hose B D R e B PR e Rl
of t hetherwemproroned iffencoiwput Ere spuograindam Didueith fdent fierinfoaaagoi imebe an

execut ahl e gprtion cop{%gﬁred for determ ning who had access to the origin
st ruct Q&Y sGapurad e Tlcpp plerppeepplagy QIR n-eT pRAMRESVPOBAPFOUYi ng t hus
descri pgfq aahogticaepisrdthisthe invention in general terns, reference may now
be nmade to the acconpanying drawi ngs: [0048] Figure | illustrates a network

envi r ottt i n whi avthdiendpdineant ohihd iprantes.shs cordpger progdmhpodid fantleer

i npl ement ed, according to.one enbodi ment of. the invention; [0049] Figure 2
LA ST TR Nl R T S L S el

accor damegurell Hraendodi ment of the present invention; [0050] Figure 3 is a
system di agram of an el ectronic di scovery manager server, in accordance
with an enbodi nent of the present invention;

BRIEF DESCRIPTION OF THE DRAWINGS
[0047] Having thus described embodiments of the invention in general terms,
reference may now be made to the accompanying drawings:
[0048] Figure 1 illustrates a network environment in which the systems and processes
described herein are implemented, according to one embodiment of the invention,
[0049] Figure 2 is a block diagram of an electronic discovery manager server, in
accordance with embodiment of the present invention;
[0050] Figure 3 is a system diagram of an electronic discovery manager server, in
accordance with an embodiment of the present invention;
[0051] Figure 4 is a process map illustrating the process of identifying the origin
location of compromised information, in accordance with an embodiment of the present
invention;
[0052] Figure 5 is a process map illustrating the process of determining potential
information compromised, the customer affected, and the employees with access to the

compromised information, in accordance with an embodiment of the present invention;



[0051] Figure 4 is a process map illustrating the process of identifying
the origin |location of conprom sed information, in accordance with an
enbodi ment of the present invention; [0052] Figure 5 is a process nap
illustrating the process of determ ning potential information conprom sed,

the cust r affected,. and the enployees with access to the conmprom sed
nfor nkSSh, T B B Al L B6 AP R RSB VB on: 8
[ 0053] sthic@Ut® dfia iide, 3 a&¥ATERE S with laH ShibaliniSit BPT8Prdsehd iMv&GeioR!r om sed
information in a structured data file, in accordance with an enbodi ment of

t he prE¥éAl i nvehitguon] is[a008d] diFgrgur  arddtabage $sirorkindicaygdarmeofitteardat abase

server, Ln.accorqﬁnce wi,.th an _enbodi nent of the present invention; [0055]
: 1 odlmentb(ff 1$<pla$eni jven 1(1)11, : . :

Figure 87745 vl o diragram of "a col | ections server, in accordance with an

enmbodi joest] [ 0058]gufd israni8ck &ialamcds «icligetansistvus i adcoringd ®ahkANI C

di scovery managenent structure, in accordance with an enbodi nent of the

i nvent #18 ?¢P@057] Figure 10 is a flow diagramof a nethod for initiating a

case Ofy(aRy t er i:@%l'é@isrtﬁ%&rcﬁéérmgng&?aﬁﬁﬁ efeBhbBic d?s{ﬁ%'%% ggndi ng
preservation notices,” sending Teni nder ot1ces and creating and sending
sur veysiritoure Us taochirdnge with acadsdanes ofitlicineabodi nents of the present

i nvent | on; [0058¥1Figure I is a fl m/diagran1of_a nmet hod for custodi an

_ | i
managefORr] i n anfigsrelt sorfier diageayel 3 methof day injigtine & GREMERF th an
enmbodi [IRR;Q crEzﬂﬁlg,;&'é?l%ﬁrt'@rn"fs,néf@ztﬂfdﬁoaﬂa_seaﬁ&ggsgﬂestg{/&?{ﬁﬁtﬁ)t%gs, @&Qiiﬁl;f‘reﬁ{iﬁdé(rl ow

di agranms of netho or harvesting different data types Iin an electronic
di scoveotices ysd emptingaracendidgnawewi tolvustndienh odizerendano withenbodseatts of

i nventi.on; TAI !ﬁED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0060]
Enbodi HEAFEeRT Y HE0B

resent invention now may be described nore fully

her ei nF(de@I wi t hprgeter eRGa1dWw dlaBenfecorRaRY IR dinNgmagkRcihhah some, but
not all, ‘enbodinents of the invention are shown. |Indeed, the invention nmay

be enbelditeenic dispameyy systehf.én eerordancesyithimeg corodingent of thseresgnsinverdinas i mit ed

to the di ment.s set. forth herein. rather,.these enbadi) S

or ovi a8t FRE DAl B Rnechf BFp e b REABRES T e

requi r gedinsan dledt@niiTRRNerylsehtem; itadcbikianed ©ieak embbdiaighotthe pfdB61] As may
be appreciated by one of skill in the art, the present invention may be
embodi 8YeRB4°™a net hod, system conputer program product, or a conbination of
t he

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
{00607 Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0061] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the
foregoing. Accordingly, the present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-code, efc.} or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-usable program

code embodied in the medium.



foregoi ng. Accordingly, the present invention may take the form of an
entirely software enbodi nent (including firmvare, resident software,
m cro-code, etc.) or an enbodi ment conbining softmare and hardware aspects
that may generally be referred to herein as a "system  Furthernore,

enbodi ts of the pres i nventi take the formof a conputer
progra@ﬁ%@iduct Sygug ﬁ@BPUWb&ﬁ§ﬁ1%”W@WPUW@HQQPHB’%%nﬁ@%gﬁ“ﬂéﬁble

progr a@%mﬁ&é%&ﬁﬁ?@% gq)c' for Ek‘ﬁnﬂ@%hyﬁﬁtl dl il D62 Abroptt %El}& cféb?ma]

conput er - r eadabl e nedi um may be utilized. The conputer- e nmedi um may
be, f OIcleetrampg@tlbumﬁawd i mmﬁ@xﬂldtlcipl svstegl, @pparatnk,alevivegmgirbgagaogt i cal ,
i nfrared sten1 deV|ce or

eIectro n , m conduct or a

propaggyigﬂ h@ﬁ?ﬂﬁf”ﬁﬁ?@mggﬁe? CCOBPHIH e 1?%¥Wﬁéﬁgﬁ{ E“?%%H%ble medi um
i ncl udgimilkMtio, ahe fMRBWingd: 'amele%gachpeontnbéﬁnq{alvﬁi@ did or &br€ W@E Td @RkipeoNNect i on
having one or nore wires; a tangible storage nedium such as a portable

conput eoraicghestivrs sueh aser pbriblkcomputendibaitacdusd diskrrorpdors RS memoead- onl y

bl o] d- L, ash
gg: g;)(&w 4 rrr(%gccff\l'i aLiSIl;%IC'I;lOII“G}’e Q{ﬁlgl:)l AT icgp%?%ﬂgﬁ&}ie reg%) (%]tyHB?m%lﬁft(feggd: as

magnet iog F&tsl@frege)rpbeyb@epa@ﬁlsweamsmiﬁ sicatbriredDaR OMphoraghdrhpsealspporti ng t he
Internet or an intranet. Note that the conputer-readabl e medi umcould even

be pap8iLBeligiigBefcdes: PaBrsMikBe teigsaeh dhihess supRoTHRG Yredpidareet oF pnt ed, as
the pr Qrgfa%gf Ci@tl;’te Byt ﬂ{cec%gﬁp%%q@Ada}glgqﬁp&tﬁ%%guld e\(/lex?bf égﬁu iopgﬁtﬁﬂ&%mt%ﬁp Cal

scanning o paper or ‘ot rete
ot her winsgiymt op@swhd:hltm, ﬁogmﬂ ahretodann@e program QQ@BS alieyty OIﬁ&dlytdﬁﬁerc&I, or ed in
a conputer. nenory 0063% ter progran1code for carrying out

nype gﬁé

oper at IV@mgmd’fM@}?ﬁo‘mt’ﬁé]rﬁCé‘ © PEPELERENT MrdRERdheheynil dw,nfegp;g];ed, n an
obj ect 40 Bih%ﬂ@l%’plo§§§sécpilaeéjb@trabﬁr?ﬁé}ﬁlbpﬁﬁ%cgsregng Ql’fﬁ‘ﬁ@ﬁl stor@NYYage Ip%Hi‘?h as Java,

Perl, Smal he 11 ke e conputer ogram code
for cam&mmng out operatlons of enbodi ments of the present |nvent|on may

also b tten nvent i onal rocedural n ag such as
e Tl o: anmChiraR gtcken <giie Birirrsbe Jue Bratmg: Fonydans Tvaa)
Enbodi peRks i@fentibg niazantttdn YR bbRAt @r&lt&?§@riﬁt&?& Lhet eema;&‘gl Jl%ﬁ{gence to
flowchart illustrations and/or bl ock dlagrans of net hods, appar atus

( syst efmiguagarick enfrreelerl. Snuditakn (roduo dresikel tHcrm:yvebéhwmhermrqm%mmat each

bl ock | 0 nd/,

conbi nati R B8 B dpekayfRRT AbAMRRRY e e B B s PG Rlen

di agr afmcors@itidal prptarEiret aﬁhYmﬁ@ MR Rles MU0 kadNe TS toFdG i @S 1JQ@§;@
conput er program instructions may be provided to a processor of a general
pur pos &' EEHPLPERraBE languseepose

[0064] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that
the instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0065] These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable data processing apparatus

to function in a particular manner, such that the instructions stored in the computer readable
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conputer, or other progranmabl e data processi ng apparatus to produce a
machi ne, such that the instructions, which execute via the processor of
the conputer or other progranmable data processing apparatus, create
mechani snms for inplenmenting the functions/acts specified in the flowhart

st ruBLTBRL PR L EE L bhulieRiE Renbhpier PR B %wifc’x?%@fm oan

di r ect figicEOmRUtsBEciAEd R the FloRERAL m&ll&maga&rm&w ng appar at us
function in a particular manner, such that the instructions stored |n t he

conput E¥006kadabl & hwmﬁéw@r grograemu@@'u%twnamy@m tsflogdedwihbict eameputercdrudi ng
I nstr ugrhtcpgrog?a%ﬂﬁ%% I (g‘E%gSII} %{}(S tj)f(:%{l]%tﬁl:s%]o %a 1&0pcpzﬁ1%|nf ((:jpslt(r)] b% he

fl owch |agra conpu program

instr uptnfmdmyhab@ﬁplher braaneprofhdmAbRAPPLMaars t@prod@b@@&mﬁpmg;r-ammbl e data
processi ng apparatus to cause a series of operational steps to be
per f or FERICERNA PIEHPUER FhaéFhedt’ﬁéiCtlﬁlﬁfo\dP’éﬁhﬁﬁ%ﬂU& Apiharcarpsier or pheiduce a

conput ﬁpo L%rélﬂmhﬁ%?%gglug’ Bg%go%:ls n%?{'r 15333%111&“1% 2 RS ﬁﬁaUﬁ(t) {SONR% érﬁ Pq fix@gut e on

the co er or o arat us provi de’ste)
i mpl emélntvichat ko hiodd ahegmz‘rﬂdb@((s)peﬂdta&maedre]yn cérhputef progeneimtplaneidted bl ock

dlagran1blockgw% ter * conput er am i Ienented steps or
acts ndyPHR EEHBRRhBUCHR lﬁe PSR 0T R “?’g‘ﬁl”éﬁﬂé? kS 8t aSsingidedes in

or der by g@ﬁ&%MQ%mnﬁaﬁ%?HQQhﬁgﬁ%nOf the invention. [0067] Figure 1
|IIustrates an exenplary el ectronic discovery system 100 in accordance

wi th aft@®@rbodi nefiguot | tlhstipiey entionplalyrel e cafriodenysystem tanenvi r onnment

of the eI ctronjic di ver st.em 00 is the information technol

O at 1 ofrtufh Sl PR EHRRE0R. L s RS R R Y
cor por gtd @@btmanmlsd@%@oh@&e@ malik ukuﬂmﬂﬁn@ﬁrcmmo gy PIRENNSSan @idpAKL Wor K
st or age devices in comuni cation with one anot her over a conmmuni cati on

net wor Kor examplera pagignalror naﬁtlew%w@mp@réﬂiosc@xﬂemylumrgéhéwﬁe oeenvers, 1 10, at
| east hﬂ%& %B@ﬁ@t@i}%%ﬂag%%@vm& 5 {n%ﬁ} c%'?%n %v‘?{h"qﬁ{ocoﬂagﬁ%r $\5‘ct grprise

persona conp Fi'Se udlng at | east

one peksamahicagbmostivost. Oiﬁlargﬁlcﬁlﬂe&,aalﬁélébtﬁimd @&Sivel yonenaphmescsenel Wpg kat St or age
ar ea, fnterprlse emai | servers 160, a conversion services server 170, a
shor t - {@rAStdaEIbAY ey d24.g0oTlaeiepns syl 10 eRtcHBIRBEROY 6PEGECHetdRor k 190

are al Ienﬂe&ns@?i’ﬂg@é?v&i“@gn&%ﬁﬁg EteIEQb‘F'BHé‘E&@éda‘?ﬂet%‘i%&%gég?& g@%t legst

conmmuni cat'| on net wor area networ I nclu
| nt er neti¢ slanécbme&Woﬁ;rseca‘ag@amrdnmprlscrﬁmalrfet*vex:ai (}0, laebmsmm@ctrmei(servm t he

i ke. [[0068] As shomn.l k d|a ran1of igure 2, the electronic
di scovadss anaganaesaryE T s 590 g bie el Reber s Euo e lgerEht i a o
user i gbRrfuARAHdA 8verlatommunication network 102. The communication network 102 may
be a wide area network, including the Internet, a local area network or intranet, a wireless
network, or the like.
[0068] As shown in the block diagram of Figure 2, the electronic discovery
management server 110 provides user interface management via a user interface 118. In
some embodiments, the electronic discovery management server 110 is a web server that is
accessed via a web browser. In one particular embodiment, the electronic discovery
management server 110 is an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing
the electronic discovery process and all processes described herein that are inherent thereto.
For illustrative purposes, it may be assumed herein that the primary user interacting with the
user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As
11



sone enbodi nents, the el ectronic discovery nmanagenent server 110 is a web
server that is accessed via a web browser. In one particul ar enbodi nent,
the el ectronic discovery nanagenent server 110 is an intranet website
server that nay be accessed utilizing a web browser on a nachine within
the enterprise. Through the e|ectronic discover nagenment . server 1 1 0,
the us8FCH [T e%gl %@Wﬁbe USRI P6ed bt e Bﬁwg@é&i_é%f
managi Rmatdd@ i@ CdusRl s LoBEAMRE YarRIBA8&Sd and AlshoRl Peapsesiadascr i bed

herein that are inherent thereto. For illustrative purposes, |i may be
assunebonievas thattanytindikguplrdorrisryse tlsewsei ntefagett i Higp mirtdimtthe mapgdriungitoss f ace
118 is,an. enployee gr contractor of the .c any, who .serves_an el ectronic
di scov BPS g EEe e SRS AR ufenrr G PR LT QiR o e ool ccovery
nmanageperforAsthdde MinsEasseeelin greater detail below, the c-discovery manager
may utilize the user interface 118 to nanage cases, custodi ans,
col I ecti®As, andRefrincassi wdtigurells therdestigniselisgopereanamegmentseivey &1t hat
?”y | gl i}{'cgﬁ%lun&%% uh'k%%h% H';ga@@g%-baf ﬁ@faﬁﬁ?heléo%e!:t‘?mﬁ%fv%F M 0g granual

uncti ons erein attribute 0 e e-di scovery nanager, and, indeed, that
an aut osraiadicpti@cessodol2d THeelafabuss dehas ¢26,unchownn ts biwkldiadr069]
Referring again to Figure 1, the el ectronic discovery_ nanagenent server 110
is in EWRRLMIEEMBRTGIPRTOYide dtbmasaviser Peiheidertane direven) ParErBRal ser ver
130 vi ?ebr%lel IO?&WQ@%EQE.tMW{:H @%tor{@%t&ﬁé@@ﬁﬁ&s@ ?Qi’,gﬁhiéﬁgycgﬁ% shown

of 3 dto e dat

in the block diagra igure 3, is configure provi abase
ser vi céstafdntingie isdiecthrlbnisoddins,cby ersy damhagd@dnwhichenaledes HaG, refanog tdi ng

housi ng the Unified,D rectory/ custodian abase 122, ich includes data
ol at 1 RtEer s P areEhe SOl SHE Rfuat fRL SR gnatde it R | et udos

data rehaictings §dng RRfchikdl B the d8RStioANSErARI3DNE L8l atl foRiidalaage 126,
whi ch includes data relating to «collections being undertaken by the

col | ecwitbisths dpipbasesger bty dofcussied iif detahbelny. dethabbisesundgistavidithathe

dat abase,server. 120 is di scyssed.in detail below ,lt should be,understood
t hat ﬁ%ﬁ’l“%‘?q%ﬁ%‘a%ﬁé? 358 ouf reénpé%ddn%%ade?% Sé@%/%l I RRPEHVEr *Ad singl e

dat abasgeizfta/@ra, sigddathi®fse k@Reas F@ iBugiangh endladrbrisfecSRlY&es balyf Tor
illustrative and conveni ence gurposes only. For exanple, the Unified

Di r ect 8x3mplothe Pyl fipddeirentery dd -2 icaulgrhs sthaehivade dgtbosrscarel anhtesngoinag
col | echRasgel FABARIC 5080 Bggl hggeoat sbase server (00701
enbodi (703 of t RegprdRsent th nuebei ciatabade sdatees eraplayed)yy it an obistiadi ans and
ot a1 APPROTRDYT i BB TEEg ot e <LA08 (ST e Disbediveblice. 124
T P B s pRG e labase ol Bkt e

and case data in the case database 124 may be linked or correlated within the database server

120, for example, when custodians are assigned to particular cases, custodians may be

managed separately from cases. Therefore, when a case is initialized and a custodian is

assigned to the case, information for that custodian (such as data storage locations for that

custodian) is accessed by the electronic discovery management server 110 in the Unified

Directory 122 in the database server 120 and linked to the particular case, rather than

manually input by the e-discovery manager into the case.

[0071] Furthermore, in addition to separating (but allowing linkage of) custodian

management and case management processes, and as discussed further below, data

management processes relating to the collection of data from custodian storage locations

during electronic discovery are also separated from case management and custodian

management processes. In this regard, the data collected from a particular custodian is stored

separately from both the custodian information and any relevant case information (as
12



managed separately from cases. Therefore, when a case is initialized and a
custodian is assigned to the case, information for that custodian (such as
data storage locations for that custodian) is accessed by the electronic
di scovery nanagenent server 110 in the Unified Directory %22 in the

dat abasgisafbet®cldhe s ANehrbd NBHe 4@l NEw AR &Gl 3, 63S r%ﬁ er than

manual | ySi nput cb(y the e- di slélgg Ecglllni;ﬁ'g%grbttélﬁ col?%twgﬁ(c@é)é.b b*g*?“f]cg toa .

Fur t her gustagian, whaadds i tom liakedapanabi mgre( dasds. ?Tiiis)w&lﬂ%dtég%lsggﬁe&ﬂég)ﬁ iR lﬂ%; f)dl an
managengnt . and .case nmanagenment processes, and as di scussed further bel ow,
dat ag rrngé"r%é{tgae%ﬁfu B?%”E’Qé’ S AP fiy UG IR hieasep Ideiacof lvied frowehe castaien

cust odi @By b sgPwlRER 4R8I as Ui A& GELLARIiS I ROBYET Yl 8ofl 59 separ ated
from case managenent and custodi an nanagenent processes. Tn th regard,

t he dat %I'EYF PEEESEs fiKbrampopants Dﬁme@&eccusitzmhﬁcamery?»yﬁélﬁ_rlﬂg m@eﬁ;adaeetg(a}iyedflrzom
both thg,cust.edi-an information and any rel evant case information (as

di scusg\gg&g?}hg\%‘f c&lﬁf’ n{pasn%%cfné?né’ocﬁsﬁg?agH’E)%;‘tagf’lﬁ?rﬁe?‘vﬁf’tt%mé’t”%ﬁcﬁﬁét- nepdeyR 190),

but i s thbwiechsés castoding! O @MicctdidaR thay 41Mbd Maf ek @g;ﬁgat&?, fﬂpﬁe AL nmore.
cases. This is advantagequs because in'the ever%’t a partrcular custodian is
assi gne¥CEFAYIHkp Petwess dhe vagaundaetores toeddlof mrmagemeousttibelbeerall may be

shared w er... (s) to which the custodian is assigned.
Ther ef oéfééécft%p%;ﬁ“@g?&dﬁg&ggocesses and conponents of the electronic

di scovet)73yst em lgClempnhedical agaxiead 00WollBitd IR Eaf vGRSE ITRRBEERENT ,
or dat.a managenent. And even though cases,

t odi.gn npanagenent [ _ ‘ _
gﬂ:t gd:'g}%&?ﬁa‘ﬁg(’@‘%ﬁ%‘f‘@@ Hplg chanpcly ysingevaignagelibcieptok ddyringther e ar ]? o
necessalolikMidnl N8 ; Yakk t res.to all nmapagement o e
ver al L R £ L I o SR S Bt B RGP Bl
syst emQ@@ caohd edlested ditoan ﬁdbzriiﬂuﬂflwd)mmedfﬁl@v@glﬂa&%ﬁsels, sFB%SQ_ﬁiv@s,!{eﬁc. qgl I ected
f (o channel s using various collection tools. ring the
cgfpe%t%éﬁgll’st?%]geﬁ 9°pcé““c?1“%&‘é‘% gieil%ﬁ‘?q Equeh Pl Preeaysushastthergseppef cmedl s
sel ect dtbnt ouilkelRCéntéhEsd &om ﬁle%e@teﬁ%ﬁ REeref bl f LR Rak 1|skr\gs| ﬁgsﬁl
conputers, servers, databases, shared drives, etc. |I'n ~other Ths ces _
documertiyenes. g spme cpssd theriig lncetidresr aveamsf drahtas not kent &oe. pofafl e- mai |

i i f fil I ted on external hard drives,
conpact g SR AP E AN Gied Hh S REPRAEEST e GhIgrmiidat o or
owner chatges, a@itratuintednedm odeifel df iabdRerpd eMusdab %h%%q?(é oS a@ﬁ asd. and

accessed._by a nunber of enployees or data can be e- mal anged, and
retur néiéfhlcgléf“ﬁ ierglpebesrusaibe dete epydibedakentusy nuiiéploditgbases aght i on and

i Ifid X er C t t uld be taken from
Tt pl S ety 40 kBB BT AR B b R Gatree Lo which

mul ti pll@0733hdi vi diimbsnéasenasaResmed® (el ik (HFOMR the S5@HCESIMAPSHITRALS

identified through the course of data collection
foranh e-discoviry matfer, or in the course of other business activities, include data of a
sensitive nature that may be categorized as proprietary. This proprietary information
includes, but is not limited to, third party information, such as customer information or
enterprise proprietary information. In those embodiments in which the enterprise is a
financial institution, customer information includes, for example, customer account numbers,
pins, addresses, social security numbers (SSNs), personal identification security information,
transaction information, efc. Enterprise information includes, for example, customer lists,
financial information, organizational information, supplier information, erc, Corporations
and other business entities go to great lengths, including large investments in computer
systems, personal, and money to protect this proprietary information. When there is a breach
in the security measures that protect proprietary information, it is helpful, in both a mitigation

and punishment sense, to identify how the information was breached, who breached the
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for an e-discovery nmatter, or in the course of other business activities,

include data of a sensitive nature that may be categorized as proprietary.

This proprietary information includes, but is not linmted to, third party

i nformation, such as customer information or enterprise proprietary

i nfor | -1 n ] Loents in which the enterprise i f i nanci a

st ¢ Bl OB B RIPAMEBRG S| P Biedds G SRt 1% oud Brreich B ount
nunber sise ofthadile addniagsas 118oci al security numbers (SSNs), persona
identifjcation security information, transaction infornation, etc.

Ent er pt?&&i nf or ne€ifdnsGanemgded | 19 on asg smbpdimeatiat Gadrveniien.ds stofadmanci al

i nf or i i ianal. 1k nf.Qr 1,00, lher inforomtion,. ete.

Cor por at o R R 1 QR PR, 5 b R AR Bl ng

| ar ge iimweaBomend Sleisoarcompubbt 19 s yedaenisyn q@bersonats owaside aimeylebeopeot ect this
roprietary infornmatiqon. Wien there is a breach in the security measures

f ha'to pﬁl&csﬁfi“y ﬁ?"&iffm gI[rTV“?f‘i’ﬁeo?"r?ﬁmecﬁ’?}b"idtm?153 peiPpfentiphthsdilnseniingiteplt i on

and puniis REERbISEASRNdERlY AL LIEYr RS ek EPEdTaTY b Ot ‘Qﬁﬁ g@ﬁlsﬁgi &G i\lﬁ'ho
breached the 13 informati'on, and the extent” of the breach! ese goal's are

acconplthesten, orisimipastqy ashiesutiied hhein wik ropedthe e detsoantiscogetysotved 19.
[0074]]T8e file scanning tool 119, in one enbodiment of the invention, is
stored 'on” the electronic discovery server 110, as illustrated in Figure 2.
I n ot heys iBIRtATRIF S:r0B, thBelechBVieAtdcOVbry kiQef 11108:86aNNINGdLQ! 119 is

| ocated on other servers outside of the electronic discovery server 110.

Ther ef PEMUNtageac e bl ne rosesing dayvidenM 8t dndra mbrory deviceddfhi Ag usabl 119

can Work I ent|. f electroni iscovery server 110, but will
gener thFlflu{\;\g?ﬁ%ﬁﬁ &toﬁgssglé’r?tgbg?a é?nn%] f a”r”’%égesa%w g@%"?‘s’leﬁgﬂ ‘He& cé"iﬁ‘ﬂ“\ﬂﬁ%‘?? r espect
t o t he ceineinicatioe actl/sicloyeriinaRny ef a pddiQulaAsystdnl. Usscxb@gld, A piicgisig, 3, the

el ectronic discovery server 110 generally includes a comunication device
1101, &epProEwy gmc}ﬁ dedigtd sirgbprogergordayisiept yu@'@moeéssqu@a@cemw?fums her ei n,

t he ter,minpkro i VL Ceo:. gen i.nel ud LUl USE

ol et B R QO R TOShAb Yo DA R bbb HEE Aot oy

syst emcoBbmagouanvgltls foaeguinr eSaitng andleghderomysing tinddensa fdh@éyisédm siegnal
processgr g%yj e _alnicpqgéocegsor_deV|_e, and . various anakqg-tq-dlgltal
conver f8PE€° o*?cé‘i‘”?% TG PAERYES EONTRSACETEdIngdn dhet Ikenecl vpppebiligiey.c e s and/ or

combi natdceasnOdevidiend PieRak AshctiGRMY & ofsle $hOBAhR LG g Snatkaps of
% g

the systemare allocated between these processing devi ces according to
t hei r pespepicvecadalpabistivtiias.thafbef, whrdboessbagowdvi e enamayy dadtade

et QALY L0 RSN MBS, L ARLE RLBNANS Basetcon,
devi cedeliGOTH]1, IRBHRMOGLSTIdRTicH YO T eTHL DR cdsSin@RRYRL il Y ¥ses @il ed to the
Commmcc(;i%;[nlugﬂ:ation device 1101 to communicate with the network 102, and other devices on the
network 102, including but not limited to the database server 120, the collections server 130,
enterprise PC 140, enterprise network file servers 150, enterprise e-maijl server 160,
conversion services server 170, and the staging drive 180, all of which have the same or
similar components as the electronic discovery server 110. As such, the communication
device 1101 generally comprises a modem, server, or other device(s) for communicating with
other devices on the network 102. As further illustrated in Figure 3, the electronic discovery
server 110 contains computer-readable program instructions 1104 stored in the memory
device 1103, which includes the computer-readable instructions 1104 of a file scanning tool
119. In some embodiments the memory device 1103 includes a datastore 1107 for storing
data related to the electronic discovery server 110, including but not limited to data created or
used by the file scanning tool 119. Although Figures 1 and 3 illustrate the electronic

discovery server 110 as one system, it is important to note that there can be one or multiple
14



device 1 101, and the nenory device 1103. The processing device 1102 uses
the comunication device 1101 to communicate with the network 102, and
ot her devices on the network 102, including but not limted to the

dat abase server 120, the collections server 130, enterprise PC 140,

enterpr en rk fil 150, t.ar

conver $ %ﬁm’sg’?twgggi P 1¢ mﬁﬂjgnm?‘hjmf’ ﬁ{a& @t ‘ggl?’h&“a??%d%@%"“%?‘rw%ﬁ hi ch
have t lasn B@ﬁiﬁo@btatﬁi With athet oy¥R@NEtseras. t he el ectronic discovery server 1
10. As suc t he _communi cation device 1101 g]\wI erally conprises a nodem
server [00] ot her Fesys $ dfusirates png gihediment ¢ rigligiseanning ieecssl 40 és whisht he
net wor har 5 ) u _ c very
et HOr R e Bl L LLUSLIALER, H BB SR IS BLESLIGLC iflesvery
t he nemtbusyrated exd eebddithdnt aftu @Imprmisu@laﬁ"omﬁtexo@qrmtsﬁrsooead‘amlcﬂ the@ler uct i ons
1104 of a file 503nn| ng t ool I.n ?orre enbodi nents the nenory device 1
103 i néfaRaRe 9olddr sty @niafsem elgvm HGXIahee eprpRiInisy ipkematient roni ¢
di SCOVRY1SRMURY df?«%@@d 'zu'ﬁf: b Bl R0Lsshd e c%glgﬁgng@r% ﬁf&{rﬁiﬁBﬁ.dA er used by

the file scanning tool 119. Al't hough Fi gures ustrate t

el ect r ohinglyin stn’@menyseéenﬁ@enatmﬁhamgb relisystommollettidndoslnpotranth somenot e
that there can be one ot %Ee 14. %%istems W, t.h one or. nultiple. flle
scanni SOt B 1 7867 Ggppes 0 Bt gD ary dsteryiars o hpeongaAmpgd

i ncor peifaiRdiontit B s@idied ANGIREBuD asREM Eicess| DRERN tEr_Hg LHI Rofhelokld ffeafres one
enbodi rent of a file scanning process 1400, in which e file scanning

t ool 139ugteredslaig. tF@E:qiﬁlérhWSﬂIyt%h@ exanpficnf 8fc \cwbomnv@cefdmlem:@rsmcwmd Fi gure

5 |II Lr hd of ormati.on ess., 1500, in
RS P00 aRRAC B Q @ SRR ok N BT R0 BT R Tkt ont of

t he coﬂ’p:ru.csei slegtifigfvattargid dam is ahdBo® Usk @FRétEred! TBELaGhplantiheigraaephe W th

access to the conprom sed information. After identifying conprom sed

i nf or nift PBW*F’HHB‘E]@WH%ﬂ@F@é@\?éﬁawecﬁmhé’c?$T&1‘“§/B?}l agldggss tiiy bergecapmsumbether
Teans, oy Hfer @mﬂ%&pﬁ iS0FR 'u?e c?itel &gpggg%d % 2aNgA %h?ﬁamh“&ﬁ o dagt e
(0] e ta I

conprom se rmation 1s a s ructur é 'stich as excel” ““dccess, a
st or ed stredsbred irothesame ootinalar bymenad Tistformedtwf eck dhad, auchRisghie perbont’ bl ustrates

an exanpl e of the Vi su cel struc ured dataflle 1600. |f
t he us8fMadedithnlst Pﬁ@le«%ﬁ)}”&m’éw 1PWf<§r‘51h§t iffénﬂ.aiso iusedktorfnck the edgaata file,
the usefe dagentid ‘;'u%%tu‘f‘@é‘ithc;v@&e%%aah 'oﬁjaﬁﬁgd R} ietfohﬁat%rf'ﬁlréc&a‘tgﬁ‘gnnﬁf}.’lﬁd exanpl e,

if the data file has information including a person's nane SSN,
hi s/ heFIliadwfélsscalmllsythelrl 1&¢c evilimstratethbyeblock 440P Wil gbert. account bal ance it is

i kely data Rl ed fro ocat i.o the data .structured in
the sa si ni \Iggf“ gh&f’d HEE Oﬁgh d?tBI‘lHéfhegrf’”F%é’fgé‘idaata %rﬁd’FPLﬁ@dt”H%U] rson's
name, ﬁ&ﬁécahlﬂﬁg? tddl 1 $9,,thOfilet BN 1 10 &y it MHanQQ%@%on Bl&y siterl SO Used
to find the origin of the data. The structure of how the data is or gani zed

and t h&crves BANPWET, eifelndhe antarpsisg.nphe fikecbcanning tool 119 searches every tab of

every worksheet of every file, of every database, stored on every system, server, computer,
efc. in the enterprise. For example, the file scanning tool 119 is directed to search for any file
with a specific identifier of file type such as .xls, .mdb, and/or other structured data file type.
For each area scanned the file scanning tool 119 will determine if the compromised file could
have come from the location being scanned by comparing the structure of the data and the
format of the data entered into the file scanner to the data in the files being scanned.
10078} As illustrated by block 1406 in Figure 4, the first step for the file scanning tool
119 when scanning a file is to identify the headers located in the structured data file being
scanned. The headers are often in the first or first few rows of a table, and they are most
likely text, so the file scanning tool 119 searches for text values in the first couple of lines of
the structured data file. For example, as illustrated in Figure 6 the excel headers 1602 in the
excel structured data file 1600 could be titled “Name” 1610, “SSN™ 1612, address
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into the file scanning tool 119, as illustrated by block 1402 in Figure 4.
[0077] After the structure of the data and the format of the data are
inputted into the file scanning tool 119, the file scanning tool | 19 can
start running its scan on every systen1 server, conputer etc. in the
enterprise. The fi cann 9 s G e\ every
wor ks h&4PTB3toRy & ‘?lggca Pﬂbegyyd %ﬁ% ‘3223% “§©env §V§P@Wr server,
conmput &umbeBt €622 M4 e ML Hédd%ﬁ‘s colr%eepo%asewalcemtqeﬁq EcNergganpieng tool 119
is directed to search for any file wth a specific identifier of file type
such agddiess, apdigccommdiustbeot her structured data file type For each area
scanne file scannln Qo ed file
coul d ?cn correht rom the’ 4”6’(?3 c;rjf %cnh dgl‘”rﬁg‘f?gt:(’a{nlﬁege béﬁ%a&%ﬁ‘p%?‘egg ]tcﬁg1 Xtructure
of the ldbaihﬁaaeﬁiﬂ tdnas of‘amatt 00fn dohe: d@tsaa eaternaty hoteis heof ddagpiganner to
the data in the files g scanned. [0078] As illustrated by bl ock 1406 in
Fi gur e hgader geuld |bi=7§f10‘%t Ebﬁi’ef 24 ﬁtethr«ﬁroew%s,wrthaum@r (S5MN)depdragogldanni ng a

file | Snd@dedanih Yachffic BRI 2R Rkl B SLE UPLI SR IRLB [ e Delng

scanned. The headers are o ten int a tabl e,
and t heycoamteorrmgftnunﬂjekef ythtreddts argioldediéfi datibe Naadreniadd eah a 3p&:i8ear ches for
text values in the fj coupl e of l.ine the structured data file. For

exanpl SustgRe; a5igaed E 1?W°?P§ﬁ@€r@’f %eﬁ@%ﬁyﬁ§§dErs 1602 in the exce
struct l['@(ﬁﬁ‘}tj data fAdigudBa0 Kvosibd pﬁﬁ)Stlhtiﬂr@ﬁic 4Nﬂ@?ﬂe élcgrlrﬁg a&g"r’w 18 16me gdgr ess

15 information, such as "Street”
1620, am@oﬁmmmbunbocmMnhmnmnmezahmﬁhmmmﬂédoutMEhéeMEadeh&memansphmd to a

cust omer' §§ i r _nane, %P E g gecount nunb 879] In sone

enbodi ﬁb‘n‘t5§ ‘He"aﬁ’Baﬁ%‘r‘EO%‘ﬁ inghtipg pridiog é‘baYﬁH gtene r’i‘?ﬁ1 GEddi 1y

i dent i Ge@BhRiddtht 864Rr, RonBAAEND (B¢ fdn'%aﬁ@t’ffﬁe ga288ing shaagler myopot exist.

For exanple, a header coul d be titled -Type- 1624 or the Social Security

Nunber ¢S indhelesse sdwgrathe ﬂln@tceadlq@ﬁeosﬂheﬁ |ﬂedcoimruerﬁ 4 PP db¢ smmlindee is' Type
could of oner of oth L. data
a1 agne et e RERBETRbs PiRe el S R Do R BHET HheBcafLife

i dent i fiheaddr mmwata@ndatnﬂdbimuhdtss @olafy ithSPNt 1N Q] thAgirtl thwsineat ed by
bl ock 1408 in Figure 4, the file scanning tool 119, in sone embodi ment s,
al so cap WIEde Kaigs ugdgiihg dgades aisrusad ehondeigemng sddkibe strhageddaimpbe val ues

are usg%atfeﬁ)'toov { bx%lstopa% x‘?ﬁ%%ac%]e?% tﬁ‘é's%gfl%hf&?t limted to, verification of

t he headers e ermnin eader nparison to the format of the data
bei ng $@eighed, etsdliufinited pxidogi B410in [Hhee dasfervhgngng e saephteraliddheat es

that t colum i SSN t he, sanple va ed_to make re tha the
val ues??%sctaﬁﬁnéérﬂ &3.‘9 &P@Iﬁfﬁ NF%S ¥ éoroffvaﬁ{* P?Httﬁﬁer’ic Vdrllrrsenraueéié
header yiSsafiffie %ﬁés' Y980 bdahh@Bli8o1aM o tlRRhGires iBnOL AR e VAL tsetett detd, ' i ne or

in the first few |ines,
integer numbers, hactrons dollar amounts, efc. This can be done in a number of ways

including, but not limited to, capturing the format of the cell being examined, or if there is no
format, by identifying the structure of the sample data and assigning a format. For example,
if the sample value under a header ends in . XX then based on the structure the format is most
likely a currency amount. If the format is purely text it may be a name or account header. If
the format is both text and integers, it could be an address or password, efc. By identifying
the format of the sample value the file scanning tool 119 can use the information to help
narrow down what type of header should be assigned to the sample value.

[0082] As illustrated by block 1412 in Figure 4, the file scanner will then identify the
content of the sample value. For example, if the format of the sample value is an integer the
file scanning tool 119 will try to determine what header should be assigned based on the
value of the number. 1f the sample value is a 9 digit number, the 9 digit number is most

likely a SSN. 1f the number is a 10 or 11 digit number, the number is most likely a phone
16



t he sanpl e val ues under the header are used to help determ ne what the
structured data is related too, in order to assign a header to the sanple
val ues. [0081] As illustrated by block 1410 in Figure 4, after capturing
the sanple values, the file scanning tool 119 will first identify, for

il e oouhienaP oS T LRRpERR TG s ARy CARRRl o i TedREs Bt B ond °

i Nt egekaiplEbans.is i fiae Woed SenAki@d RErAUME %ont@ﬁtcmi ghhb&a pakoe neane If‘ tHe @
nunber of ways including, but not limted t capturing the format of the

cel | bétnplesRbidea! nueslbeﬁ follpywed by faxt #rdloweérbmwuwy codmarndrafivediete
struct Hﬁﬁ]lbglf tht 9 hﬁ‘l’l@%%L% iSRG 1%@' | n nghg Osrc En;:, Fqn Igf%(r uctltle%érmnltul;_let he

sanpl e val ue un eader hen ase ure _

f or mat heslenofot any sdoglly valueubdsed oy t]ﬁrﬁ)uﬂét anll botithet d‘f@iﬁmﬁdlu&s purely text it

may be me or cqunt header. the format .is both text and integers,
(BBL an adkibedem of

it coul an adk %ﬁ%ﬁc’%%éﬁﬁﬂﬂ“méﬁﬁhhﬁyﬂﬁﬁaﬂ?ﬂﬂ?bﬁémfﬁﬁémﬂﬁmﬁﬂ?dof t he
sanpl e 1y&aldsgr i Ifkedéctéﬂrf?na%?: 1@9}05{9 (?I%)%B%q{%ulé%dtd Gl 18k g@fié R{*}acﬁe nFel P
e e val ue.

narrow down what type o ader assi to th
[ 0082] séseieinbudinreatse thelfije b¢atnuiﬂg,1@$|d12 1P mséd q:;hwréacéders ! sEanhpée sa:zamerasw,xh | then
identif

con ent of 't e valu For the format of
he saiiet 4REE FT S AGoRoRuing foal Lk B PEJOTNET 1y 1o
det er mu&ﬂerﬂ'&hé"@%ﬁﬂé vABOULHIcP e A3l P NS (Q@é edadfds hitesan¥ $8a @f mkhe nunber.
If the sanple value is a 9 digit nunber, the 9 digit nunber is nost Ilikely

a SSN. s¢aneh Elataisterming vehat beaster shopldibeyissignedrisethe sarhplevaivioer Ths, apst | i kel y

ot o AR B TR RS Jhhelstrb Pt el IR G o bbb SRl ieh o

second dmﬁﬂkilomaﬁhmm@n@ alTh@otntRinGeP @6 ZDH & 4280t nhine! NE thgaBR! R MRd-ue has
a nunber followed by text followed by a country code and a five digit

number 289P8nE¥sdN Wi saiciugedyilstthyticpd Mythan Xad dheBls. scamsr psigas Sedimaiielg t ool
119 can, ﬁﬁ?ﬁ&&ﬁﬁ Qﬂgg?%g§§ &:?Wy sanpl e val ues based on the format and

content “of "the Val ues the format of the data is not readably

det er miotd e by Chetht btier Boahnitithge kaohultiplOyaloss thft chll in sodateeﬂnm nabl e but

i s incapabl e of being narrowed down t cific header, in

enbodi g tpplel | glq%%s ‘§E§HH¥\E@aE1@b1° ﬁﬁgld&% the h@ﬂehe%%eeﬁgmamlféhw e

val ues bR RsSsigit if Eﬂ:@@g‘?g ld@t@g as ﬁ%ridaﬁ)@gﬁglvﬁthhatnhgi){ It @ﬁﬁ%@ﬁ}mﬂ%’togppf‘) 119
cross-references the format and content of e val ues
headerCmnKhn@bhh¢kMEaﬂmnsdaﬁdt@ahwkemdah&mmnﬁmbeeoﬁ@mmﬁeﬂh&ﬁb&1hmcdeiernlne

what header shouyld be assigned,to.the sanple val ues. K Thus, as |IIustrated
o o e oo TR Gl SR B e ST iolaa it ABEHARS handor
i n thea sel@hd hichthr Gati@fest M‘iﬂﬂtys@ BE@uhBarARuACEHE WM s AMTRE Kool 622 1 Qi prRmAccount
nane, but there are no other ~account values in the structure&’fll t hat

end wi hibadgr dchetofel gocpunt somnnele the irgridantktwatieraiddhere were no other headers

for total account amount in the scanned file. In other embodiments of the invention, the file
scanning too] 119 can take a sample value from the checking account column and the savings
account column add them together to make sure the third column with the blank header
equals the sum, before assigning the header of total account amount to the blank header.
[0085] In other embodiments of the invention the file scanning tool 119 can also
examine how the particular sample value is stored in order to assign a particular header title.
For exampile, the file scanning tool 119 may scan for the location of dashes in a number to
distinguish between a phone number or SSN, and an account number with the same number
of digits because the numbers are stored with the dashes in different places.
[0086] As illustrated by block 1414 in Figure 4, if the file scanning tool 119 can
determine that a sample value is a specific type of data related to a particular header, it will
assign the header value to data under that header. If, however, the file scanning tool 119
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-account bal ance to the data collected. [0084] On the other hand, if there
are multiple values that end in XX the file scanning tool 119 uses other
information to help identify the header. For exanple, if the columm

wi t hout the header is Iocated as the last value with an XX, the file

scanni %9111#09%1@%&}%5 él?eaiﬂ.ddg hc)éér%gfae vaﬁles éhetq g’r{ l?iic 1{]%1{35 O}Qg\ﬁﬂ i ?I%I%Ct amount

if none o der’s’ T ndi Qat'és

Al t er naltd aceh yf thefpagitaldadiddder i ndi cates a checki ng account anobunt and a
second header indicates a savinqs account anount, the file scanning tool
119 assPYid the Imexpermbpdipwatsils dle Sﬁ@mmhhtﬁwﬁestlw achial vHbgsdfosndink

header ;, };({)Ipféxl-aﬁ{l’i%d"m sealﬂocng{g%ﬁlr th@l%%%gﬁ}( ho tﬂE vBl%Ef‘louﬂ&% ﬁg}c]uﬁ*?a; Hc% in the

scanned I ments o e rnven Scanni ng
t ool 1li®ougmut tkeysesanph \exwabluputkrsomtzhehe:chﬂ@hnﬂg aaBeunt mapeaninand t he
savings _accoun um add together to make sure the third colum

with t REMHC&HR 5%0%? COI@HW&TI? ¥ rggton pasmof ghanged, gj’r‘ll“hb:a%tﬁ@ KAWL Olof t ot al
accounftll@é&ﬂﬁﬁmﬁs@d taha Hak ﬁ&kchlaﬁgééle rHOWE[\@p %ﬂsonll@ C&E?%m@gﬁ nrt) gcof the

invention the file scanning tool 119 can a exam ne e particul ar
sanpl e cv@zptmmsg! Bleanadhd hllg@rdﬁemcﬂg‘wdms §Dgﬂxmmarﬁtﬂ&mhcﬁaccbmﬂdﬂmm stihehe For

exanpl t e sca n or the | ocation of dashes in
a nunbgpnlonngflp(ﬁﬁﬁp “@é[&géﬂoéﬂﬁﬁéﬁ 33%%¥“@%a§§wnf #lenssh account
number padsirdsh Rddradees, RLTHEIEht 10fve Ghg Iea besause, sdieryuIhans vaus stipeed with
t he dashes in different places. %@wéj As |Ilustrated by bl ock 1414 in

Fi gur eCfamprmmﬁ%bqum@tt%alirdqncﬁghq eIk DeRyCi conleinempiigiedath &t dcaemanqathe val ue

is as t. d;to.a particu assign
the hoo i it 4Bl Aok 41 Pea P Sonf Ui ap Srmeihionghdin b
tool 1i8nplt¥ahenteinsdetgnnicas it bathaades udeato ideatisanpbagmabsgsy optcheader

is left blank a %QF w Il not inpact the scan of the particular file. [0087]

| n someVERBYH? Ri¥™aHeNf i | e scanning tool 119 uses the actual val ues found
in CO”’P@@?} sed fi 'h ﬁle@&ﬂb&ﬁﬁg 5 Bf Elﬂqmgfhoﬁ%tclo){]bh%tlkp%f M?Adgr%san]:i%gaﬂgle

structur dat a roug out t e systens, t the
ent er prilsies ar¢hissl ts:crhammmye tho ok ginrf tlmnﬂammd Wﬁfefrﬂaﬂd”ne 16 OHE O#FcS Eifice

i nf ti t. change t t the majority of the conprom sed
Idgt gr h éel %%g’tp a??éﬁ%éwgﬂ aﬂi«%é%ﬁu red %‘%JB E%égai%ﬁl@aafhat’%haefaﬁ%ﬁ pwnF
conpr ogligRdl EduhiRoMmed HohRNER anBfhARGHERLE theF c%huﬁ‘fﬁﬁg@i ﬁlf L QQu@tﬁ%o unt

nunbers 1n the conpromsed information wl y not ave hange
homeveﬂamaﬂ%@nwnﬂﬁﬁhamd@gcbe@a@%ﬁ@cdsmnaddhb&sg§pﬂﬁhnn)ewﬂghmnbave changed.

N A T T R A R T R
conpr orhiaeddirifeQs ¥k bOthe HRWRKRIS sykidms OfERy SAROMIRAL 8/c0fin thige | Nvention the

embodiments, improves the chances of finding the origin location of the compromised

information.

[0089] As illustrated in block 1416, the file scanning tool 119 will then compare the

real or assigned headers and/or the format and content of the sample values of the file being

scanned with the header and/or the sample values of the compromised information. If the

scanned files in the databases, servers, and systems include the same or similar headers, or if

some of the headers are organized in the same sequence, or if the values of the sample data

taken from the compromised information match the values in the file being scanned, or if the

sample values of the data being scanned are formatted in the same way (such as with

decimals or dashes in the same locations), then the file scanning tool 119 identifies the file

being scanned and the location of the file begin scanned as a potential origin location of the

compromised information. The file scanning process 1400 is repeated until all of the
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sanpl e val ues thenselves, at least in part, nmay be used to identify the
origin location of the conprom sed information. [0088] In other

enbodi ments of the invention a conbination of headers and sanple val ues
are used to determ ne the origin of the conprom sed information. In sone
cases t a v rom t g agern scanned
may ha\gle&g ‘S%Sde§ ﬁ(rsgﬁarvg R n (bcr 1?mldnalm ﬂ%r gmhﬁ(&élgmiﬁ’ﬁfl ftﬁfﬁtofléﬂﬁgﬁ P2 headers
in theidearfednm sed |nforrrat| on structure data were not present or have
been sw tched nanes, utilizing both sanple val ues and estinmated header

titles!49P] st r ucdicethedte scansingdeqlsd dnpansiadi ok ghabich imia gaiesrisad! $aiml e
val Ueslé%édli] %t Bﬁé&&ﬂm? [l dh8s BPEE TR 1‘?o?th%%ﬁﬁﬁﬁnlaéae{n‘fﬁrﬁano&Oaflp“t ers, etc.

in sone nproves the c e origin Iocatlon
of t heﬂhmtrmmhryﬂ;:éntk 148, ormmltﬁnmbc[cmﬁ&ﬁ]; ofghid 1h1kfﬂ3i()ﬁ1ahceﬁstl;moﬂbﬁﬁl{rcﬁ#ﬂ}ﬁ: t he

file scannji,ng tool 119 w || hen (5 are the or assjgned headers
and/ or TORGHDY FRED EAien it B eaar 11‘%‘32%”13%%!#&?‘5‘“9%05@? QP HBISEY R R

scann e@of"é%aﬂrptlé" % 15'(%@@ ha? 'BEM @Jta Eth?ctrﬁ@@m @16!5&15‘ gﬁepfwﬁlhf?re%%% hefesed

i nformation. scanned l'es in the databases, servers, and systemns
i ncl udeamere ae«éﬂ'@ semesiramslttaptuhﬁiadelmssamwa}f is agoome liklytdrizih Badersofthe

organi zed in .t ane,.sequ or .if t val ues of Ie data taken
Fr om-t FERS G BT O L bi e Yo Tatied et PR wegefhgs
scanned;iffidént hkadel Bam&R ARG theuRtaie Stopdd thhedidalet Bahig. ?ﬁ@%ﬁgm@& gfcor mat t ed
in the sane way (such as with decimals or dashes in the same |ocations),

then t ﬁétabaSP% Sgrc’afrﬁnﬁﬂﬁbﬁ}“ﬁ’@ms of the endienenteipaise sdmeesitp pair tydistdowoampegorand t he

| ocat i anned ) ot enti.a | ocat of the
conpr ofuSlychits i BB SRES B BB BB eligh T RBLENeE une T
all of ﬁld’l&&;aﬁ;ﬂngbfdd@‘islﬂe&dn datsdd daesq 1hat{‘%n@§@ﬂh(ﬁ1m%l@j?edtﬂn@inher

enbodi nents until the origin location is identified. [0090] After the file
scanni RGeS cerhndividal fF in e bupacssi tredeonsrHecang Sig «anpprisgl] | return
a list,gf potential matches of the |ocation of the conprom sed information,
as |Ifustrat ed by block 1418. In sone enbodi nents of this invention the

i st igdidered Omoatheheoparosiinl lokelon odntlegdompromised difotmatidags idzadfied | kel y
origin Iocatroggof t he co romsglglrnfo tion. _For exanple, a location

that hH¥ FERLOETF fErah-dd sPe eRGomatodisemiiady Refemining tifdiid  nanes,
and t he,sa6® idadde éhBétﬁHéﬁﬁgpﬂoUrdfebﬁleScﬁ%t WBhe biealh. np&eexahg»?é th ébg{;ﬁﬂe <

| ocation of the conpromsed information than if the |ocation
struct anenlororscli@remlblsrﬂ td hepmrlatamamformatlba frent athdaddonadgmeisct fandustdmerdat a i s
stored.in a

h1 canni ng of the databa erv and
Syt emtBrRRl st 70 s ba e e DL STy Y FErT AU RSPRE or
is out of date. However, if the origin location contains up-to-date information a further
inquiry in some embodiments is necessary.
[0092] 1f the compromised information is proprietary information, the next step may
be to identify the proper groups at the company to take action against the person responsible
or change the procedures for securing proprietary information. However, if the compromised
information is customer account information additional steps are taken, in some
embodiments, to determine the extent of the breach.
[0093] Once the proper location of the data is identified and customer information is
involved, the file scanning tool 119, in some embodiments is used to determine the potential
extent of the compromised information. If the compromised information is limited to a list of
SSNs, names, addresses, telephone numbers, and account amounts, this information is
typically without benefif absent the associated account numbers. Additionally, if the

compromised file has account numbers, SSNs, and account amounts, other inﬁ)rmation, such
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nore | ocations that m ght be the source of the conprom sed information. The
result of the file scanning process herein disclosed saves thousands of
hours of enployee tine in searching each individual file in the business
for the origin location of the conprom sed information. [0091] Once the
roper .ol gjne i.an.of conpL.om s informatiqgn is identifjed. the
et ont "rOPE G ERRL AR ol i, ORI TRl L B Al XNy (e
ori gi nthd @agirbmised infoseanelsbotbtmeanshatpriay ideanithe wxtiedto@proitisedor each.
For example, if the origin locatjon is determned to be proprietary
i nf or mat ¥ BACPEGINART Hisdivdumedt Gorl e begr conmernsd. Twerssparate fdes thabm 20
years a%re Qonlthl08Lo@A kLAl HIRGEHRARY ifntATEUGRAEE, o REMLAGLLMLT on
is out of date. However, | the origin [ocation conta NS up-to-éate
i nf or matlatandage, ut ofig one fiquay pcowrerab Mheestbraditrentaat bSthoeorasarbyeach@092] | f
the conproni s information i.s proprietary informati.on, the next step may
ot o TBERTIE) Oy RRBI SR T0 Cbiep S amat e Techeeige o sinkisaelt FORY HEsh not the
per sonpEgasRRRSbRiLI. or change the procedures for securing proprietary
informati on. However, if the conpromised information is customer account
i nf or me#049%h addi Figmal ilbtsapies dredi]t akaning qongommisedbddinmgionprodess Hélder mi ne
the extent of the breach. Q 93] ce the proper |ocation of t data is
dont 1 1180t QOO R a1 GHE PR aB6REs RE A skt ng +oo
119, i BrexoMeft@ R mBebsiginSotsRd of ehARhGirBined hitenRalantdaliusexdant of the
conprom sed information. If the conprom sed information is limted to a

li st oPlockdRE?, thaftescaniag ©ek bE pulls| fegin divepateniisbpidgin dpratiaecdia headsroeit s,
this info LON IS Lgal |y .t f nt 1. ssoci.ated
account i apsr & geotoBh B ottt g CRE sk BINERY 1 aBRROCHE A
nunber sf theShmpranded@tdauntioanTuiRBovidésedmapsoo @l bOhe iIuARatioasrt he nanes
and addresses of the inqui ual s whaose_accounts were conproni sed, is 19

i npor t RAENEYAnEPAYG LR Bgmseervithifis compomiss’ Ik mpden had 3996%r Hat i on
was noty,d [ ' - IS i, i.0 ToTol g , t other
o o me e B e LA By B LR L A Sy Al TR R ot
have béeniccomprongsdds plonpusbpsaitedfdulieg thdatnningenge cfdthp fibnicamdngoul d
have been)t% A with the intent of matching up the information at a |ater
dat e, BUt*“hi%“one file was recovered. Therefore, the extent of the

pot ent §@loshr each AssjudRtQrvinesk RosexandRingavahl AhehibRRLELE g | ocat ed
at the origin |ocation coul’d have been conprom sed. [0094] Figure 5

i | | ust sanesrigihdoditipe as termeinposiond fitkriledde seomgedelor 9ps oeeds desonine

Iplolt gf‘t Flgtﬁog%tigﬁwcé@q&tx{]@ lseed RCH nﬂ%enﬁletsggnlnil%glt%of iy 9ucsoerr9pag'é)s tgee }n%(r)rrirrliart]i%ntap fhe
origin location to the compromised file to determine the additional information that could
have been compromised. In one embodiment of the invention, this is done through
comparing identifier information (name, SSN, 1D number, etc.) from the compromised file to
the data in the origin location to determine the additional information associated with the
identifier information that could have been compromised. For example, if the compromised
file contains names, SSN, and accounts of customers, then SSN is used to match up the
specific account numbers disclosed at the origin location that could have been compromised.
[0096] Thereafter, based on the original compromised information or the other
potentially compromised information found at the origin location, a determination is made as
to whether the compromised data itself is sensitive material or if the person who had accesses
to the compromised information also had access to other sensitive information from the same

location, as illustrated by block 1506 in Figure 5. This allows the company to identify the

account numbers that need to be changed and monitored for any illegal activity.
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breach after finding the origin location of the conprom sed information. As

illustrated in block 1502, the file scanning tool 119 pulls fromthe

potential origin |locations the headers of the structured data stored in

t he origin |l ocation that were not found in the structured data file of the

conpro |nfor r snapshot of t.he information
?@ ntral i g? #‘r%?’p%“’r‘?grv bﬁvf%l C 8 ﬁi"“p‘é}“ OE’%\lﬁeg I‘;dE‘lﬁg’déésnf PEh'Sed

i nf Or mataiaaial hﬁ(ﬁlhaqﬁﬁ(ﬁﬁmllyiombhﬂnséd iueirbiagon taband i thBeri@nhilgiafioh 0gatilon does
not have headers, sanple values are taken and headers are aSS|gned as

previ oa‘sqnym&ée@r1|18éﬁusﬂ-’d ﬁ‘i’ Hignbihethe @ﬁﬁﬁ%@%ﬁ@é bycomparig inderfdmgi ng
pr oces g, 404 011[1‘919%5’111 tﬁ@c%lll]grldﬁltxgeﬂg%nmﬁuﬁl 8% th]e5oqll;’m ioc%ﬁaeﬁrﬁh' s addi ti onal

|nfornat|on ocate rom sed file,

t he fi kerspaniinggoittaslinfohatics the euistdsmu@e\tlmsmntﬁ@mahbe cpatidat ¢ Bédny

conprom sed data._The file. s ning tool 1 .19 conpares the information at
the offgPHHEdarios¥arerlere gg&ﬁf‘&ﬂ“@%d‘i%ﬁﬁér EPTHISE B i e G AR onal

i nfor ”ﬁ{ﬂ)ﬁxﬁht{oh% u&alb @Henh?}/eﬁ ﬂb@&{gﬁﬁ %ﬁ@l%ﬁ&%e étﬂe%@ab%@)%y dRfn Pl the
invention, this is done through onparing identifier i'nfornation nane,
SSN, | Bidressbere; mai addredsenor td}@homnprtmna@ed sb itheecotpany ken dietifa than t he origin
Iocatloqggg degﬁrq%ne the additional infornmation associated with the

i dent i FYEPTPRPEMI ?8“ t hat coul d have been conprom sed. For exanple, if

the copguugm sed Afsiill@u@AtHE NISckNEITeS) s@RNemBBdinREGUFMSInQEntMsStHeBEs, then
SSN is used to match up thé specific account numbers disclosed at the

or|g|nb%@ea@ﬁ@ﬁlﬂﬁawHGQHHUWhebes%eente@mwp@h1é@ﬂxwepwae@}mxnemeamuen, based
on the ol sniﬂ*on%% grﬂsgf 9) 1185'1{ OJurxT% 'Oréxs%xﬁ ﬁgﬁOSIdP flrtlh thg%é%]@%(‘}lﬁﬂs% tion is

conprom sed 1 ntrornmation

made amfotnmtivheth®e tithe t@@@@lﬁ!@ﬁl&ﬁ@dgﬂ&b@tmh&Bﬂnﬁhb@b?ﬁ&sﬁibls&ai’mﬂ%tt%ﬂ al or if
t he person who had accesses to the conprom sed infornation also had access
to ot hét’-skrrdditiape tisimérmatipn Relps &ﬁlﬁfy@geﬁeersndt%&quwav&élaiimr@ﬂgw ated by

bl ock éé%@adn% tﬁé g4h ()Ense-ﬁmﬂ%n@xétl(g%\ﬁg%’o ﬁ@q@%%g eQw tlgga{e sf % l]lgxpgu ,lgccount

nunberS that "need to be change rany I actrvity. 20
[ 0097] loAstian, Itlusitlflbatzenhutg/tobl bickis 15BN cbfajuhbtﬁnmmnbﬂm Scﬂtbcdaﬂi wold sel f is

sensitive terial othe ent | al C for ion is found
'n ¢ he SPI T aEGH g @ Be e P Rlmalidn HE B AT SIS gg%"émi(ﬂé)ﬁ%qrfy t he
ef f ect gEoFMSEQ IRGE 1LY e SOTPAH B HdRA&hif BuNthe dsBf QLBRL: R M Qi of gg chihe
conmprom sed information or at the origin |location with correspon

cont actnfpfasioat i on t he cust oners whose information coul d have been

conprom sed. For exanple, the SSNs, or other identifier information, in the
conprom sed information is used to identify at the origin |location or sone
ot her gﬁmepase rhes1eustouer ! addresses, e-nmil addresses, or tel ephone

|nfornat|on so t he conpany can notify the
[00100] With regard to custodian management, according to some embodiments of the

present invention, the Unified Directory/custodian database 122 houses information relating
to all potential custodians within the enterprise and the locations where those custodians store
data. The information stored in the Unified Directory 122 may include for a particular
custodian, for example, the custodian’s name, position, human resources identifier (a unique
number for each employee of the enterprise), employment location, domain, email addresses,
network user identification, personal computer(s) name, paths of network storage devices
used by the custodian, including Shared Drives and HomeSpaces, work history, related
persons (such as managers, team members or subordinates), and any other information that
may be relevant to the discovery process. Since the human resources identifier is always
unique for each custodian, in some embodiments, the Unified Directory 122 may be

organized around the human resources identifier. All of the information relating to how the
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custoners of the breach. [0098] As illustrated by bl ock 1510 in sone

enbodi nents of the invention, the file scanning tool 119 wll return who
has access to particul ar database, system sever, conputer, etc. This
information is used to make sure the person associated with the corrprorri sed
i nfor an be tied to the parti.cular ori |nlocat| ed by the
(1o EhRRiaRasy 124 FoetbirtadbiaRan e Sion sl wib S e s ST Ty ot her
users ﬁngxgggtgmh@gﬁug@Qv%ﬁngﬁ@hm{bngeneratlng t he conprom sed |nfornat|on
By identifying people with access to the origin location, the file

scanni t10ébl 11801 @(ausvé@i th&wle@mmm@bwynlwwmiirﬂwmqetrsecmr 16 oF e datbhes

(expl ai_ned %dea at er at he nfor tlonfromtheldenglfled
serw,r ];:I) nfl 1 Bl‘];a(,e Wli hC %P utcr ataba 11_(3 iPuman resouregs Comn
peopl e PRSP MRS POAEA A e-mall” Cco respondence

t hat C@j:dt@mb@ftﬁ@ s@eipalseth Wplyhhd m)mlﬁpﬁ Gidhs&d huhiah @&sFEdco HatabHB09R o the
CUSTODI AN [ 00100] Wth regard to_custodi an managenent, accordi ng to sonme
enbodi MaHies! Bireatpry 1281 dn adine pRbetipicnis; the wkecprie; BYOTSY SENBESIOUETH an

dat ab""%mi’er%é 9 edch Pl dﬁ’?ﬁoﬁ{‘d&%& | g é%ﬁ‘!gc}] wPRLE ’%tﬂ)ﬁ!éct&‘ﬁ LadLans

within prise an ocatl where those cust o store” data.
The i nhemwsal 'msauret:g)xrcenbd m ;iahe:uunk,ﬁstediaz& enﬂohmgr;atelm& irfymianah intkethieor a

particul ar . cust.odj an, exa 4}1 t he cust.odi an''s na 03|t|f) human
r esour EBOGigRARIFS ]@Fluéé[‘éd RIRHEICSPBFesd] mafpH- o';’i‘g“ iof fiey the

ent er pij$8ld Dﬁ'@&?é}@/r @Qﬁa 85@{56 (%?amgd) ABhithe ﬁféﬂhgﬁ:r@gﬁiﬁ@ %ﬁ@ﬁmwoﬂe&é@ﬂﬁiﬁ gs er

identification sonal” conputer(s) nane, net wor k storage “devi ces
used byetwhek, amstthn:he amjividngdb vabpoigsit8h m@dttmgm;oezsnaalmd:ccbbm@pacﬁedlamid
hi st or rel at.ed per mana t eam menper s or._subordi nates),

and anHaGERBE e reRRREORT S”Cf%ﬁﬁveeém?efwgﬁtpow TSR BPRE  ocess.

Si nce §hBrrhMIRNN IRSAMHeeSddsSeitd dbb ek, ih Sordé %}ﬁdnﬂéﬂtsq}i'ﬁoﬁr&rtloﬁ%@ﬂlccUSt odi an,
in some enbodi nents, the Unified D rectory 12 ani zed around the

human Lestbet Risectonyel?Riis pecrateyd 1h1@rghtthelsmnfidra¢dtahd>%r é@niexad theclsotiprite 21

Unified. Directory 122 is r a.multi e ss that -utilizes
mul 11 prier ey bt RS T BnETef e b RO SR RAR B ek POk Pt 10n)
For exanpbmﬁlé&en@hg@d&mmucdndlaaﬁ@@sg/toﬂana@memv@@rver 110 or the database
server 120 may interface with the conputer databases of the human resources

conput &0 Oégfst ens hePrefHe senpuedpelsid 2teayckspderiayed by ithy elastiaie dipsethe hunan
resour Gesa é‘@(?x fI'@)%Qde?&nfﬁéd‘ tSQ:l J%lrtﬁg&%ﬁ%mﬂné%noxi Tkt B @np(%g' nents,

the el ectronic |scovery mana nt server SO0 reach’out to a
net wor kadh sfat¢ etyrpriseipérsaml melmm A0 anderddism@tad dfeydatdtase dentrilP9 net wor k
resour s ?m? eull altn gm%a%on a })Ju%léj(l,i? crzorg uustctziongic 1nass cngld utlmn }1a61%£ 2}1(? 11;[ Qcidsrcsls na]:n(c)!rarmt Hon
into t ying p p

list of all profiles, including demographics information, (or network user identification)

associated with each computer. According to different embodiments, the profile scanning

tool 112 may be run on the electronic discovery management server 110, the collection server

130, or another server in the communication network 102, In some embodiments, the profile

scanning tool 112 is further configured to identify and transmit to the database server 120 the

most recent date and time at which a particular profile was logged on to the machine. When

information relating to a particular computer is received by the database server 120, the

database server 120 uses the profile information, which may include several user

identifications, to link the particular computer to the custodians in the Unified Directory 122

assoctated with those user identifications. The database server 120 may also record in each

custodian’s entry in the Unified Directory 122 the last time the computer was accessed by the

custodian, according to the profile information transmitted by the profile scanning tool 112.

Thus, the profile scanning tool 112 ultimately generates a list of personal computers used by
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custodi an entries including the copi ed human resources i nformation.
Information for the Unified Directory 122 may al so be obtained fromthe
managers of the information technology network, i.e., those individuals
responsi ble for setting up email accounts for custodians and nanaging the

various file servers,of.the enterprise. . Furfhernore, in diti to
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to the custodians in the Unified Directory 122 associated with those user
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cust odi.an: S... ry.la t i [ Lhe | ast 14 ‘ ut er
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t r ansminttvedk byrdgbarqaneiliih ehcstaniiting senets I3HAhat iThaistivl hlepti®dsids@ scanni ng
tool 112 ultimately generates a |ist of pe[son_al 1gforrpu ers used by 22 each
cust odFEHICSRARE t1AiSAME caofiente teraaumiel@ot b4 Keorligre Mfﬁﬁger when a
col | ectj, P01l ,g«pgt% NoBtainR A nd PRGRIAE($) dlrScrbfddtdiald di scussed
in det aill H)tl)lebl olw. i00103 ﬁ’f(r)l gélgg’r d]a%ggwﬂﬁ] égéidgr%sod ?ér?gﬁtg gwglﬁa?]tdhe

i nvent ieeaipattigahapgps ofedcb akivwiitld stormzeeosaf thegume thelwilingg fvdert el @bematragat | on
netvvorﬁ 102 farad)exam’\ne the enterprise file servers 150 residing on the
comuniEREPGHAEIWEYR 102 to I ocate and identify the path of any personal
net wor koi0a] age a0 RRrQRrdaBGHrSBYiME R paliRuldd BEWRSK QbMge @rdd8k 20 NAhedpRENOT K
storage area is a network storagé area associated with a single user who
reads degoadifig tnsaone einbedaments, the mapping tool 114 is configured to utilize conventional

naming techniques for paths in the communication network 102 to identify those paths of
network storage arcas within the enterprise file servers 150 that include an indicator, based on
the conventional naming techniques, that the particular storage areas associated with those
paths are accessed and used by only one user, and are therefore HomeSpaces. In accordance
with some embodiments of the invention, each user of the communication network 102 is
assigned to at least one user identification and those user identifications are the indicators that
the mapping tool 114 attempts to locate within paths when identifying HomeSpaces. In such
embodiments, it is the convention that the paths of HomeSpaces on the communication
network 102 include the user’s user identification. On the other hand, paths of shared
network storage areas do not include user identifications. Therefore, the mapping tool 114
may explore the directories of each server within the plurality of servers, evaluate each path

in turn, and make a determination as to whether or not the path includes a user identification.
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data to it. Personal network storage areas may be in the form of network
storage devices or folders or other resources within a network storage
device and may be referred to hereafter for clarity purposes as
"HoneSpaces." According to different enbodi nents, the napping tool 114 may
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server ano her server e comruni ca 7SOI’TE

enmbodi aesdr sdexﬁhﬁdhmﬂm :ﬂ@)rim)g)iooﬂ. 11.144 is S,oﬁilgﬂr&ﬂiw)sﬁﬁfew i@@nttﬂ? die pstiqdhedul ed
to execute through use of, Wndows Schedul ed Task. As the mapping tool 114
crawl s EHETE btﬁwﬁ BEea T GHifisd budhat pa2s ejHomeSpage ] Gupant tpéhfé&ca@h&a@ each

file server 2@r{ﬁcg ABST 'SSFHP ﬁieﬁ{}ﬁcaﬁ%ﬁ%gﬁﬁfz ﬂ Yfhe %]%91(!8?% fo Al RePfnany

network storage area wt | ur servers that it positively
i dent i frifesna®nas recoinedpade. databasmmfeerm@,dhﬂémmsc sérecmifpisogticaetr 114 is
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assi gnedddtandhe Ifeaplicaoine enisies exige thif adahiageoudiderhbies evaigaice oflendifié cat i ons
are the gﬁdlcato[s t ha the mapping tool 114 attenpts to |locate mﬁthln
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i nclude the user's ser ent ‘ication. hand pat of shared
netmorhvma@ra@enaﬁea@xdmcﬁ@wumnmbudéhusehmcdemhuﬁﬂoaﬁunmhmuﬁhénmﬂﬂa@ t he
napping tooI 114 may explore the directories of each server within the

pl ural ? Yof servers, evaluate each path in turn, and make a deternination

as to yhgoher or h’ﬂéﬁdltﬁ(ﬂ@tog@& thol V6t WE8S s@na‘l’%@ﬁlpﬂlt@%@hﬁﬁl(ﬁﬁéﬁp@&q B&d [)3?9105] | f

it is determned that the path includes the designated indicator,
exanpl garticalauewstodiate mhidhi leds weone, gendreteddphaprofiboicanring il d;bfhﬁmcgtlmeed to
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user i deehidi, tied de@ibagnskridra 203 dlsOforitiperddanpag dst MAN shrad netvobor mat i on
is received by t he dat abase server 12 t he dat abase server 120 uses the
user storage areas used by the custodian. As used herein, a shared network stor age area is a

network storage area associated with multiple users who read data from and/or write data to

it. Shared network storage areas may also be in the form of network storage devices or

folders or other resources within network storage devices and may be referred to hereafter for

clarity purposes as “Shared Drives.” The user interface 118 is configured to receive a path

of a Shared Drive input by the e-discovery manager and store the path in the Unified

Directory 122 in relation to one or more custodians’ human resources identifier(s). More

particularly, in some embodiments, once a particular user of the communication network 102

is chosen for the collection process, the e-discovery manager may undertake to identify the

particular shared network resources that that individual is using, and eventually, the paths

associated with those shared network resources. This may be accomplished through

conversations with the particular individual, by utilizing data returned from the local

collection tool 132 executed on collection server 130 (shown in the block diagram of Figure
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identification to link the particular HoneSpace to the custodian in the
Unified Directory 122 associated with that user identification. In sone
enbodi ments, the mapping tool 114 is also configured to recognize and
transmt, and the database server 120 is configured to house, an
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configured to recognize when nultiple paths map to the sane network
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resources wthin n age dgvices an ere

for chaeiprige filer poses! HsthitShacedodt kasused TM@@S@I Foné&aniag ehd ditddsan
configured to recei ve a Bath of a Shared Drive input by the e-discovery

manageMa¥ fAMEUSIEIS RADHELRCPYPTY RRNERHT fipadicuty rfféé@rdramaz@/qrﬁ‘r%maw@ﬁ to one
or oI @LENHAHE RRSstofdH TH. r.@(ﬁ%}ﬁﬁ? hdenkic ¥ﬂb%ﬁ1(n§én‘cs Wc?dis e ryﬁlg{l%)l y, in

sone enbodi nents, once a particu user o e cormuni ca Stk 102
i s chosepm hfvor dItdaéy oofidrektn efogel odleston proecss oditbcaverdyanamadefic, vherdimder t ake

to ideptif t wor k resources, that that individual
o usi MG oShe TR tae 2 RwBeda ot T RU e BB S A met wor k
resour ﬁ@@lmér hasSuseRY 1@ fELAHTBLd SHRELVCRF AdSber ﬁfap\b% la§akd &fr}ﬁe &;Bulaxhe
particul ar individual, by utilizing ddata returned fromthe local

col | eciilphrefesenced 3z ﬂé@(@f@ut Eloe @rdlSG@WdIEOfl‘dllmrslmy\ﬂbw aBplog slwolie browsite bl ock
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execut keigna ahge wsembnngt SEAMEE YivBRBRGRIusee Ed@hfyﬁlé}@ fafScLSAGNEs drBatedb@ur e
and/or accessed by the user, determine the size of such files, and retrieve the path of any
folder (or Shared Drive) including data belonging to the user.
[00108] The retrieved paths of the Shared Drives may then be added, either manually
or automatically, to the Unified Directory 122 in the database server 120. Thus, the Unified
Directory 122 may store in connection with one custodian (and in particular in relation to the
custodian’s human resources identifier) a list of the personal computers, HomeSpaces, and
Shared Drives associated with that custodian. Each of these locations is a potential source of
data stored by the custodian, and once an investigation or collection of a custodian is
initiated, the location information stored in the Unified Directory 122 may be accessed to
determine the particular storage locations that need to be addressed during the
investigation/collection. This is advantageous as it allows a completely automated
investigation/collection process, rather than relying on the e-discovery manager to manually

imput the targeted machines and file servers at the time of collection.
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[ 00107] According to sone enbodi nents of the present invention, the file
browsing tool 116 is configured to be utilized by the e-di scovery nmanager
through the user interface 118. The file browsing tool 116 gives the

e-di scovery nanager el evated authority within the conmmunication network
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associated with the custodian previously is no longer identified, the database server 120 is
configured to store in the Unified Directory 122 the information for each computer, as well as
indications as to when the new computer was first identified and when the old computer was
no longer identified. In this way, the custodian profile within the Unified Database 122 may
include a history of the personal computers used by the custodian. Such information may be
relevant at the time of investigation or collection of the custodian.
[00111] One feed of information into the Unified Directory 122 which is particularly
relevant to electronic discovery is employment status. According to some embodiments,
when the feed of information from the human resources databases to the Unified Directory
122 includes a change as to employment status of a particular custodian, the electronic
discovery management server 110 is configured to recognize the change and possibly
perform particular functions in response. More specifically, in the event it is recorded in the

Unified Directory 122 that the employment status of a particular custodian changes from
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conti nuously updated as new information is gathered using the tools
descri bed herein. More particularly, the electronic discovery managenent
server 110 may be configured to automatically retrieve data fromthe human
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the case database 124 and a user can use the user interface 118 to view a profile of the matter

or case including all the information.

(001147 Once the matter and/or case has been initialized, the e-discovery manager may

add custodians to the matter or case. In some embodiments, the electronic discovery

management server 110 is configured to add numerous custodians to a single matter or case

at one time. In this regard, the e-discovery manager may use the user interface 118 to enter in

identifying information about the custodians. The identifying information for each custodian

does not have to be of the same type. For example, a name may be entered for one custodian,

an email address for another, a network user identification for another, and a human resources

identifier for another. The user interface 118 is configured to receive the identifying

information in different input areas depending upon the type of identifying information being
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26 active to term nated, the electronic discovery nmanagenent server 110 is
configured to determ ne whether the custodian is assigned to any case or
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the termnated status and inquiring as to whether the manager would |Iike
the t ef§ieivatiedhe glseisenadissosay Baperset egver i Oiheondigurnd to ee heiaRydr
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change [ 1&hpl oy ffbnrlcstraniadisch GO tRha@ABE! fGOUI1EN, Vierhearelyag the Wnidiade

managengnt . pr SS$ accarding to sone. enbodi pents, a case be

i P Al STy AN e MBHGYE Y ng AwREPAAT. 15 SPHE R o BT THOBRT %86 118, 1 n
this Gegansfadde sar Gkt S€ BY hifodTRRABLEhIARYhENb@TidélifPink MefoHH/Ton. Nhed ace 118
certain informati on about a.gartlcular matter or case, such as a case nane

and/ or cHetrgely, ong nsiel wasledepppar gpagfcular et afaenus idesifieng mivagaion; denti fi er,
t he particul-ar..r 1= QU - Kk f o e, e. sopened),
mnage e BT EAE R Blocner® sen 0B LGPl b DS ERRR N Oo0R: ABPETT

subst arggodifin tdige adied tethercaichemmdtikanOhhee pheciesd, inlthkevanbéoee dbscayery
manager), custodi ans, etc, The el ectronic .discovery nanagenent server 110
i s confiidiy e leerted Bite neRilat st eyt sfentifying wferpdogahab Bseanuliiple i n t he
dat aba . . e 4 ] ont i thgs

ot or mar Sk KB ot e (GRAR HABRARROTES hansBRTHLAD B, Ly DURR 1 T8,
case i and slasteddowhdt tlhae-disbevecasendsat ahasevie2dthandildpla sestodiam pudidest he user
interface 118 tgq view g profile of the matter or case including all the
|t or et BAICA ORISR '€ Rt Gl SR8 (S BN PSRz ed, ¢ he
C- di SCRYRIY nHMARIRY dJTRY so, AfCL-GHSHRH} ARSadeP ) @oABEdGhe MhcCiRkRmalibn ROME
enbodi ments, the el ectronic discovery managenent server 110 1s configured
t o add theyrrefibassucligs cupant titte, svogh lnghteomrassoeiatedrcustadiens, &te. dhehtime. In this

regard, the e-discovery mapager may use the user interface 118 tq enter in
| dent i PYPHE P Har B RO Re puden At S e e e E e e e { on
for eaghc alsided aTRe cUPREVAVInMAYE tha, hen &fledt R &Mt EsRRIanHBF a@NEGPIe, a
nanme may be entered for one custodian, an email address for another, a

net wor Khagsee of matierianil capiighthebell eurtnchans sclepigd anayresadded sotlie eass oringhdlat.i f i er
for an ;craﬁléﬁng-rtg%o:"ﬁ%%fnb'o%ﬁénfts?cgdd]n}g?' 4 csus{:o%ri]zrnl d Lércgge (gromgt?e?%l\%?vésqﬁlking

i denti
correlating the custodian profile in the Unified Directory 122 to the case or matter in the Case

database 124.
(00116} According to some embodiments, upon adding custodians to a matter, the
¢lectronic discovery management server 110 is configured to initiate the transmission of
preservation notices and surveys to the custodians. In this regard, preservation notices and
surveys relevant fo the particular case or matter are stored in or linked to the case profile in
the case database 124. Transmission of the preservation notices and surveys to custodians
added to the case may be automated, for example, there may be preset instructions within the
case profile that cause the electronic discovery management server 110 to transmit a
particular preservation notice and survey at a particular date or time or upon a particular
triggering event, such as a custodian being added to the case, or the e-discovery manager may
manually cause the preservation notices and surveys to be transmitted. In some
embodiments, the electronic discovery management server 110 is configured to transmif the
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information in different input areas depending upon the type of identifying
informati on being 27 received. The el ectronic discovery managenent server
110 is configured to use the input information to search the Unified
Directory 122 in the database server 120 to determ ne which custodians are
associated with the input information, In_the case of a human resources

i dent | PTeseTvBEHpticht KbV VR biie ik s SRctian Ree By edem D Edtery 122
may be red,
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associ at ed custodlans etc, Such, information can informthe e-discovery
managePe S HBIGhEtREFmitiem ndeanivet emanses 9 erHereys il NohteRYEd WithHe
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t he casmfagurcrbitotsehcduloﬁ:@enncthl mgtites ts bergere b oditatkntsto pbxaxnﬂicaink_y"reﬁeﬂhuhe odian to
a case or $atter |nvoI |nk|n%; correlating the custodja rofile in the

Uni fi eQUTFER Gipofpott ”t Ly (o4uEscpye Y fequmahts pREa R0 *h%\tra YsdN124.
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the electronic discovery managenment server 110 is conflgured toinitiate
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thisr ggrd reservation n gﬁg tand (SUrveys gh e qrafcular
case offnatPER SIS S RCTEY OF UARTR P ¢hEE s %’F%“f’ﬁa O‘i’ H‘“ ‘48 "ase

dat abaggiedttbe’ sTﬁi@[}ﬁﬁlﬂi(ﬁﬁtb@ﬂloﬂfgytlﬁﬁlagéxﬂ&‘ﬁ@f@&ﬁ O dQftiof She 8MUe$ HisEN%Es T O
custodi ans added to the case may be automated, for exanple there may be

pr eset recgived diom enssodigns hFIWeﬁ%é’ﬁ)@ag@ coHestioneregrat. Kaesampleeord BEYSoN C
di SCOV%{«% d{@gﬁega%% %d&?ft% k Jtm%g B% é%cs%ﬁ‘éEquod?an LR%£ Ivv 1&%‘&8{ mgps‘tﬁerﬂﬁét Ion

noti ce rvey at par
answer that the custodian gives to the survey may inform the addmon of Shalcd Drives to the

custodian profile in the Unified Database 122 that may be used later in collection.

[00118] According to some embodiments of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms
to a case or matter. In some embodiments, the contacts/managers for a case may also access
the case profile in the case database 124 using a web browser and may add attachments,
notes, tasks, and search terms to be stored therein. Thus, the e-discovery manager may not be
the only entity with access to the case and case management tools of the electronic discovery
management server 110. The subject matter of the attachments, notes and tasks could be
anything relevant to the case or matter. In some embodiments, the tasks are tasks that
particular custodians must complete and the electronic discovery management server 110 is
configured to transmit a notice to the cusiodians that that the task needs to be completed,

perhaps using standard email functions. With regard to attachments, the e-discovery
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triggering event, such as a custodi an being added to the case, or the
e-di scovery manager nmay nanually cause the preservation notices and
surveys to be transmtted. In sone enbodinents, the electronic discovery
managenent server 1 10 is configured to transmt the 28 preservation

noti ces and surveys via a standard enmil functjon. .The surveys nay be tied
Lo e B e e Bt SL R g, T ynlg PGt ¥ 1 e PG R Moo ane
t oget hgfse padtilecOne survey may be tied to nore than one preservation notice.

When a custodi an responds to a survey, the survey response is received by
the el E¥HABhi ¢ dWitoeany toriiragervh nemsethyerdiscpgenymianageiormdbe pasecettaetson to

the relevant custodian in the e profile.in the gase databasg 124.
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conf i guslediddQlatt0N6atd data Bspéhsp@rdrirébvait td e vdaéidyingeiebasan thatathe survey
response in the Unified Directory 122 in the custodians profile, [00117]
Accor dbingingshaswachdpmay Wan ke casa prpiie Wridmindageons af it sropics 4espad Poenot i ce

and su 1O i -each S i : i ] ed in
fhe ol SR SebOGh AP AT G FREIERL HRDRIANG! RRRRRich By HeARlS
di scoves yistmpagienmatbeserver 110 may also be configured to transmt

rem nder notices if responses t he surveys are not received wthin a
pr edef f%éa%eri o detsrifiega somp enDe SRR T P‘§E“6\9é’r“§“%iha§’é?ﬁé‘ﬁiﬁ‘c’§é’|“\}%r 110

may al §R4behat RANEMEYS BdPrSHNLANNC UL B HINERY 2 PALECER L AsRR S BRindsLr
custodians to periodically refresh the custodianS' nenory of théir duty to
pr eser vayfus¢ ge/udecutrefts | pentraieniatye tostedansraan ére mitter te twaindnthpdiz ment s,

once a preservation notice has been se 0_a_cuyst odi the electronic
i scouehy: MaigensE cour Jee e g arrae & Pomsidins syt B ng or
ref r esBimBgdifentst R FeabRLIdRSerD BHAP@heif QBREL BINiS LoligdréBdSdlolki AINg an
alert of the preservation notice to the enterprise's information

t echnokesggdimmsriagienehio the vaier tb e addisell ghthetchte & thassnatanp oliswlditioneei ved
from custodians serve.to informthe coll.ection process. (For ex |.e. one
survey TR S s Fis' Sty e Se it faiReuf G SR A BRERE of ko fAR TR Uoes
when stirdafg tigadlestrohitedis@vsmahatdpainctihiereu s 1O nfighnd o iltow Berawrorey nmay
informthe addition of Shared Drives to the custodian profile in the

Uni fi equstediansde b rdoased fomhainaler adedse #ttbe same $HF1 ection. [00118]
According to sone enbodi nents of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachnents, notes,

t asks, [@idisearcibABAns to a case or matter. In sone enbodi ments, the

cont act shnanagers. for a case al.so access ..the case profile in the case
dat abadd 123k usi PECSA FEHODABHEY eeaﬁ%fa@yg g‘Hd“"’H?‘i%)@hW_Eﬁti‘ L manEdy hasks,
and searghol &l Mank er,tlﬁ b?tbféfz%%lteﬁ&ﬁeﬁ-dh a iRy totah@as@,'tgé SleQYSY dfiB\RGEr nay

not be the ohly entity " with access to the case and case nanagenent tools

of thesgltectl VoM @nligsredverytomatically collect the custodian’s data using the location
information stored in the Unified Directory 122. Therefore, the electronic discovery
management server 110 accesses the custodian profile of the custodian to be collected in the
Unified Directory 122 and determines, from the information stored therein, the different
locations of data storage for the particular custodian that must be collected. There are many
different locations that the system 100 can address, including personal computers, email
accounts, and network storage areas, including HomeSpaces and Shared Drives.
[00123] If a custodian profile (for a custodian released for collection) includes at least
one personal computer(s) associated with the custodian, then the electronic discovery
management server 110 may undertake to collect the files on these machines. Therefore, the
electronic discovery management server 110 may retrieve the relevant machine identifying
information, such as domain, name, 1P address, efc., and may initialize deployment of a local

collection tool 132 running on collections server 130 (as shown in Figure 4).
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managenent server 110. The subject matter of the attachnents, notes and
tasks could be anything relevant to the case or matter. In sone

enbodi ments, the tasks are tasks that particul ar custodi ans nust conpl ete
and the el ectronic discovery managenent server 110 is configured to

transmt a notice to the custodians that_ that the task needs to_ be
conpl et®d24] per hapelogal w&egtt%ﬂa%r@%Prﬁﬁﬂrh&%w.b@h@ ploygd Homdhacellgcgons
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sear chomgernbratimest, the lpw! arltistivakcoh 1R isconégped to boauthwaden ly ingtalledicds i n

cone. efbdteReioan SRl Stni B areshe gt BOLEY RSt R Chat ¢

s ting ddehld 4 QabsHdt OMicalatAlfdPdnaHE RIRS! dtdrage HBhE BErsofdIRofip dﬂeﬁ@ﬂy ery
manager nmay use the user interface 118 to rel ease the custodl ans fromthe

mat t er fargxahpleubidesing & agnneasdly alwaiiéblﬁ &b geeh asrthgyehang Hadewrrcenent  of
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di scovery con ure cus I ans

assi gnEh(é ﬂlas ﬂhh]adéﬂiinttﬁé srﬁ@sﬂ&ﬁ td ﬁie&@ﬂeﬂidn@ sériver KS@SGB}aﬁraxtshﬁttﬁ@m&: ddtarroml n
addition, i i nstances where the e-di scovery mapnager has previ ousl

creat ealegfl@ﬁfbgf rthe datp slgrehn the hridnvernd tl(‘?al%"ésm‘*tih‘é)”él’%‘%‘t tsrpel g9 lﬁ%%r y
”ﬁnageeEBg'i‘pf%\)éﬁ{réé&Ql)l SRt &&é‘i&ﬁdl{ ﬁe 0 i 8 QB HHHnQJhmﬁC\H%}tA ians to be

rel eas rom a to a cas ane tine. [00121 [00122]
Once aswysihodiarrfeanchiem thellm’ai dalkdhdroﬂoobbﬂ adtdvom intevhett g thesdatzal | y by

t he di scov er or bel rel eased from.a 0 .a case, the
el oot 1 BRI G Gt BBy 8y SReneo0t pale Oie o e EO PO CHYORD T et ¢ he
cust odigpsSisdat a using the location information stored in the Unified
Directory 122. Therefore, the electronic discovery managenent server 110
accessE¥IEhE custrodidamorpiodhé fuacadnstdeecrredtabaiatha loc eobelitioadedd 32 mayhe

the i PPPBRC iobel e S DB AR seple oD M TR R R Eh

nmust  benspehdies bestoreliNg g AHoBinFioY cctiink liefabitle. MpGAlatAAEmMLNBE rdfBRnSHem 100
can address, includin personal conmputers, enail accounts, and network

st or agiheaodeeions Aeeidh Ygn e Spdeenianyhelhar edleprio Bgompleté and to resume

interrupted collections at the peint of interruption.  Additionally, in accordance with some
embodiments, the local collection tool 132 is configured to compile and transmit to the
electronic discovery management server 110 a list of network resources the user is using,
including, for example, network applications and file servers that the user has used or
accessed. This list of resources may be stored in the database server 120 in the custodian’s
profile in the Unified Directory 122. With regard to transmission of the files themselves,
according to one embodiment of the invention, the local collection tool 132 is configured to
compress, hash, and upload the files included in the snapshot to the collections server 130.
[00126] In some embodiments, the electronic discovery management server 110 may
utilize a computer watching tool 117 to determine when to attempt a collection from a
custodian’s machine. The computer watching tool 117 is configured to monitor the network
102 and determine which of the enterprise personal computers 140 are online. Therefore, in
the event there is a custodian whose local machine needs to be collected, the computer

watching tool 117 is configured to determine when that machine joins the network 102 (i.¢.,
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[00123] If a custodian profile (for a custodian rel eased for collection)

i ncludes at | east one personal conputer(s) associated with the custodi an,
then the el ectronic discovery managenent server 1 10 nmay undertake to
collect the files on these nachines. Therefore, the electronic discovery
management server 1 10 may retrieve the rel evant machine identifying
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addition to the functlonﬁ%descrlﬁvﬁ abov he Iocal col l ecti.gn toool 132

|
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i nterrupted coIIectl ns at. th L interrupti Addi,tionally, in
nccor ARREBNEORY St PRt SRS 1 The s SULFAE B o8 Rroh Pt st )

confi girBchol® GOARIiich, &Nshrhe aABHAIehQ, thBGile &G IHREIGN bSO 8¢ ymﬂ@aﬁgenent
server 110 a list of network resources the user is using, including, for
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in the cus rec regard to
t r ansminggdioa fink, éH@J@%ef fol 128 cdlRIBRIVESS so as to avoid overloadmg, s the server.
Therefore, according to different embodiments, the file server collection tool 134 copies all
or a portion of the files residing on a file server located at the path given in the released
custodian’s profile and transmits them to the collections server 130.
[00128] If a custodian profile (for a custodian released for collection) includes an email
address for an email account on the enterprise email server 160, then the electronic discovery
management server 110 may undertake to collect the files from the enterprise email server
160 by initializing the active email collection tool 136 running on collections server 130 (as
shown in Figure 4). In some embodiments, the active email collection tool 136 is configured
to access the particular Microsofl Exchange server within the enterprise email server 160 on

which the custodian’s account resides (which is known based on the information included in

the Unified Directory 122), copy all email Jocated there, including emails deleted by the
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according to one enbodi nent of the invention, the |local collection tool 132
is configured to conpress, hash, and upload the files included in the
snapshot to the collections server 130. [00126] In sone enbodi nents, the
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and co hash, and transmt copl e ta’to the o | ecti ons server
130. Tbmtcﬁdmles* padity arthe bl et Danbdsodl? ]184013@@41 tahpstogriantoedatert ébopt eset

instructions that _allJow jt_tao onl c files neeting.certain crjteria,
for ex Hmd&w@qucegwtwat Wh%ﬂ}@ Ik wet A15at o0 leolior an rpremaiing lp oty ra\fl’é‘i’y, t he

progr agayed o'ﬂ%&tfdﬁc Eﬂco % efB¥re PhE VSR & del Usd RRTYRFenCOh! £G1drQRtcliol 134
fron1copy|ng having certain file extensions or other attributes.

Ei t her determine tl‘ieammoﬁ@pmdsta aftﬁﬂamca@@hg befentctalee@tcclﬁhsémgeheyn servggered s not

i nterested i i executab les o urc or exanple. In
Lome. entSarof 2R iR REREr L & et BRSST B84 & BiuBi8TD LT gured
t 0 gengiadsR té i &%{)}%Hhtﬁ% eheQhagihedrivd B9 zﬁﬁsif@hd’!%sﬂﬂgtlhﬁ]eﬁ@da giuegégftlhé e
server. |In one odinment, the file server collection tool

autonaﬁﬁ@ékmyﬂwegmﬁngduwﬁﬁﬂolectlon process (copying and transnlttlng dat a)

H the &4 esti tcgtl a(i ksh %%n?‘!«‘é&h@ﬁ& teﬁﬁ'%@o ae% aré me 1%' 1%0 it CEdI tion,
in someenbb thé FiPe PRI

di men ton |gured to

deter m@@sm? hady aorryav:tewc Lllxhc&redfiolsdﬁd’el}t that thb t:iaﬂa&nagqideem b@grof:és@éﬂ afile
server includes nore than a token anpunt of nearline files, and, in the
event PRRIC ¥ Fesepishalle 2o awtablicion By ieBRinvaeigarqrn and sifaeysc Fobesemmie:not

col | ecthtEDhl heSna%as i Scaual h OHERLABA 0% I ASRAE o FRABRLALE

accor di ng to ere I nents e server ection

copi es s@akdge aoga reetyparkt 190N Thikrctdre, docdesngy tesboicrgrbodinaernttd, e e mey bk ocat ed at

the patc(r)]p}gcli yoet?qc Icgmgc?sﬁmg seC!I sl%gqeq%wei 170 where a series of decryption and standardization
functions may be applied to it. After the data is decrypted and standardized, it is returned to
the long-term storage area network 190 and may remain there to be accessed for review
purposes.
[00131] With reference now to Figure 11, a block diagram is provided that illustrates
the electronic discovery management structure of the present invention, according to some
embodiments. As illustrated in Figure 11, certain processes described herein may be
categorized within one of case management, as represented by Block 200, custodian
management, as represented by Block 220, or data management, as represented by Block
240. As described above, the electronic discovery system 100 is arranged such that cases,
custodians and data may be managed independent of one another. However, there is still an
clement of the categorization of processes within the categories that is conceptual, and it
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custodian's profile and transmts themto the collections server 130.
[00128] If a custodian profile (for a custodian rel eased for collection)
i ncludes an enmail address for an emmil account on the enterprise email
server 160, then the electronic discovery nanagenent server 110 nay
undertake to collect the files fromthe enterPrlse emai | server 160 by
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i ncl ud&e Phthedi82QHEf i ed Directory 122), copy all email located there,
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store the data first (while the collectionis still ongoin
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transmts the barcode information to the electronic discovery managenent

server [QA1331 o be It apted thas cpﬁedlamiaelae«éweé% @tewdfgnaratpb’rfresaéwaée in the
cust odi, 1?fnnﬁatp({jggll’0lﬁrtxgr_lfei ttltb u'st%glamnlg ﬂﬁmc g:gs% e*[lﬁ:i Ip?d\%és% i 1 he stored

|nfornat|on ut |cu ecti It was a | oca
col | eCtelthiomaldlsﬁﬁ‘tldlyeyseﬂﬁlolf theqirkseat invtioca ti’) hhee scalbilgy, windrttecdvidimee et C.
Therefore, the barcode can be used for reference at a later date to

det er midpociaee Wit gRgCUstodNEmRPRUSCATIR BRIYINE C3f58a has been copied to the
| ong-t ?l(fnﬁl § or ageri Q&trdh&d IR Kre Qana&;@ﬁmﬁ@el%q'I@E‘t%re‘é%ﬁé%fognﬁﬁuﬁquar €s

t he hashing”of the data in pernane storage to the original data in the
st agi nghedmasvédtm&&eaﬂel;n i dmbamsmengz@ sThaent databgsepad @esscs fes data from
t he sta drlve 130 dat.a .has entered .t term

St or aga PR HeRB TR HUTONEA 108 Tiatns e BtanF g fE ety o MuoT B naeed,
it is lghkelsy dhditdseliDg a8@h AsdFBMicRA8d 1 RaP@ RLOBBSSEM usL DRy Irftertie 118
searchabl e and suitable for review by i Avestigators and attorneys. For

exanpl &9 VIeumdfqdllteisprnﬁLe Béhemeitgpredssa n the formin which they are

accor il B0 somd "SRBH ARt ST kar kA BRI il ier st on

Ser Vi Ceptis@lmasudéfs yhelre @ tlSﬁhht@zﬁ, @,fshdeeriy Bticbdmoancﬂn gtiargarddileat i on
discovery manager may, through the user interface 118, either generate a new preservation
notices or surveys relevant to the particular case or matter to be stored in the case profile in
the case database 124 or, alternatively, link a preservation notice or survey already stored in
the database server 120 to the case profile of the specific case or matter at issue. Also within
case management is the creation of search terms pertinent to the case, as represented by
Block 206. As described above, the e-discovery manager or a contact or manager for the case
may use the user interface 118 to input individual search terms or search term sets to be
applied to the data harvested in the case. In some embodiments, the search terms may be
limited to be used with particular custodians and/or with particular harvested data types. The
search terms will be saved in the case database 124 so that they may be readily applied to

harvested data and used in connection with storing the resulting responsive data.
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functions may be applied to it. After the data is decrypted and

standardi zed, it is returned to the long-term storage area network 190 and
may remain there to be accessed for review purposes. [00131] Wth
reference now to Figure 11, a block diagramis provided that illustrates

t he el ectronl c discovery nmapagenent structére of the p res(i i nvention,
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contac §00L9gest1ﬁ§airger 151%§en Jda- 18 blodisi4vi dual s involved in the subst ance of
the matter rat 1%rocess, | i ke the e-di scovery nanager) etc.
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used in multiple cases. [00134] The el ectroni c discovery managenment server

110 st orawsgdrhig, tha porcasses sjmwmm Higneve d Adrcletde thbsegwodeasesiinvalnagdat abase
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t d thin the

case daiaRaser clidddandnmapsfent isucdedan F@gmmagﬁhe Qddtﬁ@mbﬁ@fstod@aaa@ tél5 €adehe
user interface 118 to view and edit_a profile of the matter or case.

[ 00135]r THEchex shpyvaddlecki thi As dessabethiheyentbn e-dissoy ey nepaasiesy b the

preser \{1%1 iRfrface 118 to link a custodian’s profile from the Unified Directory 122 to the
particular case profile in the case database 124. Thus, the custodian profile and case profile
are correlated. The next processes within custodian management is the transmission of
preservation notices and surveys to custodians, as shown in Block 224, and the presentation
of the surveys to custodians, as shown in Block 226. The electronic discovery management
server 110 uses the contact information in the custodian’s profile in the Unified Directory 122
to transmit the preservation notice(s) and survey(s) stored in the case profile to the custodian.
In some embodiments, a standard email function is used, so that the only information needed
from the Unified Directory 122 is the custodian’s email address. When the custodian checks
her email, the survey will appear as a message therein, and when she opens that message, the
survey will be presented to her. The survey may be configured such that when she fills it out,
the survey is automatically transmitted back to the database server 120 for storage in the case

profile and the custodian’s profile.
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notices and surveys specific to the matter, as shown in Block 204. In this
regard, the e- discovery manager nmay, through the user interface 118,

ei ther generate a new preservation notices or surveys relevant to the
particular case or matter to be stored in the case profile in the case

dat abase 124 or, alternatlvely, lj.nk a preservatlon noti.ce or survey
al r eadlPM88k ed i AlsorfAlking yitn sustadipn managsmepbis (ePiosess opFdFa I8 of t he

speci f LG&Bat Rim Eﬁ%attl%f 1B cds® SN@hoh FPRWCKPbR THAS i IBNEY GiHRA eriSed th@

creation of search terns perfinent to the case, as represented by Bl ock
206. ABmﬂﬁﬁ&ﬁkbddS&@ﬂumkﬂmhaﬁedﬂnsqu§eyoM&mﬂgsnmmdwa1&0@Wacmwmmimmnager
user interface i ndi vi.dual search

for the case e the

tor s GTho eher his oty aegumu Ml Fa6 oisend 2 3Pt Hstrbl SndERe Case.
I'n song 16Kb@HLRHL Onct DR BeBAGRA 1§ RIABedMYrkRE, th bREd&Hc BRcPRrysed with
particul ar custodians and/or with particular harvested data types. The

sear chmaaagesiant sdrviyd 19anathceesstiecustaséandaprabilsandipitialier eligetiotheasedray be

dil I h d .dat h
raoul TPt Aow EER0 ST Raa B a5, CLERRTTH BBk, BB "

at t achpemtise elb@t®@sc @@@bwéf;dmhmeh@n@samnu 0 eilyaitPRBRal0y demitias trldo falls
within the case nana?enent tegonﬁ as denonstrated by Blocks 208 and
210. Th@esar] Wedas gl delndgbe hyvesed by eccepmuibe corodiamageripnythgddifige user

ot { b £ O\HER SR ARUIBLA, PO RN L O SR RORL BRahl evant data,

i ncludi'ng "u ers ore In the case profile of the
case i detehging@aebdaicabageanti2dewitptlee cushelsm aptoath indlly, aneitesasnd updat es

are added, the be referenced wh v a use views th se profile
througﬁﬂw%na%%rwrtﬁfi@ﬁ%iég%@t ApAAnQlEes saumeRe! Wik BRI WETS he present

'”Ve”tnRﬁe%@@ﬂﬁlﬂgmﬂﬁﬁﬁﬁ&ﬁ gihat e e categorized as case managenent

proces In Block 212. In this regard, the electronic discovery
nmanage#rs9ber vehd kBt citedory eslatamengiemest, repatseoted foG(B10¢I©24!}et@nfminmjer t he

cost of harvestin d revi ew ng dat based on nunb r of .fa

ol udsigT PIESSEs B TR S5 droRPRiccs HRONRE BF THRFULY dd ol o,

data t XQQ%W]@BQS]O& nal. |"M1cs@?ﬁu%ed§@@ﬁﬁ9ﬁ'ﬂ€ e @ISQidnH ddeheSord all URDEiFfeRdyt t aski ng
and workflow processes that are represented by block 214. [00137] Mving

now t osetaEediaant ﬁamvgehemstoch@nmmlmﬂlpg ﬁwwsteéiaﬁ allmahgtovagcmnﬁlq hersongat egor y
of cust odi 2 h C
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manageoll@yion $eteinperarily stored in the short-term staging drive 180 until the collection is

complete, at which point it is stored in the long-term storage area network 190 in association

with a specific identifying barcode. The foregoing process is represented by Block 244, The

data may require decryption or standardization functions to be applied to it in order for it to

be searchable and/or otherwise usable, so the next process that falls within data management

is the copying of the data to the conversion services server 170 for analysis and conversion as

necessary, as shown in Block 246. Once the data is converted, it is returned to the long-term

storage area network 190 to be used in review.

[00140] Also falling within data management is the association of particular data sets

with particular sets of search terms stored in the case profile of the case database 124. In this

regard, certain search terms stored in the case profile are stored with the intention of being

applied to certain types of data and/or certain custodian’s data. Alternatively, certain search

terms may be applied to all data collected for a specific case. In either instance, the
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user interface 118 to link a custodian's profile fromthe Unified Directory
122 to the particular case profile in the case database 124. Thus, the
custodi an profile and case profile are correlated. The next processes
wi t hi n custodi an managenent is the transm ssion of preservation notices
and surveys toq custodians, as shown in Block 224, and the presentatjon of
the sufl§ef¢ BISEUSTHIRAHEMCHESEYEA O RRears dike o6 Prothe defcapincs HicseaicBcover y
manage At « BELNRLd hY MSRRudNBe GANGACIM] PR HITBLEQReIR LA S
profile in(%helﬁﬁifledadﬁgéhfori 122 t?ftraﬂgf%ﬁ tﬁg pf&@jﬁ@gkﬁgﬁﬁp

not i cefs) indnog-saumveeyreg). Tltuer td search leme ask bprpifliddeo tlmt tihte acddteadsds. | n
sone e iments, a standard email function is.used so that the only

o or nt SherBea kBT B Y 15 B E 5r D% SR QUSE odi ans. enai |
addr es gan¥gint BRe Rt Qkk AN asRRBIERt al REMCRUBY 4 nuthB& oTWiskaY: adorRPEar as a
nmessage therein, and when she opens that nessage, the survey wll be

pr esenpgesses ther arc Tengessnted dy Blagk BY. confi gured such that when she fills it
out , rveyui.s autonmatical |y, sransmtted back £o the.dptab@se server
120" 1 ol W3 hge” MR REBIR FRusy 1 AR EblE RS 4 Snb D] PRERC 5
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rel easing custodians froma matter to a case, as shown in Bl ock 228. The
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profil L h : ' i, 1. \CL f ' f .data.
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i s |inketbdifreprefites oDdeetilied Distody &20 icshe edegsetle niickeds rdphsedk@b r oni ¢
di scov nagengnt server 110 may access the custodian's profile and
initia 5(?5 3_531 q%gﬁgﬁ%fﬁvﬁdé’é@agﬁ angi{e thietasp e 8 05 MePBrE geds weabilemy to
identi fi _Qﬂ')lle@ tb Dga paRkLdkg for-m@&%fa,%ﬁudﬁ% HERLESRY:8d a | gigkgﬁ’g&scfa?&io’ the

el ectronic di scovery nmanagenent server I10 nmay automa eterm ne the
data topes pmtcllocditd opss of cuddtians.oBhekBd b vestedisbhe dacmssating thitenust

cust odj an' rofile in the Unified. Direct 122. Alternatively, the
e-disc 9§P§eE%ﬁﬁﬁ@%h%g§mﬁﬁﬁh@FVVTﬁé afﬁ§13£ﬁ§“3ﬁ§fé?ﬂ¥% t5%% by accessi ng
and Vi gMkagatidiendiiess 8Qindnrequitbd bl &anfpld)®d . auds, hed heGRS@ss WRNAGEEENT
cust odi an nanagenent al so includes a nunber of tasking and workfl| ow

pr oces siedighthathedniabegioagd WeedobyctBino dk the2thef baxB §f thatgas matier, chbasgory i s

d d hy Bl . Qn j f
w i BB ki, IRRAEE GRARD s Ralof 0ol ot R BT R of

data, [@E43hown TAe BtREka@dPnotthEsehPWACEBERS 3186 taentifiel ©aht ection of
data fromall the different storage areas of a particul ar custodi an

i ncl udPyiediss added odhamatier, perirPSEBRGGBAIbNARSROYRISRIAG 3 1@ arputnsier s), the
ar oas, L AR L L AR Sk AR SR 2O PR e PROSEEY Page
: : ge
ar eas irsngmapi jediodirdeminder notices to custodians. The notices may be sent over email and
may remind custodians about the preservation notice and/or remind custodians to fill out
surveys. With regard to surveys, in the event a survey is required or desired, according to
Block 320, a survey is created. The survey may be saved in the case profile in the case
database 124. As shown in Block 322, it is possible to enable the survey to be attached to
and transmitted with the preservation notices.
{00143] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122
accesses the custodian profile, determines the data types and location to be collected, and
initializes the applicable collection tools to go collect the data. Once the data has been
collected and a unique barcode has been assigned to each dataset based on the particular

custodian and storage location from which it originated, as shown in Block 328, the search
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transmtted to the collections server 130, as described in detail for each
particul ar collection tool or process. Upon reaching the coll ections
server 130, data resulting froma particular collection is tenporarily
stored in the short-termstaging drive 180 until the collection is
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manage[@ad] st or ad rk e§eh?ed%3§lod€la©@t?ﬁ§§e&%ﬂnc MNeXIver }CMﬁﬁﬁ‘éhﬁﬁﬁscﬂ& agded to
t he case, as shown in Bl ock by linking the custodian profiles of the
Uni fi edlamde@@momwlﬂ_czm tlee mmcnda‘sceasqﬁﬂmmaldécd Nexnembg of dpreeptied doynotBl ock

Corns bO RS BBt T e A Do oo i SRRAEE s Bl R AR A LR Lot T o

as to apRbirnml et Hepatulatl erdsdihiosiRald h@ beabndaka rdgdRBSe OFllcesiOahaNs.
Bl ock 3 10 represents the determ nation that nust be nade as to whet her

t her e PB aberpaittecgontet shoytd be wadesuch ps pedrainisgrafive patstaat obldie gugedian.

preser toh ¢ I Iyt hen the
W e

t he ot hast HSEBHTU&LSSB@ aﬂichﬁfaﬁ:hleé toddtéretine watther or not the custodian appears on that list.

In either instance, a determination is made as to whether or not the custodian should be
directly contacted, and in the event the custodian should not be directly contacted, the contact
information for the custodian’s assistant {or other stand-in) should be obtained. This
information will be used later for transmitting preservation notices and surveys.
{00146 Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. Ifitis a case, then the custodian is verified, as shown in Block 424, supplemental data
may be added to the custodian profile in the Unified Directory 122 as required, as shown in
Block 426, and then the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428, On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in
Block 410, a preservation notice is sent via email to the custodian or custodian stand-in. As
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than just a case, then the creation of preservation notices is required, as
shown in Block 312. [00142] The preservation notice, as shown in Block 314
is transmtted to the custodians added to the matter, perhaps using email.
As shown in Block 316, a rem nder notice nodule may be enpl oyed. As shown
in Block 318, the rem nder notice nodule transmts periodic renlnder
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These search terns nay be applied to the dataset and the results saved to

be preferiberressvatiop neerssAtiorr g mpgialo teoomnanitiedite meesiediancs hewRigur e
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accordance wth resent 1nve
repr esémntoaskt, abyhrBlrromIBléaam &a aad steo.dlnans tdleadolethotsurainigdlized bothecase. I'n
this regard, the custodian's profile in_the Uqa&red rectory 122 is

|1 nked RETaHE IFEPETRRA RS brerHgt 1 B forsabiesifa o M HINBHEOVEhe
cust odhafioek BT 1] is éﬁo&%tﬂ?@'&&%cﬁaﬁ% @Iaﬁff@ﬂL{h@UﬁPfch%x ERRYQYESh o RBesBROWN 1 1

Bl ock 404 er ef or heé c-di scovery manager nmay enter any |dent| yi ng
i nf or mat ¢dmr l@bletermitifeghe ustiodilamtionhehdrethd ¢usicglisnheaxhstcatirahdga.nanme,

t i tif i , dd . Th t odi h
oo e FATF. iR e Btk a0 g T Ao 0GR ek ellefien (he trit i od bi reat oy

122 foyom 49?t ch. R'eferr‘ﬁ‘?rh% 1tiBaRs PN 8nd'Bs Glbul 8iaPRLARI NEPresd &I MSLheihBl 80face 118
wil | presen all ‘matches and al l ow the e-dI’scover manager to browse the

associ &wégr \pfrsbfqtd Bempariges datibelsceshin aceondencteditlc ebediingnts of theesentvay, t he

r?rnrkggh}" Hl? é eggﬁ) nt IJA cgtcalmanﬂ%%z{ %}s ésoa];nd at [*E)ven 9032} thcctlyquac 81(;] 4R ISI S

identified. Data Block 506 signifies active email that is collected from an exchange system
or the like. At Event 508 the automated active email collection tool is implemented to collect
email from identified email address. As previously noted, and in accordance with present
embodiments of the invention, if a custodian profile (for a custodian released for collection)
includes an email address for an email account on the enterprise email server (160), then the
clectronic discovery management server (110) may undertake to collect the files from the
enterprise email server (160) by initializing the active email collection tool (136) running on
collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email
server 160 on which the custodian’s account resides (which is known based on the
information included in the Unified Directory 122), copy all email located there, including
emails deleted up to a designated prior period, for example, seven days prior to the collection,

and transmit the copied emails to the collections server (130).  The email collection tool is
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[ 00145] As represented by Bl ock 406, the el ectronic discovery managenent
server 1 10 may determ ne whether the particular custodi an added is a
menber of the enterprise "do-not- call list.” In this regard, there nay be
an indication in the custodians profile in the Unified Directory 122 that

the particul di an. shoyl d not b .con cted regardi col | ections, and
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stored in the dat abase server nmust be accessed and searched to
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d
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and thep, ihG HailiosSe SALEFE0 0P RBhBlenthk &&6@54%? f#aflr;tﬁl@ lifpgt roni ¢
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from t kelleptionostirem ( 130) cohgafes ther leshmwigenh thetdmmwmmmaméstmﬁgem the:csmgﬁrabm t he
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o141 AAe B e P v, fnd ERRL S ER s il B benmde by the
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required, as shown in Block 414. It should be noted that in alternate

enbodi herspdingtieo] dacingxelrangn sqitiet ands as wich aa diumag itg@ygntiomiy nedoddadhcpri or t o
sendi n%aitcggc g o%és%r YI?E«%C%Pdaqg%lwﬁﬁ enlb%dﬁﬁ'&xra% @1l th? Eﬁg&ﬁ 11%891'1 %@tb?l’cohifi mdp

survey TS preser I'0n" no

and, trbuam@ﬁa@q&sa@htomwbltm;eqqmlayd byx ct\hﬁt @ustadi ﬁlttcrl btca survey is

require is transmtted in co%(%unclﬁlon W t h apreqsﬁyrvatlon notice, and
gt yedape

t he ané@@r@ are ¢8IhvestYd- HiF coHect P ey s Hagerentic server
110 andesLofed skib g, %ﬁ&bﬁﬂé Sea2 @ Mfihs 420ppR&d %h@ bf‘til@lﬁ@&iﬁnﬁlt’i Rem nder
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the clectronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.

[00151] At Event 514, the collected and barcoded active email data is copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data

obviates the need to perform conversion and/or decryption on the data set. At Event 516, the

active email data set is loaded into the analysis tool and, at Event 518, the data set is exported

to the requestor/reviewer for analysis.

[00152] Data Block 520 signifies other non-exchange server based email, such as

email accessed through a client-server, collaborative application, such as Lotus Notes® or the

like. At Event 522, NSF files or any other file types associated with non-exchange server
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t he case, as shown in Block 418, and the various collection tools are
initialized by the electronic discovery managenent server 110 for
collection of the custodian's data, as shown in Block 428. In this
process, the custodian's profile in the Unified Directory 122 is accessed
in ord to d ternln t.he var,ious | ocations ere.t he cust.odi may. have
St or o Srais AT e B anPd e B R se st aying by

col | ectghnillROLA81 aé?@tg{u%lmltl@b&w;eﬁc ¥ and 15, flow diagrams are
presented of a method 500 for harvest data fromvarious data sources, in
accor dé@ﬂiém th éﬁiﬁ‘fddmtrﬁéﬁt%b@iodlh@t(pﬂ essiompleméntedeeita abfn,mgakocawmucmz t he
col | eCtl'aoor en fargxa U(Eg o attac 3{*(03(9 cto%c sett h? 101{ ﬁ hgrfx eds%x cm 1
i denti f1@ DAt Bl O § & P VE Ehal | ot e 6 ed from an
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collection tool is inplenented to collect email fromidentified enail
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enter pmase;,@m hcme'r(\n‘em) t()bﬁ@)o,red inghe tifiebasekastr @ROY fati csempky jn thmnagenent
server undertake to collect the files fromthe_ enterprise email

(1
server %Si%féyn qufﬂ? i e Loty Paiabasedf47e: @ﬁﬁ%ﬂpowtﬂléé&@f%ﬂfwaﬁmwmrunm ng
on coky ee&dm&lncﬁ ?ﬁééﬁ% (h3¥ore! tncg&%@d@mqwﬁe@mcﬁet&céguMﬁl anRitl,

col l ection too is configured to access the particular M crosoft
Exc hangetusmmv élre am i b hthehigtae nétfw phd dea basaliden cepiey ar tht e wrerwsiocdget dnen

t odi t d K f t
ot vaeavierk FRES RS rBRLER et 50 sSyrags iy Mannne At e hPegone) o
i ncl udisRgapeeBie oFicghel! @h@dn HR i e @BeY 8, ATthORashRR 9 Henfi@N, RX¥adp! €,
seven days prior to the collection, and transmt the copied enmails to the

col : ecthakg %Eliﬂrté? Stég}BQ}iidi'hléﬁgé][ml | collection tool is 39 also capagl e of
sueh sty i TS R R BB AT o EEDES T el g

i pl ementh NgeciGosedrpl 188 9 SleseRNAVhEHE l’s@&clﬂ@nﬁgﬁl\(ﬁﬂpﬁhﬁﬁlﬁtlisflhg{)ﬁth@r t he
like tg collect the active email. In this regard e emai|l collection

tool ( 1b®)and devwsentyinchudingehgsecgms §hg jssch [t@*@llmgirswtal EpEsental iy, thy
bar coding.£ 9, i! f§8)sﬂ}t?!:ae{m Cﬂagisgéel%gg'zﬂp I S?é\h&%rﬁdgﬁng ?1%1{: aghort-term

staging drive o0 at arco fo t eset 0 resulting from
the pardi¢atiohaf thiotd the tieomonid HBcbany odeskalamasdrseitHenwhbiepined thadmake a
communi cated to h]gtre(glion -term storage area network ( er nanent

1

st or ag&ctepnghe: her gpeumignts gaihig S%Wé"f’m(}i%’(}%t arg 1?@%?#“?%*% e bar code

i nfor rr%sh%“t, the el ectronic discovery management server (110) to be

stored in the database server (120), for exanple, in the custodian's

profi | 0145t he Unitftiveot SZSatfab‘é‘ﬁéﬁteMQMy pther ledypesnstooiatddenth pered

I nfor rr%giéh%plgg ?C?‘E’Jéi btapc% (gncuf tlhgtum%g b& 81'1(:'1“)%30‘{0(5 15 chryptcd using a decryption tool, in
accordance with embodiments of the present invention. The encryption of NSF files occurs
at the user level and, therefore only the user has the password necessary for decryption. The
decryption tool allows for decryption of the NSF file-type data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00156]) At Event 530, the non-exchange server email data set is loaded into the
analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00157] Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as

the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
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Therefore, the barcode can be used for reference at a later date to
determ ne the origin of the data. After the data has been copied to the

| ong-term storage area network (190), the collections server (130)
conpares the hashing of the data in permanent storage to the original data
in the staging drive (180) i.f the hashlng is identical, purges the
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}or decryﬁ% 5
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520 si @tﬁp qr@ée&gﬁ}?éﬂs fﬁaan@ﬁ@ﬁéﬁaenwﬁ dhe whag e e, lase Yemi |

aCCGSS?R)CE&H]&;?Q ?1 \ﬁéiél@l&tm bY RlquirEPhh BRAT ?51 I¥BeRRL] IQ@@ t%ﬂnat?édcfhegs Lot us
Notes rr or ent 522, NSF files or any other file types

associ atkthewkeh non- exchange server 40 based enmil is nmanual |y harvested

froma rprise-grad v havi.n ratlve capa i ities,
such Al BBt e DEHFNEN SaTvB sl R 1 Rodunfo R Sy <508

bar codizpentsag! thi: zodrﬁ'a?édﬂﬂfﬁﬁ\%&ds Slpofted tAHeN8qlcaeftdviiver FoiC haBBis, Short-term
staglng drive (180) to attach a barcode to the set of non-exchange server

enai | [(ESU] ti ngRefesrng tedipaictiScddtabloshSHe signdies dTadrdyae dogblerdana i s then

por mansA A b oS R s i ¢ LD A g b AR D SRV TR ol 1 e

bar codenplefmeftetd eslideoddt eofl @sighati eaﬁlb?qmeg ¥ s Elagesbmt dsatyehaldl10) to
be stored in the database server (120 or exanple, in the custodian's

prof i | Eriv Adqerdiig foi g coeedivade of wzyvetﬁiﬁmrtb? cplliegtiameokay be
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used f nce’a
the like. In other embodiments of the invention, the local collection tool (132) may be

employed to collect data from network storage.

[00162] At Event 552, the barcoding tool 1s implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 554, the collected and
barcoded local PC data may be associated with a specific search term set or sets.

{00163] At Event 556 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retained and remains with the reformatted data files. Source to

42



determne the origin of the data. After the data has been copied to the

| ong-term storage area network (190), the collections server (130)
conpares the hashing of the data in permanent storage to the original data
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desrgn8 ‘86#“% FBe fof 91%9139% chigY byt e PETY eVAIEY 601581 “At Event 538,

the ba[(ﬁﬂ@ﬂpg t o@k Fhvéntl 558 t%%@xk@&lmgttocﬂ i$indgbmentt®eed #t&ng T4aHoBSuch as

short-termstaging drive (180) to attach a barcode to the set of fournal ed
{

data r exut-terngtagingrriveke8Pde witedi sabareqsielte ¢hd sshot mieotkati@egedatdssulting t hen
copi edf%‘{%dth §H9~?‘é&1‘ %ﬁa%&u&? h%eélrbér&i}%g gl 1%% QL 8%8 3% g&n% Y{‘é’{eﬁ 6 420) for

per manen col arcod Jour hal ed data
may belcagsech @tbmge\ardahleaw@pewd)lfcr IS@mraﬁéhttsmesestt BensSEL0S thel DOE&E] at Event

542 Sollilr ce-to-processing is i n'%l enented to insure that any | oose
arcoded network storage data may be associated with a specific search terni set or sets,

{00168] At Event 572 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.
[00169] At Event 574, the network storage files that may be encrypted are decrypted
using a decryption tool, in accordance with embodiments of the present invention. The
decryption tool allows for decryption of the network storage data without the knowledge of
the user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and

subsequently decrypts the data.
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files are properly formatted in a standardized format. In this regard,
according to one enbodi nent of the invention, |oose files are exam ned for
rel evancy and, if relevant, stored in a proper data format, such as a PST
file or the Iike. The netadata associated with the non- standardized files
is ret and r |ns the reformatted data files. Souyrce taq

pr ocesﬁfhﬂéfﬁ e cb é?lgéﬁdﬁsfﬂhang PRERF (R SEhS Ned at prficcmabreed o
format bed of EL&8 57§QQB E&%ollk K8r: dgL ggtli@@ﬂls Bkpdand IRAdqudsRerbaigabed data set
is loaded into the analysis tool and, at Event 546, the journal ed data set
i s expenaigsds.t o t he requestor/reV|emer for analy5|s [00161] Referrlng to

(PO WlRIRe o PaPede i Pty SEaligut R ERE A Caa B0t ¢ EPTEh ¢ ool

(132) isllectormb@nBihad EhCak® mhe¢ be dadcdiddraamhdestisnalrgdelssokyliéakhag a
'snapshot' of the device's hard drive. Accordlnﬁ to one enbodi nent of the

i nvent A&ReTdinedo ope ambedinieatef tbﬁﬂt\f@@uiom@c foeensgured eept mb@;dy htis, obvi ati ng
the negﬁ %gfzcﬁﬁyde%fﬁ!@ﬁn @J&(zm%f%ﬂ@re@t 1:t1§0(i1?¥l F@&%gg)é tl{ }c?:%élirl) k?rayl Be

ot her e nvention,

enpl oy édadcordzatd eth agether e‘nlilﬂmihﬂattwfltﬂ@ 1&9@11@@&1 cdlﬁﬁﬁ&%at&er@@ﬁﬁa)ﬂ’ﬁ t he
barcoding tool .is ipplemented at a sta | ocation, such as short-term
st agi n@ﬂgﬂﬁr\?@te@ ilgé)sh%ﬂ Ht Figew 1) Haat év@éfgl civarko geteiyag thopddymnar

It | L eqt th i ed
;ﬁ;“co'rsr%rrldrcg%&%égl}gpt{?ﬁE hi fd n@{w&ﬁ"bas H o'anbs/IF N8aR& SP&&%?%& fhg then copie

ong- term storage area network or per manent
storageaumwkEvent 554, the collected and barcoded | ocal PC data may be

associ ic.S arc term.set or . [ 0016 At Event 556
oo el & S B s S el oR RLR! o boemaication Stiss, o
proper Lpyof- %1%%&;%1 avea 186 apdand] Zedc R iBle sk B fhéid @a@@‘fe@ulhﬁg %Bmdﬂl@g to

one enbodi nent of the invention, |oose files are exam ned f rel evancy
and, |pmmgu@vaﬂ&mh@noT@ﬁmnﬂxhédpmopénndapmdﬁodnmnnumu@wda@ﬂwlmﬁiurmle or

the like. The ne t oci at ed th the ndar.di z | es, i,s
o al oAb ol oRu Rt Mot AT AR 35 B R ] eSS
proces sdrbigkid 44t nQHERESICRIRG! Wl a Bfedi Rtbaf @de@n sdeM sdror mat ted files, MSG
formatted files, IPD formatted files and the |ike. [00164] At Event 558,

the | of¥17PL fi| &4 EvhmitS8¥eguise-temeropptingiis ampl cerestogne arpuisthpginy loekecr ypt i on
t ool ﬂs%?&?xrog?rw ﬁnWa{tQ% l%rgb fg{dgﬁp%éi 13 ‘mé he nqﬁxg%gggﬁﬁi a@&%ﬁ{n&qg op The

decryp ion ecryp Ion fout the

know edgéodiinchhef s arveaniar y@iqemles aT@exailméd/ﬁﬁ ir€lBvdn@9land iiNd$evialt, blok&isint hat
exi st anywhere in the entergr|55&s ?tenl creates a database of the ID
files, *REYSE AR danighesughtanasE fif phbe hikeuddiemsiadapeseciggd validiesuent | y

standardized files is retained and remains with the reformatted data files. Source to
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00174] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds 1D files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00175] At Event 592, the forensic data set is loaded into the analysis tool and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00176] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool 138,

such as a LiveLink® collector tool may be executed on the devices of interest to collect data,
44



decrypts the data. [00165] At Event 560, the |local PC data set is | oaded
into the analysis tool and, at Event 562, the local PC data set is
exported to the requestor/reviewer for analysis. [00166] Data bl ock 564
signifies data fron1netmork storage such as a shared drive or aneSpace
At Eve t serve | ection t 4 nente

At omaduec I {8 BebSHBRRY F bRl 2 OB e BERRIEES Rcor di ng
t o onej3epRedisenlcaf a biiGoh @V%ttme@paﬂ)h@qakdl cﬁm&Qﬁéﬁ%@ex@%ttE aelabae if aRle. (134)
may be aut odepl oyed thus, obV|at|n% the need for any manual entry by the

e- di scevedvEryaxalase, lmlud!ne alhsnlécie{i tepanjl alitrcEvient 01388 filashelniihis cegtirdig t ool
IS i r’rp%h%r@{]: (grﬁ'% fe oﬁ;etc EIIILS: dg,a;fn"é,'f: ttlll %gtalﬁ 29k Eieftmeea\% tfé?egsl e rive

(180) arco storage da a resu?tlng

f rom t berquacvadcthkbacomied t|he§d fnl@ﬁl bas“éh on gy eodedf Hataerys Méi@dht@p@laadn@nﬂ
communi cated to the |ong-termstorage area network (190) for pernmanent
st or ag8© TAgs Byeancs ipthechse pyazepeRlsYslRn aYay clodisaordarsioyit: s1dhsige data may

be_assoghaliaRnlb fle h3REG!, tdllé:dé(l%%ﬁgg &g&ﬁ%&&tto&r 133 oflects i {%Oqjo@@xlqeﬁ% PE(?’ ent

572 source-to-processing I's | to I nsure that an oose es are
pr oper the rblatadat¢tedhta mdusss Eimdaetekﬁamnb duosmatically nertabieghe ﬁg:ar d, according to

one f t he vention,. | oo e files are exam.ne for relevancy
and, M%Eant t§t"i?)‘f‘tedcﬁ)% ﬁ‘ %arcﬁﬁwgé?o datap! ?WFW&S at gyiagng Lol pueh 4% of
the |ike.{the STBhAdatR @5506 laah&th mr&(kuettbehmqlof&@aﬂ@%dfe@ﬂa ebl168 1 S

retained and remains with the reformatted data f Source to proce55|ng
file cbnvehspmMSUMawﬁbenomqﬁh¢bﬂuuwdéwm1ﬁﬁwmmmpedahﬁbegnmwﬁﬁkﬂ@mﬂnxted

files | PD formatted the like. [00169 t n et wor k
St or aglnen s SR o bR ) b storghse b G e bt ool
i N accehdadseied Wol bryab agiameal e fbodified RiBSePEciiib et RAn sdhg sedecr yption
tool allows for decryption of the network storage data w thout the

know etifd78f  t hétlyenytdiceyisede-proprsingeis iyplemshteddoinstirailist aop lpesees t hat
exi st anywhe r%P& fc{g%agé‘c{ %ra"srténsd%rqlﬁééfthﬁ% CLaRL rg%;irrtl %%&%8@5 e the ID

files, ‘assoc Aase W user/ener uBsequentIy

decry péﬁlbb&lﬁleda@i&he &3chO&hL T8se AlesEveatandhéd for hdevibwand iBtcdhvage sidaddanset is
| oaded into the anaIyS|s tool and, at_ Event 578, the network storage data

set | sEKRSF e forgna ivuch %@B@Té‘rl? picthe dlier Thgmetatin qpspdated pothAhs ndt a bl ock
580 si gtgh(ﬁé{!@l%?(fh%grl r%fyl&g %1{1 his txf?t'iﬁf"éie@&11dﬁ%%§¥t§q{1%558§0u1& Or ensi c

col | ector tool, such be executed on t evices of interest

to coIb&meﬁdayaaybéﬁQOWdingNﬁdﬁmmaEﬂbﬁﬂﬁﬂﬂﬁGfbﬁnmhﬁiﬂayéhbﬂ@mnm&he

forensuﬁﬂ%ghhﬁfﬁﬁg tool may be
[00179] At Event 600, the discovery site data set is loaded into the analysis tool and,
at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis,
[00180] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide electronic
management server 110 that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the éntire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.
[00181] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative

of and not restrictive on the broad invention, and that this invention not be Hmited to the

specific constructions and arrangements shown and described, since various other changes,
45



automatical ly depl oyed on the device of interest wthout the know edge of
t he device user. In accordance wth another enbodi nent of the invention, a
conput er watcher tool may be inplenmented (not shown in Figure 15) that
wat ches the network to determ ne the addition or subtraction of conputers
to t hecctmaitimﬂ'rdmh&sieﬂom nioDiﬂcIaF?oza{hiide;aBﬁEutﬁ(ﬁtqu'ftnﬁiditfomamltd@e setettvor the
[00172], At Event. 584, % barcoding tool is inplenmented at a staging

| ocat i VCQ@@QWQESﬂgwapf leen staging drive (180) to attach a barcode to
the sefooed)f or ensigedai @d'h?ﬁﬂélah'rr'{'e%/ TPt fhat paqéds%ad,ﬁamﬁ@'alﬁct' on. The
bar coded data is then copied and %ﬁhnlcate ong-term storage
area ﬂ@@@@ﬁ%uvmgﬁﬂmﬁuﬂ(bsnﬁaden@OQmﬁmaganhémthgntdBﬁﬁgmnhmammgﬂﬂmned and

barco forensic.d at ed h a s arch termset or
cet o Fharcrsetan gy BRIR B S ERTFLR R b by w TSR b nE SR st ienour o
that agthé ?ﬂiﬁﬂdecf ¢1hiess, Ble@nRINGBE aY HeQiradicb@dhenthan 8¢ gndardily @E’sd igeqat . I n
this regar accordlng to one enbodinent of the invention, |oose files are
exani ngeior rel evancy and, if relevant, stored in a proper data format,
such as a PST file or the Iike. The nmetadata associated with the non-
standardi zed files is retained and remains with the reformatted data files.
Source to processing may be required on EM. formatted files, MSG formatted
files, IPD formatted files and the like. [00174] At Event 590, the
forensic files that may be encrypted are decrypted using a decryption
tool, in accordance with enbodi nents of the present invention. The
decryption tool allows for decryption of the network storage data w t hout
t he know edge of the wuser/enerypter. The decryption tool finds ID files
that exi st anywhere in the enterprise system creates a database of the ID
files, associates the database with the user/encrypter and subsequently
decrypts the data. [00175] At Event 592, the forensic data set is |oaded
into the analysis tool and, at Event 594, the network storage data set is
exported to the requestor/reviewer for analysis. [00176] Data bl ock 596
signifies collaborative data, such as data residing at discovery sites,

for exanple LiveLink(r) or the like. At Event 598, a discovery site

coll ector tool 138, such as a LiveLink (r)0 collector tool nay be executed
on the devices of interest to collect data. 44 According to one enbodi nent
of the invention, generally, the discovery site collector tool 138
preserves at |east a portion of the third party shared drive discovery site
dat abase in the e- discovery database, including all selected files and al
revisions of the files. In this regard, the discovery site collector too
138 queries against the database to define what files need to
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be retrieved, then copies those files based on the result of the query.

Met adata pertaining to the files is retained in the case nmanagenent system
tables. In accordance with another enbodinent of the invention, the

di scovery site collector tool 138 collects the docunents and the related
met adat a and uses the netadaVWHAT BUChmAMERIESY renane the files. [00177]

At Event 600, the bareoding tool is inplenented at a staging | ocation, such
as short-termstaging drive (180) to attach a barcode to the set of

di scovery shtferdd & dtgHidihPohe &l %m&ﬁ'@oxp@fréo'nﬁﬂbﬁfseg AhfGddoANn o The bar coded
data is then copied and conmuni cated to the ong-term storage area network
(190) stowctysed daimEht cemprisipgg. At Event 602, the collected and barcoded

di scovery site data may. be assogkaﬁ%gleth a.s eqit%c search termset or
sets. [00178] AFCEVESt TE0FVHNF LD EEdd ‘ﬁa"%t SIPH OB CRE D i nsure
that any | o@&@malibh @SnAthe cOmBRAEM hesriRtibeth the seualRBdal.diigadideor mat. I'n
this regard, according to one enbodinment of the invention, |1oose files are
exani ned f oPTOPEFiagasECe apeiativydly pendedint memenvedtvias and appopamicdiva f or mat

such as a PQI.fli = i h d ssqci at ed w.t.h the.non-

st andar di ze(g;('ftlfcf !élgd ‘?Oémtfggltecgitgggecggéf%#ﬁ%hrggﬁbﬁp THE™ Ceog P ﬁg}ct%%‘"ﬁ%i% a files.
Source to fbhcessing may be required on EM. formatted files, MSG formatted
files, IPD formatted files _and the |ike. [00179] At Event 606, the

di scovery site J¥RBNIBER PiWalityodastworkes! davicea il oyiinstiustiredifiga filegwitly ent

608, the di A i i : t ewer for
anai ysi 5. - TOOTEOT FHomn IR or o R AL B h M R RIS ¢ o

i npr ovenent mfirmatieh ecthe stricuktid sleavide yusitenthe didressiig: dewiet mdli scl osed provi de
for an enterprise w de el ectranic, nagepment server 110 that provides for
data to be ident@#?@ﬂ?gPBSE?E%}”%%R&E%W%U&F CFOBIEIsed yEgERatiod it sy i ewed
and producegdricfiradh HChR84 o 1608n OF HRG S RANGE dAGTIS8Shflfegentire
enterprise system In addition, by structuring nanagement of e-discovery
based on cusey thapraessingidavoeti an and data and providing for |inkage between
the same, further efficiencies are realized in terns of identifying,

| ocating and retrieving data and | everaging results of previous

e- di scpver i Bise wethbd GUEERAT , WREHRSIcEnnihO8HETdseMihBrsCHitcRlsNoLXRIRIIEE Y
enbodi nent s, have been described and shown in the acconpanying draw ngs, it
i s to Weolpdestveyed daatiles fiwthes poypmiives rdesitifying pbewdoy in 3 paasnedetigie  of and
not restriCtive, S i L i.on, and that this invention not be
Iinite%ﬁ%gﬁ%Léﬁdggﬁégﬁ%c(ﬁﬁﬁg%gﬁgp%gﬁg and arrangenents shown and

descri bed, since various other changes, 45 conbi nations, om ssions,

nmodi fi cati ons an ubstitutions, in addition to those set forth in the
above ?b ar agﬂéfprﬁgt, 10§p clﬁgg <j yherein identifying a header in a scanned origin structured

data file further comprises determining the content of the header in the scanned origin

structured data file, using the processing device.

4, The method of claim 1, wherein scanning a plurality of networked devices for origin
structured data files further comprises identifying a sample value in a scanned origin

structured data file, using the processing device.
5. The method of claim 4, wherein identifying a sample value in a scanned origin

structured data file further comprises determining the format of the sample value in the

scanned origin structured data file, using the processing device.
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[00182] Those skilled in the art nmay appreciate that various adaptations
and nodifications of the just descri bed enbodi nents can be confi gured

wi t hout departing from the scope and spirit of the invention. Therefore,

it is to be understood that, within the scope of the appended clains, the
i nvent6.on naye loethpd aftlaged, whiremn schann@s pRpday b aalWoykedekeicebed oripgr ei n. 46
WHAT | S CLAI D'Lﬁé‘L A net hod of. d?terniniqg the origin |ocation of

conpr otHUSBEC] FHPHECPBRTSG determiting thgcentcabe'ahe ﬁ%l?icefa%m dierganedcei vi ng,

In a SgannkMgttR8latadlic] BABHHOPS BsideQld¥RE. | nformation or content _
information fromthe conprom sed information in the structured data file,

using a processing device operatively coupled to a nenory device and a
comuni cation device  and confiqured to execute conputer-readabl.e. program
Code of the SoERRCHGT SeBar: “EusmieAgTE BRIV o) ngr Rt ieutaauEkDs for
ori gi nstaichuded eHte didabmplikdsaSsivhih E a Rhddr st 1HRAS a®bchHuRih ih@fs%pﬁt lon or
content information simlar to the conprom sed” information in the

st r uct Yalealindhe scapngdeorig)s stigctense dptadde sdien ghecrevipbeyalumdpes mpplaveithy a

pot enty ali.orl-gi R, | 1] the conprom sed information in the
struc“&%gﬁyggﬁgﬁFﬁﬁéﬁ%ggggégﬁathe | ocation of the origin structured data
files scanned, wusing the processing device. 2. The nethod of claiml,

wher ei n scanni ng_dat abases, servers, systens, or conmputers for origin
structiired datachrf e§clayr { neheremspimdada pheity Pf neity okedelenises foa oaggtanned
ori gi Ny hhUEEHE ﬁgi qglttl?efrfcbllngriséé%'o a 19]? aflef GRE bf]ghga%y & sa%plt-:r OQU@E thod of
claim2, wherein itdentifying a header Tn a scanned origin structured data
file finemher coopprpmiisdsnidetaion inithgsttivairedditefife ofth tkerrbgaddingihvaddner scanned

origin structured data file, usi t processi ng device. 4. The method of
claim alf’a“i’lm%l"@f’ﬁ?@@atﬁﬁF’Hé‘”a“‘b‘ﬁ'ih‘?eéilnf?att@gg‘f’ %@f&/\%f" REWCHERE ‘%é’écef or origin
structured data files further conprises identifying a sanple value in a

scanned origin structured data file, using the processing device. 5. The
met hod?.of cllzd mretdhod whelamn h, fudbeart ¢onyirsgnga sanpl e value in a scanned origin

t t d ta.fil urt [ t i.ning the f t.of th |
val e i RSt Rihk SPGB BP e BLPE P P eSS picteasing

devi cepotdfially compromised, using the processing device.

10.  The method of claim 1, further comprising:

comparing identifier information from the compromised information in the structured
data file with identifier information in the origin structured data file to determine contact
information for a customer whose accounts could have been compromised, using the

processing device.

11. The method of claim 1, further comprising:
determining an identity of an accessing party to the origin structured data files, using

the processing device.

12. A method of determining the origin location of compromised information in a
structured data file, comprising:
receiving, in a scanning tool, at least one of format information or content
information from the compromised information in the structured data file, using a

processing device operatively coupled to a memory device and a communication
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6. The nethod of claim4, wherein scanning a plurality of networked devices
for origin structured data files conprises determ ning the content of the
sanple value in the scanned origin structured data file, using the
processi ng device. 7. The method of claim4, wherein scanning a plurality
of net wor kedeviley hebsorffigurednd gketutestamitii¢irresta il o fiahres de ofipie ss@sidgSi gni ng
a header nost likely associated with the sanple value in the scanned
origin stru@lired data file when the sanpl e val ue does not have the

header, using theg.. Pk i L 1. g.1he t ab - in
scanning a plur al&id?@lﬁ%?%ﬁgtgl\?\%%ﬁ\eﬁg&gﬁg/@c%%&%E{Ec??%g} ﬁﬁucﬂa%@%té% g}t?a files
further coneifewst odmpaationgr avntketasformagon§imalaheatie cornpromisainplemaabue

fromthe co florrti.szd_ i Bftpgliration in the structured data file with a

cor r espondi ‘E‘S hELELed A AppdIVRPEE e V‘tcﬁ’ew%‘??‘Qisha’g‘f’?gj%ot"ﬁﬁ@ﬁs'data
files, using the procRssd®thedeyda8s:inQ scdhRd ¥BLROdRfur&d @tinile, further
conprising: determning additional information |ocated at the potenti al
origin location that feernpoingihd entgnt edtherhendas enlthessimygd vheginntoicssi ng
device. 10. The %Eped of claim1, further conprising: conparing identifier
information fromthe ¢onprom sed information in the structured data file

with identifier inforimeitifhddsahipie oalb@in shitktor@d se@inael dha f1@ determ ne
contact information for a custoper whose accounts could have been

conproni sed, using t héetergrpiegdlag fogmaienfitbesampic vaiye imbeserned ooRiai m 1,
further conprisigg;.. knl.Nng an identity of an accessing party to the
origin structuretgg‘rég'?g&%t%g’ using the processing device. 12. A nethod of
determ ning the ori gidet¢radahion @hteorpthenkseld iahfean nat scamddrorizin st r uct ur ed
data file, conprising: receiving, in a scanning tool, at |east one of
format i nformatti%ﬁ“’fﬂ'ge‘l;‘éﬁﬁ1 Mt information from the conpromi sed information

in the structured dat gl i I hG S’a‘?xﬁf ] coupl ed
to a nmenory device an%ssg’hg%’r%}rﬂﬁ?dggg ﬁgﬁtﬁﬂ%@eﬁb‘gé&éﬁgg@%}éﬁ ﬁ%on |ng‘rﬂ\gglh¥o

execut e conput ertheeadabd erigncyuamalatién e wive thesamplagalut doés;ng bavind ng a
plurality of netwoaked devices for origin structured data files with the
format i nforrratilﬂ)‘?’fil Or content information simlar to the conprom sed

information in the sdmidnpedidatachiriit hdddéms td@nocasshos wevi ce,
wher ei n scanni ng conpri ses: o o
compromised information in the structured data file with the corresponding
header or the sample value from the origin structured data files; and
outputting a potential origin location for the compromised information
in the structured data file based on the location of the origin structured data files

scanned, using the processing device.

13, The method of claim 12, further comprising:
determining additional information located at the potential origin location that is

potentially compromised.

14.  The method of claim 12, further comprising:
comparing identifier information from the compromised information in the structured
data file with identifier information in the origin structured data file to determine contact

information for a party whose accounts potentially have been compromised.

15.  The method of claim 12, further comprising:
determining who had access to the origin structured data files,
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identifying a header in a scanned origin structured data file; determning
the content of the header in the scanned origin structured data file;
identifying a sanple value in a scanned origin structured data file;
determ ning the format of the sanple value in the scanned origin
structured data file; determ ning the content of the sanple value in the
structured data file; assjigning,the header nost |ikely

scanned ori gi
associ g({‘ed &fﬁ'ﬁ SqERRINg doR]Is¥stein fardsterminig tReHisB P sy P hearraeisled dat a

file “@ﬁﬁnﬁh@nﬁﬁﬁﬂhﬁuﬁéﬁHﬁa%@?%oﬁﬁﬁﬂh ve a header; conparing at |east one
of the header or the sanple value fromthe conpronised information in the

structured data 4idemony d¢vitche correspondi ng header or the sanple val ue
fromthe origin structunqg data files; and outputting a potential origin
| ocation for the? CORPHOHSBE " ormation in the structured data file based

on the | ocation probBRin@rdedich, GleF iRl @dpRata il h@foryseaReadd tési ng the
processi ng device. 13. The nethod of claim 12, furthér conprising:

det er ni ni ngeadEIRIiEPvgl deviskorwaion b auted ca eeguigtcontyatasatasiabicatrogipingiode | ocat i on
that is pq%entially conprom sed. 14. The nethod of claim 12, further
conprising: conparing identifier information fromthe conprom sed
information in the stfeugtef@that Gddrdnatioher verdtbntiisRnhaddrefiommhor mation in the
origin structured data file to determ ne contact _information for a party
whose accounts povaiemaelynfREpdidashetstoed deufilels. The nethod of clai m

12, further conprisi n&??ggﬁﬁﬁli- i AGWe, J]&Qic%g?(ﬁs(ﬁilgtilpstwlﬁr% H&%'ﬁiiﬁt ructured

data files. 49 16. A scanni ng tool system for determ ning e origin
| ocati on of conpwohrisleast onabbfombi @forimatian st cantént iedrmdatca dimllier, tocloapri si ng:

a menory device; a comruni.cation device;, a cessing device, operatively
coupled to the déWﬂF9mH§5W38“BﬁH”FHéﬁC%Bﬁﬂﬂgigﬁfﬁghag%vice, and confi gured

to execute conputer-rgaagabl &:aiRA0635h Q%G on for the compromised information in

the structured data file based on the location of the origin structured data files

scanned.

17.  The file scanning tool system of claim 16, wherein the processing device configured
to execute computer-readable program code to scan the plurality of networked devices for
origin structured data files is further configured to identify a header in a scanned origin

structured data file.

18. The file scanning tool system of claim 17, wherein the processing device configured
to execute computer-readable program code to scan the plurality of networked devices for
origin structured data files is further configured to determine the content of the header in the

scanned origin structured data file.

19, The file scanning tool system of claim 16, wherein the processing device configured
to execute computer-readable program code to scan the plurality of networked devices for
origin structured data files is further configured to identify a sample value in a scanned origin

structured data file.
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to: receive format information or content information fromthe conprom sed
information in the structured data file; scan a plurality of networked
devices for origin structured data files wth at |east one of format
information or content information simlar to the conprom sed information
i n the2&t r uChafiledcaatia fobl g/steandf Aeitipld, véhepot drtpradesang gevicd oadiguma f or t he
conprom sed information . in the st ucpqrﬁﬂ d?pq.file based on the | ocation
of t hel* PP CSTPUEH I &P QRO H P 10 Seatvngalurality of Aworlfed derishnitig t ool
syst emy@fin GrdtiRed Qata W& il oR QFESR] gkriifYd 8 r&ant ?gﬂ'{e%gm {‘(eQI' ﬁgecut e
conput er-readabl e program code to Scan the plurality o netmoP e& evi ces
for omithe srapredenigin sduddacd difalfde is further configured to identify a
header in a scanned origin structured data file. 18. The file scanning
tool systemof claim 17, wherein the processing device configured to

execut Bf.Conpy Slestaagabos] PR AMISRI, bthesGR hel PEcdiing abiity caifighflmor ked
devices for origin structured data files is further configured to

det er niorf&ceHe ceBpHienteadble progriaasede th scarhée pheadiinefingmiogiad dsvicaefaur ed dat a
file. 19, fi i _ Ll al ‘ rein the processing
devi e it i ed BoRaRET ISR R BURLEE Rleru A Hel MLl BLR "The

pl ur al intthte afanmnet siirik edudered deta fflar origin structured data files is further
configured to identify a sanple value in a scanned origin structured data
file. 50 20. The file scanning tool systemof claim19, wherein the

processi ng ﬂ%/m%%%?{én‘g%%ﬁf% O GXREI, %zh%PéHPH{-ﬁfréée@ﬁﬁ?ﬁéﬁc@&oﬁﬂf&gf@dcOde to

scan the plurality o devices for origin structure a files
i s furtoraecwtoodmpuicegadabldetogram naletthecdnahopturdfty bhectsapdelevaksfor in the

scanned.origin structyred data file. 21. The file scanpj t ool system of
ol i m T ot R dtinis SRBF g eiedl vl por G b Mkeldatogaed it
conput @k sieFdabhe iR iRALAME AR T ArushAll 4L iR WAd ht ¥alpleRaltiked,devi ces
for origin structured data files is further configured to determ ne the

cont enticlpfie thedicadirpl e value in the scanned origin structured data file.
22. The file scanning tool systemof claim19, wherein the processing
device configured to execute conputer-readable programcode to scan the

pluralixy ofhelewoinhad deviyerm dfllainOrd, Wierdh Beghodsngdatacd bd@mule further
configured to assign a _header nost |ikely associated with

to execute computér-readable program code to scan the plurality of networked devices for

origin structured data files is further configured to compare at least one of a header or a

sample value from the compromised information in the structured data file with a

corresponding header or a sample value from the origin structured data files.

24, 'The file scanning tool system of claim 16, wherein the processing device is further
configured to execute computer-readable program code to determine additional information

located at the potential origin location that potentially is compromised.

25. The file scanning tool system of claim 16, wherein the processing device is further
configured to execute computer-readable program code to compare identifier information
from the compromised information in the structured data file with identifier information in
the origin structured data file to determine contact information for a party whose accounts are

potentially compromised.
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the sanple value in the scanned origin structured data file when the sanple
val ue does not include the header. 23. The file scanning tool system of
claim 16, wherein the processing device configured to execute
conput er -readabl e program code to scan the plurality of networked devices
for ord.gi nTisd fileGtatnac @at §ysfeh] ESclim falniResin arb@ysingd abacermparg at | east
one of a header or a sanple value fromthe conprom sed information in the
st r uct YMEGUIRALI CRGLE GRMIMItE-Terdsbicas peraE 9gc hedrieimipe whodadpresyithe from

t he or%g&gs <ﬁ&%ﬁﬂ%ﬁqﬂg9ta files. 24. The file scanning tool system of

cl ai m 16; erein e processing device is further configured to execute
conput er -readabl e program code to determ ne additional information | ocated
at the potential origin location that potentially is conprom sed. 25. The
file scanning tool systemof claim16, wherein the processing device is
further configured to execute conputer-readabl e program code to conpare
identifier information fromthe conprom sed information in the structured
data file with identifier information in the origin structured data file
to determine contact information for a party whose accounts are

potentially conprom sed. 51 26, The file scanning tool system of claim 16,
wherein the processing device is further configured to execute
conput er -r eadabl e program code to determ ne who had access to the origin
structured data files. 52
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