WD 03/ 013059 PCT/ US02/ 23633 NETWORK NODE FAI LOVER USI NG FAI LOVER OR

MULTI CAST ADDRESS BACKGROUND OF THE | NVENTI ON Technical Field This

i nventi orwpeBalasy generally to networks, such as Infini bardTriesomessks, and
5 nore particularly to failover of nodes wi thin such networks. Description
of the Prior Art Input/output (1/0) networks, such as system buses, can be
used for the processor of a conputer to communicate with peripherals such
as net wor NEHYHOBEKsNORINEAIE O VER USTNG FASLOVER © MU TECASTOSDDRESSMON
I/ O networks, such as the Peripheral 10 Conponent Interface (PCl) bus,
limt the overall performance of conputers. Therefore, new types of 1/0

net wor ks have been proposgd.c g(ﬂgeNPt Pﬁg‘d‘ﬁrk is known and
referred to as the Infini Ban(}Q%etwor .dpiﬁ-feﬁpﬁ@m' and network replaces the

PCl or other bus currently found in conputers with a packet-sw tched
networ k, conplete with one or noreTeduiienl Field host channel adapter 15 (HCA)
coupl es the processor to a subnet, whereas target channel adapters (TCAs)

coupl e the perThpiavelt®ntrelated @esdtNelo netks YBAELs TnRBILYAE fetfbrise one
switch, and links that connect the HCA and the TCAs to the sw tches. For

exanpl & b i@ullaﬂgritcﬂfaﬁﬁgﬂr qf{?ﬁééﬁﬁhﬁﬁ@é@lﬂ?&‘f&o& e swtch, to which the HCA

and the TCAs ctonnect “throu opol'ogres thhat are nore conplex are
al so possible and contenpl ated. 20 Each end node of an Infiniband network
contains one or nore channel dspriptien of thadriaxrhirteach CA contai ns one or
nore ports. Each port has a |local identifier (LID assigned by a | ocal
subnet manager If@tjontpw (FD)metwerks snniets systeBsbsese cumbeused fomiht phesssodse t he
LIDs to route packets within the subnet. Each packet of data contains a

source 1 Wook3hRt B0EniGHicASNAhAR6i3Berals such as network adapters. However,
constraints in the architectures of common I/O networks, such as the Peripheral
10 Component Interface (PCI) bus, limit the overall performance of computers. Therefore,
new types of I/O networks have been proposed.
One new type of I/O network is known and referred to as the InfiniBand network.
The InfiniBand network replaces the PCI or other bus currently found in computers with a
packet-switched network, complete with one or more routers. A host channel adapter
15 (HCA) couples the processor to a subnet, whereas target channel adapters (TCAs) couple
the peripherals to the subnet. The subnef includes at least one switch, and links that
connect the HCA and the TCAs to the switches. For example, a simple InfiniBand
network may have one switch, to which the HCA and the TCAs connect through links.
Topologies that are more complex are also possible and contemplated.
20 Each end node of an Infiniband network contains one or more channel adapters
(CAs) and each CA contains one or more ports. Each port has a local identifier (LID)
assigned by a local subnet manager (SM). Within the subnet, LIDs are unique. Switches

use the LIDs to route packets within the subnet. Each packet of data contains a source



LID (SLID) that identifies the port that injected the packet into the
subnet and a destination LID (DLID) that identifies the port where the

I nfi ni barmOfoatotiosy or network, is to deliver the packet. PChasp2iticss band
net wor k met hodol ogy provides for nultiple virtual ports within a 5
physical port by defining a LID mask count (LMC). The LMC specifies the
nunber ofy @siqbl) Sk Nchiifiadthe Poftshafinjedied {ukPatieaintathelybaaahd por t masks, or
i gnores, when validating that a packet DLID matches its assigned LID.

Swi t ches : i Nt Ti i6aHA fabied, oF astevopk,agr am
differ entgegté %}sont%%{%hﬁj?ﬁ%ﬁIl%ﬁlﬁf%gg?gﬁg‘&efecﬂﬁg% on the |east
significant_hits, Th ort thus appears to be 2LMC ports for the purpose of
routing tfdjeg(‘f?rotggp’f‘%ggf abric. For critical applications needing
round-the-clock availability without failure, . failoyer. of indiy I

appl i cati ons ahbe ilﬁllilébaélérﬁ*ﬁﬂYﬁIEélﬁﬂEﬂﬁlog’rgéh?S?vﬁ&?,f% utlr? YthB%lsBO?tlng% {hglggal ly
requi red. Conmuni cation endpoints in the context of an | nfiniband r}etwork
are assophicatipo by defnipprildD sk capl CLYHD: Jhs L€ sperdfiesthp Brmbe ¢lo

communi cate over the 15 Infiniband network, such as with other applications
and so ONjeadisaSRAIEDits bfatht DY thadh papsicat pdpenasks, cargnoesnwhemvalidadnhdet
endpoi nt takes over the responsibilities of the failed endpoint, in a

manner th 1 Ot Ak YR ths GEHBAUNIDC &viifdhss 06 hdtiigndre thee kitd, hewber.
Tr anspar e%%a(géa%?Pover o# éndp(s)i nts and ot her nodesg.nwi thin an I nfiniband

e APkt A A R

endpoi nt s i'Tover requir at the LID be reassigned
to a new port that is. taking over for the faided [t . new
port usualdagt sAEHEeany b’rﬁ%srh%\e l%lrbt\{]% BPRFAEJ© ?82 t. poﬂ;fg(lg%géhg rpeﬂ?ﬁ/é% % gf ’iS’h‘Pﬁg way an
additional LID can be assigned is to expand the LMC range on the port, and
then Mo ecssytbetdtnic.the new LID falls within that range. Expanding LMC
ranges on ports is difficult in practice, however, and sonetines 25
requi res signi fotamticabueplivadohstreeding nouwndttheclock keslabilitp phthguidaukave t he
LIDs of failed 2 )
failover of individual applications and thus communication endpoints, or end nodes, is
usually required. Communication endpoints in the context of an Infiniband network are
associated with CA ports. The applications use the endpoints to communicate over the
15 Infiniband network, such as with other applications and so on. Transparent failover of an
endpoint can mean that another endpoint takes over the responsibilities of the failed
endpoint, in a manner that does not disrupt communications within network itself.
Transparent failover of endpoints and other nodes within an Infiniband network,
however, is difficult to achieve because of the way in which the endpoints are addressed.
20 Failover requires that the LID be reassigned to a new port that is taking over for the failed
port. However, the new port usually already has a LID assigned to it. Therefore, the only
way an additional LID can be assigned is to expand the LMC range on the port, and then
to ensure that the new LID falls within that range.

Expanding LMC ranges on ports is difficult in practice, however, and sometimes

25  requires significant overhead to ensure that takeover ports can have the LIDs of failed
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WO 03/ 013059 PCT/ US02/ 23633 ports assigned to them LID failover is
therefore viewed as a problemand a barrier to the successful rollout of

I nfi ni barlOrva¥wsks where transparent failover is require@CTRS02/23883e
reasons, as well as other reasons, there is a need for the present

i nvention. SUMVARY OF THE I NVENTION 5 The invention relates to fail over of
nodes Wi thirf REENI thShessi DD faifored s vignefore dewerlibstd prablemeaidraglygrienta te met hod
of the invention, a first node of a network joins a nmulticast group having

a mul ti cagl. adgf Fcﬁ?)ut ?ﬂ‘ﬁﬁjﬂfﬂaﬁ@l R&wioSksPPkdro ramPaRit PEOT@isTaagirad F@fthéser ee
actions. First, a failover address nmay be associated with the first node,

such that the first. node effecti Y. J.Ql tiveasdn.oroup having as
the mul ti CANPSAIFALY (gﬁee” ar Sdtt/ﬁee\rfglfcfl Aaegg?%gééﬁéo%nﬁmni cation to the
failover address is directed to the first node through the network.

Second, the nulticast addr i ' the first node, such
that conmunication theret gwligg?@ﬁiﬁ@ﬁm“? node t hrough the
network. Third, a nulticast port on a switch of the network nay be napped

to a pert on tiige fivesdonmeties tChaifovei efatodenwitbintnetwarks vings falpyeli @ds i s
directed to the port on the first node fromthe 15 nulticast port on the

swi tch. Ugfﬁ!ihcfaai AdHFe8s.Ofn 4 R6thbil bsthenPeAtioNREfief ndderoé @ navtdrb jsins snpéidastr med,
corresponding to the manner by which the first node joined the network. If

the J ol ni ng, 8S30REAAdiEALaqdalk! THToiRRLIERSOMEN bl Bertbinia ofOSfhrdehe

failover 80dFe$s 'PS "associated with a s8cond node,  such that the second
node effectively joins the nulticast grou ! 1€ AL ER At feregtio 20 is
handl ed b§cHRE: ofy gaﬂr%aree.ldglfj‘?ss Wgﬁeégﬁc%gdda‘glgghﬁgﬁg&r&? ﬁgs rrufhtaf cast address
with the first node, the second node joins the |ticast gro Ro such t hat
the mul ti oeds effestivelygoins theaBalBeasherodP HAYIRE AHEICIWEBIRT eSS the-failovet
communi cation to the nulticast address is handled by the second node. I|f
the j dioni addrowp anhheicatidnttb dlzestailprartadduess in direeted torthe firyt pedpBreuesihs wo
03/ 013059 PCT/ US02/ 23633
network. Second, the multicast address may be associated with the first node, such that
communication thereto is directed to the first node through the network. Third, a multicast
port on a switch of the network may be mapped to a port on the first node.
Communication to the multicast address is directed to the port on the first node from the
15 multicast port on the switch.
Upon failure of the first node, one of three actions is performed, corresponding to
the manner by which the first node joined the network. If the joining associated the
failover address with the first node, the failover address is associated with a second node,
such that the second node effectively joins the multicast group, and communication thereto
20 is handled by the second node. If the joining associated the multicast address with the first
node, the second node joins the multicast group, such that the multicast address is

associated with the second node, and communication to the multicast address is handled

by the second node. If the joining mapped the multicast port on the switch to the port on



the first node, the nulticast port on the switch is remapped to a port on

t he second node. Comunication to the nulticast address is thus directed
to the powDosm1308e second node. The invention al so incl ud@sTisot/zsses nodes,
and articles of manufacture. The failover nodes are for performng the

met hods of the invention, whereas the articles of 5 manufacture have
conput er - fhe @dahlote, Tedlinaltiast poeoisthe wittteis merdagpefl 6o a pert oot segondheodeet hods
of the invention. Other features and advantages of the invention wll
become aé&%ﬁﬁgﬁcaﬁéﬁm {hb @nfi@bdsoMidnss dehiad bieskadas alid jpurt omttefseddnd npdesent |y
preferred enbodi nent of the invention, taken in conjunction with the
acconpanyi ng dx.aw . BRI E ERAWY Bl Ghel is a

fl omchart of arrnee n&g%me{lc@%)dﬁglc@gét@lgﬁg%‘Féegfzérl%a(;ﬁtelnbodiIlr}rie%ﬁ%fa%%l t he

invention, and is suggested for printi the f.ir of .. Fssued
patent. Fiaover I}Oée%\arg&%rgﬁ’eé ngatﬁe P}#HOH? %gﬁla 11},"5{1{,\181}’3";1}32@&%2%3] %H%ltg ?8{;1 with
whi ch enbodi ments of the invention may be inplenented. FIG. 3.is _a diagram
of an &xamphefattufe hAvesnEpyipsTeadable aaediveanggnsans suikp madia g PEEMIRE n wit h
whi ch enbodi ments of the invention may be inplenmented. FIG 4 is a diagram
of a comumiteds bbheiimteatibac Otled featurexandrdyaniages wb dee ipFerdion WilfbieeemBand
network. FIGs. 5 and 6 are diagrans of |Infiniband networks show ng how

| nfini bangy,-adfFRasiedoleiub Setaded RésCriptior of the plessmiygnefentd embediedt ehowi ng
how an enbodi nent of the invention can achieve network node fail over by

associ ati gn &gilenttir&ﬁ,o %E&%r‘r}@\’cﬁl{ﬂuﬁ%ﬁﬁh te Rcspdr rawiigoup and/or the

mul ti cast "addr ess ticast group to another node. FIG 8 is a
di agram showi ng di agrammatically the perfornmance of the enbodiment of FIG

7. 4 \\0 03/013059 PCT/ Y30g{? HREERIPTION OF THE DRAWINGS

10 FIG. 1 is a flowchart of a method according to a preferred embodiment of the

invention, and is suggested for printing on the first page of the issued patent.
FIG. 2 is a diagram of an InfiniBand network in conjunction with which
embodiments of the invention may be implemented.
FIG. 3 is a diagram of an example Infiniband system area network (SAN) in
15 conjunction with which embodiments of the invention may be implemented.
FIG. 4 is a diagram of a communication interface of an example end node of an
Infiniband network.
FIGs. 5 and 6 are diagrams of Infiniband networks showing how Infiniband
addressing occurs.
20 FIG. 7 is a flowchart of a method showing how an embodiment of the invention
can achieve network node failover by association of the failover address of a multicast
group and/or the multicast address of the multicast group to another node.

FIG. 8 is a diagram showing diagrammatically the performance of the embodiment

of FIG.7.



FIG 9 is a flowhart of a nethod show ng how an enbodi nent of the

i nvention can achi eve network node failover by remapping a swtch nmulticast
port to awpm®swo1d®m® another node. FIG 10 is a di agram showrCmgiS02/23633

di agrammatically the performance of the 5 enbodinment of FIG 9.

DESCRI PTI ON OF THE PREFERRED EMBCODI MENT Overview FIG 1 shows a nethod
100 accor di ng Fif.& ipadiosrched oé awthadshowofg ltovearn embediingnt ofshd inventiatode of a
network initially effectively joins a multicast group (102). The multi cast

10 group Hasachick hétwoms ho@oiless byaemapring h owch adiicag portAb alpeasin one  of
three actions is perfornmed (104). In a first node, the nulticast address

is assigngduiQ the first node. Conmmunication to the nulticast address may
then be automatically directed to the first node, where the network may

communi cat | on. o 1t SR Rbing O Rl s BertPbts G0 01, £

network is BngFPped to, or associated with, a port on the first node.
Conmun? c atPBeAimsnt e IGndi t i cast addr ess may then be directed to the port on
the first node fromthe nmulticast port on the switch, where the switch
does not support nmulticasting. In a third node, the failoQver address is
assigned to the nod¥ESCBARTHINAF JHE BREFERREDKMBQREYENT | s t hen
automatically directed to the first node, where the network nay have been
previously or 20 automatically set vérgie%;hi eve such comuni cation. The
network is preferably an Infiniband " nétwork. The first and the second

Rores e s Ech R T 56y 0 - RO B e Bl
failover of the first node by a second node of the network occurs, This
can i nvol iisteodeer aetrerkdnigplly pifeasivelysoippa oBylicesbgoupC2)shbe pruEpsst
10  group has a multicast address, or a failover address. At least one of three actions is
performed (104). In a first mode, the multicast address is assigned to the first node.
Communication to the multicast address may then be automatically directed to the first
node, where the network may have been previously manually or automatically set up fo
achieve such communication. In a second mode, a multicast port on a switch of the
15 network is mapped to, or associated with, a port on the first node. Communication to the
multicast address may then be directed to the port on the first node from the multicast port
on the switch, where the switch does not support multicasting. In a third mode, the
failover address is assigned to the node. Communication to the failover address is then
automatically directed to the first node, where the network may have been previously or
20 automatically set up to achieve such communication. The network is preferably an
Infiniband network. The first and the second nodes may be hosts on such a network
having channel adapters (CAs) and ports.

The first node then fails (108), such that preferably transparent failover of the first

node by a second node of the network occurs. This can involve the performance of one of

5



three actions. First, the second node may join the multicast group, such
that the nmulticast address is assigned to the second node, too (110).
Conmuni caWwpD®a/01359 he nul ticast address is thus directed POTIUSE2/3®3DNd node
as well as to the first, failed node, such that the second node takes over
handl i ng of such conmunication fromthe first node. Second, the 5 nulticast
port on t{hecesattibed) Fidy, the sécondppddmbpijoin hermhulteest freup suokn thanthdenylfi¢a) .
Communi cation to the nmulticast address is thus directed to the port on the

second Nogeyess §§£s@1g§19@§0 B %ec%%@%@@e nesla 1bpkesmavaicaieN@l the ehubicasiiedress
conmuni catl on Third, the second node is associated with the fail over

addr ess, algaﬁedttgﬁ) SEEQNEQRIE RIS ES Lt FALARodd SucMAthE &Rbng! OUP

(114). Cb i €atron over ress ist ‘rected to the 10
second node, as_ wel |

t akes ovehod eﬁa}ﬁﬁMVﬁbﬁ%ﬂdﬁig& GE S@g%@;%pbﬁ & {ﬁﬁé HPF? Sgec%y}ge second node

managenment conponent, such as a_subnet manager (SM of an |nfiniband
subnet 5 neyltisestnorian the saish GHNeAECBIPDER &L FOPE PB S seqens rads (L)t he

mul ti cast group that was initially assigned to the first node to the
second no@emniintcatian ag)teamd] ticahpdiresstis ths digcted oohepeit on thetsaeondgipdppi ng of
the multicast port on the switch that was initially napped to the port on

the firstgpadRattiBe Rendabde @Restdver Ba@AAL oNadR cotBaindcation.aThwdbd scond
readabl e nedi um of an article of manufacture may performthis

functi onal} f¥is ags%gxate-ﬁr\g th ﬁﬁ%o@ﬁdd?@ssasﬁcﬁ ¢k fReforiBi e %H@Etﬁﬂ:ﬁ/ it a

nodul at ed carrier si gna anot type of nedi um or signal.” 20 In the

first de, .t heref t t

R S T S AR S Y kT T
identifiers (LIDs) to occur, .since only étlc st LI g{g be shared by
more tlRanseserd pedq as vell anie the Heshdal %H)ée Rt W5 PLconnect ed

to aswitch's primary nmulticast port. At failover, the swi tch

confi gur ahamﬂmugsﬁmdl¢qrmdu1byatr0®és<§n§mfﬁgtn% primary port such that the
packets 25 travel to the failover node. In the third node, failover LIDS
are all oned t o Abgassearnat@dponént, such as a subnet manager (SM) of an Infiniband

subnet, may perform the assignment of the multicast address of the multicast group that
was initially assigned to the first node to the second node. The management component

15 may also perform the remapping of the multicast port on the switch that was initially
mapped to the port on the first node to the port on the second node. Means in a computer-
readable medium of an article of manufacture may perform this functionality, too. The
means may be a recordable data storage medium, a modulated carrier signal, or another
type of medium or signal.

20 In the first mode, therefore, multicast addresses are used for unicast
communications. The multicast addresses allow the failover of local identifiers (LIDs) to
occur, since only multicast LIDs can be shared by more than one port. In the second
mode, the node in question is connected to a switch’s primary multicast port. At failover,
the switch configuration is modified by reassigning the primary port such that the packets

25  travel to the failover node. In the third mode, failover LIDs are allowed to be associated
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WO 03/ 013059 PCT/ US02/ 23633 w th any multicast group. Furthernore,
failover LIDS are allowed that do not include the nulticast group address.
Techni calwBagkgosund FI G 2 shows an exanpl e | nfini Band n@®C®arsk2/23633
architecture 200 in conjunction with 5 which enbodi nents of the invention
may be inplemented. An InfiniB and network is one type of network. The

i nvent i onwgRRAnPewultigkegens. cBurtictinort fadovendBs acf allosteddhdtslo nobisclude the
Processor(s) 202 are coupled to a host interconnect 204, to which a nenory
control | ef,;;#08; drSufphRResgoupl ed. The menory controller 206 manages system
menory 208. The menory controller 206 is also connected to a host channel
adapter (HCA) 210. The HCA 210 10 .all he processor and nenory
sub-system whi ch enconpasses t Eh&‘?@ﬁ@ r(0515)‘(1202, t he host interconnect
204, the nenory controller 206, and the system nenory 208, to communi cate
over the I nfi nFEarishestswesexampledniipiBiend prR@hEehibeRup A0 regongncton Wit
particularly what is referred to as a subnet 236, where the subnet 236
enconpass eidhrdnibudBaeds bf thk sn\@hon iz be 2Blemanidd 220 Infiniddaad nety®rk i$fangi Band
switch 214. There may be nore than one InfiniBand switch, but only the

switch 2144 $r Bk ThElient?on cER®e liinPlesertkd, willidther2gdes cfmdtvadks, eombl e t he
HCA and tHe target channel adapters (TCAs) 218 and 226 to comrunicate with

one anot hﬁdcggsﬁgsﬁ%(?fare%gﬁ;?%fﬁ) eflgtﬁt Indrb SHnBand4n@t WREK a hneRiabittdRt 206V t h

ot her IL.nfini wor ks, rough the router 232. Specifically, the link
G G AR e B R e g s
channel  adepralier PO A pnea et 190t KphGrANS] SRPPHELC el e e hdrfler ©
net wor k adapter 220. A TCA may house nultiple peripherals, such as multiple
net worl adhpwetie,pré@Sioraddpieersy sensystom, orhichmensompassed the @reasss(st H&2:net wor k
adapter 25 220 to send and receive data over the InfiniBand network. The
adapt er 22@Q HdssRhtdrc@ireotV®04, the memory controller 206, and the system memory 208, to
communicate over the InfiniBand network.
The InfiniBand network in FIG. 2 is particularly what is referred to as a subnet
236, where the subnet 236 encompasses InfiniBand links 212, 216, 224, and 230, and an
15 InfiniBand switch 214. There may be more than one InfiniBand switch, but only the
switch 214 is shown in FIG. 2. The links 212, 216, 224, and 230 enable the HCA and the
target channel adapters (TCAs) 218 and 226 to communicate with one another, and also
enables the InfiniBand network to communicate with other InfiniBand networks, througﬁ
the router 232. Specifically, the link 212 connects the HCA 210 to the switch 214. The
20 links 216 and 224 connect the TCAs 218 and 226, respectively, to the switch 224. The
link 230 connects the router 232 to the switch 214.
The TCA 218 is the target channel adapter for a specific peripheral, in this case an
Ethernet network adapter 220. A TCA may house multiple peripherals, such as multiple

network adapters, SCSI adapters, and so on. The TCA 218 enables the network adapter

25 220 to send and receive data over the InfiniBand network. The adapter 220 itself allows
7



7 WO 03/013059 PCT/ US02/ 23633 for comruni cati on over a conmuni cation
network, particularly an Ethernet network, as indicated by |ine 222. O her
communi cawped/omesnor ks are al so anenable to the i nventi onPCTAi$€2/73683 226 i S
the target channel adapter for another peripheral, the target peripheral
228, which is not particularly specified in FIG 2. The router 232 all ows

t he | nfi nfdd@oshnfunietion okerof cdririniation neoverkcpartiguldrlyoathBihernst netvBeh @s

net wor ks, where the line 234 indicates this connection. |nfiniBand

net wor ks gidcaRA0kalinesaw2t hithéitontfiutiétioh petwdrkd 43 aletamenitsle tolthesnventien.
processor(s) 202, through the interconnect 204 and the menory controller

206, sendgnahta SACSINERARRRACHES: foh hANEY deliBnikl, iehrocbpenipherd y, the

target periphera 10 network adapter 220 send and receive data
packets t ugh the T 26 and. 218 S i . al so
be sent atﬁ]%é)’r‘xg’&!%t? {§é]8tg€rsélfa%taﬁ%spe&§eérm é', i)‘\iﬂ% Oﬁl%%%%%@?‘ggﬁl%gﬁﬁg@ﬁc 214 to
ot her I nfiniBand networks. The links_ 21 216, 224, and 230 Yy _have

varyi nd cagaerk 9f FiSe g gPneechWith 9eheh iH ﬁﬂcﬁm?’iﬁ%%édw ]?63? tt{eﬁ@egér%tlp‘%ﬁ?tgsr HCA,
TCA, and so on, that they connect to the switch 214. 15 Infini Band net wor ks
provi de f tiis comeetmncat i on between TCAs and HCAs in a variety of different
manners, which are briefly described here for sunmary purposes only. Like

ot her types of InfetiBeidksstwbilfsians Baket svatchimgkispiiaunepua(Dysteatks] dhes, tha | i nk
| ayer, a network |layer, a transport |ayer, and upper-Ilevel protocols. As

in other typesoRt) RRCebogSitk LitbicBihdde20WiShe tRmoRf EtitIBABE206; avaskad
particul af transactions are divided into 20 nessages, which thensel ves are

ecei ved By TRS o PR e FLACA R0, Sirhill R phtiiel 325 St

recei ved B%fe nded re Ient’, ackets are reordered into the

For auélicgeutiak e son aieesiv e pirkomaroneh Mecens 220 BRI dent "' °°
Furthernore, InfiniBand networks allow for a nunber of different transport
respectively. Data packets may also be sent and received over the router 232, which
connects the switch 214 to other InfiniBand networks. The links 212, 216, 224, and 230
may have varying capacity, depending on the bandwidth needed for the particular HCA,
TCA, and so on, that they connect to the switch 214. |
15 InfiniBand networks provide for communication between TCAs and HCAs in a
variety of different manners, which are briefly described here for summary purposes only.
Like other types of networks, InfiniBand networks have a physical layer, a link layer, a
network layer, a transport layer, and upper-level protocols. As in other types of packet-
switching networks, in InfiniBand networks particular transactions are divided into
20 messages, which themselves are divided into packets for delivery over an InfiniBand
network. When received by the intended recipient, the packets are reordered into the
constituent messages of a given transaction. InfiniBand networks provide for queues and
channels at which the packets are received and sent.

Furthermore, InfiniBand networks allow for a number of different transport

25  services, including reliable and unreliable connections, reliable and unreliable datagrams,
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25 services, including reliable and unreliable connections, reliable and
unrel i able datagrans, 8 WD 03/013059 PCT/ US02/ 23633 and raw packet
support. WO 0@licabl e connections and dat agranms, acknow ed@c#Aisg2/zxad packet
sequence nunbers for guaranteed packet ordering are generated. Duplicate
packets are rejected, and m ssing packets are detected. In unreliable
connect i ofgl @ROpadREaYPPIrS, In ratidiovdedgienstaad dregraots, gdknewadgaentsngd packet
ordering is not guaranteed. Duplicate 5 packets may not be rejected, and

m ssi g PaLKRt $qliEkePRbRS febefirtebd pokdtriddringandgsetamat. KDugitaglmokdte used
to define a systemarea network (SAN) for connecting nultiple independent

processor ﬁ%'é%}egt%g,%gs rﬁgsiﬁgégcnk%fs%g 3&&te1 O Bihrellabfe corhédiions ARd d:ﬁﬁgiﬁﬁlé,o

devi ces. n e SAN 300 in conjunction with whic

enbodi nents of .the invention may .be j nept ed.. e O Sit

conmmuni caff “TﬁgﬁﬁﬂﬁﬁﬁﬁBaéﬁgﬁ?%#hWF%@gkﬁfFﬁ?gggag§3¥§?wé gbgkékﬁgeand

i nter-processor communications _(IPC) for one or re conmputer systens. An
| nf i ni Bangackptstrasy eeiberaiggedandmissiagaaoketsgpasagt be etﬁ“ﬁ‘g'ssi vely parall el
superconputer installation. Furthernore, the Internet Protocol
(I1P)-friend y matnfieibahd hetfsionk brmalsaes ueed ke definecvaystsr e pr§WoEk (V) for
Internet, an intranet, or connection to renote conputer systens. 15 The

SAN 300 hagnriecaid teiigde ﬁ@ﬁ?@ﬂdbﬁtqirbmsorfpaﬁﬁdrms,Ciﬁ]:l,ostcprowsmwdest H&x all ows
many devi ces to concurrently conmunicate with high bandw dth and | ow

| atency | ?la‘:t’forrﬂg,%ﬁ%g vit&THIE! ¥ SHRARRK 2RI S ANMBBDin cojuitidn Mattewkiah
comuni cate over nulti pTe I nfiniband ports and can utilize nmultiple paths

th h the. fabric 301..The.nmultiplici : th

notwor k. aaoarEresiyiof myeRu bt R ptibefte PR SANTD BEDRMAENER 12
f i dt h. fini <

and 1110 cOMaREEoah RERGHEMPDTHTE o RSN T CB RO RaoRs

conmuni cations w thout the traditi onal overhead associated with

comuni cat(TRQ for ateooohsre coputeabystengoAn mdbandsystep cansmegdony2 saher of
sw tches 302, 304, 306, 310, and
server to a massively parallel supercomputer installation. Furthermore, the Internet

Protocol (IP)-friendly nature of Infiniband networks allows bridging to the Internet, an
intranet, or connection to remote computer systems.

15 The SAN 300 has a switched communications fabric 301, or subnet, that allows
many devices to concurrently communicate with high bandwidth and low latency in a
protected, remotely managed environment. An end node can communicate over multiple
Infiniband ports and can utilize multiple paths through the fabric 301. The multiplicity of
ports and paths through the network 300 are exploited for both fault tolerance and

20 increased data transfer bandwidth. Infiniband hardware off-loads much of the processor
and /O communications operation. This allows multiple concurrent communications
without the traditional overhead associated with communicating protocols.

The fabric 301 specifically includes a number of switches 302, 304, 306, 310, and
312, and a router 308 that allows the fabric 301 to be linked with other Infiniband subnets,

25 wide-area networks (WANS), local-area networks (LANS), and hosts, as indicated by the
9



312, and a router 308 that allows the fabric 301 to be linked wth other

I nfiniband subnets, 25 wi de-area networks (WANs), | ocal -area networks
(LANs), awo obos0s9 as indicated by the 9 WO 03/013059 PCPCUS(322/2:8683
arrows 303. The fabric 301 allows for a nunmber of hosts 318, 320, and 322
to communicate with each other, as well as with different subsystens,
managenenirr&RN3T8. EBhe fabiit 9@Ballewsfol A Quebasstdmsts Bhgs0darfd 32ent subsyst ens,
managenent consol es, drives, and |/O chasses are indicated in FIG 3 as

the redungdgpfufichYyiff edchbfedBk vl AivaksdiffAhDubsystiis ainagentkid corldotes,

managenent console 326, the 1/0O chasses 328 and 330, the drives 332, and

e o o o B0 Ta e T R B e B R PR e 0

exanpl e en I ni et wo end node may be one of

t he hosts_318, 320, .and 322 ElG, 3 for. instance. The 400 has
r unni ng tHgvgﬁﬁebW@d@@§@§gHbg&%ﬁ&miﬁﬁ&dﬁﬁﬁﬂtﬂ?%%%g@%Tamﬁ§V%%§J§9g§2ociated
therewith one or nore queue pairs (QPs), where each 93 gg@n}{ni cat gg Wi th
the channeubsssiemBas. hemanaganey conelenzfethedtd ehpspssmieS @ad A% hufHYRSHAd

fabric, as indicated by the arrow 420. For exanple, the process 402
speci f i cahhdtheawriesubsi3Gnadskt.408, whereas the process 404 has a QP 410.
QPs are defined between an HCA and a TCA. Each end of a |link has a queue of

15 nessages t orie dgldwsaheebhuhiatict ieifacfofRh dxatipledarnl rods ddtlofwar kK queue
and a receive work queue that are paired together. In general, the send

wor k- queu ?Jfﬂl%ﬂﬁ deB9dkuathb QR no&é"ﬁgy saysEdat Bodro3 13 300, aRafer bedidet, ween

the client”s nenory and another process's nenory, and the receive work

hol i nst [ wh . ' '
another _pididbdaodbeRT oAl MERul £y BIeR R Find fog TEEFPKREss L0
por . 10 s e exseciiadebermiy Suph osgheer P OBl vkt 966 Bper at o on

each QP is independent fromthe others. The client creates a o
communicates with the channel adapter (CA) 418 of the node 400 to link to the Infiniband

fabric, as indicated by the arrow 420. For example, the process 402 specifically has QPs
406 and 408, whereas the process 404 has a QP 410.
QPs are defined between an HCA and a TCA. Each end of a link has a queue of
15 messages to be delivered to the other. A QP includes a send work queue and a receive
work queue that are paired together. In general, the send work queue holds instructions
that cause data to be transferred between the client’s memory and another process’s
memory, and the receive work queue holds instructions about where to place data that is
received from another process.
20 The QP represents the virtual communication interface with an Infiniband client
process and provides a virtual communication port for the client. A CA may supply up to
2** QPs and the operation on each QP is independent from the others. The client creates a
virtual communicétion port by allocating a QP. The client initiates any communication

establishment necessary to bind the QP with another QP and configures the QP context

10



virtual communication port by allocating a Q°. The client initiates any
communi cation establishnment necessary to bind the QP with another QP and
conf i gur e§0tBO13Y cont ext 10 WO 03/ 013059 PCT/ US02/ 23633 PRIrtusowzissai n

i nformation such as destination address, service |evel, negotiated
operating limts, and so on. FIGs. 5 and 6 show how addressi ng occurs

wi t hi n anwithtitdib amfdrmetonaukh ad destifdtien aldreas, sémipledeviehfriepotivertiopesatingr k 500
is shown that includes one end node 502 and a 5 switch 504. The end node
502 has rypak ngqatsBeneon processes 504 having associated QPs 506, 508, and
510. The end node 502 al so includes one or nore CAs, such as the CA 512.

g S8 e 0B RSP R A B olon g |5 50

assi gned the CA 1 hat uni identifi.e he i E Ol ghHt CA 512.
Data pac kgi/% o £SERPIE i‘ﬁ“&’ﬁ\?& “fgw‘&rgt%@bﬁlsaﬁ%’w&)th?téflﬁuéﬁé) n%ﬂﬂmgwet %)ez gsati nati on
wor k queue. Wien the CA 512 receives a_packet, it 82;5 the cont ﬁ@ of the
dest i nat i owitdrdd4 Thsrandaode SPRhIsERRNE HFERBIPEEES p O+ A2TIBE 43508aKAdt Sranager
(SM assigns each port a local identifier (LID). An SMis a nmanagenent
conponent 564,588 had 110. &'hsebdeoded 5 aljcsincledgrommsi dyneore GAsceehiag thei g SdRd
managi ng switches, routers, and CAs. An SM can be enbedded w th ot her

devi ces, gHelrALS BmcRdE o oranéichhunication patsanes, astitepdsid SttynbS16nmbedded
within the CA 512 of the end node 502. As anot her exanple, the SM may be

e A . e 5 anot |
embedde S%%H;{;}f;tgé E@S%\%}m, 510Mdsh Sge,fbahﬁﬁdrﬂlbé%mﬁ}\%u@mg{edb kRSCAr e

uni que. ch as the swtch use the L to route packets

within th bnet.. Eac cket nt ai SOUr

i dentifie 1? tb‘?)‘ﬂ‘f“gﬁ' Pl%tna%ﬁ? %’St@ﬁwftﬁlgqé%gﬁ‘eﬁ%i n aé&%#ggtgtl? l%@é%haglﬁ%;’a
destination LID 20 (DLID) that identifies the or%\éh?re é{l;ﬁ fabric is to
del i vel0 t Hatagrgapeontagyfhe QS of he dpstipation warksqepe.n Va7 et 80 12 4e5 ¥ e a
number of ports. Each port on the switch 504 can be associated with a port
on the engacketdt &0 theroniekhef thadestinatien @BNtto prcgessfithe RRCke\RRPEIPIRIFAY - s

A local subnet manager (SM) assigns each port a local identifier (LID). An SM is
a management component attached to a subnet that is responsible for configuring and
managing switches, routers, and CAs. An SM can be embedded with other devices, such
15 asa CA or a switch. For instance, the SM may be embedded within the CA 512 of the end
node 502. As another example, the SM may be embedded within the switch 504.
Within an Infiniband subnet, LIDs are unique. Switches, such as the switch 504,
use the LID to route packets within the subnet. Each packet contains a source LID (SLID)
that identifies the port that injected the packet into the subnet and a destination LID
20 (DLID) that identifies the port where the fabric is to deliver the packet. Switches, such as
the switch 504, also each have a number of borts. Each port on the switch 504 can be
associated with a port on the end node 502. For instance, the port 518 of the switch 504 is
associated with the port 516 of the end node 502, as indica:ced by the arrow 520. Data
packets received by the switch 504 that are intended for the port 516 of the node 502 are

25  thus sent to the port 516 from the port 518. More particularly, when the switch 504
11



associated with the port 516 of the end node 502, as indicated by the arrow
520. Data packets received by the swtch 504 that are intended for the
port 516 WD oslesosode 502 are 25 thus sent to the port 516PCTarsor/ms3port

518. More particularly, when the switch 504 11 WO 03/013059 PCT/ US02/ 23633
recei ves a packet having a DLID, the switch only checks that the DLID is
non- zer 0. recetvden phdes hitisg s MIIDhileawtites ohlyehpeskbit the Db iinwgpn-zere.abl es
programmed by the SM Besides DLIDs that each identify specific ports

wi thi n an gipdrigdebdRdwieR f&ltes thBhdkef Atbrdild foxables pidtdniiabby dddMesses, may
al so be specified. In general, a set of end 5 nodes may join a multicast

group, such th esitdgseDﬁ%ﬂ)gﬁ%g ?agtﬁ 6&1}{% ! LpeBificGRed pﬂfe?l%arr‘lr{fﬁi@anﬁﬂ‘éﬁﬁﬂe@,as'[ DLI D

of the multicast group. ac sent ‘to multicast DLIDis sent to

each node t hat joi ned.t he | ticast oup. E w tch t he

swi tch 50g}uqﬂcéa§p§illé%pgm@tlwﬁ %‘?S%W?’ gggg’gﬁg?cl?ﬁe n§n§e%?la%$€t%r€%ﬁqpri mary
mul ticast port. The prinmary/non- primary nulticast ports are for. all

mul ti cast npdeskaesioimp akirasherewisueetatihe §MaaY1898 APOEAT SRS BRI @ One por t
of each node that has joined the nulticast group is associated with either
t he pri mmyltcast DEIDof thermuiticyst grdupi daddta panket seht tortbe guilticabt DMARTS sgnidat a
packet that has a nmulticast DLIDis received, the multicast DLID is

exam ned, easinddaahalatadjpaekat nistidor sans eBachibadet, woh bhthetsakick SOfrtagnanmed
by the SM If the nulticast DLIDis not in the table, or the switch does

not mai nt Qfefhuitjmél‘gaﬁg lﬁl{?&%ﬁ‘ }%Qrg‘é‘ldf DIMRNISor-PEmPRGkEkiSasP Po! ThE prifnhsy/Rdd-mar y

and non- pri mar Icast ports. | réceived on primary port then

th ket | t th - i . ti t ] i i d
by bt ner TR gtk ot R T O RAeRER arP RGP asp JAREE B obf phBEBIar °F O7
Dat a ackets received by the switch 504 that specify.the rrulitii Ctngt DLI D
are thﬁ% JAAD. t ekl edsh node et hasiipingd the Myt groupisassedyes SBFIBE: t s of

the nmulticast group nodes. The switch 20 504 can be configured with routing
i nf or mat i ¢he pomatyhe thehen-pamart makicas perigf thepedichi es the ports where the
packet should travel.

When a data packet that has a multicast DLID is received, the multicast DLID is

examined, and the data packet is forwarded, based on the tables programmed by the SM.
If the multicast DLID is not in the table, or the switch does not maintain tables, then it
15 forwards the packets on either the primary and non-primary default multicast ports. If
received on prirﬁary port then the packet goes out the non-primary multicast port, whereas
if received on any other port of the switch then it goes out the primary multicast port. Data
packets received by the switch 504 that specify the multicast DLID are thus sent from one
of these multicast ports to the associated ports of the multicast group nodes. The switch
20 504 can be configured with routing information for the multicast traffic that specifies the
ports where the packet should travel.
Furthermore, although any Infiniband node can transmit to any multicast group,
data packets are not guaranteed to be received by the group members correctly if the
switches, such as the switch 504, do not forward the packets correctly. Therefore, the

25 switches should be set up so that multicast data packets are received by the group

12



Furt hernore, although any Infiniband node can transmt to any multicast
group, data packets are not guaranteed to be received by the group nenbers
correct| ywpfo3pohmwso swi t ches, such as the switch 504, do notPCrarsezem3i he
packets correctly. Therefore, the 25 switches should be set up so that
mul ti cast data packets are received by the group 12 WO 03/013059

PCT/ US02/ #36d8rs. Mitibemshe dEhomplished by cagringphit shddcasydasnpanketigre Haays

nmul ti cast data packets are always funneled through a particular one or
nore sw t gh@siel Ridbudh & pRftieBIae Bfiadimoke stiitchesapitiagd preptogrmmed,ammed, to
ensure that nulticast packets reach their proper destinations.

Al ternati ¥&J§¥iﬁh . 1}3{ gﬂé)lg{a?fg%lécﬁ he @[Béﬂ?é/@laﬂc Mlificay g@él{eﬁs 16&dh theik bidpeBddstifatidngen t he

joining o oups by the end nodes will cause the SMto program

t he itc t th ket A i : I nb

of Cthe muATrEat ey B3 shaEhanRES B uRkE STtk Ilnb AR doiheD! | TEIDE S
a nore conplex Infiniband network 600 is sg%n t hat hgs t) SUbnetbStth602
and 604. THetieashererpsnthsgad apdesyulicausdhe SEbE PragiamdagSWHICE AUy taat the

variously 10 connected to switches 610 and 612. Simlarly, the subnet 604
has end npdeketseidcoBddly re¢:i:d tyrall membeys of thegraltigast Brows] (P FRRIORERFSt o
swi tches 622 and 624. The switches 610 and 612 of the subnet 602 are
vari ousl y negnileegstriopmbie sw tches 622 and 624 of the subnet 604 through
the routers 626 and 628, which enable inter-subnet conmmunication. In this

context, vari oyskyGCOMREEEnPRANRABALD ARG 60TOE Shdv that Ids tedsubRs ty are
associated 15 wth one or nore ports of another entity. For exanple, the

de 604 haye, t i ' | d
another  adCbErapah Tt RRhEsR PP End BTES BhrieT LI R mAL ki 20
Associ ation to Second Node for FEirst . Fai Enbqdi th
vont fon CORSIERHD 808 OISR fbtre ST By B B B4 LIl oBr o 1% | over
dd f | ticast t th de. FIG 7 sh fet hod 700 20
CCor i g 618 &, HabroaRREINY SINENE NENBEIR2 G A bas KBRSt or abl y

redefines
and 612 of the subnet 602 are variously connected to the switches 622 and 624 of the

subnet 604 through the routers 626 and 628, which enable inter-subnet communication. In
this context, variously connected means that one or more ports of one entity are associated
15 with one or more ports of another entity. For example, the node 604 may have two ports,

one associated with the switch 610, and another associated with the switch 612.

Failover (Multicast) Address Association to Second Node for First Node Failover
Embodiments of the invention can achieve network node failover by association of
a failover address of a multicast group to another node. FIG. 7 shows a method 700
20 according to such an embodiment of the invention. The embodiment preferably redefines

the Infiniband specification for location identifiers (LIDs) to the following:

LID address or address range Utilization

0x0000 Invalid

0x0001 through ThLID minus one | Unicast port

ThLID through OXxFFFE Failover LIDs

OxFFFF Permissive (management packets
only)

13



the Infiniband specification for location identifiers (LIDs) to the

follow ng: LID address or address range Utilization 0000 Invalid Ox0001
t hrough TWDIBoOMosus one Uni cast port ThLID t hrough OxFFFECFAiShw23s83 LI Ds
OXFFFF Perm ssive (managenent packets only) 13 WO 03/013059

PCT/ US02/ 23633 ThLID is an adm nistrator-specified threshold val ue, such
that prefeh@ip) % AndnhikibiRRoLyREificl NitredHold lea Budiethbiaprtfevably onlP3 IDanderar e

al so effectively multicast LIDs. Furthernore, the Infiniband specification

| s preferaflyreAnanee iI&e@L{lﬁWaﬁ@ér%%lé@refﬂe&tﬁ%lﬁ RuibRaRIIDE] Bluglibrmotd, he

mul ticast group identitfiers (@ Ds). Such failover LIDs are allowed to be
used with_ar.5 w thout G Ds. Le Thil B | ; e val ue
at whi ch ERERIEPRatopa e ey Al Rec il Ta R TP cE R biackd
specification, then this_enbodi nent is consistent wt the.curren

speci f i cawitdmultigashgiopRddenghssdCient S9eh ?%@W%@Eﬁ%%ﬂ?ov%{}o\?ﬁIuls%ﬁﬁﬂf)f) "ot her
than the permssive LID can be associated with a nmulticast group, and
hence Sanwithbed®iDsel Whetmide TohIRés equabtof0GPethe vepe apwaigh ikt THEicaer (SM
is enhanced to so allow any such valid LID, other than the perm ssive LID,
to be assegigab@els M b carshtl Ihfisidsid geoifioatiokh dtenitlsis etbedieht isiconsigient with
specification is nodified so that the SMcan allow any valid LID, other
than the gpekme.5siégifkhtidn. t 0 be associated with a multicast group, to allow
node fail over. Fi r?a y, 1In an alternative enbodi nent of the invention, no

Foi lowi ng. ai scucelGiaftollb il FRR chinSBE sy VAR 0 ettt fEpoliiEive

o O P e et 58 SR o8 Aol Abh G et ek forPhsse

10 failover LID. A subnet manager (SM) is enhanced to so allow any such valid LID, other

than the permissive LID, to be associated with a multicast group. That is, the Infiniband
specification is modified so that the SM can allow any valid LID, other than the
permissive LID, to be associated with a multicast group, to allow node failover. Finally,
in an alternative embodiment of the invention, no changes are made to the Infiniband
15  specification, such that the following discussion as to the method 700 of FIG. 7 is in
relation to a multicast group LID only, as opposed to a failover LID that is also effectively
a multicast group LID.
Referring now to the method 700 of FIG. 7, a first node of an Infiniband network is
associated with a failover LID (or a multicast LID), which is effectively a multicast group
20 LID, such that the first node effectively joins the multicast group (702). The SM of the
subnet of which the first node is a part associates the failover LID to the multicast group,
such as in response to a join request to the multicast group by the first node. The first
node may be a channel adapter (CA) of a host on the subnet of the Infiniband network.

The first node then fails (704), which is typically detected by another node of the subnet.
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Referring now to the method 700 of FIG 7, a first node of an Infiniband
network is associated with a failover LID (or a nmulticast LID), which is
ef fecti veWw@ oa/omebe i cast group 20 LID, such that the firstchnasezefedecti vely
joins the nulticast group (702). The SM of the subnet of which the first
node is a part associates the failover LIDto the multicast group, such as
i N responFke filst Aodeomay optinmaHY ldaoe tHeanultitdst gasp (FIQ LY, hor extamptd, nsecondde. The
first node may be a channel adapter (CA) of a host on the subnet of the

| nf i ni bango e KsbnelRAdink a9tave Q6tfuckite thd St oh HeRAM bf theffirethads. typi cal Iy
detected by another node of the subnet. 14 WD 03/013059 PCT/ US02/23633 The

first node may @g%@ﬁdﬁﬁ'd %E\}?"ﬁﬁ&ng e rHMhFe-iesgglz)hP,ga[ngléB will 38deivdPackdi@kerXa P! e,

a second node e su ending a equest to the SM on behal f of

ecel ve. pireraet Lp 15 e B Er:07) (D Mot bttt iihs FEUPec i fo)

More specifically, the SM in response to 5 the join request fromthe
secondSnothé joiprregpeahiomibe sapprEpRAS, BIDERYAE S‘ﬁ’é@?éts‘éd’st@ﬁttpaf*getf FROC RO cast
will be received by the second node. The second node may al so be a CA of a
host on t hmltgakivel] wfretdieed yf thaistrand nnéd. WBireksecatisendge spayoflsa e €Acdfd node
may be the same host as that of the first node. Conmunication intended for

t he fail o4gs ohltiR éunet el Bdinhant hetwsele.onbe hadef ihest@ad nofle tdag bEithiest node,
such that the first node seamessly 10 fails over to the second node. At

some poi nEgBletDH(?s(g tFlé {tﬁgofqﬁtﬁ? ‘ﬁr%ﬁdé.a@%l?ﬁﬁﬁicﬁtz&pi)ntenﬁé’d@d?%@ﬁﬂbv&'ﬂ]‘bﬂ@- The

fail over ticast LI I's then associated again with the

fi d h he  fi ' I i
| nt onded FRIHES PRAR oL Borcehaf bedBioag yB0 R RIS RAE MR 00

| eave the nulticast group before the first node rejoins the 15 multi cast
gr oup. 10Th B8 CYEHE th%éf‘éoﬂgyo %us send a | eave request to the SM before the
first node sends a join request to the SMso that the SM associates the
fail over LI D wiAtlsompgoint,the firshpede mmafailbackid 748y coming hagk pakire. (e flowyr node
taking a state dunp fromthe second

LID (or the multicast LID) is then associated again with the first node (712), so that the

first node can again handle communication intended for the failover LID. The second

node of the subnet may initially leave the multicast group before the first node rejoins the
15 multicast group. The second node may thus send a leave request to the SM before the first

node sends a join request to the SM so that the SM associates the failover LID with the

first node. Failback may also include the first node taking a state dump from the second

node, where the second node freezes all connections until the failback has been completed.

The second node may additionally not leave the multicast group until existing connections
20 to the second node have expired.

Thus, a third node communicating originally with the first node, will be unaware
that failover has been made to the second node. That is, it will continue communicating to
the failover address, without having to know whether the failover address is associated
with the first node, or the second node. In general, communication between the third

25 node, and either the first or the second node, is unicast in nature, even though a multicast
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node, where the second node freezes all connections until the fail back has
been conpleted. The second node may additionally not | eave the nulticast

group untwpb 0861369 ng connections 20 to the second node h&e¢e/sepeivesl. Thus,
a third node communicating originally with the first node, will be unaware
that fail over has been nade to the second node. That is, it will continue

communi cafailogert @drelsh s fthizkd weperfodtirfedeyer. Wilhdithird fode dogp too kkovwvhefadoer t he
failover address is associated wth the first node, or the second node. In

general, cQFEMNE FARECIMARICUR 80diEe ahditfud ied OB ieva fHht Bletddfimirietibhr st or
t he second node i's unicast in nature, even though a multicast 15 WD

03/013059, RGIL g%ﬁé Gfgﬁ%%efr%h{h%%ei%al 9L 63 ﬁath uItHa][ iszﬁ & Ith afpgéa{pt{) el over.

The t hird ho 0€es no over dress is iIn act t1 cast

addr ess, us, is'led to.believe that th t between .it and
the fail o&ér% ”5’@8?@%?@?‘@%‘2‘3%9 RrRCHTEingem Wa‘fv FI5in fﬁ% tbgcmgmf%tl%pl ear to
the third node that conmunication is proceeding normally when in fact the
conmunPcab¢ing apeomplishedhyith @dpHpicassaddiesti t h a nul ticast address. FIG 8
shows the failover of the first node to the second node di agrammatically.
The nul ti cast FiGupshosvsdbnbriloderas thefirshmbdeito alwt segorslapodg GRegraromatiepdlyf y t he
pre-failure state of the first node 804. Packets 806 having the failover

LI D are tiras afidiicsts@bip isalehbed bi dtmulticste g 80TAo Bighify casire faibup state
denoted as the nulticast group 802B to signify the post 10 failure state of

the first PP@%?II‘%QI%C],G 804 hPEJi@Es d0BGaBi g‘t'lﬁb BN TDORE thetdtSreGERAUB tIRORB; af t er

failure o irst node 4, as indicated by the arrow 808. The first

t Sd?nﬁf)gaﬁ:gd%%*ﬁ Jﬂﬂf"n‘@ﬂ%%iéaoﬁlﬁﬁi e g i e R b
802B. T 804" i d 802B, h
ot t o Gibipssob e Kewuse ScERIBIE WO 0B PR 028 B T, e

the second node 810 in addition to the first node 804'. Switch Milti cast
Port Remafglungof the Bosttnode 8&b s iniligatribyf he arpwsi08Ndde firginodey 894 of the

group 802A becomes the first node 804° of the group 802B to indicate failure. The second
node 810 as joined the multicast group 802B. The first node 804’ is indicated as in the
group 802B, but may have left the group 802B already. The packets 806 are therefore

15 now sent to the second node 810 in addition to the first node 804’.

Switch Multicast Port Remapping to Port on Second Node for First Node Failover
Embodiments of the invention can also achieve network node failover by

remapping a switch multicast port to a port on another node. FIG. 9 shows a method 900
according to such an embodiment of the invention. A first node of an Infiniband network

20 joins a multicast group, where the primary multicast port on a switch is mapped to a port
on the first node (902). The subnet manager (SM) of the subnet of which the first node
and the switch are a part performs this mapping, in response to a join request by the first
node. The first node may be a channel adapter (CA) of a.host on the subnet of the

network.
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Enbodi ments of the invention can al so achi eve network node fail over by
remappi ng a switch nmulticast port to a port on another node. FIG 9 shows a
met hod 90WO 0apcwsdi ng to such an enbodi ment of the inventPOR/USA/EIBBt node
of an Infiniband network 20 joins a nulticast group, where the primary
mul ti cast port on a swtch is mapped to a port on the first node (902).
The subnet nmanamerir§tSidie dfentfhids ©0b)) ethidhfis wpichlytdeected bytanaddenodsred thee
switch are a part perfornms this mapping, in response to a join request by

the first gpedernd it hbdShaP 8oy 188 theahabiogt cAUPIOES), § A @hmpldast on
t he subnet of the network. 16 WO 03/ 013059 PCT/ US02/ 23633 The first node

then fail ﬁgegogﬁgﬁ,)gge ﬁ@@g%@a %%rﬁi% 16}4\9@1&:@&&& ﬁftﬁ@lél\@l?ﬁb&?a‘lf Sranenift nbde

subnet. Thé ave e nmulticast group (906), by,

for exanple, a second node of .the.subnet sending a |eave,r the SM
on behal f 1& DrgRary ppudicagiRRst on thgSWIER hs;lﬁg,n WmaPP%‘g@ta %O(l)fl?n glﬁ%?%gﬁél\%h?ch is
then remapped to a port on the second node 5 (708). Mre speci.f 'hcall , the
SM r emeps (10%. Moraapscifieallyi thasM sanrapsdhe prHBayinelEfast BOtt AR terich ipy tft%e
second node, in response to a corresponding, optionally proprietary,

request byporttdneths esond nndelén reFhenss éz @ noirespdeding ywptipaal yisopritRyofeqdeshB¥t  on

t he subnet of the Infiniband network. The host of the second node may be

the same hRstecasd ho THe sebendiiods mayrdaebe A0 RIhDat dmthe tubrehef thel ti cast
address is directed to the port on the second node, 10 instead of the port

on the fi "Tifind QiEnetRMAN iAot BEhE sécohd ROEEmEEBETHRSaMY hbat dshabethelf@st he

second no t some point, the first node may failback (910), com ng back
the port  dnInGoRaiCisheS 5 mitetly Myl Bt Eloue SolEh LETBARERCREC] 12
communi cation intended for the ’Iti st address, 15 which.may be

nul ti cH&t iagead ofdhe Bert pgél&ﬁxghnq%emcﬁ?]?aé}he( BB e Smleésé%gaﬁ]ﬁ 0&?&8 t@? t he
subnet may have to initially | eave the nmulticast group, and thus may send a
| eave requestnd node.

At some point; the first node may failback (910), coming back online. The primary
multicast port on the switch is then remapped back to the port on the first node (912), so
that the first node can again handle communication intended for the multicast address,

15 which may be a multicast destination location identifier (DLID). The second node of the
subnet may have to initially leave the multicast group, and thus may send a leave request
to the SM before the primary multicast port is remapped back to the port on the first node.
Failback may also include the first node(taking a state dump from the second node, where
the second node freezes all connections until the failback has been completed. The second

20 node may additionally not leave the multicast group until existing connections to the
second node have expired.

FIG. 10 shows the failover of the first node to the second node diagrammatically.
A part of the subnet is denoted as the part 1002A to signify the pre-failure state of the first
node 1004. The first node 1004 has a port 1006. A switch 1008 has a primary multicast

25 port 1010. The primary multicast port 1010 of the switch 1008 is mapped to the port 1006
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to the SM before the primary nulticast port is remapped back to the port on
the first node. Failback nay also include the first node taking a state
dunp fromwDhe/os®sond node, where the second node freezesPalriUsoyeaseEt i ons
until the fail back has been conpl eted. The second 20 node may additionally
not | eave the nmulticast group until existing connections to the second node
have expi lgehe fitkGrodtQ 08 aendibaed by theviae 1012.t Maltfdaststommodscation directsé tond
node di agranmatically. A part of the subnet is denoted as the part 1002A

to signifypd Qeid Igyé)fg@é {H4E Serft kIR 6)8]& 1006, Thé Firt ofde euBkRP%. defibied b tistpartode

1004 has a port 1 . A switch 1008 has a primary nulticast 25 port 1010.

T006 17 WPERFo1S8EL BEb AR s b B Tiiingly 1000 sheh [RARE Gt 200228 P oot ea

by the line 1012, Ml ti t_co ni cation di.r dto. th i 1008 is
t hus sentbpﬁmﬁﬁﬁhBBW?19@%%?ﬁﬁﬁéiﬂﬁPfﬁ§#h§H@d§Egﬁgﬁsth%%%§p§§%%§QWhe part
1002B to signify the post-failure state of the first node_ 1004, sij(ﬁ&jitéhat
the pari 1002AA sseemshecletlQdo bay 2 PabdPES. aFheapulfigist ppid 1830 pfde pyvich
1004, as indicated by the arrow 5 1014. A second node 1016 has a port 1018.
The nul ti st mpds the pOiathry tnuflthvestspeirt anld rAQP8d icsthe poxk 1048 ef theseqonid mafs
mul ticast port and mapped to the port 1018 of the second node 1016, as
i ndi cat ed {6t fandicaed BP 2R liddilopdC dalltiCenemhedtiton dicced tiedughthe sgiitch he
switch 1008 i1s thus now sent to the port 1018 instead. Sw tches, and
Dat agr am - ' I | nfini band networ ks enpl oy sw tches
that typi a@ﬁ?%@r{}gg{ﬁgﬁﬁﬁgﬁiﬁﬁ %(g%gré%%dhati on location identifier (DLID)
is not zero, and route data packets based on the Eabl,es rogramred by the
subnet manager (SM . SeritchesanddPatpgram and Copnected gervies BPe%i th  routi ng
information for nulticast traffic that specifies all of the ports where a
mul ti cé®t dat anfiaiberd neteedss dnploy swigthes THak typecaliy clerkiandit thﬁ’uﬁlﬁ deginatigicket s
are routed to their correct 15 destination.

location identifier (DLID) is not zero, and route data packets based on the tables

programmed by the subnet manager (SM). Each switch is preferably configured with

routing information for multicast traffic that specifies all of the ports where a multicast

data packet needs to travel. This ensures that multicast packets are routed to their correct
15 destination.

Furthermore, Infiniband networks can employ different types of datagrams and
connected services. Datagrams are used where the order in which packets are received, as
compared to the order in which they are sent, does not matter. Datagram packets may be
received out-of-order as compared to the order in which they were sent. Datagrams may

20 be raw, which generally means they are in accordance with a non-Infiniband specification,
such as Ethertype, Internet Protocol (IP) version 6, and so on. Conversely, connected
services are used where the order in which packets are received, as compéred to the order
in which they are sent, does matter. Connected service packets are received in the same in

order in which they are sent.
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Furthernore, Infiniband networks can enploy different types of datagrans
and connected services. Datagrans are used where the order in which
packets awe oset®sved, as conpared to the order in which Pa#Egusar/ezsesent,
does not matter. Datagram packets nmay be received out-of-order as conpared
to the order in which they were sent. Datagrans may 20 be raw, which
general | y neangdiheMagafisiand acnrt@aneeicss hay de ndinbledrivmidimbte. Rediebilityat i on,
such as Ethertype, Internet Protocol (IP) version 6, and so on. Conversely,

connect od ue5EEKY CFSo oy MIRE SUBRS: koS Siemdiftaitei &t RakkSthestce T ecei ved,
0

as conpar §8 e order 1n ich they are sent, does matter. Connected
servi ce packet rer Y I I i i y are sent.
18 WO 03/ @Egﬁée%ﬁe@gﬁ% 523%3%9 s@g? ?’lﬁ%a %ég%é:%lé}ég% d)ggmﬁ{g%l? g%&lgl(ear Vi ces may
be reliable gor unreliable. Reliabilit ral,ly relates t r
sequence Y§HHERIOTAREASHESS ﬁfed?eﬁé’gn?% fo %é‘é‘%ggag ,pa%%st Sr?@!‘ are ﬁ%ﬁ?ﬁ‘%\(}w\gggfé%ﬁe nt

messages are sent for packets received, and/or whether other  verification
measur €5 dntengrsiieoipivats. tnrelinhle dategrams pedwrrelablespnngrted sE¥CE ANy their 5
i ntended recipients. Unreliable datagrans and unreliable connected services
do not pefefformmsseicterifentibn mabsuoes, wherser efisblader grmsast vatsliebld soagpctds and
unrel i abl e connected services do performsuch verification nmeasures. Wth

respect t%e%£Idioega}f@rrﬁ@gc}{@ﬁiﬂéaﬁ@gﬁlam;esa first node uses the nmulticast
| ocation identifier (LID) as its source LID (SLID). Were a second node is

the failover l&itﬂqgs?)egtato. Diiidh QM8 rdve 1ARE G On FiRERSALSsELER nRAGKSE S,
re-sen oits t I

because they a uni cas . and because the SLID of the

packets is not checked e third ' xpected t : first
node' s rrullf’?aé’z%tld‘?_nlt‘?ie‘ E&B@ﬁf% S?Lgceg]gﬂgéﬁpﬁ'e c eltree%tsecgrﬁgl/{lgcgé 1)ség]életofa}alEl{r\relfI ticast
LI D associ ation, which is recorded by the client. The third.node y be

se 3 '; alﬁl nngazgth(ljrdmo(?e ilsrﬁttlﬂ? TS‘FQ}T;@ ?&;ﬁg’ﬁ%ﬁ %??BS%T‘:%TH;@EW&BJ“? ;B&f‘?r}gr am |

and/ or e second node mght pic e nutticas fromthe receive
packet . THBLHD,and bacansaltiedSLi) affiecpasketp écidticherkedr The third node is expected to

reply to the first node’s multicast LID. For this to occur, the client may be sent a multicast
LID association, which is recorded by the client. The third node may be sent a multicast
LID in the SIDR protocol case of unreliable datagram, and/or the second node might pick

15 the multicast LID from the received packet. There are no validity checks specified for
unreliable datagram mode in the InfiniBand specification.

If the third node determines the LID from a path record maintained by the SM,
then the appropriate value for the LID may be placed in the path record prior to initiating
communication with the third node. When the first node, or the failover second node,

20 receives the reply packet from the client, the packet has a non-multicast queue pair (QP)
but a multicast DLID. In the case of reliable datagram and connection mode transports
the connection manager exchanges the LIDs to be used for communication. The multicaét
or failover LID may be exchanged at this stage. This LID will be recorded by the second

node without any validity checks and used as a unicast LID in all communication.
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unrel i abl e datagram node in the InfiniBand specification. If the third node
determ nes the LID froma path record maintained by the SM then the
appropri awe 0salwse for the LID may be placed in the path r @0A$0p2Ieds to
initiating conmunication with the third node. Wen the first node, or the
fail over second node, 20 receives the reply packet fromthe client, the
packet has a n@wtinihkde@bindugporpiivel {HBYs arbutso aerifiéd. i ElaslinkDlevE.cheek t he
case of reliable datagram and connecti on node transports the connection

manager ex p@%ﬂ s e, RihdrGn B8 cdss 8urdiolst, & iBLiNeaa tTh s traﬁsgomwei cast or
fail over e exchanged at this stage This LIDw Il be recorded by

2l commuls °ﬂ}#ﬁeﬁ%‘lﬁ%@l’a@ﬁ%{t%é@é%ﬁ@o§?°f§%q%9§%ﬂ€ﬁ§ﬁt F‘lﬁ‘k@%’ g "

transport-leyel checks are | i nk= Ie

verifies t%Qfllbvergi‘@td‘r?éﬁloﬁ%a%ﬁsﬁ%fﬁ %ﬁ%%s?nd th?ref(ﬁ% a%ié?tng%t
transport-level check, the receiving QP is first ver| f| ed ? val id,
becausé t lvensiderdé o et Wﬁya@acﬁtrﬁpg@at therpgesopes &f 4/@R{tcRY & Oi’él I oyte
OXFFFFFFF hexadeci mal, and therefore the data packet is not 5 considered to
be a nul t ileaddr (GR¢-1<)&$not31he¢keﬁhat the presence of a multicast global route
header (GRH) is not checked. However, in one enbodi ment of the invention,

the Infini band @esiekiisahé embbeinteat oftaé imvestism tier laviniband specifdior aittover by
not perform ng these transport-level checks as strictly. In this

enbodi nment 1Yol & , 1Qfag 10
transport, deflhgf?tr?ﬁ? ?@gs(lpj @éié? %nndjf):lf !())yri (ﬂ%rﬁl DL ﬁ%sgg{ag@ggclgﬁlgg&on any
met hod of nspor.t h eci fied so
That LI D SHABDUBiERBERTAlPb e HBEe] @ﬁ?@%}%@ﬁw&g‘s FRePhy uy TRfg 7 77
anot her enbodi nrent of the inventiaon, node failover is al ter |veI y

provi i)l fteanspasys and matliicast drstinaticadsDs(RLAPY) 55 a%CEPtlefl R8 2th 813%9

particul ar value, such as OxFFFFFFE. 15 This embodi nent of the |nvent| on
i's oper ablteanbport. Ui, thedhBnibemhenstdigaten igineekfieshioythatifidD and DLID CheCklng

D

is not performed as strictly as before.

In another embodiment of the invention, node failover is alternatively provided for

by denoting multicast traffic by setting the QP as a particular value, such as O0xFFFFFFE.
15 This embodiment of the invention is operable for unreliable connected services only. The
particular QP value may be configurable, and can be maintained by the SM.

With respect to reliable datagrams and reliable and unreliable connected services,
multicasting is not allowed, in that it is not defined. However, this restriction can be
overcome if the two end nodes otherwise function in a unicast manner. The server sends

20 packets to the clients using a multicast LID. The remote client may check whether the
SLID is a multicast LID. If so, then the client’s host channel adapter (HCA) may be
modified to receive multicast SLIDs, or the SM can be modified to associate a unicast LID
with the multicast group.

That is, the unmodified receivér concludes the SLID is multicast only if it is above

25  0xC000 hexadecimal. Therefore, the SM is modified so that it assigns a value below
20



particul ar QP value may be configurable, and can be maintai ned by the SM
Wth respect to reliable datagrans and reliable and unreliable connected
servi ces,woralotiosasting is not allowed, in that it is not PdgfisazmeiesHowever,
this restriction can be overcone if the two end nodes ot herw se function
in a unicast manner. The server sends 20 packets to the clients using a

mul ti cast oktBo0 TedeanBt ® thé heilbcasByrog)aadh thhicthé eaceivinedoeSnbDdrnslulethd t i cast
LID. If so, then the client's host channel adapter (HCA) nay be- nodified

to recei V%ﬁ%{b& %nﬁlﬁ‘?éastslzl*f@%iieﬁ’crreﬁlli@ 1SMeCRF ebayHBictéieek 4 Packesspetiffing a

uni cast LI the nmulticast group. That is, the unnodified receiver

concl udes ﬁlfhlﬁ)e I %eﬁéeﬁg”fﬁYEC?léﬁé‘égaﬁﬁfﬁPé IDtL'HB il S RRAMS Lﬁe%qg& #exadeci mal .

Ther ef or e, assigns a va | ow 20 WO

hat the. FeEs B AGE Maro LGB F o ger BIDe B SeL e S HRL "

replies to the server, which receives a packet specifying a DLID. The
server TmassicetktbavaidasrLIDhwitibthepnplsicast gipUpi cast LID. If so, then the
server's HCA may be nodified to receive nmulticast DLIDs, or the SM can be

nodi fied to 5 associate the unieafhgdsldVertHePribeArul ticast group.
Advant ages over the Prior Art Enbodinents of the invention allow for

advant ages overgl gdi%%hﬁg :(])f ﬂ'[e?igvér?%ioﬁah.b@q )y %%%8%‘%%6%3??& ! B&Qﬁéﬁg

addresses and ports I'ni ba net wor ks, fai is achieved.
Even if a given Infiniband fahric does not.al.low multicasti . i ments
of 10't ho ANoBAES v BT ER F0fssean PRner e RE pd o e o e g
mul ticast group before another node joins the gr oqu, sQ tha éigner e is only
one node iashieted. gEvaiif agivendpfriband-abrie,dess net allow Fulticgstig smiediznegis;of
require invol venent of the renote node with which the failed node had been
comuni@atthe ghveliioscant didl Healsed whereribelfilad sodeelsavels éhar rpalticnss ighiupitef@s of t he
fail node transparently, ‘

another node joins the group, so that there is only one node in the group at a time.

Failover of a failed node does not require involvement of the remote node with which the

failed node had been communicating.

Thus, the takeover node assumes the responsibilities of the fail node transparently,
15  and typically without knowledge of the remote node. Any host can preferably take over

the responsibilities of a failed host. Embodiments of the invention are also applicable to

all Infiniband transport types. Non-proprietary extensions to the Infiniband specification

are generally unnecessary to implement embodiments of the invention, such that the

embodiments work within the auspices of the specification.

20 Furthermore, in other embodiments of the invention, by taking advantage of
inventively specified failover addresses of Infiniband networks, node failover is achieved.
Failover of a failed node does not require involvement of the remote node with which the

failed node had been communicating. Rather, the takeover node assumes the

responsibilities of the fail node transparently, and typically without knowledge of the
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15 and typically w thout knowl edge of the renote node. Any host can
preferably take over the responsibilities of a failed host. Enbodi nents of
t he i nvernw0D®R/0808 al so applicable to all |nfiniband tran®p@nisot/93ses.

Non- proprietary extensions to the Infiniband specification are generally
unnecessary to inplenent enbodi nents of the invention, such that the

enbodi nentremvrdodel Ahiyhobthan auspiablalaf oveh thespeponsibitisies ofa fa2ied Rastt her nor e,
in other enbodi ments of the invention, by taking advantage of inventively

speci fi ed érﬁﬁé«fffﬁ@ﬁts %@'g{&ﬁm Rhrd i Mphadle RRIVRIFKband adespbaityseeer i s

O
achieved. Failover of a failed node does not require involvenent of the
renote node with which the failed nqQde_had _ peen communi cating. Rather, the
t akeover node assunes the respdHisrpatiye E Oéﬂn?ﬂé fail node transparently,
and typically w thout know edge of the 21 WO 03/013059 PCT/ US02/ 23633
remot e node.  Arlywilbbe apprecipieé that.clthgughsipecifio embpdienanisspfdhes inypptian leye of
failed host. Enbodinents of the invention are also applicable to al
| nf i ni bandheer avBspidEd héngefor piipbess nd iliugeation) eaiore madifi¢cation mapde apdeeci at ed
t hat, al t hough specific enbodi ments of the invention have 5 been described
herein forypyhp agﬁaﬁtiﬁ)g frbin! tHS b5idt AfscoMeb 18 SnveRKd. | Kilek Qipleiierb harade
W t hout departing fromthe spirit and scope of the invention. For exanple,

where the ;/Qn\fﬁ)gtﬂagpeéﬁalﬁréﬁﬁ%géﬁegg }‘elgﬁﬁﬁBiIﬁg@béﬂa el &iks A ivehtidd R band

networks, THE T AVEntion i e to ot types of networks as well.

networ s, PRE i cabr'e o ot her types of et wor ]
the 1 of | oviileeia o ang ape e s Gt i Sccossn s Bpdbsots st s Less

| claim 1. A nethod conprising: {oLning,by a first node of a network to a
nul ti cast igrventipnHalimiigd antyhn the fejtovdpgielaisas and their equivalents.
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(102), where the joining is selected fromthe group essentially consisting
of: 5 associating a failover address with the first node, such that the
first nodwo0adimsei vely joins the nulticast group havi ng ®E€TiUse2/2aéB3 i cast
address the failover address, comunication to the failover address
directed to the first node through the network; associating the multicast
addr ess wigtchhitnhe first node, such that communication to the nulticast
address is directed to the first node through the network, and, 10 nappi ng
a multicast port on a switch of the network to a port on the first node,
such that conmunication to the nmulticast address is directed to the port on
the first jnodencthb®BdhpEsiAk ticast port on the swtch (104); and, upon
failure of the first node (108), if the joining associated the fail over
address with the. fjr AL : ' : ] ' a
second node, s §nnkﬂ%{apﬁgﬁg%%§%§%ﬁg§gﬂgg ec??%2%§ﬁp%?%géﬁﬁggﬁﬁﬁfg#%ggt
group, and_the co nication to t fail over address is | ed by the
second ndél@zm( Yglﬂl)g;r{ﬁ? JOIURE 1 %ﬁ%fﬂg?%%&fglﬂpeﬁs rﬁlgﬁ CP?Sll%tagbqaddr ess with
the first node, joining by the second node of the network to the nulticast
group, Juch t haassqoainga ﬁaﬂ@‘a@éitad‘élf@éﬁr‘é%thegﬂ'StZ@d&ssélﬁléﬂ‘ﬁfﬁ%thtI}?the second
node, and the communication to the nulticast address is handled by the
second noddfectitdy joianthe midlticase gjoop havigs paihoeailtitast address dhestailpwirtaddiess. he
switch to the port on the first node, remapping the nmulticast port on the

swi tch to @uRAtticRdbnithehsRAONSE 100Ess difsdad tb it firsheodeclmnpiniteattvonks o t he
mul ticast address is directed to the port on the second node (112). 23 WD

03/013059 PCT/ Lﬁ%@@cjlgtﬁr@ge n%té&@@dﬁ%p%h@ﬁe GisPhdBel suchhiBdt@bmniddecafieh wWor k i s

an I nfini band networKk. hod of claim1l, wherein the fail over

address | Sthg ?rllu t?cta%td a drreosgnisa digerc?e"c!lqo tk?esﬁr‘g{]ﬁgcfgltlllr%ugk?ﬁﬁi n%{v{l&g, Q{d:,

10 mapping a multicast port on a switch of the network to a port on the first node,
such that communication to the multicast address is directed to the port on the first node
from the multicast port on the switch (104); and,

upon failure of the first node (108),
if the joining associated the failover address with the first node, associating the

15 failover address with a second node, such that the second node effectively joins the
multicast group, and the communication to the failover address is handled by the second
node (114);

if the joining associated the multicast address with the first node, joining by the
second node of the network to the multicast group, such that the multicast address is

20 associated with the second node, and the communication to the multicast address is
handled by the second node (110); and,

if the joining mapped the multicast port on the switch to the port on the first node,
remapping the multicast port on the switch to a port on the second node, such that the

communication to the multicast address is directed to the port on the second node (112).
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a failover location identifier (LID) having a value |less than a threshold
failover LID 5 value, the network conprising an Infiniband network; a
fail over womawiwm i dentifier (LID) within a range of vali @CILIUS82/236b%
network conprising an Infiniband network; and, a failover |ocation
identifier (LID) that as a source LIDis not checked for any nmethod of

t ranspor t 2t Irieugéthbd ef deimvby wheraindhasetworkuis tah dafstibatelstetwienki on LID (DLID) is
accepted on 10 any nmethod of transport through the network, and wherein
the network conprises an Infiniband network. 4. The nethod of claim1l, 2,
or 3, further conprising, if the joining associated the nmulticast address
or the fai| opgymadied of slaih It hwhéreinfthe iilonadedress isoeletiedfiven sgmopd node of
the network joining the multicast group, the first node |eaving the

mul ticast ,groun & ge-second node sending a | eave request to a subnet
manager (g%p on }ﬁagﬁla{ggnglof the first node (706). 5. The nethod of claim1,

2, 3, or 4, further ¢ ., S, i WolMaY i j cast
address or th 11103?r|18%a§1r0 é%edlftlglgrs(LV\Inb l) I%‘Q?‘H%gfvlmru g?e S%i%gl?d tg%gﬁd?giﬁ}ogg}éiﬁn%y t he
first node, associatjng the fai h&vet; addres ~with the first node, such
that cOmmyAUEcDe BRBK cHBPYYNE AR UG HGHEYS | s again handl ed by the first
node (712). 24 WO 03/013059 PCT/US02/23633 6. The nethod of claim1l1, 2,
3, 4, or 5, afadloseniocationtifentifier (IR withive range 8f vHd Ik thedetvorkddr ess or
the failover address with the first node, the joining by the first node of
the netwebkptisinghe Infihibiehstwarkoapd,conpri ses the first node requesting to
join the nmulticast group to a subnet manager (SM. 5 7. The nethod of

claim1 or 2, e eioBatidnf idédifiel OLID) Mgt ARRRGECE NED fuldt chaked fuarahy oretidie
switch to the port on the first node, the multicast port on the switch is

remapped to tr%Fﬁ)optO[%l}ou Ritnd &%Wﬁl% and. neder st 1B 86PN MOHEDY I8 AetRpledna t O
remap the mil'ticas pgrt on the
10 any method of transport through the network, and wherein the network comprises an

Infiniband network.

4. The method of claim 1, 2, or 3, further comprising, if the joining associated the
multicast address or the failover address with the first node, prior to the second node of the
network joining the multicast group, the first node leaving the multicast group by the

15 second node sending a leave request to a subnet manager (SM) on behalf of the first node

(706).

5. The method of claim 1, 2, 3, or 4, further comprising, if the joining associated the
multicast address or the failover address with the first node, upon failback by the first
node, associating the failover address with the first node, such that communication to the

20 failover address is again handled by the first node (712).
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switch to the second node to a subnet manager (SM, the SM renapping the
mul ticast port on the switch to the port on the second node. 10 8. The
met hod ofwoloalomoi9 2, or 7, further conprising, if the joipeirfgonegsped t he
mul ti cast port on the switch to the port on the first node, upon fail back
by the first node, remapping the nulticast port on the switch to the port
on the fig.sThaadehodssfaluinhig?, 8,clyouf) whdreianif tie jotnieg assddisted e radtesss is
again directed to the port on the first node (912). 9. A failover node for

the et hoghqQlss 6} eMhilove? add?ess‘*mtlﬁhe Birst hod®lthSjoinidHbyl the A e bEthe
conprising: a conputer-readabl e nedi um and, means 1n the medium for

perform ng 10& JehdadicRhstGréty Bompries e fifst nBde Rqudsting’o fin thé Inulticast

group to a subnet manager (SM).

5 7. The method of claim 1 or 2, wherein, if the joining mapped the multicast port on the
switch to the port on the first node, the multicast port on the switch is remapped to the port
on the second node by the second node requesting to remap the multicast port on the
switch to the second node to a subnet manager (SM), the SM remapping the multicast port

on the switch to the port on the second node.

10 8. The method of claim 1, 2, or 7, further comprising, if the joining mapped the multicast
port on the switch to the port on the first node, upon failback by the first node, remapping
the multicast port on the switch to the port on the first node, such that communication to

the multicast address is again directed to the port on the first node (912).

9. A failover node for the method of claim 1, 2, 3,4, 5,6, 7, or 8.

15 10. An article comprising:
a computer-readable medium; and,

means in the medium for performing the method of claim 1, 2, 3, 4, 5,6,7,or8.
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