1 WRELESS SECURI TY SYSTEM FOR COVPUTER WORKSTATIONS Field of the

I nvention [0001 The present invention relates to a security device and
security neasures agai nst unauthorized access to conputers. [0002] In
particular, this invention relates to a nobile wirel ess device acting as
an authorization neans to allow a user laccess to a conputer. The conputer
wll also effect one or nore desired predeterm ned security features when
the user brings the nobile wreless device out of range of the conputer's

own wirel ess device. BAHRERESS SECUYRITYeS8YISTEMEFEBR | nf ormati on
security is an inportant concern, not only for governnents and mlitary
forces, but also for other organi zations such as comercial entities.

Access to information, paCOMPUTERWORKSTATRONSN conputers and
conputing devices, nust be controlled in order for organizations to

protect their proprietary information. [0004] One way by which unauthorized
access to a conputer may occur is when a user |eaves the conputer
unat t ended, potentially allow Figldmf-thadnkentieed persons in the vicinity to

cnder such of PaLhel 15 duESEE Tnlinr s 165, Beclih: Ml RA IR, sy o

with a passmméasu@@wog@rmmnawwéwawawm@%hm hod is the use of a
wor kstation |ock. [0005] Screensaver prograns are utility prograns usually

provi ded freclo®2l locasticelaribisdovention selatesviocoerobilaiwiesless geeigetasting ned
tim of inactiy 'aWauﬁq‘b?fi%'ubXpr&mggpg;‘q{osﬂkﬁn & Jé%}‘%%%rgg%c}r e%f’dg@ﬁeﬁtﬁge‘f‘hge 'S

not used), the “screensaver actrvate
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eatures when the user brings the mobile wireless device out of range of the

computer’s own wireless device.

Background of the Invention

[0003] Information security is an important concern, not only for
governments and military forces, but also for other organizations such as
commercial entities. Access to information, particular information held in
computers and computing devices, must be controlled in order for
organizations to protect their proprietary information.

[0004] One way by which unauthorized access to a computer may occur is
when a user leaves the computer unattended, potentially allowing non-
authorized persons in the vicinity to access the computer. A common and
simple way by which unauthorized access under such circumstances is
prevented is by use of a screensaver program with a password
requirement. Another commonly used method is the use of a workstation
lock.

[0005] Screensaver programs are utility programs usually provided free by
computer vendors or at low cost. After a predetermined time of inactivity
(usually the duration a keyboard or pointer device is not used), the

screensaver program will activate and replace the information displayed on




mask the original display. [0006] While the original intention of
screensaver programwas to prevent frequently used pixels of the nonitor's
screen from burning out prenmaturely, screensavers were also found to be
useful as a sinple security feature. Together with the activation of the
screensaver graphic, an option may be Xel ected whereby a password nust be
entered before the nonitor screen reverts to the original display. [0007]
Wi | e this mayhe eemmgeamaehiegawithsatatheopidtoregondismgpigraphicuatitibosri zed
access, in reali the aytomgtic activation of the screensaver display
after a flxed“ﬂﬂﬁﬁé{‘? U3RB¥-al di sadvantages. Firstly, if the duration
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wor kst ation | gck pressing a sequence of keystrokes.
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will tire of RRUNUVHiRe aRld WadE deoen | B lareatdyadsvuEby td igtRrd fwgemste away
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principle of datatiom of indutigity igrsehtat dms shos 4 mmhmf timé otleessreehbaver
presence (or rather, the absence@eof a user and then to enable sui tabl e
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conput er. ThedibhEAEREASaMEWIRR still seated at the computer. This is annoying

when it happens and the user has to type in the password many times
throughout the workday.

[0008] If the duration of inactivity is set at too long an interval, another
person may be able to access the computer while the user is otherwise
occupied away from the computer.

[0009] Another way to protect access to a computer is for the user to
consciously activate a workstation lock on the computer by pressing a
sequence of keystrokes. However, the disadvantage now lies with the user.
Over time, most users will tire of having to activate the lock each and every
time they are away from the computer. Alternatively, if the user is in a rush,
they may forget to activate the workstation lock.

[0010] These disadvantages are clearly present and known in the industry
as evidenced by several patents or patent applications for inventions to
overcome these disadvantages. The principle of action of these inventions
is the same — to sense the presence (or rather, the absence) of a user and
then to enable a suitable security measure such as the screensaver

program, when the user leaves the computer. The differences between



3 these inventions lie in the means to determ ne the presence of the user
at the conputer. [0011] For exanple, Klein has two inventions to this
objective: one a nethod for automatically initiating a conputer security
node and/or screen saver node (US 6,401,209 131) as well as a system for
practicing it (US PTO Publication No 2002/0099960 Al). Klein's invention
uses dedicated proximty sensors based on ultrasound, or infrared or other
el ect r omagnet thesenipyertians ligincthe means tedeternyingsthg pigsence obthy useraatuser
proximty sen cérﬁ@@t’éﬁ‘ by anot her invention (Lignoul, US Publication No
2002/ 0095222 gﬁ nconpasses sensors nmaki ng use of passive infra-red,

refl ectance afod11}i Fousexangleediainc bas! tvditinbertionsotd ithisi objecticepanet ance,

radi o frequency,, sound and ultrasound, as well as pressure and weight.
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measure such as a password-required. screensave ogram The invention by
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form a “multidimensional sensor”. All this dedicated equipment setup to just
to detect the presence of a user at a computer.
[0013] The inventions above are aimed primarily at preventing the activation
of a computer security measure such as a password-required screensaver
program. The invention by Lignoul also has the capability of authenticating
the identity of the user for access to the computer.
[0014] These inventions clearly support the idea that a need exists for a
system and method for secure access to a computer or computer system
by an authorized user. This need should be achieved without unduly
burdening the user to have to take tedious measures to conscientiously
activate the security measures while away from the computer. At the same
time, these measures should not activate while the user is still at the
computer. Ideally, solutions should be simple, personal to the user,
multifunctional and inexpensive to implement while remaining sufficiently
robust against inadvertent breaches of security.
[0015] The present invention seeks to achieve the same objectives as the
prior art but at minimal cost to the user.




prior art but at mniml cost to the user. 4 Summary of the Invention

[ 0016] The present invention seeks to provide neans by which the existing
security measures for access to conputers may be easily inplenented,

suppl ement ed or enhanced. [0017] Accordingly, in one aspect, the present

I nvention provides a sinple nethod t o4cont r ol conput er access wherein a
personal, nmultifunctional wreless device that comrunicates with the
user's conpatible conputer is used to authenticate as well as indicate the

user's presence, hence per rri#d'jnpﬁarv]ﬁtﬂgqbvégggﬁcess the conputer. [0018]
, nt sy

According to this first aspec e’pres emthus provides: a nethod
of controlling access to a conputer; the nethod conprising installing, in

the conputer, ga18) Thkgsres€Rtinventiol séelkPfs prRividY AiEanEIby ﬁﬁld:hﬂﬁé@(_is’ﬂnP' east
one nobile device with a unique identity code and a_ conpatible wreless
comuni cat or , SGENIHY dNepsUres Bicacaessite eempuiers dnay he easilbjmplesentedhabl i ng

W rel ess comrgaé&gme%@eé)ﬁpgﬁﬁlggéﬁ at | east one nobile device and the

conput er; registering, 1 at | east one authorized user based on

t he uni que i dpot7it Accordiinglf, Inhenatasheets tthe peesertiiheentibey providescasiple t o
predeterm ned rul es and access policies; permtting user access by the
control progr B1gteed tReCoplipluc@mMpUlicAceats whergie ajRrrsenaly rpdliiunstiondle at
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aut hori zed usBPENKIng thes rgf’ acegsy HIEFOMRYel 1 el ess device. [0020] In
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equi pped wi t hmethod of contralling aeq:esé to a computer; the method corhprising
installing, in the computer, a wireless device and a control program;
equipping at least one mobile device with a unique identity code and a
compatible wireless communicator, said at least one mobile device is
carried by user; enabling wireless communication between the at least one
mobile device and the computer; registering, in a list, at least one
authorized user based on the unique identity code of the at least one mobile
device according to predetermined rules and access policies; permitting
user access by the control program to the computer, when the unique
identity code of the at least one mobile device with a compatible wireless
communicator is found in the list of authorized users in the computer and is
within range of the wireless device;
[0019] and not permitting access when the at least one mobile device with a
unique identity code is not found in the list of authorized users or is out of
range of the wireless device.
[0020] In another aspect, the present invention provides a system by which
the present invention may be practiced, the system comprising:
a computer equipped with a wireless device;
at least one mobile device with a unique identity code and equipped with a
compatible wireless communicator; and a control program operable to

authenticate the unique identity code of the at least one mobile device



at | east one nobile device with a unique identity code and equi pped wth a
conpati ble wireless communi cator; and a control program operable to

aut henticate the unique identity code of the at |east one nobile device 5
against a list of authorized identity codes stored in the conputer for
controlling the security system wher eon t he conputer programpermts a
user access to the conputer after the control program has authenticated
the at |east 88aingbw (list gefy pythosizednidentihdodes stoved dnathe wespUtere ferobi | e

computer: oow Popteingthe St SPHBNEpeedis tHe ichhREF B pRRST X, "
preferred enbuslemacd:@ssnfo thee conpret aftey €y icontrol E&ogmw has althenticaiddy
descri bed, of exarr%lqewevmth reference to the drawi ngs of which:

[0022] FIG 1th% Heaskene &q&fmén%@m edydayjes and earteemhil@d. ment

of the presen I

standarg; [ 00 %J‘IIEngrEdéﬁ?amﬁ% E thﬁ é{BH} \)((:Ylgﬁf\ ﬁeﬁaﬂ@%?&ﬂrﬁ% or the
control prograomputm’lsmmelessdehm:econputer for the Bl uetooth enbodi nent of
the present invention. [0024] FIG 3 is the diagramof a conmputer security
system of another enbodi nent of the present invention based on the IrDA

W reless conmunication standard using a nobile phone or a personal digital
assistant ; and [0025] FIG 4A is the control flowhart for an |rDA-capable
nmobi l e wireless device, tBriQﬁﬁeseriptienm‘fatheiBmvu'hgshe pr esent i nvention.
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the Drawi ngs Hp8Glily \dessrtidde bydRag of RkbRiple fwith fefBf&fc@nto thBVcﬁaMrsg@ of ||
now be given in
which:
[0022] FIG. 1 is a diagram of a computer security system of one
embodiment of the present invention based on the Bluetooth wireless
communication standard;
[0023] FIG. 2 is the flowchart for the control program for the control program
resident in the computer for the Bluetooth embodiment of the present
invention.
[0024] FIG. 3 is the diagram of a computer security system of another
embodiment of the present invention based on the IrDA wireless
communication standard using a mobile phone or a personal digital
assistant ; and
[0025] FIG. 4A is the control flowchart for an IrDA-capable mobile wireless
device, to enable the practice of the present invention. FIG. 4B is the
flowchart for the control program resident in the computer for the IrDA
embodiment of the present invention.

Detailed Description of the Drawings
[0026] A detailed description of the present invention will now be given in
accordance with two preferred embodiments of the invention. In the




accordance wth two preferred enbodi nents of the invention. In the 6
follow ng description, details are provided to describe the preferred
enbodi ments. It shall be apparent to one skilled in the art, however, that
the invention may be practiced w thout such details. Some of these details
may not be described at length so as mpt to obscure the invention. [0027]
There are many advantages of the preferred enbodi nents of the invention.

One advant agef@lioing BESEGHiGN ahary nRat Erdﬁdécﬁ‘ﬁb Belsfbhe Vihk! p[@l%rred

"permtted" by the present invention to access the conputer as long as he
i s carrying hes\gasirsentst ltratiaillhe apparcatto dew skitedin thesartdroswaver,Tthet theer

can rest assu d ] al _whe nove y fromhig co ter, the
pr esent invenirﬁ%rqh%%%gﬁé&réc%eg;‘gﬁsquéaﬁgé' nagof]ﬁ{estegg%gﬁWyot her
unaut hori zed Wsebé deScrlsstaslehfth SOBBWARto obSQ#8lhé thvehtieh., the user has,
on his person, a personal multrfunctional nobile wireless device wth a

uni que i dent i {0p28odEets apeimbany arlvastagss obthe prefesegrembodimentsiof theway

wher eby the dey) c nat her, form of .ideptification,
authent i cat i nvengofsoRe i Baas B e PRds 0B rafodlens: fe s fftn i
system That be, “‘peenitteds bgrthe kepte@inlBAtio!s & adcubsthe dieMpgter adIshgaed to
him [0029] The nobile w rel ess device can be a nobile phone, a personal

digital assi 88dhCa(PNG)Nis pepRAnal reekileywEealess devicown BiscRersebnmili ¥stror, or
a notebook c r | it | e i LLe
phone has itse%pm;\gsﬁrﬁsgglééa? ent'%it(agw\ob{%hﬁ&nﬁéyggg\&gmﬁ%?'FSnC(\;I/-\nrnELé e’gtgg
capabi lity. Tprgseotirdentioniwidlersble apsdudrity yndasuRDAS a9 nobtppémnis otheat do

not have their ov¥§ built-in wrel es? caﬁabi lity, a wireless conmunicator
peripheral, sHRRUHLNZEd, PSSt qceras the PRMPUETown uni que i denti fication
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invention is to provide a sinple solutionto t ens o e prior art

st at ed above, mepilewdraless davicpavifoaalnigue identihccode odauimbert Hatis devicar ri ed

by a user andista@%idhsé rto%li%ni%'a way whereby the device acts as a means or another
form of identification, authenticating the user to the computer system or to
other security system. That is, records are kept on the user and the device
assigned to him.
[0029] The mobile wireless device can be a mobile phone, a personal digital
assistant (PDA) computer equipped with a wireless communicator, or a
notebook computer equipped with a wireless communicator. The mobile
phone has its own unique identification number and built-in wireless
capability. To provide a wireless capability to PDAs or computers that do
not have their own built-in wireless capability, a wireless communicator
peripheral, such as a plug-in card, with its own unique identification number,
can be used.
[0030] The intention and object of the present invention is to provide a
simple solution to the problems of the prior art stated above, by means of a
personal multifunction device that is carried by a user and the user alone.
In contrast to the prior art, the means to authenticate the user and to
determine his proximity to the computer is carried by the user himself and is

not dependent on hardware at or around the computer to be accessed.




In contrast to the prior art, the neans to authenticate the user and to
determ ne his proximty to the conputer is carried by the user hinself and
is not dependent on hardware at or around the conputer to be accessed. 7
Also, in contrast with the prior art, a nultifunction personal device is
used, instead of dedicated equipnent. 70031] FIG1 is a functional block
di agram of one enbodi nent of the present invention in which the nobile

wirel ess devi pgsd,Sn &oBtrast wqhhheqmarrmda FRPifLBCticH BEYRBRSI ééﬂce iuséd s
first enmbodi ment, the presence of the user's Bluetooth nobile tel ephone

aut hent i cat es inshead,gbdedisaied equipment.zed user, may be permitted access to
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conputer to wprederieinvention n"ht\tvﬁtbh meﬁabné Qitelbsd e viseelis & Bhugtbe- 120,

which is al so equi pped to transmt and receive signals according to the
Bl uet oot h st aRAHPPedHRRI telgpRaneyl0. Rdhisdyst embrginent, the sprsiee afhe

conputer is afﬂee Jerdo gy %xtwqﬁbeﬂeweﬁ%bﬁonewawh@ﬁéca% h%OEQeP%Z‘éﬁ

either installed 1 nter na Oor connect as an externa
t hrough a sui aathioelzedmmml maylbmpermtted aeebs a6 thee chimputsrsdh aseorddncBus

(USB) port. atively, intern I nstall ation of the conputer's
Bl uet oot h wi rm' B4 muses 'awt%%m@"@r deviee e@%ﬁ@@@teééaﬁrpgoxmyrpf

tanper - pr 0of fl%zh%'ﬁfoshFS ?EtFE'cﬁ 18 F]S‘F Egh‘[ﬁgg:tér%%ﬁuvﬁi e BPEFHS?&@E

this security ature. e met s an ans b etooth
devi ces commuaceasse are vveII known to persons skill ed in the art and only

a brief descrjptjo i ncl uded he 4] Bl uetoath i r adi.
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el ectronic devices. First introduced a replacenent for cables

connecting coﬁ?ﬁﬁ%ﬂ@talﬁdteﬂwqﬂepémepﬁ@m@mefeelatée to do so by having with a
wireless Bluetooth device, either installed internally or connected as an

external device 122, through a suitable communications port, such as a
Universal Serial Bus (USB) port. Alternatively, internal installation of the
computer’s Bluetooth wireless device and fastening of the computer casing
with tamper-proof fasteners is possible and preferred to prevent tampering
of this security feature.

[0033] The methods and means by which Bluetooth devices communicate
are well known to persons skilled in the art and only a brief description is
included here.

[0034] Bluetooth is a radio frequency standard related the IEEE 802.15
specification. Bluetooth was developed for short-range wireless
communication between compatible electronic devices. First introduced as
a replacement for cables connecting computers and their peripheral devices
such as printers, Bluetooth has now found applications in mobile
telephones, pages, headsets and modems as well.

[0035] Bluetooth operates in the 2.4GHz Industrial-Scientific-Medical (ISM)
frequency band and can support up to eight devices in its own tiny network
(a “piconet”). lts transmission 112 is actually omni-directional 114 and does

not require a line-of-sight view with the other devices it is communicating




such as printers, Bluetooth has now found applications in nobile

.. tel ephones, pages, headsets and nodens as well. [0035] Bl uetooth operates
in the 2.4GH Industrial-Scientific-Mdical (I1SM frequency ban'('j and can
support up to eight devices inits own tiny network (a "piconet"). Its
transm ssion 112 is actually omi-direcgional 114 and does not require a
| i ne-of -sight vieww th the other devices it is communicating 8 wth.
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mnimze the C of interfering signals. [0037] Bluetooth devices are
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a Bluetooth ¢ a connection with another Bl uetooth
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e. These other Bl uetooth devices are usual an_inquiry n-state.
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are col | ect edBhyetodtd grintst willkotri@unfOaeewith LBNMRESSth Wriritsst abl i shed, the
first device vvihlyai ec%ma the "master" unit. The two g?qjuet oot h devices then
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are usually in an inquiry scan state. When queried with an inquiry from the
first device, the second device will respond with an inquiry response which
contains information regarding itself, including its unique device identity
code. The response messages are collected by the first device. Once a
connection is established, the first device will become the “master” unit.
The two Bluetooth devices then form a piconet and exchange of information
and control data can begin.
[0039] In this embodiment of the present invention, a Bluetooth-capable
mobile telephone, personal to a user, communicates with computer similarly
equipped with a wireless Bluetooth device. The Bluetooth-capable mobile
telephone acts as an authorization means for the user to access and use
the computer ‘
[0040] When the user moves away from the computer, the Bluetooth-
equipped mobile telephone on his person will continue to communicate with
the computer until it is brought out of range; the nominal maximum range
for Bluetooth devices is 10 m. When this happens, the computer will effect
a predetermined security measure, such as enabling the workstation lock or

password-protected screensaver program.




t el ephone acts as an authorization neans for the user to access and use
the conputer [0040] Wen the user noves away fromthe conputer, the

Bl uet oot h- equi pped nobil e tel ephone on his person will continue to
comunicate with the conputer until it is brought out of range; the
nom nal maxi num range for Bluetooth dayices is 10 m Wen this happens,
the conmputer will effect a predeterm ned security neasure, such as
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the uni que i déhisiembatisient ef thensdsént intentiombi | e tel ephone with an internal
list of authorized addresses. If the internal |list used by the control

program does FOf2lc¥¥ielt #he ReMPyEEN @cting|asptisnerastairinfl seseivat the niekile,
access to thetqonhies (é%v@%ni?@%ﬁs@%ﬁge, BYedn I?g%r%ﬁ,;ﬁpnggm%t of the

predeterm ned security ‘neasure reach o al'so be "l ogged
by the contr oprgsesdrianentomecospanes tthe omigsier kiensiticlbods mebdiinkidc byithe of

the network adm,ni strator, nay alsp be effected, [0043] |f the upique
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receiving and checking inquify nmessages is” repeated unt the conmputer is
shut down or tiephane'pusiguaidestityecodaaaembss to the computer is not permitted

by the activation of a predetermined security measure. This breach of
security may also be logged by the control program; other security
measures such as notification of the network administrator, may also be
effected.

[0043] If the unique identity code returned by the mobile telephone is on the
internal list of authorized users, access is permitted.

[0044] This cycle of sending, receiving and checking inquiry messages is
repeated until the computer is shut down or control program is terminated.
Thus, with the present invention, a desired security measure such as
locking the computer or activating the screensaver when the user is away
from the computer can be automatically performed without requiring further
intervention by the user.

[0045] FIG. 2 summarizes the method of the control program of present
invention for the Bluetooth embodiment. Upon installation in a standalone
computer or computer server, the control program initializes the Bluetooth
function 210 to run “on top” of the computer’s operating system.

[0046] The user can then opt to manually lock 212 the system or start
registering authorized users by registering the unique identity codes for

their wireless devices. This may be done manually, by keying in the names




Thus, with the present invention, a desired security nmeasure such as

| ocking the conputer or activating the screensaver when the user is away
fromthe conputer can be automatically performed w thout requiring further
i ntervention by the user. [0045] FIG 2 summarizes the nethod of the
control program of present invention fgr the Bl uetooth enbodi nent. Upon
installation in a standal one conputer or conputer server, the control
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responses 218deoikaiimtmgvichatyuni que identity codes of devices in the
vicinity. [0047] The control program wi Il then conpare these unique
i dentity codef0047 tThet eRixEoli programiwitl dhamicompare these IUF“Q‘#‘?e'dGﬁF'Wu%Dquent ity

of a device | %vr{ﬁofhosfeojﬁnqs kel IL[Ptﬁdﬂ'a}% tl'}é %bggu%gﬁeﬁggy Bt 8ldeh & rs"ﬁgtzz as

choose to regi's 't or allow I ster
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[ 0048] After H ers h ve been reqi steredbgége user ni strator can then

cause the cor @P"ftr% PIOgram Mgy regigks’ ! taﬁcﬁ%ak! ”é@ Usgy, acqgyiding 1o
"sniffing" 5[) terrﬁﬁ\eaqfﬁfes Y s’ pcﬁr%hetshat native in the Bl uetooth

specification one effected, at a higher level, by the control
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is not the same “sniffing” as that native in the Bluetooth specification but is
one effected, at a higher level, by the control program.

[0049] For this function, the control program activates a sniffing timer 226
that sends out inquiry messages 228 periodically, say every 12 seconds.
The responses 230 from any compatible Bluetooth devices in range are
collected and the unique identification codes are checked 232 against the
list of authorized users in the internal list.

[0050] If the current user’s unique identity code is in the internal list, access
to the computer or workstation is permitted. [If the authorized unique
identity code ceases to be received, say in the situation of the wireless
device moving out of range, the operating system will effect a
predetermined security measure 234. These predetermined security
measures can include application of a workstation lock or password-
protected screensaver program.

[0051] This embodiment of the present invention may initially be confused
with another invention, Bluetooth Based Security System, by Sundeep (US
2002/0194500 A1) but the differences are clear. Sundeep’s invention uses

a wireless system, preferably Bluetooth, to prevent the physical loss of



The responses 230 from any conpati ble Bluetooth devices in range are

coll ected and the unique identification codes are checked 232 against the
list of authorized users in the internal list. [0050 If the current user's
uni que identity code is in the internal list, access to the conputer or
workstation is permitted. |f the authokized unique identity code ceases to
be received, say in the situation of the wireless device noving out of
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234. These pr Security neasures can Inc cation of a
wor kst ati on | diwkn arlogetzsworotectpd blydhé dvesdtioaensaver program [0051] This
enbodi nent of the Eresent i annt lon may initially be confused w th another
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system preferably Bluetooth, to prevent the physical loss o smal |
hi gh-val ue el permirdcceds o @esorsputer aystem aebddé prevdentautcbpacoesp wharsthef r om a

| ocation protected.b he inventjon. [0052] In contrast, the present

nvent i on'1 o SR S Pul6F ATBEGTIbR ZomRRS PURATIFS AP UPBoS bommuni cat i on
devi ces such gmssPRVhife RRENRIeskAt MRIMTioh 888 BT irhpPletn&RBRUNRR Blistgdm-and to
prevent such access when the device is out of range of the conputer's own
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of Bl uet oot hBligastbe@sdeVi€¥h4] Infrared wi rel ess conmuni cati on devi ces, such
as those adhering to the Infrared Data Association (I1rDA) standards nmay be
used. |rDA deld0gds Infried wiEsiess cormynicaliRrs deviees,sust avthpsgeadhasinng tor pa
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Bl uet oot h. Bl havestheml advantages over Bluetooth devices. IrDA communications is a
line of sight, point to point transmission at a narrow 30-degree angle. It also
has a much shorter range of up to 1 m compared to Bluetooth. Bluetooth's
long, omni-directional transmission may render it more vulnerable to
unintentional interference with other Bluetooth devices, causing data
packets to be dropped.
[0055] With its more directional transmission, a mobile device equipped for
IrDA communications such as a mobile telephone 30 or Personal Digital
Assistant (PDA) 32 can be used as by a user to authenticate his identity
and to indicate his proximity to a similarly-equipped computer 36.
[0056] At present, many mobile phones, PDAs and notebook computers are
equipped with built-in IrDA communication ports for the exchange of data
such as contact information, screen graphics or games, between
compatible IrDA devices.
[0057] The directional nature of IrDA transmissions itself is a low-level form
of security as the user has to place his the IrDA port 302 (or 322) of his
personal mobile device within the 1 m range computer’s IrDA port 362. The
two ports also must face each other within the narrow cones 304 and 324 of

infrared transmission.




| ong, omi -directional transm ssion may render it nore vulnerable to
unintentional interference with other Bl uetooth devices, causing data
packets to be dropped. [0055] Wth its nore directional transm ssion, a
nobi | e devi ce equi pped for |1rDA conmuni cati ons such as a nobil e tel ephone
30 or Personal Digital Assistant (PDA2 32 can be used as by a user to
authenticate his identity and to indicate his proximty to a
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native or i ”hf‘réﬁ&htfééf daal abfifettichiiors 4Rl eﬁ%q@ﬂféﬁymslmmfhex pesseissimnsofi t t ed
data, authentication and éncryption. As such, the possession of the unique

i dentity codetheushigie idenfityr cade bwamwhmrfq)r@m by rhigheoleyebpgptocols and
applications such as the control program.
[0o60] For the IrDA embodiment of the present invention, a circumstance
analogous to that of the Bluetooth embodiment’s out of range situation will
happen when the infrared communication between the mobile device and
the computer is broken. This may happen either by the cessation of
transmission by the mobile device or by a change in the relative positions of
the two devices such that one device cannot receive the transmission of the
other device.
[0061] When this happens, the predetermined security measure is activated
to not permit access to the computer.
[0062] To practise this I[rDA embodiment of the present embodiment, the
mobile device’s own operating system must be modified to transmit a
unique identity code. For the case of a mobile phone, this code can be the
phone’s own International Mobile Equipment Identifier (IMEI).
[0063] After the IrDA wireless device’s operating system has been modified
and the control program loaded into the computer, the administrator can
begin to register the list of approved users by keying in the names of the
authorized users together with their unique identification codes.

Alternatively, he can face the infrared ports of the IrDA devices he wants




applications such as the control program [0060 For the IrDA enbodi nent of
‘the present invention, a circunstance analogous to that of the Bl uetooth
enbodi ment's out of range situation will happen when the infrared

conmuni cati on between the nobile device and the conputer is broken. This
may happen either by the cessation of #ransnission by the nobile device or
by a change in the relative positions 0 the two devices such that one

devi ce cannot t he tr m.ssion ] en
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the present enbodi ment, the nobile device' s own operating system nmust be

modi fied to tPrgEamtillustratad dud 1GddAs in theceeraputes o extorpalicallyfregistasing e

phone, this c he phone's own International Mobile Equi prent
I dentifier (|\&E§e§§[&88@ "After the IrDA wirel ess device's operating system

has been nodifooeq Thedohipriteodded thi® bypmingae @tirdaretl @ohirausieativtisportt he
adm nistrator can begin to regi ster the list of approved users hy keyi ng
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with the firs art of the control programillustrated in FIG 4A, in the
conputer to & matically register the wreless devices. [0064] The

conput er  doesyohd STHY c%H?rB| ﬁgo@r%ni @BE@rtﬁ%ggﬂ@%’cpbg%é%ﬁu@%d sﬁﬂgp%ﬁ)rget oot h

enul ate a serial "port for the Tonputer e that for t
control pr ogrm atrhiewaaierfocdhedimwnissmmaﬁaadimigueodiantiﬂimatiomoapdeéxy 422 or
~start | ooking C}{ﬁ atible infrared transm ssion 424. [0065] The

control progr% %t@ewrees&d LT ng the enul ated serial port
[0066] The automatic registration function performed by the control program

resident in the computer allows the program to obtain the phone’s IMEI 402
and starts a timer 404. The control program then captures wireless device’s
unique identification code. For a mobile phone, it will transmit 406 its IMEI
as its unique identification code.

[0067] If a positive acknowledgement is received by the wireless device
from the computer, the transmission of the unique identification code is
repeated 408 by the wireless device. If an acknowledgement is not
received, the wireless device’s operating system stops the IrDA
transmission of its unique identification code 410.

[0068] The control program will then compare the unique identity codes
received with those in its internal list 428. If the unique identity of a device is
not found on the list, the control program may register it 430 as an
authorized user by the network administrator according to predetermined
rules and access policies.

[0069] After the authorized users and their unique identification codes have
been registered, the control program will continually “sniff” 432 for unique
identification codes transmitted by compatible IrDA devices (FIG 4A, 406)

by reading its emulated serial port 434. The control program will then save




426 and waits for the transm ssion of a unique identification code by a
conpati ble wireless device. [0066] The automatic registration function
performed by the control program resident in the conputer allows the
programto obtain the phone's I MEl 402 and starts a timer 404. The control
program then captures wireless device's unlque I dentification code. For a
nobi | e phone, it wll transmt 406 its ? as its unlque I dentification
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conputers, thpougeAqgdersoahskited dmahe art will apprecnate that, depending on the
wireless devices and wireless communications used in the present
invention, modifications may be readily made to the devices to practise the
invention. It is foreseeable that the present invention may also be
implemented using other industry wireless communication standards which
may be developed in the future. For the Bluetooth embodiment of the
present invention, few or no modifications are required as the two
communicating devices (mobile wireless device and computer) do not need
to even form a piconet.
[0073] For the control program resident in the computer, the program may
be readily coded in a variety of computer programming languages,
depending on the operating system used. The control program may be
resident in hardware such as read-only memory (ROM), as a file in the
start-up folder for the operating system or built directly into the operating
system.
[0074] There are advantages and disadvantages to each option. If resident
in ROM, the control program will load faster at start-up of the computer and
cannot be easily tampered with. However, updating new versions or

releases of the control program will be more laborious. In addition, a




devices, suitably nodified with a control program is a viable neans by
which to practise the present invention. For such devices that do not have
built-in IrDA ports, an IrDA conmuni cations card nay be used to provide
such a capability to practise the present invention. [0072] A person
skilled in the art wll appreciate thats depending on the wreless devices
and w rel ess comuni cations used in the present invention, nodifications

nmay be readi | yorfteslrbgraivittean ¢@sMictoBbRSE PENdORs®I dpydratingsystdm iveill
foreseeable that the present invention may also be inplenmented using other
i ndustry wi r ehefsgorkarma hirns® systenandar ds which  may be devel oped in the
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witten for Mnetigiagtthe( plognd ane(systemeadininistratstraay Wrbtect iothreogk on a
Li nux(r) system [0Q075] Another means by which the control program may be
run is to bui@rRpPrepriaterfieiwererightsrsatiings.system This allows the control
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need to be maEd@5Q anobile phone that has its own built-in Bluetooth communicator
capability running on the Symbian operating system. The operating system
has been set to enable the phone to be “discoverable” so as to cause it to
continually transmit the Bluetooth communicator’s unique identity code. A
computer system, running on Microsoft's® Windows® XP® operating
system has the control program of the present invention coded in C#
deployed on the .Net framework. An external MSI Bluetooth device
connected to the USB port of the computer and controlled by the control
program, allows the invention to be practised.
[0078] The present invention takes advantage of a hitherto non-obvious
combination and use of a personal multifunction wireless device, such as a
mobile telephone, with either one of two proven and current industry
standards for wireless communication, to act as an element of a security
system for computer access. The Bluetooth and IrDA standards can both
be used in the present invention to enable a user to both access a
computer and to activate suitable security means upon departure from the
computer.
[0079] This invention may be implemented and practiced at low cost and
wireless capabilities, in the form of internal cards or external attachments,

can be readily retrofitted to existing mobile telephones and computers.




the program [0076] The preferred inplenentation of the control programis
that placing it in the startup folder of the operating system To prevent
users from nodifying the program the system adm nistrator nay protect it
through appropriate network rights settings. [0077] A prototype of the

present system has been inplenented in @.hbkia 7650 nobi |l e phone that has
its own built-in Bluetooth connunicatol capability running on the Synbi an
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access when the user is away, that overcones, or at |east alleviates, the
probl ens of the prior art. [0081] A person skilled in the art wll
recogni ze that the present invention my be easily inplenented in new
conput er systens, or nmay be used to supplenent or enhance the security
measures in existing conputer systensl7[0082] It will be appreciated that
al though a few preferred enbodi nents have been described in detail,
vari ous aﬁgLfications and i nprovenents can be nade by a person skilled in
the art #H¥MR departing fromthe scope of the present invention. 1
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7
security systemconprising: a conputer-equl pped wth €ss ce; at
| east one nobi Bystemvearaprising: a uni que identity code and equipped with a
conpati ble wreless comuni ca control program operable to

» d
aut henti cat e t AEMR ﬁreeqtagﬁgé%fhc%lgléreiqsst %t | east one nobile device
agai nst a |i st apleadt'bhemhelsife HERBE Viith a flentifdcode bhE écfrj]iBS}&ﬁWitﬁor

controlling the security system wherein the conputer programpermts a
user access to the 3®opipaiible wirelasstdammuonicator; andgr am has aut hent i cat ed

' ' horized deyi wh bi |
devi ce' s conpACeDS) hfbarplLasdahi A adbrfias fie AR BIeBa 139 o1dBe or « ne
conputer's W rel essatigyasteond. moObite évidey agufiisea et AT daleotiged idémtity,

wherein the wireless device is a Bluetooth wirel ess device. 3. A security
syst em accor di ng t oceges stoted iththecsamputer far qosirellingribe sepurity systemece is a

Bl uet oot h- equi : o) |.Qi | ﬁ{ ﬁ@t . oty s

according to Cﬁ@?ﬁ}e@?h%cgkﬁépﬁfe?réﬁé{ﬁﬁ?as e u#(%i%%ggg to'the X%Smer
after the control program has authenticated the at least one mobile
device as an authorized device and when the mobile device’s
compatible wireless communicator is within operating range of the
computer’s wireless device.

2. A security system according to Claim 1, wherein the wireless device is a
Bluetooth wireless device.

3. A security system according to Claim 1, wherein the at least one mobile

device is a Bluetooth-equipped personal digital assistant.

4. A security system according to Claim 1, wherein the at least one mobile

device is a Bluetooth-equipped computer.

5. A security system according to Claim 1, wherein the at least one mobile
device is a Bluetooth-equipped mobile phone.

6. A security system according to Claim 1, wherein the at least one wireless
device is an IrDA wireless device.

7. A security system according to Claim 1, wherein the at least one mobile is
an IrDA personal digital assistant.




device is a Bluetooth-equi pped conmputer. 5. A security systemaccording to
Claiml1l, wherein the at | east one nobile device is a Bl uetooth-equi pped
nobi | e phone. 6. A security systemaccording to Claim1, wherein the at

| east one wireless device is an IrDA wireless device. 7. A security system
according to Claim1l, wherein the at |ggst one nobile is an IrDA personal
digital assistant. 18 8. A security systemaccording to Caim1, wherein
the at | east one nobile device is an IrDA conputer. 9. A security system
according to Claim1l, wherein the at |least one nobile is an IrDA nobile
phone. 10._ A nethod of controllin accgis a, co t he net ho

1 ut er, .
conprisin§: i As$eRUrity gystem @geo ia ?'"h?mﬂhéfégsﬁ‘ﬁé;il%@taﬁﬂ? H‘Ogﬂﬁtrol
program equi Pg{ﬁ@g i nllﬁﬁﬁtcgﬁﬁﬁltgpbi | e device with a unique identity code
and a conpatible wreless co nicator, said at |east one nobile device is
carried by user; enabling wreless communi cati on between the at |east one

bil e deyi dth ter; ' ' in.a./li I t .
Torhor oo oeoA etabl fBRLA e i APynehed b S et ohf BRI
mobi | e devi ce, aAqAPA $hoKlid phori. edet ermined rules and access policies;

permtting user access by the control programto the conputer, when the
uni que identity code of the at | east one nobile device with a conpatible

v e SRR B Pl el bbbt B8 ey BB BIG, 117
access when thmswéuiuh?e,aﬁtth@a@mpwéﬁ, 8 WifdieSedulits antsa bonttdiprogidémt i ty code
Is not found in the Tist of authorized users or is out of range of the
wi rel ess devi cequipping at least one mobile device with a unique identity code and a
compatible wireless communicator, said at least one mobile device
is carried by user;
enabling wireless communication between the at least one mobile device
and the computer; |
registering, in a list, at least one authorized user based on the unique
identity code of the at least one mobile device, according to
predetermined rules and access policies;
permitting user access by the control program to the computer, when the
unique identity code of the at least one mobile device with a
compatible wireless communicator is found in the list of authorized
users in the computer and is within range of the wireless device;
and
not permitting access when the at least one mobile device with its unique
identity code is not found in the list of authorized users or is out of

range of the wireless device.

11. The method of Claim 10, wherein the installing step further comprising
permitting the control program to control the computer.

12. The method of Claim 10, wherein the enabling step further comprising
modifications to the at least one mobile device to enable wireless
communication with the computer.



11. The method of C aim 10, wherein the installing step further conprising
permtting the control programto control the conputer. 12. The nethod of
Claim 10, wherein the enabling step further conprising nodifications to
the at | east one nobile device to enable wireless comunication with the
conputer. 19 13. The nethod of O aim 12, wherein the enabling step further
conprising sniffing, continually, by the conputer's w rel ess device, for
the at | east one nobile device with conpatible wrel ess comruni cator, when
the conputer's wireless device and the at | east one nobile device's

W rel ess o] L.C [ I sihhe

et hod of 181 ai a5 e BF C1Fis {2 Jpier R RBbIAY stérd BfietScomrising
activating thesniffing)t contimually ebg the dsompeteris dvirdlessitdevios tfoo tive @b bedst
device's wirel ess conmmuni cator, when th uter's wireless deyvice, and

. CcO
the at |east oRBenBigbile deviee ewith forapatile Wiigless cerrpmumisaion /when the
communi cation shARiAdLowir ﬁ]sng&&CiéO@n%HBQhé?fat fe it BrEPmotlE 'R el d RirdRiss

permtting access step rising activating a workstation | ock of
t he conputer. témniimEcater huektd@ludloathcdrdmusicatiminnstandandst pernitting access
step further conprising activating a password protected screensaver
program of the conputer.

14. The method of Claim 12, wherein the enabling step further comprising
activating the computer’s wireless device and the at least one mobile
device’'s wireless communicator, when the computer’s wireless device
and the at least one mobile device's wireless communicator meet IrDA

communication standards.

15. The method of Claim 10, wherein the not permitting access step further
comprising activating a workstation lock of the computer.

16. The method of Claim 10, wherein the not permitting access step further
comprising activating a password protected screensaver program of the
computer.



