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: (S7) Abstract

A system processes a video signal that includes a plurality of signal components representing respective ones of a plurality of video
programs suchasvanouspay—TV programs. Eachot‘thestgnal components is processed, e.g. descrambling a pay-TV program, by one of
a plurality of series connected high speed signal processing integrated circuit (IC) cards, or “smart" cards. An output signal from the last
smart card in the series connection includes a plurality of processed signal components. The plurahty of processed signal components are
processed further to produce a signal suitable for producmg a displayed image that includes mnltlple image pomons, such as a picture-in-
picture (PIP) or picture-outside picture (POP) image in a televnslon system. Each portion of the image is produced in response to one of
the processed signal componems




| SO standard 7816-2 specifies that the electrical interface to the card A3
wll be via eight contacts positioned on the card surface as 3 0 shown in L
Figure 2A. Six of the eight signals at the contact points are defined as y
VCC (supply voltage), RST (reset signal), CLK (clock signal), G\D (ground), F
VPP (progranmi ng voltage for programming nenory in the card I1C), and 1/0O
(serial data input/output). Tmn contacts are reserved for future use. The
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assignment of the signals to the smart card contacts is shown in Figure 2B.

The 1Cin a smart card processes data such as security contraol |nfornat|on

as part of an access control protocol. The IC5 i ncl udes a control

m croconputer, such as the 6805 processor from Mtorol a’Sem conductor,

Austin, Texas, which includes ROM EEPROM and RAM nenory. The processor
perforns various security control functions including entitlenent
managenent ‘and generating the key for descranbling the scranbled data 1.0
conmponent of the S|gnal Entitl enent nmanagenent invol ves nDdlfylng

information stored in the card that specifies the card owner's entitlements
(i.e. prograns and services that a user is entitled to access). The _
processor adds and deletes entitlenments in response 1 5 to entitlenent
information in entitlenment nanagenent nessages
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*(EMM that are included in the input signal. EMM data typically indicates
entitl ementwdosgr2earticular service, e.g. all programm ng opcgueesdossaul ar
Tchannel, or to a particular programoffered by a service, e.g., one novie
on a particular channel. Because EMM 20 relates to relatively long term
entitlement, EMM typically occurs infrequently in a signal. Once entitled
to a service or program descranbling of the service or program can occur
only after generating.a descranbling. key; Key generation occurs in response
to 25 entitlement control messages (ECM) that are also included in the

i nput signal. ECM provides initialization data for key generation routines

that are executed by the processor. Eac,h ti E. 8 SE VI ce provi der changes

t he scranbllng key, EcvR¥Stem Jor; Processing: a Video Sig g&2 t hat asystem
entitled to acc&egiesdDonsetedt Hidh ded & ' bn o) S ae apd®| | Ng key
To aid in preventing unauthorlzed access to scranbled S|gnals the key is
changed frequently, ., every two seconds. Thus, ECM data occurs
frequently in the si gn%he presenh dinventioa: anvelves aaesessr cantrol t sgstemart car d

{Aéor 92;5072% gcmuaﬁlgvlaa imegraed atirédi® A€y nedtdl oif "$mart” Seardlt gféa?gg 391856
interface. THNLDEG Accessote cinfprmatipn wﬁs%le@r%ese%swfs HONSener at ed

key from theSysteting sughdas cpayHIVersystemsi inclisde \vacdess control sub-

systems that limit access to certain programs or channels. Only

10 users who are entitled (e.g., paid a fee) are permitted to view the
programs. One approach to limiting access is to modify the signal
by, for example, scrambling or encrypting the signal. Scrambling
typically involves modifying the form of the signal using methods
such as removing synchronization pulses. Encryption involves

15 modifying a data component included in the signal according to a
particular cryptographic algorithm. Only individuals' who are
entitled to access are given the "key" needed to descramble or
decrypt the signal. The terms scrambling and descrambling as
used below are intended to encompass access control techniques

20 in general, including cryptography and scrambling.

Access control systems may include an integrated
circuit (IC) card, or "smart” card, feature. A smart card is a plastic
card the size of a credit card that has a signal processing IC
embedded in the plastic. A smart card is inserted into-a card

25 reader that couples signals to and from the IC in the card.
International Standards Organization (ISO) standard 7816
establishes specifications for an IC card interface. In particular,
ISO standard 7816-2 specifies that the electrical interface to.the
card will be via eight contacts positioned on the card surface as

30 shown in Figure 2A. Six of the eight signals at the contact points
are defined as VCC (supply voltage), RST (reset signal), CLK (clock
signal), GND (ground), VPP (programming voltage for
programming memory in the card IC), and I/O (serial data
input/output). Two contacts are reserved for future use. The
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signal processing channel. The descranbl er descranbles the data conponent
of the inpHP %P0 &I e.g. video and audio data, using the S5PKEPS¥¥9BHoduce
a descranbl ed, or plaintext", out put signal. Descranbling involves
reversing the effects of the scranbling process, e.g., re-inserting sync
pul ses or decrypting data using the inverse of the encryption algorithm
The descranbl ed signal is processed further by the signal processing
channel to produce 1 0 video and audio ghal s suitable for coupling to

out put devi ces, such as .a ki nesc d a | oudspeaker, resp ively.
I ncl udi ng a 2RSIEDTARRY Mfgﬂ?euﬁég‘ifgg %%émfae‘éﬁrgl gARYacts d&éjm\wg Bhannel
i nvol ves addFigurele2Br anbl i ng hardware to the system The hardware may be

ocel ver o mmy be 1 nTEE G A8 ?rs%& s prpEchsey aafcthll of SShuRthy 5"
I ncl udi ng decanteolinfogmasionas cparh of @E anpess cantrolepeatacel. deEeidC uni t
dedi cat e t hhchieddsC @ tc‘bn&dlaiﬁxbﬁiﬂoiﬁ ﬁ%ﬁesﬁcﬁoaé e sseseg}odﬁgoﬁxawpl e,

he hard I

o o5 MBSk SHhiiddior, RGGRo e, Thico BSEL HEME Y, P
di fferent acEEPRQBhtand RAMemensory. dile Ipwoeasunpe;qumﬂalwnmnsrepl aci ng
the descranbid ng,grc%veﬁf BHBLNES, I\AuBIRe WHe/ Bl Cabbgbhlent A8KaC! |

nmodi fyi ng evli ces an
addition, trgergratingndhe hexcf%rntsiqsagambl}ngeﬂ& ampled, datart card to a
descran‘qloar 8¥inpohsht t6f the gggﬂ card provides an opportunlty for a

_hacker | To altac thepsetacl SYShaimERE LS, Tsdiving SO 0L S
of an attenpinformation stored in the card that specifies the card owner's

entitlements (i.e. programs and services that a user is entitled to
access). The processor adds and deletes entitlements in response

15 to entitlement information in entitlement management messages
(EMM) that are included in the input signal. EMM data typically
indicates entitlement to a particular service, e.g. all programming
on a particular channel, or to a particular program offered by a
service, e.g., one movie on a particular channel. Because EMM

20 relates to relatively long term entitlement, EMM typically occurs
infrequently in a signal.

Once entitled to a service or program, descrambling of

the service or program can occur only after generating a
descrambling key. Key generation occurs in response to

25 cntitlement control messages (ECM) that are also included in the
input signal. ECM provides initialization data for key generation
_routines that are executed by the processor. Each time a service
provider changes the scrambling key, ECM data is included in the
signal so that a system entitled to access can generate the

30 ‘correspénding new descrambling key. To aid in preventing
unauthorized access to scrambled signals, the key is changed
frequently, e.g., every two seconds. Thus, ECM data occurs
frequently in the signal.

EMM and ECM data is transferred to the smart card for
35 processing via the serial /O terminal of the ISO standard 7816

-SUBSTITUTE SHEET (RULE 26)



Y30 to "hack", i.e. defeat, the security algorithm Attenpting to de-

| am nat e t hwoagmtdercard to access the IC will destroy the | GepioswRNedor
ztransf.erring the key to a descranbler via the card interface increases the

|i keli hood that a-hacker may nonitor the key transfer protocol, intercept
the key and conproni'se the 35.. access control system Also, an existing
smart card provides . WO 96/ 07267

‘PCT/ US95/ 09891 4 access control in regard to a particular signal source,
but inplenenting certain features in television systens may require access

control for nhterfddee srﬂaaderﬁ@weeserg?ﬁgltianmusw%d EBrtrSﬁéfEP'&‘m

picture-in-picture (pjx-1p-pix, or Pl I spl ays .. . _
pi ct ur e- out si&?@gfﬂtﬁéukﬁy'(g& thecardyie ra "r?@!'ﬂ@gﬂ"&t pAY i Jhe ¥ideoom two or
gor e dif f er esigmalupresessing channehge Thieg mHsctdmbletSdémw'b@éhl ]Etﬁeaddialsm a?/
evice. To prawl I . | P, or | ignals fr.om tiple
pay TV s‘ourcgg’ﬁ@ue{nﬁgéfjp%ﬁ%vﬂigﬁggﬁg% ésesfg'c(;)ri .%W%}?gg’gi éa’sflmgt %“eousl y
for each df the¥ fooprosiugeTy deseramblediheri Tplaintext], rauputsignal. part, in

recogni tion Qheschembiing’ iRe61ves ORivEind" ¢he | &feétst of | theP'sepdmibliigd Sol ution

to the problem I n accordance with anngs] ect of the ipvenjion, .a video

si gnal i ncl udRECES r&B-aferIRYTHRG SYRG PUISEI R SSCEYRIULS éiaé%t‘&ilpget@ 5 of
respective fiinversanof stheoencmyiplion pigoridm. i SThe deserambledasignabtia pat h
including i rhedidds $aRREr TP theCoghal PiicestifdchbAfdl to produce

10 video and audio signals suitable for coupling to output devices
such as a kinescope and a loudspeaker, respectively.

Including a descrambling function in the video signal
processing channel involves adding descrambling hardware to the
system. The hardware may be included in a consumer electronics

15 (CE) device, such as a television receiver, or may be in a stand-
alone decoder unit, such as a cable box. Including descrambling

- hardware in a CE device or separate decoder unit dedicates the
device to a particular access control system. For example, the
hardware may be appropriate for descrambling only a particular

20 type of scrambling algorithm. If the service provider decides to
change to a different access control system, e.g. due to security
- problems, replacing the descrambling hardware involves the
expensive and difficult task of modifying CE devices and/or
replacing decoder units.

25 - In addition, transferring -a descrambling key generated
by a smart card to a descrambler external to the smart card
provides an opportunity for a "hacker” to attack the security
system. Because the security control IC is embedded in the smart
card, a hacker cannot access the IC directly as part of an attempt

30 to “"hack", i.e. defeat, the security algorithm. Attempting to de-
laminate the smart card to access the IC will destroy the IC.
However, transferring the key to a descrambler via the card
interface increases the likelihood that a hacker may monitor the
key transfer protocol,  intercept the key and compromise the

35 access control system. Also, an existing smart card provides
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results from processing by the smart cards is processed further to provide

a signal sydagiyse7 Or producing a displayed image that inclpgfgsdsibsph and

second portions corresponding to the first_and 2 0 second vi deo prograns,

respectively. In accordance with anot her Sﬁﬁﬁ %—“H@F?-nvey\lon the first
S

and second signal conponents of the video Eﬁé’l"’@o%Eﬁf‘@ pective first
and second scranbl ed signal conponents th A‘MEBrbI ed|fby the first
and second snart cards, respectively. 2% ’ T accordance with
anot her aspect of the invention, the video signal including first and

second sign S rograns is
pr oduced byaé%%g%%zg 1‘4 ﬁ'ggﬁ%e'i a?gri’ Wﬁgarng&flag%?ﬁ?%{ gﬁgngl gorrponent
and a secondmp mnung:mmmg h%tu!i@&:dﬁld teleyisionc sypiemmimay oequire

The inventi ofpceBy élﬁxtﬂﬂt for m’ﬂ@ﬁﬂ&tﬂ flaP¥ohfdesr Eitﬂﬂltiﬁbdﬂl’y acq:@,;rpanyl ng

S; g\é\neggl Ing % € i ﬁﬂ:lrtﬁ'c'ﬁ ffﬁpég@ﬁ%replegﬁrgglﬁ%aﬂrgdﬁgbf 8&991%% ‘gﬂt it enment
processi §g gpidtutescuside-picture (RQP)f fiall reghiirel ifdotporating sVgn#l6/ 07267
o see-op Pt ke ot B 0 900,10
shows the assipphednto & display dewiee. To provide features such as PIP

POP -using signals from muitiple pay TV sources requires

providing access control processing simultaneously for each of the

10 pay TV sources.

' The invention resides, in part, in recognition of the
described problem and, in part, in providing a solution to the
problem. In accordance with an aspect of the invention, a video
signal including first and second signal components representative

15 of respective first and second video programs is processed via a
data path including first and second smart cards. The signal that
results from processing by the smart cards -is processed further to
provide a signal suitable for producing a displayed image that
includes first- and second portions corresponding to the first and

20 second video programs,- respectively.

In accordance with another aspect of the invention,
the first and second signal components of the video signal include
respective first and second ‘scrambled signal components that are
descrambled by the first and second smart cards, respectively.

25 In accordance with another aspect of the invention,
the video signal including first and second signal components
representing first and second video programs is produced by
combining a first signal including the first signal component and a
second signal including the second S1gnal component.

30 ‘The invention may be better understood by referring

to the accompanying drawing in which:

Figure 1 shows, in block diagram form, a signal
processing system including a smart card that provides both .
entitlement processing and descrambling;
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‘interface signals to signal contacts shown in Figure 2Ain 5 accordance
with | SO stwiodewT267816-2; Figure 3 shows a format that datapPomvsesiessoi n a
zsignal processed by the systemshown-ip:Figure 1 may exhibit; Figure 4
shows, in block di agram form  an.enbsdi ttent of signal processing functions
included in a snmart card suitabl.egfor 1°0 use with the system shown in
Figure 1; Figures 5 through'8”illustrate signal routing through the smart
card shown in Figure 4 during various noles of operation of the system
shown in Figure 1; Figure 9 shows a portion of a signal processing systeml
5 including a series-chigueet2Anslidws: theuloghtion of sigmalt comtads; ofii there 10

" e o . OV o i con e
B oures 11 oburtadl gioR°bitaty cBEd W5 BEcoRBblt Shich IO Sfhngatd! TR 16-2%"
processi ng systems conEiguget2B Fhowscthedassignment \wf smart reardl es of t he
i nvention. Amnteffhesli sipalsofo 3igil" éomate SKEWASIE FigaA 29 Shem i ncl udi ng

the invention wll be described . in,ref to an éxenplary video signal
pr ocessi % s?%‘i%ﬂﬂlﬁ%t“’ﬁ sthggﬁt?ﬂdﬁ%o?{gel&gggram formin Figure 1. The

syst em shown in Fi gur eFigurecd shewoa formam thatpdatac édluded Linc i sigrat hat may
be found in | | SS} Syt | fdinexampl e is the
DSS direct - I;’tf)dg %?s?ﬁgﬁélﬁs?%tﬁtg %Fs?%nﬁ g gmstggge %‘%‘3 ’by Thonson
Consumer El ectronics, Tigure b shows,y impleek diagram,form,, anyembodiment card

based 30 acefsignsinprotessitfy dinclons dhchided 0w 4 ot chade stgblecfor ce
10 use with the system shown in Figure 1; ' :

Figures 5 through 8 illustrate signal routing through
the smart card shown in Figure 4 during various modes of
operation of the system shown in Figure 1;

Figure 9 shows a portion of a signal processing system

15 including a series-connection of a plurality of smart cards;

Figure 10 shows a television receiver including
features shown in Figure 9; and - .

Figures 11 and 12 show, in block diagram form,
portions of signal processing systems constructed in accordance

20 with principles of the invention. _

An embodiment of a smart card access control system
including the invention will be described in reference to an
exemplary video signal processing system that is shown in block
diagram form in Figure 1. The system shown in Figure 1 includes

25 signal processing functions that may be found in various signal
processing systems. A specific example is the DSS® direct-
broadcast satellite television system developed by Thomson
Consumer Electronics, Inc. . .

' For a pay-TV service that involves a smart card based

30 access control system, a user wishing to purchase the service
contacts the service provider, pays a service-access fee and
receives a smart card. A card is issued to a user with initial
entitlement information stored in the card's EEPROM. Entitlement
information may include data identifying the user and data

35 specifying the scope of initial access entitlement (e.g., duration
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10

and pay-per-view (single program access) services that the user
has paid for. . EMM may be directed to a particular smart card by
including identification: information in EMM data that corresponds
to the identification information stored in the particular smart
card. ECM includes data such as initialization data needed to

~ generate descrambling keys. Thus, a signal for a particular

15

20

25

30

35

program includes both a scrambled data component comprising
video and audio data, and a control information component
comprising EMM and ECM.

_ When the user wishes to access a pay-TV service,
smart card 180 in Figure 1 is inserted into card reader 190. Card
reader 190 couples signals between smart card 180 and a signal
processing channel comprising units 100 through 170 in Figure 1.
More specifically, card ‘reader 190 connects to eight terminals that
are located on the surface of smart card 180 as specified in ISO -
standard 7816-2 (see Figure 2). The connection established by
card reader 190 creates interface 187 between smart card 180
and the signal processing channel. In accordance with an aspect
of the invention described further below, the eight signals in
interface 187 include signals 184, a high speed data input/output
(I/0) port for smart card 180, and signals 182, a subset of the ISO
standard IC card interface signals.

. The desired program or service is selected by tuning
the receiver to the appropriate channel using tuner 100. Tuner
100 is controlled by microcontroller 160 in response to user
inputs. For example, microcontroller 160 may receive channel
selection signals from a remote control (not shown in Figure 1)
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Sconprising EMM and ECM Wen the user w shes to access a pay-TV service,
smart card ¢ g8Qetheri gure 1 is inserted into card reader 190.pcgntsds/gssor
=reader 190 couples signals. ‘between smart card 180. and a signal processing
channel conprising units 100 through 170 in Fi gure 1. More specifically,
card reader 190 connects to eight termnals that are | ocated on the surface
of smart card 180 as specified in | SO standard 7816-2 (see Figure 2). The
connection established by 25 card readgr 190 creates interface 187

v

bet ween smart card 180 and the signal processing channel . I n accordance

wi th an aspe h v, | ORj,d signal s
in int erfacegélté‘%{tle%c%dg ls&na:hs} ﬁ%ﬁbh?@%:gﬁ{s ee Hgia?é\iﬁc?\l%ﬁt ?i(ﬁ{lﬁ it (170
port for snamicragomtradler geaerates KAtr $ cAusing: tuger 31)0 sttandar d

| C card i nt egf@cqhei g@@b&d Ohansieki red program or ser VI ce is selected by

tuning the receiver to opsiate nnel us er 1 0 Tuner 100
is controlled by m cro@bﬁt?'@%%i &rlé'én?r Clllbg b%rf?é‘ ? OFor
exanpl e, Sm ccarrector o(FEC) 1HO. nBE/ECeMOvmonitanmdrrcﬁSconkel enformatiad:gnal S

froma renot S\i&{; Phlxoﬁdtiriﬁv‘fhe' 'E'uxféc?léigna]l) to d

PCT/ US95/ 098 user esponse %e channel sel ection
signals, m cﬁ%ﬁ%ﬂﬂmgl (%2:17 ﬂ!l?GG‘Efé'néP&Ef@% pIstoee), o Gﬁéﬁe;"rt cRfERESag t uner 100 to

tune the sel Micestatesing! 160 is coupled to FEC 110 to monitor the
occurrence of errors in the signal and control the processing of

10 errors. FEC 110 also performs an analog-to-digital conversion
(ADC) function to convert the analog output of tuner 100 to a
digital signal at the output of FEC 110.

Transport unit 120 processes the signal from FEC 110
to detect and separate various types of data in the tuned signal.

15 The data in the signal may be arranged in various formats. Figure
3 shows an exemplary data format that serves as the basis for the
following description. The signal depicted in Figure 3 comprises a
stream of data organized in packets of data bytes, i.e. "packetized"
data. Each packet is associated with a particular type, or sub-

20 stream, of information in the tuned channel's data stream. For
example, the signal includes packets of program-guide
information, control information (e.g., ECM or EMM), video
information, and audio information. The sub-stream that a
particular packet is associated with is defined by data included in

25 a header portion of each packet. A payload portion of each packet
includes the packet data. The exemplary data format shown in
Figure 3 includes two bytes (16 bits) of data in the header and
186 bytes of data in the payload.

- SUBSTITUTE SHEET (RULE 26)



The output of tuner 100 is coupled to forward error 5 corrector (FEC)
110. FEC 1 Ltors error control information, such as pagpj ' in the
~tuned si gngﬁ?%‘g’bﬁgt ect errors and, depending on the error%’#&?@?ﬂs@l
protocol, to correct errors. Mcrocontroller 160 is coupled to FEC 110 to
nmoni tor the occurrence of errors in the signal and control the processing
of 10 errors. FEC 110 also perforns an anal og-to-digital conversion (ADC) .
function to convert the anal og output- of, tuner 100 to a digital signal at
the output of FEC 110. Transport unit 120 .processes the signal from FEC 110
to detect and separate,varjous typeg.of data {n the,tuned signal. 15 The
data in the signal maylBSe fHst éWSi‘ge ﬁHtS\/Q ié‘ﬁsthﬁ%E‘k.eaF ghRekes arows an
exenpl ary daregfam nixdentificationr (PEDp<ddtebitsisi PIDodatahédémifiesrithe data

descri ption. o] [ kN EiQ i a ream.of data
organi zed i nsu%ﬁ@g%fps?%t gg?aﬁ}gggdsd#hew ﬁsg%ﬁg@zéﬁa%‘da@ eggg%ﬂﬁacket IS
associ at ed it they ipformatiom proyided by PIP- datn foewsam of information in
the tunegl channel's data stream . For exanple, the signal includes packets
of program guide informati Mrol information (e.g., ECMor EMV), video
i nformation, and audi o i nf . The sub-streamthat a particul ar packet
is associ at RIDniV#lues defined by dat Raylmddideshtent®5 a header portion of
each packet. A payload portion of each packet-includes the packet data. The
exenpl ary data format shown in Figure 3 includes two bytes (16 bits) of
data in the lheader and 186 bytes of BE@gram-guidepipformation

10 4 , EMM _
' 10 - video data for channel 101

11 _ audio data for channel 101.

Other PID values identify video and audio data for other channels.

15 ~ As part- ‘'of the tuning process, microcontroller 160
refers to a PID .'"map"' stored in the microcontroller's memory to
determine the PID values associated with the tuned channel. The
appropriate PID values are loaded into PID registers in transport
unit 120. For example, when channel 101 is selected,

20 microcontroller 160 accesses the stored PID map, determines that -
video data and audio data for channel 101 are associated with PID
values of 10 and 11, respectively, and loads the values 10 and 11
into respective video and audio PID registers in transport unit
120. The PID data in incoming packets is compared to the PID

25 values stored in the PID registers to determine the content of the
payload of each packet. Microcontroller 160 can update the PID
map data in 'response to PID-to-channel correspondence
information in “program guide" packets (PID value of 1).
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first twel vgodshs2®f the header in each packet are program igepgddsiossii on
-(PID) data bits. PID data identifies the data substreamthat the payl oad
“data is associated with. An. exanple of the information provided by PID data

follows: 5 TABLE I P1D Val ue Payload contents 1
programguide information 10 4 EMM 10

video data for channel 101 11 9 audi o data for
channel 101. Oher PID values identify video and audi o data for other
channels. 1 5 : e HaURi s o ffTl o Il er
160 refers tg a PID " WEB" @?to?gg}'itﬂ{sttﬁg %}ec?lggg?ﬁ&%ﬁéﬁ'%fnﬁ%r&rg@%%?

det er ni ne t hEunthes defines the spaylepd dcontents as folewsthannel . The appropriate
PID values are loaded into PID registers in transport unit 120. For

exanmpl e, when channel 101 is selmgzo m crocontrol l er 160 accesses the
stored PID map, determ nes that ata and audi o data for channel 101 :
are asso@ ated with PID values of 10 and 11, respectively, and | oads the
val ues 10 an [ N resp ' t&leo and audi egisters in transport
unit 120. Thg%%?a in f%#‘r%j%gckets IS m to the PID 25
values stored in the PID registers to determ ne the content of the payl oad
of each pack¢3. M.crocontroECM flag0 can ugddicatdshef Paiload is ECM

14 - reserved
10 15 E ENC flag indicates ‘if payload is
: encrypted -
16 . Key flag- indicates whether payload key

is key A or key B.

15 The ECM flag being active, e.g., at logic 1, indicates that the
payload includes ECM data such as initialization data for key
generation. The ENC flag being active indicates that the payload is
encrypted and, therefore, must be descrambled. The key flag
determines which one of two keys, key A or key B, should be used

20 for descrambling the payload (e.g., logic O indicates key A, logic 1
indicates key B). Use of the key flag is described below in regard
to Figure 7. : : : -

Transport unit 120 in Figure 1 extracts and processes
the header data in response to a packet clock signal shown in

25 Figure 3. The packet clock signal is generated and synchronized to
the data stream by FEC 110. Each transition of the packet clock
signal indicates the beginning of a packet. Transport unit 120
processes the 16 bits of header data following each packet clock
signal transition to determine the destination for the packet

30 pﬁyload. For example, transport. unit 120 transfers payloads
containing EMM (PID value of 4) and ECM to security controller
183 in smart card 180 via microcontroller 160. Video and audio
data are directed to demux/descrambler 130 for descrambling
and demultiplexing into video and audio signals. Program guide
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map data in response to PID-to-channel correspondence information in

"program quj.de" ckets (PID value of 1). WO 96/ 07267

PCT/ US95/ %géggfméeﬁhe | ast four bits of the header portion SFTERY mﬁ%llcket
further define the payload contents as follows: TABLE 2 5 Header bit

Desi gnati on - EBunction 1 3 ECM f | ag i ndicates if
payl oad is ECM 14 _ reserved 10 15

ENC flag indicates if payload i encrypted 16 Key fl ag
I ndi cat es whet her payl oad key is key A g’r key B. 15 The ECI\/IfIag bei ng

e i niti ol g, YLh yalue af 18, SCRRRetAT, mirBbuESlier, I60 ok PR ve © *"

|dnd| ca’;rte)ls Eﬂna?h ﬂlflalmg .0ad is encrypted and, therefore, nust be
2Rt L S0 S Y ol itk 1 >
key A 1ogit® prpmdq;gacggss(egptgyol daactiony Hacluding agtlt §mf@§cr| bed bel ow in
regard 50 FingHh@erhent ' #Ht5 NGy génefatich) | SeCufity contealiénds3 a@d processes
included in integrated: circuit (IC) 181 and. comprises a
microprocessor such as the 6805 processor from Motorola.
Entitlement management involves processing EMM .data. to
determine how and when entitlement information stored in IC
10 181 is to be updated, i.e. adding and deleting entitlements. ECM
data provides initial values needed for security controllef 183 to ‘
generate descrambling keys. After being generated by security
controller 183, a key is transferred via microcontroller 160 to
descrambler 130 where the scrambled data component of the
15 input signal, e.g., the video and audio program data, from the
tuned channel is descrambled. In accordance with principles of
the invention that are described further below, the descrambling
function may also be ‘provided by descrambler 185 included in IC
181. : ' :
20 "~ Descrambled video and audio data is decompressed in
video decompressor 140 and audio decompressor 145,
respectively. Program data is compressed at the program source
using any one of a variety of known data compression algorithms.
Decompressors 140 and 145 reverse the effects of the
25 compression algorithm. ' '
The outputs of video and audio decompressors 140
and 145 ‘are coupled to respective video and audio signal
processors 150 and 155. Audio sxgnal processor 155 may include
functions such as stereo signal generation and digital to analog
30 conversion for converting the digital output signal from
decompressor 145 to an analog audio output signal AOUT from
processor 155 that can be coupled to a loudspeaker (not shown in
Figure 1). Video signal processor 150 also includes digital to
analog conversion capability to convert the digital output of
35 decompressor 140 to an analog video output signal VOUT that is
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%the header data in response to a packet clock signal shown in 25 Fi gure

3. The pac signal is generated and synchronized tog (?ﬁu tream
by FEC 110k&Ea Jn’?ﬁiansmlon of the packet clock signal indica g?hegf

"begi nning of a packet. Transport unit 120 processes the 16 bits of header
data foll owi ng each packet clock signal transition to determ ne the
destination for the packet 30 payload. For exanple, transport unit 120
transfers payl oads containing EMM (PID yaj ue of 4) and ECMto security
controller 183 in smart card 180 via mcrocontroller 160. Video and audio

Gomil 11 pi exi Eﬁﬁ?ﬁ‘&e fof Slibpiag o6 £1WIsflay’ dPyicdl s H T dMeBBy ) o) 7067
PCT/ US95/ 098%adeo peRcessen O 50, also cprOY)dqu swnaécswcwgnmﬁsmrm er 160
for PID map gpéiatensgn o%emehydxeprﬁyr @08@) %i’g%apr? sM\DsSpnd ECM  dat a

and ey genoPEveeser 1905 dpi Highel, YOUITC, The Bg6" ﬁlﬁeﬁﬁaweﬁ?fltﬁn?%?gte ed

]E: |r (r) ?nu:\/t) t f)Sr (C):l) exagﬂmlgamsaﬁgmm?opnoheaﬁoa dmcti:ehsnnmbeﬁai‘is;[)kayocessor

det erm ne ho?xl/]%ggv\g ﬁ ent| grrgﬁtrfﬁg ?lsp poﬁnggé)reyil n IE@J‘K is to

be updat ed, Vi¢eo &!ﬁ?%oéﬂ(ﬁod&‘gﬂﬂ? éh? IEGVIM

initial val ugsquieedlad pesdrcdie tdesiredt diﬁpﬂ@’ 13'§et0peratxon of OSD
processor 170 is controlled by microcontroller 160.

10 Returning to the access control features of the system
shown in Figure 1, the features and function of smart card 180 .
may be better understood by referring to the block diagram of
smart card IC 181 that is shown in Figure 4. Reference numerals
in Figure 4 that are the same as in Figure 1 indicate the same or

15 similar features. In Figure 4, integrated circuit (IC) 181 includes
security ‘controller 183 comprising a central processing unit (CPU)
421, RAM 426, ROM 425, EEPROM 423 and serial I/O unit 424.
CPU 421 is a processor such as the 6805 from Motorola. Key
generation and entitlement management software is stored in

20 ~ ROM 425 and EEPROM 423. |

Data specifying current entitlements is also stored in
EEPROM 423 and is modified in response to information in
entitlement management messages (EMM) in the received signal.
When an EMM packet is detected by transport processor 120 in

25 Figure 1 (packet PID value of 4), microcontroller 160 in Figure 1
transfers the packet payload to security controller 183 via serial
I/O unit 424. CPU 421 ‘ransfers the EMM data in the payload to
RAM 426. CPU 421 precesses the EMM data and modifies
entitlement data stored in EEPROM 423 accordingly.

30 " Packet payloads that include entitlement control
messages (ECM), as indicated by the ECM flag in the packet header
being active, are transferred from transport unit 120 to security
controller 183 via microcontroller 160 and serial I/O unit 424.
-Any type of packet, e.g., EMM, video, or audio, may include ECM.

35 ECM data is used for generating the descrambling key for a
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generate descranbling keys. After being generated by security controller

183, a keyg) gsferred via mcrocontroller 160 to descr g wher e
t he scranbwgﬁmézﬁa conponent of the 1 5 input signal, e.g.,. tlﬁﬁgslﬁleo and

audi o programdata, fromthe tuned channel is descranmbled. In accordance
with principles of the invention that are described further below, the

. descranbling function may al so be provided by descranbler 185 included in
IC 181. 20 Descranbl ed vi g§@o and audi o data is deconpressed in
- video deconpressor 140 and audi o deconpressor 145, respectively. Program

data is conpres . { ar gt ' ' ' f
cnown dat o BHGAEPpe OF B0) RO Rl BAK 83 B B EMMY BaREY O
effects of ishaised toc@eperatei o BMM, dessrambling keyut sWeny traasterred audi o

deconpr essofe géé&h?,n@oﬁ&%uequag@tw datarigs§oeéd i RiAMO426 curildi o si gnal

r ; .
Slch as. st cPeatsh iy GERLAZY: oRan eeersison soropts; Byrah in EEPRAWE 70,
gggygré:ﬁlgultm_aﬁcgm éﬂﬁﬁstexﬁiraymd.b[yrﬁmlﬂeﬂ;?dnpsiagsthe EQMt datanimanal og
!oudspeake_r?Magho@ﬁ#ﬁé%?gufﬁaﬁ%c#eeggs__ig?lé]E?%?lo?igs: ragig%sglosg
i ncl udes di iffosmationasuel gas dnitials valnesy sagwired ;%Y otb@oiﬂr generatipny; ¢t g
?gt put of 331gotRAMEPT SRR resifltingOkey . isnstosed MhdRAMUURG ustignal VOUT -t hat
transferred by CPU 421 to descrambler 130 via serial /O unit
10 324 and microcontroller 160. - : :
. EMM and ECM data may be encrypted as indicated by ‘
encryption flag ENC in the packet header being active. Encrypted
data is transferred from transport unit 120 to descrambler 130
for descrambling before being transferred to security controller
'15 183 for entitlement management or key generation processing.
The features and operation of IC 181 that have been
described - are typical of known smart card systems. As stated
above, however, using a descrambling unit external to a smart
card, such as descrambler 130, substantially degrades system
20 security and makes changing descrambling hardware undesirable.
The arrangement shown in Figures 1 and 4 includes features that
significantly improve security in comparison to known smart card
systems. In particular, IC 181 of smart card 180 includes
descrambler unit 185 and high data rate synchronous interface
25 184 comprising separate serial data .in and serial data out lines.
The combination of descrambler 185 and interface 184 makes it
possible for all access control processing to occur within smart
card 180. _ . = o - S
' In Figure 1, card reader 190 couples both ISO standard
30 interface signals 165 from microcontroller 160 and high speed
interface signals 125 from transport unit 120 to smart card 180
via portions of smart card interface 187 that are labeled 182 and
184, respectively. Figure 4 shows the signals included in interface
187. ISO standard signals 182 comprise power, ground, reset, and
35 serial IO in Figure 4 (correspond to VCC, GND, RST, and VO in
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sui tabl e forw@iogi2egy on a display device such as a ki nescope ﬁhggg}wwl
Drocessor 150 al so provi des signal sw tching necessary to incC

on-screen display (OSD) signal, produced by OSD processor 170, in signal
VOUT. The OSD signal represents, for 5 exanple, graphics information such
as a channel nunber display that is to be included in the displayed i mge.
Video switches in video processor 150 nuljtsi pl ex the OSD signal into signal
“VOUT as required to produce the desired display. The operation of OSD

processor 170Fjgaré ZRY,0! Y-E%lgr e'EHCiIREH'ﬁEEO%Jhﬁ%elf’& énrﬂgﬁse high spesdt o

Returning to the acce S.CO tures Syst e
the features ‘g}‘ﬁ Qﬁfacﬂutsﬁ’tﬁn@ $af dPackst elockcsignal, eﬂmbrﬂjéllshood by

referring to ﬂrqudmogcke gi 6 MHej clock ts1m’ldh|lﬁ)18€hnﬂhﬁi a‘thP‘Pl' n g' gu;e
4. Ref t sane ure I ndi cate
the sane or (EE0EERing YOS fs 'Rlaclytpl e TRARF c1fek Aghal ¢ (1'0) Tl
i ncl udes Secallewingdntesfacer 1873 inclustingi botha hight and lpm)(spsed ng unit (CPU)
421, RAM 426, inBHcEy, to-BRRGHptemeand S.ﬁiﬂ%eyb/ 50N starftiatq CPU 421 15 a

ﬁéﬁééé%ﬁﬁ&m‘iﬁl@ﬁﬁ?gﬁﬁ&& oBlagts sk d9 SHANED cRrRaURsBA Data
speci fyi ng current ent iBlimimatireg i signals ¥ PP odoet not ﬁﬁBBliMeﬂzﬁe tem
(mélc\i/:\/; | |eg It Rer recel ved @f%;l(ir % 6'%&{3&@%} k’éﬁgﬁu @%3@2?& S?ggggort
pr ocessol O12¢smart 2cardsi Q!ﬁfte 0 pphdinelude Eiesatambl@t 183 and:rlughnSpeéd er 160
In Figure 1 data interface 184. Existing smart cards typically include EEPROM
: circuits that do not require a separate programming voltage. A
"charge pump" feature generates the required programming
voltage from the card supply voltage when programming is
15 required. Thus, the VPP signal as specified by the ISO standard is
' an "unused" terminal for most existing ISO standard smart cards.
Use of the system with existing smart cards does require
modifying the operation of the system such that high speed
interface 184 and descrambler 185 are not used. The required
20 modification can be achieved by changing only the control
software for controller 160. '
Descrambler 185 operates at a high data rate in
response to the high frequency clock signal while security
controller 183 requires a lower frequency clock signal. Divider
25 422 in IC 181 divides the 50 MHz clock signal to produce a lower
frequency clock signal suitable for security controller 183. Thus,
the single high frequency clock signal serves as a timing signal for
controlling the operation of both security ccntroller 183 and
descrambler 185. Using divider 422 avoids dedicating two of the
30 elght smart card interface s1gnals to separate h1gh and low
frequency clock signals. :
. Descrambler 185 includes transport decode unit 472,
PID & ECM filter unit 474 and EMM address filter unit 476 for
providing functions similar to the above-described functions of
35 transport unit 120 in Figure 1. The high speed data-in and data-
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transfers the packet payload to security controller 183 via serial 1/O unit
424. CPU logigragrsfers the EMM data in the payl oad to RAM HCHUSISINE9421
processes the EMM data and nodifies entitlement data stored.in EEPROM 423
accordingly. 3 0 Packet payl oads that include entitlenent
control nessages (ECM), as indicated by the ECMflag in the packet header
being active, are transferred fromtransport unit 120 to security
controller 183 via microcontroller 16014nd serial 1/O unit 424. Any type of
packet, e.g., EMM video, or audio, may include ECM 35 ECMdata is used

for generat
PCT/ US95/ O?E lég.?fhﬁ?;’ab?glﬁyca ?3he.Fg B%angazﬂa Stream of an EMM .
packet is &4 inppty signal; betwe F it ia k8Y¢ aﬁ iﬂ'sf ed to

aeaauz1 |2 EL y ;dlmbhtdlhgr fﬁﬂéhor&?‘dfdataspertsumntedzm vmhimzmarnmarddeBessed by
e n Rl !%]\6 425 is

execut ed b f?ﬁ%fgl n%at %@E&Aﬁi&g& IH&%EF) Gener a'(tjaeRgmpart | l:ul ar

key. Thé Edﬂghdda@ patey plicthe; inpwtnsignal sBeth ébel‘ilﬁtﬁl&l and| packet equi red by

the key gengpgki ﬂ%nﬁisgﬁfé icotipledrie mﬁsum ng key is stored in RAM 426 until
transferred by CP o descr nbl e

a ser 1 0 324 and
m crocontrol | er 160. €358 a él é’hc% Pgél%is q‘f& cated by
encr yption digngl,t RMGti 472 fp!opessbetthbehdebltbmfnbeadnn deta Erithe finstl 12

bits of the header are program identification (PID) data that are
10 directed to PID & ECM filter unit 474. Unit 474 compares the

packet's PID data to PID values stored in unit 474 for each type of ( :

packet included in the tuned chaniel. Similarly to the above-
described operation of transport unit 120 (see Table 1 above and
associated description), PID comparison in unit 474 determines
15 what type of data the payload contains, e.g., program guide, EMM,
video, or audio. PID values identifying packet types in the
currently tuned signal are stored in registers in unmit 474. The
registers are loaded as part of the above-described tuning process
for the system in Figure 1. More specifically, microcontroller 160 °
20 accesses a stored PID "map" as described above and transfers PID
values associated with the currently tuned channel to registers in
unit 474 via signals 182 and security controller 183 in smart card
180. Transfer of data between security controller 183 and
functions of descramblef 185, such as unit 474, occurs via a data
25 bus internal to IC 181 that is not shown in Figure 4.
How the payload data is processed by smart card 180
is determmed both by the results of PID comparison in unit 474
and by the contents of bits 13 to 16 of the packet header
extracted by unit 472. Using. the 'example above relating to
30 channel 101 (see Table 1), PID data identifies: program guide data
(PID = 1) that microcontroller 160 processes to update the PID
map, EMM data (PID = 4) that security controller 183 processes to
modify entitlements, video data (PID = 10) and audio data (PID =
11). Bits 13 through 16 of the header control sec_:urity-:elated_
35 operations (see Table 2 above and the associated ciescription) in
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‘data is transferred fromtransport unit 120 to-descranbler 130 for

descranbl | RgogbREE being transferred to security controll epchnisosddis f or
«entitlenment nanagenment or key generation processing. The features and
“operation of 1C 181 that have been described are typical of known snart
card systens. As stated above, however, using a descranbling unit external
to a smart card, such as descranbl er 130 substantially degrades system 20
security and makes changi ng descranbl i nq shardwar e undesirabl e. The

- arrangenent shown in Figures 1 and 4 includes features that significantly

| nprove secugm;ﬁ,t b&dcqggar IIf% tlg ™M fﬁr IS g@ﬁde,sn? §qgl(}]ldn particul ar,

| C 181 of snp "Wh &ar%&.&g&ncl des SCra er unit data rate
synchronous {tREeS, at3 g a&o?Fﬂ“i“selsn egesa%ﬁasogepmesaaxga Y and
serial data seturityneontrdller ¢88Di liﬁtberSOtEm‘.Bﬂ iseactlﬁé, thed paplead ace 184

ara 180, nisreperuted” shd G EB3efaRit G0 aﬁp&i@%@@ﬂi e i

i nterfacd si descrambier 185m r‘Bl@rb@(ﬁﬁtﬂmmﬁS whetherdkay oA opekey iBhtwill ace
signal s 125 fgomdd anSanitt 4781 forl desdranBIR{d. card 180 via portions of smart

Shows the si gnai s i nci THECSRFTIPHOBr PGS 1 %?ééﬁi“oiqs aines Bodh peyidish” *
conpri se powdata gvitlubé, processed dbyl desorambling 0hiD 478 Fi Raydoad (davar espond
to VCC GND, 4f39Tis 3 Eﬁ&}’p‘i’eé%&; Uikchddged 65t high speed data-
10  in terminal of smart card 180 through descrambling unit 478 to
the high speed data-out terminal. Encrypted data is descrambled
at the data rate by unit 478. Descrambled video and audio data is
passed to the high speed data-out terminal of smart card 180. In
_ each descrambled audio or video packet, the ENC bit in the packet
15 header is set to logic O indicating that the packet is "clear”, i.e.
descrambled. To ensure that unauthorized users do not access
entitlement or key related data, descrambled EMM or ECM data is
not passed out of smart card 180 via the high speed data our
terminal. - Instead, the original scrambled EMM or ECM data, with
20 the ENC bit set to logic 1, is passed through smart card 180 from
the high speed data-in _'térm-inal' to the high speed data-out
terminal. EMM and ECM data that is descrambled in descrambling
unit 478 is stored temporarily in RAM 426 in security controller
183 until processed by security controller 183 for entitlement
25 management and key generation. - Transport unit 120 in Figure 1
receives the data (either unchanged or descrambled) from the
high speed data-out terminal .of smart card 180. The FID value of
each packet is checked and the payload is transferred to the
appropnate function in Figure 1 for further processing (e.g.,
30 microcontroller 160 or decompressors 140 and 145).
~ The operation of smart card 180 is controlled by
commands from microcontroller 160 in Figure 1 that are
communicated to smart card 180 via the ISO standard serial
interface. In effect, microcontroller 160 is the master processor
35 and security controller 183 is the slave processor. For example,
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I gure peed interface signals 184 corrprl se hi gh 5Re6sh -in
and dat a- o‘dﬂs‘ﬂg ‘3| s, a packet clock signal, and a.high ?requenciﬂ e?g. 50
MHz) cl ock signal. | SO standard si gnal VPP (pr ogranmi ng vol tage) is

repl aced by the packet clock signal 5 allowing interface 187, including
both high and | ow speed interfaces, to be inplenented using the I SO
standard configuration of eight contactggthat is shown in Figure 2A _
El i m nati ng signal VPP does not preclude the systemshown in Figure 1 from

deccrandl e MRESSARf &A 180 AP P ipddBhduge” & skl SO0 I8

typical ly i rodudiresePrli eandc (ot descramblie thet datagdnr thea cgmpandmg
progranmi ng d4e4 tAfame " Sedtfity p&smmm&atme rEQﬁtﬂ{cﬁ;t ‘checkigui r ed

programm ng voltage from.the car | t 1
required. Tiendit e[nggntglppngl §Pg: ‘ggg%pg&%& \écgargsqgﬂ d%é’? gﬁgg‘?@qg 'S
"unused" StEItypaad)f fdata npricessingt such | B0 entitlenzent pmetssmg dkey Use of the
system wi t oe t f
the syst em SeERHASY G Hesctithbing; J%?@“&% o ;%jé%‘ﬁ*?%@ﬁ?%? are not
used. The r &eQRests Qf@tusfrdﬂfﬂﬁf%%FﬂQQ)ns sgrarablRgi iy Bnly t he
~control sof thpgefessor Geﬁixﬁﬁddseraréfieomﬁﬁﬁﬁbml @ds é&irﬁyeéaﬁ&allaf B3i gh

cont roll or. 1@3sr%8&8355£°l£d‘?m£h%2r”e€1ni{ﬁ tiermeia) o ARY woppnts 26" u2b in
| C 181 HOvi dequired b9 ther cimmiandi is aieturnegdr omlmmmcbnmeller 160 via
the serial I/O terminal. - Thus, the serial I/O signal serves as a
control signal between the system and smart card 180 while the
high-speed data interface provides high-speed input and output
data signals between the card and the system.
15 Serial commumcauons between -'microcontroller 160
' and smart card 180 occur according to a protocol provided for in
ISO standard 7816-3. A smart card notifies .the system of the
particular protocol that will be used by sending a protocol type
number T to the system. More specifically, when a card is
20 inserted into the card reader, the card reader applies power to the
card and resets the card by activating the reset ‘'signal. The card
responds to the reset signal with an "answer to reset” data
_sequence specified in ISO standard 7816-3 §6. The answer to
reset includes an interface byte TDi. The four least significant of
25 byte TDi define the protocol type number T (see ISO standard
7816-3 §6.1.4.3).
. The protocol type for the system shown in Figure 1 is
type T=5. A type 5 protocol is classified as "reserved”, i.e.
currently undefined, in the ISO standard. For the system in Figure
30 1, protocol type 5 is identical to protocol type O (an asynchronous
half-duplex protocol defined in ISO 7816-3 §8) except for the
manner in which the baud rate for serial /O is determined. Serial
VO at the card interface occurs at a rate determined according to
Table 6 in ISO standard 7816-3. The baud rate calculation is
35 based on the rate at which security controller 183 is clocked. For
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*frequency clock signal suitable for security controller 183. Thus, the

“
-

singl e hi gWO9je&Incy cl ock signal serves as a tim ng si gnaPCHY§95/09891
controlling the operation of both security controller 183 and descranbl er

185. Using divider 422 avoids dedicating two of the 30 ei ght smart card

interface signals to separate high and | ow frequency clock signals.
Descranbl er 185 includes transport decode unit 472, PID & ECMfilter unit
474 and EMM address filter unit 476 forlgroviding functions similar to the
above-described functions of 35 transport unit 120 in Figure 1. The high
speed dat a- i exiatingdsmart cardy) €6e @16€k frequency for security controller

et ween trans cra er 185.

- PCT/ US95/ 09893 ¢ equalswmébscwakiﬁe efnege 198 (RO ek e@a d data

st ream of t%n}g
I ncl udi ng f utha% lfeaﬁspﬂwtuﬁartd i8 mndw Sigiderc422 080 enabl es
smart -card 1dividingptheceaste ofichei highdapeeddnput slovk Fig by a Facgbr Mhta rate

of the 130ut; &1 BN, B0 hilBIIhe- dBcR D 1ol feckiif o afiitle 1330 couP! e

to unit nse each Transition I gnal ,
unit 472 protbusefon netype 6i protocolycBahie GamﬁalIS@hetahdasd 781663 tis of t he

header are pgmedified | mdﬁmﬁgt?oa KR/N. data that are 1 0 directed to PID
& ECMfilter unit 47 Uni t arestl’tb acke sPIDdatﬁto Pl D
val ues stored in unit Awnfgw £a3% of\3 dype , prelaco ’nél LRRIBMaRds Hort dined

channel . Si nyper 5y protocbk aBoirmitiated by microcontroller 160. A command
10 begins with a five byte header including a one-byte instruction
class designation (CLA), a one-byte instruction (INS), a two-byte
parameter (P1,P2) such as an address, and 'a one-byte number
(P3) defining the number of data bytes that are part of the
command and follow the header. For the system in Figure 1,
15 parameter P1,P2 is not needed and, therefore, these bytes are
"don't cares”. Thus, commands take the form:

CLA | INS | -1-1P3 1 data (P3 bytes).

20 Commands recognized by smart card 160 include a
status command and a PID transfer command. Smart card 160
responds to a status command from microcontroller 160 by
providing the processing status of the card, e.g. whether the card
has completed key generation or whether the card is

25 descrambling data. Using a PID transfer command,
microcontroller 160 transfers PID numbers associated with the
tuned channel. Other commands such as commands for
transferring EMM and ECM data, key related commands, and
"purchase offer" commands are possible and will be explained

30 below. . . - :

The operation of smart card 180, and in particular
descrambler 185, will now. be described in more detail in
reference to Figures 5 through 8. - When a new channel is tuned,

" “microcontroller 160 transfers PID values for the new channel

35 from the PID map to smart card 180 as shown in Figure 5. The
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descri bed operation of transport unit 120 (see Table 1 above and associ at ed
descri pti omo9d@iZBsconpari son in unit 474 determ nes 15 whaectysssnoodeoidat a

t he payl oad contains, e.g., program guide, EMM video, or audio. PID val ues
i dentifying packet types in the currently tuned signal are stored in
registers in unit 474. The registers are | oaded as part of the
above-described tuning process for the systemin Figure 1. Mre
specifically, mcrocontroller 160 200 #$@cesses a stored PID "map" as
descri bed above and transfers PID val ues associated with the currently

_tunted Iclhc'atrlnepgb pdmg'tﬁ?lefa gacuugi h%iﬁ'g4 a}/Pms tEnsfer %8{&@& saewdi?g

controll er spart car . Tran r. 0 a en _security
controller I SPmdv‘rﬁg‘ﬁﬁt iwg};ge(lﬁ ﬁe%ercéﬁﬁ&elp &35%’ bguf,’ﬁtgg ?R{P{naﬂ¢4, occurs
via a data ZJteadepus The conmnand agl 1D tvalues areotommumicated Ftaytthe 4. How
the payload Gahdvis RECSEHACHatY teifiinal OF dmlp datd IPSGTHAGerapt ' by the
results qf P conparl sopn i.g.unit_4 nd by the ct ents of bits 13 to 16 .
.of the p cke‘tnPHE/&g‘&’uteWtaéaéd @Pﬁn ?49325119@ rﬂb"%e‘;@ﬁpﬂ a‘{%ﬁfés
relating to (@ dachaontie bWppropristeTRIDe rdgister! I depisterdedv4f ires: program

- guide data (@%;B]Qleéhq?ém crocontroll er 160 processes to update the PID

i map, EMM dat at security controller 183 processes to nodify
- entitlenents, video ddBeforel © signal) camdbeadescrambled( R Dser myst Bets 13

a0 25, Saddga e omid e ol ool bt o0 (o
PCT/ Us9d Ahogdescrambler : ter transfer ‘'of ID data to smart card
180, security controller 183 compares the PID values to
entitlement data stored in EEPROM 423 to see if the user is
entitled to access the tuned channel. Assuming the user is
entitled, the next step is key generation. Key generation involves
15 processing ECM data. Thus, ECM must be received and processed
to produce the key before audio and video data can be
descrambled. ECM data is encrypted to reduce the likelihood of
unauthorized key generation. A card is issued with a key for
descrambling ECM stored in the card in EEPROM 423. As
20 illustrated in Figure 6, the ECM key is transferred by CPU 421
from EEPROM 423 to ECM key registers in descrambling unit 478.
If the user is not entitled to access the tuned channel,
entitlements must be received before key generation and
descrambling can occur. Entitlements can be received via EMM.
25 An "address" identifying a particular smart card is stored in EMM.
address unit 476 of the card when the card is issued. By including
address information in EMM, a service provider can direct EMM to
a particular card. The smart card compares the address
information in EMM with the card address stored in unit 476 to
30 detect EMM information directed to the card. If a user is not
entitled, security controller 183 configures the card for EMM
processing as shown in Figure 6 in case EMM data is received.
As in the case of the ECM key, a card is issued with an
EMM key stored in the card in EEPROM 423. In Figure 6, the EMM
35 key is transferred from EEPROM 423 to EMM key registers in
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15 smart card 180. If bit 13 (ECMflag) is active, the payload includes ECM
data that rwaseress7key generation processing by security conpépusdioodedd3. | f
Hit 15 (ENC flag) is active, the payload is encrypted and is descranbled in .
descranbling unit 478 within 5 descranbl er 185. Bit 16 determ nes whet her
key A or key Bwll be used in unit 478 for descranbling. The encryption
status bit ENC determ nes how payl oad data will be processed by
descranbling unit 478. Payload data that]1@s not encrypted passes unchanged
fromthe high speed data- 1 0 in termnal of smart card 180 through

descranbl i ng duaciaxﬂﬁﬁ%n Oumhen'ia gmgdaipt asewmsl%ﬁﬁrs&ng f.ﬁg ot ed data

d nbl t the da It 478. Des 0 an audi o
th aelsgrgass "tagofthémfﬁ 320 }dgﬁ‘éﬁg é%(inpRt fonthe Gard; vig ctheshighgo. | n

each descr antspeed adatacinoport. daﬁfqaac&fdckmgnethEl\lEMM addrésseirpantiet47s,5

head tg I
dggc(ragimlals Se&}ﬁﬂg Hgirag I?ﬁhtagg‘r:]g&lﬂ hor i zeg %Jsgt?reg% %ons de§é§a§l§%lmgt?%m or
key rel atgd &a nﬁ@%‘éﬂ’& | EMM\datg, isstrmpararilys stesed piais RAMo¥260and mar t

card 180 vi a prbeedseghbypCRU M2 B toUapdateichtitleniéiftt dath si&l‘@doiﬂ gi nal
scranbl ed El\/m%g@w ta, with 20 he ENC bit set to logic 1, is passed
r

t hrough sma fromthe high speed data-in ternminal to the high
speed dat a-out t er ni nalAftéivtheanBIBCvalugst ard ﬂeadeds, datitlemenks exist,

d nbl £ r 6 (g

cg?\tC;gI I | ng a F\l%‘fllﬁtMcs) % Iseﬁj%ﬁggéc)u?ll y con roI Ilgg Pé% (.T%gﬁ lénw enment
ée Ht W@Jﬂ A3tanand Tgenespter theaudia cand videqyukaysl

recel ves t he IdaFigurei 7hBCMndaanaecther sighar isfet&ived by Bnidi® card 180

via the high speed data-in terminal and detected by transport
decode unit 472. The ECM data is directed to descrambler 478
where the previously loaded ECM key is used to decrypt the ECM
15 data. The decrypted ECM data is transferred from descrambler
478 to RAM 424. When decrypted ECM data is available, CPU 421
executes key generation algorithms stored in EEPROM 423 and
ROM 425 using the decrypted ECM data in RAM 424 to generate
the video and. audio keys. The generated keys are transferred to
20 the appropriate video and audio key registers in descrambler 478.
As shown in Figure 7, descrambler 478 includes two
key registers for video, video keys A and B, and two key registers
for audio, audio keys A and B. Whether key A or B will be used to
_descramble a particular packet is determined by the key flag bit
25 in the packet header (see Table 2 above). The "multi-key" feature
is used to permit a new key to be generated while an existing key
is being used to descramble data. Processing ECM data in security
controller 183 to generate a new key and transferring the new
key to- a key register in descrambler 478 requires a significant
30  number of instruction cycles in CPU 421. If descrambling was
halted during the generation and transfer of a new key, the
processing delay would require someone viewing a program to
~ watch a scrambled image until the new key was in place in
descrambler 478. 'Having key registers A and B permits data to
35 be decrypted using a key in one key register, e.g., key register A,
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hi gh speed data-out termnal of smart card 180. The FID val ue of each

packet is {pgslgeskzand the payload is transferred to the appscusosisser
function in Figure 1 for further processing (e.g., 30 mcrocontroller 160

or deconpressors 140 and 145)." The operation of smart card 180 is

controll ed by commands from m crocontroller 160 in Figure 1 that are
communi cated to smart card 180 via the |1 SO standard serial interface. In
effect, mcrocontroller 160 is the nmastxdp processor 3 5 and security
control |l er 183 is the slave processor. For exanple, SUBSTI TUTE SHEET ( RULE

126 new key is- bem enerated and - loaded into th
PCT/ us9s/ 09% 16 nr% crocont,r ol fers.RID i otr r%atsF%om%o smart

an
card 180 an&keyi Fegistery Bel-c XY Fﬁgﬁ@cpanbﬁgtefh@lﬂﬁ?%g anFyt ig&nEEﬂ'r}'F%pondl ng
data streampy tidesmiiting EBCM datsr a1l viees poovidebywaitecforng timiei t | enent s

and confi gut :Sﬁﬂdsgﬁﬁg‘éﬁf q?régx?ergrﬂfal? é’wppfc%rlkafs glénfta’ié(&’eaﬂ iffat a

proceSS|ng processing, I'on_ or _descranblin
I n addi t5 on des¢ramblent 478 |hefone enceypling spmk&ts;glsm dee¥atB.on Thec kexs J

whet her desgamipogkities' descraftibleF 83 vﬁ@ém&adaegfneuemgmnecaéwdkey security
controller 1 in smart, car,d 180 via thﬁ seria nal Any response

/Ot
10 required by the ASHFalE OPEFUIoRs,showvd i FigbHs: Olrg P2 eh via the
serial I/0 idescrambler TATS , hascbewar iinitializeds wjttal alt ckese sinfiermationt r ol si gnal

between the SYILEM Hocldy tenE‘?iﬂeEBQaW‘i'hetﬁJ‘?uned_ channel, including
10 EMM, ECM, video and audio data. Figure 8 shows the signal flow
for data processmg Encrypted data enters smart card 180 via the
high speed serial data input terminal. - The data is decrypted in
descrambler 478 using the previously loaded keys. For example,
_if transport unit 472 determines from the header of an incoming
15 packet that the payload data is video ‘data associated with video
key A, the packe_t payload  is decrypted in descrambler 478 using
video key A. The decrypted data is output directly from smart
card 180 via the high speed serial data output terminal. = Note that
data processing in Figure 8 does not require interaction between
20 descrambling unit 185 and s_e'curity control unit 183 allowing
descrambler 478 to process data at the high data rate of the input
signal. : : :
Key generation in security. controller 183 combmed
with the descrambling features of descrambling unit 478 provides
25 complete capability in smart card 180 for processing signals
encrypted using a variety of algorithms including the data
encryption standard (DES) algorithm and Rivest-Shamir-
Adlemann (RSA) algorithms. By providing all access control
related processing within smart card 180, security related data
30 such as key data does not have to be transferred out of smart card
180. As a result, security is 1mproved significantly in comparison
to systems using a descrambler external to the smart card.
Although the use of descrambler 185 internal to smart
‘card 180 is -advantageous, an external descrambler such as
35 descrambler 130 in Figure 1 may also be used. -An external
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® hi gh-speed data interface provides high-speed irnput and output data signals

bet ween t hysegigd2eynd the system 1 5 Serial conpghiygsesigosyis
. between mcrocontroller 160:and smart card 180 octt according to a

“ protocol provided for in 1SO standard 7816-3. A smart card notifies the
system of the particular protocol that will be used by sending a protocol
type nunber T to the system Mre specifically, when a card is 20 inserted
into the card reader, the card reader &plies power to the card and resets
the card by activating the reset signal. The card responds to the reset

si gnal with delcrambled’ miay RS desirdble mqusm?anb fdfedhe ndés'iﬁb“euandard
7816-3 6. The ansvver toar?eset .lnclud e m@l

r e TD| he four
| east signi {Smarh € 1d W?Q §DP2Yn n%ystt h&ﬁc‘ogs &r 10 (see
| SO st andar ¢n¥at 6edrd6. 1804 afyl. tfﬁlnsfqrr mlne)ckﬂy ttppdeSomambier sy330 em shown i n
Figure 1 is A4 I | r
current | urfa“‘Pﬁ’nEﬁ‘Yn 4siiE, é& Semble rlﬁeﬁﬁ?%%fﬁfﬁsﬁgﬁ??
pr ot ocol 2t y B3y be ‘hﬂzﬁm%al 123 W olseFVBé)’(Fa("a ea 4MPEPYEsh
hal f - dupl ex epiceyping 4l afigmaldtwite Gein WoBdﬂrex@mek&ystorAt txewasanner in

'nterface oadupEd gi’évé?e&a@@eb ﬁlsﬁrsi’?%@ R e Syafim s s Jd', SnGa o
7816- 3. The Figure rlathy:cdeenyptinigothe siggal bacedinodes¢rambier 185 wising
Security cOonheOfir@ kb3 frinsfef(itig dthe™ Yarthlly HdiddedSidaed (ORULE 26)
10 descrambler 130, and decrypting the signal a second time in
descrambler 130 using the second key. The second key would be
generated in smart card 180 and transferred to descrambler 130.
For applications involving descrambler 130 (i.e.
applications in which key data is transferred out of smart card
15 180), commands are provided for transferring the key data via
the serial I/O interface between controller 160 and smart card.
180. For example, microcontroller 160 sends ECM data to the card
in one command and requests the status of key generation with a
~ status command. When the status data indicates that key
20 generation is complete, another command requests the key data
and the card responds by sending the key data to controller 160.
Subsequently, the key is transferred to descrambler 130.
Modifying the system in Figure 1 in accordance with
principles of the invention permits processing data via an
25 arrengement of a plurality of smart cards in which the high speed
data paths of the cards are connected in series. More specifically,
the high speed data-out terminal of one card is connected to the
‘high speed data-in terminal of the next card. As will be described
in regard to Fxgures 9 through 12, a system processing video data
30 via series connected smart cards can use multiple access-
controlled signals, such as pay-TV signals, to provide features
such as picture-in-picture (pix-in-pix or PIP) and picture-outside-
picture (POP) in a video system such as a television receiver. For
example, a PIP feature generates a signal representing both a .
35 main video picture and one or more small pictures that are inset
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exi sting r the clock frequency for security con S
equal to't 9&@% frequency fs at the card's clock pin. As@tg{]dggéﬁ{ogﬁ%?’ﬁ gure

4, smart card 180 includes divider 422 for dividing the rate of the high
- speed input clock Fin by a factor N, 5 i.e. Fin/N, to establish the clock -
rate for security controller 183. Thus, for a type 5 protocol, Table 6 of
| SO standard 7816-3 is nodified by defigyng flerr] = Fin/N As in the case
of a type 0 protocol, all comrands for a type 5 protocol are initiated by

m crocontroller 1 h

a. one- byt e M9sfy ﬁ@ﬂ*ﬁ‘h O?ngé‘%gl 8 l\(MCtLa ae{'iSY&l l}é{:?‘,@,‘eﬁgﬁ ul:tnﬂ)ﬁdl "
(INS), a twmaint pigtureymayrbe proguged; uahre@oaﬁe amrﬂé%ss!g&ﬂd FOIBNR0Gyt o
number (P3) tﬂeﬁiﬁbﬂgcﬁiﬁhﬂumfe @he Citlsdt [Pitfret Atprodecadiin eésponse conmand

d foll
ot necded Ancthe: AigRel Jrom preksHhg, levigian HHafndt Cévégspi‘%%fseéoﬁiaﬁﬁs's
take t hes5f orconnéttion of\$whb or|more sdart cards, (ong sypacts card (processes a
Commands 1 e%#gp cf@%r%g)r% E”%%Fci%ﬂle@g Rgg 'Wes@nﬁf afo! providenine asind Pl D

transfer co r spo 'St at us “comand from

mi cr ocont r olpietura.6whilg pneveximere Rdditional s§m‘l§‘ LPrRFESSHANEPH, €. g.

whet her the pg «?i{edom&% RISt Sechals. BEEET phy TV osignaly, hwor pi: pebeideattit i s 25
descranbl i n ata. Usi gga 'PI D transfer command, mcrocontroller 160
a

transfers P Eﬁﬁu%"e‘?’? JUPHES with the tuned channel . Ot her conmands
such asi Qonmands for Figure 9 shows a switching arrangement for use in a

smart card reader to provide the described senes-connected high ‘
speed data path. In Figure 9, switches 1 and 2 are responsive to
the insertion of cards 1 and 2, respectively, into the card reader.
Switches 1 and 2 determine the routing of the high speed DATAIN
15 and DATAOUT signals to the descrambler in the respective smart
card. Each switch is shown as a single-pole-single-throw (SPST)
switch that will be in one of two possible states, A or B, depending
on whether or not the corresponding card is inserted: state A if
the respective card is not inserted, and state B if the card is
20 inserted. In state A, a switch causes input data, i.e. signal
DATAIN, to bypass the correspondmg card. In state B, 1nput data
is connected to the inserted card. :
- In Figure 9, both cards 1 and 2 are inserted causing
both switches 1 and 2 to be in position B.- As a result, high speed
25 data is routed from DATAIN through cards 1 and 2 in series. If
only a single card is being used, card 2 is not inserted, switch S2 is
in. position A, and high speed data bypasses card 2. The switching
configurations for the ‘arrangement in Figure 9 are listed in Table
3'. . . . ) .
30
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“transferring EMM and ECM data, key related conmmands, and "purchase offer"
conmands ar ple and wi Il be explained 3 0 below. The f

. smart card‘ﬁggeﬁéhd in particul ar descranbler 185, wll now(}g'gh%gssl?r%? ed in
nore detail in reference to Figures 5 through 8. Wien a new channel is
tuned, microcontroller 160 transfers PID values for the new channel 35
fromthe PID map to smart card 180 as shown in Figure 5. The WO 96/ 07267
PCT/ US95/ 09891 18 PID data transfer occ [ $ using a PID transfer command
including N PID val ues, where Nis specified in byte P3 of the comuand
header. The command and PI D val_momnicat ed to the card via the
serial data termnal of smart c nd serial 5 input/output unit 424.
CPU 421 receives the PID data and directs the data to the appropriate PID
register in regrgf®rstafrs? i N deswitdRbPRsitiglp: Before a signal can be

descr anbl ed, ser nu entitled to ccesm&correct key nust be
| oaded into escr 185. ter ans PID data to smart
card 180,5 seinsettedconinseited 183BconpaBes t DAPAINviol DEN1t o entitlement

data stored in EEPROM 423 to see if the user ISRQQJT k INQ access the
tuned channel. Assumi ng the user is entltled t next step’is key

generation. Key genération invol ves DOUT?2 to DATAOUT
' inserted removed B A DATAIN to DIN1,;
' ' DOUT1 to DATAOUT
10 _ : ' (bypass card 2)

removed removed A A DATAIN to DATAOUT
: ' (bypass cards 1 & 2)

The operation of the high speed data signal switching
15 arrangement shown in Figure 9 involves signals S1 CTRL, S2 CTRL,
CARD1 INSERTED and CARD2 INSERTED. Switches S1 and S2 are
electronic switches controlled by signals S1 CTRL and S2 CTRL,
respectively. The switch control signals are generated by a
control processor either in the card reader or in the system (e.g.,
20 microcontroller 160 in Figure 1) in response to signals CARD1 -
INSERTED and CARD2 INSERTED. Signals CARD1 INSERTED and
CARD?2 INSERTED are generated by switches S3 and S4,
respectively, in response to the insertion of the corresponding
card and are coupled to respective interrupt 1nputs of
25 microcuntroller 160.
- Before card 1 is inserted, signal S1 CTRL is at logxc 0
causin; electronic switch S1 to be at position A and signal DATAIN
bypass»s card 1. Inserting card 1 into the card reader causes
-switch 33 to change from position A (card removed) to position B
30 (card insérted). As a result, signal CARD1 INSERTED changes from
logic 1 (+ supply voltage) to logic O (ground). The interrupt
handling routine of microcontroller 160 detects the change in
signal CARD1 INSERTED and changes the level of signal S1 CTRL.
Switch S1 responds by changing to position B coupling signal
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1 5 processing ECM data. Thus, ECM nust be received and processed to
produce t hgy ore audio and vi deo data can be descranb gsgagh ata is
encrypted to reg;u}?;e the likelihood of unauthorized key genelrpg?fluo card
Is issued with a key for descranbling ECM stored in the card i n EEPROM 423.
As 20 illustrated in Figure 6, the ECMkey is transferred by CPU 421 from
EEPROM 423 to ECM key registers in descranbling unit 478. |f the user is
not entitled to access the tuned channeby4 entitlements nust be received

bef ore key generation and descranbling can occur. Entitlements can be-

Ctored i n ENRPALARSD o lad?vﬁ?am%egg i B Sofrleh £, 50 'S
i ncl udi ng adeha@Ber jinf @ﬁl&lﬂﬂﬂsgntq capdNR beingr insestesk ovi der can direct EMto
a particular card. The’[‘ﬁémdésc?ﬂfe@ Cafdfeadef *?eaﬁabﬁ%me&om@tmgﬁ in EMWM

i rected fo MEGCARE SiEnn Juisvehl the: dewrAmBler oearh (Ao SIr 163
confi gur &s tine thercarfloreddel] pForedescrgmblingh awsignal Rhgtirwa$ éncrypted EMM
iy LecrbARE ol Uik o cBeipbof o BB sehsf B il L) 7L
transf er red dessiamblscthe sighe BRing 8y padifulae keyj and algoridhmo7oBor a
PCT/ US95/ 098&skiek9 coftfisétiolh| ofnardsi in 4¥Bichy el chtd- coreéspoldedid-dM data from
particular service, each card descrambles data for the service
10 associated with the card and passes other data unchanged.
Selective descrambling in each card is accomplished by PID
processing . in each card. The PID registers in each card are loaded
with the PID values for the service corresponding to the card.
Each card checks the PID data in the header of each packet in the
15 signal. If the PID 'data does not correspond to the PID data stored
in the card, the data passes through the card unchanged. A packet
payload is descrambled only in a card in which the card PID data
matches the packet PID data. :
 Control of a multi-card senes-connected "stack" such
20 as that shown in Figure 9 is accomplished via the ISO standard
serial I/0 signal. In addition to the high-speed data I/O signals
shown in Figure 9, smart card interface signals "clock”, "packet
clock”, "power” and "ground" (see Figure 4 and associated
description) are coupled to each card inserted in card reader 190.
25 Interface signals "serial I/O" and "reset" are coupled to only one
smart card at. any particular time. - Controller 160 detects that a
card is inserted via signals CARD1 INSERTED or CARD2 INSERTED
and controls switch S5 to couple the serial /O and reset signals to
an inserted card, as needed, to transfer data to the card. If more
30 than one card is inserted, controller 160 communicates with a
particular card by controlling switch S5 to couple the serial 1/O
and reset signals to only that particular card. The flow of high
speed data through each card in the seriall}'—connected stack of
cards is not affected by the operation of switch S5.
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itransport unit 120 in Figure 1 is input to the card via the hi gh speed ded
data-in por checking the EMM address in unit 476, E ata i ntende
sfor the Eargvls @g{:rypted in descranbling unit 5 478. Decryp %’E(%‘W’%"ta S
tenporarily stored in RAM 426 and processed by CPU 421 to update
entitlement data stored in EEPROM 423. After the PID val ues are | oaded,
entitlenents exist, and the ECMkey is in place in descranbler 185, the
card is ready 1 0 to descranble ECM dat@ and generate the audi o and vi deo
keys.. In Figure 7, ECMdata in the signal” is received by smart card 180 via

t he hi gh eed data |n r d S t. de de unit 472.
Thg EICIQ\]/I dzltoa i s direct. eég %gﬂégtcoﬁnﬂ}ﬁ {)Sﬁgg %ér‘?x hgggée‘\?vB Sy8| paded ECM
key is used delayebetween thighcspeed dagatand tlibepaﬂkntyploelt Ei@daldﬁtaa is
transferred Hé &eéﬁrﬁfébhﬁatﬁ?ﬁlﬁ%%é@“o ??x{tﬁﬁq )/ Rafd, PN %5423

avai |l abl e, xe es key enera e}
and ROM 425 tRY qqs]dﬁf?eﬁ?gé tde ’Bh‘% M‘4§ @a@effé’r%t‘éatﬁﬁé vi deo
and audi & ketos .datireugeerpralt &d tkeymxmber tofahlgl'ers eed telocR cydles appropri ate

0 Fi
Hescranbler AR fOENNR ?%&ké’“?%&?ﬁ Shéipgion, o Willgife P AhE {5
and two key F&g:stdr sardthat,ds cme mlpassm datanfrom dM&-uneto -Aubr B

will be usedwill efsaté aamzhﬁfeeexaablﬂ ael? cdrﬂ aﬁ?b key
flag bit 25 .int acket header. Ta e2aove tr-
feature is udad SfFes aWEQ $dRcthe; ata F?‘bseén ’eS)bl sti ng key

i s bei nd Qisespeed datarazrivineg ddt a. paticabascanl FaMiastackn t¢ cnthibitya

controller 153 Helade Witk fesPedtelo kﬁﬁ’cl&@dclrocﬁnﬁia?raéﬁ'egn&sh%n We number
of cards in the stack prior to a particular card and the type of
processing occurring in each card prior to a particular card.

If the bit delay is not corrected, cards in the stack

15 other than the first card will process the packetized data stream
improperly. For example, packet header data is extracted based
on the occurrence of transitions in the packet clock signal. A bit
delay with respect to packet clock will result in improper
extraction of the header data and, subsequently, incorrect

20 processing of the payload data.

Correcting for bit delays is accomplished by
éommunicating bit delay information between controller 160 and
security controller 183 of each card in the stack. Each card
returns its particular bit' delay value to controller 160 in response

25 to a command from controller 160. A card determines its current
'bit delay by, for example, referting to a look-up table in the card
memory that specifies a bit delay value for each data processing
mode, i.e. descrigmbling, pass-through, etc. Controller 160

. acquires the bit delay data for each card in the stack and sends to

30 each card information mcludmg ‘the number of cards in the stack,
the posmon of the card in the stack (e.g., card 2) and the bit delay
for all cards in the stack prior to the particular card. The card
corrects for bit 'delay by, for example, using the stack bit delay
information from controller 160 to control a variable delay circuit

35 included in the packet clock signal path within transport unit 478.
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key to a key register in descranbler 478 requires a significant 30 nunber

of instruc les in CPU 421. |f descranbling was halt%ﬁl‘ﬁ
generatlonwaﬁ%‘)?%rl‘gnsfer of a new key, the processing del ay wou 3 reqU| re

soneone view ng a programto watch a scranbled i mage until the new key was
in place in descranbler 478. Having key registers A and B permts data to 3

. 5 be decrypted using a key in one key register, e.g., key register A
SUBSTI TUTE SHEET (RULE 26) WO 96/ 07

PCT/ US95/ 09891 20 while a new key is being generated and | oaded into the
" second key register, S | t generation
G]; & a ir e%'t {Hdwib: dmAthl\Agﬁxie ) tfbf" He?@lr?i\ge)é

by transmtting ECM d Ce provi eriod
suf ficient tpduesligyr thmal'tnéﬂ'dSerB be; igeluded: in ﬂarﬁglqvhSlgn rQ!-‘@SYﬁl'anbl er 478

?g; Omeﬁntcgméggg ey w N9 KRywS- ?;rié@e\{iﬁibrﬂc |rééb1?@i |1foous ifsladimgb! er
er e operati ur es

5 6, and 7, ae‘é'ﬁ?ai*'rmg goﬁ??“ﬁ'&mi%’é‘ﬁ ¥ feéading fg’([ﬁ)’ maﬁ? 3 Wﬂ"’ﬁ? or mgat i on

needed tH prmdssarenmsppbddlmaﬁlatm ﬂOﬂGeandmlcmZQ:haﬁaed readxﬂgjmlngltryo EMM

E?c\)/lce\sflsidﬁg ?@ ﬁm%ﬁ‘{ersﬁsﬂ ca ?iggﬁﬁkdfhﬁ%{% speed seri al

dat a i nput tt@rlﬂ' ce the abeve-s p‘{e&FSl fonaeey R Pl rtW4’7£§nE§an t he
previously |lsded W8Ywill E@rdmmhefurtﬁert irtrrepard tonFigufds ldetagdni nes from

the header O1f aﬁrst an(ql Setond smart cards inserted in slots 1010 and 1020
10 in Figure 10 process respective pay-TV signals to provide a PIP
feature that produces main picture 1030 and. inset picture 1040. ‘
Figure 11 shows a portion of a system for processing a
video signal through smart cards 180 and. 1805 connected - in
series in the manner described in regard to Figure 9. Each smart
15 card includes features described in regard to Figures 1 and 4-8.
Reference numerals used.in Figure 11 that also appear in Figure 1
identify the same or similar features.. Features common to Figures
1 and 11 are explained above in detail in the description of Figure
1. Figures 11 and 12 will be described in the context of
20 processing television signals, but other video signals may be
processed in a similar manner. .
As descnbed above in regard to Fxgure 1, tuner 100,
forward error corrector (FEC) 110 and transport unit (TRANSP)
120 in Figure 11 process input signal SIN under control of
25 controller (#C) 160 to produce an output signal TRO from
transport unit 120 that includes data representing desired
television programs. To provide a multi-ima-ge display feature
" such as PIP or POP in which the main and small pictures
correspond to different television programs, signal TRO from
30 ‘transport unit 120 includes a signal component. corresponding to
each program. Using the above-described packetized signal
format as an example, a first component of signal TRO includes a
first group of data packets exhibiting a first PID value
~ corresponding to the first television program. A second
35 component of signal TRO includes a second group of packets
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"1 5 packet that the payl oad data is video data associated with video key
A, the pac oad I's decrypted in descranbler 478 using_vi deo qu

. The decrypt ? Tis out put directly fromsmart card 180 vk %Smr%dh

speed serial data output terminal. Note that data processing in Figure 8

does not require interaction between 20 descranbling unit 185 and security

control unit 183 allow ng descranbler 478 to process data at the high data

rate of the input signal. Key generatloE in security controller 183

combi ned wi th the descranbling features 3 descranbl i ng unlt 478 provides

25 conplete.capability in ard 180 for roces nal s encrypted
usi ng a varigHy gﬁ‘? héFF?MCY{}HFnﬁoFﬁ%PMI gef'ﬂ:rtsﬁt QS’H“ t andar d ( DES)
al gori t hm angldvisient pfograi. - Bableofnhe( R86) camhponertsnef signaprPROdi ng al |

access contr l.a ssing within smart card 180, security related
data 30 su@h’%? ktggpaéﬁ{)%qgoes not have to_be transferred out of smart

card 180. As a resul t,SigaalTRQ isscoupled\todhighyspeed data jnpwt Bdpef i son to
systems §si Nfjrql SRR qsbl 9ia Vat@ reale qgme Siifiri casd J1807 progesst e use of

descr anbi or iyt Ofcihe f¥ocaboRsas 4 siensl gD gg;a,g BmpELEtea. n
external — réPréemlifipsthe program that will appear in the main picture.
PCT/ USO5/ 0958 2sil§> i HAA" ol 180 96l GescPimBARAR6E fthk' idtatnt N
the component if the data is scrambled. High speed data output
10 signal DOl from the first smart card includes the processed first
component, e.g., descrambled, and the unprocessed second
component. As explained above in regard to Figure 9, card reader
190 connects the high speed data path of smart card 180 in series
with the high speed data path of second smart card 1805 by
15 coupling data output DO1 of first smart card 180 to data input DI2
of second smart card 1805. Smart card 1805 processes the second
component of the signal, including descrambling as required, to
produce high speed data output signal DO2. Signal DO2 includes
the processed. first component and the processed second
20 component. If both com_ponénts of signal TRO were scrambled,
signal DO2 includes first and second descrambled components
corresponding to the original scrambled components.
Signal DO2 is returned to transport unit 120 via card
reader 190 for routing to other functions in the system. As an
25 example, to produce a PIP display, signat DO2 is routed to de-
multiplexer (DEMUX) 130 that separates the first and second
processed signal components under conwol of controller 160. The
first and second processed signal components are decompressed in
decompressor units 140 and 1405, respectively. The
30 decompfessed data undergoes further processing in signal
processors 150 and 1505. In the case of creating a small picture
such as for a PIP or POP display, the one of processors 150 and
1505 that processes the small picture signal may include video
memory for storing and accessing data corresponding to the small
35 picture. The signals output by processors 150 and 1505 are
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smart card wth existing pay-TV systens that generate the key in smart card

180 and trgfs %6? ihe key to descrambler 130. Alternatively, m@@‘nh
descranbler 1 and descranbler 130 5 may be desirable. F%r exa

security can be inproved by encrypting a signal tw ce using two dlfferent
keys. A twice- encrypted signal could be decrypted using the system shown
in Figure 1 by: decrypting the signal once in descranbler 185 using.the
first key, transferring the partially degoded data to 1 0 descranbler 130,
and decrypting the signal a second tine i'n descranbler 130 using the second

dovor andl or CLHPIHEY, B9 5“‘§§{#§ﬁmﬂsﬁrv&n§%§u o e 37 ol 1

appl i cati on§lgnalvmhaihmﬂypmlwel ¢ rdesiredr imdgouinchidisgaat smalld 15 180),
conmands ar &iefi¥i i 4hé Odes‘itreang\gﬁﬁdnr&' the i edat@oﬂﬂran&meae“ al 170

i nterface bet rt ¢ 80. . For, exanp

m cr ocont rolqo\&%‘ﬁ%ot% tﬁﬁéocﬁ?saﬂl #‘%ﬁég%nﬁmoéﬁﬂt request s
the statfis aforkespogdig atoi mhevxsmhllapmmrmsatcdmmppxoyhate ttimest at us dat a

i ndi cates t y | o) requests the
key data anﬁ@?cgg‘% r%,?gﬁgt; ggugle?\d%pll@%ge gﬁ%g &[ngbs'rol | er 160.
Subsequent | ydevieg: such pg lcmamrp@r 180 1%88@%5'& h msoconmastf 9ontgol he

systemin Figysianbst "cORE6Y %ﬂacqunegdbyer 'd?WdQ' aﬁlpliﬁémoﬂ ny@ntion pernits
processi ng data.

whi ch the hiBfl é‘%“é@ﬁiﬂ?a%‘gtpg‘g{ R emsa‘E]"tne i%‘?dg ;;2 ::E)%ng]::t Zgalrtn gg;lesl nI\/bre
specifit@l |y, the hi g Thep systetmt shown ine Figueel 1df pooeidear thei slesivedected to
the high Sperﬁﬂlt??fn%gb“féa‘i’ﬁf@ e sighfl PAY 2308  adid Wgde BE FRgcr i bed |
smart card 180 includes first and second signal components
representing first and second. television programs as described.
Such is the case if the sxgnal tuned by tuner 100 includes both
15 components or, for exatnple,_ if signal DIl is provided by a source
other than the tuner, FEC and transport units shown in Figure 11
that provides a signal including both components. An example of
an alternative signal source is a cable television signal that
includes signal components corresponding to various channels.
20 - In the case of a signal received directly from a satellite
such as the DSS® signal described above, signal SIN in Figure 11
includes signals at various frequencies produced by the various
transponders of the satellite. Tuner 100 tunes only one of the
transponder signals at a time. Although each tuned transponder
25 signal includes signal components corresponding to a plurality of
television programs, the signal components needed to produce a
~ multi-image display, e.g., the main and small picture channels
selected by a user, may be received via different transponders
If so, the signal tuned by tuner 100 (and sngnals TRO and DI1)
30 includes only one of the signal components required to produce
the desired multi-image display. This situation is addressed by
the system shown in Figure 12.
In Figure 12, tuner 101, FEC 111, transport unit 121,
and multiplexer (MUX) 127 are ‘added to_ the system shown in
35 Figure 11. Tuner 100, FEC 110 and transport unit 120 tune the
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“inregard to Figures 9 through 12, a system processing video data 30 via
series conq&ﬁ@ﬁ Smart cards can use nultiple access- contrg ¢ Is

.such as pay- signals, to provide features such as picture-in- pIC ure
“(pix-in-pix or PIP) and picture-outside- picture (POP) in a video system

such as a television receiver. For exanple, a PIP feature generates a

signal representing both a 35 mai n vi deo picture and one or nore snal

pi ctures that are inset WD 96/ 07267 .

PCT/ US95/ 09891 22 into a portion of the main picture. In a television

receiver, C e r t signal from
one tel evi m%ﬁ@%%ﬁ@l tc%ﬁ @Pg&?eﬁ. ﬂa 5&4}&8 ?%%;‘Sgﬁgﬂd lpﬁt regponse to
the signal fing @ﬂss@(ﬂGnQ tmee\sigﬂaéncmnnems needed dosproduces the connect i on
of Lo Or MOflfiThide g?ﬂa y ONTHIER §0FAREQ! PPESARP trispbft! uplitd12h, e 0.,
descr anbl es a provi- g‘} tur e or nore
addi ti onal sﬁ’é’(%t %rﬁign QR aoﬁ@"?ﬁ ntb'ﬁ“és CGrBIP “cguﬂﬁnﬁ ot her
I|2ay-TV 3 ngEaTR.OZ cthat oﬁchidesm second e tofr ﬂlwteqllltédlrsi&gnall 0 .d

igure 9 sho c ryn f r er to
provide the des %ﬁté selh}rilﬂgg cﬁgg‘m‘éﬁg{% g%bgaﬁa ﬂ@% ﬂﬂ& Ug{ure 9,
switches 1 amlltZO]a cansralleri 460t 9 Pﬁ@du%érﬂ@@ﬂl @t ther autput 0f

respectivel yj27 nﬂﬁttﬁ@lﬁdﬁsdbbﬁﬁQﬁr theW %]ﬁh@& dighall coripéréntsne 'lfﬂhe routing
of the high «?Pﬂ DATAIN 1 iS DATA al’s to t he,descranpler in the
respective siEPf output signal is coupled to the first smart card via car

10 reader 190 and processed as described above in regard to Figure
11 to produce the desired multi-image display.

Various modifications of the described embodxments
are possible. It will be readily apparent to one skilled in the art
that the invention is applicable to video systems and video signal

15 protocols other than that depicted in Figures 3, 11 and 12.
Examples of other systems are the above-mentioned DSS® satellite
system and high-definition television (HDTV). Also, the
arrangements shown in Figures 9 through 12 may be expanded to
accommodate more than two smart cards. For example, in Figure

20 9, a switch and card detection capability (i.e. generating a CARD
INSERTED signal) is added for each additional card. Adding smart
cards would permit descrambling more than two signal
components and producing displays including an image portion
corresponding to each descrambled signal component. In addition,

25 the switching arrangement in Figure 9 could be modified to
control switches S1 and S2 directly in response to cards being
inserted rather than relying on control by microcontroller 160.
For example, switch S3 could be mechanically, or electrically,
coupled directly to switch S1 such that inserting card 1 causes

30 switch S1 to route data through card 1. Also, although the
described embodiments relate to digital I/O signals coupled to
smart card 180, smart card 180 may also process analog signals.
For example, smart card 180 may include an analog to digital
converter (ADC) at the high-speed data input and a digital-to-

35 analog converter (DAC) at the high-speed data output. The ADC
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card. Each switch is shown as a single-pole-single-throw (SPST) switch that

w il be i f.two possible states, A or B, depending opcthirbigiger not
t he c_orre%gﬁglo Tcard is inserted: state Aif the respective car l|Os not

inserted, and state B if the card is 20 inserted. In state A, a switch
causes input data, i.e. signal DATAIN, to bypass the corresponding card. In
state B, input data is connected to the inserted card. In Figure 9, both
cards 1 and 2 are inserted causing botfgoswitches 1 and 2 to be in position
B. As a result, high speed:25 " data is routed from DATAIN t hrough cards 1

and 2 10 sefdeDAL nidy Belo2atédl 8n R qglsirp@iﬁﬁrdli?dAIE&hQﬁ%lb,s Iaot
inserted, sWtcC 2 1.5 1n position A and,hi,gh speed daja bypasses card 2.
The swi t chi gl dBAYi bereplased f‘ﬂﬁht%é’hé{gpgngég’éﬁf” idrf- ﬁ%ﬁ?fe tgg%'rjé‘sﬁ isted in
Table 30  1YQIQ/ g% /card: 180 would include ADC and DAC circuits and IC
50 ol L G g Y e 2
DATAI N t5o DavlipgDeighal t provessingDeaet wcardbavarreader 9%y woyldrsouple B

A DATAI Nyddiof! SbnaldOtl LtHeO skidft\@afd. These and other modifications

are intended to be"'_ within the scope of the following. claims.
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- i\o 0 96/aEN N t o DATACUT (bysz “I“lamm!m] mlﬂmﬁhe o%‘%ﬁmg n?\ﬁgd

_~high speed ata signal switching 1 5 artarfgefent showh in Figure 9 invol ves
“signals S1 CTRL, S2 CTRL, CARDL | NSERTED and CARD2 | NSERTED. Swi t ches S1
and S2 are el ectronlc swi t ches control |l ed by signals S1 CTRL and s2 CTRL,
respectively. The switch contfol ' si gnal s are generat ed by a control
processor either in t he ‘card.reader or i3] t he [5¥s _____,_~__

m crocontroller 160 in Figure 1) in response ' L NISERTED and
CARD2 | NSERTED. Si gnal s CARDl | NSERTE ;]

switches S3 and $4, respectively, in Eg@gﬁs

corresponding card and are coupled to respective |nterrupt |npufs of 25
m crocontrol ler 160. Bg¢foreAcaiided dignahprotessingi @émS&o . at |logic

bypasses card 1 Iner B piteg of 3 Qfﬂ%’t ﬁfﬁ?aliﬁn%m@ﬁa ﬂf%a%@sse?%@m S to
change frm pignali componeatsi represeatitive ehbgespestiv Hrst((anddsecansd t ed) . As

aresult, sig océﬁfgrahNSERTED changes from | ogi c 1 (+ supply voltage) to
l ogic O (grou% e interrupt han utine, crocotroller 160

detects the change in SPBPRE CRRAAS | ngné a‘(ﬁ sigRal| | a0 of si gnal

S1 CTRL. Swi isputSofr £y dsmbit .chmgfdrgcéapmgiiﬂwutﬁumigxidlnprddmal

' by said first smart card to an input of said second smart card, and

10 for receiving an output signal produced by said second smart card;
said output signal from said first smart card being produced in
response to said video signal and said output signal from said
second smart card being produced in response to said output
signal from said first smart card; and

15 . means responsive to said output signal from said
second smart card for providing a signal suitable for coupling to
an image display device for producing an image including a first
image portion representative of said first video program and
including a second image portion representative of said second

20 video program. '

2.  The video signal processing system of claim 1
wherein:
said first and second- signal components of said video
25 signal comprise respective first and second scrambled signal
components;
said output signal from said first smart card includes a
first descrambled signal component ‘representative of said first
video program and. includes said second scrambled signal
30 component; ' .
said output signal from said second smart card
includes said first descrambled signal component and includes a
second descrambled signal component representative of said
second video program. -
35
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DATAIN to 9(2,0 Svm tig luﬂi’!umnmﬂL erate in a simlar rp@ﬁmygs,bgggl

response to car @ described card reader operation
routes the high speed data signal through the descrarrbl er_of jeach card

inserted 5 in the card reader. For desc n hat was
encrypted nore than once, each descranbl er]ji % Eﬂl on ection
descranbl es the signal using a:particul orithm IFor a series

connection of cards in which.edch card corresponds to a particular service,
each card descranbl: es dat a,f ok ,t.he.senvi th the card
and passes ot her dat a° Unché‘n é‘&e §ég%%lt pf/%ce&g% gigﬁgﬁkg“%ﬁnggght%ard S
acconpl i shedlaim R D/imreneeachgof rsaichfiirst zantl s€bend | sMmarégtarders in each card
are | oaded ﬁ’bhﬁ’ PI D val ues for the servr ce corresponding to the card

ec

Each card c e PID dat ta in the he of ea acket i.n th
‘signal. If the PID dadaSigBak PEOEesser iBg G 23] aPhEEPﬁ'@“&é?da 18 3t d i n t he

card, tlg dain%rﬁa:%s@Sfdrhpmmsi;;eacgnﬂautscrwfnsgialsé\ asd ket payload is

d mbl ed onl d h ket
LD data. Cont ol or 8 Habelt bt ebulible” Bafionp6h oy AR of "G oS
that shown smaFi gard foricoupling saids plurality, afheigngls 40 saddrIiserial 1/ O

signal. In addition tgaj Tdh ‘h.ragl@{, ﬁ%ﬂﬁﬁ%dﬁﬁhﬂlﬂ%ﬁmaw Fi gure 9,

smart card |nt erface s and " ground"”

0
(see Fi gur e SIENRAk %98 data; signa pF?Eﬁ'?tea&'éofeoﬁ‘b‘ eH‘R'ﬁ ge@n § i nserted
in card geadfif 4%bntAsdl signal;eelcir ofssgdaphurality iofl sighals being' lceupled are

coupled to gnly r%E'ﬁectwe one of said plurahty of terminals; and
said signal processor included in said IC processes said
input data signal responsive to control information included in
said control signal to produce said output data signal.

15 .
4.  The video signal processing system of claim 3
wherein: . :
said plurality of signals further comprises a timing
signal; : _ - L
20 said signal processor included in said IC is responsive

to said timing signal for processing said input data signal at a first
data rate to produce said output data signal at said first data rate.

5. The video signal processing system of claim 4
25 wherein said first data rate exceeds 10 mega-Hertz.

6. The video signal processing system of claim 5
wherein said control signal comprises a bidirectional signal and
said input data signal and said output data signals are

30 unidirectional signals.

7.  The video signal processing system of claim 6
wherein said plurality of terminals is arranged on said surface -of
said smart card in accordance with ISO standard 7816-2.

35

This Sheet Has Been Re laced SUBST|TUTE SHEET (RULE 26). |

lII!I IIIIII | II




‘smart card at any particul ar tinmg ragd detects that a card is
i nserted viwodsgraslrs CARDL INSEE?H“' I I‘[II“ RTED and cord1/0$95/0988it Ch
.S5 to couple the serial I/0O and resete siignal’ ssto-an_inserted card, as

needed, to transfer..data to the card. If nore 30 t/igit=aqe C

i nserted, controller: 160 -communi cates with a parti y=controlling
switch S5 to couple the.serial -1/0O and reset signal ) '
particul ar card. The ftow of high speed3dhta through &a \\t )
serially-connected stack of cards is not affected by the operatra

switch S5. WO 96/ 07867 The video signal processing system of claim 7

PCT/ US95/ 09891 25. One.qaspect, of _ihe.control of,a card,stack involves a

del ay bet vveeW]hrﬁraW ssﬂéiqsotﬁ%ac% mggﬁcﬁe?leghﬁ%lfa icé’rﬂ?cﬁcﬁléﬁcdé’bends on

t he | ocati onaceondaacet with dSQ stantdandi| Z81G&4cd. The hi gh speed data path of
a smart card exhibits a bit delay fromdata-in 5 to data-out equal to the
nunber of_hi gh speed cl.ock cles, required for the data processin
operatior® that .is occubri ngﬁ/lﬁ YWéOCélrg(!‘.afﬂpré‘ﬁﬁ?l{*&aﬁysF%mnE?éﬁ?“Bagsi ng data
from dat a- i nwherein saiditsigndll processer dncliutibdr antsaid tIQds apespongive ward t hat

high o spud e Akl for BroaRREE, b Sonbll Hendl, RS BhAMY CUNER |
a bit del ay data rates for tcontrqllivgeprogessing iofit saidpinpis datat signaliber of
cards in the stack prior to a particular card and the type of. processing

occurri in each card priog.to articuylar card.
arr n190I - 10 ’&'he vfde% sfglna processing system of claim 9

wherein said first data rate is greater than said second data rate.

11. The video signal processing system of claim 10

wherein said IC includes a frequency divider coupled to receive
15 said timing signal for producing a first signal at a first frequency

related to said first data rate for controlling processing of said

input data signal by said signal processor, and for producing a

second signal at a second frequency related to said second data

rate for controlling processing of said control signal by said signal
20 processor.

12. The video signal processing system of claim 1
wherein said source of said video signal comprises a tuner for
tuning said video signal from a plurality of video signals.

30
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If the bit delayisn ds in the stack 1 5 other than the
first cardwubdmﬁg-;oce Em‘ Ml Iin data stream i nproper pgrusdsioospianyl e,
packet header data is on the occurrence of transitions in

t he packet cl ock si gnal A bit delay withtespect to packet, clock wll
result in inproper extraction of the hea efrgaHEEMAS SR glquent |y,
incorrect 20, ..processing of the payl oad|data.rEPrAcEsdi ng filor bit delays is
acconpl i shed by ‘eormuni cating bit del ay3 z S = controller 160
~and security controller 183 of each card in the stack Each card returns

its particular bit delgy vahe vides Sigrdl bﬁ;ceggggs cﬁfeﬁgﬁsﬁaﬁﬁdel ;3 gy

command from ontroll, r "160. AB a[‘fg ter
for exanpl e, Wherein said soprge g said) ¥ BPeSIIgHa HOMRRYFSenory that specifies
a bit delay val ue for meais dar apoducingi adfirsbdsignal eeprisseatativg iofg,

. pass-throughy,; g dﬁrstCQiHJomﬂégﬁramoalﬂ&Cﬁibgﬁﬂn# h§a13' hr&e 's?%qa‘faégmp%ﬁe f@ch card

in the stack and sends t ’nunber
of cardsdin the stack meags rfesupmslr\lcmgmese@ané s&gntahereyrmwévg of card 2)

and the bit gied aecoad 9idec Progrdm add mt:hfdingf s41d bécdre spgidli cul ar card.

The card corrects for bit delay by, for exanple, using the Stack bit del ay

i nf or mati on 448 tPr&Pfier 160 to control a vari abl e del ay circuit 35.
included in the packeuneanmlfosi@mbiqing hsaidt first andnsqrond signalsi78. WO
96/ 07267

representative of said first and second video pro %EH§95/ 09891 26
10 respectively, to produce said video signal including said first and
second signal components. o . ‘

14. A method for producing a signal suitable for
coupling to an 1mage display- device comprising the steps of:

15 processing a video signal in a first smart card to
produce a first processed signal; said video signal including first
and second s1gnal .components representative of respective first
and second video programs, --

processing said first processed signal in a second smart
20 card to produce a second processed signal;
processing said second processed signal to prov1de an
image signal suitable. for coupling to an image display device for
producing an image including a first image portion representative
of said first video -zprogram and including a second image portion
25 representative o_f said second video program.

15. The method of claim 14 wherein the step of
processing said video signal in said ‘first smart card comprises the
step of descraml;ling a first scrambled signal component included

30 in said first signal component of said video signal.
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The arrangenent shown in Figure 9 for r of smart cards
can be inclwWo®d/07267a tel evision receiver m aul iﬂﬂmj QuIrpReTIGS9SbsR9p 2
delevision receiver 1000 including the | t aneously

reading two smart cards. Two 5 cards are |nserted in slots 1010 and 1020.
Card reading circuitry simlar to circuitry sho l""'_"‘"

in receiver 1000 to produce the above-described eTHﬂsssB§§N0 two
smart cards. As will be described furth85in regdrd toREPgwjgs ghd 12,
first and second smart cards inserted in slots 16F0—and—1526 i Fi gure

10 process respective pay- T’Dhslma&ioﬂ of ¢laivi 48 a,hei-anfg@t dted b&rat pr oduces

mai n picture i 040, Figure. 0 ort| n of a
system f or l(:l)(%:eég%l %dsgﬁgl% b @’gﬁ%e ql s&ﬁ?ﬁé\ﬁ%égaﬁﬁ 805
connect ed i nc%’@lpi"é?rsl ﬂlet rs&epmfndpsmudﬂmgaoa |secongasarambl€d gsigraP. Each
smart 15 cagémpbakrtaachiedUif Sai®SsecoRads 1gﬁa! e&ﬁﬁgoﬁéh PUad %m% d 4-8.
Ref erencg nuperalks used in Figure 11 that al“so appe |gu_re I'dentify
the same“or ¥8%%ar features. Features comon to Fi gures 1 and 11 are
expl ai ned above in detail in the description of Figure 1. Figures 11 and 12
wi |l be described in the context of 20 processing tel evision signals, but
ot her video signals may be processed in a similar manner. As descri bed
above in regard to Figure 1, tuner 100, forward error corrector (FEC) 110
and transport unit (TRANSP) 120 in Figure 11 process input signal SIN under
control of 25 controller ([err]C) 160 to produce an output signal TRO
fromtransport unit 120 that includes data representing desired television
prograns. To provide a multi-inage display feature
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such as PIP or POP in which the main and small pictures correspond to
di fferent t@loglsieen Prograns, signal TRO from 30 transpor /?{3891

I ncludes a signal conponent  corresponding to each program |ng P
above-descri bed packetized signal format as an exanple, a first conponent

of signal TRO includes a first group of data packets exhibiting a first PID
val ue corresponding to the first television program A second 35

conmponent of signal TRO i ncludes a secq zlj_eroup of packets WO 96/ 07267
PCT/ US95/ 09891 27 exhibiting a second P al ue corresponding to the second
tel evision program Each of the two conponents of signal TRO nmay be

scranbl ed. Signal TROis coupled to high speed data input DI1 of 5 first
smart 180 via card reader 190. Smart card 180 processes a first one of the
two conponents df signey TRO, e.g., the conponent representing the program
that will appearghn th@main picture. Processing in smart card 180 incl udes
descranbl i ng ¢8 a in the conponent if the data is scranbled. High

e da
speed data out‘]!)uﬁ ignal DOL fromthe first smart card includes the
processed firsh_tan c 2. g., descranbled, and the unprocessed second
conmponent. As Z’Li r@:i-a do Figure 9, card reader 190
connects the h pe@@ ~qmart card 180 in series with the high
speed data pat (3 |sdB i 805 by
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"1 5 coupling data output DO | of first smart card 180 to data i nput DI2 of
second snar y@eidd2gy805. Smart card 1805 processes the second, ,Hg @g@tl
[the signal, including descranbling as required, to produce h.éﬂ 9% dat a
“out put si gnal DO2. Signal D2 includes the processed first conponent and

. the processed second 20 conponent. |If both conmponents of signal TRO were
scranbl ed, signal DO includes first and second descranbl ed conponents
corresponding to the original scranbled c nents. Signal DO2 is returned
to transport unit 120 via card reader 190 M routing to other functions in
the system As an 25 exanple, to produce a PIP display, signal DQ2 is
routed to de- multipl exer (DENX@P é%&g&_hat separates the first and second
processed signal conponents E ol of controller 160. The first and

resed &An COMpr edsor Aunits

second processed sfgnal conponents are déco
140 and 1405, respectively. The 30 decoFre sedjdatp under goes |f ur fher
processing in signal processors 150 and 1505) Injthe| casle off crgatinpg a
smal | picture suchh as for a PIP or POP dijspl 4y, the pne Jof drocgssonfs 150
and 1505 that prodesses the small pictul¥3sjgnal | may|ind udg video fenory
for storing and adcessing data correspofdl nft o2{t7he Jérall 3 pifctugje. The
signal s output by |processors 150 and 150% ar¢* MAW 3@
- PCT/ US95/ 09891 28 |conbi ned by nul ti pl exeq ( , | or WlMAgh 8,15(2@55 t
provi de a MAX. ﬁlﬂs
[CE] v
- I_I
y
Y

41025MAX>|

<—1225MIN

——17.87 MAX, |

———1287 MIN.———>

CLEFT EDGE FIG 2A

CONCT] Asoiument CONTACT |~ st

C1 | VCC(SUPPLY VOLTAGE) C5 | GND (GROUND)

C2 | RST (RESET SIGNAL) C6 | VPP (PROGRAMMING VOLTAGE)

C3 | CLK(CLOCK SIGNAL) C7 | /O (DATA INPUT/OUTPUT)

c4 | RESERVED T0 ISOAEC JTC 1/SC 17 cg |RESERVED T ISO/EC JTC 1/SC 17

FOR FUTURE USE FOR FUTURE USE

FIG. 2B
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signal that will produce the desired inmage including a small picture in the
desired poryiodgnele7t he i mage. Controller 160 controls the ty@ﬂﬁ#ﬁ%ﬁggx
1506 to insert the signal conponent 5 corresponding to the sma ture
at the appropriate tine. Qutput processor 1507 couples the inage signal to
a display device such as ki nescope 1508. Functions such as contrast control
bri ghtness control and ki nescope driver anplification are provided by

out put processor 1507. 1 0 The system shown in Figure 1 1

provi des the desired multi-imge featuré&ﬂhpn signal DIl at the data input
of first smart card 180 includes first and second signal conponents '
representing first and second tel evision prograns as described. Such is the
case if the signal tuned by tuner 100 includes both 1 5 conponents or, for
exanple, if signal D1 is provided by a source other than the tuner, FEC
and transport units shown in Figure 11 that provides a. signal including

bot h conponents. An exanple of an glt tjyve signal source is a cable
tel evision signal that includes signa'_ILI onponent s |correspondi ng to vari ous
channel s. 20 In the ceseggf signal [received directly froma
satellite such as the DSS[err] sigral «dgdsckibed aljove, signal SINin Figure
11 includes signals at various fredquefiles| producgd by the vari ous _
transponders of the satellite. Tungr tunes onlly one of the transponder
signals at a tine. Although each t nspondgr 25  signal includes
si gnal conponents correspond ity t el evi si on prograns, the
si gnal conponents needed to groducqg a nul t}i -1i e display, e.g., the main
and snmal | picture channels sqgledteq by a user, Jray be received via
di fferent transponders.
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If so, the signal tuned by tuner 100 (and signals TRO and DI 1) 30 includes
only one of wd&ghgnal conponents required to produce the degifgshsioosor
Julti-image display. This situation is addressed by the system shown in
Figure 12. In Figure 12, tuner 101, FEC 111, transport unit 121, and

mul ti pl exer (MJX) 127 are added to the system shown in 35 Figure 11.
Tuner 100, FEC 110 and transport unit 120 tune the WO 96/ 07267

PCT/ US95/ 09891 29 signal from one transponder and produce signal TROL that

i ncl udes one of the signal conponents n d to produce the multi-inmage

di splay. Tuner 101, FEC 111 and transport unit 121 tune the signal froma
second transponder and produce signal 5 TRO2 that includes a second one of
the required signal conponents. MJX 127 conbi nes signals TROL and TRO2
under control of controller 160 to produce a signal at the output of MIX
127 that includes both of the required signal conponents. The MJX out put
~signal is coupled to the first smart card via card 1 0 reader 190 and
processed as described above in regard to Figure 11 to produce the desired
mul ti-inmage display. Various nodifications of the described enbodi nents are
possible. It will be redBAA yPABKEPar eDATAt o50Mhz skilled in the &ERIALt hat the
invention is applicable tid vii@e sy<DUEnsCLOGK GROUKD POWERNRESEL dN/BUiTot ocol s
other than that depicted |n Filgures & 11 hnd 1
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- 'Exanpl es of other systens are the above-nentioned DSS satellite system and
hi gh- def i ni Wiougnbghevi sion (HDTV). Al so, the arrangenents swggg,@gures
9 through 12 may be expanded to accommodate nore than two smart cards. For
exanple, in Figure 20 9, a switch and card detection capability (i.e.
generating a CARD | NSERTED signal) is added for each additional card.
Addi ng smart cards would permt descranbling nore than two signha
conmponent s and produci ng di spl ays incISZﬂjg an i mage portion correspondi ng
to each descranbl ed signal conponent. ddition, 25 the swtching
arrangenment in Figure 9 could be nodified to control switches S1 and S2
directly in response to cards being inserted rather than relying on control
by m crocontroller 160. For exanple, switch S3 could be nechanically, or
el ectrically, coupled directly to switch S1 such that inserting card 1
causes 30 switch S1 to route data through card 1. Al so, although the
descri bed enbodi nents relate to digital 1/O signals coupled to 1&gt card
180, smart card 180 nmay al so process anal og signals. For exanple, smart
card 180 may include an analog to digital converter (ADC) at t h&E} gh-speed
data input and a digital-to- 35 analog converter (DAC) at the igugh-speed
data out put. The ADC SUBSTI TUTE SHEET ( RULE 26) WD 96/ 07267

PCT/ US95/ 0989?‘3—0'7nd—a&6-rm7—b'e—i-uc-arcd—ma—h&-3:8%rn—ﬁ-gm-eh
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*181 may be replaced with a "hybrid" device, i.e. rather than just |C 181,
smart card d include ADC and DAC circuits and I C 18 nt ed
and intercdﬁﬁggﬁggbon a single substrate. For an 5 analogxgﬁbh%gaﬂw}
‘processing smart card, card reader 190 woul d coupl e anal og signals to the
smart card. These and other nodifications are intended to be within the
scope of the follow ng clains. SUBSTI TUTE SHEET (RULE 26) WO 96/ 07267
PCT/ US95/ 09891 1. A video signal proce 'qg system conpri sing: a source of
a video signal including first and secsaa 5 signal conponents '
representative of respective first and second video prograns; coupling
means for coupling said video signal to an input of a first smart card, for
coupling an out put signal produced by said first smart card to an input of
said second smart card, and 10 for receiving an output signal produced by
said second smart card; said output signal fromsaid first smart card being
produced in response to said video signal and said output signalegdyom said
second smart card bei ng produced in response to said output signal.from
said first smart card; and 1 5 means responsive to QO out put
signal from said second smart card for providing a signal suit for
coupling to an i mage display device for producing an imge including a
first image p } } } } }
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i ncluding a second image portion representative of said second 20 video
program 2wdb&o7edeo si gnal processing systemof claiml m@g&&k&,@ﬁi d
first.and second signal conponents of said video 25 signal conpri'se
respective first and second scranbl ed signal conponents; said output signal
fromsaid first smart card includes a first descranbled signal conponent
representative of said first video program and includes said second
scranbl ed signal 30 conponent; said ognpﬁt signal from said second snart
-card includes said first descranbled di/ghkl conponent and includes a second
descranbl ed signal conponent representative of said second video program

35 WD 96/ 07267 PCT/ US95/ 09891 32 3. A
vi deo signal processing system according to claim 2 wherein each of said
first and second smart cards conprise: a signal processor included in an IC
nounted in said 5 smart card for processing a plurality of signals; and a

plurality of termnals positioned on a surface of said N~
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‘smart card for coupling said plurality of signals to said IC, said
plurality o i s conprising an input data signal, an out i gna
separate frgﬁf*@g| i nput data signal 10 and a control sidﬁgﬁygéé%ﬁ§of
“said plurality of signals being coupled to a respective one of said
plurality of term nals; and said signal processor included in said IC
processes said i nput data signal responsive to control information included
in said control signal to produce saidszﬂﬁput data signal. 15 4. The

vi deo signal processing system of clal 3 wherein: said plurality of
signals further conprises a timng signal; 20 said signa
processor included in said ICis responsive to said timng signal for
-processing said input data signal at a first data rate to produce said

out put data signal at said first data rate. 5. The vi deo signa
processing systemof claim 4 25 wherein said first data rate exceeds 10
mega- Hertz. 6. The video signal processing system of claim Sogherein

said control signal conprises a bidirectional signal and said input data
signal and said output data signals are 30 uni di rectional sig@D®. 7.

The video signal processing system of claim 6 wherein said pl ity of
termnals is arranged on said surface of said smart card in accordance with
| SO standard(¥818 2—35 ~
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WO 96/ 07267 PCT/ US95/ 09891 33 8. The vi deo

si gnal proceasdggzeaystem of claim 7 wherein said smart Carfbﬁi{@s@b@f a
,mechani cal characteristic in accordance with |ISO standard 7816- 1.

9. The video signal processing system of claim 8 wherein said signal .
processor included in said ICis responsive to said timng signal for
processing said control signal at a second data rate for controlling
processi ng of said input data signal. 10 10. The video
signal processing system of claim 9 whergﬂﬂ said first data rate is
greater than said second data rate. 11. The video signal processing system
of claim 10 wherein said I C includes a frequency divider coupled to receive
15 said timng signal for producing a first signal at a first frequency
related to said first data_rate for cBntrolling processing of said input
data signal by said si gnBAT. oduci ng a second signal at
a second frequency rel at SHCTRL seiet ate for controlling :
processi ng of said control signalAM¥ processor. 12. The

vi deo signal pr ocSARDTOINSERTED e+ Fgﬁgﬁysai d
vi deo signal conprises a tuner for r
plurality of video signals. 25 30
' SERIAL 1/Q SELECT ' " 4
SERIAL 1/0 <= T . S5
o —— B
S2 CTRL »S2 |
+ B
R DIN 2 SI0 2
CARD 2 INSERTED o 1CARD 2
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“WD 96/ 07267 : PCT/ US95/ 09891 34
13. The vi‘gg%,a? pal processing systemof claim1l wherein ﬁlﬁl@%ﬁaﬁ? of
said video signal conprises: -nmeans for producing a first signal
“representative of said first video program and including said first signal
conmponent; 5 means for producing a second signa
representative of said second video program and i ncl udi ng said second
si gnal conponent; and nmeans for conbiniqtyggid first and second signals
representative of sai irst and second o progranms, 10 respectively,
to produce said vide including said first and second si gnal
conponents. 14. A or producing a signal suitable for coupling to
an i mage di spl ay devER nprising the steps of: 15 processi ng
a video signal in a = smart card to produce a first processed signal
said video signal includfng first and second signal conponents
representative of respective first and second vi deo prograns; processing
said first processed diwgnall in a second smart 20 card to produce a second
processed signal; pr ééégrg sai d second processed signal to provide an
i mage signal suitablb @& ¢oupling to an inage display device for producing
an i mage includi ng d&2fli%st |i nage portion representative of said first video
program and incl udi ng a &econd i mage portion
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25 representative of said second video programr 15. The method of claim
14 wherei n wWieogui7e¢y of processing said video signal in said f’é’flﬁﬁ%ﬁﬁﬁﬁt
icard conprises the step of descranbling a first scranbl ed signal conponent
“included 30 in said first signal conponent of said video signal. WO

- 96/ 07267 _ PCT/ US95/ 09891 3 5 16. The net hod of
claim 15 wherein the step of processi ng gqycqurst processed signal in said
second smart card conprises the step of descranbling-a second scranbl ed

si gnal ~conponent included in said si gnal conponent of said video 5
si gnal .
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