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ADJ\.P'l'IVE COMMCNICATION SYSTEM ENABLING DISSIMILAR 
DEVICES TO EXCHANGE INFORMATION OVER A NETWORK 

Field of the Inyention 

The present invention relates generally to 

computer networks and, more particularly, to an adaptive, 

open system architecture providing protocol conversion, 

5 verification, and translation functions enabling dissimilar 

systems to communicate over an existing infrastructure. 

Background of the Invention 

Electronic networks originally incorporated 

similar types of devices specifically designed to 

10 communicate with one another. Perhaps the earliest type of 

network was the telephone system, which allows each handset 

to communicate with other, identical handsets through a 

switch. The earliest computer networks consisted of a 

terminals which were designed to communicate with a 

15 mainframe or host computer, thus allowing numerous 

terminals to use the resources of the host. 

over the years, however, the distinction between 

computer networks and phone networks has become blurred. 

Phone networks now allow computers to communicate with each 

20 other and, networks of computers now facilitate telephonic 

communicates. Companies use internal computer and 

telephonic networks to support office functions, and these 

internal networks are further connected to the wide-area 

networks and the Internet via telephone lines or other 

25 links. such configurations allow computing and 
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communication devices to communicate with other types of 

devices across a broad range of configurations. Other 

existing network variations include cellular telephone 

networks, automated teller machines and various private 

5 communications systems used in business and commerce. 

By far the most rapidly expending network is the 

Internet, which is actually a. collection of computer 

networks interconnected by a protocol known as TCP/IP. The 

current growth of the Internet is estimated at about a 

10 million new users each month. These new users include 

sophisticated computer and business users as well as home 

owners, students and children. 

Advances in technology have added many new 

devices which can be hooked to computer networks and 

15 telephone networks including cellular telephones, printers, 

fax machines, automatic teller machines, cash registers or 

point of sale devices, and' numerous other types of devices 

with new devices being added on an almost daily occurrence. 

With all of these devices seeking to communicate with one 

20 another, security has become a more and more important 

aspect of any type of network. In a client-server 

architecture, for example, a plurality of clients are 

typically in communication with an individual server. One 

problem that arises is whether a particular client has the 

25 right to communicate with the server, and at what level of 

privilege the communication should be allowed. When 

clients are attempting to communicate with other clients, 

the problem is similar, but the security issues become more 
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communications are 

i.e. peer-to-peer 

communications. In other circumstances, the communications 

are routed through the server, i.e. from client A to the 

5 server and then from the server to client B. The numerous 

techniques for controlling access to both the clients and 

the servers and protecting the .communication between the 

attached devices have included such techniques as 

passwords, encryption and various other methods for 

10 establishing the authenticity and identity of the clients 

and the servers and other devices. 

In an effort to allow electronic or computing 

devices to communicate with one another, a system of 

addresses was devised, called IP addressing, in which sets 

15 of numbers are assigned to various manufacturers, these 

addresses being encoded into the devices themselves. Other 

sets of IP addresses are allocated to the registered owner 

of various types of networks. These addresses are 

allocated to devices which are attached to the network 

20 (i.e. , a personal computer attached to a local area 

network}. In this fashion, devices attached to the network 

can send information to other devices attached to the 

network by using this IP address. This does not assure 

that the message arrives at the desired device, but, 

25 rather / allows the initiating device to broadcast the 

message generally to the network and hopefully the 

recipient device is listening for a message with its IP 

address attached to the message. 
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Numerous difficulties have also arisen by simply 

having disparate equipment attached to a common network 

backbone. At a low level, these problems· include different 

protocols (i.e., TCP/IP, NetBUI, NetBI9S, SNA, BNA, etc.) 

5 attempting to communicate with one another. At a higher 

level, the problems include d~fferent types of encryption 

schemes, different character sets (i.e., ASCII, EBCIC, 

etc.), different electrical specifications (i.e., 802.1, 

etc.) and so forth. Along with the differences in 

10 equipment are differences in uses of the systems 

themselves, which may include banking systems, 

telecommunication systems, office networks, wide area 

networks, cellular phone networks, cable television 

networks, and various types of e-commerce usages. Each of 

15 these systems retains its own unique characteristics, even 

when opera.ting across the same medium. 

In the client-server environment, passwords are 

tyPically used to identify the clients to the server, and 

this, in turn, establishes the authenticity of the person 

20 attempting to communicate with the server. Other 

techniques for identifying oneself to the server would be 

through use of encryption. These encryption schemes have 

typically used public keys and private keys which are 

generated on the server to allow the clients to identify 

25 themselves to the server. In this fashion, the clients and 

the servers negotiate with one another prior to 

establishing a link or dialog. In order to allow servers 

to connect to other servers, typically a name server may be 
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established which lists all other servers and defines the 

privileges ·allowed between the servers. 

One system for addressing the communications 

problem between clients was addressed at MIT in a system 

5 entitled Kerberos. In this system, a client requests to a 

particular server permission to speak to another client. 

The server returns to the requesting client a key which 

that client is to use when attempting to communicate with 

the receiving client. The server also sends that same key 

10 to the intended recipient in order for the recipient client 

to identify that a communication will be arriving at that 

recipient client, and if the communication contains that 

key, then it should be safe for the receiving client to 

communicate with that initiating client. The server also 

15 instructs the initiating client of the path to follow to 

get to that receiving client. One drawback with the 

Kerberos system is that if a malicious observer monitors 

the transmissions between the initiating client and the 

server and obtains valid keys from that server when they 

20 are sent from the server to the initiating client. Other 

problems include delayed transmissions, which have been 

addressed with some success through time-stamping. 

Other systems which have experienced a great deal 

of inventive effort are banking systems, which typically 

25 include automatic teller machines connected to a central 

computer through a variety of techniques. The security in 

such systems is absolutely critical, and encryption and 

various other techniques have been used with a good deal of 
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success. Some banking systems operate on dedicated lines 

which run from the ATMs to the central computer, thereby 

simplifying the problems of security. Even with these 

security systems in place, the transmissions are encrypted 

5 and also use considerable authentication from point to 

point. 

In telecommunications, systems have been devised 

to verify the identity of the initiating phone call, verify 

the personal ID number of the person initiating a cellular 

10 call, distinguish the rights of a call initiator from a 

cell phone which is operating outside of its normal 

operating cell, perform caller identification for regular 

and cell phone telecommunication systems, block certain 

types of calls for both cellular and regular phone systems, 

15 and numerous other techniques which are currently being 

implemented. 

In the field of e-commerce or electronic commerce 

{commerce transacted over the Internet) , there are 

currently systems in place which enable secure transmission 

20 of information and to verify transactions. Systems have 

also been implemented which permit specific users to 

connect to specific sites, while excluding other persons 

from specific sites. In the present. World Wide Web 

environment, new techniques are also being developed for 

25 sending certified mail and secure e-mail, which involve the 

verification of rights to send and· the verification of 

rights to receive a particular message. 
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Each of these areas of network communication 

provide numerous benefits to the public in general, but 

each system also come with risks. One risk is that the 

information received across the network is either altered 

5 or false communications are sent directly to a receiving 

device. In systems as currently implemented, an overall -

problem is that the receiving client must be present when 

the transmission from the sending client is initiated. In 

e-mail systems, one well-known shortcoming is that the e-

10 mail is transmitted from the sending client to the server, 

and then to the receiving client. It would be beneficial 

for the message to be sent directly ~rom the sender to the 

receiver, thereby eliminating in large portion the problems 

of corruption of the message. It would also be beneficial 

15 to have a system which addressed the issues of devices 

attempting to communicate with incompatible devices where 

at least one of the devices has the ability to convert the 

communication to a compatible communication. 

20 

summary of the Inyention 

The present invention improves upon the existing 

art by providing methods and apparatus enabling dissimilar 

devices to exchange information over a computer network. 

According to a method aspect of the invention, a database 

of permissible sending and receiving devices is stored at 

25 a verification server. A first device generates a request 

send authorization signal, which is compared at the server 

to the stored database and, in the event of a 
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correspondence, a send authorization signal is generated by 

the server, enabling a message to be transmitted from the 

first device to a second device. 

However, before a complete exchange of 

5 information may occur, a request receive authorization 

signal is generated at the second device in response to · 

receiving the communication signal from the first device. 

The request receive authorization signal is compared to the 

database at the server and, in the event of a 

10 correspondence, a receive authorization signal is generated 

by the server, causing the second device. to receive the 

message from the first device. 

The method is applicable to a wide variety of 

devices, including otherwise dissimilar or incompatible 

15 devices, including personal computers, cellular telephones, 

facsimile machines, pagers, and printers. As such, the 

method may further include the step of performing a 

translation function prior to the step of causing the 

second device to receive the message from the first device 

20 in response to the receive authorization signal. The 

translation function may be related to dissimilar device 

hardware, software device protocol, network 

domestic/international communication standards, 

security, 

language 

or other factors, as appropriate. Accordingly, in 

25 accordance with a precise implementation, the data 

structure at the verification server may comprise a rule 

table including, among other information, communications 

protocols, transmit allowance, receive allowance, and 
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translation capabilities, each being stored 

device basis. 

Brief Description of the Drawings 

PCT/US99/23141 

on a per-

FIGURE 1 is a diagram illustrating a basic 

5 configuration of the invention; 

FIGURE 2 is a diagram which illustrates an 

embodiment of the invention wherein client computers 

interact with a set of server relays; 

FIGURE 3 is a diagram which illustrates a 

10 different embodiment of the invention wherein the client 

computers interact with a different set of server relays; 

FIGURE 4 is a diagram which illustrates yet a 

further embodiment of the invention wherein a different set 

of server relays communicate through each client computer; 

15 and 

FIGURE 5 is a drawing which shows a plurality of 

visual symbols that may be used to gain access to a system 

according to this invention. 

Detailed Description of the Invention 

20 Making reference now to the illustrations, Figure 

1 depicts a basic environment within which the invention 

operates, including a verifying server 12, device A 14 and 

device B 16. Devices 14 and 16 may be of any type of 

communication device, including but not limited to 

25 computers, phones, faxes, beepers, cellular communications 

devices, e-mail, and computer software. The server 12 may 
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be any type of machine capable of storing a predetermined 

or configurable database of permissible recipient and 

sending devices, along with information, including 

information gained through adaptation, as to protocol 

5 conversion, language translation, and other functions which 

might be necessary to device compatibility. 

More particularly, with respect to certain 

embodiments of the invention, the database will contain 

information as to the capability level of the sending 

10 and/or receiving devices, along with application programs 

necessary to translate the signals that may be sent by that 

device to an alternate form which may be required for the 

receiving device. The database may also contain pointers 

to other, external databases to aid the verification server 

15 in determining whether a sending devi<;::e may send to a 

particular recipient device, or whether a recipient device 

may be capable of receiving information from a particular 

sending device. The verifying server may be of any type of 

computing device such as a mainframe computer, a network 

20 server or a local personal computer configured to function 

as a server. 

The hardware interconnection between the various 

elements may represent any type of medium which may be 

required to communicate between the devices and the 

25 verification server. Such media may include telephone 

lines, fiber optic lines, off-air broadcasts of the type 

used for cellular type transmissions. In addition to the 

aforementioned media, signals may travel between the 
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devices by way of other devices or servers, though not 

specifically represented in the drawings. 

An initial step in the execution of a 

communication according to the invention takes place 

5 through device 14 as part of a request to communicate with 

device 16. In particular, device 14 generates a request­

to-send CRTS) authorization signal which is transmitted to 

the server 12. This RTS authorization signal contains 

information which indicates to the verifying server that 

10 device A desires to communicate with a specified recipient. 

In this embodiment, the signal indicates to the verifying 

server that device 14 wishes to communicate with device 16. 

As discussed elsewhere herein, the verifying server 

preferably contains the information required to analyze the 

15 RTS authorization signal. This information is contained in 

a database which contains the set of permissible recipient 

devices for device A. The database also contains 

information related to device 16, including the types of 

messages that device 16 is capable of receiving. 

20 When the verifying server determines that device 

A may communicate with device B, it generates a send 

authorization signal which indicates that device A may 

communicate with device B. The send authorization signal 

may also contain information which informs device A whether 

25 any translation of the data to be sent to device B is 

required. The procedure actually utilized to perform a 

required translation may reside with the server, with any 

of the devices wishing to communicate, or elsewhere on the 
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network, even in distributed form, so long as the necessary 

components may be accessed and used to perform a required 

operation. For example, an entire translation process may 

be fully resident on a sending device, such that, given a 

5 relatively simple indication from the verification server, 

a message may be sent in translated form, assuming 

requisite authorization as discussed elsewhere herein. 

However, numerous alternatives to this basic procedure 

exist. For example, the server may alternatively download 

10 a script to a sending (or receiving) device, enabling that 

device to perform a function, or a group of functions, 

required for a particular translation. Such a script may 

be a high-level set of commands, or a low-level set of 

mathematical functions enabling, as one example of many, 

15 the use or modification of an encryption key having a 

particular bit length, to be modified in accordance with 

encryption software based upon a different type of key. 

Scripts of this type may be provided to a receiving device 

as well or, depending upon the circumstances, may be 

20 delivered to ascending and receiving device 

coordinate a function therebetween. As yet 

so as to 

a further 

alternative, the verification server may provide a sending 

or receiving device, or both, with addresses of other 

locations accessible through a network through which 

25 appropriate functions may be downloaded to perform any 

necessary translations. 

With respect to this aspect of the invention, the 

term 11 translation11 should be taken to mean any service of 
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manipulation of the data required to ensure that two (or 

·more) device communicate effectively. Thus, translation 

could include one or more conversions with respect to 

dissimilar hardware, software, or any combination thereof. 

5 There are at least two major process through which this 

translation may be performed. The first is by the 

verification server itself, either automatically with 

stored rules, or through one or more techniques learned or 

perfected through adaptation. As one example of many, 

10 assume that an RTS authorization request includes some 

content which is unrecognizable by the verification server. 

Such adaptation may utilize external databases or 

apply the results of self- or outside-initiated trial-and­

error experimentation. For example, if the verification 

15 server is interconnected to the World Wide Web by way of 

the Internet, the server may automatically generate queries 

to other Web sites based upon keyword found in the RTS 

authorization signal. If a solution to the particular 

transnational problem is identified, the communication may 

20 proceed, in which case the server may inform some or all of 

the participants that a particular translation algorithm 

was used for future reference. In any case, the procedures 

required for translation may be stored or further modified 

for future use. 

25 As a alternative, especially if, or when, a 

particular communication request is complex or highly 

sensitive, the sending device may perform any necessary 

translation in advance, then educate the verification 
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server, or the recipient, or both, as to the procedures 

which must be carried, out in the future to ensure accurate 

and reliable correspondence. 

In all cases, when the verifying server receives 

5 the request to receive authorization signal, a compariso~ 

is executed against the database to determine whether 

device B 16 is allowed to receive communication signals 

from the sending device. If the verifying server 

determines that device B is allowed to receive the 

10 communication signal from device A, the verifying server 

sends a receive authorization signal to device B. Upon 

receipt of the receive authorization signal, device B will 

begin receiving communication signals from device A 14. 

With reference now to Figure 2 an alternative 

15 embodiment is shown. One difference between the first 

embodiment of Figure 1 and that of Figure 2 is the 

interposition of server relays placed between the client 

devices and the verification server. The positioning of 

these server relays between the clients and the 

20 verification server is to enable the clients to communicate 

with one another but to hide the location of the 

verification server from the clients. The positioning of 

the server relays also prevents other outside parties from 

monitoring communications between the verification server 
. . 

25 and the clients to appropriate the information in those 

communications for unwanted purposes. 

In Figure 2, when client A desires to communicate 

with client B, client A generates a request send 
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authorization signal as seen in the preferred embodiment 

and transmits that signal to server relay 18. By 

interposing the server relay between the client and the 

verification server, the location of the verification 

5 server may be hidden from client A while still allowing 

full operability. 

The server relay 18 transmits the request send 

authorization signal to the verification server 12, which 

operates as in Figure 1. However, although the 

10 verification server determines whether the request send 

authorization signal is within the database of permissible 

recipient devices, the send authorization signal is 

transmitted to server relay 20 which retransmits the send 

authorization signal to server relay 18 which in turn 

15 transmits the send authorization signal to client A. These 

additional intermediate steps are operative to increase the 

security of the 

medium is used. 

information transmitted over whatever 

As in the case of Figure 1, client A sends a 

20 communication signal to device B, which may be directly or 

via any available pathway between client A and client B. 

Client B receives the communication signal from the device 

A it generates a request receive authorization signal which 

is transmitted to server relay 24. Server relay 24 in this 

25 embodiment retransmits the request receive authorization 

signal to server relay 22. Server relay 22 retransmits the 

request receive authorization signal to the verification 

server 12 which has in the first preferred embodiment 
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determines.whether the client 16 is authorized to receive 

communication signal from client A. In the event that 

client B is allowed to receive from client A, a receive 

authorization signal is .sent to server relay 24 which in 

5 turn retransmits the receive authorization signal to client 

B. Client B then begins receiving communication signals 

from client A. 

The invention solves problems associated with 

communication between various disparate types of devices by 

10 allowing one ID that all equipment can know for each device 

used for communication. Through the use of one ID, the 

system can find out the capabilities of the receiving 

device from the verification server. It also solves the 

problem of delivering communications to a wrong party by 

15 making both device A and device B request permission from 

the verification server. To expedite communications, the 

verification server may contain a preset list of allowable 

devices. 

The invention also solves certain problems 

20 caused by delayed communication. These delayed 

communications can be send and verified that the proper 

device received it. By allowing the verification server to 

access other databases as discussed elsewhere herein, the 

information required for a particular communication need 

25 not be all maintained on the verification server but the 

verification server can access the information which may 

change (i.e. a phone number or a IP address). These 
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updates can be made in such a fashion that they are 

invisible to both sending and receiving clients. 

Another benefit of the invention is that the 

system can be used to verify that a particular device is 

5 located in a particular country and to use this information 

to prevent critical information from falling into the wrong 

hands. The United States and other countries have rules 

and regulations based upon what type of information can be 

exported {i.e. encryption software). Information such as 

10 this, would be the type of information maintained on the 

verification server and when the verification server 

receives a request send authorization signal, the 

verification server would deny the authority to the client 

to send said -information to the receiving client. An 

15 additional benefit is achieved through the control of use 

of software by means of verifying each time the program or 

device is run, the device is allowed to use, based upon 

registration information based in the data base on the 

verification server. 

20 The invention realizes further utility through 

the maintenance of information regarding diversion of the 

devices so that the device upgrades can be offered for 

devices that are considered to be out of date. Unlike the 

previously known methods for communication and verification 

25 between devices, the invention can provide required 

functionality in a more efficient and economical fashion 

and also provide security features which have been 

heretofore impossible. 
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Figure 3 depicts another alternative embodiment 

of the invention which accommodates a further isolation of 

the clients from the verification server. This 

configuration is similar to that shown in Figure 2 in that 

5 server relays are implemented between the respective 

clients and the verification server. In this particular 

embodiment, client A need only be aware of one server relay 

19 in order to receive the authorization from the 

verification server. Client A sends an RTS authorization 

10 signal to server relay 19 which forwards the request send 

authorization to server relay 18. 

In this fashion, neither client A nor server 

relay 19 need know the location of the verification server 

12 . Server relay 18 forwards the request send 

15 authorization signal to the verification server which 

·determines based upon its data base a permissible recipient 

and sending devices whether the request send authorization 

signal is within said data base and if it is within that 

data base, sends an authorization signal to server relay 20 

20 which forwards said send authorization signal to server 

relay 19. Server relay 19 forwards the send authorization 

signal to client A which will begin sending the 

communication signal to client B. Client B upon receipt of 

the communication signal sends a request receive 

25 authorization signal to server relay 22 which forwards the 

request receive authorization signal to server relay 23. 

Server relay 23 then forwards the request receive 

authorization signal to the verification server. The 
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verification server then compares the request receive 

authorization signal with the data base of permissible 

sending devices for client B and if that signal is within 

said data base, 

server relay 23. 

sends a receive authorization signal to 

Server relay 23 merely relays the receive 

aut~orization signal to server relay 24 which sends said 

signal to client B. 

According to the embodiment of Figure 3, neither 

client A nor client B has direct communication with any 

10 server relay in direct communication with the verification 

server. A heightened level of security is accordingly 

available for transmissions. An additional level of 

security is provided in that the location of the 

verification server is not known by either client A nor 

15 client B, yet the entire functionality of the invention 

remains available to either node. 

embodiment 

available. 

Figure 4 depicts yet a further alternative 

wherein additional security features are 

In this embodiment, for both client A and 

20 client B, the sending and receiving communication paths are 

totally isolated from one another, thereby guarding against 

unwanted monitoring of communications. By separating the 

transmission and reception paths, a person seeking to 

monitor the signals being sent and received has a much 

25 greater task ahead of them. Monitoring just one of the 

paths would not give an intruder the information needed to 

mimic the signals and attempt to undermine the overall 

security of the system. 
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!n this embodiment, as shown in Figure 4, client 

·A initiates communication by sending a request send 

authorization signal to server relay 18. Server relay 18 

forwards the request send authorization signal to the 

5 verification server. The verification server compares the 

signal with the data base of permissible recipient devices 

and if the request send authorization signal is within the 

permissible set of recipient devices, the verification 

server sends a send authorization signal to server relay 

10 20. Server relay 20 then forwards that send authorization 

signal to client A. Client A then begins sending 

communication signals to client B. 

When client B receives said communication signal 

from client A, client B sends a request receive 

15 authorization signal to server relay 22. Server relay 22 

then sends said signal to the verification server 12. The 

verification server then compares said request receive 

authorization signal with. the data base of permissible 

sending devices and generates a receive authorization 

20 signal whenever said request receive authorization signal 

is within said data base of permissible sending devices. 

The verification server sends the receive authorization 

signal to server relay 24 which then forwards the signal to 

client B. 

25 It should be noted that the verification server 

employed in all embodiments of the invention are capable of 

communicating with external data bases such as the news db, 

fax db, chat db, video db and phone db in order to acquire 
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the inf orrnation required to determine whether a translation 

is required by the sending client. 

It is also envisioned that the verification 

server is capable of doing reverse type translation 

5 analysis. That is, when a verification server receives a 

request to send authorization signal, the verification 

server is capable of determining whether the receiving 

client is capable of translating the communication signal 

sent by the initiating client in order to interpret the 

10 communication signal sent. In accordance with this 

modality, client B is not entirely reliant upon the 

translation capabilities of client A. 

In conjunction with the various authorization 

aspects described herein, this invention contemplates the 

15 use of a novel password system, which will now be discussed 

with reference to Figure 5. This figure shows an 

arrangement of visual symbols, specifically, a matrix of 20 

Egyptian hieroglyphics. It should be understood at the 

onset, however, that this aspect of the invention is not 

20 limited to the use of these particular symbols, or the 

arrangement shown, insofar more or fewer symbols may be 

utilized in alternative arrangements. Thus, in place of 

hieroglyphics, geometric symbols, colors or any other type 

of picture may be used. Indeed, as will become apparent 

25 from the discussion below, sounds may alternatively be 

utilized in place of pictures. In addition, although only 

one level of symbols is presented in Figure 5, as discussed 

below, the activation of one symbol may, in fact, lead to 
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a new level, such that the system assumes a three­

dimensional matrix. 

In a pref erred embodiment, when a user at a 

computer is attempting to gain access to the system, 

S whether at the location of a sending device, receiving 

device, or a verification server, for that matter, he or 

she is first presented with a nblank slate," which is 

preferably in the form of a stone-like surface appearance 

with none of the symbols (or sounds) being evident. 

10 Certainly other backgrounds in addition to a stone-like 

appearance may be used, including a totally blank screen. 

However, as the user moves a pointer around the screen 

using a mouse or other such device, the symbols begin to at 

least temporarily. appear when the position of the pointer 

15 coincides with the position of an underlying symbol. 

Authorization is provided by a clicking on a particular 

number of symbols, preferably in a particular order, as 

they become visible through the movements of the pointing 

device. As a further aid in user verification, a new 

20 arrangement of the symbols, or an entirely new set of 

symbols is presented each.time a user wishes to gain access 

to the system, so that an unauthorized user cannot simply 

memorize the character positions while watching an 

authorized user can access. 

25 The password system just described is preferably 

utilized in conjunction with an identical code, and the 

code and the password are then compared before user (or 

device) approval. This ID code may be gathered in a 
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variety of ways, including the usual inputting of a user ID 

code prior to downloading the password symbols or, as an 

alternative, the registration of a machine number which is 

then automatically used to generate a set of symbols (or 

S sounds) containing the items which a user then identifies 

for complete authorization. The visual or audio items may · 

be generated on a random or pseudo-random basis, so long as 

the resulting arrangement includes the symbols associated 

with a particular user required for verification. 

10 We claim: 
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1. A method enabling dissimilar devices to 

exchange information over a computer network, comprising 

the steps of: 

storing a database of permissible sending and 

receiving devices at a verification server; 

generating a request send authorization signal at 

a first device; 

comparing the request send authorization signal 

to the database at the server and, in the event of a 

10 correspondence, generating a send authorization signal; 

sending a message from the first device to a 

12 second device in response to the send authorization signal; 

generating a request receive authorization signal 

14 at the second device in response to receiving the 

communication signal from the first device; 

16 comparing the request receive authorization 

signal to the database at the server and, in the event of 

18 a correspondence, generating a receive authorization 

signal; and 

20 causing the second device to receive the message 

from the first device in response to the receive 

22 authorization signal. 

2. The method of claim 1 wherein the first an 

2 second devices are selected from the group consisting of: 

personal computers, cellular telephones, facsimile 

4 machines, pagers, and printers. 
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3. The method of claim 1, further including the 

2 step of performing a translation function prior to the step 

of causing the second device to receive the message from 

4 the first device in response to the receive authorization 

signal. 

4. The method of claim 3, wherein the 

2 translation function is related to dissimilar device 

hardware. 

s. The method of claim 3, wherein the 

2 translation function is related to language. 

6 • The method of claim 3, wherein the 

2 translation function is related to software device 

protocol. 

7. The method of claim 3, wherein the 

2 translation function is related to international 

communication standards. 

B • The method of claim 3, wherein the 

2 translation function is related to network security. 

9. In a network involving a plurality of 

2 devices, a method of providing secure and reliable 

communications between a device A and a device B, 

4 comprising the steps of: 
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providing a_ verification server; 

6 seeking permission ·.to send a communication signal 

from device A to device B· by sending a request send 

8 authorization signal to the verification server; 

determining whether said first device may 

10 communicate with said second device and, if authorized to 

do so, by transmitting a send authorization signal to said 

12 first device; 

receiving the send authorization signal at the 

14 first device and transmitting a communication signal to 

said second device to establishment communications 

16 therewith; 

seeking permission to receive the communication 

18 signal at device B by sending a request receive 

authorization signal to the verification server; 

20 determining whether the second device may 

communicate with the first device and, if authorized to do 

22 so, transmitting a receive authorization signal to the 

first device from the verification server; and 

24 receiving the receive authorization signal at the 

second device and processing the communication signal 

26 transmitted by the first device. 

10. The method of claim 9, wherein the first and 

2 second devices are selected from the group consisting of: 

personal computers, cellular telephones, 

4 facsimile machines, pagers, and printers. 

liii~f 
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11. The method of claim 9, further including the 

2 step of performing a translation function prior to the step 

of causing the second device to receive the message from 

4 the first device in response to the receive authorization 

signal. 

12 . The method of claim 11, wherein the 

2 translation function is related to dissimilar device 

hardware. 

13. The method of claim 11, wherein the 

2 translation function is related to language. 

14. The method of claim 11, wherein the 

2 translation function is related to software device 

protocol. 

15 . The method of claim 11, wherein the 

2 translation function is related to international 

communication standards. 

16. The method of claim 11, wherein the 

2 translation function is related to network security. 

17. The method of claim 11, further including 

2 the steps of: 

iiitmr 
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providing, at the verification server, a data 

4 structure comprising a rule table including, with respect 

6 

8 

to each device: 

protocols, transmit allowance, receive allowance, 

and translation capabilities; and 

determining whether the communication signal may · 

be sent by the first device and received by the second 

10 device in accordance with the data structure. 

18. An adaptive communication system enabling 

2 dissimilar devices to exchange information through a 

verification server, comprising: 

4 means enabling a first device to generate a 

"request send authorization signal"; 

6 means for the verification server, in response to 

the receipt of the "request send authorization signal 11
, to 

8 compare said "request send authorization signal" with a 

predetermined database of permissible recipient and sending 

10 devices, and for generating a 11 send authorization signal" 

whenever said "request send authorization signal" is within 

12 said database; 

means for causing the first device, in response 

14 to the receipt of the "send authorization signal," to send 

a "communication signal" to a second device; 

16 means for causing the second device, in response 

to the arrival of communication signal from the first 

18 device to generate a 11 request receive authorization 

signal"; 
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20 mea:ds for causing the verif i6ation server, in 

response to the receipt of the 11 request receive 

22 authorization signal", to compare the "request receive 

authorization signal" with the database, and to generate a 

24 "receive authorization signal" whenever the "request 

26 

receive authorization signal" is within the database; and 

means for causing the second device, in response 

to the 11 receive authorization signal, 11 to receive the 

28 communication signal from the first device. 

19. The system of claim 18 wherein: 

2 the first and second devices are selected from 

the group consisting of: 

4 personal computers, cellular telephones, 

facsimile machines, pagers, and printers. 

20. The system of claim 18, further comprising: 

2 a data structure within the verification server 

including a rule table containing protocols, transmit 

4 allowance, receive allowance, translation capabilities in 

conjunction with each device. 

21. In a distributed communications environment 

2 comprising at least one server device and a plurality of 

network devices wherein the network devices and server are 

4 linked together by a communications network, a method of 

communications, comprising the steps of: 

iiiiif 
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6 storing a capabilities data structure on the 

server device representing a rule table, the capabilities 

8 data structure including, for each network device, 

protocols, transmit allowance, receive allowance, 

10 translation capabilities; 

generating, by a first network device, a request 

12 to allow transmission of a message to a second network 

device; 

14 transmitting the request to a server device; 

receiving the request, by the server device; 

16 comparing the request with the capabilities data 

structure for the requesting network device and determining 

18 whether the request will be granted; 

generating a response; 

20 transmitting the response to the first network 

device; 

22 receiving the response by the first network 

device; and 

24 acting, by the network device, upon the response 

from the server device; 

26 whereby the first network device transmits the 

message to the second network device if the server device 

28 determines that the first network device is allowed to 

transmit the second network device and the second network 

30 device has the correct protocols and translation 

capabilities to receive the message. 
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1. A me'thod enabling devices to exchange infonnation over a computer 

2 network, comprising the steps of: 

storing a database of permissible sending and receiving ~eviccs at a 

4 verification server; 

generating a request send authorization sig.nal at a fir.st device; 

6 comparin& ·the request send authorization signal to the dalllbase at the server 

and, in the event of a cottespondence, generating a send authorization signal; 

8 sen.ding a message from the first device to a second device in response to 1he 

send authorization ·slgnal; 

l 0 generating a request receive authorization signal at the second device in 

response to receiving 1be communication signal from the first device; 

12 comparing the request receive authorization signal to the database at the sener 

and, in the event of a correspondence, generating a receive authorization signal; and 

14 causing the second device to receive the message nom the first device in 

response to the receive authorization signal. 

2. The method of claim 1, wherein the f.IJ'St device and the second device 

2 are selected from the group consisting of: computers, cellular telephones. facsimile 

machines, pagers, and printers. 

3. The method of claim 1. wherein the first device and the second device 

2 are dissimilar, and the method further includes the step of performing a transJation 

ftmction prior to the step of causing the second device to receive the me.~sa.ge from the 

4 first ~vice in response to the receive authorization signal. 
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4. The ~ethod of cJaim 3, wherein the first device and the second device 

2 are dissimilar in ~s of their hardware, and wherein the step of performing the 

translation function is related to the hardware dissimilarity. 

s_ The method of claim 3, wherein the first device and the second device 

2 are dis.111imilar in terms of the languages which they recognize, and wherein the step of 

perfonning the translation function is related to the language dissimilarity. 

6. The method of claim 3, wherein the first device and the second device 

2 are dissimilar in terms of the softw~ device protocols which they utilize, and 

wherein the step of pcrfmming the translation function is relatlld to the dltrerence in 

4 software device protocol. 

7. The method of claim 3, wherein the first device and the second device 

2 are dissimilar in termS of an international communications standard, and wherein the 

step of perfonning the translation function is related to the difference in the 

4 international communications standard. 

8. The method of cl~im 3, wherein the first device and the second device 

2 zirc different in terms of network security, and wherein the step of performing the 

ttaDslation fimction is related to t'he difference in network security. 

9. In a network involving a plurality of devices. a method of providing 

2 secure and reliable communications betWeen a device A and a device B. comprising 

the steps of: 

iliifU1r 
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4 providing a verification server; 

seeking permission to send a communication signal ftom device A to device B 

6 by sending a request send authorization signal ftom device A td the verification 

server; 

8 determining whether device A may communicate with device B and, if 

authorized to do so, 'transmitting a send authorization signal to device A~ 

10 receiving the send authoriz.ation signal at de\'ice A. and transmitting a 

communication signal to device B to establish communications therewith; 

12 seeking permission to receive the communication signal at device B by 

sending a request receive auth<>ri.za.tion signal from device B to the verification server; 

14 detennining whether device B may communicate with device A and, if 

authorized to do so, transmitting a receive authorir.ation signal to device 'B from the 

16 verification server; and 

receiving the receive authorization signal at device B and processing the 

18 communication signal transmitted by device A. 

10. The method of claim 9, wherein device A and device B are selected 

2 fror.n the group consisting of. 

personal computers, cellular telephones. facsimile machines, pagers, and 

4 printers. 

11. The method of claim 9, ii.uther including the step of performing a 

2 translation function prior to the step of causi11g device B to receive the message from 

device A in response to the receive authorization signal. 
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12. The method of claim 11. wherein the first device and the second dCYice 

2 are di_sshnilar in tcnns of their hardware. and wherein the step of performing the 

translation function is related to the hardware dissimilarity. 

13. The method of claim 1 l, wherein the first device and the second device 

2 are dissimilar in tenns of the languages which they recognize, and wherein the step of 

perfonning the transJatiott function is related to the language dissimilarity. 

14. lbe method ofclaim 11. wherein the first device and the second device 

2 are dissimilar in terms of the software device protocols which they utilize, and 

wherein the step of performing the translation function is related to the difference in 

4 software device protocol. 

15. The method of claim 11, wherein the first device and the second device 

2 are dissnnilar in terms of an international communications standard, and wherein the 

step of performing the translation function is related to the difference in the 

4 international communications standard. 

16. The method of claim 11. wherein the first device and the second device 

2 are different in terms of network. security, and wherein the step of perfonning the 

translation function is related to the difference in network security. 

17. The method of clabn 11, turther including the steps of: 

2 providing, at the verification server, a data srructure comprising a rule table 

including, with respect to each device: 
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protOcolS, transmit allowance, receive altowanee. and translation capabilities; 

and 

6 der.erm.ining whether the communication signal may be sent by the .first device 

and· received by the second device in accordance with the data structure. 

18. An. adaptive communication system enabling dissimilar devices to 

2 exchange infonnatlon through a verification server, comprising: 

means enabling a first device to generate a "request send authorization signal"; 

4 means for the verification server, in response to the receipt of tbe "request 

send authorization signal", to compare said "request send authorintion signal" with a 

6 predetennlned database of pennissible recipient and sending devices, and for 

generating a "send authorization signal" whenever said "request send authorization 

8 signal" is within said database; 

means for causing the fttst device, in response to the receipt of the "send 

l 0 authorization signal, 11 to send a "communication signaln 10 a second device; 

means for causing the second device, in response to the arrival of 

12 communication sign.at from the first device to generate a "request receive 

atJ thorization signal"; 

14 means for causing the verification server. in response to the receipt of the 

"request receive authorization signal", to compare the "request receive authorization 

16 signal" with the database, and to generate a "receive authorization signal" whettever 

the "request receive authorization signal" is within the database; and 

18 means for causing the second device,. in response to the "receive authorization 

signal," 10 receive the communicati<>11 signal from the first device. 
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transmitting the message from the first network device to the second network 

16 device if the response from the server device indicates that the capabilities of the first 

network device are compatible with the capabilities of the second network device. 
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