;" #$Y%e3e" C<<=| ?v?B6BT" Cs83 WD 02/ 054175 PCT/ US01/ 49529 QUAD AWARE LOCKI NG
PRIM TI VE Technical Field This invention relates to a nethod and system for
ef fici entw@ obamdls ng hi gh contention 5 locking in a nmulti RCIENSE9529 Mor e
specifically, the processor s of the systemare organized in a hierarchical
manner, wherein granti ngQIABA WHRE LpEKING PREMITEVE processor is based
upon the hierarchy. Background Art 10 Mil ti processor systens by definition
contain nultiple processors, also referred to herein as CPUs, that can
execute nultiple processes or nul tT&hﬁi&hFﬁﬁfs wi thin a single process

si mul taneously, in a manner known as parallel conputing. In general,

mul ti pr ocesskis Byshtemsrekies toh enethdd dndl sgstpmdoesffieenidy harhiliag disglf @siteation han
-cony, nbi nal . uni}c')1 ocessor &ﬁten& that can execut & .progr ams_ sequen ially.
The “act NG F BRHRRAEssok Moraspecifically (hmBiopesos O Hie sy are PrefBizeL it Hr s,

i ncl udi i nar I~k

Pl L o e B e RO Bl WD e

ar chi t dadracy.of the particular multiprocessor systemat hand. The degree to
whi ch processes can be executed in parallel depends, | t he extent
to which they conpete for exclusive access to shared lmumwmmwﬂmr ces. The
architecture of shared nenory mnul rlfan( aRac{Systens may | assified by
how their 20 nenory is physically organized. "I n distributed shared nenory
(D9 nechi vsltiptdvessoe BBlems iy dbfivitiatdniio milihld fIDHcEyS] 4180 teferpddre ddrenear
one or nore processors, typically on a processor node. Al though all of the
nenor y a6dHe thahean eeswa mujtiple peosessss er myltiplobeesdowithirn single peodedcal menory

access GsBh i LBbabATRMA AR MRl RS’ 20 8RR PERBARI PRI ) o

non- uniekedut? ARMEI1Y pAeeResordhreadMiMEr fas RbMmtiofd uhipeodRbdde kysianélthat ¢hn
centralized shared nenory nmachi nes the nmenory is physically in one

| ocat i gxecuteprogsmysequestialird Therival peeppuanse advaatage dnd fuagtiompf @ nvmberalr y
access VA) . hi nes .because .the nmenorv i.s.equi.di stant Jin ti.nme for.each of
et pr SRy eSS pOR Rk RS Sl B bl B P
caches prices@RicHNBE ERuik il pAfBilel 208 TR MchifechRéBE@e PrRcUlal RinldipBBesstQydiBg use
of NUMA architecture to increase performance is not restricted to NE’JI\/A

machi néshanl. SThesdagrasfto phigheproenssesican a edpantaddn phraelndepedsainepaat, ondlee. |1 n
such an_arrangenent. even thou the menory is equidistant from all
processe%ﬂ%g'l,E %d‘gﬁlgﬁgl?ﬂ cgp}pgﬁ"fg{ %X%tl]umwcfﬁgg?@gﬁ@lﬁ PO YS29 anong t he
cache- shar T RENEBESOSShhRIIEEmdry ruliipdbésior sQ¥RMms By Ass13a by ABRNMeik he
ot her processors in the machine. gorl?hms t hat enhance the performance of

NUMKO namgenryds physicaly orgasizagdhidissribwedshargd meinpryd DSMomachimdsethe trhemoriias a

subset of. ocessar pth Lower |atencies. These include not only the noted
NV a v GRL PEGEEAb RS PhistnlReBeed fos 2he 6 et el o hgn £ iseessor

pr oces @48, ARMURhAITT thedthebs hohRed aﬁr@%ldb@% fccBSsitE d prodesitiah R8s

i nterconnects that "fan out” "(typically in 'hierarchical fashion) to the

pr oc es sug1goryAnsitsonide ifaderthansremete mempry afesthepmodes. Mekausp thecmemory aspessdime i s
process,. synchroni zati on.. The degree to which processes.can be executed in
par al | SHTHE BaTeaor Hemar logiop eh Fyusts w1 ticeliod SRy IR P ETPR 6 usi ve
accgss (NUMAIHRRhFREOOY tHLSRMHARS, in kehtr A8l Led IhEmBMnﬁ’élﬁﬁe%ﬁﬁ@ﬁleﬁioiL;Pisa” d B
are executing in parallel, process B mght have to wait for process ‘Ato

i ncr emphyysigalfyoinrneledative Ganorbss! Basdrmaory semptitersGird ealividsmifoam maaeory

condition ¢ occyr, ere process B m ght, access the cou r before
ot oces seges MR ineSBBe Tk IrRrom S cARiOE! 1 (EuR Y P By BREESOR.
synchr g 3 brTRGAGY o3 RiAfin lsyﬁ@aang e ﬁll%h.ceggggdrdabhés hie oA Wikl QGRS S

executi on. These mecﬂgnl sSns | ncl’dde fut ua clusion [ ocks, condition
.var i ablmemoxycdumedueg esentiphtimes, and 15 reader-witer |ocks. A nutual

exc]l usion lack all |y t.he processor holding the |lock to e te an
ass% iated a QW.O?W%%‘PEEQE%&J“F@a%ﬁf ITRATH 5 At r?ﬂ'&?tﬁgﬁjﬁ%MK, itis
-grant eqna&nﬁéaa{a SBHQF BPHAkesSH i EJW mdh e mdY BERSSAERe. I8 SidH 49 the | ock

must walt unti e processor wt
arrangement, even though the memory is equidistant from all processors, data can circulate
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the lock releases it. Operating systemkernels require efficient |ocking
primtives to enforce serialization. 20 Spin | ocks and queue | ocks are two
comon sewOakoxari on nechani sns. I n addition to scal abi |l i tRCTAHG1/492P ci ency,
interruptability and fairness are desired traits. Because of atomcity
requi r emeng she aachdrshadngproctsaoms fasterr(ae.swith leweylatondy) yhanewmsingltles ather ent er i ng

a critical sectipn that i | at es nory. Additionally,  enabling the
Chr ead RGPeBON FBT MggnaE BEPILTE ERETHEICE HirgP Frans 0t ot BreiEd e
res ponﬁhﬁ’sed%%; 1 alh? xﬁﬁﬂﬁgﬁi&&& ﬁ@fe‘ﬁ{ {3 -a s@BsefoP PioBeds B KyiltSlode S latBk fes.
construct th uses the cache colierence nmechanismitn a nultiprocessor
syst emThesginoiude hotade g tovedNUMA andbhassktdche mashingy bubdlsesmachihesokhere

i npl enment ati on has two phases, In the spin phase, the waiting conputation
agent s MYlEpleProgestass shagg & s of bugsinterfage ép%%\@@f %wgwesawgh wgqf%or@lﬁ%gl?an ock

vari abls ' d : { Lo utation agents all try to
-atom caﬁnyduﬁngﬁgﬁm%%eggﬁnggﬁasé}g% t?’?{oer#?%g%;vgfgi | able to the held state.
The one 30 Qorighifighntdssuede e debigh of undtgrosessor syhiess Haseeshamcmonizatbn.of t he

| ock; the others go back to the spin. phase, The transition fromthe spin
to the d§msaice tcpwgs?él nracesspsicpabe gxsticq 1 Raralledderensisde patt en dhecident F%ka?@k by
mar ki n i i z h. P =4.9629
Spin | ggégcwg\%ﬁo\\/{\gﬁﬁgﬁkg%‘%\%/gnpggéerg&h]t%ﬁlgsy ?egéﬁc%%gﬁ?xé@l?’elw ioﬁ%%%si'gns

t o 10mla@a®ndre aRstutiRg Yn parall€agriobess BamiginRelelto vt fonpeessd Pt tdihaeméhita C@RInG

di sadvant age of spin |locks is that they do not scale well. The conpete
phase dwfore pipsessdp gan aqcessnt. Qibervdse: p &ife spnditien egid epsus sEe MReSss B mighfe

nunber of cqnputation. agents si t aneousl.y . t [ e |.ock.
Spin 1 okt FRRARle ReoRERLEe 2 B3 4 ARG Pt AT Tt qRECHP IR bRfests
addi ti cs@ncrﬁbrn@ﬁidnhﬁedt@ﬁisnisSar@?'ovzale@ essotol the Bi @ of BrdcBssldxeaitionThdse st out
(FIFO order, spin locks are typically not fair. Accordingly, there is a

need f onechariomp incdydegysiuahexsbistoniletksgecanditionpladiables ceuribresseanpheresenthiod of

produci ng, hi gh- perfor,mance, paral |l el .pr.ogra Q i nt ai n, hi egrees of
ety oA PGS ATRACRLERI Rimprd R i g e R Ut o

Wt hin dxBest€ b hiseaihted ABtibR Wheﬂ@pﬁb&ﬁ&*&ﬁ«?hd@%ratmﬁﬂuﬁm%msiﬁqb@@&q§ glangall tbt v,
there is a need for a locking primtive fhat pronotes critical-section data
| ocal i tthatypiredesser exelgsivelynOtien progessets degivikg thy lackymubt Wik ugildkeproesssorevdh n

pr ormtet CiPi F(i_ al s%cti on data locality while producing significant

system P% & 1?‘:]8?5%} mmance benefits. 15 Disclosure of the Invention It is
theref ore ampgbifift sysfend Kendi§ YeRRirk efficiedt RIcRMioGRinfiflvéstbRIFd#E delh®zdiioak and a
met hod of granting a |lock to a ‘processor in a nultiprocessor conputer
sys2@m Spin lacks and quenhdockslapeto esimméreserializationanechanismga ki additidago geadalityor s

in a hierarchical. manner, ,and .grant the l.ock tg a sub uent processor
based VRURTISEaRE R Y ent iHeSee o res ke PeSuSeSEathRgy HBeReae!

i nvent i ofydad nfay TRivBerd¥e i@ fridritPRVEMRGE Ehiehfy Rl QebiRAthAhdnffideg I n a
mul ti processor “conputer system” Primtives for conditionally an
uncondimemoryl | Kdditiqualtyi, egabding dlekthreaddo be mtérmiptéd/ehiloit ivweiong farithnkck y

rel easing a Igﬁ:k are sel ect ?F for either acquiring or releasing the |ock.

I n addi PFERes N IEPRARSIERFSAGT G SYSBRAEHEER 0 prevent races between | ock
acags st t10nsa 36 168l 83emdle doffnlcPR LA 1R AERURIBLenBE REERRRIPIn AN 2
i l ock to

handoff flag i npl ement to grant a a processor requesting an
uncondi mubipedcessoc kyster o eonprod eessDo arceitiualseetivg. A cypichl spiodedk inpismentatac ond

aspect of the inveption |{s_a nultiprocessor conmputer_system designed to
accommoRst¥O PBRses-o B ihE SPH% RIASE, FieV# iRk COUBPHIaHAT 4851{Sofok Fﬁ%}“&%ﬁﬁ%&e PRI Ofhe
system | MHidd1Y Bfobh bl | | NeitAg EqRpidhdignal
| ock ac%giﬁé%kflgo}ﬁ Q{gﬁrﬁnﬁﬁ %I?ge alﬂgcgﬁﬂg%feuggg% |0? %ﬁa‘?ﬂaﬁ%% ac q1 u% S(IS}?F]L:‘)%] '
Lprim tiyentslatl teddi diomieally hedify stiecotk narlabibefSormn tigr awiilableao therhedthstate. The one
30 computation agent that succeeds in this phase has control of the lock; the others go back to the
spin phase. The transition from the spin to the compete phase is initiated when the lock holder

releases the lock by marking the lock variable as available.




uncondi tional |ock release. The systempreferably includes a rel ease flag

for preventing races 3 WO 02/ 05. 4175 PCT/ USQOL/ - 49S29 between a | ock

acqui si tivea oxn#1z | ock rel ease, and a handoff flag for gr®aVusg1/a92ock to a

processor requesting an unconditional |ock froma processor requesting a

condi ti onal Spaclocksthdveitwd mxipadvantdges: eyl rogdrd ordy a ifow astractions teimplagentsi ng

a conput er-readabl.e si.gnal bearin dium wth | tiple processors

oper at iaﬁg they alr"h%aSHiéQF%g‘?e HZ’%‘P‘FY"&“@?‘?- nﬂﬁf&%@ C{o{sag“-} Htagsi afispm lpglks 15 3L Be¥ ng

the | oclonoMRSieha).t Phe Pohpird biRe! b L ehRIGH

or gani zatnlogg\t%of atl' Jlre%st' légcgng E%F cﬂéea%gggglgglg%}ttscgn%Egoﬁélf%étsgg\}gﬁ%hgﬁsuw eesfl a

condi t iadagk nhobkr efoguipsitdtionrngesn sinndanebusiyanampt acacqaicelthedodk. Bpin &olls are

-unconditional |lock release. In addition, a release flag .for preventing

races BR#SERblE oplydier Hehily eqntendad kacks. alnadditiopesingesthe logkds Botseessailyf | ag f or

granti . r.. j . igtonal lock froma
arfted RFsif fﬂst‘UuY gﬁﬁ)ﬁco 8?4#%#%515{:%%@ @g;ge&ﬁg adi fal

‘processor requesting a rovided. Ot her features

and advant agagofindli theredy & Aéddofor %bhplh&c?@t%nﬁ@ﬂﬁgrﬁﬁﬂf htRipld fi6cdsedrk amd AY
detail ed description of the presently preferred enbodi nent of the

i nvent iTethod efieradyaingbighmeeformanogipemnalielpsogiems i mairtaig hishaddigrags of memeRy EF

DESCRI R - THE .DRAW.N Fig..1.shows the krlock.t dat. tructure of the
pr ef er rlé%%'nggmeﬁg?ﬁm%?np% e’?"ﬁvf%g‘f’gﬁt.a rﬁ“&?m%eg Rd tthﬁgnﬁ?‘{lﬁ% E’B&_t dat a
st rupt UklehoRkh phieitiBhk Shdreske® 10eekly BB 194 néddl Br h Rt Rinitivk that robfays t he
krg_spin data structure of the preferred enbodi nent of this invention. 20
Fig. 4 csiietlssectian data neRlityhwithaut rrslesigns g apveldodding algopthatsqresented bt ment

o i ST B PR B AR LR Bl Bt 11

uncondidehertgl | ock acquisition node according to the preferred 25

enbodi nent of this invention. Fig. 7 is a flow chart of a | ock rel ease
node. Fig. 8 is a flow chart of a conditional |ock acquisition node. Fig. 9
IS bl ock diagram of a nultiptocessor .conputer, systemillustrati ng nmenory
latehcy. 30 4 WD |12/US~175 Pﬁgﬁfff‘!%ﬁn T MODE FOR CARRYI NG OUT

THE | NVENTI GNsGNGEMIEN ThiBcttiREnvémiondo bR aJnQEiétht(ij ¢ ikgae'kltdnn% héthdPEK) of

this invention is a strai'ght spinlock designed to arge quantity

of CPUsrgntmgpddck ot aopmosies: inemenléiprocedser cvonieseraystem Bfiea bther ohjectofitizevi ng

up to four processors. krlock is intended.to efficiently handle high

cont entiNGHPE SR Preaier HsPEacm it & FiehriHucal BREBeraPeHo gaan BEA0ip s of

| at encys, BRI WER ProRedr baRA Jg%H% DobiEIP the Efef-drEI‘Rﬁ’n_t operation at |ow |atency

ratios requires that the locking primtives mnimze |ocal bus as well as

ren® e nmenor fisgyeseet ofithe invention is a method of efficiently handling high contention locking
in a multiprocessor computer system. Primitives for conditionally and unconditionally acquiring
a lock, and a primitive for unconditionally releasing a lock are selected for either acquiring or
releasing the lock. In addition, a release flag is implemented to prevent races between lock
acquisitions and release of the lock for a group of processors, and a handoff flag is implemented

25 to grant a Jock to a processor requesting an unconditional lock from a processor requesting a
conditional lock.
A second aspect of the invention is a multiprocessor computer system designed to
accommodate lock acquisition in a high contention locking atmosphere. The system includes
, primitives for acquiring a lock, including a conditional lock acquisition primitive and an

30  unconditional lock acquisition primitive. In addition, the system includes a primitive for an

unconditional lock release. The system preferably includes a release flag for preventing races



10 Menory | atency can be a significant factor in well constructed parallel
prograns. Performance nay be estimated by tracking the flow of data anong
CPUs, caome®2asd7srenory. For SMP (symmetric mnul ti - processd®O/GHod/+8E29 NUVA
(cache coherent non-uniform nmenory accesses) architectures, this data fl ow
i s contbetvdeac lbgk aduysisttammmdadbel mitasqrand abahdofiviagfor gmntag hlleckdataa in units
of cache lines. 15 As shown_in Fig. 9, a cc-NUVA system 90Q, s conposed of
modul ePTESI AR ing ImoerHtional 19K TERIP A PEISERSOB OAUBH BB A FPNHLioRFL o%ha. 924.
Dat a residi : ol i shar i es.
at a ¢ hat 1 S0 LRERRGeoPuR iBlHon G itk PASALSERLARUBREGRRLSIRRE, Shey 11
916. Dadearihpmetmeh, alithantileip procdsbss speratinpiadhamydinm. Jhe attiodsdingiutdes 4 at ency
.tm 918, while data | ocated on other quad nmay be accessed with |atency ts,
926.0 OREEnif vefardrocesting thedesks haeedn the PRmit veissesgopsivatoghehicrarchigalcached i n
t hat CR .G a f ' 4 SRk 0 LSO p y, then
6w o UARE 0L at e BinE Bt e BT, Tnb AT SLNGEs SRR ERRLY

al | ows asgiisigian st urkesdiESEs 1dokairyhiditiod parR daRidcbRliferet &Rl rétehde. TiLkiditlonyer

| atency. Data that has been previously accessed by a given CPU is assuned
to resirélaserflag{at prepentingaacen g?t‘weﬂ 8 ledkeasquisitignand ¢ 1edk glpgse, apd o handedli fag t he

of  t ne 1P EersiIeE® fekRo F B ReBpr vy RRHL 4 bk N EREDERR et RroPbab bt i

| oclg n@opditihililvek, afe plesidened to operate fairly and efficiently on a
CC- NUMA nmachi ne under heavy contention, i. e. when there is at |east one
CPU wai t i ng @ber fepurdsgolt adyantagesref dimpventioarwittibecornt appseent filom the dallowing

primtiye.is . designed.to pass.a |lock on.an. intra-quad pasis when . .

bbb opiGiled a0 L8 R Crs R AP Emabl REE e R RS Bonivestionn 30
ext endegitiP@ikiaeebmipanyingRirav¥ays.nonopol i zation of the |ock by any particul ar
quad may cause "starvation" to other quads on the system i.e. preventing
ot her quads from accessing the | ock. As such, the kernel round robin

l ocking primtive is degi o} |l ocks an i uad basis in a 5
WO §2/ 0S. 117S PCT/ US01/~ RL‘ZQE%%lﬂi’iﬁthé it I@Qﬁm¢§ | f one quad has
CPUs spi nni ngjg ONgiywsQkkrlddkeNddil dru kR Gf ITRY preRlred CEHoHEndRIE (i Bved iR,
consecutive | ock acquisition eplisodes before any waiting quad Is granted a
| ock acqui siRigohshowsitke killdaknpq ftelatasshmetugefr the poéfefred embodinteot dfabis

acqui si.ti ons anong the quads. Furthernore, an inter quad handoff of a |ock
nust bé™8Rpl i shed in a minimal nunber of 5 renote-nenory transactions
when oper at g, 3/§Hafs the RQAWYn QAR trubtBre¥ oGk prdertd SRbGihbit FAGY inveRGHS MuSt
be handed off "to CPUs on tThe sane quad as the current lock holder if there
ar 20CPUs wai Hignstfomrs thdlerldake khdrnddatd sttivgurerak it pre fpomd eimbypdofent ofhécut | ve

| ocks f.or the quad has not been exceeded. Handing off of a |l ock to another
CPU on Y98 ne quad maintains efficiency since the physical tinme
differential Fig.OS“ sENEIhAK NGBk tetsab BhcRire SO AR ﬁr@ﬁé}re@l emBodfaidnt B¢ @ROt her
quad. Intra 10 quad handoff also increases critical section data locality.
Fi nal | yinveémtioar der to mai ntain efficiency, |ock handoff nust be acconplished

with low |l ocal bus contention and w.th mal |, nunber, of instructions. This
all ows effi cﬁalsné) 1S@pti9“é1?li‘86h°f§t“ Ynsen ﬂ%@oﬂi&@www Hiqdg gccoy @gmm@rv?ﬂ?%e
rules tiddnaehipaveiRerysde for efficient usage of locks within a kerne

of an operating system One of the primary characteristics of the krlock is
t he accommodéigi Dis adflove ylsdreofi dlock ndlease uptds. A CPU nmay not acquire a lock if
t he CPU experiences_a systeminterru There are two nmethods of acquiring

1 en t.
a | ock. The Figr&is afqwehpr %%P“@HFRTF‘{)#OS]&%‘FQ“WMPGI% a lock { cp_krlock)
while sinult B: S A AL LQE " e | ude
i nterrupts. @g?%’}éﬁie}%iﬂ%l\ﬁ&rﬁ @%r(ﬁ@%ﬁchﬁgk %%ngﬁ%%ggﬁltlﬁg&raé%ﬁﬁﬁ %e | ock
.i's not lawnedi atel y avail able. A second nethod is to unconditionally acquire
the | ock (p_krlock) while sinultaneously raising the SPL. In an 20
unc¥hdi tional | ock acquisition, a CPU may spin on the lock until the |ock
-is available. Alternatively, SPL can be separately nmanaged, or can even not
be raised at all. Interrupts nust be allowed while spinning on a lock. In
addition, the | ock acquisition nmethods nust properly handl e | ock
acquisitions frominterrupt handlers, even to the sane | ock that was being
spun on in the interrupt. CPUs spinning and waiting for a | ock nust be able
to spin entirely within their own 25 cdche with no renote accesses until
the lock is made available to them Spinning CPUs cannot cause traffic on
the local bus. In addition to the | ock acquisition nethods, the primtive
al so includes a nethod of unconditionally releasing a | ock on a CPU
(v_krlock) while sinmultaneously lowering SPL. 30 Data Structures The kernel
round robin locking primtive includes four types of data structures. Fig.

o S 1. " . e, e . o,

-4




15 Fig. 3 shows the spin state field (krq_spin) 202 of the per quad data
structure as a mask of per-quad states that is split into nultiple fields

i ncl udi ngva eesuest field 302, a hold field 304, a grant fRCAVEROBOE2Y a

rel ease field 308 and a handoff field 310. The request field (krg cpu_rqgst)
302 contai ns one bBESIOMQEBEFOQRCARRVMINGOAT THE INVENTIOMNt her t hat CPU
is requesting the lock. The hold field (krg_cpu hold) 304 contains an index
i ndi cati ng which CPU currently holds the 20 | ock. The grant field

(krag_g ..a06 contains a count of the nunber of consecutive grants of the
| ock tgh%réﬁh%l‘%@;e been provided to CPUs within the same quad. Al of these
fields nust The kemel pubdtretsin ddokimggriniyive (Mrlosllpoft thizrntemtibhés Ddtrdght spintovis k

-(kr_spin) 102 and_the per quad data structure (krlock pg t) 200, the kernel
rourrd Ashened tebrndly adengaiapnansisy pEGPEpeiowRed injo podes Julkerginly nogjgaarest at i sti cs
data st : r [ - ' data 25
st uct Bt oA R R REy KT BRSSO LGRS by B Soi'e
i s desikcgitestidrologking Shmdne of B hREIHIYs Pith vadsed faties diThrhéiRiwaaslotdlginbevel
and is used to avoid handing off a |lock to an interrupted spin when there

i s somEeraetasrenmpy Eifigient apermtinn Ridowdatensy taties fegaies thaidbe Wickgeyrinitigeper
quad dat.a._stryc i s designed to control. usage of the | ock on a quad

basi s, %é{ lgugéyogat%u%east%egltasig’%t&{n?rgorxgperﬁhﬂlgpol i zed by anyone quad for an
ext@gnded pen&foRflatehd¥oanIe aKidhifdinnfasior iewhll @bn@bt&b&agaﬁue]) ré&anRf the per
quad data structure contains release and handoff fields 308p,3 0to

ef f ect Pedpymance mydre estimatsd by étapking therfbave o date amPhg CPEIs ecaskesfandInteB308. i s a

flag f nting.races_for acqui [ ck, t hat occyr between a
ook acquoME RUmE BGRRpioghs 3 AR et A erh So RatRes BRERER, i
flag i dedebick) AShitdtirest thiy ldhtalfR&Kis CBARARA Uythé PachE B8HRSS protb&@1NameR oWkt el d
310 is a flag for indicating grant of a | 0ck to a processor requesting the
| ock t Hheolaghintunéts phcaehgilinesnal | ock acquisition nethod and for indicating

r of a lock when fi nal | ease r s wth subsequyent acqui siti.ons.
Tl ¢ Tag™ i babadn £ 0. AN MBS e 2fas FubpoR BhaRivnal ik R0 a0 ea

and t h@ohiafrkngGsth CFANSS 1€1922tnl tednd?y £8P DALAYER ke R y@g&? épi PNl

| ock. Accordingly, both the release and handoff flags 308, 3 unction to
pr eventhavd hooenagresslaicocich dawethat is abeatyso agitandfPd s naahe may beiacbessabwiht t o0

| ock acquisitiqgns. Inter]|aci al | ows hi gh-speed access tQ a co ct set of
per - qu erlﬁyttﬁ%%kz),atf\/@ﬂf%?‘fl glﬁ%w © ?@/%’8 SRP %H%E Xg? aﬁ'ﬁ‘?ﬁea “é‘g'[l?@f’?}m& lt@ac he
al i gnmynfileldaBULERERBA §theﬁue§l d dbcbds€d with 1418858, é@a.%ﬁdefatgi'vre?ﬁ%a%ﬁerﬁr ouped

into "cluster sets" 400 de up of one page per "quad, preceded by an
addlQ i banbeepageesbed by aEPK, litds kached trr thatt QPE's cadbacH tled desd'ehosels 14 00me stheai d

out in mepory as follo The krlock clusters cture 401 handl es a
el | GHACT TEREE. 1ERHivER Al bR Sechor iribe gesouns bPLirieeS se) Hickastives &
conti ' ' r

| JURbws Visk4i@nt H%’c@ﬁ’sreh’ frofd e EArﬁéthﬁg?gﬁc&éggutgﬂL%h 18%8@%8%???%@? 15

cache line of the krlock_t page 402 1s y a kr

The fi has béeh drgtiesslphceessel byt given QR ivpsangdhgasside m thauGRd's cddhe, wight f ew
| ocal (32-byte) cache |ines 40 f each per-quad page are used faor | ocal
o i B TGy R0 ARInethe SRR O AE-Ch 0B A48 And B OWRESHS PRI GRPRn

qu i AN f | - age i s unused. Each of the
regitij o;@ﬁg&gﬁmﬁﬁgﬁg‘g@ﬁirﬁﬁgg 0?%? SK%SYS]@%L?{UWESKS for a given CPU
group' s par tThefkesied ndundmokinlleckin momitiveis desighed Ihepsratd Karly asd ¢fffieicktly onla_t
for lock "a", and "0a", "l|la", and 20 "2a" are the krlock t hi.tmasks for
ock " £CNEMA HAFRjne ungor ,ﬁﬁe&vwweﬂql% Leqpben e la?tée%tSﬁeneBB?Hawgnmith@ up
| ock "R: i i : I

bi ¢ st e sqEohbFeP ek 1or, THE BAARGCH B feddS pile B b ¢ 1,
.at | easiursgead bz wiedn appropriae; while prtveitingesly suad frommbispotiginp ltye lotk ksthn

circular list headed by the krc free field 502 of the krlock _clusters
st rifkt griendest perind oftime, |Anyiraenopglizatiop ©f thereelhy anypatiiardluad By $89s¢ of
interl a QLN r t he. . XN i Lst d
by ¢ he. e 2EPH ey nafPly Biefnl, £ reiGihlelsthor ML il SpRlink Rl 10DE RS

kr | ock_sathyshekenelrroand robhelosking ptitnitévedt dedignedrte phdsddckaldnamdntetymad dalss ida
start with a pointer to a krlock t 100, and index to the current quad's
krlock_pg t 200 without having to touch any possibly-renmote 30 nmenory. This
preserves reasonabl e performance even 3n cases where the renote cache is
bei ng thrashed.




8 WO 02/ US-4175 PCT/ USU 1l -49s29 The fields of an krlock chdr_t are as
follows. krc_free 502 is the |ist of krlock cluster headers of a given
shift valwe ippih75at | east one free set of interlaced countPSITRUSOREES28]| | 504
is the list of all krlock cluster headers of a given shift value. krc_free
| i st SéEr and equitable sranper. Ifrave quied baoEPUs spinting ed ati@qknﬁﬂasf,hwqum maa ngi ven
cluster
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t 100 of thé last interlaced bitmask set on the freelist contains a NULL

poi nt eFurthigrnmré, iae infeitqaad handosbofi anlgck Umsttbwcbwmplmmd irus trémisnag nmmb¢1wfe 401.
‘krc _ntotal, 50S is the total, nunber, of sets e.o0 HlherV\/lse

ntor | SBcle BRI &renw:flﬂ%waerb?rz%ﬂm@m@@r& health e T BT (oggioe R iensYmeani ng
for thedgk hﬁﬁkb&mawsﬁ 1§ CPUSt A the $e te g acasmer&@reﬁploéﬁﬂorda itf*a%r@ ey of

free sets of interlaced bitnasks wth given cluster. Again, is field
has no waiary fogthedockt dne 1f<tHe0n¢o<1mhanLenatysif coxsteouteve406dks fhothie andlhas mwnbecther e

Fobi " Bl IBEION 2 /80K AP GRS B R OLR LB I BRAfNG he
acquir ?hH"%l ltl%iﬁll(f Ja%ﬁt'iz{l (TGIks)ucﬁ R%aRd S ¥sQ%llEptllﬁl? At {d EF@PJU! i aﬁ@ﬂ&’ ({u%dt iyd-OCK
( cp_k tion ere 1's one node easi ng

(v_1er | gqukd han'ﬂbﬁ allﬂtnondflﬂastes oritital Ismbnalamuo&hty oﬁlmiﬁyl,an (opdét td arintain fficieneymal
operating nmode within the Frlnltlve i n_whi a CPUwII acquire a | ock or

it wilflo maﬁdefﬁnaw‘i Recaccampligheg vt wd@gwyc%%ntwnﬁnda@alﬁ m@ll ayBberdk. The

Foeie iBRbabBCHH RN L. TR B0l TR 1R AR A8 el B0 °

di scussatlinbé hb(Weqmdwtlé foreffidesdishge dfh@ck@@ﬁﬂﬁfpakyﬂnelgoftﬂnaa@iewng bgees. Fig. 6
refers to a flow diagram 600 of the unconditional |ock_ acquisition node
(p_krl ock) &netdhghaqrimpaly chargplgristinsiof thedelock s the pegomumedatipRiod syss#e pr ovi des

for u on e

i ey gt R b B0t s R R P BT preRBeitel sGue oy e
oper at itwa mefids obdigirinpea 1daktTt&l fisst mbdodligho cbh&itlﬁﬂilly%hh@é a [RRYeP! I&1dchP
lock and the systempriority levels is raised, i. bit is set to

pr eventVhilesiagl npwwm&swwwtﬁéevab&éﬁled) twn@lué@ ingerrupys. Thisanethpd ows

the s n | eye h st_ Dbi r ,the
ook SO TeBEe MR R HRR 0B TTRE et B B AP A st me o cpu
in thi g graddit®nilBoaRalt B 1bée_ Qﬂ&ck)ﬁﬂhle%%ﬁlﬂm%&lﬂ)y fdng thesprLeligagse flag
in the spin state field nmust be cleared 30 626. The release flag functions

t o 28 evemndﬂtazf@lsbblém@wt@,la&wMyéameo@hqlcmkluaakthad@ﬂh i |avallahle Next, the

val ue f a 8x¢g n the
cpuspi A EryeRLSe A e ool ah e B LB e B h

pri vat ®elanewtd ahilespihhiag otRUosk. Atladdifon, (hoBRA&IRIsItsh B@Eﬁbh&@&ét ptsetly O

whi ch the CPU spins. As such, the CPU must indicate when the | ock i$ belng
spun orandtpockmequisitiang fr@mp@terr@plh&nél@rse even, tplth¢<$'ﬂnlﬁ:“@0k thabhwag being sprarasing o
this CPU s |nterru e | .evel |nt to he.l ock 634.
Thi s seB ek St ig PERhE A A PHEmbTablegh SpREeniint SighiitwefRéeny

I S BPi RECHROWIHING Rendt®adecesdes AntiVBE 1ddRGs @de ﬁ\ﬂnﬂaﬂ)l@@dﬂheh{ ?ﬁm%%f EPUOcAinbOW
system 5 interrupts to the CPU. As such, the SPL and interrupts are

r est or edue3Bffiger hedpeid bys T afidjtien tgatbe task acqusitipmrsthyods)the pritsitéveaaisd t he CPU

oS oo tPd arpfist of GroBRARoGAIR Baling a RS0 NPT Farik il SR by e

the spijpweidig 901,642, the CPU nmay continue to spin on the |ock, be
interrupted Tromthe spinning, or receive the lock. If the CPU receives the
.Iock the CPU request bit for the 10 lock is cleared, i.e. the cpuspin
?gé E%S wULL the SPL is raised, and the systeminterrupts axe

S%f e raising of the SPL and suppression of systeminterrupts
all ows the @Fﬂékreﬁaehmuﬁldmﬁnh&qdfn &%&wem%dég’%m@eﬁ of Rath RBucHReB. Bigal e,
| . pl _krlock, is set to NULL 650, indicative that the CPU is not spinning on
the T ockowstielfoi afghesh datasttiéiucati-orgloal bimagRlribel|te 100hthahensyinm sogee
mask, it nust be determned if the cpuspin field is NULL 654. If the
cpuspin field is not 15 NULL, the systeminterrupts are restored 658, and
the | ock acquisition process is conpl d ed 662. However, if the cpuspin
field at 654 is NULL, this is indicative that the CPU was affected by a
systeminterrupt and had to give up the lock. The algorithmreturns to 634
to reset the CPU table in the spin state nask in order to restore |ock
acquisition. If during the spin 642, the CPUis subject to a system
|nterrupt 698 an atonlc operatlon 20 takes the value NULL and exchanges |t
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30 quad |l ock request bit by the CPU in the global bitmask has been set 670.
If the quad bit is not set, the CPU nust set the quad bit 682 in the gl obal
bi t mask, wa@2namisn to 630. However, if the quad bit in tRETEPSODAIS2DI t mask
is set, then it nust be determined if the handoff flag in the spin state
bi t 10 bitmagk (k2/spBv| 102 WAQTOn¢ 180erlghdd Aeith each n)er-tgmid hjuiadicd@n @wb¢therahereds at

{1 ag et o p el g9 winienE of Buingefflock. A8 cPlbder kbt inta
stat e g EiRAk @I mgi@b@o%g Hietii€aniahs fes ﬁcﬁisﬂﬂe ﬁ%ﬁnalﬁ e1§aé'to' dcbe

determined that the handof lag 1S not se t hen ure returns to
670 t orepesingdhaldck, llﬂﬂmqwaaﬂwbmomrslemt in the gl obal bltmask (kr spin). 5

R AT Tl
i ablg
Yo PO 3} 20 By MIRRESUSE E o0 d ar peri

no contaedthin optionaf pdnhmu €4 sratisuos dafagibeior, (kid_stas) 006 thal BWsed fdr ddkesrefilisg.

contentjon, it sets the CPU s and the quad's reguest bits as appropriate
and r etﬁﬁhﬁbﬂﬁﬂée@}e mﬁxmml%nv@bferrqﬁgomﬁlvew@ Had @raneenceeds, themxw ute the

fol | ow, ﬂ?\r‘t})&t %%Pse%htlge@ﬁ)%% erhﬁ&eedégtﬁcpﬁ?helég atﬂ))thﬁe&?t]non e%oﬂ"l flu%i Jgﬁuélﬁp% e

execut e oW ng St ep spin

| ocky  aindloslgttheloul N thei hariel REf th@ndibSqueBOBceSHd diteBipe Bas &cn Beﬂe@d hdr¥ethe
follow ng steps indefinitely: a) Atomcally exchange t he val ue of pointer

to t he lorkraffioaCRY aucsomeeotherigypd, )thlzeowt@mszeﬁet PsPerdingdy, m%giobe@bn;nask

" d I CPU. t

or der " (ai9ckaD 0P T ent BnE R e ndF el o RS atrdTgfe bt RSk

spi nni mig: @adtbivenasio Gllock) pdREF20Y fantivng fd WBicate WiliclRBRicedsersSiithih @ quad giepl " 25
a ) Spin until "cpuspin" points to NULL. f) Raise SPL to "s" q) Suppress

|nterrd¥ﬂl%ﬂgﬁﬁ’ﬁ1@étxk he per CPU table |.pl _krlockp to NULL. i) If " cpuspi n"
sti p0|nt the 30 follo

L X
i) Restore i ?‘ﬁ grsﬁap? © S\fﬁ} &ﬁgtfmf% %138@2?(& fst?‘%ng'E%ﬂ?gélP Ajrucijige as 4 fpask o "
02/ 0S- Ipki GuaAdGldiédSBaY is 8piAAnEhRulBiple iedddind ik 'a%‘qdéﬂ ficid BOE J KoNEEiEIAB04, a

(p_krlock_nocontend) to acquire the lock if there is no contention. "kp" is
a poi ntegnt fléldtwé kralensk fiel 1B anpachandofE Geld 316r The teghest ﬁehddkxthqut\BS%
foIIows Q l d.val efr atom c .addi t

b, S Tanist ghe PLor GLAeRon bR SRt bl GRARY Y Sl Bl el

Loop U%b'hotd%l&ﬁ@q'ﬁﬁﬂ&ﬁ? B4 corfaifid HRMALK IURAKSVNIIICERIS BiifentlyNOId®he y’
this bit will be already cleared, so that the loop wll not be executed )
3) 3G ‘logkd¥he gmnhﬁeldéknqpemntrﬁmlcentamsu connttod kiek thimteer s&tonsehiive ghamtseofi the

R 10 FAL d do. t |l
& ner wie B betacpip e RS wilfindfl s o1t it dRfinrudoehay be
desir a%ﬁllﬁ@atewtaiﬂléhﬂfyemt&aalt%he&h Si5al bﬁﬁhﬁ&l@@q Q-fplﬁ)h@z SRCAE phi @d dala Repeat

the follow ng steps indefinitely. rmal ly, we wl onygoth ough this
| oop omtrectutadisdods pqre) ae%sth@\k@rnelabhmi robiRUscking plpnmwmqaay:qutpmaﬂey maebiderachange

Failur est qua% SY\Ell@lstICS é:a?a striPhite ar{i‘éj g Iptc-':rI ohg Itabtler %o@ %ectop n?é‘ gtl(l)]a 1 thmgsk data

25  structure that is being spun on by the corresponding CPU. The per CPU table is designed to
accommodate one entry per possible interrupt nesting level and is used to avoid handing off a
lock to an interrupted spin when there is some other CPU that could make use of the lock.
Accordingly, the per quad data structure is designed to control usage of the lock on a quad basis,
and to ensure that a lock is not monopolized by anyone quad for an extended period of time.

30 The spin state field (krq_spin) 202 of the per quad data structure contains release and
handoff fields 308,310 to effectively transfer a lock between processors. The release field 308 is

a flag for preventing races for acquiring a lock that may occur between a lock acquisition and a



a) If this quad's bit is not set in "oldspin", do the follow ng steps to
attenpt to set this quad's bit: i) Atomcally conpare-and-exchange

kp- >kr _spv@ 00$0175 ol dspi n", substituting ol dspi nl quadnask PSIT/GWEdERs, wher e
"quadmask” is a mask 20 with this quad's bit set and all others clear. If
thi s i dosurteess flhis flagpidedtifies shdt aviith dock (rdlpaskfis inghrdsgessa The hamdbiff Bejd 410 isoa

zero, t ere ] S.cqontentio urn FALSE, and ot execute the foII vm ng
st eps. {{ag)foningifatng ssanaeﬂa kget@zmweﬁsme@qu& ke yncea

kgp- >kr [ Iock and
counts 1??1@&%1? ghtp?lo etﬁﬁ@ﬁ?%%o&”mﬁ%&&f%s%ﬁ f c?@& hgg\?g Iﬁ%l‘{;\% %gﬁone to

t he KRQubEhBntMAGKsitibed. d‘hm‘ﬂﬂgmd&puemtrﬁﬂzproK&@oNEE}hﬁdal\AA@iﬁdltmnal loelc fadledhi ch

-creat es the val ue 30 indicating that the CPU holds the- lock. (3) Return
TRUR arfdddbe losk Was dantferedhio & wppmrrreq@@@pfsan qrwondlweé¢@<sAmqwéln§bW§01

/9529 tﬁxe gl X\q@ﬁand%ﬂ’ fﬁalg? g E?O ?dntctlbr? to?crg\%%g}{uic%fnn'nﬂﬁaq 09%8 ;r&e?so y

‘be due to a or 1n upt en
I n any tass@an odﬁlrtvhﬂnfe@ﬂ)dcowm@l\5é®ﬁ1§t1oris) Set "ol dsping” to kqp- >qu spi n.
Agaln it may be desirable to 5 invalidate the other CPUs' caches. ii) If

"ol dspi nq" HAaregag Rikew o ghmRELIICCpistio § 60mpagh setof @ar-gnadbismasks, |wfngh are of

AL om carbyhied Bt wRE R e R ool BRI e £
KRQUEP dritbibtdsake broupéll e chisist ssRP 00 fﬁlaaeupépdsﬂégﬁhﬁ D@hﬂ ﬂeteﬂe&:waﬁ hol d

value, clears its request bit, clears the and” counts
t he gr additismak page forghe k{ch)k_Rettrumwesr@EhtOdﬁsmmetc@es tehdpuiie mmm«uy ahEllowsk .

00 ROt Sxec NGO s S LR AL B

CP_HANDMSiraskt Arell@idiat fil GAkGous v Giiknidty. ITROfiR reiitd (GApREdig the val ue of
kp- >kr spl n, save the value into "oldspin". 6) Since the previous step is

an ind L_Cé\@féB}')TZEt) kchedinef it lerbck riaghi 400 iszCcupiedroy e kolneld chéi | 4@4., i n
dd di t | | ock t ck d f

acatd v ihg st GER Hareh bR et ettt piuste, Weneredes o PEERIPERR « ne

lock (Qphek ﬁb@%k%ach'fﬂegqu& pagedrd bQWGNBEA s QQin% |b5/‘fl§é CPU% ngith D GRREHAL Tl ow

of control through'the conditional acqui s@tlo lowng the Initial state
804, t hresarwdd flongacGRIPY equlesquadt kelconéspanding b@txaﬁ oﬁ;twtlefucbrupage tsyunlusackl s i s
rai sed and S interr essed 808, st t.hen det er m ned
if any of tﬁ%ahl?? thertaghptd e‘EﬁCF‘l%ﬁf‘?ﬁ g éseﬁd’&tR t]&er]é‘tlg ?Fatﬁeerbpgﬁaﬂm‘{ﬁstnask
(kr_spi g & rﬁlnﬁéé’acehfco&&er e%sadmueqqesas tRé kr1bas t%ﬂsa@va"bﬁen'o%et"ia"t Agn the
requesting w 1 not acquire the [ock. Both the SPL and systém

i nt 20 r URaS amrthe klécsikap@d btbesksifod lca:kCE’LCSEtﬁﬂAﬂy, D" Wby 'HéY, $A02b'haledat i ng a
| ock cagnnot . be conditiaqnal,ly acquired by the requesting CPU However, if at
82 it qiunaghsy wPle q’nat none of the quad request bits are set in the
gl obal bit ”&Pﬂ‘eré i%ra-ﬁ&!h@? 540 tﬁhﬁhréaﬁ@ﬂlrc%ugmﬁem §b1frﬁ£’s?lt?%f tlﬁ'ctlus%e? sétggm cal Iy
set 824. Next the U spins, waiting r the release ag of e per quad
dat a stmtm]lacadeco(uhtecp Spluster sets 40(ewﬂiﬁ>ht Ihast dnefyed $ee of ondelaced bemasks acd @arthed

828. The I% OS~17s P / USO01/ ~9s29 CPU rgg_l uest bit set in the Spl n
tate (eI R B hemalahe 15 RURSDRORMS ioshatIPRAS ptstys 401
reqgyest i ck, the
nor 21 1 AT soro B, stethel 85 SR @R oft et oBAERY A AOTIRTC Baa
and t hedduBly-lisitedroirsulatlistridadet byothe kivahll field50g of teceegesbridingadepiert iofichet he

| ock 848. However, if it is determined at 832 that another CPU is 5 already
requestlﬂ}f& +HUStPIS @AYt he handof f flag in the spin state of the per quad
data struct I S
is restored %&Mcgﬁégi&éﬁ}l P@g'& eesclo ﬁtosﬂm g,n@o éﬁ %t?%?ﬁa#rg(%[égﬁgof ?ﬁécﬁ of
't he | ocikdévaw thatchmesht §88d's Hiﬂm:kcpqldli’l)ommbuﬂ lewkngeto gouci dniy @ossitly-hadote p_kr | ock
800 _acquires the specified lock if the |lock can be acquired i mrediately

Ot P wi Bemory: Tus pisest vesigasonakle preomauge givsa in aa%éévhﬂ?ghsmmots gache g lpengg ead
-returnsya, fPLOCKFAIL, to indicate failure to the calling CPU. Since the
kernel round robin locking primtive is designed for high contention, the
conditional |ock acquisition primtive cp_krlock 800 will alnost always
fail.



The pseudo-code is as follows: 1S 1) Raise the SPL to "s", saving the old
SPL in local variable "oldspl". 2) Suppress interrupts. 3) Atomcally
conpar e ama omsange kp->kr _spin with 0, substituting "quR§Fasie1/44539
success. |If the conpare and exchange fails, do the follow ng steps: a)
Restore int éPheu‘.iiﬂlds of20 kyJocRedtdo tearSi fotlows. okrd sfpee’ SOQCis)hd:«léﬁtlof krl G EDAHETAI L t O
|nd|catefa| re, ot exectethef | 1 owi n er w . l.oop
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25 5) Atomcally conpare and ange kqp->krg_spin wt f11 0, using

VE2 HOL Divte8idcedl Bitrhdsks mtﬂmaa givan dlueben haad grea sainteedhe kdock hé0d. thahvkﬂngk st eps:
-a) Restore interrupts. Ret urn "ol dsg’w)Q to i ndicate success.
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r equest the grealist vomaind a NUDB ol k Thi field dekdo md#hing MOk 1dldsters structure
PCTI US011~9529 7) Restore interrupts. 8) Restore SPL to "ol dspl . 9) Return

CPLOCKFHIL. krg ntofal 308 thﬂeﬁOtaé: pembey afjsgts, frecrastoilieswise, of inteshapadi hitmasks within a
hod Th
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fl ow di he“genera ow o roughout

open@t i 3 is FR) dueven of frb@sdt@bf infdrladécdbiianakR¢ withiyea iRé€EIubRE A gl sy ppldessed
because interrupts would cause problens with releasing a | ock, and the SPL

i s rai seumeamng fasvike klockagusters siweiird 4H, the current quad wherein the | ock
is located is selected 708. Next, it is determ ned which CPU on the 10 quad
has the bit selected for the hold on the |ock 712. Once the bit is

sel ect edocl PEndtRfk CPU on the selected quad is selected 716, regardl ess of
whi ch quad the CPU is | ocated. Next, the CPU nust deternine if rel easing
the | ock to Theee arexwoCdiferent modasdbt acquiTing theloblowiithin e kemel wuad eotimdi cat i ve

t ha telockreea i.s .suitabl.e IfIh e is. another J requesting
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yet conpl eted the rel ease; DSCZ Ei ther this quad has not exhausted its quota
1

of constge tl@qu(é_lgicwm JheamcodiGertd tockaaghisiton aiods (m kePek) is quesnilrpetatieg| ock
and 4) ructure, or t me quad,

d h
or ), g Rk Atwhh 3 (By R HiRurk S GRS Dbitk Spin Ph antils i o
set, th%eeismysmtf? 1t'a@&'ﬁ19e%tthé/ﬁnckhﬂ§e SnAfPUAIEK a{ h@,ﬁﬁﬁ Iﬁé&c(gg)u kAodlyi&s hfa%)

has not fully conpleted. Accordingly, upon sel ct I ng a subséquent CPU
r ec29 veoftdequiriog le,logkt umies spekifiegitcobditided. Each ofttiesefmodes o@prmBorsamtdadnhssetﬂ o] r
receivi lgle 0\;[\/ ngd 11?u%%<ré1ted in the accompanying drawing figures.

Fig. 6 refers to a flow diagram 600 of the unconditional lock acquisition mode (p_krlock)
of the kernel round robin locking primitive. This mode provides for a CPU to unconditionally |
acquire and/or spin on a lock. The flow diagram 600 illustrates the general flow of control

25 throughout the operation. Following the initial state 614, the CPU caller requests the lock and the
system priority levels is raised, i.e. a bit is set to prevent certain interrupts from being accepted.
The priority level allows the system interrupts under a certain level. The CPU request bit for the
lock is then set in the spin state (krq_spin) 622, indicating that this CPU in this quad is
requesting the lock. Following step 622, the release flag in the spin state field must be cleared

30 626. The release flag functions to prevent races between a lock release and a lock acquisition.

Next, the value of the spin state field is atomically exchanged with the value in the cpuspin field

630. Each CPU has a cpuspin field 406 which points to the private location on that CPU’s quad



If it has been determ ned that the selected CPU is suitable for receiving
the lock and the 25 subsequent CPU in line to receive the | ock nust have
cpuspi n fwelodosarsto NULL, this indicates that the subsequemiUSPWRet to
receive the |l ock was affected by a systeminterrupt 740. As such, the next
CPU on ehwhighdlr CBUspinsc tsducty thee€BUvmust ralidatewhatbthe lodk i heing spurCh Theat

h b ked t t he CPU
ock hondn b pelard anl i RIS o Sodetmpats SIS N SiPent il sl spL
is set 1é@dlis é‘@‘t‘@ﬁ@ibt to'tﬁe IJ&E 6B¢”¢ﬁfsfstébf1n&19ﬁe§ ﬁh@ KntbSupithedth Ae(dT¥hOMe @S, her

quad, the grant hold f d, indicating the nunber of tines the previous
quad walingg det( @ i @S@t;msrmrt the dodko 6 &, waiking-fog Hreddclz 56is safe to hlove sgstemnor e CPUs

0 e G WA MR B R 48
X ,
PCT/ USQidy 1&%@@%@1% ﬁ&a@la@feeanﬁ‘?ﬁe @P%a%ééfpd@ﬂmhﬁ@%c{}%ﬁﬂéﬁ%?bg hjtb l@&&vﬁ'ﬁ’ ( d der’ s

'quad requesting t | ock, then the quad bit I i tmas Kr _spin)
is cl eairlkmivﬂgapentetmleszylsd)faysusmlﬁtermnptssoase) presdm erckssiae thidnept $qpeciyf i ed SPL

is set 768. Accor ly, if t requestl ng the lock was subject to a
system i nt er’SH‘b‘ﬂg g\%g‘é‘cﬁ?é‘ﬁfl 652' tbﬁ@ LA E9MsiHuG 0 §nimen HysUogly be inesyRithg t he

| ock, tt‘i‘&nrtﬁé ﬁg@fegro?%%ﬂfe%élo% 'ﬁ"fﬁescﬁlb‘g d.%%%th@%’ YEBH Ofhe gﬂﬁt %o?ﬁ{% '

at 716, t hat t e sel ect e same q 'S no
sui 1@bl lecli [srclcafﬂb iie] the cpuspid fidlld betdies NUEL thx SPhusichided) slidtge systeiiidtaedpts

request i s selec If there are no other CPUs on a different quad
from t H&® é\%ﬁ’ﬁr%ﬁ?é g‘ﬁ@ &%ﬁ Shigiag 0? Bieutdds ?Wgsuapqeaﬁéqm ok gysteg iptesriptsatiows dagCPU

hol der i he
oor ront © ilEeheli ol SR URECH OB e boin NI RaRkRode if AUSRUTC S bRl d

hol di nghathtée IGREKis thfpmuagl oh) the lbélQ moﬂlbﬁlrgltbé)ﬂiodmohﬁms f this rCPEDtaB)e ih$hecdp@ar ed
724, and the rel ease fl ag is cleared. Otherwse if there are

any new @P@%Eqbw@q%tertmm IBEH@ C(E’HSRHP] figldgs Mo Idy 63 Habe cpwsain field inagidof f

! on s U0 Y el e 8o R, A3 YRK G HER DItRS: o fiftecip2.

t here aHewéver’llé‘lheQﬁU@mIﬂleldw @&@Nmmu@@lsﬁﬁﬁmteltm tREPUORAS affdcted bl
systeminterrupts to the CPU releasing the lock is restored and the SPL is

set 768YSIRECBiARGANA hadde ghvegindtialesks dihe algodtun riumpéo ditto retoh dledeld tabie
| ocati of ﬁé élﬂgﬁggﬁ{?{lﬁg%ﬁe&'t@peﬁfolf'glocg%lé %)ugs to prevent starvation, i. e.

keeplng t a sin pseudo code for the

uncondi t i onaIf dhfmg theg;prrﬁma&e CPU i $ubjet ios FStefrOintedMPt 69%) ah ajonSit BPERESH
interrupts. I nvoke v_krl ock_comon(kp) to release the |lock. (This

f uné®i otﬁk%éh% élaléé NUHd- apbesichanggs itowith t afglslp mythietcpuspin GeldHel 0 o weeayuié dteor

f th I | R

e a0 AL A% X AL bl DY ok oBBRRRE B o
(v_kr | ookhe oysteniintetagh, e Moclkisrleksel Asing iRASR oA A oA Wcki 1Rl PrB&Idufd’Y | s as
follows; 1) Set "oldspin" to kgp->krq_spin. Again, it may be desireable to

i nval i datkrleskd 6&%&he§€f’ltp@§ thesiaMeles, tha @iterrupt Bandiery (380. UpaiseritTy EGYsteds 29

Vit oy Byt Be RO APk PupltF o8 ot BROGK Bobd BicTipre R AT E0RY) o

doegs i rh@isafat@rduliﬁﬁh@?h& cibRAEHIAN Gras AbALSRITY, thdnQiR K:Q’IQHBISIE ehcﬁestfaqulcl%ﬁ%@ | oop
iteration. 3) Repeat the follow ng steps i ndefini tel y (each pass attenpts

t o passdilddoiceask spinping@ndhglagk by sheGPUqglneaglition, the quad request bit may also have to
be cleared 6118. The CPU then is interrupted by the interrupt handler 6110. Upon exiting the

system interrupt handler 666, the CPU may return 622 to set the lock request bit.
At 626, if the kr_spin field was zero on entry to 622, then it must be determined if the
30 quad lock request bit by the CPU in the global bitmask has been set 670. If the quad bit is not set,
the CPU must set the quad bit 682 in the global bitmask, and return to 630. However, if the quad
bit in the global bitmask is set, then it must be determined if the handoff flag in the spin state bit
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a) Invoke krlock find next (ol dspi n&KRQ CPU RQST_MASK, | astcpu), placing the
result into "nextcpu". This function searches for the next CPU request bit
to hand dVP R@13F arting at the CPU indi cated by "l ast cpu"PCysonfrvzach of
the follow ng conditions hold: 10 1) krlock find _next() found a CPU on this
quad t dn HenRer @iad deta seneturei (krg_bpinKRGeFITMERSERe haralgffi flagrinset ae674, thencthespi n”
(in ot recedi krl ockQ operation. attenpting to hand off
o't i Sead oRR L Ke BB 78 ook b ke T ooin SR ST v
grant s duad @RestraBrutdikeq G RS, IBLd ol | JRe gis
not setCfu and iv) we ear%_ Hgﬂgigigﬁ%t:‘q‘ﬁtdo@td%iégh %%'?%d?gbeta%?d%éflﬂtaggljhdgltgglt’ Hegll d
in "ol dEQ)PWC@‘dlE‘G c¢tarns t¢ 6Fdtostettain Hlte quand Hiteis setin ilfe gotmil itediingr vspl)l ock()
‘has pot fully conpleted) then attenpt to hand off to the CPU indicated by
"nextcpu" on this quad using the 20 followi ng steps: |) Locate the

recipi ent | td ' b b nto ? in". i)
‘At om cal | yngﬁggfgb%nﬂgpggcdﬁ%ﬁ%de@g%ﬁ%ioﬁu%ﬂnﬁhﬁ&aly?dqggg%ttﬁ? Lot% PES;‘%NULL on
succesdollgws:t hi s operation fails, that neans that the recipient 25 CPU is
not ready to1 accept. the éck"(ﬂper haps the recipient CPU has not yet started
spi nni ng, or'-has 1418 th§SEL 1P nt'esavins bapld SPL indioralvarialle "eldeplf.ol | owi ng: (1)

Set lastcpugo neggiptqp : ace a new copy of kqp->krqg_spin into
"ol dspin". Again, | P%(s.)n{r%ga%/u tée' desireable to invalidate the other CPUs'

cacHes. (3) 3o bdakokerp fkhieck apcafterid)(Bhib aRtOCaCMRS iHRUBeciftEleR B thire id 7
WO 02/ U5. 4176 PCT/ USOL/-49529 iij) Otherw se, the conpare-and-exchange

operation succeed§CONERIONIT Figieeis hasapigntion if reernsgFRUEOIf theee iseonfsingnt, iCPU.

W nmust now cl ea ! I LS . of the reasons t he
operations have t e%%%?? :U% ffnldff @é]%\%d\éﬁ%ﬁjﬁﬁ%}%{]‘ﬁﬁp%mw%éﬂ‘i?ﬁeguws_ E‘%@(
operation that hagismefurts mr«:m@mnettﬂ@llock,vand%ezqu'taﬁi@?@iléﬁ&ing%t_e s

( KRQ_GRANT I NC+KRQRCPU2RQSTHO_D( next cpu) - (ol dspi n&KRQ CPU _ B_MASK) )

At oni cal |y~ subt r ZRHGE WISTURES | count this grant of the Tock, clear the

recjgpient CPU s r i@k set _th dfield to 10 indicate that
the recipient fi elﬁg&ﬁ%\}/lv Eig?@,s'lﬁﬁgmle%g%te g’)e P O‘YWig#eaﬁrad has received nore
than its qudta ofOwmernsss we m&t@piﬁ%zﬁ@%ﬁéﬁﬁﬁ@&k,{aﬁ& 9t RpISIHR FRANG MESK)

from "newspin", thereby clearing out the grant field. This step cannot
cause starvation,CHésapi8aeahe only way we can reach this step is if none of

t he ot her qt5adsOflﬁ%ggﬁb@f&ﬁm%q#%s%h&%@%ﬁfI ock (see above). vi) Atomcally

add "newspi n" t rq_spi he required state update. vii)

I'f the recipient afPU iStoffdall9RxEbhoblHRdalibef g gl ake on
our_quad as foll ows: 20025 38 %(1) %et kalp tolﬁgg]?er{?b?%#hga%ﬁﬁ}cﬁdgg&%ss)

quad® s | ock struct ur e, WitsthayakRIPODKIKRIbECEPGPkY, digtatDnphidpiult. (2) Set
"ol dspin" to theyalu Kap-+ in. in, it, may be desireable to
inval i date the otHher P&S‘&he pgg'gﬁ@t%bégﬂ’péé@ggﬂmm 'HHPCP@ to the interrupt entry
ol dspi n&( KRQ_GRANT_MASISH KkiRf¢RHam R WO )spinng A @F1GR! |y subtract

"newspi n" from kgp->krg_spin, placing the ol d value of kqgp->krq spin into
"ol dspi n". This &) om dRosigse daiptnm has the effect of clearing the grant and

hold fields. (5) Af " | By L NEi.cates that no CPUs fromthis quad are
requesting the | (gng (a#g'rsﬁ%cgﬂ‘flo SOL]J ﬁact this quad's bit from kp->kr_spin.
e)

25 Spin until "cpuspin” points to NULL.
) Raise SPL to "s".
g) Suppress interrupts.
h) Set the per-CPU table 1.pl_krlockp to NULL.

1) If "cpuspin" still points to a NULL value, we were not interrupted. Do the

30 following:
i) Restore interrupts.

if) Return "oldspl". Stop repeating.
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(6) Return to the caller, do not execute the followng steps. 18 WO
02/0S-t17S PCT/USO 1 /9529 b) Get here if it was not possible to hand off
to a CPUwaoehssiturrently sel ected quad. The foll ow ng st @63/E01/WERY r el ease
the lock entirely or find another quad to hand off to. c) Put a copy of
kp->kr spin into "ol dspin". Again, it may be desireable to 5 invalidate the

h ! fthe only bi in "ol dspin" i
quad, we. mad b6 ek Tetstiopieafs PEIrerah B uioph aoPatiEido pedtitsfhe BB iniftaee
kr | ockignfy &%&%&P "@k%iﬁ%%%‘é@k t PGOPHbcbde ot Hﬁé&‘k) noddnténldii§

returns TRUE, the | ock fully 10 released, so we jusf return, and do not
execut esfolhlew[sol lowing steps. ii) Put a copy of kKp->kr-spin into "ol dspin".

-Agai_n, be desire i nyal i date the ot her ' caches. e) Set
"cu:squad" L&) $fido P‘E}rFP\?‘&OJfL pe fppg@atqmigad i#é‘ﬁ?f‘(‘%i‘%l%#ﬁﬂi’éﬁ#“dﬁéd}‘% f) Set
"kgp" to th I t .esponding to "curquad". 15 g} Set
"firsttime” @vn‘ﬁt@%@?ﬁ%ﬁtséaﬁﬁ%l%‘f‘e{){&%tO kqp- >krq_spin. Again, it may be
deS| reabl e 2pLoopnadtil dist KR@REIIEKSE kiPlssleacaiciias kqpl>kigtspin. adbapally, tids bit
"nextcpu". 4) Since the loop is ndeflnltel)é repeat ed, we do not reach this
®

step. 20 Psdibe é]éi%?élyfc&ﬁar%éo thahtheleap will net §1gecluque)as e) used by
v_krloc k—COEVﬁ old§ ﬁleh?@egfhe} E'I@Ul n%ﬁ%es&ﬁ kﬁ)?c?fnl?seget q:ﬁ)élll fh§re81§ c%xﬁér{tf?)ws lﬁeg‘ur}l

Repeat the S 1 ndefi

ex i citly FIA(LSE ot dohottexecute dplfoll@dbingstepet a copy of kqp->krqg spin in
"ol dspi n" ain, it may be desireable to invalidate the other CPUs'

caches. b) ﬂ?ofh@é‘f’@% s§t aaldwajbt@tthwwalwfrlab%ld_wmh 1 maay bs cegiyablexisx ur n
AL SE. a0 Sl LAGE CRUE g By o211y compare, Kab i dospin
successful , spRegust tetfoldwingetdpe dpiefiditely. MObily)deAdiNSIRCIY Widph 148 35 2)
Atom cal |y conpare and exchange Kkp->kr_spin with quadmask substituting
Zero on once. However, races with other CPUs can provoke compare-and- exchange failures,
15 which can force additional trips through the loop.
a) If this quad's bit is not set in "oldspin", do the following steps to attempt to set
this quad's bit;
i) Atomically compare-and-exchange kp->kr_spin with "oldspin",
substituting oldspinlquadmask on success, where "quadmask" is a mask
20 with this quad's bit set and all others clear. If this is successful, do the
following:
(1) If "oldspin" is not equal to zero, there is contention. Return
FALSE, and do not execute the following steps.
(2) Atomically add KRQ_GRANT_INC+
25 KRQ_ME2HOLDMASK()-cpumask to kqp->krq_spin. This
operation marks the current CPU as holding the lock and counts
the grant of the lock. KRQ_GRANT_INC is a value which adds
one to the KRQ_GRANT_MASK field of krq_spin 202.
KRQ_ME2HOLDMASK is a macro which creates the value
30 indicating that the CPU holds the lock.

(3) Return TRUE and do not execute the following steps.

12



success. If the operation is unsuccessful, we raced with a p_krlock{) or
cpkrlock() on sone other quad, and nust reset our local krq spin state as
foll ows: WY oawdiPtal |y add the quantity (ol dspi n- KRQ RELEARSH)YUS00/49529

kgp- >krq_spin, 5 placing the old value of kgp->krqg_spin into "newspin".
This has the eff dﬁtomér“bmﬂiimpadtstbitimalremytsbrm "oldspiRQ_Ridls bisfytbe due th &
"newspi n" has so @Eﬂ t hen our backing out raced with a

p_krl ockQ on thi U‘& P_KAeOC{]s fT %@ﬁﬁ’ctwlP%)@]o‘Pfe“iuBt HHE- I apyeseado the

foll ows: ~ Atom %géw}ﬁ%g e quantity 10 (KRQ CP_HANDOFF- ( ol dspi n&( KRQ
CPU_HOLD MASKI KRQ_ _MASK). This sets the handoff bit, which allows

the first of the (possi) Béty'oltispin) " tkdpgkia_spih.0 cdglajn, anripbd mﬂ%ﬁalﬁl@ t®r oceed
whi |l e sinmultaneously clearing out the hold nmask and the count of

consecutive grants. THBV3liptedhe phenbPUstoerliss! y necessary, but is reasonabl e

gi ven that 15 nobody e ol r%{%@ Ret urn TRUE
‘to indicate that we no [%n‘gd%ﬁ hggtﬁheﬁ?gcgp qlandgﬁts 8%?'% at'he? than
releasing it, but who ﬂaﬁmgQEDltrﬂcmk’b mid Hewarday us tHéGoél@|¢1@fmdQ61§cl@9§fo|ﬂ§W to
mess with the | ock any furt c) Return FALSE to indicate that the

call er nust hand off the |dékAtwwév@ﬁdmﬁeumltya‘éR@gGB@é\rﬁxm&s 3) Get
h f full | bi t

RELEASE {1 om kap. okr o 2pi n EROMHIHADMASEQ ek RO BT HANBOR oy
TRUD to indicate that we fu |p¥>l{rq|s%ﬁ§eljh1§ BONMiOAK-setd PhiETPUIOnQQI8IE Xledrhe

function (krlock_find_next) used above to find the next CPU to receive a
handoff of the lock is as fitsltequest bil, cJeagethe KRQKCP_FANBFEDit, ahdheounits thes et
correspondi ng to quads w th_hi nbers than "curquad", e.g., to
-(1(curquad+l)). 2) Set " tgg(gkfetl‘)ulfo contain bits set for all quads with

hi gher nunbers than "cur qua(g R@Qlﬁ'II'RUE@tbslﬁ’dl@Q@Hﬁl’tWe%hémeﬁdﬁ&e&%ﬁte
Iock e.g., to rgstnmask&mask. 20 WO 02/ 11s~17s PCT/ U S01 /.19529 | f

"maskresult” is not equal ttbeﬁ(élomngﬁtpﬁrn t he nunber of the
| east -significant bit .i. maskresul t" er of the next

quad to attenpt to pa§§?PH5rWi§8 SPG} Yaitige I%‘BCFIQ\Q‘ABIE th&)@‘@af E“tt%gb e plspregfiony
steps. 4) Conpl enent splﬂ_ef for'thd KREAEPCH Alm§5FF5R t@ﬁ(‘!@leﬂﬂza fm(ﬁﬁ s set

corresponding to 5 quads with |ower or equar nunbers than "curqua 5) Set
"maskresult" to cont aikypbtkrg_spat. When sdrhplipgatis valiie bf kpwler_spinniaee shet vedue
“curquad” that also cantajn CPUs requesting the lock, e.g., to

rgst msk&mask. 6) |f "IHE)SIQFC’@B’(E‘I’(" is not equal to zero, return the number

of the | eastg [ |l be the
nunber of th-e)grlllg%ttf]%glggfotugk% %Sre]arlrlplt tolgeggéﬁ t?s@ﬁé@&%}xo{% dMto Do not

exedute the following steps. 7) Return KRQ CPU NONE to indicate that there
AN TR LR RN T A A
o CEO ST A RIE A IRE R LA RTIR OO
back ou¢p_dlogk)s pig 8iis a Aewfahbit 308 Jllustratmg the general flow of control through the
conditional acquisition. Following the initial state 804, the calling CPU requests the lock and the
25 system priority levels is raised and system interrupts are suppressed 808. It must then be
determined if any of the quad request bits for the lock are set in the global bitmask (kr_spin) field
812. If the quad request bit has already been set, then the requesting CPU will not acquire the
lock. Both the SPL and system interrupts are restored 816, and a CPLOCKFAIL is returned 820
indicating a lock cannot be conditionally acquired by the requesting CPU. However, if at 812 it is
30 determined that none of the quad request bits are set in the global bitmask (kr_spin) field, then
the quad's request bit is atomically set 824. Next the CPU spins, waiting for the release flag of

the per quad data structure (krq_spin) in the CPU holding the lock to become cleared 828. The
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1) Atom cally exchange the value pointed to by "cpuspin” w th NULL,

pl acing the old value into "oldspin". 20 2) If "oldspin"” is NULL, we have
been grawed2nid73 ock: a) | nvoke v_krl ock _comon{kp) to ra@cgassimeey| ock.
b) Return to the interrupt-entry code in order to progress through the

i nt er r QAU fegoekt bn sw' ih il igpim efai (Regy_| BIh&) mostlbc chécket 1882 1t0 dgaerneine if anodel (EPUI
set us, back up i_nni ng on the lock,_ 25 3) Repeat_ the fol]low ng ste

i ndefi A rteave;stlpég@ﬁo%é thye; ap e chPbCPQFrfﬁPé‘e%SlPﬁ the lpgesite Beld figlg i ammwally
kr g_spi s r
advant aég}e%g’s %:oysﬁl‘)?wglﬁ Ero’i-ualg’)t éqgeslﬁ&me 4599%%&%?0%&“#9%&1%&&0 |d%'2¥“%§ | f

" ol dspisitcebdrd it h@cl]dﬁmﬁg Rel&EA S Hows &ér, 1fI1tqeﬂetuﬂhinbd hﬁ‘@?b:hht dnsthel €aved, and
30 pick up a fre of kqp->krqg_spin. Normalli/l RQ RELEASE wi Il not be
set .S 2ﬂlread\v\@eqm62mg t$6|10d<stfw¢w1djs°€ flag in-the algnésateseeﬁt enmﬁwﬁiatatswcture

ol dspi pu effect of Ie r| r . bit. d)
At omi cglf“ ﬁ Sp{@ 5?{%'19 ??éh@ﬁggst?abn@w ! Sh‘s dg @Bfiﬁh‘:’éﬁg cilfa??ﬁi ng

" News pitixt tHUbo‘ﬁuﬁﬁ)ﬁﬁlSacqbfsnidﬁQ)f@lma{ l@as&ﬁ'ﬂ’edeBQ@hange was successful, perform
the 5 following steps: |I) If there are no nore requesting CPUs on this

quad, at omi daekconditieral lodk] as;qqlamn sneghad dpr_briedkpd9acquinesithe spe)clfreétlmkruf the t he

interr cod code for.the funct kr| ock

chic_codoin b SR iR DBEGaS ey heq s g gk Hor Rices b Bl

p_krd OQMQQ&GIIQMNDO@WAHBHHB%@M&@H&@'téﬁié%aﬁufg@lh{?%méeoﬂhe kbpel @Gkd | f
this primtive returns FALSE (indicating that we did not imediately get

t he | oekyin legkingtpyimnitiat lisydesigniod fiaydhigtepptentipn.fihe benditadnabloskianquesitiom ptisitive
cpuspin 5 a t he .ol d val ue pointed to by cpuspin. As discussed
above, mfbcgﬁbﬁﬁvdfi@}raﬁ‘{ﬁ%}vyﬁ&n asing a lock, there are several races

bet ween contending CPU s that can occur when either releasing or handing

off a lock. Both of these race conditions are resolved by the handoff fl ag
(KRQ CP_HANDGE pyewsioecotibés ascoHasge 20 flag (KRQ_RELEASE) bits in the spin

b muni 30 Rl Bt SRitp B oA g b oELebieal KAPHSIGE Ly bt woen a

processor r@gﬂﬁﬁ%ﬂeﬁ%é&u gk through a conditional lock acquisition and a
processor requesting a ck t hrough an unconditional |ock acquisition. The
rel ease flag)is sﬁetbmtaallprcempmte andemhangaakp @knn nspincvith Gestubssatirc quadmaskdn and
rel ease of the | ock. Ther#) |OWI exa |IIutr§fﬁ|ve of races for a
25 lock that can°8SEEResS &‘GCBF‘B Qad pxC H%F/ fls, YHBSSERRe handof f
flag resolves thg yrac §8sstdns Exanple |I: Assunming that there are four
CPUs per quad, so that (%P 1,2, and 3 are in quad 0, 30 CPUs 4,5,6, and
7 &® in quad 1, band sRestmeSPheo TadddpdWi ng races may be eli m' nated by the
handoff flag in | |)ne with the follow ng hypothetical events

Return CPLOCKFAIL toindicate failure. Do not exccute the following
steps.
4) Otherwise, loop until the KRQ_RELEASE bit is cleared from the kqp->krq_spin.
(Normally, this bit will be already cleared, so that the loop will not be executed.)
25 5) Atomically compare and exchange kqp->krq_spin with 0, using
KRQ_ME2HOLDMASK. If the compare and exchange succeeds, do the

following steps:

a) Restore interrupts.
b) Return "oldspl" to indicate success. Do not execute the following steps.
30 6) Otherwise, we have raced with an unconditional lock acquisition (p_krlock).

Atomically add the handoff flag (KRQ_CP_HANDOFF) to kqp->krg_spin to
hand the lock off to the racing CPU requesting an unconditional lock (p_krlock).
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22 WO 02/ 0S~17S PCT/ US(11/-19529 1 ) CPU O executes a conditional |ock
acquisition primtive, which sets quad 0's bit in the gl obal bitmask
(Kr-spi nN)WOBRMATE™M0o other bits are set in the global bit @€/ S01/H4$EYN), CPU
0 can proceed to the quad level. 2) CPU 1 executes an unconditional |ock
acqui si tion7pri mReistpes intemiupks. sets CPU 1 1S 5 request bit in the quad 0 spin

state data ructure ( spi ., 3) CPU 1 detects that it is the flrSt CPU
to set a re?hestﬁ%ﬁPYQ§§ﬁﬁ% 0&1‘3@10 spin state data structure (krg_spin), so
it attenptsgjo S%etﬂﬂ@L%(FKﬁé%ﬂoﬂn%ﬂﬂ&tte%ill @l bitmask (kr_spin). It cannot

do so, because CPU 0 has already set 1| ‘CPU 2 al so executes an
uncondi tional lock acquisition primtive, which sets CPU 10 2's request bit

in the quad_ 0 in state data structure (krg_spin). 5 CPUOQ attenpts_to
set °CPU 0' s Fﬂ%?frsgﬂfs 'i?iatf?‘?‘ﬁ dtaﬁ@%aﬁﬂ“@t@ﬂivnkg%’%@o)ofﬁf g@)l@ﬁma@tleﬁsl%frmachﬁdi n,

but caRpRf F%H

1 mpl enent a?%ﬁq%rkgggﬁﬁgﬁ dl(i? t |:hé ogﬁﬁeﬁﬁggﬂ@@fsg@gﬁ t?r%gg Clzil(r%;(ttpoeff flag,
whi ch wpedatios.iFptiatvigRbe initifiataté 704)ake hadraptstdiesdppedssedibechiisetierreépa@snultd
handof f fl ag, .one of the follown robl ens woul d_ari se, depending on ot her

desi gnCatGipEddems withaglgasinga log ansk the SPL figitisedias showm ap s ibpddition ther e t he
oS ' o ik e y &
coul o Simettidodd WASibhglod (EHAHH,if s POINGREliEhbBRfed KhicheEl) gn ORE.

0. I0heqpadhdsatie bl selested forthdlgold On'whe Bk TP e 3R KiE s selebte@Rbe Reaai@obs CPU
2, then CPU 1 will be spinning at a high SPL, but 1%Einning for along tine

with i Heeselagind atied ipetegiedd)l 6pggardiase ob whightanachtie GR3E is laeatied. Newt, e GPUni ti ve

cl ear A . | bit kK (k in). Thi-s results i.n a hang. If a
cpU on B Bl aEieh e e B nont LSl Uhanlel g Rt G e o
spi n), itdiedtivealidi tidlatk Rds@rGuitide:CPU on this quad that 25 beat out the

conditional |ock acquisiti Onderi mtive would conclude that some other CPU
hel d the | odk, adfthewtinanwberdRiArequesing\tbe lockr this nythical CPU to hand

of f;st 0 t hem,,3) L I k acquj si.tian. primtive clear the
ol dBal bit gk’ ( E?l\ég%l%%% fﬁgg%ﬁ—%ﬁr@#@% “?tcsl"’eimgtlls &IH%‘EE‘%Y@; thatfere45H hang
off to a CPU on thh&iqishedk @uask dferdfdnithaRs het 2PBBnPbREhdideasgt - The

probl em here is that the CPU on the other quad that is to be handed off to

m ght exit i%s chithecthis gadhrpnotandausted itsoquotaaf consecttiee graots, eraociherquad
before we get around to .clear] our. gl.obal, bitmask (kr spin) bit. This 23
WO 02/11h. ~ 178%@?@%&3 i%@%‘é@“‘&gme?}"%éa‘ﬁ again result in the first
CPU spi nni ngyat Hi@Br aRlper@hid Mia bRudat l(hﬁ;&iﬂ‘ié‘%ﬁh@éeﬁl@ﬁ%&al @nlnﬁé Koldkr

spin) bit. In addition to the handoff flag, there is also rel ease fl ag.
Thé&Or el ease f| ag fiekl issleat o0 resol ve races occurring between processors

The unbiePe ot Bt BRPen  halis f BRE U SROmANe 1ol e Prof GEoRr MPredoE
Quad aSrh Srr D rROR{ly RORPRA EEoRMAY. Boh B bR e B,
wher e -BRrRUs itanksy finst be defannsinedif tho@PULd suitabid foarsseivarg tPlock.
If it has been determined that the selected CPU is suitable for receiving the lock and the
25 subsequent CPU in line to receive the lock must have cpuspin field set to NULL, this indicates
that the subsequent CPU set to receive the lock was affected by a system interrupt 740. As such,
the next CPU on the quad is selected to receive the lock 752. If the new CPU that has been
marked as the lock holder is on the same quad as the previous CPU lock holder, then the system
interrupts are restored and the specified SPL is set 768. However, if the handoff of the lock is to
30 a CPU on another quad, the grant hold field, indicating the number of times the previous quad

was granted a consecutive lock, is cleared 756. If there are more CPUs from the original CPU's

quad 760, then the system interrupts are restored and the specified SPL is set 768. However, if
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woul d be handing off the lock to them which can |ead to either hangs or
multiple CPUs in the critical section sinmultaneously. The foll ow ng exanpl e
is illustwaopdsiiesf the need for the release 10 flag: Exanmca/uso1/44s2) CPU O
executing an unconditional |ock rel ease sees no further requests for the
| ock, dkete ategrot innre CPUssomsthe diorme CP@I logkihdlder' squedirequestatgethe fdck, then det ur e

(krg_spin exe conditiopal |ock acquisition
primt ﬂ%a B‘fﬁ H’a?cﬁ‘ibaﬂ’gfntagnéﬂﬁpé“ by ﬁaf§$$§' the,Sysiem misruptsae gstoaed ppd dhayr e
(kr g_sRpébk i

St ust P E‘i‘fﬁ“%ﬁ%%‘f@ oG- IHEEY P KBk DO RAS (B CibRtem |

and thenten‘mptesubmqsenuts tispsetectivmbdethaiaCBU Sorr iecdiving thedlocks,théeldabd procédud® sees
-t hat s not first, because quad 0's bit is still set, so it settles down

to épl r?e egtf t@j@?xicé’%@ﬂ%‘%%m&#l Aelondi tional | ock acquisition on quad O,
setting its Ig NeShal & téﬂ?n&@c?th?ﬁhe ad.fepp aoé»ttﬂé'ga{xﬁ gnq(jilﬁéﬂ?@&n%lﬁr fsauest

‘bit in quad spin s per quad

bi t mas keceGRub Eheabslq tisethie hévatqubd hmlamtgfaECIf’U Nedk ré%ﬂ:ldﬁi%tsel@ae@l 720! Iﬁ)theﬁemie no
therefore starts spinning waiting for quad O i gl obal 25 bitmask

(kr _spiofer (8 Useoncs difffeeant quad iopmy the aueest logk holdentequestiag @u@;&arhemux nepisKPU
(kr_spij 5%\ lctlerfs]Equﬁﬁs seﬁe@tc&i%ﬁhérﬁy hﬂé}g Elre n%l Jeéiué’sﬂ% g%’glfs E%l glgg(eht %\%d St ead

must h It o ere are a“cou can

cl ey qelasbe@lag (FREpE GREH;EASE)Slls sétkmg Foi thy GPU holbmg thd ROk . aFHeQ{ﬁB& bitdroneft of f
to a CPU on quad 1, or (b) we can |eave quad O gl obal mask 30

(kr_spigpb abblﬁmgﬂﬁ {kfeﬁﬁﬁl)gﬁ ¢leared 274 and thetreleasecﬂag (MQMLE_ASEMJS cleayed.

(e s prOsieiyi eI R eiahs AW By RAPEIRR g tode b B Sl 17 e i e "whor o
bot h Ciiehdofafldy GRRIQACpetiAVBOFREY sétozisé édﬂﬁhé g@kem h)terﬁPﬂth ﬁ)ltﬁ@r:?mléﬁeqmgas b't

init's global bitmask (kr _spin). i cks up a copy of quad
spi n stkg @CHwtrﬁstefqdmﬂaheSﬂ(megﬁ&ﬂn ad«hm@n, if hhﬁl)&‘ aGPhp new QPEk oprthe seree r upt

(ke o 0 PRl g 2371 RS bfiiniera BT e PP BRelendng Isuiek S and ©
( kr _SPith) SPUL& deVTéiC@Lécércﬁ@%? tAdIBibciuge fr 9R8AsidY thEBsk coKidSP 'tlﬁ)lo%ltfon ok

sees that no other gl obal 't mask (ki-spin) bit is set. refore
concl udd¥d requesting thelogk shes taqukvenhstarvatien,s.ei kespmgithe ek velshtrt a singlevgua@PU 4
returns fromits interrupt, and reinstates its request by setting its bit
in quad 1's spin state data structure (krqg_spin} field and setting quad I's

bit 15 in glipedselticdHRS for(thé nsddh [ y set in
gl obal bltnaskeﬁ(s‘la(r _spin), tCP 4 E%lg\?\él?ﬂg?gﬁ&é% smﬁg{e ?ﬂbﬁ&dl ock, and

t hedlef or e sét)tlesSuchmsnmeremtm vi) CPU 0 picks up at th| S point, unaware
that CPU 1 Idsth | o CPU O t efore t ck .off to CPU 4, so
that both qﬁeﬁeiﬁoﬁéowf’.“ﬂ@ i‘?’?‘f ﬁf"i ksgﬁ‘?l? ctipn felrasesihe ti ne.
b) Suppose CPU Os B@(ﬁﬁ&fld&ldaﬁsﬁnélt%h‘?@ﬁk Rkt f@gﬁé‘stc(llif iR @ hndidk rél%fsn@% .
f events: i)

handi ng off to CP hen 'we can have the | ow ng sequence 0

CPU 0 hands the |lorcl¢<em¢r¢1yuhxat:eu 4. ii) CPU 4 enters its critical section.
25 iii) CPU33 es an uncondi tional |ock acquisition and sets its
request bit H’i ‘state data structure (krg_spin) field. CPU 2

SE€eB 4) Set the SPL to "s"

Pseudo-code for the function (v_krlock_common) used by v_krlock to release the lock to

another CPU is as follows:

1) Set "oldspin" to kqp->krq_spin. Again, it may be desireable to invalidate the other
30 CPUs' caches.
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that CPU 1 has already sets its spin state data structure (krqg_spin) bit,
so CPU 2 settles down to spin normally. iv) CPU 4 exits its critical
section, wod2esairng that quad 0's gl obal bitmask 30 (kr_smarnyuseit9dzs set,
hands the lock off to CPU 2. CPU 2 then enters its critical section. 25

WO U2/ 0~~172) HGh¢ hidd¥ieldjns"dldspin" Mows namiedicdte thioCPU| agsecediug &_dgen. | f CPU
0 clears quad 0O s 8I obal bit mask gkr spin) hit, then CPU 5 could execute a
condi t i onal OPERKROMBFN ivet HHY sewrlsted d0ap ypiliae hpld ficld deesipdicyp daip CRYy bits
set in the ' § i), jnk it had possession of
t he | ock evgﬁegﬁ{l%gﬂhg%élﬁqgﬁﬁ%spﬂ%ﬁ %‘f%&ﬁﬁ%&lﬂsecti on. One the

ot her hand, 3)Refufattiz folloping steyairdefigitelst (€ich pgésalemply forpaskthé kdcksat w)a bi t
set, then CPU_1 will be spinning for an extended period of time with
interrupts digaentayaddini ch is bad for interrupt |atency. Accordingly, the

above illustrati t.aj.ni . e handof f
‘flags are 10 ill gg{ngfg{(% @g&oﬁ %P hrgéxgt'ge plilgcrlag%p#l?ﬁ{ Qﬁlgslgfﬁlg’ggsuf%ugt he
preferred enbodi pkitingtthe td3elt iy enéA 16" AMHisTon¢ ioR@¥arbhercibt B8 neR: P YEfiest
por per usage of the | ock and prevent m sconmuni cati on between CPUs between

| ock acqui si ti on birid hpedelf te|stadeg atab GRVdndisatal by "TstepWri or Art 15 The
kernel round robi i rhmiive nsi.ders the hierarchy of the
processors on thlg?glyesEtgﬁqp&?ﬁ?féo‘ﬁwggﬁgﬁﬁ%@?‘i'm'ti ve to function on a |arge

CC-IUMA system as well) krdsckS fifd | Rkt(5iouh€ AEPUTHStHY fwlditb Wan@bif@snfior both
condi tional and unconditional |ock acquisitions, and allows for the

processor rel easing t i theoKRQ RESEASH flaghie naieset inpraddspas'diin otberbeongs.camyed t he
| ock. Granting of the | ocks fror e processor 1o a subseguent processor
mini m zes the nunber 2&F ‘Pgrvqg’g]ﬂcqﬁ?)e?@ﬁg’r%lél femp n%%’o%“?dﬁ&"ﬁﬁ’ﬁ@ﬁ%‘i@?ss

requesting a | ock spi RoRPldRdd)Valge nenory, thereby reducing the load on the
| ocal buses and increase performance both at | ow and high | evels of
contention conpared t dii) ¢ithgethemymiber &fscongdcntivigaintseéo Ebbdinmtbistqua® & dtifl ini | |
be 1ﬁppr eciated that, alt houglh %B.egi fi.tﬁ epbodi nents of the invention have
been described her ei n 8 PUMHILEENGr Upg ST F4t 3, vari ous nodi fi cati ons

may be made without depagd h@%aﬁ&iﬂgbgﬂls tRPCPUs RAE, &Ctﬁ@ﬁolafﬁewﬁ 'ioméﬁﬂ)“'iiQn'

In particular, it will be understood by one of ordi nary ski in the art
that a bl ocki ng | ock cteat thdboldifledd ¢cantteset if @ prachding vi_kilodkk) hesewbt fuilyt he
preferred enbodi nent. Furig&h%{, while the preferred enbodi nent contenpl ates
using 30 interrupti bl &8 Jwhi ch spin only on local (non-renote) nenory,

the invention regulnr t: ROSE@ ikt S -
that o ther the InneresRRIonBIBIP hAPPEHEGyE bf AT oR b Q0 iing e
perd® tted to be fiadiowingstepsipti bl e, or that the lock be interruptible but be
26 WO 02/ Os~17S PCTLUSI | 1/ ~9~29 ,Eﬁr@é,t ed Eo Spin Qn renpbte nmenory.
Accordingly, the scop® b#cot B &ecipi § PRIR 19CAtiehang Ut 3 PPINYer {1 1A y by
the follow ng clains agg,ppei r equival ents.

ii) Atomically compare and exchange *cpuspin with "kqp", substituting
NULL on success. If this operation fails, that means that the recipient
25 CPU is not ready to accept the lock (perhaps the recipient CPU has not yet
started spinning, or has just been interrupted). On failure, do the
following:
(1) Set lastcpu to nextcpu.
(2) Place a new copy of kqp->krq_spin into "oldspin". Again, it
30 may be desireable to invalidate the other CPUs' caches.

(3) Go back to the top of this loop (C "continue” statement).
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27 WO 02/11S~175 C ainms PCT/USOL/-1929 W claim 1. A nmethod for
efficiently handling high contention |ocking in a nultiprocessor conputer 5
system owopeAosiing: organi zing at | east some of the procesgavissoineay a

hi erarchy (910, 920); providing a |lock selected fromthe group consisting
of: an interruptibl e liggRthcamidedh¢ oakparkiant-ewetiange opdratipnaskyected, and menor y
(914, 924); and processing (600, 700, 800) the |lock responsive to the

hi erarchy. 10 2. The nt@tvﬁgéf‘%fiﬂ?ﬂ lorkPHf to lisaraipient GBUp Voo Bt nRyv sleapup.

condi tionally acquirespf; ; g f.al Lure. t he
lock if the lock is nglg 12518%111?1?37 cér.ﬁqgéne?)&’lﬁl%feeﬁ%f{sE@%ﬁgftﬁéc(%)%@nlo%? h\%e:@éi n the

processing step: unconsissibidinadl encanderin®s picbelih®e Krl06R0 bpedtien &k hss w t he
a ocgeuntil the lock is available. 4. The nmethod of claim 1, wherein the
processing step: 20 unEhbHRMPIE6Aal |y acquires the Iock; and further

conprising allow ng sy | Funts (698) while spinning on the | ock. 5.
‘The nmet hod of any of clléialgér?sh%%fﬁt/{vﬁerei n the hierarchy includes a data

structure (200) havi ngKR®@IGRANIKINOHKRY ICPU2RQYSTHOLDARKEPHS (NMspAn SKRUP
are waiting for the lock. 25 6. The nmethod of any of clains 1-4, ‘wherein
the hierarchy incl udes-@PUHHALBLMATK) cAtomigilyisubtrasting tis willreantithislgmat i ng

whi ch groups of proces s;.hav Qcessor iting for the |qgck. 7. The
nmet hod of any of cl ai n%sf%l":]@@ ﬁeraf H“e?rre%lg%f(;}sgﬁﬁdeﬁ?trﬁ%? f‘ﬁcﬁﬁet B}eﬁ@ligglg ) ag
forita group of process@digatt thap(iRMBEDichAHEE nBRIWBRNhALRKI Sition and rel ease

of the lock. 28 WD 02/0r1175 PCT/US01L41529 8. The method of any of
claims 1-7, further congfihisqngdhas received myratham sl giidta bf eepstartiva grgantyp of

processors to grant the,]o to.a r ting,an ungonditi onal
|l ock from a processor SPB%%F&Z@P?P@“‘%W%%%W”@ ’é‘?wwl‘bo%fﬁ &y
program enbodi ed on a &%gbﬁﬁhé?@éﬂﬁhbﬁi.mﬁﬁé{&ﬂ SR oCAUR dt2ivaGort; BEBIEE

th
program code neans to performall of the steps of any of clains 1-8 ann
the programis run on aulywapweean rebch thihsep tripucrerof pheoothamnquatls hadCRUS,

wh in the nediumis selecte romth roup 10 consisting of: a

regfc?fdabl e data stor agrgq%ﬂ‘?%%?fl‘?f?fés %gfﬂ ated carrier signal. 29

CAL. ASN& A’ & ALN. ALN& A9 RtcMiBaIAS:dAS 8w ASE oA Aﬁ@?% %% A A P89, AL
nN9y. Asn& A&&Y. AS5&. e RuohliCalfyaddd adu il olapSid Soll qugésiﬁ. o Hiefhed

state update.
vii) If the recipient CPU is not on our quad, we must also clean up the
state on our quad as follows:
20 (1) Set kqp to point to the running CPU's quad's lock structure,
using KRLOCK2KRLOCKPQ(kp, QUAD_NUM()).
(2) Set "oldspin" to the value of kqp->krq_spin. Again, it may be
desireable to invalidate the other CPUs' caches.
(3) Set "newspin" to
25 oldspin&(KRQ_GRANT_MASKIKRQ_CPU_HOLD_MASK).
(4) Atomically subtract "newspin" from kqp->krq_spin, placing the
old value of kqp->krq_spin into "oldspin". This atomic subtraction
has the effect of clearing the grant and hold fields.
(5) If "oldspin" indicates that no CPUs from this quad are
30 requesting the lock, atomically subtract this quad's bit from
kp->kr_spin.

(6) Return to the caller, do not execute the following steps.
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grants. The latter is not strictly necessary, but is reasonable given that
15 nobody wanted the lock for a brief instant.
ii) Return TRUE to indicate that we no longer hold the lock. (We handed
it off rather than releasing it, but who is counting? Either way, the caller
does not have to mess with the lock any fuﬁher.)
¢) Return FALSE to indicate that the caller must hand off the lock to one of the
20 racing operations.
3) Get here if we successfully cleared our per-quad bit. Atomically subtract

KRQ_RELEASE from kqp->krq_spin to complete the release operation,
4) Return TRUE to indicate that we fully released the lock. _

25 Pseudo-code for the function (krlock_find_next) used above to find the next CPU to
receive a handoff of the lock is as follows:
1) Set "mask” to have all the bits set corresponding to quads with higher numbers than
"curquad", e'.g., to -(1<<(curquad+1)).
2) Set "maskresult" to contain bits set for all quads with higher numbers than "curquad"

30 that also contain CPUs requesting the lock, e.g., to rgstmask&mask.
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10 off to. Do not execute the following steps.

7) Return KRQ_CPU_NONE to indicate that there are no more quads to hand off to. Due
to the structure of the algorithm, this statement will never be executed. We always leave
the current quad's bit set, so there is always at least one quad to attempt to pass on the
lock to.
15
Pseudo-code for the function (krlock_rrupt_enter_chk_common) to back out of a spin is
as follows:
1) Atomically ekchange the value pointed to by "cpuspin” with NULL, placing the old
value into "oldspin”.
20 2) If "oldspin" is NULL, we have been granted the lock:
a) Invoke v_krlock_common(kp) to release the lock.
b) Return to the interrupt-entry code in order to progress through the interrupt
handler without holding the lock. The interrupt-exit code will set us back up
spinning on the lock.
25 3) Repeat the following steps indefinitely (each pass attempts to remove our request bit
from the krq_spin mask):
a) Set "oldspin" to kqp->krq_spin. Again, it may be advantageous to invalidate
other CPUs' copies of the cache line.
b) If "oldspin” has the KRQ_RELEASE bit set, loop until the bit is cleared, and
30 pick up a fresh copy of kqp->krq_spin. Normally, KRQ_RELEASE will not be

set,
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10 Pseudo-code for the function (krlock_rrupt_exit_chk_common) to restart a spin is as
follows:
1) Invoke p_krlock_nocontend(kp,kqp,cpumask) to reissue a request for the lock. If this
primitive returns FALSE (indicating that we did not immediately get the lock):
a) Atomically exchange "kqp" with the value pointed to by cpuspin, throwing
15 away the old value pointed to by cpuspin.

As discussed above, when unconditionally releasing a lock, there are several races
between contending CPU s that can occur when either releasing or handing off a lock. Both of
these race conditions are resolved by the handoff flag (KRQ_CP_HANDOFF) and the release

20 flag (KRQ_RELEASE) bits in the spin state (krq_spin) data structure. The handoff flag is set to
control miscommunication between or among processors that can occur between a processor
requesting a lock through a conditional lock acquisition and a processor requesting a lock
through an unconditional lock acquisition. The release flag is set to prevent races that can occur
between acquisition and release of the lock. The following example is illustrative of races for a

25  lock that can occur among processors and/or CPUs and how the handoff flag resolves the races:

Examples
Example I:

Assuming that there are four CPUs per quad, so that CPUs 0,1,2, and 3 are in quad 0,
30 CPUs4,5,6, and 7 are in quad 1, and so on, the following races may be eliminated by the handoff

flag in line with the following hypothetical events:
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2) CPU 1 executes an unconditional lock acquisition primitive, which sets CPU 1 IS

5 request bit in the quad 0 spin state data structure (krq_spin).

3) CPU 1 detects that it is the flrSt CPU to set a request bit in the quad O spin state
data structure (krq_spin), so it attempts to set quad O's bit in the global bitmask
(kr_spin). It cannot do so, because CPU 0 has already set it.

4) CPU 2 also executes an unconditional lock acquisition primitive, which sets CPU

10 2's request bit in the quad O spin state data structure (krq_spin).

5) CPU 0 attempts to set CPU 0's request bit in the quad 0 spin state data structure
(krq_spin), but cannot do so because CPUs 1 and 2 have already done so. The
implementation presented in this document has CPU O set the handoff flag, which
would signal CPU 1 that it now holds the lock.

15  If there was no handoff flag, one of the following problems would arise, depending on other
design choices:

1 Since no CPU other than CPU 0 can possibly acquire the lock one CPU 0 has set
its quad bit in the global bitmask (kr_spin), one could simply have CPU 0 hand
off to one of the other CPUs spinning on quad 0. The problem is determining

20 which CPU to select. If CPU O selects CPU 2, then CPU 1 will be spinning at a
high SPL, but spinning for a long time with interrupt disabled.

2) Have the conditional lock acquisition primitive clear the bit in the global bitmask
(kr_spin). This results in a hang. If a CPU on some other quad has just set its bit
in the global bitmask (kr_spin), then both that CPU and the CPU on this quad that

25 beat out the conditional lock acquisition primitive would conclude that some other
CPU held the lock, and both would wait forever for this mythical CPU to hand off
to them.

3) Have the conditional lock acquisition primitive clear the global bitmask (kr_spin)
bit only if there is not other bit set, and hand off to a CPU on the other quad if

30 there is some other bit set. The problem here is that the CPU on the other quad

that is to be handed off to might exit its critical section and try to hand off the lock

to our quad before we get around to clearing our global bitmask (kr_spin) bit. This
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resolve races occurring between processors and/or CPUs during operation of a lock release and a
lock acquisition. The underlying problem is that the unconditional lock release primitive clears
out its global bitmask (kr_spin) bit before clearing out its per quad data structure (krq_spin) bits.
This leads to a transient situation where CPUs on other quads can conclude that another CPU
would be handing off the lock to them, which can lead to either hangs or multiple CPUs in the

critical section simultaneously. The following example is illustrative of the need for the release

flag:

Example II:

1) CPU 0 executing an unconditional lock release sees no further requests for the
lock, and therefore clears out all of quad 0's spin state data structure (krq_spin)
bits.

2) CPU 4 executes an unconditional lock acquisition primitive on quad 1, setting its
spin state in the per quad data structure (krq_spin) request bit in quad 1's spin
state in the per quad data structure (krq_spin). CPU 4 sees that it is the first
request on quad 1, and therefore sets its spin state data structure (kr_spin) bit. It
sees that it is not first, because quad 0’s bit is still set, so it settles down to spin.

3) CPU 1 executes an unconditional lock acquisition on quad 0, setting its spin state
in the per quad data structure (krq_spin) request bit in quad 0’s spin state in the
per quad data structure (krq_spin) bitmask. CPU 0 also sees that it is the first
request on quad 0, and therefore starts spinning waiting for quad 0’s bit in global
bitmask (kr_spin) to be cleared.

4) CPU 0 sees that quad 1 is global bitmask (kr_spin) bit it set, so that it cannot fully
release the lock, but instead must hand it off. At this point, there are a couple of
choices: (a) we can clear quad 0's global bitmask (kr_spin) bit, but then attempt to
hand off to a CPU on quad 1, or (b) we can leave quad O's global bitmask
(kr_spin) bit set, and still hand off to a CPU on quad 1.
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iii)  CPU 4 takes an interrupt, therefore clearing its request out of quad
1's spin state data structure (krq_spin) field and clearing quad I's bit out of
the global bitmask (kr_spin).

10 iv) CPU 1 sets quad O's global bitmask (kr_spin) bit, and sees that no other
global bitmask (kr_spin) bit is set. CPU 1 therefore concludes that it hold
the lock and enters its critical section.

V) CPU 4 returns from its interrupt, and reinstates its request by setting its bit
in quad 1's spin state data structure (krq_spin) field and setting quad I's bit

15 in global bitmask (kr_spin). Since quad O's bit is already set in global
bitmask (kr_spin), CPU 4 knows that it does not hold the lock, and
therefore settles down to spin.

vi)  CPU 0 picks up at this point, unaware that CPU 1 holds the lock. CPU 0
therefore hands the lock off to CPU 4, so that both CPU 1 and CPU 4 are

20 in the critical section at the same time.

b) Suppose CPU 0 leaves quad O's global bitmask (kr_spin) bit set while handing off
to CPU 4. Then we can have the following sequence of events:
i) CPU 0 hands the lock off to CPU 4.
if) CPU 4 enters its critical section.

25 iii) ~ CPU 2 executes an unconditional lock acquisition and sets its
request bit in quad O's spin state data structure (krq_spin) field. CPU 2 sees
that CPU 1 has already sets its spin state data structure (krq_spin) bit, so
CPU 2 settles down to spin normally.

iv) CPU 4 exits its critical section, and seeing that quad 0's global bitmask

30 (kr_spin) bit is set, hands the lock off to CPU 2. CPU 2 then enters its

critical section.
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simply leaves quad O's global bitmask (kr_spin) bit set, then CPU 1 will be
spinning for an extended period of time with interrupts disabled, which is
bad for interrupt latency.
Accordingly, the above illustration of races pertaining to both the release and handoff flags are
10 illustrations of the need for both of these flags in the preferred embodiment of the invention and
‘how-they-function-to emsure proper usage of the Tock ‘and prevent miscommunication between

CPUs between lock acquisition and lock release.

Advantages Qver The Prior Art

15 'The kernel round robin locking primitive considers the hierarchy of the processors on the
system. This allows the primitive to function on a large CC-NUMA system, as well as smaller
systems. The primitive allows for both conditional and unconditional lock acquisitions, and
allows for the processor releasing the lock to select the next processor to be granted the lock.
Granting of the locks from one processor to a subsequent processor minimizes the number

20 interquad references. In addition, processors requesting a lock spin on private memory, thereby
reducing the load on the local buses and increase performance both at low and high levels of

contention compared to lingering locks.

Alternative Embodiments

25 It will be appreciated that, although specific embodiments of the invention have been
described herein for purposes of illustration, various modifications may be made without
departing from the spirit and scope of the invention. In particular, it will be understood by one of
ordinary skill in the art that a blocking lock could be substituted for the spinlock used in the
preferred embodiment. Further, while the preferred embodiment contemplates using

30 interruptible locks which spin only on local (non-remote) memory, the invention requires only

...one.or the.other.of those conditions --.i.e..that either.the lock spin.only.on local (non-remote)

memory but be permitted to be non-interruptible, or that the lock be interruptible but be
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5 system, comprising:

organizing at least some of the processors into a hierarchy (910, 920);
providing a lock selected from the group consisting of: an interruptible lock, and a lock

which waits using only local memory (914, 924); and
processing (600, 700, 800) the lock responsive to the hierarchy.

10

2. The method of claim 1, wherein the processing step:

conditionally acquires the lock (800); and

returns a failure to grant the lock if the lock is not available.

15 3. The method of claim 1, wherein the processing step:
unconditionally acquires the lock (600); and

spins on the lock until the lock is available.

4. The method of claim 1, wherein the processing step:
20 unconditionally acquires the lock; and

further comprising allowing system interrupts (698) while spinning on the lock.

5. The method of any of claims 1-4, wherein the hierarchy includes a data structure (200)
having a bit mask indicating which processors of a group are waiting for the lock.
25
6. The method of any of claims 1-4, wherein the hierarchy includes a data structure (100)
having a bit mask indicating which groups of processors have processors waiting for the
lock.

30 7. The method of any of claims 1-6, further comprising maintaining a release flag for a

group of processors to prevent races between acquisition and release of the lock.
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10.  The computer program of claim 9, wherein the medium is selected from the group
10 consisting of:
a recordable data storage medium; and

a modulated carrier signal.
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