DESCRI PTI ON | NFORVATI ON PROCESSI NG APPARATUS AND

| NFORMATI ON PROCESSI NG METHOD FI ELD OF THE | NVENTI ON
[ 0001] The present invention relates to an information |
processi ng apparatus conprising plural devices for
executing processing nutually independently and an

i nformation processi ngpERiagrIgRd particularly to an
i nformati on processi ng apparatus havi ng high
reliability and an informati on processi ng net hod.
BACKGROUND ART [0002] A plant control systemfor
managi ng and controlling field devices arranged in a
pl ant has been known. Al so, a safety systemfor
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necessary ' i di . fication of an
al ar m when mf@ﬁ@fg@mﬁ&lﬂ%&@% el d
device, and is disposed as a part of the plant contro
system or independently of the plant control system
JP- A-2000- 347706 is seen as a related art. 1

DI SCLOSURE OF THE | NVENTI ON PROBLEMS TO BE RESOLVED

BY THE | NVENTI ON OOOE} The safeté systemrequires
extrenmely high rdfl K THE BYWWENSIONt ended

function. For exanple, a situation in which
[O0Rbk i fi cation of wong information is provided or it

is recogni zed that a systemis safe though abnormality

occurldiepigsentgavention relates to an information processing apparatus
comprising plural devices for executing processing mutually independently and an
information processing method, and particularly to an information processing apparatus

having high reliability and an information processing method.

BACKGROUND ART

[0002]

A plant control system for managing and controlling field devices arranged in
a plant has been known.  Also, a safety system for ensuring safety of the plant is
introduced in such a plant.  The safety system is a system for taking necessary
measures while providing notification of an alarm when abnormality is observed in the
field device, and is disposed as a part of the plant control system or independently of the
plant control system.

JP-A-2000-347706 is seen as a related art.



avoi ded where possible. Also, it is necessary to

sel ect processing of the safe side in the case of
indicating the possibility of abnormality though the
abnormal ity cannot be recognized obviously. [0004] An
object of the invention is to provide an information
processi ng apparatus having high reliability, and an
i nformati on processi ng method. MEANS OF SOLVI NG THE
PROBLEMS [0005] The invention provides an information
processi ng apparatus conprising: a first device and a
second devi ce s WIHSDREAGR 1RL TNVEN RGNS
processi ng independently; a sending part which sends
a data generated by the second device from the second
device to the first device; and a data collating part
which collates the data sent fromthe sending part
with a data generated by the first device and
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{Oobﬂf ormati on processi ng apparatus, data generated by

e first device is collated with data generated by
t he co devi ce and when a nm.smatch  between these
dat a 186 P SYPPmIgaeEmsexitemely highaieliphilifysirops s intandeds o
that abnormality can be detected surely. Processing

fungtipng a?ﬁf Bfanile agdyriasinwhighrotificatieneal weongrinformatiangs
processing, and includes all the processing such as

pr 0}5@%@@@& ISTECTenized bl jasy gmay safe heugly abngamalitymeowe srishie
for outputting data, processing for transferring data

avogled srhetearRospibly. f dviso, éttis neepgsariataaseldcDPOBEssiTigf the safe side in
i nformation processing apparatus may conprise a

the pgse b insliqatjng thsppossibility wfabebhrsalvp shamgb tlocamsimaitp tartnbebe
first device when determ ned as abnormal by the data

recognized obviously.

[0004]
An object of the invention is to provide an information processing apparatus

having high reliability, and an information processing method.

MEANS OF SOLVING THE PROBLEMS
[0005]

The invention provides an information processing apparatus comprising: a
first device and a second device of which each executes the same processing
independently; a sending part which sends a data generated by the second device from
the second device to the first device; and a data collating part which collates the data

sent from the sending part with a data generated by the first device and determines as



collating part. In this case, processing of the first
device is stopped in the case of abnormality. A
nmet hod for stopping the processing is not linmted. For
exanpl e, a signal nay be broken at an output stage or
the middle of processing or an operation nay be
ik ARROB Ol esel GELArb N Gisd D Eorddek Shin AR G [0007] 11 the
i nformati on processi ng appar at us, e sendi ng part may
be di } Ny L : evice. [0008] The
R L R PR R S ePisciiBaing by the firs

i nventi on rovi
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the secong device; and data coql |l atjng part which
be ‘i“g?ﬁt%‘f ST P TeRERINEGH CAC T QI g @Wéceééwtﬂ@m%ért@ atifbmetig
data ge erﬂ&ﬁd ?{ the second device and deternines as_
ProgessmgotNePCfeT Rl the SE0cgsing web as Arogpssgrferipesivingior kending

each other. According to this information processing
datg, JEeGesting ,for@gﬁ%\lﬂg@ﬁq%amewng fve trensferring dainioe grdcsssing for
collated with data generated by the second device and
stogipfedata ni smatch between these data occurs, it is
determned that it is abnormal, so that abnormality
[00B@h be detected surely. Processing in each of the
devices is not limted to arithnetic processing, and
i ncl Udednigfthatidneprpeessiog sppagatssiofay @smprigces®ciging @fop part
receiving or sending data, processing for outputting
whightseps pipoessagof the firdt davisé ehen dgediahel & abpoOGS $§ itddata
for storing data. [0009] The information processing
collappapat.us may conprise a processing stop part
In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.
[0007]

In the information processing apparatus, the sending part may be disposed in
the second device.
[0008]

The invention also provides an information processing apparatus comprising;
a first device and a second device of which each executes the same processing
independently; a sending part which sends a data generated by the first device from the
first device to the second device; and a data collating part which collates the data sent

from the sending part with a data generated by the second device and determines as



whi ch stops a processing of the first device when
determ ned as abnornmal by the data collating part. In
this case, processing of the first device is stopped
in the case of abnormality. A nethod for stopping the
processing is not limted. For exanple, a signal may
be ,br.ok at, an output stage or the m ddle of
sbrgFgal e Hhesg el e et ematiy heash eped by
resetting.the gins device. [0010] In the information
proc édg‘EPﬁgﬁjé“?aW PAPGENalPTeestsNg g RS, (¥alp dsaerdiod pydhelfirst
Ln. the first device. The information processing
devigsija palaed Vi) detbreisnersisd Ry Shevenphicaascingaron awhiphtch
synchronj zes a processing of the first device and a
betpypeciess datp efcuis it isdeiomtinedibed it is dbpomnead, softhat abhorimadjtyodan
sendi ng of the data sent fromthe sending part. In
be dqigciedcmsdy. pProcessbigrig eath aflike dévices identilioatednd arithmetic
processing of the second device are synchronized, so
procéramg cedandadestd the biatsthasach ecployessibl Sor repeiniag $8 kdiding
of the first device and processing of the second
datglgvoaesieg for sptpubtingrdare graesishg fot hmdertibe d@0di pcedsingdfor
data, so that waiting time necessary for
stosngnddts. oni zati on can be reduced and a reduction in
efficiency is prevented. [0011] In the information
[00p®jocessi ng appar atus, the synchroni zing part may be
di sposed in the first device or the second devi ce.
[ 001Z}he TitBrhaturb&Bsiak 8ppaRAaY il %oﬂpriéerg ;9{)9&5'115 Rtop part
processi ng apparatus conprising:” a tirst” devic ahd 2
whisE 6088 a §REe 0l D AR d;@sﬁé@wﬁé&?&éi%ﬁﬁnécf‘fs Dftal by the data
processing in synchronization I ndependently; an
colidGRiHpdrt Ng part which acquires a data generated by the

In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.
[0010]

In the information processing apparatus, the sending part may be disposed in
the first device.

The information processing apparatus may comprise a synchronizing part
which synchronizes a processing of the first device and a processing of the second
device by use of a timing of sending of the data sent from the sending part.

In this case, processing of the first device and processing of the second device
are synchronized, so that data can be collated correctly.  Also, processing of the first

device and processing of the second device are synchronized using timing of sending of



first device and a data generated by the second device

inreal tine; and a data collating part which

collates the data generated by the first device with

the data generated by the second device acquired by

the acquiring part and determ nes as abnormal when

t hes dat.a are in disagreenent. wth each ot her. .
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. data generated by the first device is collated with
Hlﬁ%?ﬁ“@éﬁé?@ﬁﬁﬁdby t he second device and when a

m smatch between these data occurs, it is determ ned
[OGlpht it is abnormal, so that abnormality can be

detected surely. Processing in each of the devices is

not |lnhe edormatian pravessingcapppravsetisispuphremang patt negde

all the processing such as processing for receiving or
disgesediimthe fitstt devigproo thesstongl deviceout put ti ng dat a,

processing for transferring data or processing for
[048bring data. [0013] The information processing

apparatus nmay conprise a processing stop part which

st opslia ipvereasigrofidés ihforabticlepoc@sivb eppAeie espRéng:

as abnormal by thg)data col l ating partﬁg[g%14] 5 ng s
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apparatus conprising: a first device and a secon
syridBIOnGRLIOh indRh STl BBE RnQUQGHE Park %i&%ui%s%%%%&ﬁrated by the

i ndependently; a first code generating part which
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data generated by the first device; a secon
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error detection based on-“a data genera
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ol lates t st ¢ r error Ion gene

dat?%?etig?}%'?fe?é‘te@g‘?@ég&%%%‘i ng part wth the second code
generated by the second code
?ﬁger ciopcgné) ?ortﬁxise}rqt%rx%gttioenr ﬁ?oﬁgs%in%%pgat%&%&'@a é@lg}%te%cgyhthe first

device 1s collated with data generated by the second device and when a mismatch
between these data occurs, it is determined that it is abnormal, so that abnormality can
be detected surely. Processing in each of the devices is not limited to arithmetic
processing, and includes all the processing such as processing for receiving or sending
data, processing for outputting data, processing for transferring data or processing for
storing data.
[0013]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device when determined as abnormal by the data

collating part.

[0014]



codes are in disagreement with each other. According
to this informati on processing apparatus, a first code
for error detection generated based on data generated
by the first device is collated with a second code
for error. detection generated based on data generated

by t second dFvi ce.gnd .m?en a msmatch between ..
t hese' EGHECIPE AR A QA B BAIYLIIAFSSing pppagaius comprising:

deternmned that (it . is, apnpormal, so that abnormality
a FESdorEe 4 eittand doried o ki ERLTRGPiNe FME BOCEREL
. devices is. not limted to arjithnetic processing, and
indepraxdgfbs adiTpt qofle SpresEedaRgvhiGh Bengsatessy B@ég@eﬁgr erenT
receiving or sending data, processing for outputting
detggtion ba datmgenesated by shesfitst davirg; dlsacandeodsrasoerstingpart
for storing data. [0015] The information processing
whighzanereiss 2respnd eape fos erar getodtswdiamy @t odatpgerteratoshby the
stops a processing of the first device when determ ned
secgnd ddmen; aad a lbyde ¢rdlatinglpart sdlidhatollaigs gharfirst dotle fdriesroe detection
processing of the first device is stopped in the case
gerefatetbmothedirsttopde génenatrpohrf with ieeppind golddfr prrocéasitiog
is not limted. For exanple, a signal may be broken

gemetatahbothepedondicade gaterdthg pirtdmld deRfmipeOSLHHLAG] WFhe@Moth the
operation nmay be stopped by resetting the first

coddewiedr diGgiceRdM] witheddhethdif or mati on processing
apparatus, the first code generating part may be

di sposRerdifly i 8islihfosthall@V pioBesdng abPatB € GO &fAdor error
generating part nmay be disposed in the second device.

detgég%g@gg%rlﬁtaesi !Eﬁsédr!fnq{a@éérféﬂataf lgfﬁi%%'rﬂ Qeﬁ@@%ﬁﬂl?@d wifl& second
g part nmay be I sposed I n the first

codé@¥t &PorUetdchbn SERPAEH BE¥H S8 data generated by the second device and

when a mismatch between these codes for error detection occurs, it is determined that it

is abnormal, so that abnormality can be detected surely. Processing in each of the

devices is not limited to arithmetic processing, and includes all the processing such as

processing for receiving or sending data, processing for outputting data, processing for

transferring data or processing for storing data.

[0015]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device when determined as abnormal by the code
collating part.

In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be

broken at an output stage or the middle of processing or an operation may be stopped by

resetting the first device.



[0018] The invention also provides an information
processi ng apparatus conprising: a first device and a
second devi ce of which each executes the sane
processing independently with respect to a data
having a code for error detection; a first inspecting

{OOR@rt whi ch inspects the presence or absence of
abnormality of a data having a first code for error

use..

d | i ved by the fi i f th
Fi ot B utof R ala sl Fat i ML Bl Fepeedrhgay be

. part. which inspects.the presence or. absence of,. i
aisiiii iy iy YRSk rabi R e Selling PRodes b iepredin the
%g%g&tion recei ved by the second device by use of the
SeC ¥ code for error detection; a code collating part
\Méi ch collates the first code for error detection
[0048ed in the first i nspecting part with the second code
for _error_detection used in the second inspecting
par t in Bigdniar gy RIPRRSHGS BRPAr2tithitehcodgeoBatingmast may be
. abnormal when: a result of the inspection by the first
disgosedhiscthe Hept geiee orthe seqoad dpticof t he i nspection by the
second i nspecting part indicates abnormality; or both
[00t#le codes for error detection are in disagreement
with each other as a result of the collation by the
code Toelidvatiiorgalpapioviden at hifsrneame prodessing gpamtus coatbrising:
that it is abnormal when a m smatch between both the
a fisbdmscefamd assecand ddeice of whichoschi esecats the il pro@ksing
collation by the code collating part or when a result
independdansipeatt @ipdoytol diéatd havshg b beqeeet bk dedctioRla st @§pHcling
of inspection by 7 the second inspecting part

partl vkl aispect 2o pra¥ahdelat absédct BBdbnbhRalAb 0Ok ARainkYing @TrR%ode
detected surely. Processing in each of the devices is

for 8@r detd¥tibe ebcbRe@ by tRM GevitleQRARE bPthe RGodt RS des
all the processing such as processing for receiving or
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processing for transferring data or processing for
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generates a code for error tection

devif’c‘!:b b ule bf the tsec%ﬁg Codfor %frBP{i/eetg&%ﬁ% bR LRGS1 S Sich Wiates

irst device and the recel
the first code for error detection used in the first inspecting part with the second code for

error detection used in the second inspecting part; and a determining part which
determines as abnormal when: a result of the inspection by the first inspecting part or a
result of the inspection by the second inspecting part indicates abnormality; or both the
codes for error detection are in disagreement with each other as a result of the collation
by the code collating part.

In this case, it is determined that it is abnormal when a mismatch between
both the codes for error detection occurs as a result of collation by the code collating

part or when a result of inspection by the first inspecting part or a result of inspection by




code for error detection is conpared with the
generated code for error detection and thereby, the
presence or absence of abnormality is inspected. A
second i nspecting part generates a code for error
detection based on data wth a second code for error

the S&bEE s &tm Qﬁ'lﬂcﬁgat@abhgﬁna?ﬁf QB that B a%ﬁo%‘iji d‘} be, t%ehdetected
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code.for error detection generated

for %@P&“ﬁ&g fitRuatosyinf So PG e i O mectsSnb i i ng
part .the (E.ode for.error detecti OH recei ved
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0019] The rmati Qn processi par at us may
Ffi 51 3%§3é§§fi°ﬁ gelsttip rscaea‘fedquﬁ% firs deypiee %nd the received
pr OCGSSI ng of the first device when determ ned as
COdﬁBHc?Ffﬁﬁ etsgflqnﬁécmaa@réd iithi theygqrerated gadedor eras deiection and
processing of the first device is stopped in the case
therglpy, Hisrrspspare enabsenxernbnheermibiy isinopgitery  tAsecpnbinepesting part _
is not limted. For exanple, a signal may be broken
generateap code futerror dejectiom takesl oni didid witbk spromdesde fig eoor detection
operation may be stopped by resetting the first
recefiepdi byghe p@0ROTeEcd mnd the récefved nedd fon eppodestibn i compared
apparatus, the first inspecting part nay be disposed
with the igheerfted sodaioviener deteltiohend deesbg, the ppeideng abhte Ry
be di sposed in the second device. [0021] In the
abnommdaditynatinggectpd.ocessi ng apparatus, the code collating
part may be
The "codes for error detection used in the first inspecting part and the second

inspecting part" include both of the code for error detection generated by the first
inspecting part or the second inspecting part and the code for error detection received by
the first inspecting part or the second inspecting part.

[0019]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device when determined as abnormal by the
determining part.

In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.

[0020]



di sposed in the first device or the second device.
[ 0022] The invention al so provides an information
processi ng apparatus conprising: a first device and a
second devi ce of which each executes the sane
processing 1independently; a data collaging part mﬂich
coll atgs .a.data generated by the first device wth a
dat a Ty ORP BT PrP R S oE api bV ho Bt osessting Py
. whi ¢h adds count, nunber to the data generated
disioe B doiceand e gerond ASBEPRE PR gt nifbe
addition of the count nunber by the counting part
sec VB6th the data are in disagreenent with each
other as a result of the collation by the data
wo%ﬁllating part; and a determ ning part which
determ nes_abnormal ity based on the count nunber added
by t Hethednfetmaipnaapeessing apprratus dbesods cdBatgrpart may fpar t
determ nes abnornality of the device based on the
dispeserhin theifitse deadkdedthbyeaohé dedont i ng part, so that the
abnormal ity can be detected wthout referring to data
[00Z%]her than the data generated by the first device.
[0023] The information processing apparatus nay
c onpiThe envantisrodd &s pion@ies o nfpraidiion Whd @ikt QPsratus comprising:
processing of the first device or a processing of the
a filsedoing aie v seeondhiRRice @€ txhidh dacH e Rl AR saBle paycekdigs
determining part. In this case, processing of the

inddpleniddntidley e collatip PaaSHhiAIDcAfatdsRESLEDOR MY tRE firsk Tevice
stopped in the case of abnormality. nmet hod f or

witlph 0B igBekricee bg HRCRESHI ViR, BObuntink PatiShicHRids %8R Rimber
a signal may be broken at an output stage or the
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by resetting 'the first device or e secon evi ce.

the %&Qﬁﬁﬂlmbé} dyiBe b&jtﬁlﬁg’ﬂaﬁ%eﬁr’t}gﬁﬁﬁé g a@iﬁ%ﬁg%ﬁm&%ith each

irst device and the secon evi ce
other as a result of the collation by the data collating part; and a determining part which

determines abnormality based on the count number added by the counting part.

In this case, a determining part determines abnormality of the device based on
the count number added by the counting part, so that the abnormality can be detected
without referring to data other than the data generated by the first device.

[0023]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device or a processing of the second device when
determined as abnormal by the determining part.

In this case, processing of the first device or processing of the second device
is stopped in the case of abnormality. A method for stopping the processing is not

limited. For example, a signal may be broken at an output stage or the middle of



may be separate sem conductor devices. [0025] In the

i nformati on processing apparatus, the first device and
the second device nay be separate CPUs. [0026] In the
i nformati on processi ng apparatus, the first device and
the second device nay be nounted in an insul ated

pro?%s%ﬁg fog r%r?rlé{)&lag&{ ma% 89 gt?)h%e-:r K rie:r;]e ig%%hg Eﬁr%lsdé\gicg{)f) !e?sg?sond |

I'On processi t'ho |
d q%yice and a second devi ce of which each executes the |
Sane processi ng independently, conprising: a step of

ding a data generated by the second device from
WO?ﬁC second device to the first device; and a step of
coll ati.n he data sent fromthe econd device with a
dat a?{j é’ﬁgf‘ﬁf’(‘@aﬁ%w%@smg@g?afa@@a tb%%ﬁ‘ﬁ dedes ardihe pergnd gevice
agnornal when these data are in disagreenent with
may ¢ FEP3EAte SemIBRRAICHr 4V IERS- t hi s i nf or mati on processi ng
net hod, data generated by the first device is
[00¢%l | ated with data generated by the second device and
when a m smatch between these data occurs, it is
det ednitivadformation processmgrpparatus, thofitsh deviedamlrthmbécoyd device |
can be detected surely. Processing in each of the
maylby bepemte €Phist linmited to arithmetic processing, and
i ncludes all the processing such as processing for
[0OR&kei vi ng or sending data, processing for outputting
data, processing for transferring data or processing

for Istlerinfigmetsémprotessind @BPdratlibahé fivse dévionamil th®second device
provi des an information processing nethod which uses a

ma¥ bé sloufl@d iic en antlatdsetoadhdeerce of which each
executes the sanme processing
[0027]

The invention also provides an information processing method which uses 2
first device and a second device of which each executes the same processing
independently, comprising: a step of sending a data generated by the second device from
the second device to the first device; and a step of collating the data sent from the
second device with a data generated by the first device and determining as abnormal
when these data are in disagreement with each other.

According to this information processing method, data generated by the first
device is collated with data generated by the second device and when a mismatch
between these data occurs, it is determined that it is abnormal, so that abnormality can
be detected surely. Processing in each of the devices is not limited to arithmetic
processing, and includes all the processing such as processing for receiving or sending

data, processing for outputting data, processing for transferring data or processing for

storing data.

10



i ndependently, conprising: a step of sending a data
generated by the first device from the first device
to the second device; and a step of collating the data
sent fromthe first device with a data generated by
t he second device and determ ning as abnormal when
1D0%gﬁse data are in disagreenment with each other.
cording to this information processing nmethod, data
is collated wth

he first devi d
Oonerb diiliod o bidvies ofiStbEatah S Meltofianiey fhes

t ween .t hese ta occyrs, it is determned that it is
frsh e S oot B Rea Bl i sa] cxSieSbE e dtosea it of
. Processing in.each of the devices is n limte 0
indSen B, PO SSUPrY SORHGE P ACTEgRIES Py fiscirst devics from
rocessi ng such as processing for recejiving or sendin
the gt Sevige Hribe $p9050 deyice ang @ tenef calating the date sat fgnt te first
transferring data or processing for storing data.
deviggopith 2 Frfa eepdraledhy thinseperstdeyiderngd deterbidingsng abboipial sdbien
a step of synchronizing a processing of the first
thespedptaare amdisegrperarne sdthgchbthehe second devi ce by use of
timng of sending of the data sent fromthe second
devi decotdmng teitkis cafonpatpmguesssing nethadhdatd perstatelbby the first
and processing of the second device are synchronized,
devemm 1$ baltatetbwah data gorersiet] battledsecond dnideyand Ahen a mismatch
processing of the first device and processing of the
betwemntheseciatd amusy & isgumednriosd thedt issibngrnial, okt @bnerentiiy@n
of data, so that waiting tine necessary for

be dyevedil unély at Prodessiag it eadhasfubedevadid iendt @ehitell k® Arithidetic
efficiency is prevented. [0030] The invention al so

propeseiviz el iactud@fallrthBpiceBssHIgORes 84 Ao cEBinb ast rabdi¢illg B8 Ssdehg
11 first device and a second devi ce of which each

dat@pesdébss foSuHATRZI0E BERefiihgd B trBYMGHAS BAA B bRIessing for
i ndependently, conprising: a step of acquiring a data

stoigi@\@fat ed by the

[0029]

The information processing method may comprise a step of synchronizing a
processing of the first device and a processing of the second device by use of timing of
sending of the data sent from the second device.

In this case, processing of the first device and processing of the second device
are synchronized, so that data can be collated correctly.  Also, processing of the first
device and processing of the second device are synchronized using timing of sending of
data, so that waiting time necessary for synchronization can be reduced and a reduction
in efficiency is prevented.

[0030]

The invention also provides an information processing method which uses a

11



first device and a data generated by the second device
inreal tinme; and a step of collating the data
generated by the first device with the data generated
by the second device and determ ning as abnormal when
these data are in disagreenent with each other

cording to this info tign processi ng net hod, .data
frsES R 2PRY shiprb Reiep LR oL e BEE R e FFe e o
ener at ed t he .second. devi ce and when a,nisnmatch
sy} ED RO AR SERE % GCUISE.  RLep &1 AT HARe ERErRd by e
abnormal,, so that normal ity can . be detected surely.
s e el A S B A0P DT GEcal (OA in SN G, R ¢ B8P £
arithmetic processing, and includes all the
collgfing the datgpeneratsd §§ thag fg@éé%wrwgw%%herd@@egeoﬁrﬁ@d&w thepreprfl
data, processing for outputting data, processing for
device gnd fleterming ea ehnemap rdee ﬁ@smgat# aie in disagreergentarith each
[0031] The invention also provides an informtion
othgsr ocessi ng met hod which uses a first device and a
second devi ce of which each executes the sane
pr oc dssindipg o tide pémmietion proeesiny insthod, dage gdnesteddnkbe first
generating step of generating a first code for error
devide tecdliatnl witlséda gencaatddbptigenandtdedicbynd Wheid & ire¢match
devi ce; a second code generating step of generating a

betwamahekeclatheocbas, ieisrdeteradricdahatainis BBsa@ thal) Bo ehatl abrdrmality can
generated by the second device; and a step of

be detdctealtsurdy. t TBoddssiag icadt of die K100 isdot BRkibd b MihRetihe
second code for error detection and determ ning as

pro@Rsiag Y ivdhedes ARt fecsdidbdud & frbcesdhS BTERIBAE oMidhlling
each other. According to this information processing

datdTREdteskingfol bhphttia@detal ProcEdsingfor GRREHALNE SNBSS for
based on data generated by the first device is

storfi@! dedd. €d With a second code for error detection
gener ated based on data generated by the second device

[Ooggd 12 when a m smatch between these codes for error
detection occurs, it is determned that it

The invention also provides an information processing method which uses a
first device and a second device of which each executes the same processing
independently, comprising: a first code generating step of generating a first code for
error detection based on a data generated by the first device; a second code generating
step of generating a second code for error detection based on a data generated by the
second device; and a step of collating the first code for error detection with the second
code for error detection and determining as abnormai when both the data are in
disagreement with each other.

According to this information processing method, a first code for error
detection generated based on data generated by the first device is collated with a second

code for error detection generated based on data generated by the second device and
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surely. Processing in each of the devices is not
limted to arithnetic processing, and includes all the
processi ng such as processing for receiving or
sendi ng data, processing for outputting data,

whdf 8%?3?%3&‘5 P et SO %%8&‘3?@%&3%&%3%5%@ {ien Bh that

is abnormal, so that abnormality can be detected
j
1
|
|

ti.on roce si ng,net hod ,whi ses a first
Is ah‘é el S " APRoRB R g&eésfesfredme@h S ERaes et el ot the
cessi I ndependent |y respect to a data
deviggy f5ipt e aé H@FIPBFO%%%I&??%AWCQQ it ihe ipFRyessipg such as
first inspection step i nspecting the presence or

proggssiag & geeIdpm oF A 36% PEOCG N ToRantPyiging datiar processias for
for .error detection received by the first device by
trangteEring datmer propessing derestorieg dadr or det ection; a second
i nspection step of inspecting the presence or absence
[00%%] abnormality of a data having a second code for
error detection received by the second device by use
of t Hde seiconeh declprovides en iidpridios promssingmethdd which uses a
collation step of collating the first code for error
firstdvertanda sesed denick € whichsdach asqeert tensasleepoctkdify t he
second code for error detection used in the second
indépespaclyivith steat toandata hatiepa obddiet el ddddgoRScomprising: a
abnormal when: a result of the inspection by the first

firsi insppetion ep 6f @Ppeeting thieesetencObr Abbence ONBRREILEY dT¥ dabhe
second i nspection step iIndicates abnormality; or both

havimie: BGdesielor err@IdeictidetR6kbOBy HeSirktiedice 89 ﬁl@@HPﬂﬂE first code
each other as a result of the collation by the code

for 6196 ddcBbn, A RBond Mspdttidn SRP O ishechifg AR BEFLPEE: Jb@éﬁce ok
i s abnormal when a nmismatch between® both the codes

aanﬁﬁa IRy bP4 d&@'h@'&ihg QReQnEWode f} eﬁof @ééﬁtiton%ce?v%ldlb@tth@&cgﬂd

the code collation step or when a resul

deviBIREGE bePle@é’cotnB %oﬂé fotler é}? 30€GHhoR c§&ee&119ﬁorpsé§p2§¢éeogia&flg

|nspect|on he secon |nspect|on step

the 8P QFM& t¥for &e?ectngﬂtusécpﬁl tﬁ?fg& [Pﬁééctgéz\ll %%E g}\lafflsth% gf%c%% &8e

sure Processing In eac

for bir&f &e‘?é%tlBQ uldlih I@ﬂge§e08nd1§1spection step; and a step of determining as

abnormal when: a result of the inspection by the first inspection step or a result of the
inspection by the second inspection step indicates abnormality; or both the codes for
error detection are in disagreement each other as a result of the collation by the code
collation step.

In this case, it is determined that it is abnormal when a mismatch between
both the codes for error detection occurs as a result of collation by the code collation
step or when a result of inspection by the first inspection step or a result of inspection
by the second inspection step indicates abnormality, so that the abnormality can be

detected surely. Processing in each of the devices is not limited to arithmetic
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processing, and includes all the processing such as
processing for receiving or sending data, processing
for outputting data, processing for transferring data
or processing for storing data. [0033] The invention
al so provides an information processing nmethod which
uses a_.fi §f devi ce and a second device which .
procgSsdi, dad Hiqyites Afiie o fatnd NI R degserins By jceiving o sending

conpri si ng: st.ep ,of collati a data generated b
datey Hr e ORI PRERATH, BOCEEE Jor IS CEthe BiP P1uoLsapRdor
devi ce; a step of adding a count nunber to the data
storggfateat ed by the first device; a step of stopping the
addi tion of the count nunmber when both the data are in
[00%ilsagr eenent each other as a result of the data
collation; and a step of determining abnormality
bas edhomverieondeepiorigantn milepwtion processing reetbed which uses a
abnormality is determ ned based on the added count
firstlgmise rnd ¢ secop devichwhitbreseendes thy soamproeesdiar eudependently,
W thout referring to data other than the data
comgeriegat sidp b callating b dsta gdesped by Pholiesdivng with edath gefierated
the devices is not limted to arithnmetic processing,
by thnsbcond Herdes aatdp dfladdipg acesst migntetrithadatpronestsid by tHeofirst
receiving or sending data, processing for outputting
devidatastepoaegsngthefadditivn afteanunngntet ewhed botpNNCERS hirdn
for storing data. ADVANTAGEQUS EFFECTS OF THE
disa Vi &sh of RO 3¢t rebalt of therigtal @1ibiieh; bnd OERPLF A&termining
processi ng apparatus and the information processing
abnérialiedbasd@ba vgeiRe@tacht Bmble first device is collated
with data generated by the second device and when a

M SR Gy éﬁ@é,%ﬁ&rﬂahﬁﬁ@ deRtRinRE GHded onlthe hdied %B@rg:@?uﬁﬁ)@r, 50
e

that it is abnormal’, so that abnornmality can

that 6 SbAdalfty c8h ¥e ddderBRRRoMRES RN b @t ihel ThanRAMEACS

generated by the first device. Processing in each of the devices is not limited to
arithmetic processing, and includes all the processing such as processing for receiving
or sending data, processing for outputting data, processing for transferring data or

processing for storing data.

ADVANTAGEOUS EFFECTS OF THE INVENTION
[0034]
According to the information processing apparatus and the information
processing method, data generated by the first device is collated with data generated by
the second device and when a mismatch between these data occurs, it is determined that

it is abnormal, so that abnormality can be detected surely.
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[0035] [Fig. 1] (a) and (b) are bl ock diagrans
functionally show ng an information processing
apparatus according to the invention. [Fig. 2] (a) and
(b) are block diagrans functionally show ng an
i nformati on processing apparatus according to the
invention. [Fig. 3] (a) and (b) are bl ock di agrans
functionally showi ng an information processing
apparatus according to the invention. [Fig. 4] is a
bl ock di agram showi ng a configuration of a safety
systemto ich an i nfornmati on processi ng apparat us
of a first %Pﬁéﬁml’él”l%ﬂ% ,E[IFR@W ¥s a bl ock
di_agram showi ng a part of the configuration of the
[003%f or mati on processing apparatus of the first
enbodi ment. [Fig. 6] is a diagram show ng sequence of
conmiic bk ab#nddbp ereddogkgdiagrming furgiogadly showtingtay infogmation
di agranms showi ng configurations of conmunication
pro¢gssing sppadiuf-pepordiggmlo thhowsnaorconf i gur ati on of
i ndi vi dual conmmuni cation franes and Fig. 7(b) shows
an opeigall (eharef(b) e Wasediagrems fimctomliyrshoaingam isfoametion
is normal. [Fig. 8] is a block diagram show ng a
procasihig gppaadtuoaccofdianta thé drventibilon  processi ng appar at us
of a second enbodinent. [Fig. 9] is a block diagram
showiFig. 3 (@pafd @Y artblesk difgrams fifodbRaly sBowingl 20 8S$iAGon
apparatus of a third enbodinent. [Fig. 10] is a block

pro€lissigs appsnavhdgrdndy the @lveatigonf i guration of an
i nformati on processing apparatus of a fourth

rrb e .
R R0 8 g A

which an information processing apparatus of a first embodiment is applied.

[Fig. 5] is a block diagram showing a part of the configuration of the
information processing apparatus of the first embodiment.

[Fig. 6] is a diagram showing sequence of communication processing.

{Fig. 7] (a) and (b) are diagrams showing configurations of communication
frames and Fig. 7(a) shows a configuration of individual communication frames and Fig.
7(b) shows an operation of the case where a communication state is normal.

[Fig. 8] is a block diagram showing a configuration of an information
processing apparatus of a second embodiment. |

[Fig. 9] 1s a block diagram showing a configuration of an information
processing apparatus of a third embodiment.

[Fig. 10] is a block diagram showing a part of a configuration of an |

information processing apparatus of a fourth embodiment.

+
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102 Data Collating Part 103 Processing Stop Part 104
Synchroni zing Part 105 Acquiring Part 106 First Code
Generating Part 107 Second Code Generating Part 108
Code Collating Part 109 Processing Stop Part 111
First Inspecting Part 112 Second | nspecting Part 113
Code Collating Part 114 Determ ning Part 115
Processing Stop Part 116 Data Collating Part 117

Count j n op Part 119 Determ nin

par DUSIRIIONE 0% TR kRN Ch b AT ARY NG

OUJT THE I NVENTION 16 [0037] Figs. 1(a) to Fig. 3(b)
[003¢)e bl ock di agranms functionally showi ng an i nfornmation

processi ng apparatus according to the invention.

[ 0038P1 | eadipgPaitshown in Fig. | (a), a sending part

101 sends data generated by a

102 Data Collating Part

103 Processing Stop Part

104 Synchronizing Part

105 Acquiring Part

106  First Code Generating Part
107 Second Code Generating Part
108 Code Collating Part

109 Processing Stop Part

111  First Inspecting Part

112 Second Inspecting Part
113 Code Coliating Part

114 Determining Part

115 Processing Stop Part

116 Data Collating Part

117 Counting Part

118 Count Stop Part

119 Determining Part

120 Processing Stop Part

BEST MODE FOR CARRYING OUT THE INVENTION
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second device fromthe second device to a first
device. A data collating part 102 collates data sent
fromthe sending part 101 with data generated by the
first device, and when a m smatch between these data
occurs, it is determned that it is abnormal. [0039]
[00 ]processi ng stop part 103 stops processing of the
i'rst device when the data collating part 102

e LA b2 SRR SRS R o

oG8 RRER Sl Bl s BSERRD S0 oo o1, L o

041] In a formshown in Fig. 1(b), the sending part
(00591 sends data generated by the first device fromthe
first device to.the second device. The data coll ating
par t I‘&®§7Ymé§PW8tl%§ g éf@; antling Pavh 10h sendls datarggngrated bye1
w th data generated by the second device, and when a
secopdgiprice iropethpeesprdrleniee ae Arodenes, A dath solipsing paitried

that it is abnormal. [0042] The processing stop part
collgtgndafa sgrs fHignoide sendieg part  Blewith date sgperhicd byderfinstevitat and
collating part 102 determnes that it is abnornal
whehGouBaThéetyerothesnidziampeway it isT@tersyoed e i iz elsnormal.
processing of the first device and 17 processing of
[003%e second device using tining of sending of data sent
fromthe sending part 101. [0044] In a form shown in
Fi 9. AZfadessing stap gait 0B gtopaptocdBmgad gud filesddadeavhen the data
gener ated by
collating part 102 determines that it is abnormal.

[0040]

A synchronizing part 104 synchronizes processing of the first device and
processing of the second device using timing of sending of data sent from the sending
part 101.

[0041]

In a form shown in Fig. 1(b), the sending part 101 sends data generated by the
first device from the first device to the second device. The data collating part 102
collates data sent from the sending part 101 with data generated by the second device,
and when a mismatch between these data occurs, it is determined that it is abnormal.
[0042]

The processing stop part 103 stops processing of the first device when the data
collating part 102 determines that it is abnormal.

[0043]

The synchronizing part 104 synchronizes processing of the first device and
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the first device and data generated by the second
device in real tine. The data <collating part 102
coll ates data generated by the first device with data
generated by the second device acquired by the
acquiring part 105, and when a m smatch between these

; , . er e | r .
proiQfie ik estonl eliSe AEACHIRNAE bl b ol T APRARTR penine
ﬁgf the first device when the data collating part
Partd@fernines that it is abnormal. [0046] In a form shown
inh Fig. 2(b), a first code generating part 106
{O@%Qnerates a first code for error detection based on
dat a_geperated by_th irst device. A _second code
genelt 1R SPaVP “{5‘3‘ ACBUrFE DAL JAd 2eBYEs 4ir senergpd by
detection based on data generated by the second
the st flevace and datregensTatesk HYC prrend dodoe Bl Falitire. ¢ Hoemdpiast
code for error detection generated by the first code
collgféngarat 14gcopates date @evgretad b ehessotryiceorith dase seneraged by the
detecti on generated by the second code generating part
second flevign dcqied by the aseutrolg pabetOrean where mismagthdwtwéegrthese
error detection occurs, it is determned that it is
dataadmoenrsnit s, detgro@uid] tha ipisebegsiahg st op part 109 stops
processing of the first device when the code
[004] | ating part 108 determnes that it is abnormal.
[0048] In a formshown in Fig. 3(a), a first
I NSp&h¢ progepartstdpliard MBpeaisprodessipg efdndiest devicatwhemtie data
of abnormality of data with a first code for error
collgtpige®i dutern@osithad: iybidigal 18 first device using the
first code for error detection. A second inspecting
[ooggrt 112 inspects the presence or absence of
abnormality of data with a second code for error

det eqt 4 RN B6GN VLTI DY(H)ehiseeaRtcdetife pMs | MOgdnbfites a first
second code for error detection. A

code for error detection based on data generated by the first device. A second code
generating part 107 generates a second code for error detection based on data generated
by the second device. A code collating part 108 collates the first code for error
detection generated by the first code generating part 106 with the second code for error
detection generated by the second code generating part 107, and when a mismatch
between both the codes for error detection occurs, it is determined that it is abnormal.
[0047]

A processing stop part 109 stops processing of the first device when the code
collating part 108 determines that it is abnormal.
[0048]

In a form shown in Fig. 3(a), a first inspecting part 111 inspects the presence

or absence of abnormality of data with a first code for error detection received by the
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code collating part 113 collates the first code for
error detection used in the first 1inspecting part 111
with the second code for error detection used in the
second inspecting part 112. A determning part 114
det er m nes that it 1s abnormal when a m snatch

ﬁrstﬁl%{réé’ﬁﬁ&ng?ﬁé‘r d%‘%@ﬁe?wfr%ﬁtee&g% e /gg cﬁr‘fc{ in%‘ecﬁﬁﬁiﬁ@ igfor
. resul e tion h St e
inspgcl¥fhe pyiechgs 5faa°°r R PR PGl s T B o
[ ect.in re 1 ndi cat e abnor . .
defeﬁﬂtrﬁreega %biﬂtra%%%#erbf% 6808 P PaLERue B o ARt oot
ce whe m ni art 14 det erm es that
codf gl BG4 Fol Bfoflrsr oG T FeraFbRRHOR PRy modyrsy
dat a coIIat ng part coll ates data generated by
insperfangrRarish L gl the sggop C@%ﬁ% r §EREAciPEgn Byed iRdh fs%e@erra
device. A counting _part 117 adds . a count nunber to
inspepingdittal Ige ndy dteEin)e pid 114 deermiacs thel it inaperitel vhepa
_part 118 stops addition of the count nunber by the
misgaighbietvgepapth the vodgh dor aravidsieat ehodserses @nessbitdh coidtion by
data occurs as a result of collation the data
the gmlelcatlating prar 113100 Gvhea adeﬂﬁroﬁxmpngtlondarrtﬁe fins0 ingpeadingipagsi1l
abnormal ity based on the count nunber added by the
or agempittdf mgpppetian bylthd secpfd Gkpectingperdd 2 imlicastsapnganalityl 20
stops processing of the first device or processing of
[004%)e second devi ce when the determ ning part 119

determnes that it is abnormal. [0052] First to fourth
enbodiprecissingttop partiihf eloppricosssippef essiirsgdevparianube

19 according to the invention will be described bel ow
detetinirling drel Bnd@eririndsitBa it 4 abord@l.  Fi rst Enbodi ment
[0050]

In a form shown in Fig. 3(b), a data collating part 116 collates data generated
by the first device with data generated by the second device. A counting part 117 adds
a count number to the data generated by the first device. A count stop part 118 stops
addition of the count number by the counting part 117 when a mismatch between both
the data occurs as a result of collation by the data collating part 116. A determining
part 119 determines abnormality based on the count number added by the counting part
117.

[0051]

A processing stop part 120 stops processing of the first device or processing of

the second device when the determining part 119 determines that it is abnormal.

[0052]

First to fourth embodiments of the information processing apparatus
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[0053] Fig. 4 is a block diagram showi ng a

configuration of a safety systemto which the

i nformati on processi ng apparatus of the first
ac@tﬂﬁfﬁ%‘té‘ﬁt%ttnt/é]tlﬁg Wlll%g 'dGS-EIPlIb ﬁi sab&tWith Mé&lﬁ:@to ﬁtr%s. 4 to 10,

configured as a part of ant control syste [ 0054]

As shown in Fig. 4, the plant control system conprises

a controller 2 for glng and

controlling field deV|§§g{%nL%h“m“ such as a sensor or

an el ectromagnetic valve arranged in each part of a

| ant, and input-output devices 3, 3,... interposed

[0%etlween t he controller 2 and the field devices 1. The

Ic:gﬁt%truolqi i B%;oc(?(ey 1ag ngﬁle '’ colr(lﬁ r?it r? on 3#%9 ]stt/s? I‘é t0" which
tham\mrmsloﬂpmc&ssmg ap@ﬁ@u&mm}aﬁﬁ@derh&)dhhenﬂm re@UTEB bafety

devi ces 3 t hr oug terntnal boards 5. [0055] As shown
syptgmps gonfigur fictﬁmpaém gutlani§pRteol3astesh, . for executing

interface processing between the fiel d devices | and

the controller 2 are nounted in the input- output
[OO®Mi ces 3. As described below, in these input- output

units 3a, 3b,...,. th processing i s exec

mut fi?f];?W”ﬁH & ﬁd@ﬁﬁvfﬁm FRHraf ﬁtst%m Fﬁraggseafa w%?lgqtezrfal
mtre ol Rhdnh S o and Q&ﬁ@lhfg Qeld delitesd 1. ogtfchdis%gs%ﬁs'@ or an

ow ng apart of the configuration’ of the input-

el@:tmpmgn@]m \tai\@aarrahgecﬁmg:a%paranf epantp hed oputaowmittdefioes 3, 3,..

. t ted th

iR ST B H e e BB gk 2 e B ey L IR mpﬁ&é%tguta%awes 3,

3, 0UiR ebhndddttddo B co\llﬁrbllll@ Z(tﬁfd@l(gﬁ%.%emtldef) Alsp, terigil devieds 1,
‘the controller 2 wh i s anf;fstreant rocess is

1,sh@m0n@@tefioommm @Mﬁevlﬂe drough temiimal papnds 5.
conprises a master CPU 10 and a sl ave CPU 20,

[0055]

As shown in Fig. 4, input-output units 3a, 3b,... for executing interface
processing between the field devices 1 and the controller 2 are mounted in the input-
output devices 3. As described below, in these input-output units 3a, 3b,..., the same

processing is executed mutually independently for the purpose of improving reliability.

[6056]

Fig. 5 1s a block diagrams showing apart of the configuration of the input-
output unit 3a. In Fig. 5, an example of a unit for processing an input value inputted
from the side of the field device 4 which is a downstream process and outputting a PV
value (process value) to the side of the controller 2 which is an upstream process is

shown.
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and the respective CPU 10 and CPU 20 execute the sane
processing nutually independently. Al so, the CPU 10
and the CPU 20 execute diagnosis of periphera
circuits mounted in the respective peripheries. [0058]
As shown in Fig. 5, an input value fromthe field
Odgﬁ ice 1 is inputted to the master CPU 10 through an
[ | Eut part 71 and an input buffer 72. A periphera
circujt .74 .of_ the periphery of the master CPU 10 is
di agrioSEEvByn HigiPa ot comirisens mastst CRUSIH, ang 2 skjvgfRIU 20,
outputted fromthe ingyt buffer 72 is inputted to the
andifing geipestive (AU &¥iprd CBUgexeriite therseme peesesingapunlie of
. abnormality of the signal is diagnosed. The presence
indgpendgpibie n Ads theGRrifeand the GPURAexpmitd gingrasis afipetiplieral
.74 and the presence or absence of abnormality of the
cirgiitg maduniadtip thetrespettionpariphetiesput buffer 72 are inputted
to the master CPU 10 as diagnostic information from
[006BE diagnostic circuit 75. [0059] Simlarly, the same
i nput value fromthe field device 1 is inputted to the
sl aveAs diBnif Figh sSomgmptrhealhenforh tipafidld ddvientl iginpittb the
buffer 73. A peripheral circuit 76 of the periphery
masibr ChY 19l thicagChbingQt pat di aghasapuibar@r m.agm?éﬁi;biféraz circuit 74
circuit 77. Also, a signal outputted fromthe input
of #ae bEpherBof the nfaptet CPU 10istd@n6ica®)Qsdirdhostid Grbult 757 A, a
the presence or absence of abnormality of the signa
sighdl odtpR@BOE86h thd HPuPHERE29s Mhutt @SN §iaflosAP BREIBYS §14 the

of the peripheral circuit 76 and the presence or

! ; Sk ut
eSSl TABRSATAL) o S0 SORBRIE AR,

i riaThly LSRRI o 8 L OBR it

s

GRS Y ML PRARSRSHR A7 Bl g s
crUNRYs dfa@ngﬁici 19%1’&15&911 H"ox% ‘&1@ Siagnostic circuit 75.
[0059]

Similarly, the same input value from the field device 1 is inputted to the slave
CPU 20 through the input part 71 and an input buffer 73. A peripheral circuit 76 of the
periphery of the slave CPU 20 is diagnosed by a diagnostic circuit 77.  Also, a signal
outputted from the input buffer 73 is inputted to the diagnostic circuit 77 and the
presence or absence of abnormality of the signal is diagnosed. The presence or
absence of abnormality of the peripheral circuit 76 and the presence or absence of
abnormality of the signal outputted from the input buffer 73 are inputted to the slave
CPU 20 as diagnostic information from the diagnostic circuit 77.

[0060]

As shown in Fig. 5, the master CPU 10 comprises a PV value processing part
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i nput buffer 72 and maki ng conversion into a PV val ue
(process value) of a format capable of processing in
an upstream process which is the side of the
controller 2, and a diagnostic part 12 for receiving
di agnostic information fromthe diagnostic circuit 75
11 A R RO DR B AP R0 T 1T 8 e

enerati S ticr
. 0 SO, .t.he master U C ri ses
oSG L OLER GRS B0 BLOHLeBOCEO AN 2a fogmet
iLth.the slave CPU 20, and a code generating par 4
capihl SLRIrerg R D T BRI ah Dy S e ke koBeleggand &
. an update counter tg a PV value and a status. . [0062
diagApslls Parhi? swre s Miognastrivagion o (s IASIpHIs St %é
part 21 for executing arithnetic processing with,
and egeqyting abupring! detpeitonagd determiping aod spneratingka flajggvhich is a
~ buffer 73 and making conversion into a PV val ue
diagngptsciesist- val ue) of a format capabl e of processing in
t he upstream process which is the side of the
[60&ldntrol l er 2, and a diagnostic part 22 for receiving
di agnostic information fromthe diagnostic circuit 77
and Alsectheimaptealfiidy it kompetes atcommuanstide bleckil Biforgxanding
generating a status which is a diagnostic result.
conndl06GtioAMah, the Rlaves CRU20CRI 2 0odeogeperateg pat 14 for adding a CRC
conmuni cation bl ock 23 for executing comunication

(Cyviid RedunéangCleck CRided aangddae came:rge a@hatdlitanday statdd
for adding a CRC (Cyclic Redundancy Check) code and

[oo@R] update counter to a PV value and a status. [0064]
Next, an operation of the present unit will be

descpildeethe sid@ QAT 26 RohpAsdTRINETalbPplobbhsing pakt i USr executing

generated by the diagnostic part 12 and a status 22
arithmetic processing with respect to an input value inputted via the input buffer 73 and
making conversion into a PV value (process value) of a format capable of processing in
the upstream process which is the side of the controller 2, and a diagnostic part 22 for
receiving diagnostic information from the diagnostic circuit 77 and executing abnormal
detection and determining and generating a status which is a diagnostic result.
[0063]

Also, the slave CPU 20 comprises a communication block 23 for executing
communication with the master CPU 10, and a code generating part 24 for adding a
CRC (Cyclic Redundancy Check) code and an update counter to a PV value and a status.
[0064]

Next, an operation of the present unit will be described.

[0065]

In the master CPU 10, a status generated by the diagnostic part 12 and a status
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{ which is generated by the diagnostic part 24 of the
slave CPU 20 and is acquired through comruni cati on by
t he communi cation bl ock 23 and the comuni cation bl ock
13 are conpared and equalized in an equalization part
15. Equalization is processing for equalizing a

BBty BTG FRUAR Y8 B,

ok SRS O SO L0 S0
P e BB PR
o AT Boic  Reo RSP B ) BT
oG, BRI REBRR: X e Bt B0 ek

val ue processing part 11 is given to the code
Thal s whgh $THYT pRRYS 1ad1catppiierpal 3%%@5%%%@1 pajt b, itg
status, is detected based on processing in the
abneaﬂﬁéw gahprgedpathe cepturethstatip and isfpasshe ttlie gadegenemting art
ode generating part 14 is broken by a breaking part
14. 1@8 Jesadefl belewg rhs: stodses fanbedby thg npester CPA] 1GardRE: slade CPU
is generated based on the status generated by the
20 arg sldred byt psforpang simBlanpidcessimgialsout thedsiady GPAJ 2@. Al so,
every time new PV value and status are inputted, a
[00@@unt nunber is updated and a code added to a CRC
code is generated. In the code generating part 14, a
f r amA Riadaue terchae®vy vial RIE valib erocsdsaigusirt e giBCtc @ ode
and the count nunber is generated by adding the code
gengatisg piretd. tHoweton, whe BYonadlive o etafub & ddi@tddSoasdden
count nunber is increnented every update of the PV

prosasitg irathel edjngizst @t %’eﬁ’t 14,086t f fhe PRy Hhdtiol thE cdd® defrating
frame created by the code generating part 14 is

part 14 is broken by a breaking part 16,

[0067]

In the code generating part 14, a CRC code is generated based on the status
generated by the equalization part 15 and the inputted PV value.  Also, every time new
PV value and status are inputted, a count number is upda;ced and a code added to a CRC
code is generated. In the code generating part 14, a frame made of the PV value, the
status, the CRC code and the count number is generated by adding the code generated
thus to the PV value and the status, The count number is incremented every update of
the PV value and the status.

[0068]
A frame similar to the frame created by the code generating part 14 is

similarly generated by the code generating part 24 of the slave CPU 20 and is acquired
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simlarly generated by the code generating part 24 of
the slave CPU 20 and is acquired 23 through

comuni cation by the comrunication bl ock 23 and the
communi cation block 13. The frane created by the code
generating part 14 and the frame created by the code

rati ar 4 are col l.at in.a nparing.part
r R LRI BEARR) by 6, Bpmditer Gl Bfock &5 g BEPAETGh hgex
n.a _msmt et ween both the franes is detected.
13. 735 ol R DT Gerp oA g <O A B GEes b
also in the ave U 20, the master_ CPU 10 and the
codg Bs%attﬂg@ﬂé'of‘{m? &alﬁ%fl & Jomnaring gaig fer T cumpaging gart 17
resylt with my processing result and decide that it
decides i iahmoRHe Ve 8 bsteespdothihe frames istdetected.  As
processi n% in the master CPU 10 and the slave CPU 20
desgreped deleay, by pexfarmping sipilamprocespinacisis the slafRU 8P, the master
collation in the conparing part 17. [0069] The frane
CPgdAanatheriayy Gié 28 auvualerretiateitiotherrirodedsipg rasult puthtreyl
to an output part 78 which is an upstream process.
pro¢asuey eesult andrideqide it ib &t abserma) othien ahgismatabrescurs.s When all the
detected in the conparing part 17 and in the case of
proctesinglimipe miaster GPU $0 aahtbe siabe CREY 2008 hipintal dfoth the ffanssse
is broken by a breaking part 18. Al so, as descri bed
matble hoaresult eficallatioh stk chmpetingepat the franes is detected
in a conparing part 27 of the slave CPU 20, an out put
[0064] the frame is broken in a fail-safe part 79. [0070]
On the other hand, in the slave CPU 20, a status

generrat gdnRypehhietedibtadhiosddeGeniafis and oatpsittad Wan output
which is generated by the %agnosgtilgac%L part fﬁl of the P

partTBSKBICh (i difdtredn PrdcdsaC Hbvw®er, b EiaHSEh BRMRBNH&RIhORames
by the communi cation block 13 and the comunication

is detb&ekirdBe %Eﬁx{)%gﬂg’ﬁrﬁ o7 andn ek 6?&160'55&1%%121?1‘3 ualndAhiiOfh

part 25. | equal i zation part 2 I nformati on

outff %Pihetff%léfs%trbléﬁ%ginazbr &F‘ﬁ% @z{-rI?gS TRRL, Js%escmg(f'beIS{JVE R8kn a

status indicates a rmal i n the equalization part

misfidtchiteBw@RNAE FRhb{ ¥ dieﬁecfélaqgg%gmparing part 27 of the slave CPU 20,
an output of the frame is broken in a fail-safe part 79.
[0070]

On the other hand, in the slave CPU 20, a status generated by the diagnostic
part 22 and a status which is generated by the diagnostic part 14 of the master CPU 10
and is acquired through communication by the communication block 13 and the
communication block 23 are compared and equalized in an equalization part 25. Inthe
equalization part 25, OR information about the statuses is generated. That is, when
either status indicates abnormality in the equalization part 25, its abnormality is changed
to the captured status and is passed to the code generating part 24.

[0071]
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to the captured status and is passed to the code
generating part 24. [0071] 24 APV val ue generated by
the PV val ue processing part 21 is given to the code
generating part 24. However, when abnormality of a
status is detected based on processing in the

equal { gat ) on part n.{Nput of the PV yalue to the
codo HERQRRE Rt By Bhr b Rl sRsr ik ba'hY Cineiiay Tpeode
26.. [ 007 Ip the code generating part .24, a ode
e gl ARt 24 oo G SEe) BACH REOCT AT G A e e b on
equal i.zati on part 25 d the inputted PV value, Al so,.
Progeapp if frednelgatien P Pemanehtof By ulke fafhe codegengrating
count numher is uypdated and a code added to a CRC
pa’%g‘g§ hr%k%@rté{?wg?wg@e code generating part 24, a
frame made of the PV value, the status, the CRC code
[094AH t he count nunber is generated by adding the code
generated thus to the PV value and the status. The
countin HifrAsde Sererdtmerpaniedtt, e CREY epde iv germrasedbased he the\status
value and the status. [0073] The franme created by the
genstades! yeihe eaualimefiqrepart 2andsthe giputiedBVwehie. a Alsoaseery time new
which is simlarly generated by the code generating

PVpahie ahd swfustaheinpeisdde n cORY nbthband updatedanlia ceid ddbedioghCRC
communi cation by the communi cation block 13 and the

codeaspemeiaat i dn the @dk gBlerbthngapaolpatiang Matctof e PV ivalus, the
decided that it is abnormal when a m snmatch between

statngtthe CRE dodammdthesotteeiire is géntdaed 09k M flelgerofated
[0074] When the m smatch between the franes is

thusl & the Petvalie dndehcanmsr | The &t mddber iRintRiMenfAlKesi Padte of
i ndicating abnormality is outputted fromthe conparing

the Par $alde/ardinde ktgtusgi ven to the fail-safe part 79. In
this case, in the fail-safe part 79, an output of a

[oofrs e

The frame created by the code generating part 24 is collated with a frame
which is similarly generated by the code generating part 14 of the master CPU 10 and is
acquired through communication by the communication block 13 and the
communication block 23 in a comparing part 27. It is decided that it is abnormal when
a mismatch between both the frames is detected in the comparing part 27.
[0074]

When the mismatch between the frames is detected in the comparing part 27,
a fail-safe signal indicating abnormality is outputted from the comparing part 27 and is
given to the fail-safe part 79. In this case, in the fail-safe part 79, an output of a frame
from the CPU 10 is broken and a new frame to the output part 78 is inhibited. Instead

of breaking an output by the fail-safe part 79, a reset signal may be outputted from the

CPU 20 to areset circuit of the CPU 10. In this case, the CPU 10 receiving the reset
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fromthe CPU 10 is broken and anew frame to the out put
part 78 is inhibited. Instead of breaking an out put
by the fail-safe part 79, a reset signal may be
outputted fromthe CPU 20 to a reset circuit of the
CPU 10. In this case, the CPU 10 receiving the reset

sieif (Rl b 8 G Dby S o8B BRI R ot put

mogg the output part 78 is inhibited, update of the
unt nunber is stopped, so that it can be recognized
t hat out put of infaormati i s st.opped, by onl
r of eV R BUPHEBE AP RGl i Fhihi i peRde iy tRug gumber
. of a subsequent stage after the output part 78.
is stoppeb o P@n ,Ca’éLﬁé%CH&b‘Z‘?j;t BT 4 TTBArIReRessiotned by only
master CPU 10 and the slave CPU 20 will be descri bed.
refeAdng|sihe YUY NaBETEID APPSRt oEpEIbseupAtistagrealier thee
CPU 20, data is exchanged in real tine and the data is
outpig|maEt’8d. As a result of this, when tinming of
rocessing in both the CPUs is off, separate
[Oogﬂocessi ng results different in a tine axis direction
are conpared and a m smatch of collation occurs. As a
r esulNext, afmethddof domigniceoedstweenftior mbsehCRE 40 GRUthetstave
al ways execute the sanme operation in the apparatus of
CPURS wlldselescribethod Ardedcribdharoet oinehe master OPUI1S and the slave
performed so that a timng phase trigger is sent from
CPUI2e, ditales eafhdrged imushletim A (he daiin golhsadnC Msanesist of this,
communi cation (UART) and the slave CPU 20 can execute

whell (oS If Peodefkindd Walithe CIAINIC BB sdparasy/MELdsONE ZatitOfifferent
[0077] Fig. 6 is a diagram show ng sequence of

in 20QAE GREdHOR afY MRSt Shd FhBSatch/dfabliansh dto@s. 7AB) result
are di agrans show ng configurations of comrunication

of this 8 RShec@Rsky 5 Both HACPEHRVEwaRY CHRELD WAk Bp&hation in the

i ndi vi dual conmmuni cation frames, and Fig. 7( 8)
apparatus of the present embodiment. Therefore, control is performed so that a timing
phase trigger is sent from the side of the master CPU 10 using asynchronous
communication (UART) and the slave CPU 20 can execute processing in the same
sequence in synchronization.
[0077]

Fig. 6 1s a diagram showing sequence of communication processing.  Figs.

7(a) and Fig. 7(b) are diagrams showing configurations of communication frames, and
Fig. 7(a) shows a configuration of individual communication frames, and Fig. 7(b)
shows an operation of the case where a communication state is normal.
[0078]

As shown in Fig. 6, the master CPU 10 sends a command with a timing phase

trigger to the slave CPU 20 in a constant cycle. The slave CPU 20 receiving the
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shows an operation of the case where a conmunicati on
state is normal. [0078] As shown in Fig. 6, the nmaster
CPU 10 sends a command with a tim ng phase trigger to
the slave CPU 20 in a constant cycle. The slave CPU 20
receiving the 26 comuand replies a response to the

confakeR R dime ke BERECE D B tkdedortaen ool e

ECT TR S IR S -

Wase trigger through the comrunication bl ock 13. The
ng?ave CPU 20 receives the command through the

communi cati on_bl ock 23. In the slave CPU 20, a phase

( sequieReVAimBiEr Y(a).dpe Baeat €BUi 19 sepds  EEN AN VidoR HEIME

is conpared with an expected phase (sequence nunber),
phastiggpisthrough hseonypmrieation bleckrilg. Thealaye CBUGY receives the

processed next and when both the phases match, it is
comragsighiough theneommugeanonhiecktd3on Is that savie £ PRb2Gyml phagen

the case of recogni zing that the communication state
(sequenerommstier) teheseitalm tBPtdc2®ed ephinesd isscompsedvath an expected

i ncluding informati on (sequence nunber) indicating the

phaph@squepiphasaber),ithat ifiaghasé((@hdsetldn e 7@ ioic fobdssd next and
t hrough the communi cati on bl ock 23. The master CPU 10

wheéretenly thez@asds hadtclg icio ravoghiedt thena sdrhenib&iohat@ls nohaal. In
the response fromthe slave CPU 20 is received within

the @aR @ f@oBnizingRhaAnke SonphagCat{chaite RaRrRbITERISave CPU 20 replies
represented in the received response is proper. [0080

a refpdiRé iR IR alib®) 08hudd8E h@dbéQ indMAkiGR 1R phase (phase lin
communi cation state is  recognized by sending and

Fig r ﬁﬁ}?'tc\! 'tH%:gn%fterthq} GO P¥BRS R gox’hﬂ%mfc@ﬁ&?ﬂ%@{ 24t 'Plﬁ:' rMs%er
a | - dupl exi ng communi cation period. For th

cprf_mblreébgalzegqhaga COHBMRicSA Qe ﬁ)@ﬁdrﬁﬁl whihie 'P?sﬁ&‘?s‘é fQDrﬁJthe

dthe slave CPU 20 respectively execut

sla\}%r@[qg $8iN%cQled BRLSH Brtain time and a phase (sequence number)
represented in the received response is proper.
[0080]

After a command trigger period for which a communication state is
recognized by sending and receiving of the command and the response, it shifts to a
full-duplexing communication period. For the full-duplexing communication period,
the master CPU 10 and the slave CPU 20 respectively execute processing of the same
phase (phase 1 in Fig. 7(a)), and data MA is sent from the master CPU 10 to the slave
CPU 20 and data SL is sent from the slave CPU 20 to the master CPU 10, concurrently.
The data MA and the data SL include the frame (frame made of a PV value, a status, a
CRC code and a count number) sent and received for collation and the status sent and

received for equalization described above, respectively.
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phase (phase 1 in Fig. 7(a)), and data MA is sent from
the master CPU 10 to the slave CPU 20 and data SL is
sent fromthe slave CPU 20 to the master CPU 10,
concurrently. The data MA and the data SL include the
frame (frame made of a PV value, a status, a CRC code
[oogmd a count nunber) sent and received for collation
and the status sent and received for equalization
descrihedvabP¥e. 7(BSREShhUslNy r%;%_at[i Sth ﬁ%eitiﬂg\’s'hrﬁtﬂ
Fig. 7(b), by sequéentially repeating such phases, the
SA8Rg IPEREFRE NG ncRrofitRG i |
proeaclhgcl)tﬁer int él m;)ster&%%%hfgc}g(ﬁg&pﬁg{bIé?sgt%/rgfpéyﬁb%q the
As described above, in the first enbodi nment,
Sh%§§¥ﬁgggés are generated by both the CPUs and
[00?%]' lation is executed by data (franmes) with CRC, so
at reliability of the collation increases. Al so,

only when hot.h,the.dat tch .as ult of the
col 1 415 EReFdbort i e BulentidaRiha K8 Hotes Mpereraces b
d of t CPUs
o ST S PRI B ot
[nformatiion to the upft rﬁam process is surely
of thf EfENPB TR eSOV e theglatampich aya pisult pEthe
info tio out putted to the upstream process can be
collatip b beth ther G5 s, igormpgon is0l{iphof 0 REPa feocessgind when
nor mal eisag I nspection in the upstream process neans
anyrqpgof thecCRIds detpranides thatif isibnomgial, angiutpat pf infarmatipn &
between the CPUs inside the input-output unit 3a.
upsppay proggss 1§ surelyyeyestes. priscessult ofithisnspelgtityrg thhmf@R@tion
code, the presence or absence of abnormality can be
outplittegrio sedipatyednn progess cah be tiveeased c 8wk, ik fanidit aiGRC code
. data with CRCinside the CPU. [0083] Al so, using
is nowaahbyiicwettom ipdhevasstreGR\Psocesainaanai thdt HERE aiis e mithdtigh
reliability collated between the CPUs inside the input-output unit 3a.  Also, in the
upstream process, by inspecting the CRC code, the presence or absence of abnormality
can be diagnosed again over all the processes of handling data with CRC inside the
CPU.
[0083]
Also, using communication between CPUs, data with CRC is sent and
received and is collated by both the CPUs, so that it is unnecessary to separately make a
check of frames of communication betwéen CPUs, for example, a check of frame sum,
parity, etc.
[0084]

The first embodiment is constructed so as to synchronize processing every

phase using timing of communication between CPUs.  As a result of this, it is
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received and is collated by both the CPUs, so that it
IS unnecessary to separately make a check of franes
of conmuni cati on between CPUs, for exanple, a check of
franme sum parity, etc. [0084] The first enbodi nent
I's constructed so as to synchroni ze processing every

unnéRAREy tShei@rh uBRIBG 1PbcSQRTIH s¢RhE Az 08h WRE Fedtllidh inAS a
result of this, it is 28 unnecessary to perform

perfHaRIRE $osBiRG FRobh BehchRniAYiBE BFRBIsARLdRMnA M el dYGhd iONxtra

in performance resulting from syfnchroni zation
B R Dy A e L herc® o B ioRHAGR e
ol R0 AT SR o A oA TSR
exec%x?ﬁ@lréts%?é Eﬁacs% %ggﬁigﬁt%%?zaitig %Xtﬂceg(rzlpgtih%rﬁggit s%gré \éc\%r}rcg&e}ﬁaz%?lon, $O

ronizati on, So
data cold ati on between the : can.be increased. . On

that R Pt BT B B8 B el AR RSB O ot bz
t ransj. ent ate change caused by a factor qf th

botfhe SFAE ypliaReous FOILY § RATIGRt SHEAAIEE GPYsee g Tactor of the

] S C et ween dat.a does. not, occur. Also, the CPU

outsys Qs @3&} Wvﬁs%a scklen selasion grismatel B@t.Wﬁgn ia% Haggenot oceur.
specified fromthe CPU, 10, so that return can be nmade

Alsq, fhe Q}Ug@é}qszpﬂlx Ips agglagiopof @)Eﬁchr@n%phaéﬁ specified from the CPU
synchroni zatjion between phases. [0085] In the first

10, ghihaidichnean ka medeseasily evrsriathkeicasy obg@ng ot of sendbrenzasion
equal i zed at the previous stage of nmutually collating

betvgpgp@batesbot h the CPUs. As a result of this, when
abnormality of the status is detected in either CPU

[0085%dt h the CPUs share recognition that the status is
abnormal by equalization of the statuses. Because of
t hi sin thafirst lembpiiment fstanives germiated/boach né tiet GRUs are &qualized
collation m smatch between data at the subsequent

at thetpageowsctazend mubediyrcollating feea st Bt shea B by, neds 4 sesalaof this,

recogni zed separately
when abnormality of the status is detected in either CPU, both the CPUs share

recognition that the status is abnormal by equalization of the statuses. Because of this,
at the time of abnormality of the status, a collation mismatch between data at the
subsequent stage does not occur and the status abnormality can be recognized separately
from the collation mismatch between data. As a result of this, notification of an
abnormal state can be provided correctly.  Such status equalization is particularly more
effective in the case where it is necessary to loosely couple CPUs by decreasing a
common circuit part between the CPUs even though an independent peripheral circuit is
increased every CPU.  Also, it is effective in the case where a peripheral circuit can be
diagnosed i only one CPU.

[0086]
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fromthe collation msmtch between data. As a result
of this, notification of an abnornal state can be
provi ded correctly. Such status equalization is
particularly nore effective in the case where it is
necessary to | oosely couple CPUs by decreasing a
comurheqiroasdite phedualiedtioremdithd SRR @ vede, sapiade dMiata
i ndependent peripheral circuit is increased every

collaBbh, oft. SBowh in the fiedtfeR®biMeenk Barl NS nHAIEeILLSilRby a program
peri pheral circuit can be diagnosed in only one BP

of thO@®6]. 28I RBmRTRERESH BBtvRkn EPUAIch BL 19 emBRtdl LAY u@iifnﬁ an

a CRC code, sequence of data collation, etc. shown
asyh&@ ohddsorRPRAIBR U ARTY ﬁhﬁtibﬂﬁ&ﬁmg%n i e B Also,
program of the CPU Al So, communication between Us
by &4 Ebgllagz %ggﬁ%g\gﬁqgé l:é(mfﬁﬁhl%gucﬂf%ﬁt\?ééﬁr@hﬁ{? Alfsing is

unction normally noun

communi cati on nounting is aci

are mounted in the side of a
ﬁdg\g%{ﬁ?o %gira{e\gﬁgjqﬁ?@'si de of a field device insulated
nmutual | y. Second Enbodi nent [0087] An information
processi ng apparatus of a second enbodi mrent shows an

exanple in which a ter nd a slave CPU are

mounted in a nutual F‘&Sﬁipmjﬁgbjﬁéﬁme% ate. [0088] Fig. 8

LS. a bl ock diagram show ng a configuration of an
lpokibut-output unit as the information processing

apparatus of the second enbodi nent. [0089] In the

pl AT FBHOR POCEHNEAPENFIMS of A segogd embogimeent shows an

controller 2 and the field
example in which a master CPU and a slave CPU are mounted in a mutually insulated

faciirarSd e\’zl'gn%en taré gﬁg é;%e m%ld i Mtﬂ:‘ o(t‘t‘%tcio ?oﬁesf a%a{i] gl{ees&de of a

state.
[0088]

Fig. 8 is a block diagram showing a configuration of an input-output unit as
the information processing apparatus of the second embodiment.
[0089]

In the plant control system as shown in Fig. 4, the controller 2 and the field
devices 1 are usually spaced. Therefore, grounds of the field devices 1 and the
controller 2 are disposed in a mutually separated state for the purpose of escaping the
influence of a thunderbolt or noise propagating the surface of earth.  As a result of this,
it is necessary to maintain an electrically insulated state between the side of the
controller 2 and each of the field devices 1.

[0090]

In an input-output unit 3b shown in Fig. 8, a master CPU 10A is disposed in
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devices 1 are usually spaced. Therefore, grounds of
the field devices 1 and the <controller 2 are disposed
in a nutually separated state for the purpose of
escaping the influence of a thunderbolt or noise
propagating the surface of earth. As a result of this,
the jitle (upsiease siday of the comtialien? andimslaed EBU0AEE disposed uh dteasitie
state between the side of the controller 2 and each
(dowfisttdam sideg loftideiald dsvides 1] QOAGh ah msahtibmpodndanytput Anahdlog
3b shown in Fig. 8 a master CPU 10A is disposed in
inpBGatudrom the douwpstreaatids idehvatedii® cdisitd elgnalindnaas a
slave CPU 20A is disposed in the side (downstream
congdreie)n perft 38 ke 4 i@pek deuitcesind iﬂihflﬂt&fio e dhewral 2oA.
boundary L. An analog input value fromthe downstream

Infoym@€or, SWIAHares @b rowidpReriabivitBkheSHARTPT B0 ANG AR a peripheral
conversion part 33 via an input circuit 32 and is

circhRBYtd gded @ d éﬂ%gn?dsﬁé’ BarleBW agPRso arl ﬁ‘ﬁ)ﬁ{ VAR d %ig%ut%@g:&fd?n the

shares  a ground potential wth the sl ave , from

il’lpl% BBt PPR' Alen BIthEMiakn a;{:ic. grtQhVven o d%gfg(%ns@tg ﬁgﬁtB%iﬁcg?@{otstic

4 and al so an input value outputted

infog;%nﬁtgéﬂ l;asg’dzoﬂb ﬁleq{lélﬁ?ragxlg é)tél X ttgh ﬁ%ﬁxotﬁ% ﬁn‘rijprg ?F%ﬁﬁ% anld hé he

agnostic part stirc 1nfo ased on

- - Ut T fromthe inpu | it 32

infol AR, AEABLBH BEIES el Bad s lPior P8 ¢ 35 1

[00 i.-ven to the slave CPU 20A. [0091] On the other hand,
tHe i nput value fromthe downstream side is also

i npu o th ster U.10A

coupb%ﬁg%9&mﬁﬂgﬁa YA Eﬁoggm%BB%@&HB%H§$$%%&oﬁﬂmnwd
L N A TR )
b bESERb AT e B, SELAE e o
S@ﬂgﬁggg@%%éahgggéﬁgg%zﬂﬁgéégg nunber corresponding to
[0092]

In addition, the input value is const;'ucted of plural channels (for example, 8
channels), and units of the number corresponding to the number of channels are
prepared in the input circuit 32, the AD conversion part 33 and the photo coupler 37.
[0093]

The master CPU 10A and the slave CPU 20A send and receive a command
with a timing phase trigger and a response to the command through a communication
block 11 A between CPUs and a communication block 21A between CPUs disposed
respectively. Consequently, the same processing is executed in synchronization

mutually independently.  Also, the master CPU 10A and the slave CPU 20A send and

recetve mutual data through the communication block 11A between CPUs and the
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prepared in the input circuit 32, the AD conversion
part 33 and the photo coupler 37. [0093] The naster
CPU 10A and the slave CPU 20A send and receive a
command wth a timng phase trigger and a response to
the conmand t hrough a communi cation block 11 A
corhptmegrmnCitkk 2ntibetweenGlis aad feapediivelylcoRite fchiatare durther,
CPUs di sposed respectively. Consequently, the sane
diagnastie sgbmeption obrdmdtie dhd sha@yIRIIZOAIIZAEd @ht toE Haktey CPU
i ndependently. Al so, the master CPU 10A and the sl ave
10ChAd Rebssandeqnilzed ecei ve nutual data through the
conmuni cati on bl ock 11A between CPUs and the 31
[00e9uni cation bl ock 21A between CPUs and respectively
collate the data. Further, diagnostic information

obt aifpedk hiktéierslianes GHYORRA 3i8Ss ﬁéﬁibdﬁggg{ak?}g&gﬁ hpst

master CPU | OA and statuses are equal

cothiBnibR /o &PI2A QﬁPz vhell ®8th (AL QG n%ﬁgi %SC{Q%LBJ éf%gflgtfi%en

data t hrough a hos communi cat 1 on A on
berPRaME P IR TR R0 e sl FRL28h o puieRe,
b PN 0f the ol AT AR TR Bl Rl s PSR i e
mofIRECED 408 e A Y 20 UG grbin e st PG A 6 e
s R % e P S 1 Pacel Gissree B RBodael 08 odredty
g B Ol b B s hom b cou
RSl L GHEh TS heBR
master CPU | QA and the sl ave CPU 20A by a photo
and 3Rt af coppraumpgtionhetyern FRIVS o Inwiaterkbeyveen thepaspr CRU 10A

the unit 3b shown in Fig. 8 the slave CPU 20A is
and ihe, HaviCPH 204ebisq pleotpcoupler etc. in the insulation boundary L.

[0095]

In the unit 3b shown in Fig. 8, the slave CPU 20A is mounted in the side of
the field devices 1, so that an input value via the input circuit 32 or information from the
peripheral circuit 35 mounted in the side of the field devices 1 can be captured easily
and a detailed diagnosis can be made. Also, by using asynchronous communication
(UART) etc., the communication between CPUs can be executed by a small number of
communication lines, so that an insulated state can be maintained easily. As a result of
this, the statuses which are diagnostic information are equalized between both the CPUs
by the communication between CPUs and thereby, a detailed diagnostic result in the

slave CPU 20A can also be effectively utilized in the master CPU 10A.
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the field devices 1, so that an input value via the
input circuit 32 or information fromthe periphera
circuit 35 nounted in the side of the field devices 1
can be captured easily and a detail ed diagnosis can
be made. Al so, by using asynchronous comuni cation
(UART) etc., the commiitcRBinbedinteet ween CPUs can be
executed by a small nunber of communication |ines, so
[00%djat an insulated state can be nmaintained easily. As a
result of this, the statuses which are diagnostic

i nf Omhfo@ﬂaﬁérﬁpl%ﬂé@ﬂngéﬁﬁarb@lﬁ WE £ bhifdQdnkb dldifertRhws Y
t he conmuni cati on between CPUs and thereby, a detailed

A t I I I
cpRTSSASLGRA b I 1 b SEHATH B A0

devé@p@@h%e@)tw cbRRPRY it ald 1@[ dl Ghd R{/G) #%I@QH@E&BHBH

r'd enbodi nent s exanp
digidl BthaloHRuts P@uﬁgdee@g}gggdgefg@%&%feyafcﬁ&' nI&)é Ol Fis
woéﬁ%@ﬂ@?gn%a%nz@@% (PSSR Rl o it Do

tr IIe ig. 91is a block di agr am
pmé v&%‘%"a&agoﬁ th%dﬁgt%%%o%eqthe i nput -out put unit as
[OOMJ-E i nformati on processing apparatus of the third
odi ment. [0097] An input-output unit 3c shovvn in
Fi g. conprises a ter. CCUIl OB and a CPU
208 Agit st Haﬁéggﬁ%w(f?eo% G TGS helesiat (0 108 and o
ﬁgﬁ’? 431% mul ti pl exer 41 and a_sub
slay g exz%utmgrt <=r @é%i RFPRRSSIAR arubepllyiindraeadestly. s ma|
channels (for exanple, 8 channels) and sel ecting one
mul§?’§ﬁ%{|41 %ﬁl 3 %%ﬂlﬁ%ﬁ‘ﬁf“ﬂépf reseivie analesisignplg of phygal channels
anal o nal fromthe nultiplexer 41, and an AD
(for egpp t%ﬁ amelhindshpping prgysianal singnput agifer 42 prireesining
the input amplifier 43 into a digital signal and
the galaghgenah&ros) e aultipexaridd, mubkanchD ChuvdrieBdAfid cohesrih@ee
CPU 20B.
signal outputted from the input amplifier 43 into a digital signal and giving the signal to
the master CPU 10B and the slave CPU 20B.

[0098]

Output signals of the main multiplexer 41 and the sub multiplexer 42 are
respectively compared in the master CPU 10B and the slave CPU 20B and in the case of
a mismateh, it is decided that a status is abnormal.  Also, the statuses are exchanged by
communication between CPUs and the statuses are equalized. Consequently,
soundness of an operation of the multiplexer 41 is diagnosed.  Also, the input amplifier
43 and the AD converter 44 are common to all the channels, and the statuses are
monitored by inputting a reference voltage to the input amplifier 43 through the

multiplexer 41 in a constant cycle and respectively checking an output of the AD
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[0098] CQutput signals of the main nultiplexer 41 and
the sub nmultiplexer 42 are respectively conpared in
the master CPU I OB and the slave CPU 20B and in the
case of a msmatch, it is decided that a status is
abnormal . Al so, the statuses are exchanged by

cone@raUnibe alid mastQalMe e 0B GRYsShans oL (U SOBL UARS iREHs case, the
equal i zed. Consequently, soundness of an operation of

statliR€arLxEhal X BY crhmufictli ORASREh CPUS Snd thB StahRBUre equatized.
anplifier 43 and the AD converter 44 are conmon tg

[oogdjl the channels, and the statuses are nonitored by
i nputting a reference voltage to the input anplifier

43 thpopabet B 198 ddRhE¥8Ye 4By ﬁp%teﬁcgﬂ%@%vé:g%ﬁmg%j

respectively checking an output o converter

withf"e?]' tlﬁ{]rfgt j@s@ﬁ%ﬁ@f anﬁ%ﬁte%g?o%s@{bdth% Iagmifhlaﬁ% ﬁ]écglsgggic%%mlﬁlﬂga ion

ase, "t he uses are exc

[ [ angd .t he tuses e ..
bloc B B T G] P SRR B bl BB RE P diomne
0 nd, and receive a_coman with a timng
resp e o 0EH T 2 R FrsRiod ST B red HiviutRan pfhSigniualy
. . CO icatjon, block 11R .between and
indeh R o eGSR OIS L0t e B EPLE U By g e slave CPU 208
respectively and thereby, the same processing is
are GEBUEEA By, igh %fa%/qeaﬁPHﬁaaé|t¢eystatvwaé§eﬁqa@quy.
Al sq, statuses_obtained by the master CPU 10B and the
Furtgety f@ﬁﬁ@ffﬁ’gj 1058 andtherslang £ UhyOR senpdhand ceseivermpbehdatn
CPUs and the statuses _are equalized. Further, the
thropgls thercorymynication hlpck &8 deaveen G sl theenmmpicatinndilock
nmut ual data through the communication block 11B
21Betwirea CIER andpediateike ¢¥Amuni cati on bl ock  21B bet ween

CPUs and collate the data. [0100] In the master CPU
[O108B, a host block 45 is notified of data through a

comuni cation bl ock 12B only when both the data match

as altrths masteoCPEol OBatibost block 45 is notified of data through a
communication block 12B only when both the data match as a result of collation
between the data of the master CPU 10B and the slave CPU 20B without indicating
abnormality of the equalized statuses. Also, when a mismatch between data of the
master CPU 10B and the slave CPU 20B is detected in the slave CPU 20B, a reset
signal is sent out to the master CPU 10B. In this case, the master CPU 10B is forcedly

changed in a reset state by the reset signal and notification of data from the master CPU

10B to the host block 45 is inhibited.
Fourth Embodiment

[0101]

An information processing apparatus of a fourth embodiment shows an
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between the data of the master CPU I OB and the sl ave
CPU 20B without indicating abnormality of the
equal i zed statuses. Al so, when a m smatch between data
of the master CPU Il OB and the slave CPU 20B is
detected in the slave CPU 20B, a reset signal is sent
out to the master CPU 10B. In this case, the nmaster
CPU 10B is forcedly changed in a reset state by the
examae vl &i igpettousmnd umibtn \fx/hichiti:ht@ withfa R aoderiopatted dromaic exle

Crshpgyn iR e RaeRe R R Aot sk Dt gL

theffel@ddviies t F@MOdii grei0tis & hl@ws diaBram3ho @i (Ifa an
|n ut - OUtﬁwt unit 1n which data with a CRC code

con Fﬁﬁ‘ﬂft“toé& rRURuiPs| vt asthpaforeationpraeyssige apppgatus of the

folt@NinRld S 2 (Fig.4) is outputted to the side
downstream side) of the field devices 1 (Fig. 4).

Fig. 10 is a block diagram showing a part of a

[Oﬁ)?flguration of the input-output unit as the
ormati on processing apparatus of the fourth

enbadté mpot-outpd Lﬁﬁ]shc'ﬁhemi Mg Uuit-cotHppkds aUTPW 58 AR CPU d6i fgr

10 .conpri ses (? and a CPU 60 for executing
ex?fPBE%g}é?%&“&ﬂ}wllwﬂ °RE5BHGent I y. [0103] The CPU 50

conprises a code inspecting part 51 for inspecting a

CRC code based on data inputted via an input part 81,
[01@3¢onmuni cation bl ock 52 for executlng connunlcatlon

t
0 O S Bl LR TR0
based ohhietasm;dmted)fnatahe‘n;fdt ehd 8 d@\ﬂoﬁﬁ&mﬂsat;[n@ﬂtﬂél} 57T Fee cCRALIRY
C 9 ]{."Clatz%?l w1ah t%o %?’L} g(? %ES Ex g&%&ﬁlg%}*ocgslsufgopraﬁl Sr% 1e(§:0tnlvgx%ng the

inputted data into a format used in the side of the field devices 1.

(0104]

The CPU 60 comprises a code inspecting part 61 for inspecting a CRC code
based on data transferred from the CPU 50, a communication block 62 for executing
communication with the CPU 50, and a set value processing part 63 for converting the

inputted data into a format used in the side of the field devices 1.

[0105]

Next, an operation of the input-output unit shown in Fig. 10 will be described.

[0106]

Data from the side of the controller 2 is inputted to the CPU 50 through the
input part 81. This data includes a set destination for identifying the field device 1 (for
example, an electromagnetic valve), a set value (for example, an opening of an

electromagnetic valve) to be set in the set destination, and a CRC code created based on
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based on data transferred fromthe CPU 50, a

comruni cation bl ock 62 for executing conmunication

with the CPU 50, and a set val ue processing part 63

for converting the inputted data into a format used

in the side of the field devices 1. [0105] Next, an
datpphthatétolestofativhend theuset eldeput unit shown in Fig. 10

will be described. [0106] Data fromthe side of the
[018dntroller 2 is inputted to the CPU 50 t hrough the

i nput part 81. This data includes a set destination

for iThembiafippngdtbend CRU dodeyivettokhé EQTe ingéaify Rt AN In
el ectromagneti c valve), a set value (for exanple, an

the @péinRGctihg part 5E| LCRCUIBYRQrdate MLV EIn Haﬁa Bethe |kt deE‘Uﬁa‘ﬁ%n
set destination, and a CRC code created based on

anddBé Set Qblukh&esRl. deasd RAIRO RN il a%QfataV@Ic&ﬁﬁarecﬁ %@Hw
The data inputted to the CPU 50 is given to the co

CRUNDAE 6lchied iPBelcodd ins &tmgtﬂ deThé‘ cﬂﬁz% p@&%rﬁq{aﬁ Aldechles

CRC code i s created base ata o

thatlie fstarbﬂeﬁﬁa@ ihch ﬁ%l%{llﬂgtcﬁ SLewidh BBl e ekt\tﬁ&dﬁ;r Q&gﬁc&%

code received IS conpare

casEERUS Bk LEHROER, ARRAC 1 10 DAt DL e ol

nspectin es that it is abnormal when a
[01 rmtch betvveen both the CRC codes occurs, and in
?%1]5 case, data is broken in a breaking part 54.

s0 1 R teRp oo R el el sl ™
contERE 70! dik o83 G Y chi b S0 dhroueh by
commumcatlon%?oclk 2g| ven to the code inspecting part 61. In
[0109]

The data received by the CPU 60 is given to the code inspecting part 61. In
the code inspecting part 61, a CRC code is created based on data of the set destination
and the set received. Then, a CRC code received as data is compared with the CRC
code created in the code inspecting part 61.  The code inspecting part 61 decides that it
is abnormal when a mismatch between both the CRC codes occurs, and in this case,
data is broken in a breaking part 64.

[0110]

Then, the CRC code created in the code inspecting part 51 of the CPU 50 is
sent through the communication block 52.  The sent CRC code is received by the CPU
60 through the communication block 62.  Also, the CRC code created in the code
mnspecting part 51 of the CPU 50 is compared with the CRC code sent from the CPU 60

in a comparing part 55.
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the code inspecting part 61, a CRC code is created

based on data of the set destination and the set

recei ved. Then, a CRC code received as data is

conpared with the CRC code created in the code

I nspecting part 61. The code inspecting part 61
Unégiides that it 1is abnormal when a m smatch between

both the CRC codes occurs, and in this case, data is

br ok fteicAMBARERAT A deridas tied it if alrkamaiTvken baththe@RT codes

code created in the code inspecting part 51 of the CPU
do Bgf majch asemiesyihpbHengparing bothrthe BRECat | dmthid osk d52.is Bioken in a

sent CRC code is received by the CPU 60 through the
breglgngrark 8at i on bl ock 62. Al so, the CRC code created in

the code inspecting part 51 of the CPU 50 is conpared
[OIWek h the CRC code sent fromthe CPU 60 in a conparing

part 55. 36 [0111] The conparing part 55 decides that

it i dndier@rureD, s ERMDedde drdreedGRErCORINspEQINEYartFRLIS Rent

as a result of conparing both the CRCs. In this case,

thralghahd sonbnokenidnbléck 4 eakicRentTRE <68 is &ML bl Td GRU 50
CPU 60, the CRC code created in the code inspecting

thrdihthddorhifiusiedtton HIEUKO3IN THAECREMHIHE | C¥hinardhl; :
ﬁ%% sent dﬁc coge is received by thg CP@a58QM?ﬁ§gg§§xmde

credtB@incAE DY if et @R PAPSKimRe ca—llat; %g%rf:@:?s deScrfbRIRRGRA

with the CRC code created in code inspecting part
[plﬁﬁ in the conparing part 55 as described above.
[0113] Also, the CRC code created in the code

TSP 08,08 Sk Tl SRR 5P 0
conﬁ;%lédﬂrith the CRC code sent from the CPU 50 in a comparing part 65.
[0114]

The comparing part 65 decides that it is abnormal when both the CRC codes
do not match as a result of comparing both the CRCs. In this case, data is broken in a
breaking part 66.

[0115]

Then, in the CPU 50, the data received from the input part 81 is given to the
set value processing part 53. However, in the case of deciding that it is abnormal as
described above, delivery of data is inhibited in the breaking part 54 or the breaking part
56 and processing in the set value processing part 53 is stopped.

[0116]
When data is inputted, data of a set destination and a set value are converted

into a format used in the side of the field devices 1 in the set value processing part 53.

[0117]
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The conparing part 65 decides that it is abnormal when
both the CRC codes do not match as a result of
conmparing both the CRCs. In this case, data is broken
in a breaking part 66. [0115] Then, in the CPU 50,
the data received fromthe input part 81 is given to

the Guethe\otiicd Gaid, OCERTMY6MARE dRS sedi@OBVEBE CPIUN5E H?wen to
case of deciding that it is abnormal as describ

the 3BIOXR1e iﬁ@édskﬁﬁg Ya®l3 datigwher] 1ﬁtﬂh@é§s€ gf bttt § ?skéﬂ?l%ﬁmal

part 54 or the breaking part and processing In

as de8éribed| HBvHURERS S 'of‘gatﬁ) #ihhiBRed ﬁl fgé BRRAGH: | LIQ 546l th\évb?gz}_kmg

data is inputted, data of a set destlna and a s

parVéd MR ﬁﬁ@esﬁﬂ@‘lﬁfﬂe‘%@t valid Iﬂ'o@esglﬁé BBIt PLETIOR oﬁc&st he side of

the field devices 1 In set 'ue processi ng part
[Oﬁgi [0117] 37 On the other hand, in the CPU 60, the
a sent fromthe CPU 50 is givento the set val ue

proc ' r. . n the.c deC|d|ng
Phat o pur e bl SUEKT bt Bt eRaEeR Gerfloery o
hibited in the breaki art
desfifi .a?%a o *Wﬂ%%regﬂlave&%e&g# ¢St tsida e el
63 is sta [0118] Wen data is
de"? 3 %‘é‘e §‘“étdseé‘ aagfe 5%@@&1‘1 ‘ﬁé}m&é‘i’ putgaitedfgag qpfput
382? destl nation and a set value are converted into
Pa®4 ormat used in the side of the field devices 1 and
kﬁe data of the set destination and the set value are
[01 tputted to an output part 82, [0119] The data of
the set destination and the set value outputted to the
out pdte gatarof ghe seh destinpiin anddhe set xalve ppnttedtophe butedt it 82
the CPU 60 through a diagnostic circuit 83.
are inputted to a comparing part 67 of the CPU 60 through a diagnostic circuit 83.
Also, the data of the set destination and the set value outputted from the set value
processing part 63 are directly inputted to the comparing part 67.
[6120]

In the comparing part 67, the data of the set destination and the set value at a
stage outputted from the set value processing part 63 are compared with the data of the
set destination and the set value via the diagnostic circuit 83 and when a mismatch
between both the data occurs, it is decided that it is abnormal.  In this case, the data of
the set destination and the set value are broken in a breaking part 68 and an output of the
data of the set destination and the set value to the output part 82 is inhibited.

(0121}

Also, the data of the set destination and the set value outputted from the CPU

60 to the output part 82 are inputted to a comparing part 57 of the CPU 50 through a

diagnostic circuit 84. Further, the data of the set destination and the set value
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Al so, the data of the set destination and the set

val ue outputted fromthe set value processing part 63

are directly inputted to the conparing part 67. [0120]

In the conparing part 67, the data of the set

destination and the set value at a stage outputted
outpiit@ i€ thedet VALSoRERTRTRHNG PABkeP3 i i

g\/lth the data of the sgtﬁﬁdestl nat i gg lg{?gte?ﬁd;@l@ @learmg
parV§ ue via the diagnostic circuit 83 and when a

m smatch  between both the data occurs, it is decided
[oibfat it is abnormal. In this case, the data of the

set destination and the set val ue are broken in a

br ealﬂ] 0 Ogﬁ{p%ngg P%‘f‘@ atﬂe 8%%“ se% %Qﬁnatltogt ?d gl}j ﬁe E(?e g

destinati on an set v

I 5][1! at a of th
OUIRIELT Ot“?l on a&%&% lélcésg%ng\? a&mma{%cgwgﬁgﬁ defpeotcpp set
ou 8 ed.tq a co
d%ﬁ%aﬂo%@%dg% e ey ¢S She Q%Oq‘%aﬁa&epe R peisheveen
: rther, of th stlnatlon nd the
bot§ e 4? e &fe&&fe@alaﬂﬁtﬂa AP o I i aaesepthage@gfﬂge set
d garl re dlrectl mputtedtothe conparing part
es Pﬁ“"f‘@fé %e Yhvilpeaie iR g fpidosete sircuit frandanougputiof e data
Eet 3est| nation and the set value outputted fromthe
of thptet Yattinatiof s seig/apierirom shedfRU 66 iptheautnt part Bhés
. . data of the set destination and the set val ue
inhigiedut t ed from the CPU 60 and when a mi smatch bet ween
both the data occurs, it is decided that it is
[01%bnormal . In this case, the data of the set
destination and the set value are broken in a
f ai | Thaf, en dierfowith ed@bodimgnt thoudgofttho CPUNS aatides oflath betput
set destination and the set value fromthe CPU 60 to
to theheutpultpetit82phuttin 88 CBU 60nthiclwiutpetted (&4 A3} self traced and in the
case of deciding that it is abnormal, the data output is stopped.  Also, in the CPU 50,
the data outputted to the output part 82 by the CPU 60 is simultaneously traced and in
the case of deciding that it is abnormal, an output by the CPU 60 from the side of the
CPU 50 1s inhibited. ~ As a result of this, when either CPU decides that it is abnormal,
the data output is inhibited, so that wrong data can surely be prevented from being

outputted to the output part 82.

[0124]
The scope of application of the invention is not limited to the embodiments
described above.  Also, the invention can be widely applied to an information

processing system for handling various information as well as a safety system.

[0125]
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Thus, in the fourth enbodi nent, the side of the CPU 60
executes a data output to the output part 82, but in
the CPU 60, the outputted data is itself traced and in
the case of deciding that it is abnormal, the data
output is stopped. Also, in the CPU 50, the data

out pukitegutesent 4pipkicaisnrisbagedioh J8zanbie Rdtént @?Hl@@m'n%No 2005-
simultaneously traced and in the case of deciding

021423 filedl oinFamp2 BE1005 2ihe QUHBAE oPWHICA %reqlﬁ%lggrafcédq{@riﬂ By
side of the CPU 50 is inhibited. As a result of this;

refarBgge, ei ther CPU decides that it is abnormal, the data
output is inhibited, so that wong data can surely be
prevented frombeing outputted to the output part 82.
[0124] The scope of application of the invention is
not limted to the enbodi nents described above. Al so,
the invention can be widely applied to an information
processing systemfor handling various information as
well as a safety system [0125] 39 The present
application is based on Japanese Patent Application
(No. 2005- 021423) filed on January 28, 2005, the
contents of which are incorporated herein by
reference, 40 CLAIM5 1. An information processing
apparatus conprising first and second devi ces each
executing the sane processing in a duplex nmanner
i ndependently, said information processing apparatus
conprising: first determ ning neans which determ nes a
state of the information processing apparatus in the
first device; second determ ning nmeans which
determ nes the state of the information
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processi ng apparatus in the second device; sending

means whi ch sends a determ nation result of the first

determining means toward the second device; and

col lating means which collates determ nation results

of the first determining neans and the second

determ ning neans in the second device and then

determ nes as abnormal when both the determ nation

results are not conform GiL@¥iMEach other. 2. The

i nformati on processi ng apparatus according to claim1,

f ur thekn udonpaticsi prgeessigmppeans whietint HEs and bevati dRices

of the first device when determ ned as abnormal by
eachhexaatih@at thensafe t recesinkati ng d@ddxs . m@ned hi@dependently, said

i nformati on processi ng apparatus according to claim1
inf@matlon bickiig appafinls @figisitgynchr oni zi ng nmeans whi ch

synchroni zes a processing of the first device and a

proclssi digerfinihfemseeonshidieVa@entiaéNG tstatd NS 18f information

sendi ng and receiving of the data sent by the sending

proBBARE apfdraths if\hel QUSRI ON processing appar at us
conprising first and second devices each executing

the S0 REQEETH N thehfls JHUPISKIRRDEL isnfeRENIENhF ) mation
said information processing apparatus conprising:

mn§%£§&e@@&ﬁﬁ?ﬁﬁh&%e&ﬁﬂQ%v%QiCh determ nes a state of

e rnformation processing apparatus in the first

devi s%?%lrnzg Lxﬁ@atns CORien S6ARS Qt&e{kglgmgﬁﬁ g\é%!étf gf g}een gfs?td%lsen%ining

code rror detection base

mﬁgﬁggggkgﬁégggnagngéEﬁé the first determning neans in

I'ce; second determ ning means which
determ npnes the s age f the.informtio rocessi .
appacroaf'lﬁlgg Ixnr?aﬁ%\é&fﬁléc CCC()) 8&38 éi\eﬁslteéxél:matlon resu?ts o@ the %rs% cfg:germlmng
means and the second determining means in the second device and then determines as

abnormal when both the determination results are not conform with each other.

2. The information processing apparatus according to claim 1, further
comprising:
stop means which stops a function of the first device when determined as

abnormal by the collation of the collating means.

3. The information processing apparatus according to claim 1 or 2, further
comprising:

synchronizing means which synchronizes a processing of the first device and
a processing of the second device using timings of sending and receiving of the data

sent by the sending means.
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second code generating neans whi ch generates a code
for error detection based on a data of a
deternmination result of the second determn ning neans
in the second device; sending neans which sends the
code for error detection generated by the first code
generating neans toward the second device; and
col l ati ng neans which collates the code for error
det et tAwmiganaicat @dcdyingppafalussdiongedegbnenad sa@nd devices
means with the code for error detection generated by
each hexatogdthec edife gepeEsainicNgn N afipldxn rhiieies e@oaskndeni g esaid
and then determ nes as abnormal when both the codes
infdr@vatin pRiceshaiLaipa@itustdotpiinggonf orm wi th each ot her.
5. The information processi ng apparatus according to

cl ai s, dekHliIRE  n@ARE WIS LR JdetSrhARed TRARE MV € Ih SRS nAtion
function of the first device when determ ned as

mngggggg?bmgamyﬁgwqgghﬁyhgp of the collating means. 6.
The Information processing apparatus according to any

one @& R MBctatiQe eand Shi %Jh%faté‘soa{'rp(gdesiiog gig?r %i?]tgction based

equal i zati on means which equalizes a sta

on %95@ ro?gtd.k:%ﬂ?ﬁfgﬂ&? ?e%hfg %g tHRAREE (?ettm%‘ﬁmtﬁ‘ﬁ% ‘f’@eﬁgs H"t?lg ?ﬂrsrt%tevice;

evice an secon evi ce, erei

det %@MH q 6%915@;( ?rﬂ:%é I;‘ﬁq}@g gi%{)%gmﬁﬁé %Bgﬂ sﬂitcy & NR formation

determne the s e equ equal 1 zati1on

ns. The nfarnmation processing apparatus
pmg%g@gépﬁ%a&ug?%{nhf Sgﬁogr% o) eggleai m i to 6, wherein the

first deyvice and the second.device are constructed .
sepaPalis et FHpratlie RS, MR BTOEe8<HE (RbrHGn dCtoction

conprising first and secogﬂ devi ces each executing .
basf R b A o BT AR e PEXrateial (e GheTy i the
s%£ . nformation processing method conprising the
seogicbfyics
sending means which sends the code for error detection generated by the first
code generating means toward the second device; and
collating means which collates the code for error detection generated by the
first code generating means with the code for error detection generated by the second

code generating means in the second device and then determines as abnormal when

both the codes for error detection are not conform with each other.

5. The information processing apparatus according to claim 4, further
comprising:
stop means which stops a function of the first device when determined as

abnormal by the collation of the collating means,

6. The information processing apparatus according to any one of claims 1 to 5,
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detennining a state of the information processing
apparatus in the first device; determning the state
of the information processing apparatus in the second
device; sending a determ nation result in the first
device toward the second device; and collating a
deternination result in the first device and a
determ nation result in the second device and then
furthet eympnimgy as abnormal when both the determ nation
results are not conformw th each other. 9. The
i nf oequatizonpmegessihing eRialios acenediMmgiet@fdmatioh Srocessing
further conprising the step of. stopping a function
appafattidigetivedrsthe detidecicshan lekesid @etdeas abnormal by the
collation in the collating step. 43 10. The
i nf okA@EINO fhep ﬁme&wmnmgt heeh:aarO el NGcb R Gb@hMBn® means
9, further conprising the step of: synchronizing a
detBnARE B2 sife SdualiR&d by fiRteqdRY4aG6n Mn@ Processing of the
second device using timngs of sending and receiving
of the data sent by the step of sending the
determ nation result in the first device toward the
secon j ; | i : ' h
commr oy o b L PR PR RE B R R Ml 1 o,
. ' [ l.ex h ndepende ,
wh R R8Ty REACE R 8 el el CRRRE e T ERRRNTTRLY
steps of: determining a state of the information
processi ng apparatus in the first device; generating

a CO!QGAB ol{lfo%lra%n %F(%c%g%l%go Pl?e f g%{qg?ﬁp%?ff@ %&gg%copﬂ devices

determ nation res
emLhe ﬂ%ESt ﬁ%vice' q%terninLng t elstate of %He dentl d
MnFETHEES oliCp FUER SEPRE S REpdt a vPIF (HEMER cgrgpendently, sai
information processing method comprising the steps of:
determining a state of the information processing apparatus in the first device;
determining the state of the information processing apparatus in the second
device;
sending a determination result in the first device toward the second device;
and
collating a determination result in the first device and a determination result
in the second device and then determining as abnormal when both the determination

results are not conform with each other.

9. The information processing method according to claim 8, further
comprising the step of:
stopping a function of the first device when determined as abnormal by the

collation in the collating step.

43



device; generating a code for error detection based on
a data of a determnation result of second
deternmining neans in the second device; sending the
code for error detection generated in the first device
toward the second device; and collating the code for
error detection generated in the first device with the
code for error detection generated in the second
device in the second device and then determ ning as
abnormal when both the codes for error detection are
not Horfler mfoidaion gaotessibbatethd® acddi@inigndoos] aiat i80sr 9, further
processi ng nethod according to claim1l, further 44
cong@igdid hicR@ptdfe step of: stopping a function of the

first device when deternined as abnormal by collation
of cahbidbhRthg®pRessiy of the first device and a processing of the second
device using timings of sending and receiving of the data sent by the step of sending

the determination result in the first device toward the second device.

11. An information processing method comprising first and second devices
each executing the same processing in a duplex manner independently, said
information processing method comprising the steps of:

determining a state of the information processing apparatus in the first device;

generating a code for error detection based on a data of a determination result
of first determining means in the first device;

determining the state of the information processing apparatus in the second
device;

generating a code for error detection based on a data of a determination result
of second determining means in the second device;

sending the code for error detection generated in the first device toward the
second device; and

collating the code for error detection generated in the first device with the
code for error detection generated in the second device in the second device and then
determining as abnormal when both the codes for error detection are not conform with

each other.

12. The information processing method according to claim 11, further
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comprising the step of:
stopping a function of the first device when determined as abnormal by

collation of collating means.




