;e3ef kffg<i.jirj6kTfkov= -1DATA STORAGE DEVI CE SECURI TY METHOD AND
APPARATUS Fiel d of the Invention This application relates generally to the
"field of data storage and 5 retrieval. Mre particul arI y, this i nventlon
relates to the security system between a host a S

The present invention relates to a nethod and appar at us ﬂlmmwuﬂﬂmnmw dat a
storage device to a designated host to prevent copying o

the data storage device. 10 Background of the Invention Cur rsmody,
consuners can order nusic or video for Ii-Bteni ng or viewing within a
househol d. One mer
pays a fee to w%%:%%ﬁ%@?‘gﬁw%r I'cu IW)ME%I% anot%‘ r%gﬁg
system the consuner orders nusic or a novie froma call-in-center 15 or

directly froma set top box. The novie or nmusic is distributed to the set
top box w thin the consumer's hondieldiof theinvienoRox i ncl udes a data storage

devi ce, such as a di.sc_dr.ive, ne the data_storage
device, on which t ﬁﬂB{lﬁatﬁr’lrgag SW&% )?/Tq@‘ fEE?Cgf%f) 8so|rﬁgeﬁ%\a“ e or song
can then be vxleet@\s:m.omdrb?a%eﬂaﬁ P, this ifveidtddhted tdMeGRAYSH §Rtenk O t he
consunmer. Since songs and novi es’ have val ue, security measurés are placed

in the set topetbeenadhdshand hldatd stosgectavia Thapréseat swegtonrelatesitea cannot
be copied fromthe data storage device. Even thoagh security neasures are

in place, nuridethnd and ppRRratisfer Bebwgcfe@@ﬁ@&rag% CYige i AesigRated skt
securiy Measiein KIS IESPhlialshth 45 il ShE BUllAM@le.2® boot | egged copi es
of novi es and’songs a revenue he owners and
di stributors of the boot | egged works. In order to prevent unauthorized
copyi ng of works that woul d

10 Background of the Invention

Currently, consumers can order music or video for listening or viewing
within a household. One common type of ordering is pay per view where a
consumer pays a fee to watch a movie at a particular time. In another
ordering system, the consumer orders music or a movie from a call-in-center

15  or directly from a set top box. The movie or music is distributed to the set top
box within the consumer’s home.

The set top box includes a data storage device, such as a disc drive,
flash memory, or some other data storage device, on which the music file or
movie file is stored. The movie or song can then be viewed or listened to at a

20  later time convenient to the consumer. Since songs and movies have value,
security measures are placed in the set top box so that the files containing the
songs or movies cannot be copied from the data storage device. Even though
security measures are in place, numerous methods have been developed to
overcome the current security measures. The result is wide distribution of

25  bootlegged copies of movies and songs that result in lost revenues for the
owners and distributors of the bootlegged works.

In order to prevent unauthorized copying of works that would

normally have to be paid for, a host and a data storage device are generally
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normal Iy have to be paid for, a host and a data storage device are

general ly -2provided with sone sort of security system One of the

si npl est security systens controls access to the data storage device with
the use of a password. However, a security systemwth a plaintext password
does not offer adequate protection since it is vulnerable to attack. A
better security systeminvolves encrypting the password before transm ssion
to protect it from unintended disclosure or nodification. Encrypting a
password invol ves applying a mat hemati cal2-al gorithmto pl ai nt ext
information t f e j i i { 0. I t.

Appl yi ng the }%é)%%%a@f) h%l sggéﬁ%%ﬁﬁﬁc%ﬁgegéﬁ?nggﬂm%?%& %E%F%%érglﬁess(i . e.
an 10 al gori tdyBlentss coftrélsiaeyesh @ S YAA btdrh@é beicé with heaisBeatpaxiwoidl y t he
hol der of the correspondi ng decryption key can decrypt the resulting
encrypt ed t edtiowFverd atsequrityl sysgen withteplairitextpasgpyorddogs got offeraslenuate been
explored in the literature, For e | e, International Data Encryption

Al gori t hm (| DERYECUR] s%j‘f’évll’i?e%ﬁ@r{géﬁtégk'lvassey, with a block size of 64

bits and key |l e : Ik WP Ibefre deCr ypti on
pur pose. éor t he Qg})gﬁtﬁis%?n?}é%g?é p?%‘g(?gesfg?dﬁﬁ?%étﬂ%eeﬁ%gok "Applrfed

crypt ogr aphy:trgxisatiesioh so padteetrit from anihtanisdedisclosiereior riddifioytidit.uce

Schnei er. Password security systens have several shortcom ngs. One of the

more si gni fi cz;%m}!)'ysm tACRARSHES @V%&@salmlﬂifr@e?c?ﬁﬂ}re}?%l élwrinh ttRat t he

rdt {r m_t.t . - . It mn n
bnen the pasHBeT ATy dn aalBR o rip bty igRaliSn Bl TAGRR hor ) re
access. Sone @gﬁé &&ﬁﬁ&%%t&apaagsﬁuﬁﬁ&ndha&eé %gﬁ&ﬂﬁﬁalﬁ{) sstEdllan FOr

exanpl e, the code hoppi ng technol ogy by M crochi p Cohpany can nake

each traridnm sdgaonithiny) wing adkegdes comvaytiplainithet intmtiphertext. enlyrthahoidereff 25 by
an encoder using this technol Og%i has two parts. The first part of the
3

content is reherpEgspending dearypbiepikey candecmtiherpsulting ereypeddext is the
d f i s3] . h i . - bi
part . The hor da® e lalEe hATRTLEShToaoR 1R hal 8RR Bblokey fh b 21 ¢

12-bi t - 3dijgefatiite) For @Rapld) eneRshtnhPDatd EsotpRORMIZS#itHRR (IBRA,8% and is
encrypted by an encryption algorithm before transm ssion. The inforfation
in this part Xueejidilai enddames dtassé¢yravitthe bbyokailzer ofi 64 bitstandaa kely lngtieobne bi t

in the data i hanged. The .second parf.is the unencrypted part,_of the
t ransmi saon @%ﬁtcgv%ﬁﬁ@eﬁ 6 Eefon /leggyrtin RUFRASE, B%&‘@Hﬁ%@lﬁ@fed to
identify the ppco ?ﬁqug = . Vi Sl k e web
page of M CI‘OIChI g éar?%gﬁf%rg(ﬁ tp: y /R?ERP#E’&%%%‘:&S?‘X@%&%?SW5‘.‘5‘%“8&‘?ne/
security/ i ndexldvuite codeia KEByBRutesttivigqigy has several di sadvant ages

including: 1. The KEELoQ technol ogy provides high |level security mainly 10
based on keeping tiaeswpisbsqctrity aysiemns bave severalishostcapiings. | he phiheirare

i ncluding discri.m nati val.ue and synchronizati qn count except .the key,
2 tranem ¢t SEBEHAREhSE S RO RS e e PR I 1

i's vul nergbl epel teai@hisellSs Woealls@¥ed. NEhi§ BCA Hrt@miAkdeh WHEn sech as 1 ~ the
engi neers responsi ble for encdder design, or people that |learn the code to

servi ce vari qasswonpsrmatyptefl. Gudysshontcdthingitasddad bt agasthoriaed atdess.use of
t he KEELOQ technol ogy nostly to renote c?nt r_zgs systens. As can_be seen by
the above short comOMfSSeCHALF 8ystams Pradde forydiffererd cpdes tobespat.cRer t hat

enhance the SEHEE Yl RedRba SHORBERIISLRESogy BE Micksulp LRI, dged to

enhance
make each transmission by an encoder unique. The content to be transmitted

25 by an encoder using this technology has two parts. The first part of the
content is referred to as the hopping code part and the second part is the
unencrypted part of the transmission. The hopping code part is a 32-bit part.
The hopping code part consists of 4-bit function information, a 12-bit



20 security of data storage devices used in the consuner el ectronics
~environnment. CURRENT | MPLEMENTATI ON Current data storage devices include
security features. For exanple, ATA hard disc drives are commonly used with
conputers as data storage 25 devices. To prevent any unauthorized users
from accessing the data stored on such devices, it is necessary to

i npl ement certain security features in the devices. The existing security
feature set inplenented in ATA hard di sc -4drives provides a nmethod for
limiting data access to only authorized dsers or host systems. As

i npl ement ed, §B&iSHHHIN Yalli€BhdLES-Hit S rithi@zANorRcRaaer@idliss@ryypted byhat
allows for a conpletely contained systemto |limt access to information 5
and data on tdreemurypton algorithia bedoxd twarsmidsipne The dnfesmatien & this pards swor d
on its own nedia even though the password is set throy a_host computer.
The drive use‘g‘féﬁ‘é‘t%%h%fg\ﬁﬁpﬂo‘sﬂé? é%‘fat?‘i singe Bﬂﬁi’ﬂdggﬁe 4@ 1% hen

attached. As gl esh! ime blcdiaPRURLLICANIER ba PR el dr i ve and

it later is s n or stor on‘1t canno e accessed

W thout the c@ntgainggrestodd’ PasaMatthbef WehRBGs ibdd/toSidehefy thaentyderki nds
of passwords, User and Master, and two security |levels, H gh and Maxi num

The di f f er encle adeapden Forempraytetaide (pleasy visit/bie weltpagroiVdigrachipsecuri ty

| evel lies in.device,bghayvjor when the Us dis lost. If a,
For gets t he (SCRPRRECRPY R PRgorgrrors 1UTRT PR iy indenndfy The
drive, the user CWE&QS‘@&%M&%%%@s&&é%s%&ﬁ%&%ﬂuﬁi@? drive. The

Mast er password can be used to unfFock the drive in thhis case.” If the user
forgets the User phsswifle Kirliod teehhblspgypoovideehighdeueliseyuiity mainly n t he
drive, the user cannot access data on the disc drive and all user data wl|
be 1 ost. tthe Master padssed an keepiagibe algorithoEcigrraty ERASE 20 PREPARE and

SECURI TY ERASE UNIT ds, . b d t | ack.t he di dri t hat
t he disc drive ca¥-bgomg?°%ﬁﬁ§%§PF§‘a 56“6%@#‘&%%%8“{1}%%0%‘3’%&?4%& zoeraged

at the same tinme. In g%gﬁél%lmﬁﬁﬁ%ecrouﬂ?e%,swégt it;l%rlgaggfs%é%nﬁ%é%&v@é&

according to the ATA standard, and is handle h an operating system

or application 25 soft wacedertand dedodehet elichdratsinissisecurity systemvia the
ATA interfac Durin {he rlormal operation of a drive, t ster password

is not used ubM&s¥ i funggahle fapetrops who knawy the encsypten algouithmasisttan | ty
feature s@t, lfﬁe%hg}%legfé %S%&Ps?ﬂ@tfgéeﬂ&ggpaeﬁ }&g:fe%p’f@éﬁ% jealQ EhE 4! ocked
n I'oeked node, the disc € ectstany a

and frozen. rive ccess or change for

the data storgévied vhfious orapbRENtYOF 8 Sy st MHetibable@@adi dnit tieust dfve
automatically aborts all read and wite commands w t hout 5 executing them

I n the unl ockibe kilieQ tedhmadogic mistly do remnefeviontiobsysierds. Asgan be seen by

the above shortcomings, there is a need for new security systems that enhance
the security in data storage devices. There is a further need to enhance

20  security of data storage devices used in the consumer electronics environment.

CURRENT IMPLEMENTATION
Current data storage devices include security features. For example,
ATA hard disc drives are commonly used with computers as data storage
25  devices. To prevent any unauthorized users from accessing the data stored on
such devices, it is necessary to implement certain security features in the

devices. The existing security feature set implemented in ATA hard disc



fulfills all commands includi ng command for changi ng password sent to it.
The unl ocked node occurs in the disc drive before a User password is set in
"the system The User password is set with command SECURI TY SET PASSWORD,
while a valid User or Master password is used to subsequently 10 unl ock the
| ocked drive with the conmand SECURI TY UNLOCK. The frozen node prevents
unaut hori zed persons from changi ng the password of an unattended disc
drive. In the frozen node, the disc drive carries out all norrmal read and
wite operations but will not change its-&ecurity |evel or password in
frozen node. JiGed g4l RN BF linhih ALL ARG dity SR bA JsBRFAE LOCK
A hard disc drive that 1 nplenments the ATA security feature set inplenents
the foll ow nohespeystams: 1. SECURI TY SET PASSWORD 2. SECURI TY UNLOCK 3.
SECURI TY ERASE PREPARE 20 4. SECURITY ERASE UNIT 5. SECURI TY FREEZE LOCK 6.
SECURI TY DI SABLE PAsENeRManied thesecurity feafresare agtyplly amassverd securiéecur i ng
features of IA 25.di sc drd rks f ol . ts a
password -6 fiﬁ}@%wﬁgg(rta ?9%@#&%%?&“@%"\7%%ggm\gpégﬁcﬁggﬁﬁgﬁﬁrfrgagoﬁs in

| ocked nmode Uid Hatalth BheQrivee M ATAR Hdvd e SQPaRBFeshE Acdddepiidhwdtdon
password. 3. The drive remains in the Unl ocked node until the disc drive is
5 power ed dovits own riédiaeyen thanygicthegmesword isrsdt threngk adhdsbokmputeraidtiet o
prevent other users fthom changi ng cit;V(;\ersvvt)rd,v_vhi |l e the disc drive is in the

Unl ocked rodedrive uggsithe same passuprdiwhstevsp itds yaprlugged angddhen sgaehedhg up,

the 10 drive ' : Repdin I . Of it he

di sc drive ca‘}r%g ggg%@% g%glggg%l*ﬁrsya a%teglrgbfpeg?g V\t,(ﬁ)¥ ghlvg aﬂggg}égélllg si¥fén of
lost, the data stored on it cannot be accessed without the correct access

10  password.

The security system has two kinds of passwords, User and Master, and
two security levels, High and Maximum. The difference between the High
security level and the Maximum security level lies in device behavior when
the User password is lost. If a user forgets the User password when the High

15 level security is set in the drive, the user cannot access any data stored on the
hard disc drive. The Master password can be used to unlock the drive in this
case. If the user forgets the User password when the Maximum level security
is set in the drive, the user cannot access data on the disc drive and all user
data will be lost. The Master password, together with SECURITY ERASE

20 PREPARE and SECURITY ERASE UNIT commands, can be used to unlock the
disc drive so that the disc drive can be used, but all user data stored in the
drive is erased at the same time.

In general, a User password is up to 32 bytes long according to the ATA
standard, and is handled through an operating system, or application

25  software, to link the disc drive security system via the ATA interface. During
the normal operation of a drive, the Master password is not used unless the

User password is lost.



may be totally erased after the Master password is used. Security features
simlar to those associated with the ATA disc drive have many probl ens. The
- probl ems include the obvious drawback that the 15 password is sent openly
over the bus. As a result, the password can be captured using an bus

anal yzer. Once the password is known, the data storage device can be

unl ocked and noved to another system Still a further problemis that

wi t hout knowi ng the actual password, the data storage device can be

hot - pl ugged to any ot her conputer once the- data storage device is 20

unl ocked. Once hot : o RS, l; ata
stored on the dat aUg'P ggggegAgg\%egﬁéﬂggfﬁaﬁg@g%?g&c Pr ot e}gé{ria%egubﬁgégg?geg
content of a stogleagkocited, wdotkehanthfivkérorinledkeaatmesle, thedlisodivagejectst or age
device to a designated host are two major features requested by the
consuner el ecBRHAFEss Phehangefor hedasp S@@C&owﬁ- daetherswards, wheatin lgckedr acy .

Current stand ch.as th JA.security standard..cl earl ack, this
b1 11ty *Thus Bctve T e REand R RBN A LG e g e FiadL " e
security if dat@ubhgthad. I8 hERflockaBh deStiR dibt HAPE rétRffs BmmAtaike
security of data storage devices used in the consuner el ectronics

envi ronnent . SUNNS\RY comnTae sl inENn g othendrfos eanging pasivoordrsehaiteeld. t o dat a
processi ng sysftens. that haye a host_ and a, data storage devi ce which solve
the above- nen %_H@HJCF;P%mﬁﬁe@cmmqhsghmrwwfem hSeeRARMOd ihsedat a
storage devi oag 48l SEhOBRE: pINGJRLNGH itk A BEINN GiteRYYEEEh an
encrypted password, using any® kKnown encryption algorithm changes after a

desi gnat ed evPASSWKDRDY@it6led vidid Uberdfr MRstehpalssiWie d 881asattoh baagsamaryd
changes bei ng i ndependent of whether or not the original password has
changed. The pnloskthe lagkeddrive veith the conmend FREAMRINETNILOEGK. The frozen

conput er - r eadabl
al mo

dé prevents unauthorized persons from changing the password of an
unattended disc drive. In the frozen mode, the disc drive carries out all
normal read and write operations but will not change its security level or
password in frozen mode. The frozen mode is set with a command
15 SECURITY FREEZE LOCK. A hard disc drive that implements the ATA
security feature set implements the following commands:
1. SECURITY SET PASSWORD
2 SECURITY UNLOCK
3 SECURITY ERASE PREPARE
20 4. SECURITY ERASE UNIT
5 SECURITY FREEZE LOCK
6 SECURITY DISABLE PASSWORD

In summary, a typical application of the securing features of an ATA
25  disc drive works as follows:

1. The user sets a password



program st orage device which tangi bly enbodi es a program of instructions
~executable by a conputer systemto performa security nethod. In addition,
15 the invention also can be inplenented as a security systemitself. These
and various other features as well as advantages which characterize the
present invention will be apparent upon reading of the follow ng detail ed
description and review of the associated drawi ngs. 20 Brief Description of
the Drawings Fig.1l is an exploded view of a disc drive. Fig. 2 is a
schematic view of a host conputer and a data storage device according to

one embodi ment of 4he PHRSESl du B di0driFL Bowdrd SpAnk kAN IO ockBgVI N0 an

initialization procedure r security system according to one

enbodi ment of the preseanbdenvieihtheauser bérids theilinlack tamneinal with thew algd a
procedure associated with the host conputer according to one enbodi nent of
the present invention. FsgwoBlis a flow chart detailing a preferred

enbodi nent security method, . .Det a|,l cription El .1S;.a view of
one type of data storag eo%’i}‘(% THLRET y‘eggﬂﬁgge% qﬁee,u@lttﬁg%hslcsdr&vgdabl e of
using an apparatus and &ed dgwhi nk a data storage device to a designated
host to prevent copying of data stored on the device. Specifically, FIG1
is an expl oded vi edv of Eheduger nohyi aleocs® o seittka Hiewze dock eorhfiarichiol prédeenta
housi ng or base 112, and_a cover 114. The base 112 and cover 114 forma

di sc encl osure. Rot at aftthenysess Hom ehangieg passavordovihe the dise duveis Bhaft 10

118 is an actuator ass I 1+ The actuator assenbly 120 is used to place
a transducer 150 in tr:tﬁggnégsﬁ%drrg g?'i on with respect to the disc 134 so

that magnetic transiti oWsthoapHRSRid ﬁ&sd@&doﬁ&ﬂeﬂ@iv‘éﬁsiﬁdﬁéthﬁg)u?, fheack on
the disc 134 or so that the magnetic transducer can read data fromthe disc

134. The lhventi on deschiiberenmaing ickedpPlependingron thedeedl of sedurity aef, the
disc drive can be accessed after a Master password is used or
may be totally erased after the Master password is used.

Security features similar to those associated with the ATA disc drive
have many problems. The problems include the obvious drawback that the

15  password is sent openly over the bus. As a result, the password can be
captured using an bus analyzer. Once the password is known, the data
storage device can be unlocked and moved to another system. Still a further
problem is that without knowing the actual password, the data storage device
can be hot-plugged to any other computer once the data storage device is

20  unlocked. Once hot-plugged and moved to another computer, all of the data
stored on the data storage device can be copied.

Protecting the data content of a storage device from unauthorized
access and locking a storage device to a designated host are two major
features requested by the consumer electronics industry to stop data (video,

25 music, etc.) piracy. Current standards such as the ATA security standard
clearly lack this ability. Thus, there is a need for new security systems that

enhance the security in data storage devices. There is a further need to




15 configurations of disc drives. The data storage device can be a hard
~disc drive or any other type of storage device that stores data and
retrieves data froma host conputer 2000. The basic requirenents for a data
storage device and a correspondi ng host is that they both nust be able to
execute an encryption/ decryption 20 algorithm store a password, and store
and update the value of separate counters used for synchronization. The

val ues of the counters can be synchroni zed and may be used as the key for
the encryption/ decryption algorithms ané/-may be used as the basis for the
encrypted pas i 1SS he val ues
of the synchr%ﬁ?@gﬁ%%%Hg%Eggg%gﬁ%éggngQg%gh%%%g?%ﬁ@ﬁﬂgggggg%%g%éggute t he
encryption/ destdsgpment. al gorithms nust be stored in a secure area. For
exanple, in hard disc drives, both the password and the val ue of the
synchroni zati on counter can be stored in a reserved area not accessible to

end users. -9Figure 2 shows a i nmer el ectronics
("CE") product 300. Figure 2 m%ﬁh@@é@@@gﬁp@@ﬁ%m and at | east one
data storage devi CEhedgiserdGAPEMtidHreldted RE4h PPERssing\§BehRthatl g L MPUL er
2000 i ncludes a synchroni zati on counter 314, "and nenoiy 310. The nenory 310
5 may i ncl udehdshendlaCkth siwragrodieyice whighasdveothe, aband-mérdieedrproblenny. A
decryption algorithm The nmenory 310 i s not generally accessjhble by a user,
and theref or e‘nﬁﬂ‘@dﬁ%%mi‘”ﬁﬁée%’ﬁg}’é’l‘&éﬁ Sttﬁ’fﬂgie&e""écﬁéﬂ FIB?ﬁd-d yption can
be securely Mt hin. . ny . jce 320,
whi ch may besljgggﬁ)?clw rtlpél}guhﬁghgm&ﬁ %Ié Fﬁ%&g’t%i Q%Sggokg’rgﬁé?ggggwg synch
counter 324, @neypRiTPalgodtEm, diiigteaRéYa dédghstedenent! The deres@stidl ¢ t o
the user. If the data storage device 320 is a disc drive, the nenmory 322
may be silfi | awhew thehencrypiedipagswardichanges beimgandepafdent of wihethatarvet A
reserved areag,of a.di,sc drive is.usually inaccessible to the user, and may

i s
i ncl ude i nf or hECrEIN}PRsSEId M5 haBged ol and run the disc drive or data 15
storage device 320h MRV ors Yt 850 BOSRLRAL: 9@%@nﬁﬁ:&%& ice
320 are |inked togef%é?ﬁéﬁé a J% % dﬁ On 9ﬁg reggasg area o? a ggggxor in
t he menory 32;2r,og$arﬁ&&ﬁ‘ﬁ,ﬁd§ deviae wiHieh eyipiily @mbirtiésopropatedf iMstridicran be
stored. In operation, the password stored in nmenory 310 is conbined with a
val ue from t rexesytable oafemputersysteretoperfrn psasurty methed. doaddition, s used
to 20 generatge a key.val,ue for the encryption/ decryptian gorithm Using
the encryit | oneay iRt T HE e (BPFiRERL T Sl SRR 2 br oduced
which is sent to thgsdahd vatidud9ehdd e¥dtafes3dWvelhs &&'@arﬁ@%e% whehage device
320, the password may be stored on the reserve area of The disk. The

synchr oni zat | dradgenitethei rresesd dnventipaneil bveappatect ypdn teadikeyof the decr ypti ng
the encrypted 25 password to obtain the decrypted pass d. The synch
counters 314 f&ﬁ&“@?&aﬁweﬂ@%‘ﬁﬁéﬁn ?I‘Efn{ﬁ"é%‘t" él,‘e%%m%?q\ﬁo‘i@“ﬂﬁé&passmrds
within nmenory 310 and 322. To have access to the data on storage device
320, the decrypted password nmust match with the stored password. There may
be multi goe requirenents - 1Byibf DhscEprdAthfithe Drgwingonput er 2000 or data
storage device 320 to verify the password. Sone of these requirements may

i ncl ude: a power ufigskiswerr@lodedsyiewi ofiaedise dnweperi od, random ti mi ng

intervals, the data s{orage deyice being di sconnected fromthe host

computor 2000, or HBCHRATCTPHR Ve ohoLP LB B Bt 2 Por RISV 320.
Wth this ge“&kéfdiﬂé%ﬁh@\é&nb%dﬁﬁéﬁféﬁﬂe paseht fiveRllop! one embodi ment of a
met hod and apparatuS will now be di scussed. The follow ng exanple will use

Fig. 3 is a flow chart showing an initialization procedure for the

25  security system according to one embodiment of the present invention.
Fig. 4 is a flow chart showing a procedure associated with the host
computer according to one embodiment of the present invention.

Fig. 5 is a flow chart detailing a preferred embodiment security method.



Step 1: Initialization 10 At the time of manufacture, a consumner

el ectronics ("CE") product is initialized. Figure 3 is a flow diagram
showing an initialization method 400. Initialization is done before the CE
product is shipped to an end-user. An initial value, preferably 128 bits,
is generated for synchronization counter 314 at the host conputer 2000, as
depicted by step 410. A unique password is also 15 generated at the host,
as depicted by reference nunber 412. The password and the initial value for
synchroni zati on counter 314 may be gener#ted randomy or by any ot her

met hod. The synchroni zati on counter value and uni que password are | oaded
into the host conputer 2000, as depicted by step 414. Then, the host
conputer 2000 sends the initial vdDeteiléd Desaiptivrer 314 to 20 the designated
data storage device 320 along with the uni que password and an unl ock tinme
limt, as depicted by step 416. After initialization, the data storage
device is placed if- . ver e initiated.
Usually a | ocked nfgg ??{ae?h‘ﬁwgg?‘)é% eo(r?l dg?q %tﬁga%%girrelq;?&é%’?ﬁ%r%lé}sjg?%rc d?{evtgéi Vi ng
a password, GhafisicBpablBof da:h? o AP g erud A GRethd dRe Wkard 48 Whorags dévice
depicted by step 418. The unlock tinme imt protects the data Storage

devi ce, such tas desigriatesl hog tagaevest capying-ofidatp storestén the desticgl ug at t ack

entails discqonnegti data storage. devic 20 operati in unlock node
from the assciesiicalpgde: 1is arie’&hlsate%wl%egag‘m cfré‘eeoﬂﬁ)egﬂwerfﬁs devaiis

st orage devi r. r f - i ng
entails remeﬁﬁlgaggggkggéﬁy%ggggﬁég afcrd(?%i)?%g ﬁgésa%&gﬂrllgr?aagogg%m oad from
the host conyfotara didhendlodurek Rotateblyiattathéd tsgie 188e thRbn hactuatsr dafor e

going into locked node is short enough 5 so that if a hot-plug attack is
attenpt ed0 t HéBds aw agtyateriasserably 1t2i0n3 he actuadomasseribhigl 20 isiuged £o plage aanount

of the data stored o he datg stor device 320.. | t her, words, the data
o moe deur dbtedgeSTINR it auRhg Bl Wish Fesicnr o Re it BB Rt ed mode
after a specifhsthdd 'ch(l’t’fm kd a beivsigteflth Uerdck dheRlisto@ad into
anot her systemglgehe unl%c ed Hi s?g r?vé%vcé%ﬁ be Et(()e Itocke in aegkort tinme,
t her eby pr evesitsorthat the magnatiegravisducdraanatad datasfucin the disd 4. cont ai ni ng

novi es, songs, or other data. Wen the CE product 300 and its associ ated
data storage devi ddedngentien desgaibed inthis applieationds sgefghtvitlsalbr age devi ce

320, such_.as di (AR {.s._unkock efore . the dewvice, 320 cones into
use, The PassUBTEUEHPtR el i dvels TR P BRI i o s BT e

i naccessi bl e drankthengpd Bkt aéAcs iRt StbrbdGhdaninetid B dattigbm3P0 on a
non-readabl e area assoCiated with a reserved area of the data storage

devi ce 320. Thust ceaputer?f0.t he initial value of synchronization counter is
handl ed in such a is to guarantee that nobody knows, the val ue. Thus,

Y,
the security syst erediasiceditenients for a st storagesaviceandr ceasondingd even
though its p rél i i : j ce Figure 4
is a flomha?ﬁ% t?ﬁ{e&t?glbg)c ?ﬁ%ggﬁ%g Sr?eéeg%ggt%ngr r&gggggﬁt Ogl CE product

300. The 20E pilgetithim,38bke aqpebsWoEE, adietolfd Lal hyditeehdoslue s separatd er 2000
and data storage device 320, are powered up, as depicted by step 510. After
power up, theonpars gseminrsynouonizatione Theswlugstof thesowrepyanke 300 sends
an encrypted password

it enters inte" °r?é?ed;a§}§ ﬁ}'as"gvk S&Sgﬁgls gﬁ%g%bfi arts e?h?@%%ﬂgggé&gﬁggo before

algorithms and may be used as the basis for the encrypted password changing

at each transmission. As a result, the values of the synchronization counters
25  and the programs needed to execute the encryption/ decryption algorithms

must be stored in a secure area. For example, in hard disc drives, both the

password and the value of the synchronization counter can be stored in a

reserved area not accessible to end users.



-12host conputer 2000 of CE product 300 generates an encryption key based
on the synchroni zation counter 314, as depicted by reference nuneral 512.
Then, the host conputer 2000 encrypts the password for unlocking the data
storage device, as depicted by reference nunber 514. The host conputer 2000
then 5 sends out the encrypted password to the data storage device 320 over
the bus 330, as depicted by reference nunber 516. The host conputer 2000
then i ncrenents the synchroni zation counter 314, as depicted by reference
nunber 518. The operation of a data stor&ye device 320, such as a disc
drive 100, will 1(Fi?ﬁré32 HHPSEBIIR RaGANCHAL cHRURCrRBERF dhicl BCHSPI NT
further details of The operation with respect to Figure 5. The data storage
devi ce 320 r epmwiduet3ith digwor ¥inchdles adswdcampliter 2060 and aBR@st drendajener at es

t he decryption key pase n the synchronization counter 324. Then, the
encrypted pasE¥Mkies 43"-%’“82’@3%8&“{}5 mgwmr@sg&dwﬁm% ﬁé%ﬁorﬁﬂ'étebgg%r dis

then checked ; [ iy - S r ssword
mat ches, the ‘%‘%‘gﬁgﬁ S&SBHJO %ﬁ@?@%@éét%r? ??fna{hgﬁ\gg@g? er ?\nh% Lel{ et%@dﬁ? a
storage devi capZiklide #id BIOS Podteolethepdeswaid ahdahe unl ock attenpt, the

synchroni zation counter 324 is incremented and the result of the unlock
attenpt is repurypigon/slecheptimsalgedthmt dhe aoaooryTHe iemot gendrakly aeagssible
decryption keys change,with. every 20 updat f the, synchronization counters
314 and 324.q%hﬁ??ai%%dgﬁ%F§H?§H¥B§§§ﬁ§8Gnﬁéﬁ93&¥¥ﬁ€%€%reach transni ssi on
even if the qgj 'Eﬁg ﬂﬂiﬁ%ﬁﬁdh'd%l%ﬂﬁﬁﬁﬂgf j effpodi nent
of the present Cigy enr%i on,” i f t%e passwordgtoééggﬁg?ghm@%cﬁﬁn?ﬁ%}a%o'

synchroni zat i data stragedevise 820; mehiieh e oy a dfsc deivecumnilgdnaiudes 8 a sel ected
nunber. If a match is_found after incrementing or decrenentingzthe

synchr oni ¥at i wntdlenddt asyngl coanter 324, andioemgey 32%/i Ere mepwy S22 ke resul t

of the unlock_att t..to f. hqQst . co er - 13Fi qur.e is a,.flowchart
ehow ng t he. prOsbaT bt B SR uEF M data siptve Si¥ifa e Redine 2456
during the 0%&%&96@%’221&\3%@5sﬁﬁﬂ&jxut?)tthgpﬁcﬁt%ﬁ(?fndd RAGelved?ea 8MRRAjSENT Of
the present invention. As shown in Figure 5 the data storage device 320 is

power ed up, adrivepicesulvisy areafofmatisedriversrsual2nacthssilie tdatle vdedrage devi ce

320 is in a | ocked de when powered up, as depicted by reference nuneral
604. The dat amgmfég@e géoImRatiappesassary do GPRPIrId Wit thelisG diive ebdalRer t hat

s, vy 15 T Bze oy elad0P rho LOMAAIG TS MO MUFAUAR MR LIS SENSEREE. |

This may Timt er 0 SW rom ocke

an unl ocked raydéinked itbgdthyr vih @ Busi33e! OrhtieliBseo6 8ESI ofla diSc 8f frefit s to
switch froma | ocked node to an unl ocked node. Then next step in the

process is tongmosy Athe passwoed and ghpsyrnchnonizatiemeeunthnvalue sambd stared.
allowed |imt, as depicted by th eci,si on bl ock .shown.b ef erence nunber
606_ 1 tho ITITRETEIHEBS PRI ote sisted T ARy, SIORS Spmbitad §1h it of

attenpts, thergdalifie SVRHPES: i Qe ' j as
depicted 1 ~ by thg es ar#g§¥§%8iﬁﬁ%ﬁfiﬁg??%%%?hFﬁﬁé?ﬁ%ggwggg%ﬂas not

reached t2fe rgenenmtmadlelyorwmdind fortherbseryptionf demppton hlgeridhama Wding dge devi ce
recei ves an unl ock command, as depicted by reference nuneral 610. The data

storage devi cCSPRFQIMKSY yadh Biepasswardieany sristyrisdpagswerd wappdierd, pyhich

reference nungr ney y.pt passyword fromthe ho nput er 2000
is received Egsﬁtetgg}ﬁ% ggé'))[%{r}rggg%gé{\icf’?gOBg%%?fsd%gﬁ?%rfgﬁ BVC?Z’%%&Bﬁce nuner al
614. The encryfbRdrdassVy stofddosh iHiarebQst afQIGIUheWidlS Ty rdRFSIAItRM USi Ng

the decryption key generated in step 616. Note that the décryption key used

i s associ at eccoomtériiskesetl taogarteeate a decryption key for decrypting the encrypted
25  password to obtain the decrypted password. The synch counters 314 and 324
may be set at manufacture, as well as the passwords within memory 310 and
322. To have access to the data on storage device 320, the decrypted password

must match with the stored password. There may be multiple requirements



25 synchroni zati on counter 324 of the data storage device 320. |In other

wor ds, the decryption key changes with the update of synchronization
“counter 324. Simlarly, the encryption key used to encrypt the password is
generated fromthe value of the synchronization counter 314 of the host
computer 2000. In -14ot her words, the encryption key changes with the
updat e of synchronization counter 314. Therefore, if the counters 314 and
324 are updated after every transm ssion, the encrypted password varies
with each transnmission even if the origi-Hl password remai ns unchanged.
Next, the degyniRh@RnRaRisthe hdst Corkpiies 260D @pdata@tdiag@ueﬁde Sp@tcederify thbe dat a
storage device 320. A determ nation is then made et her or not the

decrypt ed pagssewdrdrebarhe of these pgdrennents may inpledgsa powes upgequendece 320 as
depicted by reference nuneral 618. |f the decrypte assword f.rom.the host
Conput or 200G PRATEREENS HEGLIanaPE SRitatealsy Dedth ST R HOOFBE. 10
320, then they: i i f ; 320 is
oy ement ed, CICCRRGHRA I E0nGR D08 of e A HARE HEEARE Ul
val i d synghr Qﬂidmagt@pageqmwﬁgzoal ue, plus one. However, the anmount of the
increment could be changed to other than one, After updating the

synchr oni zat iWithdbisrgeaerad exerviens, aidetailed desgiptinnefanegmbedimgnt@firocked 15
node, as depi Ctt%d b)(1 ref erence . umersl 622. ﬁge@ldifsg drive thelré can enter
into nornal Jeehodanganraratys iyl nom pe dissusssri TAE fp0owing exmple willuse 5

mat ched drive after m smatch Wen the decrypted password does not match the
stored password, a 20 resynchroni zati on procedure 640 may be attenpted. The
dat a st or age Stepilchitiadzatien desi gnat ed host may | ose synchroni zation for

many reasons. That is the data sjorage device 320 may have a different
val ue of 18ynchr oniMtdhe meefunapitariugg, @@saasqrg%}ﬁéfr@alqsdsﬁﬁ Jpipsluct e

recovery of i i . . i I . (29% ¥ ifad when
the data stoﬁ}e{lg%ﬂgg@i %%R%gglslésﬂgg' #lg 3%1%?‘&1&@%{?{%%31 esPSﬁ%%@g’a pr oduct
300 and when [hitRligNE6® B dShebuiEieate OF plodiciBishasheef tohi @idiubét. An
resynchroni zati on between the drive and its designated host is to allow the

\SIVL ive to Sﬁaﬁniliiall shlug, Bl;ﬁrﬂ@‘gbb’nl%dﬁtsmsdgﬁahm@d fOf-SyB(dhltdliiimtilimgiQn@merr?dﬁge

! 320 . : |
After ref er et o ante 206 asEepiien o Fen Sk hh ditan poswRRies Sad oh
counters,jsan ggﬂgxfa?é?ﬁtg th%‘?f’éfsﬁ Rs QEH{H&{ %?%e%n@@ﬁﬁﬁéﬂ%ﬁﬁlie?ﬁ& aSsWBer. nay

be i npl enent ecrypted pass rom-t ost conputer 2000 does

not match t hensltthe ésitinbesive fer 9mchivhigtion et 4dayy be géRératddhe
resynchroni zation procedure begins. 'The first step in the
r esynchr oni z&anéemiy ecbyane othermethodnThe sEneluepization cauptey yalusang t enpt s

t hat de.by | ting it i zat | ter value to obtai
a mew decr yptTURS Sy SWER Hht R G OLBE BoPEieh' GEAROLGS ek Bk bl ey
have a predeff1nedheR}hEhdst ddmpiRr D00 SB4ds RORRRal faluEbRIBAINtSEI4GBES has

not expired, as depicted by decision box 642, the synchronization value is
i ncremenféd, the ddsighateddlay stoedgerdaviee 320mborg withithe Andguepassmardandi s t hen

made whet her or not. the .jncrenented nchroni zati on value is equal to the
ast valid syRcHlesl Gme limtes lﬁssi%Sffsst%‘gféctfgéewlﬁ@#@ﬁeﬂc@eﬁﬁ%er 654,
This step is Lok HSd i I K& r.qni ' lue. |If

t he increnentsecg-agggg rC g?\% @g{;%% lggg%de&g)?)lg& t gﬁﬁgp&{f(ﬁg%é@% h%/)a %/eg‘

synchr oni zat iinitiavel. Udsudljea loakéed fivvdeds iridandrwhen a tintnlimad esites fohen used
to generate the decryption key, as depicted by reference nuneral 612. Then,
t he i ncr ementreegdbsingta pasawoed, drafige thedatasterage devise depowerad dgwnefser ence
nuner al 6. Jhe .increpent.ed synchroni zation value is then used to decrypt
t he pass%rdqe&%?@g&s%%oﬁ%t he host computer, and then the newy forned
decrypted passwor §heSifPEedinki® phdtectS tRE 8FtaRASAYR Wi, ARhefH Aigvd f there
is amtch. If there is a match, lphe synchroni zation counter 324 1s updated
and 100 against a hot-plug attack. A hot plug attack entails disconnecting a data

storage device 320 operating in unlocked mode from the associated host



25 increnmented, and the drive enters the unl ocked node where nornmal use
begins. |If the decrypted password does not match the stored password, then
“another cycle of increnenting the synchroni zation val ue takes place. This
-16cycle is then repeated until the increnent search counter has reached
the maxi num all owed or the last valid synchronization value is reached. If
the increment search counter has expired or the last valid synchronization
val ue is reached, then decrenenting fromthe 5 synchronization val ue
begins. The first step is to count the niitber of decryption attenpts that
were nade by &)%?;JS&@FQ@OU%& fk%oﬁx\(é’t‘%irilr{é%b #atd fBrfRUtVE tbandehdrhogbt ai n a new
decryption key. The nunber of attenpts nmade by decrenenting may have a
predef i ned meconmpunter.| Anbther mpethod wf hotvphrggifig eeiaile removisgar diata stdrage not
expired, as depicted by decisign box 648, the 10 synchronization value is

decrement ed, #VieriEratog hoyt duriag astoaviiond fiom Buwohosk campatter e WHOtks ¢ hen
made whet her t‘%ﬁ Wit I e 86 SR TROHifif @%@%{}%@?H&ﬁﬁ@'kﬁ%&ﬁ%&f&e 1sssh§)g§é3{o L _ the

last valid synchroni zation val'ue, as ference nu Thi s
step is tg awp HatiFatbrahig AERM Rutenpte@kheydshhaificiaht amefat ue. |f the
decrenent ed synchroni zati on val ue does 15 not equal the last valid

synchr oni zat idownlsading a signifmentamotntiottwclatastored pothe/datastorsge hen used

to generate the. de tion key, ag depicted by reference nuneral, 612. Then,
t he decr emsnt‘i]"i%’é‘%?r:‘gzquY @B lﬁ’ﬁi‘eérwf\’/’?sda'@r‘%’i% RtoEyse ‘i‘%"“&"e%oc P‘é‘g‘ Wnﬁl:ﬁcéirr Efce
nunmeral 652. e I@%érr i i ] : crypt
the 20 passmlrﬁg’arlec isgéggpﬁgrlﬁ‘%iﬁgqﬁggé 5@%%38%}{%?@%%@‘[ E@g@ilﬁgﬁg@aﬁb )1/& or ned
decrypt ed pasdivodeve s lestplagged irtotahetisl @ﬁﬁdnpﬂsém]bdkécbdﬁeﬂ@m@mﬂél b there
is amtch. If there is a match, the synchronization counter 324 is updated
and i ncr éifentlegkedaing shyat Hmey thesehepreventing thoenadngoinforpadomsughps use
begins. If tgﬁ decrgﬁéﬁdgﬁgssmrd does, . not gﬁtch the stored password, then
25 anot her cytfeY & BHYIES R En e UNSERPENi zati on val ue takes pl ace.

This cycle is thenyheRerd €8 gBHLLt 30096 RIBAhtcACRtS Bror &ficd8) 4rgached
the maxi num al l owed or the l'ast valid synchroni zation valte is reached.

- 17Pr ef er abl ypowéreddgys theettdcheddiata stoeagend evded 20 seduad diss deive 18@tiswi t h a
pr edef i ned numher. of Xi rmraeal_ | owabl e attenpts, Wen the counters reach

zero, the sysi¥fs OXeAE deticeral CAIES MtOdiRap Tbe ResBrpidkanthihe e
;eached- 13! .”of%l;gné@%g&aﬁ&ﬁ%o&&%g]?é(]ng&%%?{eﬁsiﬁﬁ%tthé Bgq.uEbery S{e val I d
ynchrom Zatlon val ues el ng searchne Vi ncrenentl ng or ecrenentl ng t he

current val uestéfedsiside RO CEFroaacCIDONTIEL nokiesddBiE aftaladssdiseasatigvi ce 320
gets the valid password with a certain valid synchronization val ue, the

synchr oni zat iteserved atay ofghe data statagesteyicagd@0ddheseasonaihy bee ipldkltvaduani t h

that 10 valid synchronization val.u ug.one.. Thus,. the data storage device
and its desi GHAVBRROUAEO IR 15 BBl IR Hch dPNAID REIR e N Fonever . |
Lne absol Ut e (HHaIgMERAR tle AKIEMTIAN, A dRPrgOUANaR D IdCRModdd gy [ he dala

storage device 320 and the host conputer 20 eyond t val i ange of
synchr oni2fat i shiall\tait be £onigremdsdideev@hahaggh derhsm&ﬂ]smmsedl ocked forever.
To 15 reuse the data storage device 320, only a master password can be used
to unlock it. Preferably, all data stored on the data storage device 320 is

3;?3? when té}gp@ﬁ}n%dpg%%%edd(ilesviggqui red. Step 4: Unlock a m smatched

Figure 4 is a flowchart of the unlocking procedure 500 at power up of
the CE product 300. The CE product 300, and more specifically the host
25  computer 2000 and data storage device 320, are powered up, as depicted by
step 510. After power up, the host computer 2000 associated with the CE
product 300 sends an encrypted password to unlock the locked data storage

device 320 before it enters into normal operations. To accomplish this, the



20 Suppose that a m smatched data storage device 320 sonetine repl aces the
mat ched data storage device 320 in the CE product 300. This nmay occur when
the matched data storage device 320 is noved to another system or when a
data storage device that is not matched to the current host is inserted
into the system For the CE product 300, the sane procedure is followed to
25 unl ock the data storage device 320. The data storage device 320 renains
in the | ocked state since it cannot get a valid password to unlock. An
incorrect original password (which is endlypted in the host) or m smatched
encryption k YRt | unl ock.
A lgar t ort R ERE RO SR CHER SR BileF ol ST MR AR BRSL A by,

def eat repeat @@ syhtidonddativpkduaterBenontRpiabd OfRbferérreyitlmedsl ST Taing
storage devi ce 320. Wien the nmaxi mum nunber of "attenpts has been reached by

the attenpt |fheihosteamputer 8060 endrgptsthe prswvendeiod untocking thedlaimstorageome
predefined reset. 5 crjiteria has occurredq. feraply, the pr fined reset
criteria is ag%vd%ra§ gﬁp’(#e B%E‘Feé‘c? Bugyoer Eifs%g?écowt%ﬁ@ M nvention
can obtains a 4yt a@émﬁ%dgﬁgﬁo@&ﬁt@&e%@&sﬂoﬁf%%ﬂﬁéd% dRr thdlBid

storage device 320 over bus 330 by updating sync nization counters 314
and 324. The 3}80paedepictedebyt iefereihfe pumbedshs. fTie loost yoinpatarioog phad passwor d
being sent to a data storage device 320 over a bus 330. Preferably, a
128-bi t synchinermeits Hie BEchranzation currtercdidnas gepisteddty refsrenea mwpber o
crack the pas%%prd by an exhaustive search. The above descri bed net hods and
appar at uses thus ensures the security of a CE product 300 even if the

encryption and decTad¥p&Rtigh 804 HhbGoMpR deFRM20 1R MRS RQUSE dlribb @igt?a, remd

enbodi nent of the present invention not only fixes the match pro m

bet ween althoshe 2i30@ssad dn a géaeml sérsedghord eliscuesiig Guitherad etailpdbietheay, but al so
i npl ements resynchroni,zati on between the CE product 300 and its designated
dat a storage FWEFRERN BT 1FRECLIR SIBWE Ss\IReriabmstorageteviegiiénteceives the

Advant ageous| éﬁc&%&%&i?&gm%&] SPive & cé@%?ﬁsl%ﬁ (ﬁéﬁggt&{ tg\é iﬂg@tﬁgﬁé&e&%aégd mat ch

a data storage , such as a hard I'Ve, a 0St .
Further, it ién thedynehtdnigdtio?M@uUnitéiB24s Thek, the enssy e padfweordtior age devi ce
320 in any other systemother than its designated host 2000. The ability to
| ock a data sdesrppleddsingthesigriptian kkysi Drepasdwiood s theoGheckedstoeset ilit y
signific and, beneficial, for CE products. Thus, this feature is highly

i nport antal%{ 0 %PE?‘&%?‘%‘&OW&SHHPF%Q tg%Bﬁ?wrgfmﬂgk‘Ss' (ﬂﬁ‘hgf‘@,St“?}iaS%o, etc.)
that is storegwi 0l \Vinf& kel 9q§g h66 ol ition,
t he securityq?%atures o? tﬁ% bﬁé?é¥§g ed%gg%%%ggaggﬁgEgﬁgﬁﬁggﬂggﬁﬁggntion
protect the dabdesidteagn udtvdicattedzpt, theospm@hi@dkstiorMieesme324 is - 19t he
starting synchroni zation counter value may be randonly assigned at the tine
of manuf act urigcresnesied and dhe pesultof thetalockattemptids raporigdita the bpstge devi ce

320 in order ssi b L t,hat desi r of the security
features coul %)%péllgﬁ%? g(?tg/d gﬁlség%gg%&éonn@{%gacgpggﬂg(gygglﬁ?geowgﬁgé{ﬁryt he
encrypti o oruskeae WPHHynkRshizathel &udités 310ana sour %Ms,ftﬁé'bﬂéx??télf the
preferred enbodi nent of "the present invention have significantly nore

secur e f eat urpasswioad igemyingaheach yranexinsiquesn iCwcdniginehpdsdward écuri ty
met hod for providing security between a host device 2000 and at | east one
data storage H¥P&%20, inciudes generating an encryption key 512 from a
first counter 314, i S i t he. ryption
key 512 to obtain'%ﬁﬁgﬂ%&@%?ggagggsmorggeﬁgéggﬁﬁﬁggﬁggg%%w%ﬁéﬁgﬁ%rypted
password 614 pasewokdieddast mabe) thosyirirbretabaici enager endremeddd orl 5
generating a decryption key 612 froma second counter 324 that is

synchr oniZed dgcrementediwitbin asalented ngmber.aH@ matchyipfounyd &g inpremantingpt ed
password according to the.decryption key to. obtain ih assword, .

Optional |y, t?fed??g?rﬂgﬁh%ﬂleaﬁyﬁgf%zfﬁ’c?éy QU ?e'itﬁ%ﬁﬁﬁ?ﬁaﬁﬁ%ffgeand 620
the first anqe?ggg@qgﬁggﬁkﬁ&ﬁeuﬁﬁﬂkgagnﬁgﬂmtﬁgﬁ&ﬁcg getermned criteria
20 has been net, effectively creating a different encrypted password than
the previous encrypted password. Further, the predetermned criteria may be
when a successful access to the data storage device is conpleted or after a
specified period of tinme. The predetermined criteria may be each
transm ssi on between the host and the data storage device. Al so, the
predetermned 25 criteria may be a function of the host 2000 or the data
storage device 320. Anot her contenpl ated enbodi ment is a security system

i ncludi ng a host device 2000, a data storage device 320 operatively coupl ed

330 to the host device 2000, and a password, which is sent fromthe host
device 2000 to the



-20dat a storage device 320, where the password changes with a transm ssion
~fromthe host 2000 to the data storage device 320. Optionally, the security
system may include a first counter 314 in comunication with the host
devi ce 2000, a second counter 324 in 5 comrunication with the data storage
devi ce 320, the second counter 324 synchronized to the first counter 314,
an encryption key 512 generated by the first synchroni zati on counter 314,
an encrypted password generated 514 by the encryption key and the password
prior to being sent fromthe host devicel3000. 10 The security system may
al so i nclude a dat 1 5 ' : t
password to the da@%ﬁiﬁﬁaryg%&gg\%rgéﬁ%‘gﬁgt t&@?g%%&{ﬁ?gﬁg%agss? ?lggézg{/vgtpeﬁgt hat
recei ves the d¢datakypagelddss IR0 dufingehd bgerhfish of BROCE progact\B0Diaotordey
generated by the second counter 324, corresponding to the encryption key
that was gendpamednmodiment pf the presentanvetion. theshoyes ipFigurs 5)0%\? rtgta
regenerated by the decr .on key after bein ecel ved by the ta.storage
v ce 320, MiPPREA IR iTPos s s APl Y eleliee b eTk OBy e
occurrenceg of i j preyey-Vals [N icRCkY Pt i on
key may bg ductlaaahfl gtagﬁgf%%@g%e@%@t ﬁg#} rd%iﬁéeuefgl ir}?é‘t%gvc%ﬁfper 315151}15? SéPEfIaCbI y,)yan end
user can not r2feremaassnttat 604.r The datarst@nags Hévien 328 avorbk pavidet wiiva 1t is

to be understood that even. though nuperous characteristics and advant ages
of various erHBHicRuntes that limds fesyunber phattampls fonaccesiveg thedatp §farage n t he

f oregoi ng desgr . Pi4~4N it [\ et al f .ih ngd function
of various er%éé}é‘iperrééir?t sTh 0 g}%&gﬁ{uﬁ\\%‘%&t%n%‘ﬁphfgrs&;ﬂ&seﬁ %tgﬁé g&' ?tgf‘g%)%il | ustrative
only, and chapdesi Mevels afReEodkeddRbA by it 28BEGMM juyt the uiBliE®EsuPf structure
and arrangenent of parts within the principl'es of the present invention to

the full 1&xt exttempidite awétth o hdotkedarode heamuninekad mypds. Then next sepi n

whi ch the appended cl ai ns e expressed, For _exanple, the -21particul ar
el ements may Wéﬁ?%%ﬁ@é%’&itﬁ emxﬂpﬁﬁlfffﬁﬁ@#empé#mab%@slf herrengied 8 secur ty
system and #‘ﬂh!’ Jat.ad nl ] j opality
wi t hout depgﬁlfb(re\ge 3 orﬁs@@égg%gyﬁ%ag%&%ﬁt@ léc))(?11 %}ﬁ)ﬁ)rﬁgzgﬁfﬁc‘é&gﬁ%n. In

addi tion, al tdoeughtheNBnicehifter 8ds esrohed MRNasdizaGm ARvAIRE Aumbes ofli rected to
a disc drive for a data storage system it will be appreciated by those

skilled in tedteanptst thetdatsetoragecddvilgsd 29 repaénpinethe deckedvande, @s degirtesk
applied tq other systens, Like consuner,.el.ectroni.c syste that are capabl e
of stori g datfya&‘es%éﬁn:’%” ﬁééd l&tlaei/g&%mgflhmaﬁ Cgﬁ“t“g rl?ﬁsdé’z rﬁﬁ%ﬂgﬁﬁ equi pent ,
Wi t hout _deIOar&bﬁ%ﬁ&%&%l@ﬁ&ﬂ%eﬁaﬂa%gtsﬁ tHYf ddth StREES§&ick FAEBRIL AR-
-22What is clainmed 1s: 1. A security nmethod for providing security between

a host devi ceurdnck edmbremst, andepidedzbisteferagee nemieead 6160pe idatangotdpe st eps

of : generati (r;c? an encryption key froma first counter; encrypting a
password accANiFPOFhER geReratspst desiyRiEn key, 38depicted by reference numeral
612.
20 An encrypted password from the host computer 2000 is received by the

data storage device 320 as depicted by reference numeral 614. The encrypted
password from the host computer is then decrypted using the decryption key
generated in step 616.
Note that the decryption key used is associated or linked to the
25  synchronization counter 324 of the data storage device 320. In other words,
the decryption key changes with the update of synchronization counter 324.
Similarly, the encryption key used to encrypt the password is generated from

the value of the synchronization counter 314 of the host computer 2000. In



encrypted password; transmitting the encrypted password fromthe host to
~the data storage device; generating a decryption key froma second counter,
- operatively coupled to the data storage device, that is synchronized with
the 10 first counter; and decrypting the encrypted password according to
the decryption key to obtain the password. 2. The nethod of claim1 further
conprising a step of increnenting the 15 first and second counters after a
predeterm ned criteria has been net, effectively creating a different
encrypted password than the previous enct4pted password. 3. The met hod of

claim 2 wher d f{&ﬁ‘ﬁ% ' | Ak SuiBY %g&&{a ss to
the data st o?’%%evégl\r/cﬁég{.eeé. e r?r%%}ilg{cf‘rgfb 2‘112} %{eﬁlr\ﬁ/\%ggpét‘}ﬁgﬁ%ﬂé et erm ned
criteria i s aoapgeidlteTheeforesif die tdurters 314330 .322hee uptined adfer ebaiym 2 where
the predetermned criteria is each transm ssion _between the host and the
dat a st or age tepnsmissions the pacryptedoprssivosd yariee withesashtransprissien eyen ied

criteriais ghfunlcti?naosf OS trhe hr?sSt' 7. T(ge met hod of claim 2 where the
pr edet er m ne ePreliA k ?gve{df Milas oW%‘Iangﬁ " data storage device. 10 8. The

e o S TN A phak s shapest cise asn R AR 0e
The method ofthetatarst@ragh elerice 320.e Ar datgmination 4s thgnshage vinetheeor bt the -
COMPrSes. decrypted password matches the password from the data storage device 320

as depicted by reference numeral 618. If the decrypted password from the

host computer 2000 matches the password stored in the data storage device

10 320, then the synchronization counter 324 of the data storage device 320 is

incremented, as shown by reference numeral 620. The increment may be the

valid synchronization counter value, plus one. However, the amount of the

increment could be changed to other than one. After updating the

synchronization counter 324, the data storage device enters an unlocked

15 mode, as depicted by reference numeral 622. The disk drive then can enter

into normal use, as depicted by reference numeral 624.

Step 3: Unlock a matched drive after mismatch
When the decrypted password does not match the stored password, a
20  resynchronization procedure 640 may be attempted. The data storage device
and its designated host may lose synchronization for many reasons. That is
the data storage device 320 may have a different value of synchronization
counter from its designated host. Thus, the recovery of synchronization, i.e.
resynchronization, may be required when the data storage device 320 is
25  reconnected to the designated CE product 300 and when the system is
powered up.
One method of obtaining resynchronization between the drive and its

designated host is to allow the drive to search valid synchronization values



allowi ng the data storage device to search valid synchronization val ues
within a given range whenever the data storage device does not obtain a
valid password. 20 10. The method of claim9 wherein the resynchroni zing
step further conprises: updating the second counter with a valid

synchroni zation value plus one, after the data storage device receives the
valid password with a certain valid synchronization value. 25 11. A
security system conprising: a host device; a data storage device
operatively coupled to the host device; -4pd -24a password, which is sent

fromthe hostyiri £8iveR rhfife HeAewdrdh@aGtORYaGE devhereodoss RaESHAIth Changes

wWth a transm ssion fromt%ee host to the data“storage device. 12. The
security systwahidgbasswardnatter réferdrive nuaospl 618. riip acaofriplish counter in
comuni cation with the host device; a second counter in_conmunication with
the data storSSngEdigation, fwosearshrousierecm Wgrrmentfeatd cognterandiq st

counter; an e&gféﬁﬂéﬂt%ag:ﬂycog&?&rﬁ%&?f%et}ﬁ#@r%eﬁ@e"dﬁ synchroni zati on counter;
g y e e

10 an encrypted passwor enerate ncryption key and the password

prior to lei ng senf tHel udrypred pasiweryviré s thbhost &sinpaRY 2000 dSESAGThAIChC! ai m
12 further Cotlrnrep rséosrizc? %éssword on the data storage device 320, the resynchronization
procedure begins. The first step in the resynchronization procedure is to
count the number of decryption attempts that were made by incrementing the
synchronization counter value to obtain a new decryption key. The number of
10  attempts made by incrementing may have a predefined maximum. If the
maximum number of increment searches has not expired, as depicted by
decision box 642, the synchronization value is incremented, as depicted by
reference numeral 644. A determination is then made whether or not the
incremented synchronization value is equal to the last valid synchronization
15 value, as depicted by reference number 654. This step is to avoid using any
previously used synchronization value. If the incremented synchronization
value doesn’t equal the last valid synchronization value, the incremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the increment search counter is decremented,
20  as depicted by reference numeral 646.

The incremented synchronization value is then used to decrypt the
password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and

25 incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

another cycle of incrementing the synchronization value takes place. This



a data transm ssion systemthat transmts the encrypted password to 15 the
data storage device; a data transm ssion systemthat receives the encrypted
" password fromthe host; a decryption key generated by the second counter,
corresponding to the encryption key that was generated by the first

counter; 20 the password, regenerated by the decryption key, after being
received by the data storage device. 14. The security systemof claim 12
where the encrypted password is altered due to the occurrence of a change
in the encryption key. -2515. The seculé-ty system of claim 14 where the

change in Ny QG Rhix@ediEN kil Bhiink RnbheisBERTRThict hab Reachba Bhe COUNT €

16. The security system of claim 12 ere an end user can not access the 5
first countemadithuneallodedouthelast ¢alid Shrehseciuatioty valpetiereached.| ai m 12
wherein a conbination of the first synchronization coynter_ value and the
password is encry&@élﬁ@ﬁmeét%@iﬁ@mtérbﬁ%e@ﬁe&l%&%‘Pi‘bﬁé"éhgi ce. 10 18. The

security SyStgﬂéhronga?ionlaﬂfeV@%fdh@fitﬁx%n?% xﬂﬁ%gl?ﬂ&e i.ce is a disc

drive. 19. TRE secur y system o Sta st orage devi ce

stores 155t hgyRafoWationANAlddIsegiRd. UPhfirst BRp symwmﬂlm@huﬁmee@ﬂnt er on an
area unavai | a%l e to a user. 20.” A security system I ncluding: a host; 20 a

dat a st or age deemiption attedn pis dhat Wene madebyndiecrientendimg; theeyémhrnglzehonypt ed

passwor ds. counter value to obtain a new decryption key. The number of attempts made

by decrementing may have a predefined maximum. If the maximum number

of decrement searches has not expired, as depicted by decision box 648, the

10 synchronization value is decremented, as depicted by reference numeral 650.
A determination is then made whether or not the decremented
synchronization value is equal to the last valid synchronization value, as
depicted by reference number 656. This step is to avoid using any previously
used synchronization value. If the decremented synchronization value does

15  not equal the last valid synchronization value, the decremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the decrement search counter is
decremented, as depicted by reference numeral 652.

The decremented synchronization value is then used to decrypt the

20  password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and
incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

25  another cycle of decrementing the synchronization value takes place. This

cycle is then repeated until the decrement search counter has reached the

maximum allowed or the last valid synchronization value is reached.



21. The security systemof claim20 wherein the neans for transmtting and
recei ving encrypted passwords includes a neans for encrypting and 25

" decrypting a password. 22. The security system of claim20 further

i ncluding at | east one counter. -2623. The security system of claim20
wherein passwords are stored in an area unavailable to a user. 24. 'The
security systemof claim22 wherein the value of a counter is used to
encrypt the password. 25. The security system of claim 22 wherein the val ue
of a counter is used to decrypt the passidrd. .Ae. A 9. A A A[.A
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storage device 320 and the host computer 2000 is beyond the valid range of

synchronization values, the data storage device 320 may be locked forever. To
15 reuse the data storage device 320, only a master password can be used to
unlock it. Preferably, all data stored on the data storage device 320 is erased

when the master password is required.

Step 4: Unlock a mismatched drive

20 Suppose that a mismatched data storage device 320 sometime replaces
the matched data storage device 320 in the CE product 300. This may occur
when the matched data storage device 320 is moved to another system or
when a data storage device that is not matched to the current host is inserted
into the system. For the CE product 300, the same procedure is followed to

25  unlock the data storage device 320. The data storage device 320 remains in the
locked state since it cannot get a valid password to unlock. An incorrect
original password (which is encrypted in the host) or mismatched encryption

key and decryption key may contribute to an unsuccessful unlock. An
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counter 606, the unlock command is aborted until some predefined reset
5  criteria has occurred. Preferably, the predefined reset criteria is a power-on or
hardware reset.

In summary, the present invention can obtain a unique encrypted
password at each transmission to a data storage device 320 over bus 330 by
updating synchronization counters 314 and 324. The present invention

10  provides for only the encrypted password being sent to a data storage device
320 over a bus 330. Preferably, a 128-bit synchronization counter can
sufficiently defeat any attempt to crack the password by an exhaustive search.
The above described methods and apparatuses thus ensures the security of a
CE product 300 even if the encryption and decryption algorithms are known.

15 Moreover, preferred embodiment of the present invention not only fixes the
match problem between a host 2000 and a data storage device 320 in a simple
way, but also implements resynchronization between the CE product 300 and
its designated data storage device 320 when loss of synchronization happens.

Advantageously, the apparatuses and methods used provide a way to

20  match a data storage device, such as a hard disc drive, to a designated host.
Further, it is difficult or even impossible to use the data storage device 320 in
any other system other than its designated host 2000. The ability to lock a data
storage device 320 to a designated host 2000 is especially significant and
beneficial for CE products. Thus, this feature is highly important to prevent

25  unauthorized copying of data (music, video, etc.) that is stored on a device
similar to data storage device 320.

In addition, the security features of the preferred embodiment of the

present invention protect the data storage device 320 from attacks. Moreover,
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the starting synchronization counter value may be randomly assigned at the

time of manufacture to both the host computer 2000 and the data storage
device 320 in order to lessen the possibility that a designer of the security
features could publicly disclose a method or apparatus to break the encryption
5 ordecryption keys. Therefore, the security features of the preferred
embodiment of the present invention have significantly more secure features

than past security techniques.

Conclusion

10 A security method for providing security between a host device 2000
and at least one data storage device 320, includes generating an encryption
key 512 from a first counter 314, encrypting a password 514 according to the
encryption key 512 to obtain an encrypted password, transmitting 516 the
encrypted password 614 from the host 2000 to the data storage device 320,

15  generating a decryption key 612 from a second counter 324 that is
synchronized with the first counter 314, and decrypting 616 the encrypted
password according to the decryption key to obtain the password.

Optionally, the method can also include a step of incrementing 518 and
620 the first and second counters, 314 and 324, after a predetermined criteria

20 has been met, effectively creating a different encrypted password than the
previous encrypted password. Further, the predetermined criteria may be
when a successful access to the data storage device is completed or after a
specified period of time. The predetermined criteria may be each transmission
between the host and the data storage device. Also, the predetermined

25  criteria may be a function of the host 2000 or the data storage device 320.

Another contemplated embodiment is a security system including a host
device 2000, a data storage device 320 operatively coupled 330 to the host
device 2000, and a password, which is sent from the host device 2000 to the
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10 10 100NY+ 44Q Os/ﬁ’alrégé devibl320, Hhdke tle pas"sword changes with a transmission
from the host 2000 to the data storage device 320.

Optionally, the security system may include a first counter 314 in

communication with the host device 2000, a second counter 324 in

5 communication with the data storage device 320, the second counter 324
synchronized to the first counter 314, an encryption key 512 generated by the
first synchronization counter 314, an encrypted password generated 514 by
the encryption key and the password prior to being sent from the host device
2000.

10 The security system may also include a data transmission system that
transmits the encrypted password to the data storage device 320, a data
transmission system that receives the encrypted password from the host 2000,
a decryption key generated by the second counter 324, corresponding to the
encryption key that was generated by the first counter 314, the password

15  being regenerated by the decryption key after being received by the data
storage device 320.

Further, the encrypted password may be altered due to the occurrence
of a change in the encryption key. The change in the encryption key may be
due to an increment of the first counter 314. Preferably, an end user can not

20  access the first counter 314 and second counter 324.

It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, together with details of the structure and
function of various embodiments of the invention, this disclosure is

25  illustrative only, and changes may be made in detail, especially in matters of
structure and arrangement of parts within the principles of the present
invention to the full extent indicated by the broad general meaning of the

terms in which the appended claims are expressed. For example, the
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functionality without departing from the scope and spirit of the present
invention. In addition, although the preferred embodiment described herein
5 is directed to a disc drive for a data storage system, it will be appreciated by
those skilled in the art that the teachings of the present invention can be
applied to other systems, like consumer electronic systems that are capable of

storing data, such as MP3 players and digital video playback equipment,

without departing from the scope and spirit of the present invention.
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encrypting a password according to the encryption key to obtain an
5 encrypted password;

transmitting the encrypted password from the host to the data storage
device;

generating a decryption key from a second counter, operatively
coupled to the data storage device, that is synchronized with the

10 first counter; and

decrypting the encrypted password according to the decryption key to

obtain the password.

2. The method of claim 1 further comprising a step of incrementing the

15  first and second counters after a predetermined criteria has been met,
effectively creating a different encrypted password than the previous
encrypted password.

3. The method of claim 2 where the predetermined criteria is every

20  successful access to the data storage device.

4. The method of claim 2 where the predetermined criteria is a specified

period of time.
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transmission between the host and the data storage device.

6. The method of claim 2 where the predetermined criteria is a function of
5 thehost.
7. The method of claim 2 where the predetermined criteria is a function of

the data storage device.

10 8. The method of claim 1 further comprising the step of:
resynchronizing the password when the decrypted password does not match

a stored password.

9. The method of claim 8 wherein the resynchronizing step further
15 comprises:
allowing the data storage device to search valid synchronization values within
a given range whenever the data storage device does not obtain a valid

password.

20 10.  The method of claim 9 wherein the resynchronizing step further
comprises:
updating the second counter with a valid synchronization value plus one,
after the data storage device receives the valid password with a certain
valid synchronization value.
25
11. A security system comprising;
a host device;

a data storage device operatively coupled to the host device; and
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a password, which is sent from the host device to the data storage

device, where the password changes with a transmission from

the host to the data storage device.

5 12.  The security system of claim 11, further comprising:
a first counter in communication with the host device;
a second counter in communication with the data storage device, the
second counter synchronized to the first counter;
an encryption key generated by the first synchronization counter;
10 an encrypted password generated by the encryption key and the

password prior to being sent from the host device.

13.  The security system of claim 12 further comprising:
a data transmission system that transmits the encrypted password to
15 the data storage device;
a data transmission system that receives the encrypted password from
the host;
a decryption key generated by the second counter, corresponding to the
encryption key that was generated by the first counter;
20 the password, regenerated by the decryption key, after being received
by the data storage device.

14.  The security system of claim 12, where the encrypted password is

altered due to the occurrence of a change in the encryption key.



@f10%& ()-3109%& ()-z109% ()- cdEnbCly!10 @+ 109%& ()-s) !109& () -
@3109%&' ()-yS& 109%&' ()- @s10%& ()-y"10%&' ()-r{\=ly!10
" 9F109& ()-f10%& ()-!SS 109& ()-!410%& ()- 10 10 10. S109%& ()- #x"Ka?{\=ly!10
D @&S10%t& ()-"10%& ()-! @M 109& ()-S10%& ()-yslOo%& () -
10%&' ()-Ki 0J}~SH=1y!10 10 10
10510%&' ()- ."10% & ()-!N ."10%& ()-!"),109& ()-"),10%& ()-e}"SH=ly!10 10
10 10510%& ()- ."10%9 & ()-'Y 10% & ()-@10% & ()-!H&10% : & ()- Normal "
"Headi ng 13]c¢" "Headi ng 23]c" "Headi ng 38-c" "Heading 43]c" "Heading 53]c"
"Headi ng 63] q%, " Headisbdi3lsgstent 6Adhing 18 Urkre tidaadingd i Rlceury Prdrandy
Par agraph Fontz")w 6> FMI\cj kr 1z=, Asopgr st u, K:
b$XxIX&' . * +, >ADd @& &Bar?iDlereNeM ofthe Basfidopatarz~/ 1Hx8Kvwxyz{ | } ~6Ti nes New
RomanAri al Courier New'h Root EntryWrdDocunentfk

16.  The security system of claim 12 where an end user can not access the

5  first counter and second counter.

17.  The security system of claim 12 wherein a combination of the first
synchronization counter value and the password is encrypted before sending
to the data storage device.

10
18.  The security system of claim 11 wherein the data storage device is a

disc drive.

19.  The security system of claim 12 wherein the data storage device stores
15  the password and the value of the synchronization counter on an area

unavailable to a user.

20. A security system including:
a host;
20 a data storage device; and

means for transmitting and receiving encrypted passwords.
21.  The security system of claim 20 wherein the means for transmitting and
receiving encrypted passwords includes a means for encrypting and

25  decrypting a password.

22.  The security system of claim 20 further including at least one counter.
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23.  The security system of claim 20 wherein passwords are stored in an

area unavailable to a user.

24.  The security system of claim 22 wherein the value of a counter is used

5  toencrypt the password.

25.  The security system of claim 22 wherein the value of a counter is used

to decrypt the password.



