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Priority/ Cross Reference to Rel ated Applications This non-provisional

appl i cat iwo osloadess t he benefit of U.S. Provisional Patent pCAuso2/asse on
Serial No. 60/330,842, filed Novenmber 1, 2001, which is incorporated by 5
reference in its enti ngiANSARTIONAL RMEMORYIANRGER! Appl ication Serial
No. 60/365,169, filed ~Varch 19, 200Z, which 1s 1ncorporated by reference in
its entirety. Technical Field This disclosure relates to conmputer systens.
More specifically, this disclosure relates to a nethod and system for

provi di noolRirg Fos PeRfity e fsdsRefe e dbiRetatet ipplitatierencur rent  updating for

| arge dat'abase systens. Background of the Invention As the Internet

continues i he ®EREM o BNE FEEVibRA P (dBNS)
resol ution ?ﬁlsm Vlgl I%ﬁ@?ﬁg&fg%h{%vel domai n \&ﬁFL@dﬂser\%

r easonabl Appleatian %I%N@ g@3W'Wﬁ NaYer®gs il e ?‘?rpor‘? 93( r oot
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namespace root zone oot _server SgB%% aphlcally

di stri but@Y3eR: %@'@H@ar\%ﬂ%?o@? \é‘%'Ch 'So'nF‘?IB geé{l?)'erﬁfeﬁ%qce ng Yserver. net,

etc.), while the corresponding gTLD servers (i.e., a.gtld -servers. net,

b.gtld-servers ?__tldetc.) are simlarly distributed and support thetop
dorkgshnical Figid { ncr easi

| evel *.com *.net, *.org, etc.). The ever-increasing

vol ume of 20 data coupled with the unrelenting grow rates is
forcing a cdhisl de@osureaRipkiorempuier st ﬁﬁ}sd\t%q’gs ffice t%%@c%‘f‘ 'Fastructure

needed f ofg|di@0 AMEtHBElHRd s@t@n&@w Modiging \High-$geedniakibasesesrahiny @éths. The
ion of ., the standard "bi nd" software

typi cal single serve
di stﬁoout‘FQS‘r‘?Ui@”td{pid@é'Eﬂ/%f%é ‘?qt%l?aéﬁtsyf‘t(?mthe demands of the A root and
wi |l soon be unable to neet even gTLD needs. Wth the 25 convergence of the

public switghed tgl? hon]%e %ﬁ/\ork (PSTN) and the Internet, there are
opportuny\kﬁé&%ﬂ—a&mrpose hi gh perfornance search nechani sm to
provi de features nornmally associate vvlt Cont r ol ints (SCPs) on
the PSTN sAsdhe I@?@ﬁmrﬁguqﬁmg‘goa@wﬁm Sﬁﬁ'\@n g@%@?meég&cgre of fered

t hat spanpN® reE’cﬁ[[t%rﬁf@drdoh&d gdrerioedp leveldoudim@TADY serwerd dtnt el | i gent

Nt v (A b Ol LA <ER g LR g, om0 oot o
Dr awi 18)S &kdot-skries. nat) sryammlrrs brhabdilstrttbu@grtheﬂntaoefmammgamenr@hz@wtfd@l tarent of
the pr ese{%e 12I sne\égﬁ ary YPaot servers geographically distributed around the world (i.e.,
b.root-server.net, c.root-server.net, etc.), while the corresponding gTLD servers
(i.e., a.gtid-servers.net, b.gtld-servers.net, etc.) are similarly distributed and support
the top level domains (e.g., *.com, *.net, *.org, etc.). The ever-increasing volume of
20 data coupled with the unrelenting growth in query rates is forcing a complete

rethinking of the hardware and software infrastructure needed for root and gTLD

DNS service over the next several years. The typical single server installation of
the standard “bind” software distribution is already insufficient for the demands of
the A root and will soon be unable to meet even gTLD needs. With the

25  convergence of the public switched telephone network (PSTN) and the Internet,
there are opportunities for a general purpose, high performance search mechanism
to provide features normally associated with Service Control Points (SCPs) on the
PSTN'’s SS7 signaling network as new, advanced services are offered that span the
PSTN and the Internet, including Advanced Intelligent Network (AIN), Voice Over

30 Internet Protocol (VolP) services, geolocation services, etc.



FIG 2 is a detailed block diagramthat illustrates a nmessage data
structure, 5 according to an enbodi nent of the present invention. FIG 3
is a det awbad/obdésxk di agramthat illustrates a nessage | aremaisozaioso
structure architecture, according to an enbodi nent of the present

i nvent i orgridfidascfliption®f#igd Braviflg®! ock diagramthat illustrates a general
dat abase “architecture, according to an enbodi nent of the present
 nventi on. ¥R Ga Sleh Botleligiiafifl abidhg @ BakambURRN: o thupidsahes a general
dat abase architecture, according to an enbodi ment of the present

i nventi ornvePlia). 6 is a detailed block diagramthat illustrates a general
dat abase architecture, according to an enbodi nent of the present

i nvention. FE|&.2 i d detaledMcklordrarhaek ilisageam hanrbgé htastruatues a gener al
dat abase 15 architecture, acgg}r di ngqptto an.enbodi ment of the present
i nven®i orfcopiding ig anengooaimenticE Meretant fivagi%m t hat illustrates a gener al

dat abase architecture, according to an enbodi nent of the present
i nvention. EIG 38 d Getéilddiodkelggrarhltimvillisagicam hésshge latersyrdatees a net hod f or

sear chi ng an concur.rent | datin rdj o0 an enbodi nent
of the pr%g’@ﬂ{e a%ﬁ?ﬂk}rgn??ééﬁ&#q:% : %Bg?cgl%%ﬁ&bﬁgﬁﬁ %@gﬁﬁfrﬁ)g&go I'agram t hat-
illustrates a nethod for searching and concurrently updating a database,
accor di ng t FlGm srebdetaifediodsfdiagnemihai dstrates maaneiebaatabeiai | ed Descri ption

25 Embodi [t bl ddBrdAS ERleridtufb 3R (Ui oo and system for

hi gh- spe ase sedrching concurrent updating for |arge database

systens. Specifically, a plurality of search queries Era be recei ved over
a netMork, e 5 i dafailad hlesk drgraadhatibigtraies @ gpngralFalp "f‘% of search replies

may be sefbhifire ! fordiRf tRihkemdddirhéht o BleCltbsht irlventibat abase, new
informati on may be received over the 30 network, a plurality of new

dat abase el enents e GCreated b d o he new 03/038683

PCT/ US02/ 356&’3@-@&%&%‘3&%@0@@9&3@%& "Lﬁ?rﬁ‘{eﬁaifg%‘graig%‘/%ﬁ in each new

dat abase glRiraRire, Avcomiimy ©ran entbcaiiméntnéthedatsdrd sweeticgnent nay be written to
t he database using a single wuninterruptible operation and the dirty bit

Wi thin each e (3t ahaies G ATEIN AN Bl Goherd gELued |5 bl ock

di agram t hat es a system accor _ . ment of the
preseft i anchitedtun, adGerdingiolan, erslyastiraent v henprgserdgiventidnar ge, nenory-resi dent
dat abase, receive search requests and provi de search responses over a

net wor k. FIG. 8 is a detailed block diagram that illustrates a general database
architecture, according to an embodiment of the present invention.

FIG. 9 is a top level flow diagram that illustrates a method for searching and
concurrently updating a database, according to an embodiment of the present

20 invention.

FIG. 10 is a top level flow diagram that illustrates a method for searching and
concurrently updating a database, according to an embodiment of the present

invention.

Detailed Description

25 Embodiments of the present invention provide a method and system for high-
speed database searching with concurrent updating for large database systems.
Specifically, a plurality of search queries may be received over a network, the
database may be searched, and a plurality of search replies may be sent over the
network. While searching the database, new information may be received over the

30 network, a plurality of new database elements may be created based on the new



For exanple, system 100 nay be a symmetric, nultiprocessing (SMP) conputer,
such as, for exanple, an |IBM RS/ 6000(r) MBO or S80 manufactured by

| nt er nat i woaB/03888Busi ness Machi nes Corporation of Arnonk, PREWSYB3080 a Sun

Enterpri seTM 10000 nanufactured by Sun M crosystens, Inc. of Santa C ara,
Cal i f or ni anfomationSydteeditty bid hayibe sal withibeaah nelvtdatgbase eleg@nt. pe psiateal

conput er, Q i ncl udi ng two
I nt el Pentl g% ﬁeﬁqﬁ@l@ggé(%eﬁtrrgc ssors?ﬂtﬁlgﬁﬁg%ttaggg%{@%% ett-Packard
Conpany oﬂJnFPét?rdJanbcppe(%tlonfamdﬁh%mdlrtWE within1eGh hewndajatzess @lanmanlt oey be

mul ti procegsidy operating system such as, for exanple, IBM Al X(r) 4, Sun
Sol ari sTM 8 Qperating Environnment, Red Hat Li nux(r) 6.2, etc. System 100

may receive PerIOdIC updates over network 124, which may be concurrently
i ncor par at edFithtlds arodtiagsandhatiilysieies atsyaiersatcordiygsiosn aropdimsnti ncl ude at

| east one opiRGRESAM inkBRtdh. Z@eﬁé?é!RA @;@térﬁ 1by$na1,%st E'ié?g@ﬁﬁ&ﬁor%(?gsﬁedmy

i ncl ude an |nternal menory cache . 0. cache, not
clarity). dARD8EHHESHE ﬁ%é? ?%3@5@”‘19@"@%%5‘&“ regpPnses o¥eichetwork/ L3 caches,

e;g é ”athleQXéi?plbeé]})gé@ﬁww ﬁ%@%‘é@syﬁ%tﬂ;c&{’i@h@‘éé?s]s@@ (SMP) %omﬁgl_l%g erred
enpodl nmen stem rall O IrocC r's -
102-P couﬁ’P‘él?:IX?J HIeMRR %Ab&f%%ﬁ?@%ﬁ iy ﬁgiy ’33&5‘%%“3103 1...

103- P125 Baginats Matkinésl €olpeirativarof priord, INeyv‘ﬁdﬁrkpzﬁ SQ&E&M[SHSEW‘IGOOO 102-P

and bus 1 h .archit.ect ur ively, at

| east onegriaé]((:"gan e{??/b}égl#ﬁ%mlo s&grﬁs,ll %-O?bﬁﬁ%@ cgﬁﬁfﬁgﬁat Eefi')l (e.g., a

| ook- asi dd0amsyi alsxhelaaulti- Smemrml@onaimmetdrmmmmrgxélrﬂme such as, f_or

exanpl e, AR AECERE TREBOXnbMY o P nEQM@SIg%GFS ro&QSJSPrsém storing
e-execute

i nformation Instructions to ty o rocessors

102-1 . nm@fanturﬁ/éhbﬂewri@wmrcb@@maw ¢fd?ayeAli@,t@ailama Sostemxtifpl e, for
transhati eyl M ShBBle aqﬁuﬁ%racé@%%pb@tlﬁ% lsPdiemnel l@é@?&ﬁ%@f}l f%rM trans| ating

nanes or phone nunbe i nt 0 network resses rovi d updati ng

subscri bePHPd Pra Sélii’tr g™ ?@rper%'f‘a\ﬁ”wfq{‘@“%md?%ﬂa’t H—'ﬁ@@l@é’-r eler y%tﬁme dat a,
etc. Advanbaegegustaive béﬁd@jld Lﬂﬁja%szcﬁ/epﬁetﬁl'érl@ ey %ﬁcﬁbﬁ%b@ﬂ&n&ﬁ@ntﬂﬂ nber of

transl ati ons nma e very | arge. For exanpl e, nmenory 104 may

i ncl ude af“CPEfffé al{ﬁ%g‘eo‘?a %/Wﬁeand may host a 500M 3 V\o 03/ 038683

PCT/ US02/ 35080 (i.e., 500x106) record domai n nanme dat abase, a 500M record
subscri ber data:tmslmdlmanmwémEloormllyhre:lllﬁ:lﬁmn@smbﬁ@ﬁfoc?@sl’drabiz-hi ty dat abase,

cyst oD | KT Ry e t2bbesl M RES U Al Brerd BEutly e BE Coup od 10
at | east ané4-dache,Sobslsovlrofor aladtya A 4etnndarememprl@the d038-(byt,anfd@ nt er
val ue may BghaM b B&Bch&, Btc.) may reside between processor 102-1 and bus 101. Ina
preferred embodiment, system 100 may include a plurality of processors 102-1 ...
102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
25  may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,
a look-through architecture), or, alternatively, at least one secondary memory cache
103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),
etc., coupled to bus 101, for storing information and instructions to be executed by
30 plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Internet
domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for
providing and updating user presence data, etc. Advantageously, both the size of

35 the database and the number of translations per second may be very large. For
example, memory 104 may include at least 64 GB of RAM and may host a 500M



menory address on an 8-byte boundary (i.e., a nenory address divisible by
eight, or, e.g., 8N using a single, uninterruptible operation. Generally,
t he presewoasmnsssssecondary nmenory cache 103-1 may sinply @®€rasor/b®s@- byt e
pointer wite to menory 104. For exanple, in one enbodi nent, secondary
menory cache., $0B¢10°) réCorrraiprizé laame)dktabdmeoagﬁmowbreh@rdcqubscaﬂoengatabase

write-thr Oéjgngg&t%g‘d fe% HaAL n&nﬁbpﬁlr%wg/ld%?é@a%es&er e instruction may nove

ei ght bytes om processor mehory 104, without
interruption, and in as few as two s%stem clock cycles. In another
embodi nent , Q@Caﬁr@@unaplamﬁérwt waenearei@ciurersyiches Hor exsmplérasigientache

operati ng jhAudihd 5@199&%3@6@& blé%nalgﬁ'br&:@@s& 1@211%d?fﬂle'att8 bt BBY: J 84-5 Pe

vvrlttento 15 second arg menory” cache may then wite the 8-byte
poi nt e netang 2ok '&F‘e&“qr?éﬂ@‘i ﬁnlgrr@/te @ialetera@'uemﬁy ke anhen t he

cache ||nﬂnérﬂo?«9'fbld@hestsh}ﬁ arBSJé}’tbQ)oDﬁdaW@re 'aSméFrféF)%HdréssVHm&lbl%rbyte‘inim”Dry 104
(i. e. particular ca the entire Secondary

rrermry cacq{e 91'§R')P§'Ugﬁesd“€)|e %lrﬂ?rw'ewpeﬁtlem ﬁ%@erﬁgygb%equg@e&f processor
183 i Orf@cbﬂit!hryiﬁiemcﬂy eadtrt 3etimay Qingt @eléﬁmewbﬁutpomtdﬁvrwé topr ocessor
a

s of data are witten to conti guous,
uni nt er r ug? 1:9% Fg’f EXHRP'ENN ARG egbodiielaipcpyAary Hé”m 8%‘{?’”5 @g ta secgndary
mermrlecao’nazy ﬂé)éJdbk-thlfougheamm opdratmoit h/etqa’thr@,@ecmbdee so tHat prergs gor s 102- 2
... 102-P, t t f rocessor
102-1. ol PE S B8 AR B R R B e kS s B 182 e o5
conti guousﬂemmyﬂtoér wiimaus ihtenrepiioheand Im/asoiebw Bs t\m\s{syatemdlobkl cydies. dache
coherency ,%qi rn&;&g whi ch
may del ay atrﬁg%ﬁ'%ﬁﬂtogiﬁ%@%cé g%% r eéér??aimv%ér)%op(fthrg%g%é%hge poi nt er
val ue is @etatiag in writg- bﬁ%éﬂ@%é@lth%mf{) -byfe ipAintas oAy firstigawritandd as a menory
addr esig t NlordaPP fRfnoA cAHAB- PWH‘HR%A& thh hritd Qﬁt&t@%& %élnfgr tg 30 data can

not be transferred from processor -1 using a sin -byte store
i nst ruct i JREMPRH 04y 2 'i‘i%t&f@@s%&chfézfﬂﬂem@?'? "f‘%a‘éf“@d&‘fed'ﬂ whighdhadi st i nct

store i NnG-bu6 bbidhs is Soreday AMMER o mémbMOzre(n@w adfHePaRe pa@bws: four bytes
before an 8- b%/te bﬁ]&nd%r% ‘éfﬁf'g 8N - 4% the first store instruction

t ransf er s A uOT RSANUNE P FYMRMYY Cache & H’é?ﬁﬁ% 104 (e.g., 8N - 4),
while the second store instruction 35 transfers the four |east significant
bytes to rrenﬁrtmwalém ffam the, pBdPectivarpiqpro@story] 02-heinse e ddig s lbtshed epar at e

t t t ted 03/ 038683
pr) ) SEBEle Sy BB Bieat S A0k B S5 lisd ™01 (o anot her
system co_rrp@n@m_t104(@oge s:orpitg@oe&smmtem@tda trartster) whiCo meg dpeateldygd by he poi nt er
val ue resiy Q@e&é‘oﬁ@gwo%darjy%e%@lcaa?eﬁdﬁl A1k Greldit! lFr&ﬁ%eﬁé%ecwg 1 can

conpl ete t e second store instr
of processors 102-2 ... 102-P, once the data are latched onto the output pins of

processor 102-1, all eight bytes of data are written to memory 104 in one

25  contiguous, uninterrupted transfer, which is enforced by the cache coherency
protocol across secondary memory caches 103-1 ... 103-P, which may delay the
write to memory 104 if present

However, if an 8-byte pointer value is written to a misaligned location in memory

104, such as a memory address that crosses an 8-byte boundary, all eight bytes of

30 data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-
byte boundary (e.g., 8N — 4), the first store instruction transfers the four most
significant bytes to memory 104 (e.g., 8N — 4), while the second store instruction

35 ftransfers the four least significant bytes to memory 104 (e.g., 8N). Importantly,
between these two separate store instructions, processor 102-1 may be interrupted,

4



I f anot her conponent begins a single, uninterruptible menory read to this
menory 5 | ocation, an invalid value will be returned as a presunably valid
one. Si mwarodp3s6d83 new 4-byte pointer value may be wittenPCa/USB02BIS0 Y
address divisible by four (e.g., 4N) using a single, uninterruptible
opFr ation. ogl\{ﬁlbees*sbﬁiozi nniéyeoomﬂmba)fcﬂiusqwsc%hcﬁ@ér@stem ébrﬁndn@nploi nter

val ue may be witten t ocation using. [ e store
st ruct, dRa-aroesas 2t el oayeaudalniEeo T asd SR U FRBRTY o o

| ocat i on t1odtwilt begwveld antid ploceesdodofdasay, coenpipte thiecold siakd mfsmwtlonbyt es of
data can tr .0 [ tore
st uct i greneier PRBSEH RS pAEE Ry e R B flsfe BT v 1 o
for sofre IqutloodaruﬁvahdrvelueSvylkhbemeetmt’l@drmw mbsmnalhiy:mlde)ra read only nmenory
(ROM) 106, or other static 15 storage device, coupled to bus 101 for

storing stat SﬁmﬁﬂgcﬁH@ﬁhﬂt@ﬁ@ntb%élﬂé‘ﬁ%ag%ivrﬁtgﬁ t&é?ﬁtﬁﬁé@ dé'h%r% 1. A storage

devi ce 108, suc etic or optic coupled to bus 101

for stori rivisibliedyrieuri(es. &ﬁauﬁlﬁgtar%@@@ dﬁ@fersyélb@rﬁpﬂﬂjloﬁawoéﬁ tinithe | ude

di spl ay 11@(361%]&1@0@96&-%@&'41%@ p&ﬁl@r bél@é%%%\é'vﬁﬁtéﬂ@tf(&f@% keyboard,
nouse, trackbal I, etc.), cou stem1 may i ncl ude a

plurality "B¢mory W'%HR‘“Q ﬁts(g}gﬁed%t@ge lmgtn,uqlon of ?L‘l‘-ﬂs%) if oy ie RAMYEsend and
recei yg elfileris Gatten td @@étr&ﬂngmbssfesw Bﬁélbﬁaﬁdeﬁry @@l sNthatg¢surry digital
dat a stre%{ng?sfogpr esentin var i oug %pes Q’ {) mation, |n an enbodi nment ,
network i datecEn Pt i Fapfermed fTRMERICeSS YW1 hYS 1A% A SIHEFO%r ea net wor k
(LAN) 122, ingthictien, 2@t Wy pointet @dlfieesididglin rem@ry 109 uidyask ihealidusr sddde and wi de
area network. é% 124. Plurality of network 25 interfaces 114-1 ... 114-0
may supporpte”\(? & network protocols, including, for exanple, G gabit

Et hernet (e.g., |EEE Standard 802. 3-2002, published 2002), Fi ber Channel
(e.g., ANSI svaamaﬂm May3ASOintiidd a npad bily mesindr® (RPM) 406.. orRithar stdticy of

t N 124. |
one. ertbod R AE YR Sadpied tp (i APYON, GaK P Rimbflrt 4l DERABR KEL e "
while 30 imogassemhtR- ‘ewﬁémrwewq_em&mcw mgnqtmrmycaj@lsh manbeet wor k

gat eway OrcouEI@Htt(?Bus( Wtfoﬁ%\’lﬁg i@ izkiah bhd nstrddtioRs. né?ét&r%' 00 Aaéy\g@@Z and WAN
124 may same netwo As not ed above, system 1 prOV| de DNS

resol ut i odndedaisRiay 11%(889 DNSLCP@%'@O@B‘H “@ﬂ%gﬁY'ﬁ%f‘ﬁz (%Sk? §8ldut i on

ser Vi ces rmé(uﬁeﬁ@dfk@lall Jetdp c@hMé@'ﬁﬁb@ﬁiOﬁe sitbn NEd M@&%dd@%ﬂ@fa‘ht grd data
For yst.em d | ook up

engi neD( LUBMURITAHEER 14 et 4 IRSUTE IS F 268 BRI i | o 5 O
03/ 038683 dMclibiHgRéREAISDtipdl wighbistthatddarmelighar dats omgamhereprdsdtidg . . . 120-N may
be a plur ala'rlg s tc))/];)esf (r)f()lertoFr%&gon. In an embodiment, network interface 114-1 may be

coupled to bus 101 and local area network (LAN) 122, while network interface 114-

- O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network

25 interfaces 114-1 ... 114-O may support various network protocols, including, for

example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber

Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of

network computers 120-1 ... 120-N may be coupled to LAN 122 and WAN 124. In

one embodiment, LAN 122 and WAN 124 may be physically distinct networks, while
30 in another embodiment, LAN 122 and WAN 124 may be via a network gateway or

router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be the

same network.

As noted above, system 100 may provide DNS resolution services. In a DNS
resolution embodiment, DNS resolution services may generally be divided between

35  network transport and data look-up functions. For example, system 100 may be a
back-end look-up engine (LUE) optimized for data look-up on large data sets, while



protocol engines (PEs) optimzed for network processing and transport. The
LUE may be a powerful multiprocessor server that stores the entire DNS
record sewoio/o3geehory 104 to facilitate high-speed, hi gh-Porasgipioeso
searching and updating. In an 5 alternative enbodi ment, DNS resol ution

servi ces BRyaliBEofefydrk 86mpiters B81-1 €S 126-N ragyes & wluranty bf fisraeegsor servers,
record.s nmenory to

LUEs, h stor t th ti DNS I
19 ;ci | i tS at E%&:\?C@ @‘%'Iéﬁgg(? %ﬁfé‘ﬂf@ﬁ?‘gﬁéﬂﬁﬁﬁor n@:ﬁ?fr:%?fr}ggarﬁiﬁ@nsaﬁ'aaﬁ%bﬂ%onver sely,
the plur ahiay%bfe_fa‘pd?@ft um?altip?cgs;mrsbmer ’[h@f\/_stprersfthé emir@ON&m;drdlibtlirach:_ nes, -
running an effi it.askin ratin . . i nux(r
6.2 "Phatefmonr I0EB el @ ret BREE R AR BS B unodie B e
order 50 al@ExaiivezebddienentaDNSesolutenmendes rhay bOpiBvides bly atsepas ofThe PEs may
handl e th f.wre-li L& i«d DNS
quori s aRa TP Eaostly Ralener ot B i FRREO RS P
nunber of rdeEsd sadin meionglodadilititelighragedde highitroughmed sedrehingeadpl e, by t he

nunber of E{j\ﬁngueri es to be processed per second and the perfornance
1'C

character !’ of the particular system OQher netrics may also be used

to determine the appropriate maBpi ng ratios and behaviors. Generally,

ot her | ar ge-Gasvarsely. fedryraliy 98 BEs mrydieganedc.dew pPrfiles NSpBasesd, 20
i ncl uglh N9 mdcAheSXaRhGan bﬁib@ﬁmumta@um‘g%e{aﬁﬁ%%%rﬁ Ne.gSRed 1dt @Rk®Ng

processi ng, geol ocation determ nation, tele n t o- subscri ber
nappi ng, gt%gﬁ?tirﬁ@}m'zef B‘@dleit‘%‘?fké’ﬁ%eﬁ?@%gﬁﬁ?ogté?%‘f ﬂﬁ‘ﬁ‘&t In %ra%f.t% n an

enbogi rrentna}xmgz@fnkra&bnm +ésa§rcte§ STEING fascallupomcmpag n¥a@h'€iﬁ)jle3m veg 140-1
may be coupled to WAN 124 and receive Pt nodi ficati an

del et i ons“g%”cﬁs .Og‘."’!re'lllﬁ%éf\jé FEFPEHCPEE%Sp%gg’df“é%'g@qﬁﬂﬁgrﬁ?sﬁn@@@E@%us sour ces.
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cony 98 SRR ATk rrBiibol ) 18 g TP RCYGEiBR h MRicbgs o0l 20

for ic i various én S, including,
f or exanpber sadppe aieitte pRramancssihanactérisitoeidhe paTiTRY syRta.sOiher Regi st r ar

Pr ot ocol i%@P : i VA Sy t i R $ervice
Managenen 3'/%’%%%%8%/@% atﬁldz%\é%ﬂ@#gg%gsﬁjﬁﬁ étr%frg%@mgg%ég% ?nand ot her
on-1ine pbebavidrani ng protocols. A constellation of read-only LUES may be
depl oyed in a hub and spoke architecture to provide hi gh-speed search

capability C@éu}é?iaug/eeth@Ha éﬂ@&uhn&,oc%u@a@baééa@n%m%émsmwpb@m,aw server
140 1. 6 WD 03/038683 P Us02/ 35080 I n an . al g%r nati ve enbodi nent, data may

be di 20ri BAUSgs{REX3RIPIE; t&ie@h@ﬁq-pumber resolution, SS7 signaling processing,

geolocation determination, telephone number-to-subscriber mapping, subscriber
location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1

may be coupled to WAN 124 and receive additions, modifications and deletions

25  (i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1
may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for examble, HyperText Transmission
Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning

30  Protocol (EPP), Service Management System/800 Mechanized Generic Interface
(MGl), and other on-line provisioning protocols. A constellation of read-only LUEs
may be deployed in a hub and spoke architecture to provide high-speed search
capability conjoined with high-volume, incremental updates from OLTP server 140-
1.



servers 140-1...140-S, each of which may be coupled to WAN 124. OLTP
servers 140-1...140-S may receive additions, nodifications, and del etions
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| ayer (esgﬁ’tﬁmGiOQablt Et hernet). For exanple, typical DNS query and reply
nmessage sizes of |less than 100 bytes and 200 bytes, respectively, allow

for over 3Qth’@DN%5re§<§uﬁd?1 &ﬁbdﬂ#nbmpbm(@g%@cmmgéglu@wt Super Packet ,

as well as over replies to ] exed into a si ngb Response
SupeiPac IE'GEWO”F-B‘NB%?"S 20sthal ?%Q’NP]UW%é?Pm f“e ‘Efd’@'l"f'@'?" (Vg2 E'@ i es) may
be incl uek%%sagbsare&langb@v&eawmtar&m@maacdeaj WAN m@emotasslag/l@u d MTU over f | ow

on the r ons re e t he, nunber of

nul ti pl e%?p %rq$8§3%§h%t ar”(gpgleﬁg h?ré?%?é ﬁH‘?ﬁr 3@&5 L{@Ei‘lﬁ%gq VWY Each

mul titas NDO}}O\BE_anml aralneteorkife.gn hadnP2). hTieadUBmehyesonthind@and t hread to
TEnage 0N el LR A S R SRR ML B PR Spdbiplaoond
packeos andsendte Response JigkrPacked toibewppiopaatd Reubver ihelocslares al
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t hread €n-sen Supe et to over a | ocal
area net \mﬂykbe lootedarydbe ynaxinmem Tr@n@@@ﬁ'ﬁﬂ upih (ME) efdhe pbysi¢a) 8eoEk Response

Super Packgh, i 9Meldasit EHernd$ For example, typical DNS query and reply message
sizes of less than 100 bytes and 200 bytes, respectively, allow for over 30 queries
25  to be multiplexed into a single Request SuperPacket, as well as over 15 replies to
be multiplexed into a single Response SuperPacket. However, a smaller number of
queries (e.g., 20 queries) may be included in a single Request SuperPacket in
order to avoid MTU overflow on the response (e.g., 10 replies). For larger MTU
sizes, the number of multiplexed queries and replies may be increased accordingly.

30 Each multitasking PE may include an inbound thread and an outbound thread to
manage DNS queries and replies, respectively. For example, the inbound thread
may un-marshal the DNS query components from the incoming DNS query packets
received over a wide area network and multiplex several milliseconds of queries
into a single Request SuperPacket. The inbound thread may then send the

35 Request SuperPacket to the LUE over a local area network. Conversely, the
outbound thread may receive the Response SuperPacket from the LUE, de-



WO 03/ 038683 PCT/ US02/ 35080 nultiplex the replies contained therein, and
mar shal the various fields into a valid DNS reply, which may then be
transm t two 00wss683 he wi de area network. Cenerally, as noP€d/tzbw¥80 ot her
| ar ge- vol une, query-based enbodi nents may be supported. In an enbodi nent,
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associ at edai HRseasY @&aé’é&%ﬁngﬁﬂg ldft';@ualsgﬁggcirﬂ{ﬁ%a%ﬁ?tﬁagbéq andl e, to the

state information within Request may include the
state i nfOPFRAUSHHY.reerR FETBRY advantposgudy Peerets TNSsiataidsanachide; he.n t he

Responge vEIHBNEa6HRE- mw fétFedBont e B RRSIhUYShtA if Bldiedpbald d DNS
f r% ed fromthe

reply mes ate information _references trans
LUE, " as V\§H8 %@le%e Eat?'étté tl-f'#EdT‘?‘lb{a'iei"‘tfﬂ thaRpsranse Supaidiaskst to the RE s
enmbodi menfromtwiech_the llﬁ(&ynlh@Sup@Pbblébt oRgiagrRaskowslRe ik atiatdhs PE from

whi ch t he r Packet originated. FIG 2 is a detailed bl ock
di agr amtﬁg\?&?ﬁw ﬁ‘g{’?ﬁbﬁ% a nessage data structure, according to an

enbodi mrent of the present invention. Cenerally, nessage 200 may include
header 210, Ihauiatigrratiyd emabditmgnt fasieQE empemaintdhethe2idte Informatidgd 1-S 25 and a

pl urahsty Qb RSP n@ﬂ?e&%ﬁ§ rgéé@l and: 15%%3613 re%%reﬁgésj, o&zﬁggglg%él r(jeg%@t% 'n the

DNS resol uti on enbodi nment
Super Packifgmatien rékipdie Be&qﬁéﬁpa@li’ecl@t Fbe Lkcamay mplu%qw&ﬁateSuper Packet

200 MRy | Redrkio RAgiehodIan BeKAORSEAICS! Winfh tREGUERAS, numer 2311 . -

231- S and a BI ural ity of message counts and data payl oad
235 havi ngURRIPAcHal Freh BRO@YBEN 6enstyst and returp 3alidPNEcepiyicasamesby a PE

over a pr @Qﬁﬁ fh"erﬁtél@%forkh@étioﬁ‘?ef@?en%éé‘ﬁans?h!ﬁ@d fim the [ggx%’%lefaszggver al

mlli each query Q may

i nclu feéngpﬂ?ﬁﬁ’%?'ﬁ%m%ﬂ?r@oﬂ nindRis e&phc@pmg@t, the Lalbmay ratwn theach DNS
query 236Résponse KipeR@acket to e PEGom VIR ihedmifg 8LSerPabr: BREhAR.

FIG. 2 is a detailed block diagram that illustrates a message data structure,
according to an embodiment of the present invention. Generally, message 200
may include header 210, having a plurality of sequence number 211-1 ... 211-S

25  and a plurality of message counts 212-1 ... 212-S, and data payload 215.

In the DNS resolution embodiment, message 200 may be used for Request
SuperPackets and Response SuperPackets. For example, Request SuperPacket
220 may include header 230, having a plurality of sequence number 231-1 ... 231-
S and a plurality of message counts 232-1 ... 232-S, and data payload 235 having
30  multiple DNS queries 236-1 ... 236-Q, accumulated by a PE over a predetermined
period of time, such as, for example, several milliseconds. In one embodiment,
each DNS query 236-1 ... 236-Q may include state information, while in an

alternative embodiment, each DNS query 236-1 ... 236-Q may include a handle to
state information.
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i ncl ude header 250, having a plurality of sequence nunmber 251-1 ... 251-S
and a pl uwelomsiysess nessage counts 252-1 ... 252-S, and daca/ysaybmad 255
having nultiple DNS replies 256-1 ... 256-R approximately corresponding to
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Super Packet 2 correspon nex er Pac
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conditions, nore than one reply y overflow into the next Response

Super Pack¥ta single reglinist-ghe f@'%ﬁ@ﬁ@e@ vaiiae fnst Reery Sa0tEinee 4B 250 may

i ncl ude aReh@é’SitSupB@’ah}&& 2P0 FeRRe tHanEeetmg 2hladbitans F?éisboﬁseand at least two
nessage cC unt

252-2 rouped a rs of conplenentary
fields. @ﬁléeﬁgﬁmmggmggnnly ﬂﬁﬁﬁ@fe I@PFYS&GL%,E%I@ WHGRY &7aY, gf?d nessage count
pairs, typltetﬁétlably,mcﬁldeﬁ i tremeext Respombe ISupstPabket40eogespabding to the et c. Thus,
header . 250 n 3 count
252- 155se8% e@“ﬁgtr%l‘go%r%%gg %agﬁaptggg% XM%? %d%iessagg}jlg%é}?a@é& ,get C.

Gener al | yinforesdiag & delaming 8@-cktanhpf the fovedibwidosditinunbdedergfeak epl i es cont ai ned

ithind t ; 251 1. 1
an enbod; posPegBhtne, Adte GhEafeRRR Mt BERRDIREC "
message couperPEletl may be a one-byte f| eld. In a nore specific exarrpl e,

data payl oad 235 of Request SuperPacket 220 may 30 include seven DNS
queries (as mpRKEHBR, IHR@p@ns@%upérPa%@ZWb@@b@ﬁﬁom§;¢%la'l@ﬂé3§t Bygber 231-1

may be set to a uni que val ue and nessage count 232-1 nmay be
set té° se%se%PF%”g'@Eﬂér?éé 1rﬁi|ﬁ’%1 229'1d Qt laR} te B858RI At 22321 2 may” be
set to zepRd 25212a@@hb@d a@tmmngwbomb@a@marﬁﬁ&dgawmgme% MapBEysone
sequence nunBer and one ne sage count L% sequence gurrber ?31 1 and
er of sequence number and message count pairs, typically, S'is a smal
number, such as, e.g., 2, 3, 4, etc. Thus, header 250 may include sequence
number 251-1 paired with message count 252-1, sequence number 251-2 paired
25  with message count 252-2, etc. Generally, message count 252-1 may reflect the
number of replies contained within data payload 255 that are associated with
sequence number 251-1. In an embodiment, sequence number 251-1 may be a

two-byte field, while message count 252-1 may be a one-byte field.

In a more specific example, data payload 235 of Request SuperPacket 220 may
30 include seven DNS queries (as depicted in FIG. 2). In one embodiment, sequence
number 231-1 may be set to a unique value (e.g., 1024) and message count 232-1
may be set to seven, while sequence number 231-2 and message count 232-2 may
be set to zero. In another embodiment, header 230 may contain only one
sequence number and one message count, e.g., sequence number 231-1 and
35 message count 232-1 set to 1024 and seven, respectively. Typically, Request



35 nessage count 232-1 set to 1024 and seven, respectively. Typically,
Request 9 WD 03/038683 PCT/ US02/ 35080 Super Packet 220 nmay contain all of
the queriwe 0amssses ated with a particular sequence nunber pCDatsaz/pragd oad 255
of Response SuperPacket 240 may include seven corresponding DNS replies

(as depi csegbrPacket @20 Aay dontalralSofeagidrizs d3eacieed ARA aparyilarncl ude
i nformati on simlar to Request SuperPacket 220, i.e., sequence nunber

251-1 set qo(yep%engrg%r uni que value (i.e., 1024), nessage count 252-1 set
to seven, and both sequence nunber 252-2 and nessage count 252-2 set to
zero. Howe\Data payloachdbhelrRespangs 8upatBackep 240 mazgl ithEeakvites ponse
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header 2582%iNClUsE !Ve%@&?ﬁg@'%gélﬁﬁ&el!@ét apd meRgaos ENMRR2-1 88juence

nunbero 25de det3tivd MstBd4 T h%@ﬂlﬂg%@spaﬁ%s]as:%@&laﬁe@ with@eqediftdence number
251-2 set _toQ 10%26and rressa set tq on Thus Response

Super Packt™ BELd O ynavke DG ead ‘f"ﬁl'%\&hed?exf %P%%pr?s@ﬁqp@ ‘agk&i#@Pat ed with three

queries 20 contai ned within two different Request SuperPackets. FIG 3 is
a detail ed BheclexdRegreshBupeabadkiet 240 may ¢xlmlenedifagat $cauenaynulalies  structure

hi t ect t . Me
"ot ency  dod 18T AhER et SR BT T hafe hER SRR S TEE e atea o
with the 240ameynn§md@rtheam preveys neohea)assnelsmgretme 10241$$chJenEe\|S resol ution
25 ersodifTpfler APRERASa! BLERAY réi@t Slats WP irdORo8ead éﬁ%!ag @;hﬁtency

informati on about Request {) ets and onse per ets; this
| at ency ilAftlip g¥amBie: hw&ﬁre‘éoe tgameﬁe%lespﬁn%e Buiprrlackst R4@ mayidriusie accor di ng

t 0 sequengRuBREEDRIMNE 269 -1 £th<910241 Prfé%éaé’é?éaunt 5651 %é%ﬁxlvﬁ sefBes@aoe | atency

data structure 300rra i ncl ude a unmbe r ows equal to the total

nunber of YIRRE de 1 <etf &@ﬁﬂﬂ%@?%sa%@% 35|2’r31%€tt|t%9'éf%i ysnBeSpANge by tabl e
el errent s SdrPaARt 200Im33Gheldde aﬂataﬁiaﬂﬂﬁher@ fies as’é@@%ﬁ’%th%reé%éﬁ‘és sequence

oS rEbA g M grrerept Refless §?criq”§ thi s case. N may be equal to
65, 536. Latency information may i ncI ude Request Ti nestanp 302,
FIG. 3 is a detailed block diagram that illustrates a message latency data
structure architecture, according to an embodiment of the present invention.
Message latency data structure 300 may include information generally associated
with the transmission and reception of message 200. In the DNS resolution
25 embodiment, message latency data structure 300 may include latency information
about Request SuperPackets and Response SuperPackets; this latency information
may be organized in a table format indexed according to sequence number value
(e.g., index 301). For example, message latency data structure 300 may include a
number of rows N equal to the total number of unique sequence numbers, as
30 illustrated, generally, by table elements 310, 320 and 330. In an embodiment,
SuperPacket header sequence numbers may be two bytes in length and define a
range of unique sequence numbers from zero to 2'%-1 (i.e., 65,535). In this case, N
may be equal to 65,536. Latency information may include Request Timestamp 302,
Request Query Count 303, Response Timestamp 304, Response Reply Count 305,
35 and Response Message Count 306. In an alternative embodiment, latency
information may also include an Initial Response Timestamp (not shown).

10



Request Query Count 303, Response Tinestanp 304, Response Reply Count 305,
35 and Response Message Count 306. In an alternative enbodi nent, | atency

i nf ormat iwo i3@y8683 so i ncl ude an Initial Response TinestampCinsn2/sieemn). 10
WO 03/ 038683 PCT/ US02/ 35080 In an exanple, table elenent 320 illustrates
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t he PE. lowet $evera iesponeerByperashelssio vifiichecasaniBeg@psedimdséanopddd.ed when 20
addi yizon ' d §2§§Ep re
receﬁéed%ﬂ?&??%u‘ge@ﬁp%gpﬁtaﬁ%’ ?ﬁgﬁﬁﬁ%ﬁe‘scs m@agéﬁesg g@?{ g% e %‘d‘?omthe

| at ency asréaeh phtheqddiionaldieseenssi NP arkstsarie recaivede yn aaakiersativect ur e 300.

For examhodirddritPthg 16 $esphrRekiingsBfb RS iR aksHen@ie it RBLRINs803 and
Response Reph:yn?&lé unt 305 for a given index 301 (ﬂa. sequence nunber) may

| .
i ndi cat e SYPRIFASKR! contastingTepliphigr fisHpgasencer AuEbeY; <§-$-e o wasscaivedi cat e t he
$_urrber ofat méaﬁz E.egn %&@hmdm@{%meﬂ{oa@m%é?ammwgﬁy bt&mhatéb mmelRe?lﬁest
| e anp V) [ esponse | mes | | e ow we e
T Bha e (e coB A ne SHPTaUS BLRe SRR SR Ashae Frt REeNSr ont - message

| oad. The difference between the current Request SuperPacket sequence
nunber and VhdousumpenantRespgyneeriGimay PadetrmBRdSequibedaeneynber may be

oot o o oM DR PR BRI BRSR AL sy c6r e | aroer the

simple cross-checking between Request Query Count 303 and Response Reply
Count 305 for a given index 301 (i.e., sequence number) may indicate a number of

25  missing replies. This difference may indicate the number of queries inexplicably
dropped by the LUE. Comparing Request Timestamp 302 and Response
Timestamp 304 may indicate how well the particular PE/LUE combination may be
performing under the current message load. The difference between the current
Request SuperPacket sequence number and the current Response SuperPacket

30 sequence number may be associated with the response performance of the LUE;
e.g., the larger the difference, the slower the performance. The Response
Message Count 306 may indicate how many Response SuperPackets are being
used for each Request SuperPacket, and may be important in DNS resolution traffic
analysis. As the latency of the queries and replies travelling between the PEs and

35 LUE increases, the PEs may reduce the number of DNS query packets processed
by the system.
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Message Count 306 may indicate how many Response SuperPackets are being
used for each Request SuperPacket, and may be inportant in DNS resol ution
traffic woaBpssess As the | atency of the queries and repl iPET/USOAS®RO | Ng
bet ween the PEs and 35 LUE increases, the PEs may reduce the nunber of DNS

query packet sepérahe siseOUE lﬁYa)i[fB?foﬁM%trﬂml-tﬁréadV@ laama&ﬁaﬁe Rcdmidg02/ 35080
I ncom ng,

Ge | | ti- h hy
il 1 pl ex SR RGOS L O RRTeLS, AHATAM PR B e M PUBPHES on o
out goi ng, mmléxqglwh nﬁeSmeE’acl&ﬂ@eF(ﬁ’mkmbte tHédrUEmyrslpewnbhe LUE rr}a?/ )

{ . t t
heon g ReatdtoatSlEiestiialAHEie RErBESRs M PeblrBltaRela “re Lie
may spawn Supeeteegelts fronhtheblll tothab searels fireado TWentWomayrspaas sovaretgeon of PES
to search i gadsrodss IBlbnfis in@BsdiRARLEof MECRL e IIAGES R wdifasipdat e the

I N enory . Each hread nay

dat abase | oca searc _ ract the search
queri es fravrupdate thmdnﬁmoG@?fu@supda&ibeldE’@ba%Q locméwmmd%1%rEMS

searches, SaRAlfUel ) ALO0hEYeMEARNNRR it PUARLRARK Boqhoat alni ng the

search rep Ies an et tot prlate PE. The update
t hread maySupedacket, awteet@etV@nwfeS%@%afwstrwtm omorrm Ragnopse and

I ncor pgr atgy, ]p%FF‘-’acR&V&oﬂPénﬂng ﬂ{eose'fa% r@?ﬁe@%ﬁ%en& %eagug%rpﬁéliéﬂd Hg embodi ment,

plurality of network conputers 1 send updates to system

N ma
100. Thes @pama@ts&%ayh%pq% Ffﬁﬁ%lmaf' ﬁceé/ﬁéﬁPﬁﬁ@s tmerﬁ!axawé froBom ng 15
Request Stm_eirﬁ’ametanaaﬁ@ﬂg@atﬁ the agw d%«ra:mmha@btababe/ Wi dri M%rrﬁéftlvé he

Super Packet protocol , LUE may spend 15% of, its ocessor
capacity cﬁﬁ“t?%&t'v&iﬁkp'wﬁh ¥ QL DEETK f\‘/‘?{a‘?@ 1&ﬁamﬂﬁb NNGRY 58, r”é’ggli %’ sear ch
query thr Q;ygﬂamrtoo ITheaa uptidites nag e, indludddBM(rb)(arapbawltihﬁ@henhyom&gstai n search
rates Ok t cond (qgqps), while an IBMr) 24 20 way
S80 m;§ 3@ %ng@ﬁﬁ%a& sftre%’ubl ing the search rates, i.e., to 500k
and 1 M gps, respectlvely, sinply requires twi ce as nuch hardvvare i.e.,
e.g., two LAErdinglh mhéitue oftthe SunertPapies pratacalribe hBIE reaheptinddess, a dual
pent | um(r)t%%iz%cﬁ%ﬁns B’r'déeé’%'rké%ﬁtg%ﬁ%%&&orlpﬁfo%ﬁ hg, GTRL BnRREIR! T N0 Red Hat

Li nux(r) sustal n rates o
course, | HW%&SQWM%W@U%UE@N%&W@%%@ |BM® Sanay MBdmet and

update r ats%§taﬁ§s%%€dfﬁ**a€é§ oM BOK Rf@éﬂﬂ'dﬁ%ﬁéssper%fecérﬁt?(d%)e%ﬂé ah M@eidson, and as

manuf acturers_repl ace these processor onputers

Wt
fast erd perW%Yrﬁ'ﬁod'QaYrﬁ&ﬁ?'ﬂéQOK F%@O%%DID@Ub'iWethg §sergh rﬁ%tﬂsééartﬁ RO%nd updat e
rates may anaqu\ﬁw r@@@ﬁﬁ}wrsmw bbqu@m\rcaé dymusly BarRWatd)Qel, 8.gnalol imted to

gr gl hgtnt cf_ Ess [16[ dtan%:fz‘l':l In an ?her em %Idlrrrneenn 5 8uaItPentuE)nr1§§I?gé6l nvention

MHz multi-processor personal computer operating Red Hat Linux® 6.2 may sustain
update rates on the order of 100K/sec. Of course, increases in hardware

25 performance also increase search and update rates associated with embodiments
of the present invention, and as manufacturers replace these multiprocessor
computers with faster-performing machines, for example, the sustained search and
update rates may increase commensurately. Generally, system 100 is not limited
to a client or server architecture, and embodiments of the present invention are not

30 limited to any specific combination of hardware and/or software.

FIG. 4 is a block diagram that illustrates a general database architecture
according to an embodiment of the present invention. In this embodiment,
database 400 may include at least one table or group of database records 401, and
at least one corresponding search index 402 with pointers (indices, direct byte-

35 offsets, etc.) to individual records within the group of database records 401. For
example, pointer 405 may reference database record 410.
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30 limted to any specific conbination of hardware and/or software. FIG 4
is a block diagramthat illustrates a general database architecture
accor di ngwoosasseesrbodi ment of the present invention. |n tRCI/ESeadsOEN,
dat abase 400 may include at |east one table or group of database records

401, ‘and at |heAsknRB8intdi RH2REI400 n’%@ﬁﬁ&tﬁﬂé étd@é%t 698 h¥kH RbROIOLRSH
(indices, direct byte- 35 offglets etc. records within the

i nd
group of 8eArshHex ?"@EBPH%erﬂ@i‘ icgs, direghoy ‘Pfésetspéf‘h)t' tptb'%ga%?; defRer ence
dat abase begfAshsdIEcord2400 RABLOBRMBHorFREY Wep2 sEhdkdytocmneantegdrodi ment ,

e e ThenRSuLes 2 ch 25 o BB el BB % A5 PER A 2%,

of | dat%)as?ie BEAroH Koy el ma tbaael*ngl&lmmégc?omaIUQWaﬁﬁrbuakaeaTaquebﬁaetéd) an integer
val ue ich may. s an in to _hash t e 403, .Because nore
than 5 onBS'E%Qrsmpyelweﬁ'ﬂélt Oﬁgsa'?S 4" BP'H%rSe %teéawﬁ%ssa?ee”%%‘ﬁ‘ "Suckets may
be cr eat etlastuisblegioa mm«gjnyanh ardogder tb $tte forbt dlersntadiai asp bunkedrand For exanpl e,
each entr i £.hi t i r first

el enent o a(éH %‘Q@E Jﬁ'ﬁ% l%ké{e)rﬁgﬂ@gqté;ﬂg q%'sﬁ']g ﬁ?'ﬁgmwt& totﬁ%ci%? may contain
a hash chelemepbiontiatabage ltelcerdnéxthe liekeshlisht Adwaintageougipsehashoeheth, i n t he

i ke || SbiicdinBeagsansl oy for 18D ot BOaRabi ool B T equi red only

for those e ase records, erence a subsequent
el ement |refenﬁécm%hbsww@ttelema@thnt@maéhbweﬁray include an array of 8-byte
pointers to individual database records 401. For exanple, hash pointer 404

W| t hi nt has[]hlilaﬂJh'thléQ%Wlﬁ@w% 8heRay &‘&i—@}h@%@mf@§@i Hdiiddapfatddgef i r st
el enen W |

h bu taa talnahash
chai n poi FﬁCQFA}Af‘M f EXP f?%#[’)'a ‘FO(4 ﬁ‘r'{bgﬂsjﬁet?@'ﬁéqugﬂ rXayOrle feltbase
record, iaat@beseh@sdsrdmo@ttheﬁmémtwm@amaéﬁaua&y Bhtbass\dcode a data

| d d fixed
erbodtiront20 B4 BraRrPa e S er 4l B G BN e R B Bt 422

may be i nctatdiesbse réctid] indimahdsh budheiadxsabase cecatd 420 magyalsaiotiudkeaa dat a

poi nt er 4 i i e either within
t he groupa ?@ﬁ@%ﬁﬁg@gg%&%ﬁé@@%{d mw@hl'%@iﬁgg%ﬁg?eﬁtgq abl e or group of
dat abase embodioent, actullsherasler 428, ingicating thelttrminakien otidata 4aaynayebd ocat ed.

System 100, g d“ﬁﬁdiﬁ&%dll?“&ata%‘e'rex‘:‘d?&“ﬁ@o fﬂ??%élﬁéé@d%(t@ p%%nermla] data

structure arcnhitecture lven search’term or , dat abase
400 ndy 2Bayeciomnce ﬁe@thaydafab%sepﬁéorée%tt*@hwktfﬂlaé@g@gp Of)ﬁat?h@sédééord%xec uting

on at |eagpq emnmﬁadifréeernltwuétbr5%u9fof@5t99ﬁs%%eé&dé%%hown) Hddigh However,
modi fi cations to database 400 may not be integrally performed by an update

thread (oAdqifipnahdaly may Ra9cqtRe: search

System 100 may use various, well-known algorithms to search this data

structure architecture for a given search term or key. Generally, database 400 may

25 be éearched by multiple search processes, or threads, executing on at least one of
the plurality of processors 102-1 ... 102-P. However, modifications to database 400
may not be integrally performed by an update thread (or threads) unless the search
thread(s) are prevented from accessing database 400 for the period of time
necessary to add, modify, or delete information within database 400. For example,

30 in order to modify database record 430 within database 400, the group of database
records 401 may be locked by an update thread to prevent the search threads from
accessing database 400 while the update thread is modifying the information within
database record 430. There are many well-known mechanisms for locking
database 400 to prevent search access, including the use of spin-locks,

35 semaphores, mutexes, etc. Additionally, various off-the-shelf commercial
databases provide specific commands to lock all or parts of database 400, e.g., the
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thread(s) are prevented from accessi ng dat abase 400 for the period of tine
necessary to add, nodify, or delete information wthin database 400. For
exanpl e, wB®3i0s8683 der to nodi fy dat abase record 430 wi t hi mcaatsabazeo 400,
the group of database records 401 may be | ocked by an update thread to

prevent {0 ARALGIY RSO DACKASS rith ARk #BaDE CHA0e Waiicratiche_updat e
nodi Tyl ng ein

thread i he information within database record 430. There are
many wel ¢f-Reatomed BbotesnCelifeiaetd. ocki ng dat abase 400 to prevent search
access, including the use of spin-locks, 35 senmaphores, mutexes, etc.

Addi ti onal Ipy .L*/E.rai 198k QhdrahhBasineltfatesangaiceal abtabdet alvhigesurpr ovi de specific
conmands to (Foc

all or parts of database 400, e 03/ 038683
PCT/ US022390H1d YocﬁE‘F?theéSF'@oé'B?ﬁ?gﬁﬁt PRTESE F’EY%@P@' HQ Bg’t%rﬁg%déﬁe')r@gnuf actured by
gaclse C@ﬂg@g@ﬁd@ﬁnaﬁhcl@émlﬁb@ﬂrﬁ%d,g@éd-cbrdy,nh@stereaﬁapsrmt@e EHOij_s a bl ock
iagramthat illustrates, a r at aba : ing to
ano'? her é’ﬁﬁ)@)éf%‘?ﬁ’ﬁ -%%lﬂaﬁafﬁ‘?gg@nﬁaﬂ%8%%3@%@ﬁ“? hq%qugrl#gigﬁ (r;iél;@a%ﬁ 59dat abase
508 may b,ﬁg_:{a%@e?régrcﬁkljpgﬂsﬂdg{am_tf recoedh 5Tleand etibgst omasoEesRANENSISERTN | e |518
and a grow n ok-.asi ile B : i ncl ude at
| east goﬁ‘ge’f gﬂ)@ }é’%b P O'Bfe{)% §n%?esd gf faﬁé’g eq'jy e?gsf %gagﬁg:éggahggffégg? }hone
cor r espothdi grous efadatdbase netexdb3 Pt . whitenngdob it epsiel ;
byt e- of f se C.. . 1Q J.ndi\i b bR o aRdp, dikcdat abase
recotds g’f&’.%éﬂl?[eg?tnoﬁeﬁ]va{esﬁ%mérgggé? %gﬁg%gﬁ%%@x?ﬂhgb oéﬁlt%%rg] 10 | ncl ude at
| east onbythadhetsadit $ irtd thedebla o5 sauppl dagbRsaeCArds ol it é‘%"e{r‘yn@?‘é‘es, di rect

byt e- of f i ‘hay | Suefof datmass eedortzor ds 511.
Similarl %ggg a8 hay) BE it BIBEWS (Mo UiBurzio

I may i ncl ude at ast t bl es or groups
of dat absskidingcdntapase aﬁﬂ'@%fﬁ@&’%ﬁ&%aﬂ?&’é@%@ﬁ???%ﬁoq 5988\%5&321 and dat abase
del et idog doﬁ%tgélﬁirﬁ%%archciﬁéi&ﬁmﬁﬁm&%ﬁmay bé piovitiedewittb pdintensi(irkB@®smay be
provi ded, w p

olnters (indjces, 15 direct,. byte- . to

i ndi ¥ dugirestdyisrefisels ei) Of'}%"(g%ﬂ' 558 Vﬂﬁ‘fﬂ q"?ﬁﬁ%’%%%?g@ﬁo%ﬁﬁand dat abase
del et i on 5peGAR dstabade dAbicT RBGIEERY. Altanktiali, hekfdside 2620y i ncl ude hash
tabl es 523 and 53 S rch dndi ces.,. Wi | nd] irect

byt e- of f &tqude hasp ?a)b??%%%??ﬁ{% Seseaai%} WF'%%’ 9@[@ ﬁog{sté‘rg glﬁfagrb]%%grggtgbas e

del et i on pyRCETES, oo Intodetbast hdditign rezordSypet end tembassy delgton grerges,
vvell-knogg alegori.t‘_grrs to search this data structure architecture for a

gi ven se2PdnPRFHYY key. In a typical exanple, |ook- aside file 520 may
include all the recent changes to the data, and may be sea{?ghed before

read20onl y n8gdtem 190 apayhuse Warip@s,mqﬂfknpwntajg@rig'@%ﬁt@ﬁegw this da,nd i n
:c iolo(I;- g:SLIO%%HﬁtEJh% %cl?iﬁegttkréel?tﬁ d SRRPASECH Rrrh OF KEy1GH aWpibslekamplemdkng snapshot
'aside file 520 may incYude all the recent changes to the data, and may be searched
before read-only master snapshot file 510. If the search key is found in look-aside
file 520, the response is returned without accessing snapshot file 510, but if the key
25  is not found, then snapéhot file 510 may be searched. However, when look-aside
file 520 no longer fits in memory 104 with snapshot file 510, search query rates
drop dramatically, by a factor of 10 to 50, or more, for example. Consequently, to
avoid or minimize any drop in search query rates, snapshot file 510 may be
periodically updated, or recreated, by incorporating all of the additions, deletions
30 and modifications contained within look-aside file 520

Data within snapshot file 510 are not physically altered but logically added,
modified or deleted. For example, data within snapshot file 510 may be deleted, or
logically “forgotten,” by creating a corresponding delete record within database
deletion records 531 and writing a pointer to the delete record to the appropriate

35 location in hash table 533. Data within snapshot file 510 may be logically modified
by copying a data record from snapshot file 510 to a new data record within
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25 is not found, then snapshot file 510 nmay be searched. However, when

| ook-aside file 520 no longer fits in nenory 104 with snapshot file 510,
search quwoysfatees drop dramatically, by a factor of 10 tPETAE®02/850800r €,
for exanple. Consequently, to avoid or mnimze any drop in search query

rates, snghshob a[ddlt%n S4By P enodiiink B &4 WithMRH@hed endy, dneakent ed, by

i ncor porati ng he additions, deletjons i cations
cont ai nedeAﬁlrtQkﬁ W'F@bf@tﬁ'@r@é’ Gfrltflyéoﬁ‘ﬂﬁp@éﬁpé'aﬁn'ﬁﬁ%ﬁa@ﬁg%ghg 'ﬁag% 510 are not

physi cal | yoBlot erse pemierlmim@dtéWasa%amon réB@disfﬂiZeld sxmn@w ebrchithfor _exanpl e,
data wi t hin'snapshot

fil edelet r |1y "forgotten," by
creating W%Pé??téiep%%mﬁé b&i‘?%‘faé'ylagg%prt& WP f'@ §1<‘9bbé'g eaatﬁxglaeqq Yon recor ds
|531 angl Waétblﬁé@rr]@wnmhrdawbats@aaauaord@ceﬁde 5l2¢©®ddhém~tlﬁmg apqnnteprataee 35 |
ocation in hash t t hi n snapsho e Jogically
modi fi ed "B} EEHH Eﬂtﬁﬁ aap@gflgte%(?ﬁgacplq {‘]ecﬂ‘n %%?ﬁﬁ%*ﬂ%@ﬁ rCh% rR(f%)é’(ra‘pﬁ]('aw dat a
record W gthbastaddon3&386831.PCT/ US02/ 35080 dat abase addition records 521,
nodi fying the data within the new entry, and then witing a pointer to the

t t h | h
o nter v ¢ i e BERRleR R erd 30t Gehing-naPaxt ebloapifduay, Thal !
snapshot fothainFdterdaja bad ha@lrE(S&Neyd@tﬂd@damléecéﬁ%@@ﬂﬁ@teﬁéﬁata@f@ ¥y creating a
new 5, dat B‘lo{;lﬁsg%ﬁ #érla epsé%ﬁ‘érﬁhﬁé £ '5110’{‘ R, 15%12%5'1@#1%”13\1\“ ting a
a

poi nter to riate hash table g hash tabl e
522) or cRaétn, petishown foi Q'W‘tw Qi !9@ a@Ptﬂi%WQ@émeJdS?ﬁ iiPRS t he DNS

resol uti Oan&@eﬁbmg to beth 1R a8RER naﬁdmélahd friendrAdsdrasr dats; lag dell domal n
nane data an nane server data or anl e arate

8 se qata tg&){ﬁs or

bl ocks, wP® Helgwrtatb@ﬂsf@srd@marm@ﬁre%gateé'n the B3me pervenqats (e.gq 512- 2
513-1, 513212,58L¢, 522trpt523h10wg3f2053m It 5323, BBbar by3-1) B8Me,@td.de file 520
may | ncI ude additio and nodifications to both the domain nane data and

t he nife 8etrshownder a”)é)s well as deletions to both the domai n nane data
and the nane server data (e.g., 521-1, 521-2, 522-1, 522-2, 523-1, 523-2,
531-1, 531- XIG56% 4 detaddd BlockBiagram th3GHRtratasca genetdl databastown for clarity).

FIG 615 Ecgqg(%@rlgo?%:o% R§ I &4 89 ngcﬂhgnta&f th [%Jr'é§%rﬁt%\?e%tlén 9eBR&aly, dat abase

archi tect & 0 an e resent | nvention.
Gener al | y,datada:taﬂi%maﬁbe onganized into geaingies ¢epiehablg r%@fﬁwréat'%‘éﬁﬁ@nabl e

represent t%é{éol r#é s%ﬂlﬁdgas erﬁ%yol%E&mgt%usﬂigqﬁg ?éra@%b’ln{beda%lﬁsb BEO Ustldy

i ncor por a es or fications may be
physi 28l | yelstasfasmmsiificefionshmay be ebysinallynedaraes onytbe selavant daigpas® space wit hin

menory 104c0td tofre@MPhEe wWithih ridhe9augNbr S8mhdid,a88s Wsequent additions or
modifications. The single, searchable representation scales extremely well to large
data set sizes and high search and update rates, and obviates the need to
periodically recreate, propagate and reload snapshot files among multiple search

25  engine computers.

In a DNS resolution embodiment, for example, database 600 may include
domain name data 610 and name server data 620. Domain name data 610 and
name server data 620 may include search indices with pointers (indices, direct
byte-offsets, etc.) into blocks of variable length records. As discussed above, a

30 hash function may map a search key to an integer value which may then be used
as an index into a hash table. Similarly, hash buckets may be created for each
hash table index using a singly-linked list of hash chain pointers. Domain name
data 610 may include, for example, a hash table 612 as a search index and a block
of variable-length domain name records 611. Hash table 612 may include an array

35  of 8-byte pointers to individual domain name records 611, such as, for example,
pointer 613 referencing domain name record 620. Variable-length domain name
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nodi fications. The single, searchable representation scales extrenely well
to large data set sizes and high search and update rates, and obviates the
need to pw@niodMBss83 |y recreate, propagate and rel oad snapsiret/tfSo2/2®8@nong
mul ti pl e search 25 engine conputers. In a DNS resol uti on enbodi nent, for

exanpl e, dateati®ze nedOndaye, foridxdaBle, AaiERt RcORIBHeAs2 , 6 HanRNEndinBR2 Ser ver
data 620. DOTTB.I’] rzgme dg%% 6%%. and ngﬂa.server dat a 6@{) ma m@ ude search
i ndi ces wid ROPBITRAEPANE PA% LGN RAIPIGE P24 (hgr &Gt ARG o ecf?e)?&/ [P Bl ocks of
vari aEIE lte@ bash cf@rﬁ))td&umﬁ&ydir&ﬁrﬂ{ﬁ@ﬁ@brﬁbgﬂ,ﬁandai gémeasmef ponstbl @Qsdrray_ map a
searc ey~to.an d.nteger v e ich may then be u as an.index into a
aoh t abl aHeiA LS i KAnE L0 &0 naBY SbREF aFick BB Mo DeRPURESH ¢ abi o

i ndex @si rig reflesi thglrgquiiedikdatklsizetfondadhamticuieritypensfidatee eg)., dyprbitesigme  dat a
610 may i : | 12 a search index and a

bl ock of %\%Wp?bqté%ze‘ﬁ%@hgbﬁg%n%ﬁg%gg?’%&V%F ggm?ﬁ.ngash tabl e 612 may

include an array 35 of 8-byte pointers to individual domain nanme records
611, such asNamgrsesyeasplact30 rpay include FoBexasfnde, enltdshdable 682 ps aseerchecor d 620.

Vari abl e- ligalhqdoBBEN oM ANEbId Rndih g%?%g&é?% fﬁfsté%qml-l?égﬁ%%l% ﬁ%@%y&g nmay

include, for exanple, a next record of] a nane |l eng
nor mal i zed"GigHeearsarsaY of 4-Rye Roiptsrhiadndigigyalnane sergergecorgefdit.isngh 8 t he next

recor doi N fort @nIpRS ofifat 6353, rereme B Han®f serdde &5 626 S VArable-RAGHA nName server
poi nter 626. The si zedggobot? hai n poi nter 624 and nanme server pointer
I

626 may b&2BIIN S E8°Y gy |incde, L examaler adek) reerd $ffsed 64dr a eamp
par ti cul aferigiipe4fa sahalized hme @43 atchait Rintbos44 @.Bs’,ile% é;gfbirfﬁhgrto 4 and four
I’ r

bytes f . ' 626. Na dat i nclude, f
xanp ¢, ACRAEROEdt 1P 5 e, St Of DAe S e BT oS 865 bl . | engt h

name serveanmeseoataditts ldigiht46abhe aG@thensyverinetbordadaesaedawHdh 4- byt e
poi nt ggs J0di i n 631, such .10 for exanple,
Poi nt a6 B¢ iof it AT SE! BlordcBERE Hioui Bl SRe el e e
server re&envgr selonagddregdegdegy HeostoredampBSE)l (Ameeixan Beodard Grfdefet 641, a
nane |en : i 2 / a 1 |t . (l.e., e.g.,
poi nting %’By{nﬁﬁ%n%@tﬂl@l %g@b’reé&ﬁ%@?ﬂ%%s 97bﬁ§|gﬁ;<?'4gf§r?3h§%i)%g6m%é/ne server
net wor k adifEddethisaxample, nemreseseaneiver @ddesss lengt froondicatenthad nane server

net vor k. adefessen®d Ptk sllrkss 6YisBored b3 TBinex (20 LSIRE! Tf of ocol

(1P n8_t work address. Generally, name serv : esses may be
st or edVi nSESE FhRIMpRINter §44 Shayrties be eptiraizedio reflegt dharganised naveeseMenge, e. g. ,
| SO 14962 d2HlockANH, %3, fuliBfiss. etc.) or binary format; in this exanple,
name server network address |ength 646 indicates that nane server network
address 647 égnesrgl?yr, %gthl sr(]aalr)éhr}r?éigest %’Géﬂa 53 Igalls'hetéblefs,oaunrd v%%figglg-)léng-trhhgata
records may be structured so that 8-byte pointérs are located on 8-byte boundaries
in memory. For example, hash table 612 may contain a contiguous array of 8-byte
25  pointers to/domain name records 611, and may be stored at a memory address
divisible by eight (i.e., an 8-byte boundary, or 8N). Similarly, both search indices,
such as hash tables and variable-length data records may be structured so that 4-
byte pointers are located on 4-byte boundaries in memory. For example, hash
table 632 may contain a contiguous array of 4-byte pointers to name server records
30 631, and may be stored at a memory address divisible by four (i.e., a 4-byte
boundary, or 4N). Consequently, modifications to database 600 may conclude by
updating a pointer to an aligned address in memory using a single uninterruptible
operation, including, for example writing a new pointer to the search index, such as

a hash table or writing a new hash chain pointer to a variable-length data record.

35 FIG. 7 is a detailed block diagram that illustrates a general database
architecture, according to an embodiment of the present invention. Generally,
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20 size of chain pointer 644 may al so be optimzed to reflect the required
name server data block size, e.g., four bytes. Generally, both search
i ndi ces, woan/oasshash tabl es, and variable-length data r@cornde2/smgo be
structured so that 8-byte pointers are |ocated on 8-byte boundaries in
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nenory a(ﬂi’&) S@ata(ﬁe\t/pgqag?%mwbgpamnueygg_Irjcoglq?r@@@i;?%g%%waﬁpz gt aN).
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ata records e_structur at_4- te i I8 ed on

4- byt e bdﬁﬁ%'gg?gefge? ﬁp%&ﬁﬂtﬁ‘ﬁ}‘ r%ggg%eﬁ%ﬁtqrgfa'ﬁélsehfﬁg %k%tegﬂ%g%dﬁgéﬁ)%gﬁt ain a

cont i guousodificgatipnaf THe &ipgle, paranbblesepresastatorssralasrextremelydeeli30 884, and may

be stored : VI Sy e , -byte boundary,

a?é &t SO hﬁcﬂﬂ'{eﬁ& d r@'afgor%(t]éa%}fl g%&’ Ulgwétlaﬁfﬁ ne%d"(o

or 4N). (9onsequent Iy, Icatio ase may concl ude by
updat i ng reripdicaliyeiecteate prapapeia eadaeldaé ssapshohilepapongsinatiple ssaral e

uni nterrl{ﬁ.ﬁggrgl mARgEcation, including, for exanple witing a new pointer to
the searc |nd§x,&£uch as a hash table or witing a new hash chai n pointer

to a variable-length data record. 35 FIG 7 is a detailed bl ock diagram
that il ustMangsifeerepdpaysisal dalesasre aigenizatigns are Possiieyr AN ﬁée"f‘B'aa/n

embodjpme rsrgéﬁizétia,a rREESRUN IRVRMHVE 9BarcFRTtRK 3 hish thbic¥¥ar Q2dHS8683
PCT/ US02/ 3

080, dat abase 700 may al so be 0 nized into a,single, searchable
repr esentséﬂf‘%‘ﬁ'%?c‘feﬁé?o therdgta rﬁﬁ?gss%{cﬁt?ﬁdégg“amﬂﬁeﬁéh g’ﬁﬁt(ti”ﬁ)agﬁsl y
i Rcor polr i’it@ld Wr?&rocdﬂzmaébamﬁ fe%mles aﬂﬁnarg@eeEeraes aﬁﬁdigfjtial@‘a'rc?rtsesmty\ be )
physi ca rforned.on the rel eyant database .records to free space within
menor - 1 Yo e Apppraions Sy i R P e DS e hérBe fkaiBhac | one. ' The
singl e, seshigchisBlSecurpEdersitnat(Internsiczdgiseceny TendbiceWelqLiestdod arge  data set
si zes zan e .
eri 06 cartymPasy 25l AETre R ety AT B EFOIREER i nie
search ewpgrations oeplinedte be heifgrmedf pastieariypnyie ease of atsgarshimies, @nd
or gani zat 1,Qn r &qﬁ% d ; i i e an
al ternatirl'\z“(;a)y Zig'gr%ﬁ | __exLrﬁ%ndr%ggﬁﬁ?ﬂ%%%%ulﬂg%ggﬁggfg@,éﬁﬁ%gﬂ‘&%ﬁ%ﬁaccess to
t he dat a widchashing. Asdifiosally, A8Ts alayalsp rewde Rdyansed tax peareh BaturgsT,  whi ch

conbi nes 4 g a&,eépywagé}a sBhRAS WHRAIRLY bé B8SuBA txdb&tirtpbpSRatigie, tries. In
a text-based applications such as, for exa domai n nane

> npl e, whoi s,
resold®t i oWCh@si ‘%@ expplecuinie derEEhRaTH eseluiPer HeeERYTFRISERIRY: $4skf or ce
Request for 15 Comments: 2535), etc. TSTs advantageously minimze the
number of campREMBDOAIMePRSrEST VB cottaini s Sshuencdef maes mkerdoggiaertinaul arly in

;Qg egg?ﬁ ﬁérg%hic%?éqi%‘oﬁaﬁ‘lsnﬁﬁ’@%@ﬁﬁ%ﬁ%‘ﬁé lgcéstgg raf’ {['1e Q&r gf(:{ﬁe rg ,erelgl?et I CS
child nodes and links may form branches, and leaf nodes may terminate the end of
each branch. Each leaf node may be associated with a particular search key, and

25  each node on the path to the leaf node may contain a single, sequential element of
the key. Each node in the tree contains a comparison character, or split value, and
three pointers to other successive, or “child,” nodes in the tree. These pointers
reference child nodes whose split values are less than, equal to, or greater than the
node’s split value. Searching the TST for a particular key, therefore, involves

30 traversing the tree from the root node to a final leaf node, sequentially comparing
each element, or character position, of the key with the split values of the nodes
along the path. Additionally, a leaf node may also contain a pointer to a key record,
which may, in turn, contain at least one pointer to a terminal data record containing
the record data associated with the key (e.g., an IP address). Alternatively, the key

35  record may contain the record data in its entirety. Record data may be stored in
binary format, ASCII text format, etc.
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wi th hashing. Additionally, TSTs may al so provi de advanced text search
features, such as, e.g., wldcard searches, which may be useful in text
sear ch appbiosasseens, 20 such as, for exarrpl e, whoi s, donaiPETASIE35080
resolution, Internet content search, etc.. In an enbodinment, a TST nmay

contain a Sﬂﬁléﬂ%‘ﬂodafmélﬁ%?iaddsé k@d nayaRt Highnikéd & a he@*r .%rabin

rel ationshi ode may be, | ted at_the to ?ree rel at ed
child nodB'EPaéWdo‘Jf éée'ﬁglﬁ %@ﬁe@ Plugality ?féléflaﬁ%g?é@ﬂ}ﬂﬁ)' 432 ni nate t he

end of emebrdyAPANd aE@QﬂmmlyQﬁf/an’mﬂEleﬂinh tBeniASISREd RcedsWoBh Saafr ti cul ar
search ke 25 each ,node o i

h t
si ngl e, é%‘l?é%w%\”& ﬁyarbqusqueg %@3°r“§}é'gﬂtaﬁgﬁécrl ﬁdlaﬁBV? r‘@”‘ﬁﬁt :: zsaa
conpars sofor ehann';'ale};] _ebompansmpldwaraa:wrl(m vahuel an@r Ebﬁﬁorpb_ramsﬁmdé pon}gtéﬂ@r hild
I j ree. ese_poi r reference chi
odes whogte Slsey PODIE: ZuE 3PE B 8 0P akints i E5 A Bt FeBruBURkn ¢ he
node' s spihetnunstienef n@iesr whilenthe size of 81k Kayrpointpamtayogenarallyéy, t heref ore,
oot el AKE Y CkiLd S e i h bRl 08la DOTRE1 B8 LR 7p£ 21 MOdE.

sequenti a oSTti t he key
with the mgmcpntam Kﬁe/snf@rmatha aﬂdd@rmnaild@tagnioneam mcludingi for exahble, a | eaf

node jgy géﬁ@ré:mw.na@apa%e&ag o BmBed& tre@ rdhta, voMﬂég} datgh turn,

contaln at | east one pointer to a term nal data recor conta| ni ng t he
record daES&O%s@@lrE@é@Pﬂﬁ“ﬁ Fﬁctoﬁbdfktéy (e.g., an I P address). Alternatively,
the key 35 record may contain the record data inits entirety. Record data

may be stor ed ah@mB@Ulh@éril é‘a@hnméd M@@éeammodbcmésﬂse 2£b)ﬂes thfleN$h 03/ 038683
PCT/ US02/ 5088 ir:] 9 nmbod | dat base 7 n| zed as a TST,
ngfe iy ey

i ncl udi ng=&3"° Olgt*ef Hl'alyecr?ﬂ argig hb' ”?9'1 %faﬁqeﬁfoél ity of
vari abl e- b)&egblue}('eyl cat2abit asreacamas(or?@&emuiut@nmmaidé y2-oft nga¢ | abl e-1 engt h

ot or ot 1 SR AL LR sl e TRV hesP S gy Be PRto sl e et BtBar o
character b;(tess ol/thke mejle ambe pmmmanson chamaatec i1 hody q@mnmmdsvvlttammeaﬂrktey poi nter.
The size &ft fofﬁe%‘é@a@ Terc%B%nERX ﬂ%P%ﬁt@Ha)(‘véW c‘ﬂSFa%{el’F}oE}?gorP?’Eze{yE? nunber of

nodes, e slze o m ned by
t he size befemwedwihﬁbﬂﬂ@flr%ﬁgbhs Rﬁye@ad@lrs@ﬂerM@ptlmmeacpe@dpds 702 may

contai n k%ré&é%déﬁbh%z%@ﬂ taeg. adhiftGcRatidhl OfHERel b d;h@&b#éacﬂ& for

exanpl e, 10 pointers to %ata records or e d record data,
whi | €24 er sRanel N May P@H@‘f‘d@e?% hiteBpird eyt isg- nPaidenf 3, aamer Mhagd enmbodi nent,

each fi xegouht%ngw r&SREEMNING eSS imm uAftoVarRS gditdr @Rt BrancR@dfeh node 710,
for exanpl e, contain_an ei npari son character (or byte val ue)

790, S 1opeter FespsEh el (rsB9tE) er%%@VtCPBtﬁ'”ﬂQOU%dO%POFQ e FRYeRE 15
type/ st at #an @ngite-6fsMor Memob) &ddréss) ;Fdr ivSEIcfgihtscary: ReeNreBeE- Wi t hin the
first f Ouéffset may be calculated from the counter, or index value, and the fixed-length, e.g.,
25  counter*length. The final four bytes may contain a 40-bit key pointer 716, which
may be a null value indicating that a corresponding key data record does not exist
(shown) or a pointer to an existing corresponding key data record (not shown), as
well as other data, including, for example, a 12-bit key length and a 12-bit pointer
type/status field. Key pointer 716 may contain a byte offset to the appropriate key
30 data record, while the key length may be used to optimize search and insertion
when eliminating one-way branching within the TST. The pointer type/status field
may contain information used in validity checking and allocation data used in
memory management.

In an embodiment, key data record 750 may include, for example, a variable-
35 length key 753 and at least one terminal data pointer. As depicted in FIG. 7, key
data record 750 includes two terminal data pointers: terminal data pointer 757 and
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bytes of the node. The conparison character 711 may be encoded within the

first byte of the node as depicted in FIG 7, or, alternatively, character
posi ti on WO388683 be encoded within the first 12 bits of wrlkg/usozasosm order
to optimze access to character position 712 using a sinple shift

oper at i onterriinel deta poihRery$8 e Keptiaaetord 260 sesy mehpreivde withya ¢2bli&en t hr ee

32-bit pojp Hi71 éndﬁ]m B?{a%en i?&g’ter el %%US%% gﬁ@mﬁgﬂ‘!cq{)d‘:éepﬁ ?ﬁ'ﬁode

represent|n er t
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nmay cont afeﬂnﬁaf‘é’at?'tyl k@ﬁgl@%tﬁltugroraé% Wi oin Yeéb‘?d Qeé?'gljxés V@rh’lﬁwa‘l ndi cating

that a COI’I’ESpOI’l I n ata recor OES not X1 st a pointer
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vali oty RGeS FobBRRHE ¥ dair e ol BeY hetle o esiaunent & T n

enbodi mentermikeypdaatbacaowent 342] aradabeyengtic keyl®43, ftios n@risarolf embadeed | abl e- 35

I h k d
7 ey dabs RSN Sag RMALS 4 BB LR Bl 2B R BF ey i nal "t o
poi nt er 7&anyne) e aNbaaBlE0 BRO8RIRNATACS02/, 3508, aéwtaswuemm atopdont er 758.

KV 8 2 LA ind nlhnBor BuBifd iAot TAAD! L KOy | Length 751 and &

12-bit termnal polnter count may include padding (not
shown for clarity) to align the term nal data pointer 757 and term nal data
poi nt er 758 lvangmbedians termital dpia lerorde 90y fpr errmpleanay welude gt '2-pibi nt er 757

and 5 terghgl7edaha- mtétwrana%&/amweqaﬁ’ahgﬁmb%g éé! rbﬁlﬂsag%és such as, for
exanple, term nal status or data useful |n bi nary

a n
record se%'?etfﬂ%@’e'ﬁé?ﬁ'ﬁbﬂf’alﬁx&aép p&zrﬁ‘@f be8 PylerReaHeNSs: d&rmuat ¢28oi nter 758
nmay be sofbed 1H0 ey ificliak pedding toyamgn chen tatbhirek 8htalredord fvan 8ibfyte5 pecific

resour.ce recards nal ecord 7 termn data record
oy 30 s RS Sty A% Rkl Brinit e g0 T T Re - ambedded.
t ermi nal pidingrtéG 4-aytedoubdean,oroerminalatida tdoord T80 magnsiindldedatya record
poi nters. e i ncl ude, a | ength 741, a
Porm nal BncE AeBa s RbehEhCabSTRE el SSHEE nE=Histoer o

enbedded terrsinel dhta renoeds B07atd padided tovielltey4-byte eordr-hitebeursiaries.engt h 745 (i n
bytes, T Ogimjlarly, terminal data record 770 may include a 12-bit length 771, a 4-bit status,

25  and a variable-length string 772 (e.g., an IP address).

Generally, both search indices, such as TSTs, and data records may be
structured so that 8-byte pointers are located on 8-byte boundaries in memory. For
example, key pointer 726 may contain an 8-byte (or less) pointer to key data record
740, and may be stored at a memory address divisible by eight (i.e., an 8-byte

30 boundary, or 8N). Similarly, both search indices, such as TSTs, and data records
may be structured so that 4-byte pointers are located on 4-byte boundaries in
memory. For example, node branch pointer 724 may contain a 4-byte (or less)
pointer to node 730, and may be stored at a memory address divisible by four (i.e.,
a 4-byte boundary, or 4N). Consequently, modifications to database 700 may

35  conclude by updating a pointer to an aligned address in memory using a single
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exanpl e) and enbedded record data 746 (e.g., a string, a byte sequence,
etc.) for 15 each of the nunber of enbedded record elenents 744. In an
enbodi menwp BmssEBMal data record 760, for exanple, may i n®@CEASIA3DRe bi t
length 761, a 4-bit status, and a variable-length string 762 (e.g., an IP
addr ess) . unifetreptinde opezatign, ingludinb| fr exanrgple w.frtting AgeRaRintaytoliee sedytt e

sequence.iag%%&ggs %GFTS% nofdsg&fvﬂuZS%d{%y%& rbdfdﬁgqgéo?@ to align each

t erm nal record to an ary In nmenory 104. Alternatively,
term nal data record 760 may i ncI ude ggddl ng to a 4-byte boundary, or,
termnal daf#s. r%@rﬁ%ﬁ@@@b‘ﬁ@?@ﬁﬂfamrﬁhﬁfd iraiep 2 gsaatsl Agabagenory managenent
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recor @ 773R13RAFCIEIOINARYRIEO 120I9RNIZEG YR A SRS, sgarehafle representation st tigd a
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menory a e our (i.e., a e boundar or :

y cRIrg@@scomnut@“sbl by f (i 4- byt e boundary, 4N)
Consequently, nodifications to database 700 nay 35 conclude by updating a

pointer to &ld Ay i 3/ 038683
PCT/ US02/ 356@32) u'r?lg{l&?g? rup thﬁét%résrérg?gﬁl%iﬁw&rdr%g %lrlﬁjn@%@gr%%eﬁr?gl e witing a

new poi nt&pbadimempted %téaa&ﬁﬁoq rﬁ@estse Falieraativg ordsyed ﬁ@%réh ingex.\arganized a new

poi Nt1gr  t4 ah &ﬁér%d%%@@éékey'ﬂe@(r 8, icartrdet altbeﬂéba%%b n@dyaga@cue khat
illustrates architecture, accord %Bt o an enbodi nent of

dat
t he pr ese‘%ﬁam%edﬁwawyo ar W@”gtﬁ sgaichmeses 80b %@Vaﬁb’ V&P gani zed into
a single IerS@ﬁké%ﬁéﬁomsr&nrﬁﬁi%Iaﬁah@fbf OérretldT@lenQ&it@rmrﬁEtd@taSr%bor'dQ@@B.eS may be
continuoysly .inc rated modata? \}g% g B E] nodi fications
oy b pHRAE L PR HeE e TS RS AL ORI D 28 BoT BER PER 0 11 e space
wi t hi n nmesueh s, 1104 exdnole escampbl keys fpmintenshs etneesearalddodesops:nmrs tomegh fications.
The ngl [ habl e r n I X rge 10
dat = et "8RS o GerPBRUAER bRl PR P aogE! BTy e bRl Pecd 1o
peri odi caﬂﬂdy\quecmtemwespooipmg@tfegamwe‘lmebhsmaﬁé@gt sifingsasawelhgs mul ti pl e
search  enghiBe & RV EEARh nodes or key records. Vertical nodes may include, for
example, at least one search key, or character, pointers to horizontal nodes within
the plurality of search nodes 801, pointers to key records within the plurality of key
25 records 802, etc. Horizontal nodes may include, for example, at least two search
keys, or characters, pointers to vertical nodes within the plurality of search nodes
801, pointers to horizontal nodes within the plurality of search nodes 801, pointers
to key records within the plurality of key records 802, etc. Generally, vertical nodes
may include a sequence of keys (e.g., characters) representing a search key
30 fragment (e.g., string), while horizontal nodes may include various keys (e.g.,
characters) that may exist at a particular position within the search key fragment

(e.g., string).

In an embodiment, plurality of search nodes 801 may include vertical node 810,
vertical node 820 and horizontal node 830. Vertical node 810 may include, for
35 example, a 2-bit node type 811 (e.g., "10”), a 38-bit address 812, an 8-bit length
813 (e.g., “8"), an 8-bit first character 814 (e.g., “I') and an 8-bit second character
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104. ) Glenﬁ«‘rliaEﬂHeYapp%adéd toefdrmdaahodm&i’&)d A \/Artdi‘ddi‘tlcmlaljeélglhﬁttil}z ooba&ﬁra%mby bedets_ 80|1

e oca on,. an un n verti ca
e ray LS Biing e0YiGpdl 2haraCRL Rt bR pR s TRAR b rcitlimadiyy B 1L S8l

Cenerally, search keys wi thout associated key data records may be col |l apsed
into Similarly, vertical node 820 may include, for example, a 2-bit node type 821

(e.g., “10"), a 38-bit address 822, an 8-bit length 823 (e.g., “8"), an 8-bit first
25 character 824 (e.g., “a") and an 8-bit second character 825 (e.g., “null”). In this
example, address 822 may point to the next node in the search tree, i.e., horizontal
node 830. Accordingly, vertical node 820 may be eight bytes in length, and,
advantageously, may be located on an 8-byte word boundary within memory 104.
Of course, additional information may also be included within vertical node 820 if
30 required, as described above with reference to vertical node 810.

Horizontal node 830 may include, for example, a 2-bit node type 831 (e.g., .
“01"), a 38-bit first address 832, an 8-bit address count 833 (e.g., 2), an 8-bit first
character 834 (e.g., “*"), an 8-bit last character 835 (e.g., “w"), a variable-length
bitmap 836 and a 38-bit second address 837. In this example, first character 834
35 may include a single character, “*” representing the search key fragment “la”
defined by vertical nodes 810 and 820, while last character 831 may include a
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a single vertical node to effectively reduce the nunber of vertical nodes
required within plurality of search nodes 801. In an enbodi nent, vertical
node 810 wayw3/os8e83 ude ei ght bits for each additional char&crarsp2/aweve two
characters, within the search key fragnent, such as, for exanple, 8-bit
char act er@@d&a}act&lﬁf "Zrepresefitirgy thie $6arcs Reyiragmenttiaat oefimad by veetcal

Advant ageou ve 0 boundary
Wi t hin W%l%anﬁf %bg ngqggﬁaégéh r%“%g ﬁﬁg Oﬁﬁ’nﬁgogﬂ% Odgglgél Equgl characters
| ocat ed vaddnéss 83Renagt paimdo kendamecord-640,s6a0qphied WIth tlnﬂa pearchbgyact ers are to

e et Wbt BLMWHAE Lokl JOAARS BED mel Mo B0 R ARRE TekapPgs@nd | W0 may be

assi gned aract er and s respectively,
and 56 blassomatethhdm s¢arolakeciegragntdewi’nf or mat i on, correspondi ng to
characters three through nine, may be appended to vertical node 810. An

addi ti onal | n ’[Iglgémgés %ﬂdv@%géﬁﬁlmlcgg led?ﬂléﬁlg‘%éjgt ‘éhéﬂab@ﬂs e additional

character tion’on an g f bound ar¥ Simlarl §' vertical node
820 may i'Aterensed by derisaniakpiode 8302 Anil't Withia bitysation in bifrear,836 » 107) | a 38-bit
ggg r (ez Sg&%&aata@th%t Metkéyg&gélr{aragﬁegroﬁgegrenrcgaz?g hoﬁ’gg)ngal Bbde B0, S4hiI23 chﬂ] atcth Ieg
exanpl e, “QHWF'@§§ b PRSHIQY iMbiimzP B3P TRE! é:ﬁfe ﬁ@tj’g‘ iﬁy'tq{gh@@&%&'l f‘%tée i.e.,
hor i zgnt ajef #1148 b§ BBrizA5Ia10dE 1B3DY Gevierally, aiad lengtheof Hrth slaeayei ght byt es in
| engt h, y advztnt gze usl ma .t? aoycat ed 2 a 8-ag§§ t\/\ﬁ)ye ,[boundary

w £ b ' elRgeye Seor G, L R YA Kpon A OPRape e et S8 80 T nel Uded
within veg3d amalllas‘l@dera&% 8'85 iBQugienofi thesh, bausddgybardeiats.abovexawipteh ifr ef er ence
node.t ypdaaapgel 834 1 G o Eendleds S8y PUuRBl B s May BT & 0370
count 833ifsdn @ngchWheanaE&hlhIttCOfresmnds@fnameagfttbe cBaaciees lgetweer'f endan 8- bit

| ast Qﬁﬁﬁtﬂﬁgﬁ%?(h&ﬁ?g “z IWths e?sr?{&é'mhﬁnéle\%%lpadd?ésé@ggvo%%émd a 38-Dbit

secon ress '8 exanpl €, first character may i nclude a
si ngl e chenpgoded to the epe pf f@@”@ﬁmah@octwos@@rf%awon@pg fo eafeqithe | a* defined by

vertical gpdesers r@%t&?\ﬂr’thlﬁ"ﬂlthgﬁb%tEﬁa%ﬁﬁés%rsﬁ&@a@@%sééécéwal a 21 WO
03/ 038683 PCI/ US02/ 35080 sin aracter "w, " representing the search key

fragment 29 kitiardfS6, Ay b@yp%’é?@ fealion eqsly g4¥agihnom Ay 8§’2’@? WaWcPQUﬁ%a"V ast

char act erwﬂ%nféfnohoﬂwomtaﬂerﬁmﬂ&a&he&mlth@m&&%wﬁwb@l nt to key
data record 840 assoc at ed V\nttgthe se " while

h
secord ad#feds t Siee}?ﬁ?/ PoFRACeSE U 'Wﬁ?%y’gé‘@ﬁé %%leng 25%8‘%@ €d with the
sear ch ke Hits @fBR Bytes). aw.ihie Bketmm@d&a&ea&yFmﬂ\saam@gﬂaasbgcmlmdﬁemt:e vvh| ch

keys (e. g char,‘act rs are @ y i 20
within a Bi329ds] t*"’in FP55i°PHA 3339%"5: Wﬁ? a%%sm?}ﬁg?%y%g??ﬁ 65 char acter,
i s ref er esmzadapincide iazdhinadach bd @o8iBéh cartespending to last character 835

In an embodiment, and as discussed with reference to key data record 750

25  (FIG. 7), key data record 850 may include, for example, a variable-length key 853
and at least one terminal data pointer. As depicted in FIG. 8, key data record 850
includes two terminal data pointers, terminal data pointer 857 and terminal data
pointer 858. Key data record 850 may be prefixed with a 12-bit key length 851 and
a 12-bit terminal pointer count/status 852, and may include padding (not shown for

30 clarity) to align the terminal data pointer 857 and terminal data pointer 858 on an
8-byte boundary in memory 104. Terminal data pointer 857 and terminal data
pointer 858 may each contain a 10-bit terminal data type and other data, such as,
for example, length, status or data useful in binary record searches. Terminal data
pointer 857 and terminal data pointer 858 may be sorted by terminal data type for

35  quicker retrieval of specific resource records (e.g., terminal data record 860 and
terminal data record 870).
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"0" within a bit position in bitmap 836 may indicate that the key, or
character, is not 10 referenced by horizontal node 830. Cenerally, the

| engt h ofwbioBisgss836 may depend upon the nunber of sequemCiTaisSoksses) or
characters, between first character 834 and |ast character 835, inclusive
of these boundmoihes kanbadiment . anf@s discasgsidawith feferéngesto kehdemceenrd83ad is "a"
and | ast t S U e | | engt h,
there sach b () cof CaEskad g mdFgys: KEBRNEAC KA Eirbe el i ¢

i ncl udi nga terningliabagisordnointen Ranexsarerignieyedata mriord sHamagchide aaddr esses
woul d be gegh 1t thiGnd Pin®dr cBQr'it'S?élQné%rréﬂ?&%né%ey@@rtﬁélﬁgﬁ'@bpg to each

of the characpers represented within bit 836. ch of these 38-bit
addr es8es of gabagqqd reggrdtﬂlqrﬂgﬁs @% fo'h’ﬁ@dt?é’ apr%@ré’cPlQrﬁe%il"?@ﬁh %‘b’i:ﬂn quantity on
an 8- byt ebV@E‘,dfoP@k’eﬂﬂ@é)/and’\%théd@ieH‘?éﬁUr& dé@‘h46'(8 garé éiﬁrﬁg)@' BRI Yeq ubR&s, ei ght - bi t

ASCI | charact er t arc key space so that bitmap
836 may bé! Ca)sfc’!'%@fg‘ qéh%B@“B‘?rtog %eéaaed reggrdbq@*geratg ﬁ bytes). In the exanple
depicted in FIG 8, due to the special reference character "" and address
count 833 ofin"sAothebetidpin®d§ ame s kiesctivgedovittsrefarehengtidrmiral datamgcdrocl ude a

" I h 835
enbod nont 00 G- 28 VB B EET BB PEriate b B B e 2 itgheh 7o 25
(kFI (38;%) aSBma ditatates and aBB0abeyerigtitstuide 862 (e.geralpbedress)var i altgl a—l gng'f(g
e [ .
da%/a recorR g @%BV&??@PQ@%?%'[P @ ?né?g] y ta;g ﬁ%rs%@%ngg%%#‘rﬁn%rlrg?t %at a poi ntgr
857 and t €309rch8P0 oay dnclystsi prdding€6d shrep f@ramaxlty)é@@hgh &0 temyindi clafsr ef i xed
W th a 12:dlotg ifan é%p@td}érﬁééy?gﬁqenﬁﬁﬁ?opArtérﬁ%tmepa erRRbiR4 rdeBHNt /S /'status

852, and é/rncu ot s ari to align the
8% ;maydneluds p@isirnga gt ghowni faglarityl ta %bﬂ@@pue@vmr taFminglL byt e

term nal

boundasy uatarrea&meeb%y r'f&rrmruaélan%badragl Meﬂror@%na@anéﬁrargoﬁmmédat a

poi nt er 858 rra eac cont bit term nal ot her data,
such as, » §ENgle t"‘ﬁ‘eth?( Eﬁr m@%iﬁatéé?‘é?rﬁ%é%?rer H‘F‘dﬁﬁ%@r@b)‘ €cord

sear ches. 4'E$'Eéndﬁ@1by@b@ndﬁﬂe3’]t$mr|&@?t@rﬁﬁheﬂGé@r@@érd@&bmawmﬂlﬁdﬁa 828 may be

ted b ' d t f 35 t f

- ecor ds.{ Bt oty 8tk whRE, o@le i eaglh i o cen BBkl a70) . 20
WO 03/ 038683 PCT/ US02/ 35080 I n anot her enbodi nent, and as di scussed with
reference tdGémyraltiabathrsacrhdndidés, s(dH & OAK trdesyardbdaia renoatstn@Abe may i ncl ude
nbeddgd I t t F
erbeddc b57lyBalscHRAes- ARG phpldietcl s B bSYB AdbodiiosaRgs, ol e For
poi nt er cexamplg4vertical nadée §H0 maly eanfain ae§-bBedor |B$ﬁé pnmﬁetrée vetiedl nedbedded
record el gg ris i pe LRKPUCAENOR dRFLiRliAERY eid fbn%éyt% byt es,

for exanpl record trin yt e sequence,
oundary or 8N). Similarly, both search mdrces suc as OAK trees, and data

records may be structured so that 4-byte pointers are located on 4-byte boundaries

25  in memory. Consequently, modifications to database 800 may conclude by updating
a pointer to an aligned address in memory using a single uninterruptible operation,
including, for example writing a new pointer to the search index, such as an OAK
trees node, or writing a new pointer to a data record.

The various embodiments discussed above with reference to FIG. 8 present
30 many advantages. For example, an OAK tree data structure is extremely space
efficient and 8-bit clean. Regular expression searches may be used to search
vertical nodes containing multi-character string fragments, since the 8-bit first
character (e.g., first character 814), the 8-bit second character (e.g., second
character 8-15) and any additional 8-bit characters (e.g., additional characters 816-
35 1... 816-N) may be contiguously located within the vertical node (e.g., vertical node
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etc.) for each of the nunber of enbedded record el enments 844. In another

enbodi nent, and as discussed with reference to termnal data record 760

(FIG 7),wDaesiBss83 data record 860, for exanple, nmay incl kda/s02/25080 t

|l ength 10 861, a 4-bit status, and a variable-length string 862 (e.g., an
| P addr e3K).. Seaichanissas may he disapieats quitkin@ind, re morgythga N mages paya byt e

SEQUENCE. he %rt{ino@‘%lavgl%éa to Egé\reﬁfb %ﬁ%-%aét@ﬂ%h@ﬁ Bafisfithg( not  shown for

clarity) to align each termnal data recor an 8- byte boundary in
menory 104. Alternati velg/ termnal data record 860 may include paddi ng
(not shown fif. Lisa fopygvel dow dipgrapm Babdusieriesa ”@ﬁ*hoquFﬁ?q{Q?'”gl@“%ata record

860 may nébtncur'?&rl.t%déﬂa Q@Q@bage wMRITR the (BN GRERIhg 8)d6midr BaBbagay
determ ne, generall v% her term nal data records 760 are padded to

8-byt& @blgyecks, EQCOOd'BQ'E%erBB%'Gﬁ?tF@Etheﬁ?r?ﬁqr‘émvﬁm'qnerm nal data record 870
may include a 12- bit length 871, a 4-bit status, and a variable-length
string 872 (a@.pdate?tirdd a@@plesamby of Gedren arbayds ﬂnay be semtah(900ilc@a, such as

QAK trees dat a recor 20 str r ed o t ha ointers
are | ocat%b%ﬁmﬁnbﬁl’%‘a%’&@ dg? %Qsawnr‘? atggpregg %F%rp%rag @%‘a SIOnode 810
may cont aloﬁh@lmcal-dtatélﬁasécrecélmis}or[e&amplerfrcbm QIR saredr HOeoveBPOAN and may be

stored atya RIS AINARSS YEHEI M BB sbhofs rpRoBrPKGergboundary,

or 8N). I'ndi Cces , and
recor tis rrad,o -be. sﬁﬁ&wuﬁr&fW\NdZém@fnbnbylueahpmfmeélv@kaﬁ@pw@fﬁa‘t?@d on 4-byte

boundar i s,y d ICYQ{ mrﬁ)ﬁé@ on@m §951€80d¥m 1'59%56)} S8 5[9&5'\'/% 1 Qeslah #Pasein800 may

concl ude by up ter to an dress in nenory using a
single unrelsp@ﬂaedpteabm ée@mﬂ @ﬂ“@ﬁ recepﬁ@ﬁqmn e, p'WéWY@f(ﬁ?FWPEf‘ MUY a new

poi nter tgg.he Slggrl\FrFér%mples‘d%r@&ﬁPe%ay bélﬁéﬁe M@re RhtraMipobtsNg a new
pointer to a data record he vari ous enbodi nents sfgussed above with

r ef er enceagsgciptad Wi %’i‘%@refﬁ?re nEIWeRs iRferiRRPS Nt ddfes. 14!—40@ L&FHI%8, an OAK tree

data 1 Ugdgubdts Itr%n%rtﬂ’eaHri%hwhérpmaltpbffnetweﬁktcomte%s blzcb 1¢|.e20-N. Roged ar
expr essi on sear cnes

used to se ertic cont ai ni ng
mul ti - chaf 883840 @HH?%?/OW aﬁﬁﬁ'ﬁt" r R o 1lglof1a {@fﬁ ST er
first chamaghsia Jtl41)eadtn|1‘eﬁj gpabinta mndraddmmseocmte.ﬂge seaecibrehd char acter
8-15) and %}f'ﬁ? di.tional, 8-bit charact ?53 (e.g., additional characters 816
e

35 1 .. PR ”'8&”%’%’8{‘3 IR S Bo&d)ed within the vertical node (e.g.,
verti cal node 23 V\D 03/ 038683 PCT/ US02/ 35080 810). Search m sses nmay be
di scovered qubnlelltyrnaﬁv&jemhodimntesys’.han 1R0moajespammya nurakrl of eedieh t raver sed to

seachOfohr |SM'%3{§§‘E fo 9 L&Jé@?&smr%rtﬁé‘ﬁuref ?fn%tvbo?k@orﬁﬂﬁellsevel flow

di agram t ustr or searchin concurrently updating
a dat abas éZQmﬂt hd2d-N.hie Th§@ﬂth0dmﬁ%\* 4be Aearsh Sireadsonay aetdeaassociated

with particular network computers and may be distributed evenly among the
plurality of processors 102-1 ... 102-P. Alternatively, the search threads may
execute on a subset of the plurality of processors 102-1 ... 102-P. The number of

25 search threads may not necessarily match the number of network computers (e.g.,
N).

A plurality of search queﬁes may be received (910) over the network. In an
embodiment, plurality of network computers 120-1 ... 120-N may send the plurality
of search queries to system 100 over LAN 122, or, alternatively, WAN 124. The

30 plurality of search queries may contain, for example, a search term or key, as well
as state information that may be associated with each query (e.g., query source
address, protocol type, etc.). State information may be explicitly maintained by
system 100, or, alternatively, a state information handle may be provided. In a
preferred embodiment, each of the plurality of network computers 120-1 ... 120-N

35 may multiplex a predetermined number of search queries into a single network
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5 tabl e | ocks, according to enbodi nents of the present invention. An update
thread and a plurality of search threads nay be created (900). In an

enbodi nenwp 03p3g6e3n 100 may spawn a single update thread t®@crnsor/prosat e
updates to the |ocal database received, for exanple, from CLTP server
140-1 Ov%chbertﬂa&émndsﬂbrﬂbmgstemnmqé@eraBeqtﬁf?’sSeparEeG(eﬁraglo #®cei ve updates
fromQOLTP se ?%0 140-1 ... 140-S over WAN 124, and fromplurality of
net wor k 6’8% 120- N over WAN 124 or LAN 122. System 100 may
al so spawn a search thread in response to each session request received
from the pllara altepnative restbadinkentenputelityf sgargh gueries aEthRNeor exanpl e, a

manger t MEAtBMALhS ffe8YofIRb6)) PREIRNPibeine ndkRpkI Béed Wi th one or

nore net Work nter 0, for session 15 reqal'll?
transﬁnttesdmbleomtlfaiéypﬂrlﬁ*\e@rktoymﬂteﬁ%ﬂ%ﬂk tefrpunay sengipe plura ycfoZO N. Once

a sessi Orgeé&ﬁ%heé SRR RAY hichbASh BRYRRKIOGRYLAN ©200d - 120-Ni's
recei ved e mana%‘NFI hread nmay spawn a seayrch thre?a(i%z%nd a%%)m ate the

sear ch t taiteadtively s WANER4. ﬂ-ahetﬂhéfﬁll'tépf $HRAAAYETES R BN exa In an

al ter nat 's%ﬁrcfﬁr'igﬁﬁibfr%ﬁ as R 8 Btatd Rfdrmatism tanmay herdsesciated sitarath 20 t hr eads
wi t hout polling for

session requests fromth ural i.

corrputeréluem@a 9., query go¥cRadgrgss. prloeRH b ﬁiﬁﬁt Hjh?l’?gw 'éféFnQ%'OB lpds may not
be asgocijadigdk, foidx@ tadeitibag, maﬂtfmmdnsmmldnemtoadalbhmy del rddysbe i but ed
evenlsﬁpar:ron Wt‘ﬂe Rnﬁ | ifﬁ or ﬁﬁ s c.%&? - %Qrze%%mpﬂtl Lhatively,

t he searc,‘HO‘? ioget %ﬁsahﬁﬁ% Y § % 3 L A SR orf pr ocessor s
102-1 . . .erd5tiMentT bachofithe plucdlityxd nsam‘rbhomhu’feeﬁj&%y -Nmayessarily match
the Pt BB Bi Fy lresRliAfan ng ch cuer o
net wor k caimpe netverk pasket for transroissiomrigysystad 10hesugh as Py ‘?’SﬁmFﬂﬁ 8earch queries

to sy quegqqg ﬁ%}éﬁéstlﬁﬁegp’)a%keﬁm &Jebﬁﬁf&%bt%ﬁ\' not d¥pidteli2dr clé‘?hﬁ $rplurality of

searc tain, for exanp a searc ter as well as
state |nftbo$mqueﬂe5tth®ttdeﬁﬁ5rd b@%@%’b@f‘ﬁﬂ@éowﬂ'wné%iﬁa'hﬁﬁ "é‘?%ét query

source ﬂf&gﬁ%ﬁon Qés%k%?é?i' with/R8se @Iié?lek ma%}tlﬁélﬁde mbaramawmn ldmyﬁéle explicitly
mai nt ai ne

t 100, t t t handl e
Ty be by e Al iy bemsiaiineh yeydamim: WashfediakdhBalabbRE "o ©
nfetWOfk ﬁlﬂ@ﬁ#étngééloﬂ@?trﬂe datababd e\ &§., aﬁwngmli\w/% trah@ctla‘gpsmmmmlgglegS(gggber
(0] sSeal C uerires |1 n S n e n

packe@ofoﬁhgi?%ﬁfé‘ﬁl@é’f‘%ﬂﬁ Y%J’Sé%i”e‘wﬁf%d t"@ﬁghe u%gagég’ﬁgsf&gggg@gcket 220 as

depi ct ed ¢dmpibfes adH .commits the transaction.

Each search query may be assigned (920) to one of the search threads for
processing. In an embodiment, each search thread may be associated with one of
the plurality of network computers 120-1 ... 120-N and all of the search queries

25  received from that particular network computer may be assigned (920) to the
search thread. In other words, one search thread may process all of the search
queries arriving from a single network computer (e.g., a single PE). Inan
embodiment, each search thread may extract individual search queries from a
single, multiplexed network packet (e.g., Request SuperPacket 220 as depicted in

30 FIG. 2), or, alternatively, the extraction may be performed by a different process or

thread.

In another embodiment, the search queries received from each of the plurality of
network computers 120-1 ... 120-N may be assigned (920) to different search
threads. In this embodiment, the multi-thread assignment may be based on an

35 optimal distribution function which may incorporate various system parameters
including, for example, processor loading. Of course, the assignment of search
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In an alternative enbodinent, a plurality of search queries and the new
informati on may be received (910, 960) concurrently over the network. For 5
exanpl e, wouwsabieBy of network conputers 120-1 ... 120- N n®R¢TSsS0213308€
plurality of search queries and the new information to system 100 over LAN
122, or, quétlek &b Bedrc eryadswAbl ditahge Buer trheirkeised Ypor vayioye Shisteiler i es may

contain, for exanple, a __s : 0 , I ¢nformation
t hat mypﬂ@%&ﬁ’gﬁg?%ag Wotcgg%jg% Hél%gﬁlﬁgr‘ ?#ﬁ*&."@&ﬁ%ﬁ eighﬁ%&%dr ess,

pr ot ocol Vhy@s, metian)smsTihay hewséhiomonyy sarefaguergs ithessigned segichexanypl e,
addi Ui ong, SR HISIIANS 0! s tleE! bPBRrile AfibrRAREmoANHisraYodegs gr ouped

t oget her ransaction Wth an associated identifier. For exanple, in an
enbodb mentessagmshtoliéng, sempbbergbialy: of network conputers 120-1 ... 120-N may
mul tiplex a predeterm ned nunber of search queries and new information into

a single %‘ﬁ%‘ér@qﬁ&% b sk @T\OBD)SHE BBtabass biadedronlife assigek as, f or
a

exanpl e, si ngl e Request Super Packet 220 (new infqr.mation not depicted
for cl ar isegph gpefies. tIh eI, %%aﬁeﬂébéﬁaaéjm eﬁ@%\&i”ﬁ‘@%ﬁti on within
_thel taangggrtch Qleridd ors b |e,inm;|@1éf@ﬁin@mas©ed§a(e?.,erqlhestthose quer i esdmgy
i ncl ude the transaction identi r and, t c i ntai ned by
syst em 1§operRasket <8 3&&?8{%4' r'J égdz)a?fp??éégat}/\)t%heﬂ{er%x’rt{gac nlrgﬁyl?% t he dat abase
(ih- €.10 € pBrfornfd W_@Fiﬁ@&n’t bm&sﬁl{:(britﬁm}ad. MIgmeqtﬁﬁmga@emtabﬁ%ﬁl ll‘néépend Iupon
the transacti on w nd. until . t r ully conpletes
and comﬁdﬁgeﬁ%‘épqr}tlgﬁé‘ﬁg?r?ym Stigigre §fet§f8g%{aﬁaégyﬁan%yéﬂg&g@%ﬁt’ ned (920) to one
of the seaaehinghnedstabése maprepssigipeg the mﬂpéiﬁcﬁlﬂﬂé@PWéWﬁ?V‘ét B search thread
my be assoclal gd i bl 0% QL ochf BhlEAkidekaol Jbeh MK hakaom er s 120-1 .

120- N and@4[° arch queri es received fromthat particular

networ k .conputer may be assigned (920) to the _search %hre . In other
wor ds, one Referiiiy tohnedatabase enbrdigentaiusirgiedim ElG¢h AeRPAZR/E B arri vi ng

froma single pRUMESd (SRR YE&Th ?g\/ug{ne @ats rdt@k e () dathibastrec®@dBa@) ment , each

search thread may ‘extract i1ndiv earch queri f.rom singl e,

nul ti pl emdemn%'m%%ﬁ:ﬁ%ﬁtfd( keyymay 'ﬁ?@af?@é{e?%ﬂﬁﬁ%a{%ig{m%%%gs depicted in 30
FIG 2), Ofianaablhifaiheriivstritse BN, sdbbloasitayile2opeay fishiedsaaycheddi f f er ent
process or

t hread. | n anot her. enbodi nent,,. the i ceived from
each of t(ﬁ%o)ﬁpmhélsle?vhd‘ley’?HE‘bﬁ@rrﬁaﬁ%m8??”&"@83’%%5Qn%)%ggq{ﬁesrrsa{/@be assi gned
(920) to ghf heEesEhsE@B0) Tridwigadsord cortaspsndimdtecthensearch keemay then- t hr ead
assi gnnment may he based on an 35 optimal distribution function which may
i ncor%bra‘?eed‘%}éﬁmB system paraneters including, for exanple, processor

| oadi ng. O course, the assignnent of search 25 WD 03/ 038683
Referring to the database embodiment illustrated in FIG. 6, domain name data

610 may first be searched (930) for the search key, and then the resource data
within name server data 630, corresponding to the search key, may then be
determined. For example, for the “la.com” search key, a match may be determined

25  with domain name record 620 in domain name data 610. The appropriate
information may be extracted, including, for example, name server pointer 626.
Then, the appropriate name server record 640 may be indexed using name server
pointer 626, and name server network address 647 may be extracted.

Referring to the database embodiment illustrated in FIG. 7, the TST may be
30 searched (930) for the search key, from which the resource data may be
determined. For example, for the “law.com” search key, search nodes 701 may be
searched (930), and a match determined with node 730. Key pointer 736 may be
extracted, from which the key data record 750 may be determined. The number of
terminal data pointers 752 may then be identified and each terminal data pointer
35 may be extracted. For example, terminal data pointer 757 may reference terminal
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PCT/ US02/ 35080 queries to search threads may change over tinme, based upon
various system paraneters, including processor availability, system
conponentwpagfsseaance, etc. Various nmechani sns may be us@dTIES0ZBI8ERY
search queries to assigned search threads within system 100, such as, for

exanpl e, ahar8cbraT80EMd tdriHirdl datragﬁeﬁamm@wgncdm&mnamhor es, etc.
dat abase based 8@? a:agasm gned
t

sEg;?cﬁeglrjgﬁr‘]’PtEdg.r eqadT%‘yaé'ﬁEta?ﬁgH@ﬁfeS% agaeéarq:hnarna SHYCHE &°i ndi vi dual
Z ear CE qlli%i gﬁd ha@esangt ngg»@rk sddrésspi7ex ey Mﬁr}/mi kxtmtdda‘tl on eacFI]n Request
uper Packet icted.in ternatively, the extraction
naf/) be % 5\5?8‘%1?\@ 9“8'”8(“1’% Igpgtﬁ; iﬁggggl rSPp?ﬁ%'P@ééd Clyearl y, searching

t he dat abase may depend upon the underlying structure of the database. In
an embddi nerReferringdo tiel degalidse edﬁiodbrwéillnaiyatd@heﬁ@ Gpthe QAetreddiafi cat i ons

cont ai ned b%\%%%cﬁcﬁ(? %382\‘05’ i uéeaarroﬁ @”ﬁ&%t\/vrﬁ’&} %éch &ed%Q Haylpequeri es

dependent nsac dat abase “enbodi nent
illustrat deltermnnédGFomexamlatfarstbeﬂlew caay searsh lb@y searchioges §8bmay e t he

search ke, T{Iﬁé?d Wgﬁbf‘ eh@ S4htch BolminddWARGSEe BS6OBHodEMuarERIesRANII NY L0

the searc eterm ned ferring t he dat abase
embodi menbe ﬁkﬂr@@tﬂﬂ drosgwhigh theckeyslata ersrudb&Gmay pe é’emmﬁﬁy The pPePbPe sear ched

(930) 160r of ﬂ%ﬁnﬁﬁ?ﬂ&g pkiR¥ers 992‘ ma'yfthe'h B@Iﬁéﬁhﬂea analeadRtfinangsta pbidgt snapshot
file 510 e searched (930). The data recor corres ondgﬂgg}ép t he

sear ch keweﬁw QW@ﬁtedZ(E opeXateRleriRinHER] dafepQinter ﬁ% gy fH/ErensE enbodi nent
illustrat @Qtalreccﬁb@eo%nddamm d@&fﬁbnﬂ@’ia‘ﬁS rﬁé)Ore‘ﬂ@‘;énée an?d tehminaledate hed (930)
for the seara 1{( Wy] Ee resou rver data
630, corr EREhEIH Ttﬂeo""’lr e5'8Q9to iegoyce c{?g?/’ et%e'ﬁarﬂg Se'?fg'f &5 Hﬁon%eq?%rq‘—%r exanpl e,
for the "lga2 aﬁﬁhaﬁe&bﬂmhewormadmesﬁﬁmwdyehdeb@emm BSnweatth donmmi n nane
recorq.620Q in in _nane. data r i nformati on may be

3{5 e d?er ﬁiagﬁ{scorﬁ gﬁmgﬁ%%ﬁét% 86T%%d%99 I%B{)é&{/gl y

extra nane server’ polnter 626. Then, the
appropriate nane server record 640 may be indexed using nanme server
poi nt er 626, Eanihdsezscrethemdvedy ereeindP40) aduvrelly obagargiayenties extespendog

Referring, 59\{%%85934?% r@@?r%ﬁ Géﬁ&d'lf%'%td']hé Héttfaﬁ'ﬁ%r bidaktlcliar dearttiRey! ST May be

30 searched e search from he resource data may be
det er m nedhe Eoly rexuinpge aﬂ@PPtQﬁéat'eI'W%'Qm S@B&Scwr%@mp'@é’%ﬁ'@w nodes 701 may

be sear Claﬁg'aé’%?’ohefeﬁﬂ% 18 FIBECH- ol edr@kamnprRda Wbarn 'R@gﬁh@fﬁ@e “BR)coRpi nter 736

may be extracted, from which the key data rec be determ ned.

The néRberndthe straspARing|EsqUISEIdRtaPightias 150y 1tF1|enMB'L§ tﬁg%ﬂ?‘? P8"8Y and each

term nal dahar RelwoHeaddBEss Xy BE agsticiatsd With a E@ércﬁkaﬂprh @hichease, madredat a
poi nter 757 may reference ter

than one name server network ad%ress may be determined.
The replies may be sent (950) over the network. In an embodiment, each
search thread may multiplex the appropriate replies into a single network packet
25 (e.g., Response SuperPacket 240) corresponding to the single network packet
containing the original queries (e.g., Request SuperPacket 220). Alternatively, a
different process or thread may multiplex the appropriate replies into the single
network packet. The response network packet may then be sent (950) to the
appropriate network computer within the plurality of network computers 120-1 ...
30  120-N via LAN 122, or alternatively, WAN 124. In one embodiment, the response
packets may be sent to the same network computer from which the request packets
originated, while in another embodiment, the response packets may be sent to a
different network computer.

The update thread may receive (960) new information over the network. In an
35 embodiment, new information may be sent, for example, from the OLTP server 140-
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26 WO 03/038683 PCT/ US02/ 35080 data record 760 and term nal data pointer
758 may reference and termnal data record 770. The variable-length
resour ce Watoa/03ss8y. , nanme server network address 762 andPOAMSIYEI08Er
network address 772, may then be extracted fromeach term nal data record

ursﬂ':, ng the t1 It@?@mﬁ@@ oaaﬂvvﬁgnzzr anpeet emlommenfs B?ét@ﬂhrm@gnéyﬂrebéige?gg S;Jafse

enbodi nen u in , rche or

t he search‘ﬁ?é?s gt&]f%??fﬁerlshéor%s {]4:50 \&iﬁaﬁb@nggg WReal * For

(egg(r)r;ﬂ e, f&@tﬁvo?meorﬂ;blgw.scmmﬂ .S€20- Nrovkﬁ%vm\g%ar@nmdm &Qausmgge sear(t:)hed
and _a matc e ec 7 may be

ext ract ed 2ol %F'@ﬁo‘fﬁ‘gngé’g" %ﬂﬁlfgf'} ?ﬂ(&o@@ﬁ @’E‘gé g%(gﬁlsrw%ye%e dhe number

10 of 5ermerr£hhratltatoas¢mchnt1&er&es%®l thayeWIrréomhﬂoncﬂ@aysitéme@Oamd e h term nal

data poin , i r 857 may

refer encetl?%ror[}‘i”%qua?'&glp E\I:?rhd §(§8 §&(63H§e'fﬁrw ‘%%W&Q@Jée”g%g%’ @'Pé“g}

r ef er encesaardh tjeenssrand thanaw inferaatidn 81&y. beTieeeivaa (I 860)maogturanty our ce dat a,

e.g., ha vesr%%(ﬁé\%ﬂlmrk address 862 and nane server network address 872,

may t hen racted fromeach 15 term nal data record using the I ength
861 and 871, respectivel Each search thread may create (940) a plurality
of search rdpltheBNSIpsadirrrmMbimen, ionexamrle ghe Mewdalonatigierdes. |f a mat ch

i's notqf oaRhdb HewlddpHin thla@{ataS%Wamlé%werfda% %%Wndiﬁdsér@&r'f@td@n an
appropriate indication, such as, for exagé)\%e the null character. Referring

to FIGS. Gx'ﬁt'”gf‘%ﬁm%Qﬁﬁﬁ‘PeetCaAété%{}aEY?'Bk H\forﬁ@t'o!‘éﬂﬁydﬁ‘i‘f?afe $®tand t he
corres pondbﬁﬂglknrr%?gélrfe@&dd ﬂéme @egm ré@_@rd' &80. rﬁaylbél-deleﬂ&lﬂ fﬂﬁ)n’& iﬂ\@fﬂja@b@s@aﬁﬁ
server wor k addr ess ciate a searc i ch case,
oA I A T M - O S e
may be sentdél@l‘é@)asamo;briﬁe nmtawoerhbodlmerans@mbaﬂdmmmatlomhhe sear ch t hr ead
may ti th i i In ke

o e BpBtats Ba BP EARIoeR Gur e BB iR A L BT EL RSB Tk packer

ont a| n| ng cbhsastent modifitatigueet.es (e.g., Request Super Packet 220) .

Alternatively, a different process or thread may nmultiplex the appropriate

replies int lgro?gég @95%anggét.\eﬁrn%%gﬁﬁ&&%tvar.zngciﬁsmgﬂéﬁs &%mgge packet may

then be sen he appropriate network conputer wt

pl ural i t yresereheddiinng, @epications of dejetions. Begausepgparehyaceepaie the2, or
al ternati Uﬁb%asé/\émo@?e@tnckéﬁ Qﬁ%oﬁd’gﬁﬁqﬂeme(gg tch?y 51??%9%@ prcﬂﬁd%'@‘i‘/@lﬁnrfmy be
sent to the sane network m whi quest

ori gi A&t egachgatakase e%‘?fgtt?@?t'fé Fﬁf’oﬁﬁaﬁ%‘ﬁf‘reafjﬁéh%t é’%'?f‘dh@@ dﬂ@c@%*é? §et,farya be sent
t 0f a dif patiembr mtamrewes@apaatgbasemuﬂuadaﬁ@aésbb@wa Wity a frégRicliéh (960) new
I nformati Ca)rne lg\{)%grgsseande a \é\DbsequeI%][ query-retry of that particular database record is
required. Once the transaction has been applied and the modifications are
complete, the dirty bits may be cleared for all the new database elements effected
25 by the transaction. In some sense, the new information may be considered to be
“committed.” Thus, the database may be transformed from one valid state to

another valid state without restricting search access to the database.

Advantageously, no operating system or database table locks are required to
prevent search queries from accessing the database during these update periods.
30 Aslight performance penalty is incurred, because a search query may need to be
repeated if the dirty bit is determined to be set for any particular database record.
The dirty bit may be located within the most significant word of the database record,
so that the bit may be inspected as soon as this word is transferred from memory
104 to processor 102-1, for example. Additional memory transfers associated with
35 the remaining portion of the database record may thus be avoided if the dirty bit is
determined to be set. The query-retry period may be on the order of nano-seconds
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35 enbodi ment, new information may be sent, for exanple, fromthe OLTP
server 140 27 WD 03/038683 PCT/ US02/ 35080 1 to system 100 over WAN 124. In
ot her enbwoiosostes3 system 100 may receive updates from OPTR/GS02/8%86 140- 1
... 140-S over WAN 124, and fromplurality of netwrk conputers 120-1 ...
120- N oveor Mél‘dxémmy syisfévin BAbDodiksentl discussediwitlhbeference o BiG. énbodi nent ,

plurality =N\ Vi rallty of
ear on quepiel EbEERTRY  Pedelbbiore s EoDP AeBeata ARt
al t er nat |d%dit3@,se\m¢<l>rc_12galn(:onsequent ly, in this enbodinment, the plur al | ty of
search queries and the new information may be received (910, 960)

concurrent| )&lterﬂ‘é%ﬁy,%h%h@ﬁ%"&ﬂ%blt &%eﬁ’aﬁ%% cfrﬁ%f?\lgg];dnggctﬁ)'ﬁbﬁg' ment, for

exanpl e, the new 1'nformation ‘nmay omal n nane data, new nane
serve® dafzcwt-lrert'ﬁ@v@onalﬁ@né@m%re%meyrbe resenstipigd dvmaing Gealests Gthe

Al teernat i gah Yog, bNBgMeIMabEf, %r@éh@l@a s doffh&Rbachidah tanssapmin name record,
nanme server record, etc., nay del eted fromthe database. Generally, any

i nf or mat | GHRRASAS AYFR@SWF P'Pﬁ%r?'h‘é“%l'&? ek @y prgowtendiEy Pitehai? fed  or
del et ed, |@mragfésahﬁ>dlfican@ﬂthaﬂ‘@<hdt PERNGF, anSEeRIrRY trermdctfdncwpem@ to the 15

dat abase y be ou er as transact] o pplied to the

Gt abace e tugy cHhOVS Bl et b B R Popaly oA ttaRtuid M act 1 on may
i ncl ude VcwenoteSultﬁﬁbith@tdgqhsnag‘erdWMe dlrtyetﬂnsdluadndah bagrsng modi fi cations
or del etltons tBeca se s h ach Io tnere d%t basre d tnr?c%dr e,ﬁtrl cted, an
i ndi cat or'FeEFE"™ ! ﬁ"ex erdt%? Bl PRG RGNS e VET YR P FRIS I P58 c h

dat abase ofdiow; cecoostnating yhet duerg essult fromihe bganategter maydre preferred,rsby bit i s
set for athatp(ﬂétqbg lr@éulﬂﬂ&ﬂh@lso% Jrﬁﬁg/ro%adg@t abase nodi fications associ at ed

an

with a transact o progres a subsequent query-retry of that
part| cul ar database record is required. Once the transaction has been
appl i ed andYWhie theaumberaafidgiebase eecotshippdifieationpwithinra singe transagliomis cl ear ed

for ajg t%e%‘ﬁ’uﬂ%ﬁ&ﬁ%@ll?r@ﬂér%a‘éﬁ&rﬁﬁ&l@@bs aﬁﬂc%tmgnﬁat@ﬁwctl on. In sone

sense, the new infornation nmay be consi dered "conmtted."” Thus, the

dat abase WaptaibtheBieraicly. easisiensay: (b‘fr‘i’@t’(?'&?f‘%ldg'iaét“@’ ‘?féhe Qﬁ@?% Mayi d state
wi t hout r&ﬁéréhtﬁidr@@ctﬁﬂ@hﬁ?éy RCERESorted fosactH aipase en&duama@gwédi y, no

oL a1 AR 0 o b 8 ke S ko
sl i ght penbdifyimnitaipesabdords 410 acdi426 thodligingdatabass mr:cwzumrdy may_ need to
dat afibe TEE e SREREY 1570l et Sem A0 el e Sl gni 1 cant
word of treeorda8lemdealcleting mdiatalese rdratd (ee, databamyreb@didiSpelt ed as soon as
this wor dRéférrﬁ’ub%ﬂ(;e.rbr, ?cg e&gﬂlmqumlh&cﬁon may include modifying domain name
record 620 and name server record 640, deleting domain name record 620 and
adding domain name record 615, etc. Referring to FIG. 7, for example, a
25 transaction may include modifying key data record 750 and terminal data record
760 and deleting terminal data record 770, adding key data record 780 and deleting
key data record 740, etc. Similarly, referring to FIG. 8, for example, a transaction
may include modifying key data record 850 and terminal data record 860 and
deleting terminal data record 870, adding key data record 880 and deleting key data
30  record 840, etc.

The update thread may create (970) a plurality of new elements based on the
new information. Typically, modifications to the information contained within an
existing element of the database may be incorporated by creating a new element
based on the existing element and then modifying the new element to include the

35 new information. During this process, the new element may not be visible to the
search threads or processes currently executing on system 100 until a pointer to
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104 to processor 102-1, for exanple. Additional nmenory transfers associated
with 35 the remaining portion of the database record may thus be avoided if
t he dirtywbios/0s®83 determ ned to be set. The query-retry pe@cCrTaornsipsbe on

t he order of nano-seconds 28 WO 03/038683 PCT/ US02/ 35080 for the exenplary
syst em enthediewsriersentihes bese dvritieth o thefdatabase Genétalf, aﬂdltnoﬁ'g/tmitbal ly, the
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exarrpl e, as 1Is Co ractice 1n rans ctiona es” syst éms. For

sear ctp querdlies deleig” Grﬂ‘%{?eférﬁ@ erdatabasediin anotigrienshpgirnentatheslelegjpreof an pr ogr ess
nodi fi cat é)@ﬂmb@"f’émérﬁ fridRt th@@a%ab‘éfse ﬁi’éy%%b&gpﬁsrh@@%?%%%rtmé Qg‘%ﬁ‘lrtér the

query may usually incur a |esser pefformance pena t han” r econst ruct i ng
the 10 quirthe f»’@gfdngte@m@rﬁﬁw%an wrﬁﬂ%@ﬂ'ca\%éﬁ?é ?ﬁ'é' @Pintsy. #3¢4- Is due to an

oNngoi Ng  {HiPEHRRRAhEN, Welupdar Brbardesnsreb aedl dibsahi ifR%e daafisked over an
ext ended erlod of time, reconstructing the query result fromthe I|og

manager nEQIHRNGPEWANPERANO8,  that the query result may not be unduly
del ayed. Whil e the nunber of database record nodifications within a single
t ranstrt i on Referriddtog@ided alol gxampleiemdry dpoppe forlal new dath régasdigid.on i ncl udes

and dur abiES PR Rl o el e S e b o SREL L SRR Do
envi si onetechbuis 464c Nedaviairagtorenbp e nepied thefsta 82 of date heaord48E5and and 6- 8.
Refer 11 Ndothgr filofingthn 1h8 bgggmgrég aﬁ‘mdtardagéﬁacédbgpem@@%b%ggs fgedi T yi ng

dat abase recor r@g dat abase recor ‘and 20 adding a
new dat ab@&Epiecbaio F?(O@T@f434dd@f§m9?§éef oetd. A3ty bibéed mal mipodet abase record

420 aqyl dﬁl:naaédmmn ﬂé\?v%?asr‘aecbﬁncﬁdj Reéfeding tPRbBEHBsS %ﬁ%elgﬂe%m oL

Referring to FI G fo nple, a transaction may inclu di fying
domai n naﬂ%"c"?%@d:r@s&tﬁ é?fo?’ﬁ@m?@ é@%’}‘mff&@@?‘@“mmc&&eéﬁ“h "eRiPrai N nane

record 62faméslanddsidionthin Bame BeRaREoMRGRIHED BlPe RidbasReferring to FIG 7,
for exanple, a 25 transaction may include nodi fying key data record 750 and

term nal da eCO{?dF 720}c and d | eti ng term pal data record 770, adding key
data record d&a tloﬁﬁxarR & TASETYSPRGT T AW dqrpain 8pme reedry
referri nthB:)mEyEeawocatemfrcemarrpéraoryq)obrmsaate'd@mh thayomai ngfiee nodi fyi ng key

ot & &P SoioRRR R0 AR TLOBL, A0k S58% HrRALP eSOl LB gL 0oL
840, etc. né‘rhedatp@dﬂe Thhmewdiammm samaiay(tet®rmalizeidendl dopieddd theenewel enent s
based on fd}fain name record 615, a pointer to an existing name server (e.g., name server

record 655) may be determined and copied to the new domain name record 615. A

dirty bit 618 may be included within new domain name record 615. Other

25 information may be calculated and added to new domain name record 615, such

as, for example, a number of name servers, a chain pointer, etc. In more

complicated examples, the new information may include a new search key with

corresponding resource data.

Referring to FIG. 7, in a more complicated example, a new search node 705, as
30 well as a new key data record 780, may be created. In this example, the new
search node 705 may include a comparison character (*m”), in the first position, that
is greater than the comparison character ("), in the first position, of existing search
node 710. Consequently, search node 705 may be inserted in the TST at the same
“level” (i.e., 1% character position) as search node 710. Before search node 705 is
35 committed to the database, the 4-byte “greater than” pointer 715 of search node

710 may contain a “null” pointer. Search node 705 may also include a 4-byte key
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new i nformation. Typically, nodifications to the information contained
within an existing elenent of the database may be incorporated by creating
a new el eworiB/038s83ed on the exi sting el ement and t hen nodiPCyiusg2/83080 new

el ement to include the 35 new information. During this process, the new
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o1 6 25 onim et ed BB SSTOACHEd FRSAUISTP GBR Bon”hdy PR PoE8oR B sear ch
key with (£@rrepRoRdhREdndEPids6ercdatring 8B8foebytergqiiencel (&g., F180.n1a"yror e
conpl i cat gr?d gi)ét?/rkr)?tl 8%'7. ?\lﬂe?neovyy gggcreCnQay 8(9 glloz:g?e’d fca}rS search node 890 from a

memory pool associated with plurality of search nodes 801, while memory space

may be allocated for key data record 880 from a memory pool associated with

25  plurality of key data records 802.

The new information may also include several modifications to existing records
within the database. Referring to FIG. 4, the new information may include
modifications to data record 410. In this example, new data record 420 may be
created and the information from data record 410 copied thereto. As above,

30 memory space for data record 420 may be allocated from a memory pool
associated with database records 401. The modifications may then be applied to
data 422. Data records 410 and 420 may also include dirty bits 406 and 407,

respectively.

Referring to FIG. 6, the new information may include modifications to name
35  server record 640, such as, for example, a new IP address (e.g., “180.2.1.27). In
this example, new name server record 660 may be created and the information
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30 well as a new key data record 780, nmay be created. In this exanple, the
new search node 705 nay include a conparison character ("nf), in the first
posi tion,wWDat38683 greater than the conparison character @CII/gsp2/s3e8t he
first position, of existing search node 710. Consequently, search node 705

may be i i bRthdnie $d1eer T&dord 810 thisies &eketo”’ [A8\eBbVe, (ermory spate fohar act er
posi ti on) as search n8 fore §earch node tted to the

B
dat abase," sqv%ypgor %gPé%ﬁyé?e ?qlﬁﬁﬂwd S g}e”?i%p%éfagﬁocag \(':VR €710 may
cont ai n ananfibdrverecsrtie 631,38 adleatioelg, fr@b argeyerl mmombweswoht@yte key 30

WO 03/ 038683 PCT/ USO ' - hi [

to the nei @nﬁa?lyer%ai%%&?g@ %&am%aﬁemrggﬁgﬁﬁg@yéﬁ%cﬁ'e ; Eglynt °
| engt B 7&d tfeagpropridié 7leldmathtrwaene7%v¢re“egord 66DNdH. .c89.-i n@mersb@étlﬁbl resource
data), a vari abée% ! ecrﬁﬂ Bt%gé(n?g/‘?be lﬁclgd Eﬂlﬁﬂ%é 0{@66@n’0edded

resour ces® SEUrEe g
vari abl e- $|emigrc rtmodlésailmnséo e varigus7gements %@ tsedata @%e @@bgdlmer@go 1.1.1")

and di rt y,Qi. {lbed7\9|¥h r%gp%vtoqﬂﬁgeé ¥ 8Bfe alsh A6AkRMIA. search node 705 from

a nenory poo assocl at e nodes /01, while nmenory space may be

al | ocat ed for the key data record 770 from a nenpr ool associated with
plurality dhekey ialpiraatioadeayalso inghide fie @@?W‘rqfﬁb'e?%t e§Xiinds or exanpl e, a

new sear Célemeﬁﬁmﬁ%)theae%té/u%%é #borfe érﬂwadiwm ﬁl@h@wremﬁwd e dreytebe creat ed.
In this exanp w search nod

i ncl udi ngPUtftQﬁ d'ét)(ﬁ’ﬁ}?f ﬁ‘"e eéerf‘% ippe dﬁ'@ﬁféj 'P?Agggé%‘%y(‘@ Bgéétégl é @Odg& bi t
;: ;2% addélﬂﬁk%r%od&ﬁbrﬁlﬂhéw Ldxplicidderss emwmt ; n&f)&e(oeeged vmoh, thawirgi ght - bi t

C er e L 895 ,
iy, a v sondenaigoR e Tosmera oL s isbokRt e fiRh BEbEEECC B9,
Fir tSL aglfllRe&mn@% R@y4, pimextampte theemaw Dédrmatdemag ticludedhedeletioreeft i cal node
in L > I
oy dita P50 atlyhay DSy dsiaReEﬁW@%ﬁ?f;ﬁSﬁ’Eﬁ?%ﬁ]@yKﬁﬁ' data
record 88iemey infochaiite raakisglude i delg@®n of dogain nagne rega 670y phicBs2 (e.
I ndi cating, ¢ ﬁ%@%—t}ﬁ %’ng gﬁnﬂﬁttd@letlo‘?\s\f@ﬁfe%lﬂ@ué QnglbhtsK/ﬁbhlr&%% (e.g., 20

"mconi), a nu resour ces éq 1"), a resource length
885 (e gdatab@se)embpdrraentaseécrlbéﬁgﬂth referange R FIRS iR dgB8 e Dyt e sequence
(e.g., " 1%91%8%'3?6 and dirty bit 807. Menory space nay be allocated for
search no roma nmenory pool associated with plurality of search

Fr om 20 mormor 1o BoReHBESE DG o) 225NV E50LT e DA B0y ds. 802
The new i glaiRR! | MMdBY addveotherttyislemas vietifathensedirdh thssade tisat tee exi st i ng
records particular database record is associated with a current transaction, and that a
subsequent query-retry of the database should be performed. Thus, each of the
database records effected by a transaction may be identified. Referring to FIGS. 4
25 and 6-8, for example, the update thread may set a dirty bit within each of the
database records affected by the transaction. Dirty bit 408 may be set to “1” for
new data record 430 and dirty bits 407 and 406 may be set to “1” for modified data
records 410 and 420, respectively. Dirty bit 618 may be set to “1” for new domain
name record 615 and dirty bits 606 and 668 may be set to “1” for modified name
30 server records 640 and 660, respectively. Dirty bits 707 and 807 may be set to “1”

for new key data records 780 and 880, respectively.

For clarity, the top level flow diagram illustrated in FIG. 9 is extended to FIG. 10
though flow diagram connection symbol “A.” Referring to FIG. 10, for database
records to be deleted, the update thread may also set (1075) a dirty bit within the

35 appropriate database records. For example, dirty bit 407 may be set to “1” for
deleted data record 410 and dirty bit 678 may be set to “1” for deleted domain name
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wi thin the database. Referring to FIG 4, the new information may include
nodi fications to data record 410. In this exanple, new data record 420 may
be creatwo oansBéBhe i nformati on fromdata record 410 copi @dTiUser/8i080 As

above, 30 nenory space for data record 420 may be allocated froma nenory
pool assesdoad 670 WDt rédeadraas and eB0y disnahd hamé hecoma dil 5,irzaid semgermay t hen be

lied t d 42 41 d_420 | include dirty bit
206 and 45FoE PR ARE RS SRERTER AT e TR AR T TP et on rmy
i ncl ude netbinfantsawitidn ¢het datatzase, wBike wedified datacecatd 840, maditidd @esne f or exanpl e,

I P e 2 |
2 now ! P GEEE Ao Fod, pabBlets fefid 10 d MSeEXATR S MR ver
PCT/ USD2/ BEy8@ dansidersiddo harieldselementsigthir theglatrbesdi bdtheseexamplesis above,
MENDrY SPAGH rfegérd.ﬂ@rl’@%s%%réé%otﬁ E“‘*%QifiQ@Odd@chBF‘d %d égcét‘d“ﬁﬁ’etéé"%lé‘té menory
wi th the s 631, or, alt

pool assoclate name server recor ernatively, from
a gener al r¢adbry pool associated with nane server data 630. The new nane
server | P address may then be copied 5 to the appropriate field within nanme

server recorthf@atd thfead BaPwrite1888) £ B6MBF td the JBEBRES Bsif§ 4 sinfledi Tty bit 668
may be included w thin new nane server record 660 SimTar nodifications

! . 60. _
to the vatNBiRrUPtibRORELRUGH  FPRCERE aRRMABIREENEMBY B FeMIUtedfadlis i bed with

r ef er emce db@bbsd3i.e. /betdrhe8nsthftafbSaBCOSIbIe NP it RErchiRfadeveri nf or mat i on may
al so include the del et,jon of

at,. l.east one existing 10 el enment within the
Gt abhe. Prirests) dmatn S o RL OB ey St e bR i itonnt the vty
bit of theithinghedbiabasd)eAddibaiszdd abyvd) ¢his apprbyridid dcafiaratmay bhmégreed | n
th nbodi t : ici.t_ "del t. . ted, with
The i 1ty T RerOBAss ot ARt ndiE Bhodlion riELEL & srplERln(ReBF bR P S0 2
fromthe aapr@baate.lengmaf levani thgughothBInew eleménts n@yabm{i@bletm&mémf or mati on
may | E§' “ﬂﬁeé&%@e‘?@fé&&@e%@tﬂéth@a&é{ gﬁ?%ﬁt%ﬂf}é%’th&’@!?%h‘E'Wr%adjsnt‘ﬁhf’d? dirty bit

407. Referring exanp the new rnformation may include the
del eti on efBchioemidatahasrecle@ent Map e pagief aleurraphyiranpastioneansl thetabit 678.

Simlar de|edd.ABst d&rﬁé@ry,"é}fr’é%!%trﬁéﬁgﬁgﬁrg 1 fehb oot Ry taaHcabasgy embodi nent s

described wth reference’to FIGS, . | 8 are also cont e,n'PI ated. 20 The
updat e t hFeggetapgsesbqdime)ts gotaining MUPIRIRYTes: BHE RFPAsARIePUPRR ity of new
el ement s. jexROtEkaiRPRINEsrs th®Idididiiels WhilddndtRér ihdex tBRoRRaT sdintbRitgads t hat
t he Eartlucul,,ar dat abgse record. IS ﬁﬁé)c' a&jﬁd with a current transaction,
and t At a"eVE RBEENEOBRRIMG e e FRSOUHP™ 5X0RIBIHH I BRMPE f or ned.
Thus, eaclkhw®tombB® name records with the same domain name, or primary key, may exist

within the search space simultaneously, but only during a transaction involving that

record for a unique index.

Referring to FIG. 4, an 8-byte pointer corresponding to new data record 430

25  may be written to hash table 403. Referring to FIG. 6, an 8-byte pointer
corresponding to new domain hame record 615 may be written to hash table 612.
Importantly, these hash table entries may be aligned on 8-byte boundaries in
memory 104 to ensure that a single, 8-byte store instruction is used to update this
value. Referring to FIG. 7, a 4-byte pointer corresponding to the new search node

30 705 may be written to the 4-byte “greater-than” node pointer 715 within search node
710. Importantly, the node pbinter 715 may be aligned on a 4-byte boundary in
memory 104 to ensure that a single, 4-byte store instruction may be used to update
this value. Referring to FIG. 8, plurality of search nodes 801 may also include a
top-of-tree address 899, which may be aligned on an 8-byte word boundary in

35 memory 104 and may reference the first node within plurality of search nodes 801
(i.e., e.g., vertical node 810). An 8-byte pointer corresponding to the new search
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dat abase records effected by a transaction may be identified. Referring to
FIGS. 4 25 and 6-8, for exanple, the update thread nay set a dirty bit
wi t hi n eawb 00f3¢6B®e dat abase records affected by the tran®adtison3soBhrty bit
408 may be set to "1" for new data record 430 and dirty bits 407 and 406

may be SeﬁodeCBQmeayf bé witteh fo tﬁd tcﬁlﬁbfatredmsw%lm@rwsm@e starespect i vel y.
Dirty bit, 618 may

f,or and dirt
bits 606 BRH'EEE I %eotfybqse e(gnbof:m§rb§ J%g)q&: &ngtgnge @gﬁs@?r\\/gﬁér ecords GZO
and 660, rﬁ@ﬁﬁﬂetamﬂbt)NISIHﬂB ttd Wemea&hﬁﬁﬂeadadNMBIUMﬁelﬁbe§élre instrugtion, f or new
key data recor I | evel flo
di ggr am | F&?Wr‘%ft%%% \ﬁéf@??% %e??c%x ¥p ug:gm&% Iéxhllﬁaﬁ"ét@%w d:/agr am "
conned i oopesytidmyithe' rdeERamyrber@mmlﬁEd@thﬁ(ﬂata‘b@Se w&h@lﬂiéﬁ%USQ@fcords to be
del et ed, %Qe?aﬁr@d%;s?erﬁ Qg%ﬁg@){i@g%@et (1075) a dirty bit within the 35

ase recor 0

appropria r exanpl e, d| rty b|t 407 may be set to "1
for deleted data record 410 and dirty bit set "
del et ed dondreferiagnio BIS. \?\Q)fQBﬂ@iﬁB@"ep@'ﬁﬁ@Eb?ﬂ%'%@gdr%%r%t%e 'T_’Dat a record

420 and 4 emgeme'?\t '&%téﬁ%@b&nt@ﬂém fh@'@usﬁﬁg WRbrd thag 86 thrieeR (FUsd) key data
records 7 and 8 be'considered to In the

t
dat abase, WithpIng!l rﬁﬁﬂ‘iquué'ﬂg @:aingle ypiptegruptiye OHBFGP‘?W e@%gﬁgoeonggrr l\\T,7V|8¥ Fecord 640,

del et g d?éfé\reﬁc%ﬂfe(bx&ﬂ;ﬁb E@f&drdjéﬂoeihﬂﬁat@(!ﬁﬁltﬁe sasngrecart thas Beed dasiedbe
consi dered to be

n the database. t he exarrpl es,
dat a recoframiﬁ%d?fégﬁ%eed&a{%m%E%Fﬁg 4 %ef(?@ag @%?éeﬁoé%é?%mgxg’%as a "del et ed"
data receeldted Tren uptdedse 400 meaienmytingrthe epgropdie anjppwittie hasiotablee dat abase
using a Sh{i':gl & uni nterruptible operation. Generally, a new el enent may be
commi t t ed*POMREN 10 dat abase, (i.e., becone instantaneously visible to the
search thseamnullmomerod%ﬂsmsg fo BB. i far iengmalepdirmrie name reersd §éWmavement t o

the ggeo é'dﬁlte?ec}[f?&rﬁ“dét%a ¢5Wo&é?®rlﬂ@ttﬂ9%§§mp WHﬁtﬁﬁqwaé‘H@é‘kﬂ’e this

appr oca ned so that the si ng}
oper at i on6ﬂ21wlth|aesi3 la't%hlﬂibﬂ)@n@t o‘ﬂ@nl Flisfnative ﬁ@ho@meah angoiie peinter & # engt h.

Even thoughyt %ﬁ?lf&%ﬁé@%ra TRbsBEndiiio Velefedt BEmaRATRIE ABoldBr@ads af ter

t he pointer i dirty bit notifies the search threags t hat

each new meyaawities tehash takig o 15e 'Béﬁ'? egbogdiment madticaioifs addiidlF a4nd t hat a

subsequenye@tisiaiothd EdtabNe rhEEBOSESIHEIIicNEY Sifamt he redo | og, may be
necessary. For database enbodl ment s cont ai ni ng rrul ti pI e indices, it may be

P O s et S OB oRRe G B S o STERY o | g, 2ot
resol uti opeEEMaEATEND, anfémbcmiraemtl the ditty\bit chayrbe cleasatefrore eacitsewi t h t he same
domai n nanFemenl{ b{/) rse’ttmg %ekael%y bip%y“ogxf:grtexample, and as discussed with
reference to FIGS. 4 and 6-8, dirty bit 406 and 408 may be set to “0” for data
records 420 and 430, respectively. Dirty bit 618 may be set to “0” for domain name
25  record 815, dirty bits 606 and 668 may be set to “0” for name server records 640
and 660, respectively. Dirty bits 707 and 807 may be set to “0” for key data records
780 and 880, respectively. In an embodiment, the dirty bit may be set to “0” for
each of the new elements in any order. After the dirty bits within each of the new
elements have been cleared (985), the “old,” or existing, database elements are no
30 longer active, i.e., referenced within the databasé. In an embodiment, the dirty bits
within these elements may then be cleared by setting the dirty bit to “0,” while in an

alternative embodiment, the dirty bits may not be cleared at all.

In an embodiment, the update thread may physically delete (990) existing
database elements that have been modified after the dirty bits are cleared (985)
35 from each of the new elements. Advantageously, the physical deletion of these
modified elements from memory 104 may be delayed to preserve consistency of in-
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wi thin the search space sinultaneously, but only during a transaction
involving that record for a unique index. Referring to FIG 4, an 8-byte
poi nt er cworoddprssili ng to new data record 430 25 nay be wpCTtuEsn2/sm8hash
table 403. Referring to FIG 6, an 8-byte pointer corresponding to new
domai N nag@grRe@Eschdd FarexBmpl, bitéredn éxistnhg@mnﬁ@bhes Bdéh motiifipdanant | y,

t hese hash table e trles n 8- nory 104
to ensur e"EHEYTESPY) H@I"@W %a%'??tecoﬂ%'ﬂgg?%@?rda??’% thB@%ﬂ%’?l E fg)le{lﬂ(%daf{rg th|>/s
val ue. Refhergxisiigg tlenfehGrom, mernéryuymena;mmd@ayedcaortbsmwnggearoht he new
search node 30 .70 be w rs Dt'nl’ﬂ?1 de pointer
715 Wi t hi ﬁw% rtgzﬂtﬁﬁgﬁé resﬂba&c{&r‘%ﬂ lés?rl%%illa?e ﬁﬁe%@veel éﬁ@?aﬁt o i\gd ok p '

al i gnexl otheadafabage enbyocordiavy ta wse hmemﬂv}'ousaﬂate of @ﬁsi&liaa Theatipdatesi ngl e 4 byt e
store insjru v, FIG 8,
plurality (5? s'@%?8%%@2dg@%%gbrr@ymggg%ﬁn%&?hgm eﬁ‘feﬁ“éll t@ggfe%@ietgg}aggr ess 899,
whi ch maythaébegargreiere dire axistdgpjersenioras fb@djfﬂﬁﬂd?%)v’elf'ﬁlsgsd menory 104 and may

reference the first node within plurality of search nodes 801 (i.e., e.qg.,
vertical fté et Ré?héﬁt% BQéﬁ@é@t@B%Hgthb@atdws@QMésearCh 33 WO
051 035683 PCITIRILR 08 >

35080 node 8 be witten -'of -tree address
899 usi ngPhysigahgeletian iilee ew#mgrqb@w@mmm wegzszah%mﬁhé%@'e@fg%a‘? Hdhts, just

priorqgo Eﬂ@tlrﬁ} e tﬂﬁztaﬂé'mdt @B8ve élf‘@sultrlém{uﬁl@d fms’ﬁhieﬁomhe élellri@j @efent he search
store i1,nstruct re visible

threads, while just af ﬁ . g

to the seW@EﬁeleFﬁdJé‘H% he‘l‘{ﬁﬁbasﬁn ‘f“ﬁyﬁo'étlnHSIt%us% Fr‘?tree\??%pst ?‘8| ﬁ}:‘? Aper at i on,

the new de%rﬂ@'totHGcg?mhéi tpdhté mréditﬁmdﬁibam}/: dileeo(D90 ) tbe esisting oper at id ng
t e rrin ase records

o be. del BEBIPY RO AR SR AbheeRc et caro R hbBH Ettoe B EbasCn e o h er,

to t he exusietetihavedioisbedray be written (1080) wth a null pointer using a
single uninterruptible operation. The null pointer may de 10 reference the

exi st iig recs tht?ePQ Qbﬁ&#s%éﬁéﬁéf&ﬂ% ipletAoh %f%ﬁ'noﬁ@%s%edjel et ed

from the database. errl n for exa data recaord 410 nmay be
del eted f mme@mdm@e afgbe ngesgvtgnvmtlpn Agd wreoua;%%fﬁpiugﬁl shaseteysiGst hi n hash

tabl e 40§f¥§/stté}narg08|=@ryéx%n{yrd kh&&ﬂoeés%broﬁ%l%hrth@ da%ﬁr&ad@ for exanpl e,

dormai n name Tecor del eted from base 600 b (%vervvrltl ng

the appropke@utieg éngs 9FQWP$9rﬂrﬂ02rés F,0% autte) ”@X?"‘qu AAVHLHY SEPRAN I poi nt er .
In an al t gf Bafet }f@tr@&i@ﬁ@k@@ﬂfon ﬁﬂa&twte&ampuengﬁemq 08 md}ﬂW;Iude&ZﬂN icit"
del ete record, corresg nlg ﬁﬁtoa ‘del e ? nane rec {d g]o may be
witté® t ePHEEING opIPAcBYAC ytpﬁ(?daucﬁﬁtft?ﬂpﬂ%’?to "}?HUFtI’Cinc?a?ffsgﬁ? e4dl ti ons” and
embodiments of the present invention, that have been optimally rearranged to
exploit the parallelism of the processor’s internal architecture (e.g., processor 102-
1, 102-2, etc.). Many other complications may readily be admitted by one skilled in
the art. Data hazards arising from out-of-order instruction execution may be
25  eliminated, for example, by creating dependencies between the creation (970) of
the new element and the pointer write (980) to the database.

In one embodiment, these dependencies may be established by inserting
additional arithmetic operations, such as, for example, an exclusive OR (XOR)
instruction, into the sequence of instructions executed by processor 102-1 to force

30 the execution of the instructions associated with the creation (970) of the new
element to issue, or complete, before the execution of the pointer write (980) to the
database. For example, the contents of the location in memory 104 corresponding
to the new element, and containing the dirty bit, may be XOR’ed with the contents
of the location in memory 104 corresponding to the pointer to the new element.

35  Subsequently, the address of the new element may be written (980) to memory 104

35



del etions to the database may be acconplished simlarly. 20 The update
thread may clear (985) the dirty bit within each of the plurality of new
el enent s.wDr3@sseesrbodi ment, the dirty bit may be cl eared PCamsezsiishew

el ement by setting the dirty bit to "0." For exanple, and as discussed with
r ef er ence te goAmEShe dewptbr®n8io e dalabbse. MOBerud ndi8odsey dverceme t o " 0" for

212 o5 SRR SRR R R A e 20 0

nane server records 640 and 660, respectively. Dirty bits 707 and 807 may
be set to "0SevYasal qrepditagrds peibe Prsenyigvention %@@Qeorf@g%@&wstnﬂéeq/and n an

enbodi mentgeséAbRdHerdid, RblveVERYit W beipprétiatld tHa modfsdbrelfanbiNgridfs el ement s
in any _order. After the dirty bits wthin each of the new elenents have

been cPearéthegssnt invgationArg covesed by tha ahqye tepghinga sad ¥iitbinghe suriew no 30

| onger actyf ¥R agpefded EIShRNVAMGEEdSYa i rdn el BAg thteddbodopaBogiEENt, the
dirty bits w.thin these elenents nmay then be cleared by setting the dirty
bit to "OM™eRPT-e in an alternative embodinent, the dirty bits may not be
cleared at all. In an enbodi ment, the update thread may physically delete
(990) existing database elenents that have been nodified after the dirty
bits are cleared (985) 35 fromeach of the new el enents. Advant ageously,

t he physical deletion of these nodified elenments fromnmenory 104 may be
del ayed to preserve consistency of in 34 WO 03/038683 PCT/ US02/ 35080
progress searches. For exanple, after an existing elenment has been nodified
and the correspondi ng new el enent conmtted to the database, the physical
deletion of the existing elenment fromnmenory 104 may be del ayed so that
exi-sting search threads that have a result, acquired just before the new
el ement was conmitted to 5 the database, may continue to use the previous
state of the data. The update thread may physically delete (990) the
existing elenent after all the search threads that began before the

exi sting elenment was nodi fied have finished. Simlarly, after an existing
el ement has been del eted fromthe database, the physical deletion of the
existing elenment fromnenory 104 may be del ayed so that 10 existing search
threads that have a result, acquired just before the existing el enent was
del eted fromthe database, nay continue to use the previous state of the
data. Referring to FIG 10, the update thread may physically delete (1090)
the existing elenent after all the search threads that began before the
exi sting el enent was deleted, have finished. 15 Potential conplications
may arise fromthe interaction of methods associ ated
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wi th enbodi nents of the present invention and various architectural
characteristics of system 100. For exanple, the processor on which the
updat e t wead/0s®83 executing (e.g., processor 102-1, 102-2pPCEFUSO)/3508Y

i ncl ude hardware to support out- of-order instruction execution. In another
exanpl e, system 100 may i nclude an 20 optim zing conpil er which may produce
a sequenc®Iudt is oktimedis:ons, associated with enbodi nents of the present

i nvention, that have been optimally rearranged to exploit the parallelism
of the processaor's internal architecture (e.qg., processor 102- 1, 102-2,
etc.). Many ot Her™ B8fiphieaded B%@’O%‘;at?%?&islg@tegbC‘&%Fﬁ'?”ﬂ%d by one skilled in

the art. Data hg’zards ari si narfrorggqut-of-o der, instruction execution may
: r

be 25 el i ni nat &4/€aPANCRAFRTFR" COUP' LR AR §eP¥hdenci es bet ween t he
creation (970) of the new,el egnent and the point.er i t he

dat abase. In oﬁén%'ﬂﬁré’dﬁoH%ﬁ?'?o F‘ﬁé’§%ce(§§%re erﬁgringg 'ﬁ%@%g@%’%?‘% %ﬁ(gd by

i nser t 5 ng instrddiidnsaiaptedito béprédutedipethatprasessordach as, for exanple, an
exclusive OR (XOR) instruction, into the sequence of instructions executed
by processor 1@geate dioupdate thredd anrba phedity dioaeacdh thieedsnst ruct i ons associ at ed
with the creation (970) of the new elenment to issue, or conplete, before

t he execution @sigheagodfira Rluralityicf seargBayeties, raveived Qvaibihs aetwask, taxanpl e, t he
contents I il i . 104 corresponding to the new el enent,
and cont a?ﬁletr?gﬁ]tehée?&gw?gSéﬁ%ﬁ%&ébe XOR ed with the contents of the

| ocation in mengydachQéacpisgsponding to the pointer to the new elenment. 35
Subsequently, the address of the new el enent may be witten (980) to nenory
104 3%9WO 03/ 038683 sB&rth tKed@4ta5ad3adcordi@aitie dddyreaweatcAment to t he

dat abase. Nunerous nethods to overcone these conplications may be readily
di scernabl e to %fit*Skilled in the art. Several enbodiments of the present
invention are specifically,illustrat ‘ i ein. However, it
wi |l be appreciated Cf%g?aﬁ%'(ﬁ?lfw 8%%6%6%3 egpne% Q’?grr%lggﬁd%%sogﬁof t he present

i nvention are @ssignetisdaych dneermboard t eachi ngs and within the purview of the
appended cl ainms without departing fromthe spirit and intended scope of the
i nvention. 36 WO 03/s668883walty ubeedrgis oties Writthe retepeG aedl is: 1. A

mul ti-threaded network database system conprising: at |east one processor
coupl 88 to a ndoribe kpdaaéraadrenory coupl ed to the processor, the nmenory

i ncluding a database and 5 instructions adapted to be executed by the
processor to: create a plurality of new elements according to new

information received over the network,
set a dirty bit within each of the plurality of new elements,

without restricting access to the database for the plurality of
20 search threads, write a pointer to each of the plurality of new
elements to the database using a single uninterruptible operation,

and

clear the dirty bit within each of the plurality of new elements.

2. The system of claim 1, wherein the instructions further include:

25 for the update thread:

set a dirty bit within at least one existing element to be
deleted from the database, and

without restricting access to the database for the plurality of
search threads, de-reference the existing element to be deleted
30 using a single uninterruptible operation.
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create an update thread and a plurality of search threads; assign each of a
plurality of search queries, received over the network, to one of the
pl ural itywofo3sss8th t hreads; for each search thread. 10 s@amarsor/b@sadat abase
according to the assigned search queries, create a plurality of search

replies corresponpergstt dfldRim aswh@Rerithe epsteuttioneiuitesr inange:send t he
plurality of search replies over the network; and 15 for the update thread:

create a pl uraldrithe gpdarettiredcement s according to new information received
over the network, set a dirty bit within each of the plurality of new
el ements, wi thout resitardlctyb'rng/itamcmmst ond bdstihgteddrase td be the plurality of

20 search t hr eads e\éan a}.agﬁ%'ggrb&ror ep%gr{lelp%“;rngn%l urality of new el enents
°g

to the dat abas@oﬁigl anin operation, and clear the
dirty Hit w t hcorregpondiaf nBW@Ithemadmdy of new el enents. 2. The system of
claim1l1, wherein the instructions further include: 25 for the update
thread., set a dirt gledr thewirybinwighin theatistivgelameant efterghebeintafit to be

del eted fromt jy ﬁﬁ%wcorﬂé%?ﬂm'ﬁ%ﬁéwgr&%' cting access to the database

for the plurality of searc rea e- re erence the existing elenment to
be del eted 30 using a single uninterruptible oqperatjon. 37 W) 03/038683
PCT/ US02/ 350804 Jhemraterya claim ds whergimihe singhovrdntarmyniible orRaraliRttiséns f ur t her
i nclude: ERke inBRustdate thread: set a dirty bit within at |east one

exi sting elenment to be rmdified in the database before the pointer is
witt to 5 cqrr pond| ew ment, and cl ear t he it.wthin the
exi stihg el eneRt THFHPLe f“n‘gc ntlg erelrgfh\%stq@g}.? 8“%%“%%@%2%8%&9 Ag new

el enent. #éenldip adyieke ivcated oha foulbytebeurdany.t he singl e uninterruptible
operation is a store instruction.

6. The system of claim 4, wherein the store instruction writes eight bytes to

a memory address located on an eight byte boundary.

7. The system of claim 4, wherein the processor has a word size of at least
15  n-bytes, the memory has a width of at least n-bytes and the store instruction writes

n-bytes to a memory address located on an n-byte boundary.

8. The system of claim 1, wherein the plurality of search queries are

received within a single network packet.

9. The system of claim 1, wherein the plurality of search replies are sent

20  within a single network packet.

10. The system of claim 1, wherein said restricting access includes

database locking.

11. The system of claim 1, wherein said restricting access includes spin

locking.

25 12. The system of claim 11, wherein said spin locking includes the use of at

least one semaphore.

13. The system of claim 12, wherein said semaphore is a mutex

semaphore.

14. The system of claim 1, further comprising a plurality of processors and

30 a symmetric multi-processing operating system.
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10 5. The systemof claim4, wherein the store instruction wites four
bytes to a nenory address | ocated on a four byte boundary. 6. The system
of clai mwO oalossees n t he store instruction wites ei ght byPeI/uso2/3zmsnenory
address | ocated on an eight byte boundary. 7. The system of claim 4,

wher ei n the prd@eskErsypias of ognd4svherest thapluraliiy of sedfchrihtsade perfore nmenory

has a w didf|eRkt #60,0@PSdardiclpbrsecefd. the store instruction wites n-bytes
to a menory address |ocated on an n-byte boundary. 8. The systemof claim

1, wherein the %Iulralit of search queries are received within a single
networ k packet .109. TheRUsEIGf SRIB1Scapigimthe wrdate thieas eefdrmsaatiiaapt of sear ch
replies are,m®monipdai?@ psr sédoRda si ngl e network packet. 10. The system of
claim1l1, wherein said restricting access includes database |ocking. 11.
The system of ¢laim 1. wher.ejn id restricti access i ncludes spin

ocki g, 25 1217 THReSyRPEIATSITEIE: Wharh A QpaTtE tESRPSTRIS BSONERG | ncl udes
t he use o040 dnealsS0,00A@pdatmaphosezond3. The system of claim 12, wherein
said semaphore is a mutex semaphore. 14. The systemof claim1, further

conprising a plydr g}l . ri L.ti-processing
operating syst e% ?Q%Emg?@%@g@%iﬁ‘? %%Oaﬁg?gg)gxggg&ﬁegﬂ%éﬁ ‘gpﬁ?%'f claim
14, wher eithasparchlindexl ity of search threads perform at |east 100, 000
searches per second. 16. The system of claim 15, wherein the update thread

performs at |east TheQyHER diRRHh a8, WEEreMRROBEarcR inkéx isTé“FS‘g.ySt em of claim 16,
wherein the update thread perforns between 50,000 and 130, 000 updates per

seconq 18. Th(a2 Sﬁtem ofr?gl %lm 1, wherein the pointer to the new el enent
is witten to2Q JESS¥HETRlSRIM 1oWherk tBe Soibtar & theinemnslamentipariien t he

sear ch i ntea data recdrdithibkh@databhse.syst em of claim 1, wherein the pointer to
the new element is witten to a data record within the database. 21. A

met hod for Searzqh'A%ef?lQ&ifo?%Qg}éHnS%tnld%oH uq‘raetn'tlg gpgatigstaadba?a%%’se,
comprising:

creating an update thread and a plurality of search threads;

15 assigning each of a plurality of search queries, received over the network, to
one of the plurality of search threads;

for each search thread:

searching the database according to the assigned search
gueries,

20 creating a plurality of search replies corresponding to the
assigned search queries, and

sending the plurality of search replies over the network; and
for the update thread:

creating a plurality of new elements according to new
25 information received over the network,

setting a dirty bit within each of the plurality of new elements,

without restricting access to the database for the plurality of
search threads, writing a pointer to each of the plurality of new
elements to the database using a single uninterruptible operation,
30 and
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conprising: creating an update thread and a plurality of search threads; 15
assigning each of a plurality of search queries, received over the network,
to one oWotohm3gBural ity of search threads; for each sear PCTIUSOEEDS0
searching the database according to the assigned search queries, 20
creating a pluralitclesring &g @y g@mthl@§a§bpft§1§m“alimgf mewthe assigned
search queri es,gi@nghtsendi ng the plurality of search replies over the
network; and for the update thread: creating a plurality of new el enents
according to n 5 information received over the network, setting a dirty
bit within eac%\gofﬁleﬁﬁetﬁq’%?faqlfi"[“)mow%ﬁw thedngricions fyftherdagludasst ri cti ng
access to the &at&basg tf(?r the plurality of search threads, witing a
pointer to eac Ol LR aBI’U?%‘i"i ty of new elenents to the database using a

oo R e P BB 0 3R DB st 22080,
The met hod of debated 2dm thehdatathaset &ed | nstructi ons further include: for the

update thread: setting a dirty bit within at | east one existing elenent to
be del eted from t hevithavtabsisetjngaardess tolibeitlatabsse focthienduralitgess to t he

dat abase for t i [ r . L et ncing the existing
el emrent to be %gfgbgff%%ﬁﬁg&gr%ﬁﬁwgﬁgeEﬁ%ﬁ%@?rﬂpﬁitéﬁg%‘é%&dﬂi on. 10 23. The
met hod of cl ai Msing,a single Heiptesioitivle spergtion.f or t he update thread: setting a

dirty bit within at | east one existing element to be nodified in the

dat abage bef or @3t hdeRQAtRSES! digimWirl tilidRericBmpRShg.espondi ng new el enent, and
15 clearing the dirty bit within the existing el enment after the pointer is

witten to for the update thread:

setting a dirty bit within at least one existing element to be
modified in the database before the pointer is written to
corresponding new element, and

15 clearing the dirty bit within the existing element after the pointer is written to
the corresponding new element.

24. The method of claim 21, wherein the single uninterruptible operation is
a store instruction.

25. The method of claim 23, wherein the store instruction writes four bytes
20  to a memory address located on a four byte boundary.

26. The method of claim 23, wherein the store instruction writes eight bytes
to a memory address located on an eight byte boundary.

27. The method of claim 21, wherein the plurality of search queries are
received within a single network packet.

25 28. The method of claim 21, wherein the plurality of search replies are sent
within a single network packet.

29. The method of claim 21, wherein said restricting access includes
database locking.

30. The method of claim 21, wherein said restricting access includes spin
30 locking.
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t he correspondi ng new el enment. 24. The nethod of claim 21, wherein the
single uninterrupti ble operation is a store instruction. 25. The nethod of
cl ai m 23, watvafst6g3 t he store instruction wites four bytesPCTISHD3IASMENDIY
address | ocated on a four byte boundary. 26. The nethod of claim 23,

wher ei n the st d&le Theghethed dheiaimr 3, eheesig baid Bpihdsckinganaudeipe isadeaess

| ocated ong oﬁégg%apﬁﬂrg boundary. 27. The nmethod of claim21, wherein the
plurality of search queries are received within a single network packet.
25 28. The method of claim?21, wherein the plurality of search replies are
sent within a 33 nidiednetbediel Kaipatk atherewsaitisemaphdreds afmuddxai m 21, wherein
sai d rest IsefiabRgredccess includes database |ocking. 30. The method of claim
21, wherein said restricting access includes spin 30 |ocking. 40 WO

03/ 038683 PCT/ 5302_'[ 35080 31, The method of claim 30, wherein said spin

| ocki ng i ncl udes- e RiBodef Gaim 31e aberein thedyralify of eeargpthremsis nesiood of

clai m 31, aneaeei 00,600 shafchigBpBPsohg. @ mutex semaphore. 5 33. The nethod of
claim 21, wherein the plurality of search threads perform at |east 100, 000

searches per segond. 34. The nethod, of .cJaim 21, wherein the update thread
perforns at |e g’t n'q‘?d"%%’ pcé%l?‘e%'ﬁ‘@?reé’b Sritpdatedhree peHermrorf ledstcl ai m 34,

wher ei n t HO,000dgidetes Ipeesetopdr f or s bet ween 10 50, 000 and 130, 000 updat es

per second. 36. The nethod of claim 21, wherein the pointer to the new

element is wWigkt i N .37 thod of claim21, wherein
t he pointer to%h?ﬁ%@?ﬁﬁaﬁmi% ’ q’ﬁléfet"f%ﬁ @Q&Sq@'g? p?@%fmsab‘?m??ﬁ n the
dat abdde. 59H08@ndA3pHRP updates pardeesioad.medi um i ncl udi ng i nstructi ons adapt ed

to be executed by at |east one processor to inplenent a nmethod for

searching and 360TKdIE®BE Y PSR i ViAShraindad a@%% thgﬁe”%ﬁé}g&t%o”mi sing:
creating an “,E’?ate thread and a plurality of searc tWrea S;
written to a search index.

37. The method of claim 21, wherein the pointer to the new element is
written to a data record within the database.

15 38. A computer readable medium including instructions adapted to be
executed by at least one processor to implement a method for searching and
concurrently updating a database, the method comprising:

creating an update thread and a plurality of search threads;

assigning each of a plurality of search queries, received over the network, to
20  one of the plurality of search threads;

for each search thread:

searching a database according to the assigned search
queries,

creating a plurality of search replies corresponding to the
25 assigned search queries, and

sending the plurality of search replies over the network; and

for the update thread:

creating a plurality of new elements according to new
information received over the network,

30 setting a dirty bit within each of the plurality of new elements

’
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assigning each of a plurality of search queries, received over the network,
to 20 one of the plurality of search threads; for each search thread:

sear chi ngwe odasssBase according to the assigned search quecTdasp2/aioeati ng a
plurality of search replies corresponding to the 25 assigned search
queries, and sendi ngvithhet reblnictitid agcess tostbadatabaspior #e mwralitytdie net wor k; and
for the update : 4 . | nts according to
new informati Oéﬁafcgggieeg%%g@@ggt éﬂ%@{)%?l{\(}ﬁf@%p@@%ﬁt?h@% dirty bit within
each of the pl @lementytadhe databasereing ¢ single WD teBUBBEEGEr&#EN, US02/ 35080

W t hout restrigpyyng access to the database for the plurality of search
threads, witing a pointer to each of the plurality of new elenents to the

dat abase using a si R@lAny HWiRf bt RithilBcR BEhELIRAity ofidy 5_clearing the
dirty bit within each ofglt he Ig)fural ilty 8f newtp e 'e¥r8nts. 39. The conputer

readabl e medi urRl®PeN$-ai m 38, wherein the method further includes: for the
update thread: 10 setting a dirty bit within at | east one elenent to be

del eted from t3ge Thatcahpa®r rexdbl rhé@uh of eBink BS itRGeiRtiemRtiod fifigrdat abase
for the pI.uthi_ty of search threads, de-referencing the element to be

del eted udl§ single uninterruptible operation. 15 40. The conputer
readabl e nedi u i wherein the nethod further includes: for the
updat e t hread: %’g&?ﬂr’@é@}hﬁ%c{y bit within at | east one existing elenent to

be mpglified in t hesgﬁ’ihﬁg%ﬁ'gln@ﬂvﬂﬁiﬁ at Qgstpo%ie%ﬁe%erit%o%idglteFe% to 20

correspondi ng new el ene
from the database, and

without restricting access to the database for the plurality of
search threads, de-referencing the element to be deleted using a
single uninterruptible operation.

15 40. The computer readable medium of claim 38, wherein the method
further includes:
for the update thread:

setting a dirty bit within at least one existing element to be
modified in the database before the pointer is written to
20 corresponding new element, and

clearing the dirty bit within the existing element after the pointer is written to
the corresponding new element.

41. The computer readable medium of claim 38, wherein the single
uninterruptible operation is a store instruction.

25 42. The computer readable medium of claim 41, wherein the store
instruction writes four bytes to a memory address located on a four byte boundary.

43. The computer readable medium of claim 41, wherein the store
instruction writes eight bytes to a memory address located on an eight byte
boundary.

30 44. The computer readable medium of claim 38, wherein the plurality of
search queries are received within a single network packet.
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clearing the dirty bit within the existing elenent after the pointer is
witten to the corresponding new el enent. 41. The conputer readabl e nedi um
of cl ai m&8,03mbssBxi n the single uninterruptible operati oRCIraIsa2/3308¢ e
instruction. 25 42. The conputer readable nedium of claim4l, wherein the
store i nstructPord hgcPMpster rradabltreedivm of claimBs,ywhedein dssplucatitafd on a f our

byt e boundasith rddlies BREsR WRHNG sih e hatidtk B?éﬁeHm of claima4l, wherein the
store instruction wites eight bytes to a nenory address | ocated on an

ei ght byte bo%de}rg. 30 44. The conputer readabl e nedi um of claim 38,
wherei n the pl GPal'fEyoBPutes ieadable sprgivnaof gain 3&wierein sqidirastrictingsi ngl e
net wor k pacsass.indh?lddQadbho8/BRiag PCT/ US02/ 35080 45. The conputer readabl e
medi um of claim 38, wherein the plurality of search replies are sent

Wi t hinza singlg,n rk packet,. 46. The conpuier readable nmediumof claim
38, wherein sa?’g' ﬁﬁg\é\??"wgﬁ'}eﬁrgeadat&'gé‘g%d"?'ﬁ@fG'g@%‘g'%lé(‘fh%%@éa'pdéfktf'ﬁﬁ‘.g 5 47. The
conput er pecesalmadudesdpinioadngcl ai m 38, wherein said restricting access

i ncl udes spin |ocking. 48. The conputer readabl e nedium of claim 47,

wherein said spikn ' i : . 0f. at | east. one semaphore. 49.
The conput er rggdgh?gghwggﬁhﬁgg%’ﬁigﬁ%&m 5?8'8' L ainetely aa'géﬁﬁ‘ﬂﬂ‘g?'@pi s 10 a
nut ex sentsikgpe thesgse of gkleggimmetsemapbadabl e medi um of cl ai m 38, wherein the

pointer to the newelenent is witten to a search index. 51. The conputer

readabl e nedi uayofrhée b@dhputeSs W | : nt is
Wi ttﬁﬂ to a data r corgﬂJtV\/i fﬁ?ﬁﬁ%ﬁ*eéaa%nﬁgfbgggmbei%hg%lﬁ ?{‘ﬁg%@\gf’gﬁﬁgé claim 8,

wher elth t AEHRXSSRFNOMAt i on is received within the single network packet.
53. The nmethod of claim?27, wherein the new information is received within

the single net 8orkhepmoipeter réatiabEaesiomuficRimBeadiabR tHB dbmer &f el ai m 44,

\F’)\’gg[(gi n ZQ&N @%Wmn%?s \A-/rﬂ{e%rtggtsltagrré:hiil’?dgxgcEi ved within the single network

51. The computer readable medium of claim 38, wherein the pointer to the
new element is written to a data record within the database.

15 52. The system of claim 8, wherein the new information is received within
the single network packet.

53. The method of claim 27, wherein the new information is received within
the single network packet.

54. The computer readable medium of claim 44, wherein the new
20  information is received within the single network packet.
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