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CLAIMS 

1. A method operational at a wireless communication device for wireless communication 

with a network, the method comprising: establishing a radio communication connection with 

a first radio access node (RAN); transmitting user plane data to the first RAN using control 

plane signaling; determining that the wireless communication device is experiencing radio 

link failure (RLF) with the first RAN and that the radio communication connection should be 

reestablished with a second RAN; obtaining a user equipment message authentication code 

(MACUE) based at least in part on one or more bits of a non-access stratum (NAS) COUNT 

value maintained at the wireless communication device; sending a reestablishment message 

to the second RAN, wherein the reestablishment message comprises parameters used by a 

core network node communicatively coupled to the second RAN to authenticate the wireless 

communication device; and reestablishing the radio communication connection with the 

second RAN, wherein the parameters comprise the MACUE.  

2. The method of claim 1, wherein the reestablishment message is not secured with an access 

stratum key.  

3. The method of claim 1, wherein the parameters further include the one or more bits of the 

NAS COUNT value that the MACUE is based on, and the parameters further include a device 

identifier that identifies the wireless communication device.  

4. The method of claim 1, further comprising: in response to the reestablishment message, 

receiving a reestablishment success message enabling the wireless communication device to 

reestablish the radio communication connection with the second RAN.  

5. The method of claim 1, wherein the MACUE is encrypted with a NAS cryptographic key.  

6. The method of claim 1, further comprising: generating the MACUE based in part on a cell 

identifier that identifies the second RAN and the NAS COUNT value maintained at the 

wireless communication device.  

7. The method of claim 6, wherein a cryptographic function is used to generate the MACUE

based on the cell identifier and the NAS COUNT value.  

8. The method of claim 1, further comprising: incrementing the NAS COUNT value after 

sending the reestablishment message to the second RAN.  

9. The method of claim 1, further comprising: sending an RRC Connection Reestablishment 

Request message to the second RAN; and receiving an RRC Connection Reestablishment 

acknowledgement message from the second RAN in response to sending the RRC 

Connection Reestablishment Request message, and wherein the reestablishment message sent 

to the second RAN that includes the parameters is an RRC Connection Reestablishment 
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Complete message.  

10. The method of claim 1, wherein the wireless communication device does not establish a 

security association with the first RAN.  

11. The method of claim 1, wherein the first RAN is a first cell of an evolved Node B (eNB) 

and the second RAN is a second cell of the eNB.  

12. A wireless communication device comprising: a wireless communication interface 

adapted to communicate with one or more radio access nodes (RANs) associated with a 

wireless communication network; and a processing circuit communicatively coupled to the 

wireless communication interface, the processing circuit adapted to: establish a radio 

communication connection with a first RAN; transmit user plane data to the first RAN using 

control plane signaling; determine that the wireless communication device is experiencing 

radio link failure (RLF) with the first RAN and that the radio communication connection 

should be reestablished with a second RAN; obtain a user equipment message authentication 

code (MACUE) based at least in part on one or more bits of a non-access stratum (NAS) 

COUNT value maintained at the wireless communication device; send a reestablishment 

message to the second RAN, wherein the reestablishment message comprises parameters 

used by a core network node communicatively coupled to the second RAN to authenticate the 

wireless communication device; and reestablish the radio communication connection with the 

second RAN, wherein the parameters comprise the MACUE.  

13. The wireless communication device of claim 12, wherein the MACUE is based in part on a 

plurality of least significant bits of the NAS COUNT value.  

14. The wireless communication device of claim 12, wherein the parameters further include 

the one or more bits of the NAS COUNT value that the MACUE is based on, and the 

parameters further include a device identifier that identifies the wireless communication 

device.  

15. The wireless communication device of claim 12, wherein the processing circuit is further 

adapted to: in response to the reestablishment message, receive a reestablishment success 

message enabling the wireless communication device to reestablish the radio communication 

connection with the second RAN.  

16. The wireless communication device of claim 12, wherein the one or more bits of the NAS 

COUNT value includes all bits of the NAS COUNT value.  

17. The wireless communication device of claim 12, wherein the processing circuit is further 

adapted to: generate the MACUE based in part on a cell identifier that identifies the second 

RAN and the NAS COUNT value maintained at the wireless communication device.  

18. The wireless communication device of claim 17, wherein a cryptographic function is used 
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to generate the MACUE based on the cell identifier and the NAS COUNT value.  

19. The wireless communication device of claim 12, wherein the processing circuit is further 

adapted to: increment the NAS COUNT value after sending the reestablishment message to 

the second RAN.  

20. The wireless communication device of claim 12, wherein the processing circuit is further 

adapted to: send an RRC Connection Reestablishment Request message to the second RAN; 

and receive an RRC Connection Reestablishment acknowledgement message from the second 

RAN in response to sending the RRC Connection Reestablishment Request message, and 

wherein the reestablishment message sent to the second RAN that includes the parameters is 

an RRC Connection Reestablishment Complete message.  

21. The wireless communication device of claim 12, wherein the first RAN is a first evolved 

Node B (eNB), the second RAN is a second eNB, and the core network node is a mobility 

management entity (MME).  

22. The wireless communication device of claim 12, wherein the first RAN is a first cell of an 

evolved Node B (eNB) and the second RAN is a second cell of the eNB.  

23. A wireless communication device comprising: means for establishing a radio 

communication connection with a first radio access node (RAN); means for transmitting user 

plane data to the first RAN using control plane signaling; means for determining that the 

wireless communication device is experiencing radio link failure (RLF) with the first RAN 

and that the radio communication connection should be reestablished with a second RAN; 

means for obtaining a user equipment message authentication code (MACUE) based at least in 

part on one or more bits of a non-access stratum (NAS) COUNT value maintained at the 

wireless communication device; means for sending a reestablishment message to the second 

RAN, wherein the reestablishment message comprises parameters used by a core network 

node communicatively coupled to the second RAN to authenticate the wireless 

communication device; and means for reestablishing the radio communication connection 

with the second RAN, wherein the parameters comprise the MACUE.  

24. The wireless communication device of claim 23, further comprising: means for receiving 

a reestablishment success message enabling the wireless communication device to reestablish 

the radio communication connection with the second RAN.  

25. The wireless communication device of claim 23, further comprising: means for 

generating the MACUE based in part on a cell identifier that identifies the second RAN and 

the NAS COUNT value maintained at the wireless communication device.  

26. A network device comprising: a communication interface adapted to communicate with a 

wireless communication device and a communication network; and a processing circuit 

communicatively coupled to the communication interface, the processing circuit adapted to: 
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receive from the wireless communication device a request to reestablish a radio 

communication connection with the network device, transmit user plane data to a radio access 

node (RAN) using control plane signaling, the wireless communication device experiencing 

radio link failure (RLF) of a previously established radio communication connection with the 

RAN, the request including parameters that enable a core network node communicatively 

coupled to the network device to authenticate the wireless communication device and allow 

reestablishment of the radio communication connection with the network device, wherein the 

parameters include at least a message authentication code (MACUE) based in part on one or 

more bits of a non-access stratum (NAS) COUNT value maintained at the wireless 

communication device.  

27. The network device of claim 26, wherein the processing circuit is further adapted to: send 

a message to the core network node that includes the parameters; receive confirmation from 

the core network node that the wireless communication device was authenticated; and 

reestablish the radio communication connection with the wireless communication device in 

response to receiving the confirmation.  

28. The network device of claim 26, wherein the processing circuit is further adapted to: send 

a message to the RAN that includes the parameters; receive confirmation from the RAN that 

the core network node authenticated the wireless communication device; and reestablish the 

radio communication connection with the wireless communication device in response to 

receiving the confirmation.  

29. The network device of claim 26, wherein the one or more bits of the NAS COUNT value 

is a plurality of least significant bits of the NAS COUNT value, and the MACUE is based in 

part on the plurality of least significant bits of the NAS COUNT value.  

30. The network device of claim 26, wherein the RAN is a first evolved Node B (eNB), the 

network device is a second eNB, and the core network node is a mobility management entity 

(MME). 


