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S201: Store M messages, 
where the M messages include 

a first session table and/or 
stream reassembly–related first 

information

S202: M messages

S203: Create a first bitmap file 
(indicating a reception status of 

the M messages by the first 
engine node) for the second 

engine node

S204: Send a request message (used to 
request N messages) when the first 

bitmap file indicates that the N messages 
in the M message have not been received

S205: N messages

S206: Modify the first bitmap 
file, where a modified first 

bitmap file indicates that the M 
messages have been received

First engine node Second engine node

FIG. 2 



4/11 

Local buffer 1

Engine node 1

Local buffer 2

Engine node 2

Local buffer 3

Engine node 3

Write Read Read

Write Read Read

Read Write Read

Read Write Read

Read Read Write

Read Read Write

: Data 1 of the engine node 1 : Data 2 of the engine node 2

: Data 3 of the engine node 3

FIG. 3 



5/11 

No

Yes

Yes

S401

S402

S403

S404

S405

S406

No

Start

Receive a first packet, 
where the first packet 

belongs to a first session

Determine 
whether the first session is a 

new session

Determine 
whether a first session table 
includes an identifier of the 

first session

Determine, based on a 
connection direction of 
the first session and an 
ACL, whether to allow 

access to the first 
packet

Modify a first session 
table, where a 

modified first session 
table includes an 

identifier of the first 
session, fourth 

information, and the 
connection direction of 

the first session

Send the modified first 
session table to at least 

one engine node

TO 
FIG. 4B

TO 
FIG. 4B

TO 
FIG. 4B

FIG. 4A 



6/11 

YesNo

S407

S408

S409

S410

S411

S412

End

CONT. 
FROM
FIG. 4A

Determine 
whether a connection direction 

of the first session is 
determinate

Determine, based 
on the 

connection 
direction of the 
first session and 
an ACL, whether 
to allow access 

to the first packet

Determine, based on 
the connection 

direction of the first 
session and an ACL, 

whether to allow 
access to the first 
packet, where the 

connection direction 
of the first session 
includes a forward 

direction and a 
reverse direction of 

the first packet

Determine, based 
on a connection 
direction of the 
first session and 
an ACL, whether 
to allow access 

to the first 
packet, where the 

connection 
direction of the 
first session is a 

sending direction 
of the first packet

Modify the first 
session table, 

where a modified 
first session table 

includes the 
identifier of the 
first session and 
third information

Send the 
modified first 

session table to 
at least one 
engine node

CONT. 
FROM
FIG. 4A

CONT. 
FROM
FIG. 4A

FIG. 4B 



7/11 

Yes

S501

S502

S503

S504

S506

Yes

No S505

TO 
FIG. 5B

Start

Receive a second packet, 
where the second packet 

belongs to a first data stream

Determine whether 
the second packet is a 1st packet in the first 

data stream

Perform stream reassembly 
processing on the second 

packet

End

Determine whether 
reassembly of the first data stream 

has been completed

Send fifth 
information 

(indicating that 
reassembly of the 
first data stream is 
completed) to at 
least one engine 

node

Send sixth information 
(indicating that reassembly 

of the first data stream is not 
completed and a main 

processing node of the first 
data stream is a first engine 
node) to at least one engine 

node

TO 
FIG. 5B

TO 
FIG. 5B

FIG. 5A 



8/11 

No

S507

S508

S509

S510

Yes

No

No

The first 
information 

indicates that 
reassembly 
of the first 
data stream 
has not been 
completed 
and a main 
processing 
node is a 

third engine 
node

The first information 
does not include 

information about the 
first data stream

Yes
Determine, 

based on first information, 
whether reassembly of 

the first data stream has been
completed

Buffer the second 
packet

Determine whether 
the main processing node is a first 

engine node

Send the second 
packet to the third 

engine node

CONT. 
FROM
FIG. 5A

CONT. 
FROM
FIG. 5A

CONT. 
FROM
FIG. 5A

FIG. 5B 



9/11 

Data processing apparatus 600

603 601

604

602

Receiving 
module

Processing 
module

Sending 
module

Storage 
module

FIG. 6 

Compute 
device 700

Bus 701 Memory 703

Processing 
module 601

Sending 
module 602

Receiving 
module 603

Storage 
module 604

Processor 
702

Communication 
interface 704

FIG. 7 



10/11 

Compute device 
100

Bus 102

Processor 
104

Memory 106

Communication 
interface 108

Apparatus A

Apparatus B Apparatus C

Compute device 
100

Bus 102

Processor 
104

Memory 106

Communication 
interface 108

Apparatus A

Apparatus B Apparatus C

Compute device 
100

Bus 102

Processor 
104

Memory 106

Communication 
interface 108

Apparatus A

Apparatus B Apparatus C

Compute 
device 700

Bus 701 Memory 703

Processing 
module 601

Sending 
module 602

Receiving 
module 603

Storage 
module 604

Processor 
702

Communication 
interface 704

FIG. 8 



11/11 

N
et

w
or

k

C
om

pu
te

 
de

vi
ce

 
70

0A

B
us

 7
01

C
om

pu
te

 
de

vi
ce

 
70

0B

B
us

 7
01

M
em

or
y 

70
3

F
IG

. 
9

S
en

di
ng

 
m

od
ul

e 
60

2

R
ec

ei
vi

ng
 

m
od

ul
e 

60
3

M
em

or
y 

70
3

P
ro

ce
ss

in
g 

m
od

ul
e 

60
1

S
to

ra
ge

 
m

od
ul

e 
60

4

C
om

m
un

ic
at

io
n 

in
te

rf
ac

e 
70

4
P

ro
ce

ss
or

 
70

2

P
ro

ce
ss

or
 

70
2

C
om

m
un

ic
at

io
n 

in
te

rf
ac

e 
70

4


